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U.NORMAL
(—#%F A% / a normal user)
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A User who has been identified and authenticated
and does not have an administrative role

U.ADMIN
(%% | an administrator)
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M

A User who has been identified and authenticated
and has an administrative role
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Data created by and for Users that do not affect
the operation of the TSF
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Data created by and for the TOE that might affect
the operation of the TSF
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D.USER.DOC | fIIHEXE T — | ETHERITINN— Fa—oEN T, FIHEOCE
7 WZEENDHEH
User Document | Information contained in a User’s Document, in
Data electronic or hardcopy form

D.USER.JOB | fijH#H v a 7 FIRE OCEF I SCEWE Y 2 7ICBEE T 5 1E#®
T—H Information related to a User’s Document or
User Job Data Document Processing Job
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Protected TSF TOE OtXx =V 7 1 8% RIEFTE LILRWA,
Data BBIIOVWTIFRTEDL LI RTSF 7 —4,

TSF Data for which alteration by a User who is
neither the data owner nor in an Administrator
role might affect the security of the TOE, but for
which disclosure is acceptable
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Confidential N.TOE DXz T 0 I2HEL2RITTHE LR
TSF Data WXk 972 TSF 5 —4#,

TSF Data for which either disclosure or alteration
by a User who is neither the data owner nor in an
Administrator role might affect the security of the
TOE
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T.UNAUTHORIZED_ACCESS

WFH 1T, TOEDA >4 7 = —A%i@E LT, TOEN
DODHAEXET —F~T A (HE, &, £/2
XHIBR) . FRERAEY 2 7T 2 EE (LWEE
TZIXHIBR) 2% LivZzuy,

An attacker may access (read, modify, or delete)
User Document Data or change (modify or delete)
User Job Data in the TOE through one of the
TOE'’s interfaces.

T.TSF_COMPROMISE

WEEFL, TOEDA v 4 7 =—A %@ LT, TOEWN
DTSFT —H ~DRIERT 7B AZGL0 s Liv
AN

An attacker may gain Unauthorized Access to TSF
Data in the TOE through one of the TOE’s
interfaces.

T.TSF_FAILURE

TOEDHEAENFFr] S8, TSFORREENIC L -
T, BEFX2 V7 s OBREZSIESH TS LRV,
A malfunction of the TSF may cause loss of
security if the TOE is permitted to operate.

T.UNAUTHORIZED_UPDATE

WL, TOEICARIERY 7 N =T %A A F—
T DM H LR,

An attacker may cause the installation of
unauthorized software on the TOE.

T.NET_COMPROMISE

WEEIT, Xy NV —JBEEE=F— L7V #H(E
L7352 ET, EEFOT—XICT 7 BALE
D, TOEOtx =2 U7 1 &fainfb LIz +25008 L
ALTRUN,

An attacker may access data iIn transit or
otherwise compromise the security of the TOE by
monitoring or manipulating network
communication.
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22 ER

PAUTHORIZATION FIRFEIL, SCEALEL KL OV B ERE 2 F41 T D Al HE
[RE2AfTH SR IT X 5720,

Users must be authorized before performing
Document  Processing and  administrative
functions.

PAUDIT X2 VT ABET 7 T4 BT I3EAEISNR TR
7267, 0L HIRT I arou JixRi#E
S, ABIT= T 4 7 4 ~EESRIT TR
AAN

Security-relevant activities must be audited and
the log of such actions must be protected and
transmitted to an External IT Entity.

P.COMMS_PROTECTION TOE(X. LAN EDOftidT /34 R & B 5 235 T & 72
DR NECACLIAN

The TOE must be able to identify itself to other
devices on the LAN.

PSTORAGE_ENCRYPTION TOEDFIAF LET — X £T-ITWEDOTSFT — 4 %
B A HA AT RE /R NFHME R b L— U T A RITRAT
T5546. TORXZNOLDT A A LEOZ DX H 7
TR EELT DI &,

If the TOE stores User Document Data or
Confidential TSF Data on Field-Replaceable
Nonvolatile Storage Devices, it will encrypt such
data on those devices.

PKEY_MATERIAL R CET — 2 72 13WE OTSFT — % OBLHIAS
BATRE R AR A b L— VD7 OB B4 D ARk
WZHE5T5E97%, FXof, v7~R 7 B
FRITZEOMDH B W HEIT. RIERT 7 EAND
RS NRTIUTRERND, DOEDAFL—UT
NA A LIRFESNTIR B0,

Cleartext keys, submasks, random numbers, or
any other values that contribute to the creation of
encryption keys for Field-Replaceable Nonvolatile
Storage of User Document Data or Confidential
TSF Data must be protected from unauthorized
access and must not be stored on that storage
device.

PIMAGE_OVERWRITE LEWEL Y 2 7O T 21T IEORRIC, TOEXZ
DB ATRE /R RNEFEMER b L— VT A X LD
BT — 2 % FEZHEL2TUTR B0,
Upon completion or cancellation of a Document
Processing job, the TOE shall overwrite residual
image data from its Field-Replaceable Nonvolatile
Storage Devices.
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P.PURGE_DATA

TOE!L, HEMRfT G- SN2, NEFEEA ML —
TNA A LDOT X TOEE NPT 2FHE T —#
KOTSFT — 4 Z KA L TERNE S ITT
52 ENTE DMREZ 1R L 2 LT e 5720y,

The TOE shall provide a function that an
authorized administrator can invoke to make all
customer-supplied User Data and TSF Data

permanently irretrievable from Nonvolatile
Storage Devices.
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4.1 FARVEREICET 2EHEEH
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A.PHYSICAL

TOE. K UTOEMMRIF E 72X T 257 — & OAffifi
RG-S X2 T 03, ZTOREEIZE-T
RtIh 2 Z L2 EET D,

Physical security, commensurate with the value of
the TOE and the data it stores or processes, is
assumed to be provided by the environment.

ANETWORK

HERBRBIE, LANA V2 7 = —A~DHE NS O
BT 72 ANLTOEZR#ET 5 2 L 2 1ET D,
The Operational Environment is assumed to

protect the TOE from direct, public access to its
LAN interface.

A.TRUSTED_ADMIN

TOEEHAILZ, VA bEX=2 VT 40 FEHTHE- T
TOEAZEHT 5 L, BN TS,

TOE Administrators are trusted to administer the
TOE according to site security policies.

A.TRAINED_USERS

FrRIESNTFHEBIZ, A bEx=2V T 0 T
W-> TCTOEEMEHT 5 L 5 HEFINM A =TT\ D,
Authorized Users are trained to use the TOE
according to site security policies.
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