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HEETEECR

#BEUA b
FHH7 IT1ET1

&2 BE
ETL
J€273547)7 (Common Criteria)
siiERE&SE (Evaluation Technical Report)
N=RIE-FNAZ2DTOFY3>T0T74)L (collaborative

Protection Profile for Hardcopy Devices)
N=RIE-TNAROEBRERMEER
International Technical Community)
E=TS1-)LEER N UEREEHIE (Japan Cryptographic Module
Validation Program)

IT F1UF(5FHiIRUSREEFIE (Japan Information Technology
Security Evaluation and Certification Scheme)

tF1UT1RIEEHS (Security Assurance Requirement)

(Hardcopy Device

31T BEEEE M (Security Functional Requirement)
t+1)719-45yb (Security Target)

FIZhI7323>  (Technical Decision)

[HCDcPP]® Appendix E: Entropy Documentation and
Assessment DZEKZ 129 sHUMmEERLE

[HCD SD]® 6.6.1.1. Evaluation Activity (Documentation)DE:K
Zimlc 9 FHMEELER (TOE MO/\=RO17EYINITT DI R—
> hDYRR)

[HCDcPP]® Appendix F: Key Management Document DE:Kk%
e e it & (=

CC OtF1UT(RIEEH ALC_CMS.1 OFHMEELE

[HCD SD]® Evaluation Activity
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Common Criteria for Information Technology Security
Evaluation, Version 3.1, revision 5, April 2017.

Common Methodology for Information Technology
[2] Security Evaluation : Evaluation methodology Version 3.1 [CEM]
Revision 5, April 2017, CCMB-2017-04-004
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2.2.1.1.1 PP X%

LT DEEHFIDESIZEET S PP ELT, [HCDCPPID & FE/N—CavwiE#iL
F9,

F1=. BATS TD DURMEEHLET . JAMIIL[HCDCPP]E[HCD SDIDs#E A
3% TD D ID RURAMLEREH LTS,

BH. 1.2 BITRLEKIIC, FREAIREZMTHICARASA TS TD [FFREI2TE
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BT
PP Fik
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E2T VI collaborative Protection Profile for Hardcopy Devices

=232 1.0e

HCD-iTC OLL T ® Technical Decision &9 3.

ID 14 M
HCDO0010 | Clarification on FPT_SBT_EXT.1 Root of Trust
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2.2.1.1.2 EERR

LT ®DiEEH D KS5IZ[HCDcPP] ® 2. CC Conformance Claims @
“Conformance to this Protection Profile” CRENTLARAISEELTLVSIEE
[HCDcPP]D FAiECREHLET .

IHIZTOE O TOE #&RIAY, [HCDcPP]D TOE f&RIE—BLTWAI &b EEELE
ER

ACEBI

B FERARHL

PP N"ERI U T OE4=HREL. PP OEREHSDIExact Conformance ] T
%, TDIEH. TOE 1&Hl(E PP E—BULTWLS,

+ Required Uses
Printing, Scanning, Copying, Configuration, Auditing, Verifying
firmware/software updates, Verifying HCD function

- Conditionally Mandatory Uses

Sending PSTN faxes, Receiving PSTN faxes, Storing and retrieving
Documents, Nonvolatile Storage Devices

+ Optional Uses

Image Overwrite, Wipe Data

2.2.2 IvhaE—aga

IvbAE—fRd&(E, A RERBICEVWTRVON DB ERBEN B ELT
UrOE—FRHELTWAIEERIIT 5-0IC. AEEIRMISERTT, IO
E—itihIZiEE T N EEREIE(L[HCDCPP]® Appendix E [ZER SN TLVET

Z0 Appendix E Tl BAEENIVFOE—RORLED T —2DHK/NIrOE
—FBETHENRHOONTWET =1L, IVMOE—RELTE=ZZHRZOIY
FAE—RHEZERALTEY. MO ARENIVFOE—RORLEDO T2 WF
TELRWNMGEICE. BERESNR/NIVIAE—2#ETE T EENHFRINTUOET . £
DEEIZIE. &R/DIUPOE—DOH#E fE (estimate) L E A% (assumption)F T kO
E—fd R UPEFa)T12—IMNIRBHTLHIENARHONTNET,

®/NIVFAE—ZFHELIZGE. X2 T42—7vbD TOE EHMEHRICIL. L
TOABEESHTEREH S,

& IVIAE—REAEFNIE=FHROEEELHT
o I FAE—ROF/NIVrAE—DHEE
o IHEEDIRM
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2.2.3 BEHER

BEEIRE L. AN EE R AV THNSNABERAEYCREIATINS
CEEREET A= AREENMRETHIERTT,

C RSB - # T R EBIE(L. [HCDCPP]? Appendix F & U\[HCD SD]M
SFR B80T HIT4ET«TKMD | QIE B (2SI TLVET,

2.2.4 FEETANAHBESE

[HCD SDIDEHE 7V TAETA TROLNTNSTAMIDNT, ED LY —IL
VA TANVERAWTHEREZIT OO ZTHEMEESED L. TOMELFTHmET
ALASHMEELLTREWVEEET,

MAFEE T TACEBABTITOVWTERZZL, AREBODEEICSVTEHEHKEDTX
FEBEEM T ANAHERER LA TRFBEEZT TS,

MEETANASEEZ(CIE. TELRAIC[HCD SD]TERSIN TS T AL
RENEBAIREEHIBIL TLAZEFTRLTWV =K. U TORBEEHFENET,

A. TANRBERTDFER
TANHIRERTDFERZEHL TS L, HEFEANLTAMDRTDF
EBETOHMMN 6 NAZBASERE. TOEBABEHL TSN,

B. EF¥a)F1BEEHILDTAMNAE
RE5ITRT XA TAHEREEM/IZDULNT, LLT® B.1~B.4 58 L TESLY,

B.1 FAMREHR
® TOE M5!
TANEITOT R TO TOE HEDHANZEEEHL TS,
£ L TOE IZ#83iD TOE N EFEN . TO—EDOHIEEERLTTRE
ZITIHB L. TAMIRALS TOE #iEZ EIRL R EEE L TS,
(BIZIX. BEDEL. FIREEDZEL., BIELDE., BEHIT AT a3
DEL, TDM, ZEEBELTEN TN DK EREIELER)
o MEST7IITVILZEREDHR
EET7ILTVALDTAME, BE7INIUXLDOEHRE, TORBEST7ILD
JALEEOHEEREDOHEN (BFFLN—TavF) ZEREBL TSV R
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EETILTUXLT, EHOREETRNS DHEE. TAMIRDTRTO
EEOHAERBL TS,

B.2 FTANERE

o AT HHIIDHERK
TAMZERT B OBRAEREL TZE,
HL. TRAMRIZRELIZED2a—VEERTBIEEIEED 21— ILOAHE
BEDANE.PCEDORBREZERTHHEEIE/N—FI7-YIbIT
BRZETHEHL TS,

B.3 FAMAZAE
o EHEITLIZTAMNABTOHME

[HCD SDIDFHE 7 /T AET Ao T=T AW EIN S EDERAER
FHLTLEELY,

LLEHET7 I TAETA4 T, BMOTAMIEDHENKRDHONTNDIGE
(X, BIOTARDAE, FILBNOT AT ETHHIRMUETEH L TL
=&y,

EET7ILTVRXLDOTACDBZEIL. HIZ (X AES O GCM E—RThH (L
IV DR, DRBG THNIEFRIEHEDES - BHO LI, BEET7ILTY
ALTANDERBGEHERHLTZEL,

B4 FEAYTHTANY—IL

® TFTAMIFERTZY—ILDFHEIERE
FEATDY—ILDOHEFNERBREREHL TS0, ATy —ILBFREN—
DavE ARE RN T—IONTINEX YT F YT HOIFER"FDY—
LOFEBZEZERIZEEEL TS,

11



JISEC-CERT-2025-D12

Jisec

R 5 TAMSHEESICERBNBERCFIVTREEEH

TRTOBEEICBWTREH

*FCS_CKM.1/SKG Cryptographic key generation (Symmetric Keys)
*FCS_CKM.1/AKG Cryptographic Key Generation (for asymmetric keys)
-FCS_CKM.2 Cryptographic Key Establishment

*FCS_CKM.4 Cryptographic key destruction

*FCS_COP.1/DataEncryption Cryptographic Operation (Data Encryption/Decryption)
*FCS_COP.1/SigGen Cryptographic Operation (Signature Generation and Verification)
*FCS_COP.1/Hash Cryptographic Operation (Hash Algorithm)

-FCS_RBG_EXT.1 Cryptographic Operation (Random Bit Generation)
FPT_SBT_EXT.1 Secure Boot

LA @ Conditionally Mandatory Requirements & Fh 354

FDP_DSK_EXT.1 Protection of Data on Disk
FDP_FXS_EXT.1 Fax separation

LA @ Optional Requirements & FEh354E

FPT_WIPE_EXT Data Wiping

*FCS_TLSC_EXT.2 TLS Client support for mutual authentication
FCS_TLSS EXT.2 TLS Server support for mutual authentication

FCS _DTLSC EXT.2 DTLS Client support for mutual authentication
FCS_DTLSS EXT.2 DTLS Server support for mutual authentication

LUF D Selection-Based Requirements D& h 358

-FCS_COP.1/StorageEncryption Cryptographic operation (Data Encryption/Decryption)
*FCS_COP.1/KeyWrap Cryptographic operation (Key Wrapping)

*FCS_COP.1/KeyEnc Cryptographic operation (Key Encryption)
*FCS_COP.1/KeyTransport Cryptographic operation (Key Transport)
FCS_IPSEC_EXT.1 IPsec selected

*FCS_TLSC_EXT.1 TLS Client Protocol without mutual authentication

FCS_TLSS EXT.1 TLS Server Protocol without mutual authentication
FCS_DTLSC_EXT.1 DTLS Client Protocol without mutual authentication
FCS_DTLSS EXT.1 DTLS Server Protocol without mutual authentication
*FCS_SSHC_EXT.1 SSH Client

FCS_SSHS_EXT.1 SSH Server

*FCS_COP.1/KeyedHash Cryptographic Operation (Keyed Hash Algorithm)
*FCS_PCC_EXT.1 Cryptographic Password Construct and Conditioning
*FCS_KDF_EXT.1 Cryptographic Key Derivation

*FCS_COP.1/CMAC Cryptographic Operation (for cipher-based message authentication)
*FIA_X509_EXT.1 X.509 Certificate Validation

*FIA_X509_EXT.2 X.509 Certificate Authentication

*FIA_X509_EXT.3 X509 Certificate Requests

12
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225 AVER—FRVKN)Rb

aVR—R UM RN, BBEEOFEDO=HIZFARKEIIRET S TOE AD/N—F
DIF7EVIRIITDAVKR—FR D) ANTY,

U R—R R RMZEE# T HAZA (L. [HCD SD]® 6.6.1.1. Evaluation Activity
(Documentation)|ZER s TULVET,

2.2.6 BRYAK

R AL, ALC_CMS.1 OFEHAICHE VTR ENRE T HINER TT . K
JAMIEBEH T RENKIE, CEM D ALC_CMS.1-1 (LU T DR DELYTT,
a) the TOE itself;
b) the evaluation evidence required by the SARs in the ST.
f=fzL. EEE® b EIZIX. [HCD SDIDFHE7 VT 4E T4 TERSN TV HFHEE
(TvhOE—fEadt, BEEGR ., 2V R—R N RANF)BERAET,

227 HAYVANXE

HAFTVAXEL, TOE [CHMBE T AEIKRHAETY . U TOFE CTHELRNEZEE
LA T RAXEFRE LTS,
® [CEM]&&UHCD SD]® ADV &£ AGD S5 AMFHETHEAT A2HAEVAX
==

® [HCD SDIDEHE 7Y T«4ET+M Guidance Documentation @ ZFfi(Z1%
RATA4530AXE
£L.TOE ICEARBITEBNBITOLSIICEHRDORENDHNENDHATVANENE
FNTVREES. WITNHVEDDHA I VAN EDHERETHIIENARETT .
=1L, ZDHE L GERLE-BE, DV EDEZEEDOMBELETEHL-EHLIR
HLTLEZELY,
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3 FL@iCDOWT

AETIE, 5l & A HCDcPP @& D lE Xk I SRDHREEERLET .
BEH. FHBICET 2AFIEDMERI., 5 4 EESRLTIZSN,

3.1 M AEDBREIR

HCDcPP & M Ffil%. [HCD SD]M st >CTEMLET .

[HCD SD]CI&. [HCD SD]IZfEitah TWA KRB FEM7 ¥ F(EF4IZMZ T,
[CEM]IZEER SN TWBEEIEEE RSN TULVET , =L U TORIEIVHR—R LD
FHME (L. [CEM]ICEER SN =NAEZE[HCD SD]ICitdi SN -ARICESHBRZI TEBLET,

® ADV_FSP1
® AVA VAN.1

3.2 EBES7IIIVILRBROBRER

AEITIE, [HCD SD]ICFEEN TS BESTILTVXLDOEREDE M EHERT S
TANDFHB T VT 1ETAICBT AR EEERLET

3.2.1 JCMVP DOFEAICDWT

EET7INIOVXLREDOETEDOHERED=HDOT AL, TOE OFHEiH <5 @S
DEAIEDTACEERT HMIZ. IPA HERTHMMEEED 12— ILRER R U FRALHIE
(JCMVP) IOBEFT7ILIV X LHERDOERERBMNETHIEEHBLET . JCMVP
X BEEDA—INESTITVXLEFELSEEL TSI L ERMAEE (C
H-THERTHFHETHY. JCMVP N EYINDEEICEEIN TSI LT KHIE
ERARIZ IPA NEELTWET , TOOARFIE T CTEESNLTEE TR ERZE
EHELET

=L, ERENBE 7 LT X LEENFERRDOEEF ) TAHEEDED
EZEDESICEEININZIEL. JCMVP DHERER L BRATELEERIT
FTEDIFFTEEDERLLYVET,

3.2.2 FAMEROBHMAICDOWT

EETITVALERELI-ED2—ILIE, TOE OEHMDHEE. HDHWL X, BED
TOE T. BA—DERENANLGNDIGEENHYET .
ZTDEIGIBZAETH, RAELT, EnEhdD TOE HEDEREDBEYIMHZHZT S

! ISO/IEC 18367:2016. JCMVP. itk CAVP THEHEL TLWBEES 7L IUX AOBESHEROANB 2R (CIERENIZESE,
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1= . [HCD SDIH KRB HET. TNEND TOEHIEEZT AT 2LENHYET,
LA, LTOEHUEH-TIHE. 5 TOE HIEDTANMERE . 10D TOE #iEND
TAMERELTHBHRATAILEHBLET,
o TAMNEREBFIATZEODEMHF
TAMERZBAAT S TOE [CEITRESTILITVALDOEEN, UTOT
RTDEHEH =T =L RENN—FIT7DIEEIL. 1 BE2ED
MAEZEmf=d CEICKYTRAMERDBRIRAZHERT 5,
1. TANEHDEZELHN(BHREN—DaVF)DR—THHE
2. TRANEHADRELR—DEENTFUEIN, BELTILNDIE
3. TANBEHDEEELENAF)I—FRIEI—THH &
4. TRANEHDEEDBERBELR—THIHIL
BE.TAMEREZBIRAT LGS FET7 VT ETDFHERERDOFHREIC LA
DOBEMATHOOEHIIHETIUTORNELATELTIZSLY,
o TFTAMERZBIRATIBSOHRENR
1. TRANEAHDREDHANETAMEREBF AT HEEDHA
2. TAMERZBAMAT S TOE [TEBWT, TRANEHDRELFR—DREH
FEUHEh., BIEL TSI LD RHL
3. TRANEADEELTAMEREBIATIEREDNIFTILANILTR—T
HEZEDRI(F=EZ X, /vy alE)
4. TANEHDRELTAMEREZBIRATIREOHFREEARNLTO
Ty 0S &)
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3.3 MR EEO/HEEIR
SRS CEHT AMESEELUTICRLET,

3.3.1 FEEHE

3.1 #IT/RLT=&SIZ[HCDCPP]TI. [HCD SD]IZERRE SN F=FHELEMET 5T LM
ROGNTWET , LA > T, sHEHREE IS E T STl A% - E#EIZIF, [CClE
[CEM]IZ/nA T[HCD SD]taE & L T=&LY,

FCEI
MR AES
1. Common Criteria for Information Technology Security Evaluation,

Version 3.1 Release 5

2. Common Methodology for Information Technology Security Evaluation,
Version 3.1 Release 5

3. Supporting Document Mandatory Technical Document Evaluation

Activities for collaborative Protection Profile for Hardcopy Devices,
Version 1.0e

E5(2, FRELREEZTHIZ HCD-TC TARMENTLVS, [HCDCPP]RU[HCD SD]
DHZ/N—2aV([IXTHETHO TD DY AMEEEHL TZEWY, JRAMIIE, ST IZE
FINTULVGEL TD 3 EOIRENHLHEITTFEL TS, £, BREERER{T
BLURICABRSH BRALE TD A, YRAMIEMLTZEL,

DAMZIE,. ZRZEND TD @ ID, #AhL, #ER/EFEER. RCERALGMEEDIE
LIERMZETEHL T ZSLY,

FCE I :
HCD-iTC O Technical Decision DBFRBHEEEDIEH{LERUILL T DESD,

D B4 el T2 {EARHR
(Y/N)

HCDO0010 | Clarification on Y
FPT_SBT_EXT.1 Root
of Trust

HCDOOxx

Clarification on «-- N | 225 SFR(LBIRSNTLA
(A
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Tl  RKTARSAoDT4 RHEIZE TSR IOBREERALEEICIE. KA
RS2 DER . RO, BRAL-FEROIEBDOHEF (HlZ(X. M4.1 Root of Trust DIE
SHEEDT AT RHEE ) HEEEL TEALY,

3.3.2 FHMEHBROBERE

AHMEREEICIE. LT OIBBEOMEEHLHL TS, TRENDMETH ST
ENBBITHATESLIIC, ENETNERDELERITS. BAOREELT S, BE
DHEEZRANT, ENThO|EZTLHL TS,

A. [CEM]|DFHEfER DR
AHARS4 D 3.1 i TRLUIZ[CEM]ZET=[Z[CEM]D A B H B E % =51
DFHIFER (X, [CEM]®D 8.5.5.3.4 BiDEHBYICEREHLBEL TS, 1220,
AVA_VAN.1 @D &S5IZ[HCD SD]THREDEHINTREINTLSIESIE. ZOEH
b= LOITHREL TZELY,

B. AVA FHi®D “public-facing report”

AVA VAN.1 Tl BE OFHEHREICINZ T, MEFEHRE S FLLV “public-
facing report” 3R & 5N TLVET , “public-facing report” (., [HCD SD] ®
A.3. Reporting IZBEWVTROLNTLSIHENRTE. BEDFFMIRELIEXFI
LT, EB&EHLTZELY,

BEHE. AHETIEHE. “public-facing report” D ABIFITLVEE A,

C. fHE7 /T 1ET1DFHIERERO®RE
RAARZA42 D 3.1 B CTRUIZFHET7 7 T1E T+ DFFEFER L. FHEAEIR
ATREE LS ICLAT ZEif =3 KO ITEE L TZELY,
® [HCD SDIDEHET7 I/ TAETADE R DERBIFLIMIER LD ENE
ZIZHIRITESIL
® TSS. KMD. Guidance Documentation (B3 5l 7 VT /4ET4(ZDLY
Tl FHEFENE ML LTDOE-FSLHEITKY. FHMEEHE # O 5Tl
FEHBETIHNDEHREEHDHL
HET IV TAETADHRENBOHEUTITRLES,
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[HCD SDIDFHE 7 VT4 E T4 DIHMERNB DA :
2. TSS D577 1€ 71 DFHMhER

2.6.5 FPT_TUD_EXT.1 Trusted Update
ST 7 75 1E 71
The evaluator shall check to ensure that the TSS contains a description

of mechanisms that verify software for update when performing updates,
which is consistent with the definition of the SFR.

SR

[ST] “7.1 Trusted Update”(c(Z- - -

SHE 777 AC T

The evaluator shall check to ensure that the TSS identifies interfaces for

administrators to obtain the current version of the TOE as well as
interfaces to perform updates.

SR
[ST] “7.1 Trusted Update”(C(&- - -

2.6.6. FTA_SSL.3 TSF-initiated termination

18
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4 KEIEICHTHEER

ARETIX., FFIEIZHITS[HCDCPP]ZE=IZ[HCD SD]IZBEI 28 RERLET,
HCD-iTC IZ&5£2%R (Technical Decision) [CDUL\TIE 1.2 iz SBL TS0,

4.1 Root of Trust DEESHEED T ANMCETHEE

[HCD SD]TlZ. SFR THEESN-Z£EEEST7IILT) X LIZDWT, FHEET A E
ERLTLET, LAL. Root of Trust NIZEEIN-EESHEREIZDULNTIE. HI4+ 84
[ZUTFOESIZEBiRENnTLNET,

Note: Testing of cryptographic functions implemented in the Root of Trust for
Secure Boot (FPT_SBT_EXT.1) may not be feasible and independent testing
may not be available. In this situation, contact the CC Scheme.
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A4|E T, [HCD SD]® Root of Trust M;ERIZZ LT HBAE . LT DOREH
EIZBYET,

® tXxal)T48—4 vk~ Root of Trust DIEERD L H
X1 T458—4ybD TOE EHE4%I1Z. Root of Trust DHFFE-ILE
HEXEFTETH-HDFEH (LA, BRE—EITHNTHER) AL T
{1=3&Ly,

® Root of Trust IZEA 9 25 &R
FHfiE (L. TOE 2 EBELTLUTZ/HEEL. TORREFERMES THEL
TLEESLY,

-TOE EfEHRIZEEH I TULVS Root of Trust 245 EJ 51EE. TOE
[ZREZINTLVS Root of Trust A—ELTLVEZ &

ST B EHEEED TOE O Root of Trust [ZREIN TSI E

CE:FESNT= Root of Trust [CRI T AEARF DR TLRUY, 72720
Root of Trust D& B F = FEREDEHRZFIZELTRISADIVT4T L
— AV BEHETHIEEICIE. TOE ADBERNLEALEHTHRET ST
&)

LT DIE S HEREIZDULNT, [HCD SD]TERINTWVSTAMNERET
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