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J€273547)7 (Common Criteria)
ifiERESE (Evaluation Technical Report)
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Protection Profile for Hardcopy Devices)

BESED1-)VABRRUERAEHIE (Japan Cryptographic Module
Validation Program)

IT 31U (FHiIRUSREESIE (Japan Information Technology
Security Evaluation and Certification Scheme)

¥ 1)71REEZEM (Security Assurance Requirement)
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Common Criteria for Information Technology Security
Evaluation, Version 3.1, revision 5, April 2017.

Common Methodology for Information Technology
[2] Security Evaluation : Evaluation methodology Version 3.1 [CEM]
Revision 5, April 2017, CCMB-2017-04-004
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2.2.1.1 BAEFER
2.2.1.1.1 PP ¥
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E2T VI collaborative Protection Profile for Hardcopy Devices
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2.2.1.1.2 HEERHK

LT D EE & 5 D &SI [HCDcPP] M 2. CC Conformance Claims @
“Conformance to this Protection Profile” T-REN TLWAREEIISEELTLNAIE%F
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PP H"ERI2UTOEM4#HREL. PP OERESDIExact Conformance ] T
3. TO8H. TOE F&@Rl(E PP E—BULTW3,

+ Required Uses
Printing, Scanning, Copying, Configuration, Auditing, Verifying
firmware/software updates, Verifying HCD function

- Conditionally Mandatory Uses

Sending PSTN faxes, Receiving PSTN faxes, Storing and retrieving
Documents, Nonvolatile Storage Devices

- Optional Uses
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Image Overwrite, Wipe Data
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ANAHIEELLTIRBEVV-1EEET,
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B.3 TAMIE
o EHEIETANABTDHE

[HCD SD]DFHiEi 7 VT 4E T2t of=T A RSN S LD ERBAZT R
#H LTS,
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(FEMDTRADFE., FIXEMDTAARETHAHRMETEH L TS
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TRTOBEEICBWTREH

*FCS_CKM.1/SKG Cryptographic key generation (Symmetric Keys)
*FCS_CKM.1/AKG Cryptographic Key Generation (for asymmetric keys)
-FCS_CKM.2 Cryptographic Key Establishment

*FCS_CKM.4 Cryptographic key destruction

*FCS_COP.1/DataEncryption Cryptographic Operation (Data Encryption/Decryption)
*FCS_COP.1/SigGen Cryptographic Operation (Signature Generation and Verification)
*FCS_COP.1/Hash Cryptographic Operation (Hash Algorithm)

-FCS_RBG_EXT.1 Cryptographic Operation (Random Bit Generation)
FPT_SBT_EXT.1 Secure Boot

LA @ Conditionally Mandatory Requirements & Fh 354

FDP_DSK_EXT.1 Protection of Data on Disk
FDP_FXS_EXT.1 Fax separation

LA @ Optional Requirements & FEhd54&

FPT_WIPE_EXT Data Wiping

*FCS_TLSC_EXT.2 TLS Client support for mutual authentication
FCS_TLSS EXT.2 TLS Server support for mutual authentication

FCS _DTLSC EXT.2 DTLS Client support for mutual authentication
FCS_DTLSS EXT.2 DTLS Server support for mutual authentication

LUF® Selection-Based Requirements & Fh 358

-FCS_COP.1/StorageEncryption Cryptographic operation (Data Encryption/Decryption)
*FCS_COP.1/KeyWrap Cryptographic operation (Key Wrapping)

*FCS_COP.1/KeyEnc Cryptographic operation (Key Encryption)
*FCS_COP.1/KeyTransport Cryptographic operation (Key Transport)
FCS_IPSEC_EXT.1 IPsec selected

*FCS_TLSC_EXT.1 TLS Client Protocol without mutual authentication

FCS_TLSS EXT.1 TLS Server Protocol without mutual authentication
FCS_DTLSC_EXT.1 DTLS Client Protocol without mutual authentication
FCS_DTLSS EXT.1 DTLS Server Protocol without mutual authentication
*FCS_SSHC_EXT.1 SSH Client

FCS_SSHS_EXT.1 SSH Server

*FCS_COP.1/KeyedHash Cryptographic Operation (Keyed Hash Algorithm)
*FCS_PCC_EXT.1 Cryptographic Password Construct and Conditioning
*FCS_KDF_EXT.1 Cryptographic Key Derivation

*FCS_COP.1/CMAC Cryptographic Operation (for cipher-based message authentication)
*FIA_X509_EXT.1 X.509 Certificate Validation

*FIA_X509_EXT.2 X.509 Certificate Authentication

*FIA_X509_EXT.3 X509 Certificate Requests

11
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aVR—R UM RN, BBEEOFEDO=HIZFARKEIIRET S TOE AD/N—F
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U R—R R RMZEE# T HAZA (L. [HCD SD]® 6.6.1.1. Evaluation Activity
(Documentation)|ZER s TULVET,

2.2.6 BRYAK

R AL, ALC_CMS.1 OFEHAICHE VTR ENRE T HINER TT . K
JAMIEBEH T RENKIE, CEM D ALC_CMS.1-1 (LU T DR DELYTT,
a) the TOE itself;
b) the evaluation evidence required by the SARs in the ST.
f=fzL. EEE® b EIZIX. [HCD SDIDFHE 7 VT 4E T4 TERSN TV HFHEE
(TobpE—fRa, BEETR., IV R—R M ANE)BEHAET

227 HAYVANXE

HAZFUAXEL, TOE IZHMET HERERAE TY . LT OFFE TR BELGRNEER
LA AN EFRBLTIZEL,
® [CEM]&&UHCD SD]® ADV &£ AGD VS5 AMFHETHEAT A2HAEVAX
=

® [HCD SDIDEHE 7Y T«4ET+4MD Guidance Documentation @ ZFfi(Z1%
RATAA4530AXE
{L L. TOE [CABARMITEBNEITOISICERMDODREZEORNBEDHAF VAXENE
FNTLREES. WITNHVEDDHA I VAN EDHERETHIENARETT .
=1L, ZDHE L GERLE-BE, DV EDEZEEDOMBELETEHL-EHLIR
HLTLEZELY,
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AETIE, 5l & A HCDcPP @& D lE Xk I SRDHREEERLET .
BEH. FHBICET 2AFIEDMERI., 5 4 EESRLTIZSN,

3.1 M AEDBREIR

HCDcPP & M Ffil%. [HCD SD]M st >CTEMLET .

[HCD SD]CI&. [HCD SD]IZfEitah TWA KRB FEM7 ¥ F(EF4IZMZ T,
[CEM]IZEER SN TWBEEIEEE RSN TULVET , =L U TORIEIVHR—R LD
FHME (L. [CEM]ICEER SN =NAEZE[HCD SD]ICitdi SN -ARICESHBRZI TEBLET,

® ADV_FSP1
® AVA VAN.1

3.2 EBES7IITIVILRBROBRER

AEITIE, [HCD SDJICFEEn TLVD, BEST7ILTVXLDEREDE M EHERT S
TANDFHB T VT 1ETAICBT SR FEERLET

3.2.1 JCMVP DOFEAICDWT

EE7INIdIVALEEDEYEDHERD=-HDT AL, TOE OFHEHIZFEHEE
DEAIEDTACEERET SMIZ, IPA HERTHMMBEEED 12— /LR R UFRALHIE
(JCMVP) IOBEFT7ILIV X LHERDERERMNETHIEEHBLET . JCMVP
X BEEDA—IMNESTITVXLEFELSEEL TSI L ERMAEE (C
H-THERTHFHETHY. JCMVP N EYINDEEICEEIN TSI LT KHIE
ERARIZ IPA NEELTWET , TOOARFIE T CTEESNLTEE TR ERZE
EHELET

=L, ERENBE 7 LT X LEENFERRDOEEF ) TAHEEDED
EZEDESICEEININZIEL. JCMVP DHERER L BRATELEERIT
FTEDIFFTEEDERLLYVET,

3.2.2 FAMEROBHMAICDOWT

EETITVALERELI-ED2—ILIE, TOE OEHMDHEE. HDHWL X, BED
TOE T. BA—DERENANLGNDIGEENHYET .
ZTDEIGIBZAETH, RAELT, EnEhdD TOE HEDEREDBEYIMHZHZT S

! ISO/IEC 18367:2016. JCMVP. itk CAVP THEHEL TLWBEES 7L IUX AOBESHEROANB 2R (CIERENIZESE,
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LA, LTOEHUEH-TIHE. 5 TOE HIEDTANMERE . 10D TOE #iEND
TAMERELTHBHRATAILEHBLET,
o TAMNEREBFIATZEODEMHF
TAMERZBAAT S TOE [CEITRESTILITVALDOEEN, UTOT
RTDEHEH =T =L RENN—FIT7DIEEIL. 1 BE2ED
MAEZEmf=d CEICKYTRAMERDBRIRAZHERT 5,
1. TANEHDEZELHN(BHREN—DaVF)DR—THHE
2. TRANEHADRELR—DEENTFUEIN, BELTILNDIE
3. TANBEHDEEELENAF)I—FRIEI—THH &
4. TRANEHDEEDBERBELR—THIHIL
BE.TAMEREZBIRAT LGS FET7 VT ETDFHERERDOFHREIC LA
DOBEMATHOOEHIIHETIUTORNELBATEL TS,
o TFTAMERZBIRATIBSOHRENR
1. TRANEAHDREDHANETANMEREBF AT HEEDHH
2. TAMERZBAMAT S TOE [TEWT. TANEAHDRELFR—DREH
FEUHEh., BEL TSI EDIRH
3. TRANBEADEELTAMEREBI AT EIEREDNIFTILANILTR—T
HEZEDBI(F=EZ X, /vy alE)
4. TAMNEHDRELTAMERZBIRATIREOHFREEARNLZTO
Ty 0S &)
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3.3 MR EEO/HEEIR
SRS CEHT AMESEELUTICRLET,

3.3.1 FEEHE

3.1 #IT/RLT=&SIZ[HCDCPP]TI. [HCD SD]IZERRE SN F=FHELEMET 5T LM
ROGNTWET , LA > T, sHEHREE IS E T STl A% - E#EIZIF, [CClE
[CEM]IZ/nA T[HCD SD]taE & L T=&LY,

FCEI

MR AES

1. Common Criteria for Information Technology Security Evaluation,
Version 3.1 Release 5

2. Common Methodology for Information Technology Security Evaluation,
Version 3.1 Release 5
3. Supporting Document Mandatory Technical Document Evaluation

Activities for collaborative Protection Profile for Hardcopy Devices,
Version 1.0

SHIT. AHAMRSAoDT4 RFEIZE THBIRIOBREERALI-SEIZIE. AA
ARSA>DFER ., BRAL-EROIER O#EA (HIZ (X, [4.1 Root of Trust DG S 1
BEDTANMIBET HEE D) BEEEH L TS,

3.3.2 MR DOBESRE

AHMEREZICIE. LT OIRBEOMEZLHL TSV ENENDIRETHAHT
ENBBITHATEDIIIZ. ENENERADEZRITS. BERDORMEELT S, GE
DAHZFERANT, ENENDI|EZLHL TS,

A. [CEM]DFHE#ERDH &
AHARS42D 3.1 HiCRLUIZ[CEM]EZ[L[CEM]D ABEFEE X =51

DFE#ER X, [CEM]D 8.5.5.3.4 BiD LB YICEEHLIREL TS, =120

AVA_VAN.1 M &S5IZ[HCD SDITHREDEHATEINTNRIBE L. TOEH
Himf=7 LIITEHEL TS,

B. AVA FHi®D “public-facing report”
AVA_VAN.1 Tlt. BEOTMERESIMNZ T, WEERES L4V “public-
facing report” 3R & 5N TULVET , “public-facing report” (., [HCD SD] M
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A.3. Reporting [CEVWTROLN TS HENEE . BEDFHERSE LIEXFI
L. BEB&EHLTZELY,
BE. RAHIETIHH@E. “public-facing report” D ARIXITLVEE AW

C. FfE7 I T71ET 1 DFHEFER DR L
AKITARZA42 D 31 BiCRUEZFHET 7 T1E T« DFHEFER (T, @A B
AIREAE K DIC AT Z T =T KSR L TZEY,
® [HCD SDIDEFHE7 I/ TAETADE R DEREFIELFTHELZREDHICNE
ZITHIBITESIE
® TSS. KMD. Guidance Documentation [ZB 3 25l 7V T/4ET«4(ZDLY
TIE, FHMBRENER B LT DE-HFSLEITKY FHMEENE L O FHE &
FEHETIEHNDEHREEHZHE
FHET O TAETADBRERNBDFIZELLTITRLET,

[HCD SDIDFHMET U T4E T4 DIHRERE DB :
2. TSS O 771 E 51 D5 LR

2.6.5 FPT_TUD_EXT.1 Trusted Update
M IT1ET 1
The evaluator shall check to ensure that the TSS contains a description

of mechanisms that verify software for update when performing updates,
which is consistent with the definition of the SFR.

AHESR

[ST] “7.1 Trusted Update”(C (& - -

BT IT1ET4

The evaluator shall check to ensure that the TSS identifies interfaces for

administrators to obtain the current version of the TOE as well as
interfaces to perform updates.

SR
[ST] “7.1 Trusted Update”(c(&- - -

2.6.6. FTA_SSL.3 TSF-initiated termination

16



JISEC-CERT-2024-D11
-~
JISEC

4 REIEICHITBER
ARETIX., FFIEIZHITS[HCDCPP]ZE=IZ[HCD SD]IZBEI 28 RERLET,

4.1 Root of Trust DEESHEED T ANMCETHEE

[HCD SD]Tl&. SFR THEEIN-ZEBIEES7ILTYXLIZDOWNT, FHEET AN E
ERLTLET, LAL. Root of Trust NIZEEIN-EESHEREIZDULNTIE. HI4+8Y
[CUTOXSIZEBINTNET,

Note: Testing of cryptographic functions implemented in the Root of Trust for
Secure Boot (FPT_SBT_EXT.1) may not be feasible and independent testing
may not be available. In this situation, contact the CC Scheme.

AEX. LEEDER(LLT. TRoot of Trust M;EIRIEEWNFET L ) IZEZYTEHEHED
AEETORYEFWNIZ DLV THRELTLET,

AHIETIL. [HCD SD]® Root of Trust MEIRICZ U T BEHE . L TR AW
ETRYFET,

® tXxal)T48—4ybAD Root of Trust DIEERD L H
X2 T458—4ybD TOE EHE4%IZ. Root of Trust DHFFE-ILE
HEXETETH=HDFH (LA, BRE—EICTHENTHER) AL T
{1=3&Ly,

® Root of Trust IZEA9 25 &R
FHfiE (L. TOE 2 EBELTLUTZ/HEEL. TORREFERMES THEL
TLEEELY,

-TOE Ef9#RIZSEH SN TLVS Root of Trust 245 EJ H1EE. TOE
[ZREZINTLVS Root of Trust A—ELTLVEZ &

52T HIEEHEAEEN TOE M Root of Trust IZRESN TSI E

CE:FESNT= Root of Trust [CRI T AEARF DR TLRUY, 72720,
Root of Trust D& B F = FEREDEHRZFIZELTRISADIVT1T L
—LaVhBEETHHEICIE. TOE ~DFEADEALEHTHERT S
&)

LT DIESHEREIZDULNT, [HCD SDITER SN TS TR ERET
ENTE
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