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® HCD-PP 1.0
2R Protection Profile for Hardcopy Devices
/§—°)3 > : 1.0 dated September 10, 2015
oAl Al JISEC-C0553
® fErrata
2ZFR Protection Profile for Hardcopy Devices - v1.0

Errata #1, June 2017
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https://www. ipa. go. jp/security/jisec/jisec_e/certified_pps/c0553/c0553_it7627. html
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- Required Uses
Printing, Scanning, Network communications, Administration
- Conditionally Mandatory Uses
Storage and retrieval, Field-Replaceable Nonvolatile Storage
- Optional Uses
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BRERAL—UT/INA R (SED) OFEREERTEIENTEET,
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BHE. AEEOERPBICOVWTIEHBEBRFIZLYRETSIDELE
T AREBEBDRTICDWTIEERNIZ JISECDHR—LR—JICEYBHLES,

1. K& L CEAREEL SED
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FL—DTFNRA R, 2L, BRET ST —F OEESLEEENRE
DEHICEENTWNDZ &,
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2.3.4 FCS_RBG_EXT.1 T X MZEET HEEIZDOT

FCS_RBG_EXT. 1 M7 X ~IZB89 S 5Eat . 4k K CAVP @ “The NIST SP 800-90A
Deterministic Random Bit Generator Validation System (DRBGVS)” Dt
UMERRICE DWW TWET, BUIGSHBREZEZAV T FNOBREERT S
EWLWSEH AN S, DRBGVS DERFTDLEHIZEEST S5 K 51, HCD-PP 1.0 o 277
BEDIXBERUV2XEDRERERDERTHRET S LEEZHAELET,

If the RBG has prediction resistance enabled, each trial consists
of the following functions called in sequence: (1) instantiate DRBG,
(2) generate ReturnedBitsLen random bits, (3) generate

ReturnedBitsLen random bits, (4) uninstantiate. Here
ReturnedBitsLen denotes the number of returned bits fromeach call
to the generate function. The evaluator verifies that the

ReturnedBitsLen random bits in step (3) is the expected value.

F7=. HCD-PP 1.0 @ 278 &M 1 XB R U 2 X B DLk & RDECE THRE
THCLEHBELET,

If the RBG does not have prediction resistance, each trial consists
of the following functions called in sequence: (1) instantiate DRBG,
(2) reseed, (3) generate ReturnedBitsLen random bits, (4)
generate ReturnedBitsLen random bits, (5) uninstantiate. Here
ReturnedBitsLen denotes the number of returned bits fromeach cal |
to the generate function. The evaluator verifies that the
ReturnedBitsLen random bits in step (4) is the expected value.

7 DRBGVS @ Update Log ® 2/14/13 OS24 LS., ICMVP OIBEE 7L TUL AL HIEE -ELEERKSS-
(ATR-01-E) ]t DRBGVS DRI BLICRBEINTVEY,
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2.3.5 FCS_IPSEC_EXT. 1.1 [CEA9 HfEEIZDLT

HDG-PP 1.0 0 1126 Bz M o 1131 Bx3% D FCS_IPSEC_EXT. 1. 1 TIX,RFC4301
THESNEEYIZIPSec MEESN TS EEZROTEY. REET Y
T 4 ET 1 TI&. SPD @ DISCARD, BYPASS. PROTECT Mg R T EEEMNETE
TEDHCENARELGDTVET, LAL., FHERRTHLIEAHTIE, £
DFAAEIZENT, BT LLBPASS ZELIILFEHA,

Z T, RHIETIE. HCD-PP 1.0 D 1126 E&3% M 5 1131 BB Z LI T TRE
THCEEHELFET,

FCS_IPSEC_EXT. 1.1 The TSF shall implement the IPsec architecture as
specified in RFC 4301.

Application Note:

RFC 4301 calls for an IPsec implementation to protect IP traffic
through the use of a Security Policy Database (SPD). The SPD is used
to define how IP packets are to be handled: PROTECT the packet (e.g.,
encrypt the packet), BYPASS the [Psec services (e. g., noencryption),
or DISCARD the packet (e.g., drop the packet). The SPD can be
implemented in various ways, including router access control lists,
firewall rulesets, a “traditional” SPD, etc. Regardless of the
implementation details, there is anotionof a “rule” that a packet
is “matched” against and a resulting action that takes place.

While there must be a means to order the rules, a general approach
to ordering is not mandated, as long as the SPD can distinguish the
IP packets and apply the rules accordingly. There may be multiple
SPDs (one for each network interface), but this is not required.

Assurance Activity:

7SS

The evaluator shall examine the TSS and determine that it describes
what takes place when a packet is processed by the TOE, e.g., the
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algorithm used to process the packet. The TSS describes how the SPD
is implemented and the rules for processing both inbound and outbound
packets in terms of the IPsec policy. The TSS describes the rules
that are available and the resulting actions available after matching
a rule. The TSS describes how those rules and actions form the SPD
in terms of the BYPASS (e.g., no encryption), DISCARD (e.g., drop
the packet) and PROTECT (e.g., encrypt the packet) actions defined
in RFC 4301.

As noted in section 4.4.1 of RFC 4301, the processing of entries in
the SPD is non-trivial and the evaluator shall determine that the
description in the TSS is sufficient to determine which rules will
be applied given the rule structure implemented by the TOE. For
example, if the TOE al lows specification of ranges, conditional rules,
etc., the evaluator shall determine that the description of rule
processing (for both inbound and outbound packets) is sufficient to
determine the action that will be applied, especially in the case
where two different rules may apply. This description shall cover
both the initial packets (that is, no SA is established on the
interface or for that particular packet) as well as packets that are
part of an established SA.

Operational Guidance:

The evaluator shall examine the guidance documentation to verify it
instructs the Administrator how to construct entries into the SPD
that specify a rule for processing a packet. The description includes
all three cases - a rule that ensures packets are encrypted/decrypted,
dropped, and flow through the TOE without being encrypted. The
evaluator shall determine that the description in the guidance
documentation is consistent with the description in the TSS, and that
the level of detail in the guidance documentation is sufficient to
allow the administrator to set up the SPD in an unambiguous fashion.

This includes a discussion of how ordering of rules impacts the
processing of an IP packet.

15



lTest:

The evaluator uses the guidance documentation to configure the TOE
to carry out the following tests:

a) Test 1: The evaluator shall configure the SPD such that there is
a rule for dropping a packet, encrypting a packet, and (if
configurable) allowing a packet to flow in plaintext. The selectors
used in the construction of the rule shall be different such that
the evaluator can generate a packet and send packets to the gateway
with the appropriate fields (fields that are used by the rule —e. g.,
the IP addresses, TCP/UDP ports) in the packet header. The evaluator
performs both positive and negative test cases for each type of rule
(e. g. a packet that matches the rule and another that does not match
the rule). The evaluator observes via the audit trail, and packet
captures that the TOE exhibited the expected behavior: appropriate
packets were dropped, allowed to flow without modification,
encrypted by the IPsec implementation.

b) Test 2: The evaluator shall devise several tests that cover a
variety of scenarios for packet processing. As with Test 1, the
evaluator ensures both positive and negative test cases are
constructed. These scenarios must exercise the range of
possibilities for SPD entries and processing modes as outlined in
the TSS and guidance documentation. Potential areas to cover include
rules with overlapping ranges and conflicting entries, inbound and
outbound packets, and packets that establish SAs as well as packets
that belong to established SAs. The evaluator shall verify, via the
audit trail and packet captures, for each scenario that the expected
behavior is exhibited, and is consistent with both the TSS and the
guidance documentation.

BHE. AEEIX. UTONIAPDOTIZAILTOOa v ERLCARTY,

[tem Title Publication Date

TD0157 | FCS_IPSEC_EXT. 1.1 - Testing SPDs 2017/06/15
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2.3.6 FCS_TLS_EXT. 1.1 ® TR MBI HEEIZDOIT

HCD-PP 1.0 @ FCS_TLS_EXT. 1. 1 @ 1226 E¥S2I8E 2. a. 0D TOE ASH—/ 335
BEDTA I, TLS_RSAWITH_TH8E S cipher suites (DA EARIEET H
Y. FhLSD cipher suites DEMEFRIET A EIXTEFEE A,

Z T, AHETIE, HCD-PP 1.0 D 1226 BB EZE 2.a. DTA FE. LT
TRETHCLEHELET.

[Conditional: TOE is a server] Modify a byte in the data of the
and verify that the server
rejects the connection and does not send any application data.

client’s Finished handshake message,

BH. KEEE. UTO NAP OFI=ALTIOa3V0DTRFOEES

TERMLABTY,

[tem

Title

Publication Date

TD0474 | Removal of Mandatory Cipher

FCS_TLS_EXT. 1

Suite

in

2019/12/04
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2.3.7 FTP_TRP.1(b) ICEAT BHEEIZTDLT

HCD-PP 1.0 TI%. 11.3.1.1 Required Uses] 12T, BEEEMNT) >
ke Rx vy, OFE—OVELKEE 1 DDOMEEZBATWA I LEEHABLT
WET,

LML, ED—AT, —M&FIAHEIx LTFTP_TRP. 1 (b) AAEEH(IC/E -
TWET, TOFH, BENRXFT PO E—DHREEZHATLTH, UE
— FOFAELS LAN ZBHEALTXET 22 ERET OHEDLTOESIZ,
HCD-PP 1.0 DEHZME-T ZEMNTEFEATLL

ZTAHETE, VE—FOFAEN LN ZRBHLTXET 4 &£
BT HHEDTVEMAEYL A PP TFAAIAEIZT 5= (2, HCD-PP 1.0 i&EHA
EBZUTOELESICEEIT S LZHBLET . 6. VE—+EHE

(FTP_TRP.1(a)) X, R EAEHDFTFETTHYEEREEHY FEA,

@HCD-PP 1.0, 26 XM LL T MECik ZRequired Uses h 5 TConditional Iy
Mandatory Uses| IZZ &,

Network communications: sending or receiving documents over a
Local Area Network (LAN)

@ HCD-PP 1.0, 4.13.3 D LU T D iEak % [ Security Functional
Requirements] (Mandatory) H\i5 Conditional |y Mandatory Requirements ]
[CEH,

FTP_TRP.1(b) Trusted path (for Non-administrators)

BHE. AEEIL. UTONIAPOTIZALTOOa v ERLABRTY,

[tem Title Publication Date

TD0393 | Require FTP_TRP.1(b) only for printing 2019/02/26
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2.3.8 FDP_DSK_EXT.1 T X MZEAT HHEEIZDILNT

HCD-PP 1.0 @ FDP_DSK_EXT. 1 @ 962 Ex3%& A 5 966 FS&IZECii SN TLNSD T
AN TSFI ZET D EMNFRELG O TUVET, TD=, REERER
[CEEBR SN TODEEROFIZIE, HIZIE 0S DRTy TREDLSIZ, BE
EN-TRAFCTREBEZRIAET S EDNTELRNMGENHY FT,

Z CCTAFIETIE, HCD-PP 1.0 0 962 &M 5 966 BRZD TR M, LIF
DTRALEEMTESEEZHBLET,

%966 EXZEMDEIZ, LITZEM,

Test 3. [Conditional: If any D.USER.DOC or D.TSF.CONF are
transparently encrypted and written to disk via mechanisms other than
operating TSFI] Using a special tooling that the developer shall
provide, the evaluator shall write the known data to the storage
through transparent encryption.

Test 4. [Conditional: If any D.USER.DOG or D.TSF.CONF are
transparently encrypted and written to disk via mechanisms other than
operating TSFI] Verify that the data written in Test 3 is not in
plaintext form; and verify that the data can be decrypted by proper
key and key material.

BHE. AHEERF. TAMNEBDESDEWVWZRE., UTOXED
FDP_DSK_EXT. 1 DT R FDZABEFHRERMLANETY .

Title Version Date
Supporting Document Mandatory Technical Document
. . . 4 March
Evaluation Activities for collaborative 1.0e 2024
Protection Profile for Hardcopy Devices
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3. HEFERDRHEEDHEICONT

A&HIETIE, BERFICIEH SN ST, T hAE—a, REEO®R, 5
BTAMAHBEEZICR L. RXREICRITHNBERDOERZEZITLETD,

AR, FERICETOInEHRZENE L-HERETHY . HENLGHESR
TlIHYEBA, BROGERIEICONTIE, FEEICH VD TIRE S 2 R@EEH
BHZEICEHE#BEIC K > THIBSN S Z EICHERWVET,

3.1 STHEBEIR
(1) TOE #FEWH#. BEDF AIREA. HCD-PP 1.0 MFEE (1.3 &1, 1.4
B IZHE-> TS,
(2) SFRIZHWT. Errata TEESNI-EKEFEENERA SN TS,
(3) Exact Conformance T#H 5 &E~DEHABLERILELY,
REBGRED X2 7 1 KA E (HCD-PP1. 0 IZFFFE L ALY (X ST 27N,
HCD-PP 1.0 TWAELE>TLVS SFRIZH A ELEEHELEL) NI ARTSTIZH S,
$EH72 SFR(HCD-PP 1.0 [7E7E L ALY (& ST 1720,
4) ITYUFOE—RZFE=FHERIEKEFET IERICBLELGREBNSIATL
o
(5) REEEREERTIMBAINEELTIS,
FCS_KYC_EXT. 1 O;@IRIZAHE TUTFD SFRAE L < BIFN TS,
~ FCS_COP. 1(e), FCS_SMC_EXT.1, FCS_COP.1(f), FCS_KDF_EXT.1, FCS_COP.1(i)

3.2 Ty hrOE—RROMEZREIR
(1) FCS_RBG_EXT. 1 TEIFoNTWAI Y FOE—RE/ A XBENTRTI
YhrRE—RRTHRDHON TS,
(2) A LMEOBEKE LT, BUGE// A XBEMEDHDA TS,
JAXBENSGIY FAE—2B5oNEZLEITOVWTORMMEEMITASH S,
(3) FAMIE (£D) T—4 (unprocessed (raw) data) ZT X FEMITEREBIT S
AHENEYITHSD,
(#HR) /A XBFELILDEAEFHBEIL LIz DHARLE (ED) T—2ThHD,
4) EREEEYICEE R I TS,
(R BRAZHLE LTHEBE. EX. AFEK. £ 7 a3 oEmRLGE. TV bRE—EIC
HELEZRIREFHN. TOE OBRESNIFIARBELAIE DT TES I LME
PHED 1 >NEETHD,
5) ABERD-ODL— KN+ LEI Y FRE—EZFH D,
IV FOE—BDOTRMIBWT, BEREHOEETERSATNS,
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JAXBEOSEBERDI-ODL— FEBIETOREICENT, /A XREMSHELNT:
IV rBE—EN+HITY—FRIZES,
(6) NLRATR FOEEOEHS/BEYITHY ., T FAE—ROEEL R
SNHZEDTEDSDFELDEBREN TS,

3.3 REHEMBDHEREER
() BFzAo2ROREFEHRENERSN TN D,
(2) BHMZWATRE LT EREMEX FL—VDOESEICEERT 58 % DEK £1=
(& BEV, KEK, 8##1#) NI RTREEHEZBTHROATILS,
() TNRHMTMATRELTERMERANL—CTNA R THHZ EDOERALE
HTHD,
AML=UTNA ROEREFEDZ LU TIEA . EEA HOD-PP 1.0 DfIE 4 A TIZ5]
R IZE ST,
A “Field-Replaceable Nonvolatile Storage Device” is any Field—Replaceable Unit
(FRU) for which the primary purpose is to provide nonvolatile storage. This OSP does
not apply to storage devices that are a non-field-replaceable component of a larger
FRU that is not primarily used for storage.
(HR) THRMTHBATRELGTEREX FL—OTNAA X IZDOVTIE, STIZESH SN S5HE
2H5,
(4) BONBEUIER SN D,
(R FICERMBICIE BT REEUNEHFEET D ENODOEHEHB T HIC,
BHOERMBERTILIT) ALNEBRRTIATE Y. SFR OFREZTT L&
LT, AELTEROBHENEFET 525G H 5,
5l Z (£, FCS_CKM. 1 (a) h"5E89 % FIPS 186-4 Tl&. FFC DR 7. ECC DHERT7 D
ERHICOVWT, BERTSAR—FROEY MR ZEABERT 2AEL. BER
TI3AR—FROEY ML YBAE Y FREHNCEBERT H2HED2ONRES L
TWh%,
FCS_CKM. 1 (a) A"5H89 % NIST SP 800-56B > & HIZ&HEh 5 FIPS 186-4 TlE.
RSA DBRTIZEMITONT, ZHDBRKZEZL TS,
(5) BEMNEYI_RESN D,
RESNGVVRE (EX) TRIIBARELGTERMER FL—CITRTFSAGL,
(6) BREDREANEITH S,
NEBDNODARETIY bOE—RRICEHE ST Y FOE—RINREOHKELH>TW
%o
(#2) FCS_CKM. 1 (a) ISD WL TIE, :BIRKRE L THESN TV BBEES7IILT Y XLDIZEDL
Ty, FERTFROEMICDOUNT, DRBG AWV -ELHEMETER L TV S, HOD-PP
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1.0 ORFEZRICIERNA T, FCS_CKM. 1(a) A5 FCS_RBG_EXT. 1 ~MDEEERI %L
KERDNEET HEVSFHENH D,
BT ERAT S,
BR) BF A Y OROREONRICL >TIE, WERISHRENNEHRBANHS S
EISEET 5,
(7) BFICEET SRAELEYTHhN D,
TOE AEFAY 5-00EH & L TRIE FIRECHBORD 1Thh 5154, TOR
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KUREOREBHLEET 5,
BR) RESFICELL Y. BORALGTERER L —SOBRSLICEERYT 28%
R RTRBOREEM S EISEET B,

3.4 FHMEETRA FAHBIEEOHREIE
(1) FEAN TR FORTOFERETCOHENIBEEICRSAGLY,
R SEMAEANLC COHMN 6y AERA BB, ASHADERRE,NEDNS.
Q) BET7ILIYXLDTRMIEWT, #EYLSHEEL (reference
implementation) AMERAIN S,
@R UTRENHSBEEOHTHS.
~ JONVP TR 515V — )L (JCATT)
- CIVP TRH SN B Y—IL

LIBDOEx ) 74 HEEEHIIX L TE, @RICEHEE TR M A OHER
9%

3.4.1 FGS_CKM. 4
(1) TR FRRIZRITAZL,
UTOFARTITHLT 2REBHHAT R FRREB TS,
- RERMR FL—SISHFET S
- BEEEE L TEET 52 LR
2) TRMRIBETRA MY—LAEITH S,
7R FREOBRELFRIBOBERRTE S,
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TEFHEUER FL—CONBEF T TES,

@) T TS HEENEYTH S,
BT HHEENTERMER FL—DD—BRTHIIEE. TOHEALBUNTHDZ &M
BEIZHN DL SITE->T NS,

3.4.2 FCS_COP. 1 (a)
(1) TR FXRRIZIRIF ALY,
BEOHMEBESDI N TOREAHRIZE>TLVS,
(#R)SFROLITOI LAY FRECHHEESDEH,
~ FCS_IPSEC_EXT. 1 P9 FCS_IPSEC_EXT. 1.4, FCS_IPSEC_EXT. 1.6
- FCS_TLS_EXT. 1 90> FCS_TLS_EXT. 1.1
- FCS_SSH_EXT. 1 P30> FGS_SSH_EXT. 1.4
2) TRAMREETAMY—ILHBEITH S,
ESHAEDREIMA . BS 7T ) ALREHAREHE L BHE— (ATR-01-B) . AESAVS
ETHEESNDST—FEAHANTES,

3.4.3 FCS_COP. 1(b)
(1) TR FHRITRITHBE,
ERER/BIEDT RN TORENHRIZHE STV S,
(#HR) SSROLUTOIULAY MNERER/IREDEHIZEZET D,
FCS_IPSEC_EXT. 1 py@> FCS_IPSEC_EXT. 1.10
FCS_SSH_EXT. 1 gD FCS_SSH_EXT. 1.2
FCS_TLS_EXT. 1 Pa@D FCS_TLS_EXT. 1.1
FPT_TUD_EXT. 1 p3> FPT_TUD_EXT. 1.3
2) TRMRIBETRA MY—LUABEUTH S,
ESHEOERERNDC. BES7IL D) ALARERBRERE—REIFE— ATR-01-F).
DSA2VS FTHRESNDST—FEAHATE S,

3.4.4 FCS_RBG_EXT. 1
(1) TR FRRITIRITAZELY,
SFR TEF o =2TDDRBG NTR FOMRIZH LTS,
2) TRMRIBETREY—ILABEUTH D,
DRBG IZx LTT—2 #AHATES,

3.4.5 FDP_DSK_EXT. 1
(1) TR FRRIZIRIFHELY,
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EELICERAESN-REBHHERGTE S,
AWM =T— 2 ZMELBEBMBMTTA MY —ILIZE>TESTE S,
(HBR) BSLDHE(EI BN, OV VBN, J7MILEM) ET—25EST A%
DEEMITEET b, BAMNGLE, EENTELAVEELNH D,

3.4.6 FDP_FXS_EXT. 1
1) FRMRBETRAMY—ILDEITH D,
F— A BENARELETLOERENS,
@R 7FaSESREAT S LARNEANEE,
(2) BIDTRCORB (FITEMDTR CATRETHEE)E. FD
HENMEUITH D,
R FIAE, FACGBED O P UARSNTULAIBEIC, RSN TA FaLIc
BE5TR MBEELD,

3.4.7 FCS_IPSEC_EXT. 1
1) TRMRBLETRAMY—ILABEUTH D,
IP/R7y hEXYTFY LT, [Psec®TOPILELTHEIRTE, TNERELTEE
T&E5,
(#8%2) TOE AY IPv4, IPv6 D EB SITHIE L TWLAD ., FRIEMAICHE L TLAINIEER
¥ 5, TOE OFIGKRICHE LIz TR MRENBE,
(#8%2) FCS_IPSEC_EXT. 1.5 T IKEV2 A EIR SN HI5E . NAT AaTEERIRBALE,

3.4.8 FCS_TLS_EXT. 1
(D TRAMREETAMY—ILHEITH S,
TP DBENBFE LS OTO IV E LTRRTE, ThERELTEETES,
() TOE 8 IPv4, IPV6 D EB BITHB LTV, FE@HICHE L TV SA TR
¥ %, TOE OMBARRIH L= 7 2 FMBEABLE,
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