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HCD-PP 1.0 %#F25EF#H PP & L TEMT 4I12IF. LUT®D Errata’ ##EAT
PENHYET,

® HCD-PP 1.0
2R Protection Profile for Hardcopy Devices
/§—°)3 > : 1.0 dated September 10, 2015
oAl Al JISEC-C0553
® fErrata
2ZFR Protection Profile for Hardcopy Devices - v1.0

Errata #1, June 2017

Errata (. LLTF®D JISEC DRI T IR—IUHh oA HoO0— KT BT &
MTEET,

® HCD-PP 1.0 MEEFHFHRN— D URL
(BAXEE
https://www. ipa. go. jp/security/jisec/certified_pps/c0553/c0553_it7627. html
(English)
https://www. ipa. go. jp/security/jisec/jisec_e/certified_pps/c0553/c0553_it7627. html
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- Required Uses
Printing, Scanning, Network communications, Administration
- Conditionally Mandatory Uses
Storage and retrieval, Field-Replaceable Nonvolatile Storage
- Optional Uses
N9
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[ZIEFELTVSLDAZL . FEENODEAICEVNWTIY FEAE—DE(C
DVWTHEHRMGEE - BRAZWMELTVVEVWELDAFELET,

AHETIE, E=BHRZTAWVWSEEICIE. BEEY 12— /LR R VRS
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FHRITLELELELIT ABEIZE TSI FOE—FHEDBERHE L TEE
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1. o roE—3fid [MEEE]
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EHOMLEAHYFET, AEBEITI O FOE—RIZBEL T, €%
T4 =45y D TOE BEHERKIZOELCELUTOERZEOHR
[FhIEGEY EFEA

IVFOE—BANEENLIE=FEHROHEAN. BEE

- IVFAE—REOIY FAE—SE0O4H (BESREEL S DIR‘E)
- I hAE—ROFEAAE (SFR £33 2 & DFREA)
MRTIK . EF=FEROEERNRMET IERETICHAEEES
NEDESICHEYLIY FOE—EZBR2ENTE-NZEBA
LEFhIERY FEA,

LUFIZ TOE EfSEHRDOBIZRLET,

256 EyRU EOTI>hOE—ZUNET BRI, A+t B FvIT%ERAT3.

B FyIOYNRELEEMBROMAARTE. 1 BOELEEY NIOUITZNIHU.
16 Eyh0EL#EH 1193, T, B FyISELEERAEER ST CC 54 -
SREEENTUVREVSEENSDD. B FyTOYIRELE 4L 2T, TOELEIHSIC
DWT. 8 Evhdeh 5 By U EOFRNI> hOE-ZSHTEN. B FvTD ST D
SFR OFEERN5B MO TUVD,

ZZT. TOE (%, B FyT(CRUTELEEY NIIZ 52 BIVITIZ MU, §5N 1 52
Bn 16 EvhDELEEY M 7Z:ERELT 832 EvhDEYIET S, COEYRFIIC
(¥ 520(=832*5/8)EyhDI>NIE-HEFNZLAEET S,

COEYRF% Entropy Input &£UT HMAC-SHA-512 %#{ERHU
HMAC_DRBG (LA 3,

* TOE OEMERIESMF R E(E, I ME—ROBHRIERA 2T I LR /ML TUZE W,

> BEFHERONZTA MRS BETNSRRSNEEETREHL TIZEV, BE, BE=ER/BANTEREINHHT -5
DRDEBE=BERINSER T BLIBNIATANEITIGE ., BUBONF(SERL TIZEN, BILIE(C DRBG MEHNTL
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2.3.2 BEEDA—-IBBRUBIAHFEDERIZCONT

AIETIE, HCD-PP 1.0 [CEDKEET7IIL I XLOBEYMEET SI1-H
T: [’) N Hﬁ%%gl_}bntgﬁ&l)‘ubn ﬁ‘ﬂ“-._ (JCMVP) O)EE; !fd:%wlﬁﬁﬁjj_%l'é
BRELET,

IPA X, BEEVA—IDAELLBEE7ZIT)ALEZEELTWNSLE
EIRS i BLHES (ZfE > TRESE S B JOMVP BB L TH Y. JOMP ASEEI M D
BEICEESN TSI LEEFZRITHIAFICHYET, SO e, ITE
Fa) T FERVREFEDTMICEH LT JOMP DHERER S HE LN
LT BHIELEEHBRLET,

L. BREINEES7IILIY ALARENTMAROE LT T 1 8
BEDEDEAICENDEIICEEINLIMNZFELML. JOMP DOiEREREZEA
TEAHELERIATHADILITFMEOEHR LGV ET,

2.3.3 FDP_DSK_EXT. 1 IZB8:&E 3 SR REIBEICDOLNT

FDP_DSK_EXT. 1 TI&., FDE EE cPP @& L -1 AA[REL BB SER
BRERAML—UT/INA R (SED) OFEREERTHIENTEET,

LA L. 2018 £ 5 AIRTE. FDE EE cPP 2@ & L 1= SED O & ZBEHA R 51
TWAIeEMD, KFIETIIUTOERHIZE LT JCMVP TEREES N f= SED T
RETDHIELEHBELET,

BHE. AHEEOERBMICOVWTIEHEHRFIZCEYRET SHIDELE
T AREBDRTIZCDWVWTIEEHIZ JISECDHR—LR—JIZEYBHLES .

1. KL {EH®#EZ SED
- JOWP TEREESNF=/N\— FT 4 RV FE DRI ATRELTIEHRMER
FL—UTNNA R, 2L, BRET H5T—F DIEESLBEEEN RS
DHEHEICEENTWNDH I &,

2. ST DE2EK
- ISSICLUTZBHRET S &,
- JOWP DFREEE=
- FCS_KYC_EXT. 1 TRO LN SR F = 1 > D#&imA  HCD & SED DiF
RICETSHBEVTHS &

6 ISO/IEC 18367:2016, JCMVP, itk CAVP THEHEL TCWRIES 7L IV LAOBEESRERONBAEIC/ERS N,
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3. TOE ;&
- TARNMIHTRIRET I T4 ET a4 (962 Bk ~966 %) [LENE
LE<THELLY,

2.3.4 FCS_RBG_EXT.1 T X MZEET HEEIZDOT

FCS_RBG_EXT. 1 M7 X ~IZB89 S 5Eat . 4k K CAVP @ “The NIST SP 800-90A
Deterministic Random Bit Generator Validation System (DRBGVS)” Dt
UMERRICE DWW TWET, BUIGSBREZEZAV T FNOBREERTS
EWLWSEH AN S, DRBGVS DERFTDLEHIZEEST S5 K 51, HCD-PP 1.0 o 277
BEDIXBERU2XEDRERERDERTHRET LI EEZHELET,

If the RBG has prediction resistance enabled, each trial consists
of the fol lowing functions called in sequence: (1) instantiate DRBG,
(2) generate ReturnedBitsLen random bits, (3) generate

ReturnedBitsLen random bits, (4) uninstantiate. Here
ReturnedBitsLen denotes the number of returned bits fromeach cal |
to the generate function. The evaluator verifies that the

ReturnedBitsLen random bits in step (3) is the expected value.

Ff=. HCD-PP 1.0 278 Bz% D 1 XB RV 2 X B Dk & RO THRE
FHIEEHELET,

If the RBG does not have prediction resistance, each trial consists
of the following functions called in sequence: (1) instantiate DRBG,
(2) reseed, (3) generate ReturnedBitsLen random bits, (4)
generate ReturnedBitsLen random bits, (5) uninstantiate. Here
ReturnedBitsLen denotes the number of returned bits fromeach cal |
to the generate function. The evaluator verifies that the
ReturnedBitsLen random bits in step (4) is the expected value.

7 DRBGVS @ Update Log ® 2/14/13 OS24 LS., ICMVP OIBEE 7L TUL AL HIEE -ELEERKSS-
(ATR-01-E) ]t DRBGVS DRI BLICRBEINTVEY,
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2.3.5 FCS_IPSEC_EXT. 1.1 [CEA9 HfEEIZDLT

HDG-PP 1.0 0 1126 Bz M o 1131 Bx3% D FCS_IPSEC_EXT. 1. 1 TIX,RFC4301
THESNEEYIZIPSec MEESN TS EEZROTEY. REET Y
T 4 ET 1 TI&. SPD @ DISCARD, BYPASS. PROTECT Mg R T EEEMNETE
TEDHCENARELGDTVET, LAL., FHERRTHLIEAHTIE, £
DFAAEIZENT, BT LLBPASS ZELIILFEHA,

Z T, RHIETIE. HCD-PP 1.0 D 1126 E&3% M 5 1131 BB Z LI T TRE
THCEEHELFET,

FCS_IPSEC_EXT. 1.1 The TSF shall implement the IPsec architecture as
specified in RFC 4301.

Application Note:

RFC 4301 calls for an IPsec implementation to protect IP traffic
through the use of a Security Policy Database (SPD). The SPD is used
to define how IP packets are to be handled: PROTECT the packet (e.g.,
encrypt the packet), BYPASS the [Psec services (e. g., noencryption),
or DISCARD the packet (e.g., drop the packet). The SPD can be
implemented in various ways, including router access control lists,
firewall rulesets, a “traditional” SPD, etc. Regardless of the
implementation details, there is anotionof a “rule” that a packet
is “matched” against and a resulting action that takes place.

While there must be a means to order the rules, a general approach
to ordering is not mandated, as long as the SPD can distinguish the
IP packets and apply the rules accordingly. There may be multiple
SPDs (one for each network interface), but this is not required.

Assurance Activity:

7SS

The evaluator shall examine the TSS and determine that it describes
what takes place when a packet is processed by the TOE, e.g., the

13



algorithm used to process the packet. The TSS describes how the SPD
is implemented and the rules for processing both inbound and outbound
packets in terms of the IPsec policy. The TSS describes the rules
that are available and the resulting actions available after matching
a rule. The TSS describes how those rules and actions form the SPD
in terms of the BYPASS (e.g., no encryption), DISCARD (e.g., drop
the packet) and PROTECT (e.g., encrypt the packet) actions defined
in RFC 4301.

As noted in section 4.4.1 of RFC 4301, the processing of entries in
the SPD is non-trivial and the evaluator shall determine that the
description in the TSS is sufficient to determine which rules will
be applied given the rule structure implemented by the TOE. For
example, if the TOE al lows specification of ranges, conditional rules,
etc., the evaluator shall determine that the description of rule
processing (for both inbound and outbound packets) is sufficient to
determine the action that will be applied, especially in the case
where two different rules may apply. This description shall cover
both the initial packets (that is, no SA is established on the
interface or for that particular packet) as well as packets that are
part of an established SA.

Operational Guidance:

The evaluator shall examine the guidance documentation to verify it
instructs the Administrator how to construct entries into the SPD
that specify a rule for processing a packet. The description includes
all three cases - a rule that ensures packets are encrypted/decrypted,
dropped, and flow through the TOE without being encrypted. The
evaluator shall determine that the description in the guidance
documentation is consistent with the description in the TSS, and that
the level of detail in the guidance documentation is sufficient to
allow the administrator to set up the SPD in an unambiguous fashion.

This includes a discussion of how ordering of rules impacts the
processing of an IP packet.

14



lTest:

The evaluator uses the guidance documentation to configure the TOE
to carry out the following tests:

a) Test 1: The evaluator shall configure the SPD such that there is
a rule for dropping a packet, encrypting a packet, and (if
configurable) allowing a packet to flow in plaintext. The selectors
used in the construction of the rule shall be different such that
the evaluator can generate a packet and send packets to the gateway
with the appropriate fields (fields that are used by the rule —e. g.,
the IP addresses, TCP/UDP ports) in the packet header. The evaluator
performs both positive and negative test cases for each type of rule
(e. g. a packet that matches the rule and another that does not match
the rule). The evaluator observes via the audit trail, and packet
captures that the TOE exhibited the expected behavior: appropriate
packets were dropped, allowed to flow without modification,
encrypted by the IPsec implementation.

b) Test 2: The evaluator shall devise several tests that cover a
variety of scenarios for packet processing. As with Test 1, the
evaluator ensures both positive and negative test cases are
constructed. These scenarios must exercise the range of
possibilities for SPD entries and processing modes as outlined in
the TSS and guidance documentation. Potential areas to cover include
rules with overlapping ranges and conflicting entries, inbound and
outbound packets, and packets that establish SAs as well as packets
that belong to established SAs. The evaluator shall verify, via the
audit trail and packet captures, for each scenario that the expected
behavior is exhibited, and is consistent with both the TSS and the
guidance documentation.

BHE. AEEIX. UTONIAPDOTIZAILTOOa v ERLCARTY,

[tem Title Publication Date

TD0157 | FCS_IPSEC_EXT. 1.1 - Testing SPDs 2017/06/15
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2.3.6 FCS_TLS_EXT. 1.1 ® TR MBI HEEIZDOIT

HCD-PP 1.0 @ FCS_TLS_EXT. 1. 1 @ 1226 E¥S2I8E 2. a. 0D TOE ASH—/ 335
BEDTA I, TLS_RSAWITH_TH8E S cipher suites (DA EARIEET H
Y. FhLSD cipher suites DEMEFRIET A EIXTEFEE A,

Z T, AHETIE, HCD-PP 1.0 D 1226 BB EZE 2.a. DTA FE. LT
TRETHCLEHELET.

[Conditional: TOE is a server] Modify a byte in the data of the
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