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1. IXC®HIC

AREMIEL. TProtection Profile for Hardcopy Devices, 1.0 dated September 10, 2015

(T, “HCD-PP v1.0” &V 5.) THEASATLSESERKD SFR &, JOWP OREST
WY ALEREREELORMGERLEZLDTY,

JOWP DEES 7L T A LHEREZREDHER) A MIUTOELY T,

1. JEFARES (LAREREESS S URER)
- DSAFEER Y R b+ https://www. ipa. go. jp/security/jcmvp/algval/dsaval. html
- ECDSA #£521) X +  https://www. ipa. go. jp/security/jcmvp/algval/ecdsaval. html
- RSAFEER Y R b+ https://www. ipa. go. jp/security/jcmvp/algval/rsaval. html

-DH#EER Y X k https://www. ipa. go. jp/security/jcmvp/algval/dhval. html
- ECDH #52) X b+ https://www. ipa. go. jp/security/jcmvp/algval/ecdhval. html

2. HBHEES
- AESHEER R b https://www. ipa. go. jp/security/jcmvp/algval/aesval. html

3. Ny aEH
- SHS #EZR 1) X k https://www. ipa. go. jp/security/jcmvp/algval/shaval. html

4. A wtw—IFREE
- HMAC #EE2 ' X b+ https://www. ipa. go. jp/security/jcmvp/algval/hmacval. html

5. ELEAERL
- DRBG #EZ2!) X + https://www. ipa. go. jp/security/jcmvp/algval/drbgval. html

6. BEEHEIRK
- KDF #EZ21) X b+ https://www. ipa. go. jp/security/jcmvp/algval/kdfval. html
- PBKDF #EE21 ) X b (2019 &£ 2 AIRE CHER SN =R (T ELY)



https://www.ipa.go.jp/security/jcmvp/algval/dsaval.html
https://www.ipa.go.jp/security/jcmvp/algval/ecdsaval.html
https://www.ipa.go.jp/security/jcmvp/algval/rsaval.html
https://www.ipa.go.jp/security/jcmvp/algval/dhval.html
https://www.ipa.go.jp/security/jcmvp/algval/ecdhval.html
https://www.ipa.go.jp/security/jcmvp/algval/aesval.html
https://www.ipa.go.jp/security/jcmvp/algval/shaval.html
https://www.ipa.go.jp/security/jcmvp/algval/hmacval.html
https://www.ipa.go.jp/security/jcmvp/algval/drbgval.html
https://www.ipa.go.jp/security/jcmvp/algval/kdfval.html

2. SFR & JCMVP DHERE ) R DRI

AETIE, HOD-PP v1.0 @ SFR &, ZHISHET 5 JOWP ORERY R FOEHRUEES
FILTYXALRERRICERT SN A2OREERLET

BHE. RPTHEASATWS MEE] (&, JOWP DR Y X MIEHINTULS/IT A
FDENENTHRNC EZBHKRLTWEY ., 2L, JOWP DEES 7 /LI X LHEREK
[ZIF, HREHELTRYBHEIFHRINET,

2.1 KWERER GEXFREA)
SFR JCMVP #ERBIY AN RU/SSA%

FCS_CKM.1

- Key Generation

NIST SP 800-56A, for finite

DH #i8 U A I
field-based schemes,

cryptographic key sizes « DH group 24 (2048-bit MODP with 256-bit POS) D&
equivalent to, or greater HaE:
than, a symmetric key KEY(gen)
strength of 112 bits bit length of p:

2048
(key pair generation bit length of g
portions of FIPS 186-4) 256

HERkAE:
EF=

(Key Pair Generation Using Extra Random Bits, F/(d,
Key Pair Generation by Testing Candidates)

- DH Group 14 % Dk FIPS 186-4 DA
E SIS



https://www.ipa.go.jp/security/jcmvp/algval/dhval.html

SFR

JCMVP HERBU RN RU/INSAE

NIST SP 800-56B, for
RSA-based schemes,
cryptographic key sizes
equivalent to, or greater
than, a symmetric key

strength of 112 bits

(key pair generation

portions of FIPS 186-4)

RSA #E8 U A b

HERE:
KEY(gen)
MOD:
2048, Ffzld, 3072 (bits)
CRT:
£F= (CRT &b, Fzld, CRT #2L)
e:
£E (65537, Ffzld, random)
X FIPS 186-4 @ [B.3.3 Generation of Random Primes that are
Probably Prime | 35 X O Probabilistic Primality Tests Table C.3 |

WZ%F e

NIST SP 800-56A, for
elliptic curve-based
schemes, implementing
NIST curves P-256, P-384,
P-521

(as defined in FIPS 186-4)

ECDSA g8 ) A+ F£721% ECDH #81) A b

HERE:
PKG (KEY(gen)DZREEDIHZEHHD)
CURVES:
P-256, Fz(&, P-384, Ftld, P-521
AERTTE:
FE
(Key Pair Generation Using Extra Random Bits, F/z(d,
Key Pair Generation by Testing Candidates)



https://www.ipa.go.jp/security/jcmvp/algval/rsaval.html
https://www.ipa.go.jp/security/jcmvp/algval/ecdsaval.html
https://www.ipa.go.jp/security/jcmvp/algval/ecdhval.html

2.2 ®HRESLE/ES. BSvEVYT
SFR

JCMVP HERBU RN RU/INSAE

FCS_COP.1
- AES Encryption /
Decryption, Key Wrapping

CBC (NIST SP 800-38A)
cryptographic key sizes 128
bits, 256 bits CBC
HERE:

iES1t, 85

128, Ffz(F, 256 (bits)

AES iV X b+

CMAC (NIST SP800-38B) 1

CCM (NIST SP 800-38C)
cryptographic key sizes 128
bits, 256 bits CCM
Hae:
Generation-Encryption, Decryption-Verification
128, #FIe(3, 256 (bits)
IS5 A5:
x=

AES iR Y A b

GCM (NIST SP 800-38D)
cryptographic key sizes 128
bits, 256 bits « 2 NU— VB {LO%RE
GCM
Hse:
Sk, 8%
128, #Izld, 256 (bits)
)5 X4
F=

AES g8V X b+

1 HCD-PP v1.0 Tld. BES@{ER® FCS_COP.1(a) (Symmetric encryption / decryption)Di#iRE%IC NIST SP 800-38B (CMAC Mode)

PERRENTUVBH, ATERMRCHS IPsec  TLS d SFR DEHRELCEEZAEBL.
4


https://www.ipa.go.jp/security/jcmvp/algval/aesval.html
https://www.ipa.go.jp/security/jcmvp/algval/aesval.html
https://www.ipa.go.jp/security/jcmvp/algval/aesval.html

SFR

JCMVP HERBU RN RU/INSAE

- B 5EfE 0SS
GCM
BREE:

BESAL, 85

B

128, FIzl&, 256 (bits)

IV 45k
HHEB
v

96 (bits)
Tag length:

128, Fz(&, 64, Fz(3, 96(bits) 2

AAD length:

JORITHRTFE

XTS (IEEE 1619)
cryptographic key sizes 128
bits, 256 bits

AES i U A b

XTS
HERE:

=1L, 185

XTS_128,
/(5 X5:
£F=

FIz(F, XTS_256

KW (NIST SP 800-38F)

EN SN

KWP (NIST SP 800-38F)

EN SN

2 64(bits) &Y 96(bits)(d. BR—MLTVBRIBE



https://www.ipa.go.jp/security/jcmvp/algval/aesval.html

2.3 REcE

SFR JCMVP HERBU RN RU/INSAE

FCS_COP.1
- Key Transport

RSA KTS-OAEP

RSA g Y A b
(NIST SP 800-56B)

cryptographic key size ALG: RSA-OAEP
2048, 3072 HigE:
iES1t, 85
MOD:

2048, 3072 (bits)
el
EF= (65537, Ffz(E, random)
SHS:
SHA-256, Ffz(&, SHA-384, Fz(, SHA-512
MGF:
ANSI X9.44 (SHA-256), Ffzld, ANSI X9.44 (SHA-384),
FIzlE, ANSI X9.44 (SHA-512)
DRBG:
Hash_DRBG, HMAC_DRBG, /(& CTR_DRBG (F&=1t
DIHE)

RSA KTS-KEM-KWS

(NIST SP 800-56B 3 )

3 KTS-KEM-KWS (& NIST SP 800-56B Rev.2 hM5HlBREN 2 AIAEMEN S,

6


https://www.ipa.go.jp/security/jcmvp/algval/rsaval.html

2.4 FRER/REE

SFR

JCMVP HERBU RN RU/INSAE

FCS_COP.1

- Signature

DSA (FIPS 186-4)
key sizes (modulus) 2048

bits or greater

DSA {8 U A b

* Trusted update DHE
HERE:
SIG(ver)
bit length of p:
2048
bit length of q:
224, ¥, 256
SHS:
SHA-224, FIz(&, SHA-256
E/ B
HERE:
SIG(ver)
bit length of p:
3072
bit length of q:
256
SHS:
SHA-256

rDSA (FIPS 186-4)
key sizes (modulus) 2048

bits or greater

RSA #Ei8 U A b

* Trusted update DHH
ALG: RSASSA-PKCS1_v1_5
HEgE:
SIG(ver)
MOD:
2048, Ffzld, 3072 (bits)
e
& (65537, Fzld, random)
SHS:
SHA-256, Xfz(&, SHA-384, Fft(d, SHA-512
Eil 8



https://www.ipa.go.jp/security/jcmvp/algval/dsaval.html
https://www.ipa.go.jp/security/jcmvp/algval/rsaval.html

SFR JCMVP HERBU RN RU/INSAE

ALG: RSASSA-PSS
BERE:
SIG(ver)
MOD:
2048, FflE, 3072 (bits)
e:
fF& (65537, Fzld, random)
SHS:
SHA-256, Ffz(&, SHA-384, F/zld, SHA-512
MGEF:
ANSI X9.44 (SHA-256), Ffz(d, ANSI X9.44 (SHA-384), %
fzl, ANSI X9.44 (SHA-512)
T LY R ANSI X9.31 [IA %

- Bf5E1E (IKEv2, TLS) D4
ALG: RSASSA-PKCS1_v1_5
HEaE:
SIG(gen), SIG(ver)
MOD:
2048, FfzlZ, 3072 (bits)
e:
£= (65537, Ffz(E, random)
SHS:
SHA-1, ¥z (¥, SHA-256, (&, SHA-384, ¥ (&,
SHA-512

- BFE@fE (IKEvl) OEBE4A
ki (IKEv1 (33E FIPS 186-4)

ECDSA (FIPS 186-4)
key sizes 256 bits or

ECDSA ffz8 ) A b

greater, implementing * Trusted update DHH
NIST curves P-256, P-384, HRE:
P-521 SIG(ver)
(as defined in FIPS 186-4) CURVES:
P-256
SHS:

SHA-1, ¥z (&, SHA-256, F¥2(&, SHA-384, (&,

8



https://www.ipa.go.jp/security/jcmvp/algval/ecdsaval.html

JCMVP HERBU RN RU/INSAE

SFR

F7701%

SHA-512

BREE:

SIG(ver)
CURVES:
P-384
SHS:
SHA-1, ¥z (&, SHA-256, F(&, SHA-384, ¥t (&,

SHA-512
F7701%

BREE:

SIG(ver)
CURVES:
P-521

SHS:
SHA-1, ¥z (&, SHA-256, Ft(d, SHA-384, (&,
SHA-512

- B 5EfE (TLS) DFE

A
SIG(gen), SIG(ver)
$CURVES & SHS Ofi A& 13 Trusted update D54 & [F U,

(3Yay

>

(IKEv1, IKEv2) DFE

SIG(gen), SIG(ver)
CURVES:
P-256
SHS:
SHA-256
EJel s
HERE:
SIG(gen), SIG(ver)
CURVES:
P-384
SHS:
SHA-384




SFR

JCMVP HERBU RN RU/INSAE

E/elEe
HERE:
SIG(gen), SIG(ver)
CURVES:
P-521
SHS:
SHA-512

10




2.5 n\yLar)a) XL

SFR JCMVP HERBURAN RU/INSAE

FCS_COP.1
- Hash Algorithm

SHA-1, SHA-256,
SHA-384, SHA-512
(ISO/IEC 10118-3:2004) SHA-1, £7z1%, SHA-256, £721%, SHA-384, £7213,
SHA-512

% Byte-oriented Mode M &%}

SHS #ggg J A b

11



https://www.ipa.go.jp/security/jcmvp/algval/shaval.html

2.6 BTNy atyt—URRiE

SFR

JCMVP HERBU RN RU/INSAE

FCS_COP.1
- Keyed-Hash

- A ML—UREEERA
HMAC-SHA-1,
HMAC-SHA-256,
HMAC-SHA-512
(ISO/IEC 9797-2:2011,
ISO/IEC 10118)

HMAC #5828 U A |

HMAC-SHA-1, %£7zi%, HMAC-SHA-256, %721,
HMAC-SHA-512
Key Size Ranges Tested:
KS <BS, KS =BS

- lBSEEA
HMAC-SHA-1,
HMAC-SHA-224 4,
HMAC-SHA-256,
HMAC-SHA-384,
HMAC-SHA-512
(FIPS 198-1,

FIPS 180-3)

HMAC fifg8 U A

HMAC-SHA-1, %£7z1%, HMAC-SHA-256, %7213,
HMAC-SHA-384, £7-1%, HMAC-SHA-512
Key Size Ranges Tested:
KS <BS, KS > BS, KS = BS

KNT AL, T a b SRR

4 HCD-PP v1.0 T3, BES@{SAHM FCS_COP.1(g) (for keyed-hash message authentication)DiEiRA%IC HMAC-SHA-224 h'stikan

TUWAH, IPsec ° TLS Tld HMAC-SHA-224 ($HNTLVRL,

12



https://www.ipa.go.jp/security/jcmvp/algval/hmacval.html
https://www.ipa.go.jp/security/jcmvp/algval/hmacval.html

2.7 BFEREH

SFR

JCMVP fEEBV AL BRU/5AZ

FCS_KDF_EXT.1

- Key Derivation

NIST SP 800-108

(KDF in Counter Mode,
KDF in Feedback Mode,
KDF in Double-Pipeline
Iteration Mode),

using keyed-hash functions

KDF figg U A b

KDF in Counter Mode
PRF:
HMAC-SHA-1, Fzl&, HMAC-SHA-256, (&,
HMAC-SHA-512
Bit length of counter:
8, 16, 24, FIz(d 32
EJ B
KDF in Feedback Mode
PRF:
HMAC-SHA-1, Ffzl&, HMAC-SHA-256, FI(4,
HMAC-SHA-512
Bit length of counter:
8, 16, 24, FIz(d 32
({BU. counter Z PRF DANICEHIIHS)
without counter
({BU. counter Z PRF DA NICEHRVFZE)
/S5 A5:
=
EJ el B
KDF in Double Pipeline Iteration Mode
PRF:
HMAC-SHA-1, Ffzl&, HMAC-SHA-256, FI(4,
HMAC-SHA-512
Bit length of counter:
8, 16, 24, FIz(d 32
({BU. counter Z PRF DA NICEHIIES)
without counter
({BU. counter % PRF DANICEHRNEE)
% [Counter Location] % SP 800-108 OftAk &3  CK[E CAVP
@ Before Fixed Data (Z7%4)

13



https://www.ipa.go.jp/security/jcmvp/algval/kdfval.html

SFR

JCMVP FERRURE RUINTAZ

NIST SP 800-132
(Password-based Key
Derivation Functions),

using keyed-hash functions

PBKDF iR A b (AR IE)

PBKDF
PRF:
HMAC-SHA-256, ¥/zl&, HMAC-SHA-512
Iteration count:
1,000 24_E 100,000 AT
Password size ranges tested:
RO 1 DL ENPR—kanTVdce
-112 < len(P)<B
-len(P) =B
-len(P) > B
Salt size ranges tested:
RO 1 DL ENYR—hanTwadce
-128 < len(S)<(hLen-32)
-len(S) = (hLen-32)
-len(S) > (hLen-32)
DRBG:
Hash_DRBG, HMAC_DRBG, Ffz(& CTR_DRBG

14




2.8 BEN\RT—FDEREFHMTT

SFR

JCMVP HERBU RN RU/INSAE

FCS_PCC_EXT.1
- Password Construction and

Conditioning

NIST SP 800-132
(Password-based Key
Derivation Functions),
with HMAC-SHA-256,
HMAC-SHA-384 5,
HMAC-SHA-512,

with 1000 or more
iterations, and output key

sizes 128, 256

PBKDF fiR Y 2 b (AFARE)

PBKDF

PRF:
HMAC-SHA-256, ¥/zl&, HMAC-SHA-512
Iteration count:
1,000 XA_E 100,000 AT
Password size ranges tested:
RD 1 DB ENHR—hENTVSZE
-112 < len(P)<B
-len(P) =B
-len(P) > B
Salt size ranges tested:
RD 1 DB ENHR—haNTVSZE
-128 < len(S)<(hLen-32)
-len(S) = (hLen - 32)
-len(S) > (hLen - 32)
DRBG:
Hash_DRBG, HMAC_DRBG, F/zl& CTR_DRBG

> HCD-PP v1.0 Tl3. FCS_PCC_EXT.1 M:&Ri%IC HMAC-SHA-384 HEEitaNTWAH, IKTZBEMRICH I AN —SIES{LROD
FCS_COP.1(h) (for keyed-hash message authentication) MEIREL(CIEETIRTRV.

15




2.9 E#EY FER

SFR

JCMVP HERBU RN RU/NTAE

FCS_RBG_EXT.1

- Random Bit Generation

Hash DRBG
(SHA-1, SHA-224,
SHA-256, SHA-384,
SHA-512)

ISO/TEC 18031:2011, NIST
SP 800-90A

DRBG fa8 Y A b

Hash DRBG
Prediction Resistance Tested:
EF= (Enabled, /(d, Disabled)
SHS:
SHA-1, F¥tl&, SHA-224, Ftl&, SHA-256, Fld,
SHA-384, FItld, SHA-512

HMAC_DRBG
(HMAC-SHA-1,
HMAC-SHA-224,
HMAC-SHA-256,
HMAC-SHA-384,
HMAC-SHA-512)

ISO/TEC 18031:2011, NIST
SP 800-90A

DRBG figd U A b

HMAC_DRBG
Prediction Resistance Tested:
£F2 (Enabled, /&, Disabled)
HMAC:
HMAC-SHA-1, Ffzl&, HMAC-SHA-224, FI(4,
HMAC-SHA-256, FJzl&, HMAC-SHA-384, FI(d,
HMAC-SHA-512

CTR_DRBG (AES)

ISO/TEC 18031:2011, NIST
SP 800-90A

DRBG f##8 Y A b

CTR_DRBG with DF, CTR_DRBG without DF ¢
Prediction Resistance Tested:
F= (Enabled, Ffz(Z, Disabled)
AES:
AES-128, ¥ld, AES-256

6 ISO/IEC 18031:2011 Tl& CTR_DRBG without DF [FARESNTLRL,

16
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https://www.ipa.go.jp/security/jcmvp/algval/drbgval.html
https://www.ipa.go.jp/security/jcmvp/algval/drbgval.html
https://www.ipa.go.jp/security/jcmvp/algval/drbgval.html

