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¢+ Non-Invasive Attack

« FYTREB~NDYE

R AZFOENIE

o f5l: A RFFrRLERAT

¢ |nvasive Attack

« FYTREB~NDYE

. - 7Oo—EVY,

=

RAE SR

PR EE

¢+ Semi-Invasive Attack
o IN\VT—UDFRFOEIT)ERERITOIN NR—23Y

BFETIIBERLG

o« fil: L—Y—KE



Y ARF v LR IPA
(Side Channel Analysis)

¢ FEEHREEEREL-/N\—FY17(RAY—r—FE)
DENMEFRIZ. TD/N—FOT7DREZTEHRHTHIE
THENDIFHRZFALT, BESEEWLST-MET
HDETTHAD
- JHEE N — EHEM (Power Analysis)

=

* /=’

EHit5 — BHIEM (Electromagnetic Analysis)

« WIEBEERE - FAIUTTRVY
« TDih

e vy abwhkzX
o e



AES7 L3 X L

IPA

¢ BEIELEDRN

end

begin

AddRoundKey (state, w[0, Nb-1]) // |

for round = 1 step 1 to Nr-1 i
SubBytes (state) //------------ ' cmm e

Nb:4,
Cipher (byte in[4+Nb], bByte oUEtl4*Nb]] word w[Nbx(Nr+1)1) Nr:10,12,14
X g5 X o 37 - for 128, 192, 256-bit key,
byte state[4, Nb] //REREE (497, NbFHIDITFI) W*f‘i_\xf@, g%’;&Nb *(Nr+1)
state = In 4

~N

SubBytes:{THIER DE
|

J

ShiftRows (state) -Af---------------- '
MixColumns (state) /7/----------- ,

AddRoundKey (state, w[round*Nb, (round+1)*Nb-1])

end for :

SubBytes (state) | TTTTTTTTC
ShiftRows (state)

AddRoundKey (state, w[Nr*Nb, (Nr+1)*Nb—1])

out = state e

 ShiftRows: |
\ﬁ%ﬁ@&&? N3 )
4 )
MixColumns:
HIRGNIVBGLDOT—2DZE
S Y,
s ' B
AddRoundKey:
FIRIRILETLE RBWEDXORER
N Y,
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AES : AddRoundKey® AL 1t

o

IPA

« 47099 %E1FIELT, BT EITHRRBEEXORALE,

WL+3

L=round*Nb

T

W,
|

XOR
So,0 Soc So2 | So,3
S10 Ste Si2 |S13
S20 Sa.c S22 |S23
S30 S3. S32 |S33

T

S

S’O,c

0,0

S

8,1,0

1,0

So,2

So,3

S

S,Z,C

)
2,0

S'12

S'13

S

S,3 C

)
3,0

Sy

S 2,3

’ | S’3,2

S33




AES : SubBytes D JLIE IPA

128E b DT —2F1/\AF(BEYRk) ZEIZ16M YT IOV IIZHEl,
BTOYITIFINACDANT—E2EINACDOE T —E~NEH,

| S-Box
S0,0 | So,1 S/o,z/ 0,3 F!Zﬁ}g 001901902 |S03
S10[|Sce O12 913 S'10 gr,c S'12(S'13
S0 [ 921 [O22 | S23 S'20 D21 922923
S30 [S31 [S32 |O33 S'30 931 (932|933




AES : ShiftRows D 418

IPA

+ 470v0%1TELT, T EICES TMLHE,

T IREL

ElZ1DY Tk

EIZ2DI Tk

EIZ3DL Tk
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1Ll

AES : MixColums @) AL IE

47090 %15|ELT, BT EIZHIRTGRILDZEM,

s N / Y
S'0c 02 03 01 01| |Soec
S, |= |01 02 03 01| |Sic
S,.| |01 01 02 03 22,0
/ Ssc) (03010102) |Sac \
S ) S, ) )
Soo [|22¢[S02 [ So3 Soo | =% [S05|SHh3
S : S’ : :
S1,0 L S1,2 S1,3 S1,0 e S1,2 S‘1,3
S ) S, ) )
Sy [ 92¢]S5, [ Sy3 S'ho|22¢ S, S
S ) S, ) )
Sz [|V3c]S3, | S33 S'3p 3’C|83,2 S




AES: S-BoxM E &E D IPA

¢ 1/\1(8

—yR)D{EalZ* L.

c Wit:c=a L, aDGF2®IZHBITEAFEED T
(f=1=L.a = 0D &ZE (e = 0)

s VIOAIR

Zi: HHs = Mc @ b:

/1 1 1 1 1 0 O O\ /07\ /O\
O 1 1 1 1 1 0 O Ce 1
O 01 1 1 1 1 0 Cs 1
O 0 01 1 1 1 1 Ca @ 0
1 0 0 01 1 1 1 C3 0
1 1 0 0 0 1 1 1 C2 0

\1 1 1 0 0 0 1 1/ \01/ \1/
1 1 11 0 0 0 1 Co 1

12



AES: S-BoxD =

dx
I

o T—JILS

. ‘J7I~"7:|:7F"J=‘ce

\

] 1 2 3 4 5 6 7 8 9 a b c d e £

O 63 7Te | 77| Tb | £2 | 6b | 6f | «¢5 | 30 | 01 | 67| 2b | fe | A7 | ab | 76
1| ca 82 c9 | 7d | fa 59 a7 f0 ad | d4 a2 af 9o ad T2 a0
2| b7 | £d| 93 | 26| 36 | 3£ | £7 | cc | 34| ab | eb | £f1 | 71 | dB | 31 | 15
3|04 | e7| 23 | 23| 18| 96 | 05 | 9a | 07 | 12 | BO | e2 | eb | 27 [ b2 | 75
4 09 ( 83| 2¢ | 1a| 1b | 6e | Ba | a0 | B2 | 3b | d6 | b3 | 20| e3 | 2£ | B4
553 (dl1| 00| ed| 20| fc | k1 | Bb | 6a | cb | be | 39| da | 4c | 58 | cf
6| d0 | ef | aa | fb | 43 | 4d | 33 | 85 | 45 | £9 | 02 | T£| BO | 3c | 9E£ | aB
T| 51| a3 | 40 | BEf | 92| 9d| 38 | £5 | be | b6 | da | 21 | 10 | ££ | £3 | d2
* Bl ed| Oc| 13 | ec | BE| 97| 44 | 17 | c4d | a7 | Te| 3d| 64 | BEAd | 19| 73
9 60 | B1 | 4f | de | 22 | 2a | 90 | 88 | 46 | ee | bB | 14| de | Be | Ob | db
aled | 32| 3a | 0a| 49| 06| 24 | Be | c2 | d3 | ac| 62| 91| 95 4 | 79
b| e7 c8 37 6d| Bd| d5 | de | a9 | 6o | 56 | £4 | ea | 65 | Ta | ae | 08
c|lba| 78| 25 | 2| 1lc | a6 | bd | c6 | eB | dd | 74| 1£f | db | bd | 8b | Ba
d|{ 70| 32 | b5 | 66 | 48 | 03 | £6 | Oe | 61 | 35 | 57| B9 | 86 | 1 | 1d | 9e
elel | £8 | 98 | 11 | 69 | d9 | Be | 94 | Ob | 1e | B7 | €9 | ce | B5 | 28 | Af
fl Bc | al | 89 | 0Od | bf | e6 | 42 | 68 | 41 | 99 | 24| Of | bO | B4 [ Bk | 16

¢ BFEMERICLEA>TEREFESTI40E

FIPS197 kY

o S8

« GF(28)2GF((24)2)X>GF(((22)2)2) - R T T B E R IR A & X
« IN—FJTTFRIE

13



AES: S-BoxM =L IPA

¢+ BitSliceZXEZEDHIE
o YD 7ER
o ZIOAYXLET—ILEEDFEL TR
o R THSS-BoxDEEN—FHLLY
s N—FDzF7EETHERINGFTTEEDAEZY IO T7IZEA
o FBEUNANIXT HIAEFNENEA AT EE
« SIMDERFE D HSHCPUTITIEF
. T—TJILSEILL
¢ 5 XYY AIREYRDHARFYrRILEHEEZZITH
- UTOEHEEE-BIEERELELLTSAIEEN
e« ZILOANVXLDEYRLRILDEHIH /NSO
« REFBHCPUNDL I REAFMNE N

« EEFTECPUDLREEMNEL
- x867 Oty HIZIEFMAE, x64T Oy HIZITEEHY,
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IPA

o

NS DH]: RSARE = DR E

p, g: EXTGRH
n=pq: EXGRHMDIE
e: NEASE, d: FEER

¢
¢
¢
¢ BES1E: c=me (mod n)
¢
¢
¢

£5: m=cd (mod n)
E4:s=md (modn)
E LRI m = se (mod n)

S KIGHDAREFFHREBENDLE

15



RERFIREEOELE IPA

v N

¢ INAF1)iE(Square-and-Multiply) 7 JL31) X Ls

AN M, d
d=did,d, dD2EHERE (d, = 0 or 1)

S « M
for i from 1 to n-1 do
S« S *S modN

if d; = 1 then
S« S+*MmodN
end
end

return S
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IPA

REREREEDE

i

¢« EVOARE
- a*b (mod N) Z5t&EL=L»
« FRBEEIIFEZICHBLIMINDDIEETHD

« EVIAAFEZEIE RERIREFEDORYELEIC, FEANDID
FRBHZRVERRICTIEIT DITOEITTRLAGY ., EFEIETES,

AF:N,a,b

N: kEvhEE

R = 2F
A=ax*R(modR),B =b* R (modR)

S—<Ax*B
S (S+(S*N tmodR)=N)/R
if S > N then
S«<S—N
end
return S

17



BAZ TRy IPA

¢ B EEDETHEOEZEZ Y ARFVrRILIE
HMELTHIFE

BAZIDTTEVIIMEZDRITRRDED FAEH

AF:N,a,b

N: kEvhEE

R = 2F
A=ax*R(modR),B =b* R (modR)

S<Ax*B

S« (S+(S*N~'modR) *N)/R

if S > N then — Extra reduction (£H#-2 &A% )
S«<S—N

end

return S WIBRRIOEELELTENDS
18



NAFUkEE T REEEALE~AER  |PA
B RE ST BRI T TRV

¢ MAd=did, - d,:dD2EIKIR (d; = 00r 1)) DRNERFFEEIZH
LVT.dy,dy, -, di FTHEERNET S

¢ d DI CTOZEEEIZE(TDHELT A FEE TExtra Reductionh2 Z
BEMEIMIE. M &dy  DIETRET S

¢ MZESUALIZELSE. dp  =0DIFE E1DI5HE & T, Extra Reduction
MEECOIMEIMTMDEEE2DIZHET S

v odp OHRAELFAIE, MOESOHES LI, LEERIZEHN T
%

¢ dp  DHERAIDESTUIWNIE, MOEESDHFEIISUF LIZEEY, JLERRF
HIOF-FvA A

¢ dp PHERITENIL, COBRZFESTRBRD T IET, ., EHEAT D

19
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IPA

¢

CHES (Cryptographic Hardware and Embedded Devices)
Saint Malo, France
2015/9/13-9/16

S IN& 134354
4R DwXHERA
1MEDEY 3>

Processing Techniques in Side-Channel Analysis
Cryptographic Hardware Implementations
Homomorphic Encryption in Hardware

Side-Channel Attacks on Public-Key Cryptography
Cipher Design and Cryptanalysis

TRNGs and Entropy Estimations

Side-Channel Analysis and Fault Injection Attacks
Higher-Order Side-Channel Attacks

Physically Unclonable Functions and Hardware Trojans
Side-Channel Attacks in Practice

Lattice-Based Implementations

114:0)?:.1#.%/"

21



J—5s 2y ER IPA

+ FDTC (Fault Diagnosis and Tolerance in Cryptography)
« Saint Malo, France
« 2015/9/13
« SMNEF1144
o 10D HIEA
« MEDEvIaY
* Fault Injection: Models and Techniques
* DFA: Models and Techniques

» Fault Injection Attacks to Cipher Families
» Fault Attacks to Cryptographic Devices

- 2HDiETFEE
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IPA

Row Hammer

Yoongu Kim?, Ross Daly”, Jeremie Kim?, Chris Fallin®, Ji Hye Lee?,
Donghyuk Lee?, Chris Wilkerson?, Konrad Lai, and Onur Mutlu?

1Carnegie Mellon University
’Intel Labs

*Work done while at Carnegie Mellon University

http://users.ece.cmu.edu/~yoonguk/papers/kim-iscal4.pdf
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Row Hammer lpA

+ DRAMMDHIEIZEY . AEYEILD
B CAT(row)IZxi 9 & L=7 VX
A, BIELFrowlTEEAX* 52 TT—
AHMEITAIRENEIYSDHKIITHE-
TL%

¢ BRTESAN?
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Row Hammer lpA

—_—
o
(&=
.
!
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I
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!

¢ 3HDRUE D, 12900 DRAM . AM:OdU'eS: - BModul:es - CIVIc:>du|es
:E:)l_)bj‘c_%xl\ . _!“ 77777 i 77777 7777777
v 1M0MES2—ILT,RowHammer S0 ’P;-:-..,...;.; ......
RIEE D I S AHERRE M1 e R L

Errors per 10° Cells

<
H_gy
____I?_*_-L____________
—ad
= 2

o 2

' omn s mm® u ‘.
2008q 2009.#2010 2011 ' 2012 2013 2014
Module Manufacture Date

(Graph from Kim et al)

o 2010FEMSCDOEEMNENIRDH TS
¢+ Row Hammer®DERIZ&L->T. Linux kernel DIERFRERLI-CEN
GoogleDIALEEFIZE>TRRINT-

o RBAEYEMPEAT)DIVELTHEBIZEWT, 2> =YWETRLREHRA
RS EBIETT I EATRESEHN DYIBAT)ADT I ERAERREIZT S

+ Javascriptz{tiAATWebT T H([ZETIESIEIZKY. VE—ID
DIATUNEREBT HFERELED
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IPA

Who Watches the Watchman?: Utilizing
Performance Monitors for Compromising Keys

of RSA on Intel Platforms
Sarani Bhattacharya?!, and Debdeep Mukhopadhyay!

Department of Computer Science and Enginerring, Indian Institude of
Technology Kharagpur, India

26



Who Watches the Watchman?: Utilizing lpA
Performance Monitors for Compromising Keys of
RSA on Intel Platforms

¢ AR FrR)LIEHR
e Xy abwkIX
o IR

+ Montgomery Multiplication® Extra reduction
D EH IR

27



Who Watches the Watchman?: Utilizing lpA
Performance Monitors for Compromising Keys of
RSA on Intel Platforms

¢ RSAD LS ARABEESDTILIAVI LD
cRERES
 Binary version of Square & Multiply
Exponentiation

¢ {& %< MSquare R U Multiply TD R H E|&E
BEZxERI21T27=8
* Montgomery Multiplication

 Extra reductionZ 9 5N ESINDH|EIZEHE DI H
%

28



Who Watches the Watchman?: Utilizing lpA
Performance Monitors for Compromising Keys of
RSA on Intel Platforms

¢ DIEFRZIRATEHE ARTFTILTADNFEELT
EITEHRINIEVS - FMZ T WEH A EE
¢ RAZUT L, R FASALUSNZEEESIN
B (/A1X)
¢ IntelZAEYHD/IN—KITTINTA—I2R
A RA(HPO)IZIE., 75T RIS X BEIZ D IEER
55
* LinuxMperfav>RIid1—o1ER TEI{EL . HPC
DIFEHEEIFTES
c DEFRZADEIMEYAFFrRILIEHRELT
MBI 5 29




IPA

Exclusive Exponent Blinding May Not Suffice
to Prevent Timing Attacks on RSA

Werner Schindler

Bundesamt fiir Sicherheit in der Informationstechnik (BSI), Germany

https://eprint.iacr.org/2014/869.pdf
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Exclusive Exponent Blinding May Not |pA
Suffice to Prevent Timing Attacks on RSA

¢ RSA-CRTOE
* N =pip;
* d: private key, d; =d modp; —1,d, =d modp, — 1
* s; = m% modp,

* 5, = m% modp,
¢ GARFrRILKREXZE: Exponent Blinding
*dip=dy+1ri(py—1),dyp =di +15(py — 1)

* s5; = m%b mod p,

* s, = m%b mod p,

31



Exclusive Exponent Blinding May Not |pA
Suffice to Prevent Timing Attacks on RSA

+ Exponent Blindingl&.

RAZT T EIVI%5T

(TS EEZ LN TNV

o LHOL., ENIE—HRIZT

LN EERT

¢ LTOREKENEZOND
« EVOA)EHEIZEVT, R>4p,, 4p,£THZET
Extra ReductionZ £ (2757
- base blindingt A3 %
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IPA

Stealing Keys from PCs Using a Radio: Cheap
Electromagnetic Attacks on Windowed
Exponentiation

Daniel Genkin, Lev Pachmanov, Itamar Pipman, and Eran Tromer

Department of Computer Science and Engg. IIT Kharagpur, India

33



Stealing Keys from PCs Using a Radio: Cheap lpA
Electromagnetic Attacks on Windowed Exponentiation

o /—bk/\YaV([ZZ{l7ESDR (Software
Defined Radlo)é"“ DIt CEHBTIREZT

¢ —iRASUA TEHERGE
¢ GhuPGMORSAIES XU EIGamalig &
« FE[Z[ZWindow MethodZ{#ERL TL 5

SRR AT D B2 IE L. (BLVEIK TS

S
TmTII
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Stealing Keys from PCs Using a Radio: Cheap 'pA
Electromagnetic Attacks on Windowed Exponentiation N

¢+ Portable Instrument for Trace Acquisition (PITA)

Controller
Rikomagic MK802 IV

SDR receiver
FUNcube
Dongle Pro

Loop antenna

Power
IxAA batteries

MicroSD card

WiFi

antenna

Antenna tuning capacitor

Pita bread

https://www.cryptoexperts.com/ches2015/slides/day2/sessionl/talkl.pptx 35



Stealing Keys from PCs Using a Radio: Cheap 'pA
Electromagnetic Attacks on Windowed Exponentiation N

¢+ Electromagnetic Attack

https://www.cryptoexperts.com/ches2015/slides/day2/sessionl/talkl.pptx 36



Stealing Keys from PCs Using a Radio: Cheap lpA
Electromagnetic Attacks on Windowed Exponentiation

¢ EENERMZERELT, EAHETES
« SBILT—IINDAUTIIANEND

| '

T
0x3 | “h.JhJ
> W,%U M MHHJ M }I \M fu@ L’H \\ MN,

https://www.cryptoexperts.com/ches2015/slides/day2/sessionl/talkl.pptx 37



Stealing Keys from PCs Using a Radio: Cheap 'pA
Electromagnetic Attacks on Windowed Exponentiation N

¢ —BOSTATEHRETES
C SUATERERIE - BEELTHRE

o

38

https://www.cryptoexperts.com/ches2015/slides/day2/sessionl/talkl.pptx



IPA

DPA, Bitslicing and Masking at 1 GHz

Josep Balasch, Benedikt Gierlichs, Oscar Reparaz, and Ingrid
Verbauwhede

Department of Electrical Engineering-ESAT/COSIC and iMinds, KU Leuven

https://eprint.iacr.org/2015/727
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DPA, Bitslicing and Masking at 1 GHz lpA

¢ EEMN AY—FH—FZFHD/NELCPUAD
FELTTHL ATy YDV I
FICKAHAEZEDEHIAIERLTLNS

¢ HARFYRILHEBEOMEIL. SBEDTAHA
ILIRD OOy TEKEM LT Oy Y IxT
LTELERTESMN?

40



DPA, Bitslicing and Masking at 1 GHz lpA

¢+ BitsliceZE &
s RLWIORFZHIFELERTHET. EH/NTRC
Xt 9 B3l 5 EEAVA] BE
c BOEICKEFETSH T—TILSENRFE > Trvv

VARSIV HREIZHLTESE

« AESMS-Box=Eit$ ., 7—7)%‘?5@’((173( EBEM-W)
W ITEEZXORGENDHIEEEDHA S HHETE

41



DPA, Bitslicing and Masking at 1 GHz lpA

¢ BN

- BeagleBone Black single board computer

* Hardware: Texas Instruments Sitara SOC

*» DDR3 memory controller, 3D graphics,
HDMI, ...
*» USB, Ethernet
* ARM Cortex-A8 processor
* Apple Iphone4, Samsung Galaxy S, ...
* 32-bit processor
* 13 stage pipeline
* Dynamic branch prediction
* LlandL2cache
 Upto 1 GHz clock frequency

* Software: Complete Linux distribution
* (OSimage on embedded MMC
* 102 processes incl. X, SSH, Apache2, etc.

https://www.cryptoexperts.com/ches2015/slides/day3/session3/talkl.pdf 42



DPA, Bitslicing and

Masking at 1 GHz lpA

¢ ARMa7DHAF

FrR)L |§$&d)/ | T

- JEEMB AT (THYT) AT LD

ERANEDD)

c JO—TDRAAT . fiiE. RIET(LE

[

[ -

while: (1) |
SLEEP
| restired DO_SOMETHING
o SLEEP
| = }
entering field

in the top is
registered | \

N

J

Magnetic near field probe
(30 MHz to 3 GHz)

https://www.cryptoexperts.com/ches2015/slides/day3/session3/talkl.pdf 43



DPA, Bitslicing and Masking at 1 GHz lpA

¢ INERR
« XWERGALOERIZTHLTIE., 10000k DH
BDCPATHEDREIZAI
e BitsliceRZE(ZEHE . 32EvrF2EYrD /NS FT DT
1ML IE
tlzixﬂ’]'e‘%! IAI h\ﬁEIjJu_
* 1st order attack — 12075,&’%(&& AL

« 2nd order attack — 9 AEZIA > TLINIE
A0 RIEECHERINT 5. TRXTDEZS LYY
TILDORT7ERITDIIFHEENICEEICHHETHS
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DPA, Bitslicing and Masking at 1 GHz lpA

-+ =
¢ Poam

s XHANILYRD OOV I TEIMET AEM TS ERE
HJOtwyY ETCERELTZOSHEILNTILNEE—4F Y
rADH AR FYRIVNEZZELT

« WERLELOEEICHLTIZ, WBIILLERHIBESIC
R TIL1=(10000;% 2 TRLTA)

L FRELL MUH—ETTAU AU ERELLY
L F—PLRLDTRFLY EHEELTH

\
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IPA

SoC It to EM: ElectroMagnetic Side-Channel
Attacks on a Complex System-on-Chip

J. Longo?l, E. De Mulder?, D.Pagel, and M. Tunstall?

Department of Computer Science, University of Bristol
2Rambus Cryptography Research Division
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SoC It to EM: ElectroMagnetic Side-Channel lpA
Attacks on a Complex System-on-Chip

¢+ SoC (System-on-Chip) [Zx B H A KFrRILK
EnalEeE

¢ HAFFrRI)LERZEIZELTIIUTOZEMNEL DN
TS
- BELIOVIHAIIL - WS TYLTL— DEE
AN L]
o BHLTBAAHVATL > HENKEEH
- SELZIHNIE - {KLSNEE ~ WV ARF R )L

47



SoC It to EM: ElectroMagnetic Side-Channel lpA
Attacks on a Complex System-on-Chip

¢ LTFTDT IR I+ —LEZBHERRIC
BeagleBone Black Attack Environment

Hardware:
> ARM Cortex-A8 1 GHz CPU (High clock rate)

» ARM NEON SIMD (High degree of parallelism)
> TI proprietary cryptographic hardware (RNG, SHA-1, AES)

Software:
> Debian Wheezy (3.15) (Full unmodified Linux distribution)

» OpenSSL 1.0.1j (Bulk encryption)

https://www.cryptoexperts.com/ches2015/slides/day3/session3/talk2.pdf 48



SoC It to EM: ElectroMagnetic Side-Channel lpA
Attacks on a Complex System-on-Chip

¢« WERR

Summary of Attack Results

| Implementation | Hardware | Trigger | Acquisitions | Data |
T-tables ARM core GPIO-based 3000 46 kB
T-tables ARM core Network-based 100 400kB
Hardware Co-processor | DMA-based 500 000 7GB
Bit-sliced NEON core GPI1O-based 5000 625 kB
+ =4
¢ fEam
* BLWIBRYIYAIIVIE BT LEBLWS LTI TL— DR EEE
BERLAL,

s WEXNRODEHSIE. BT LERGTHEZOLEREZELRLAL

« BELN—FOIT7H#EE(NEON SIMDAZEEIEEDEEILIZHFET
=D Fi- AR FyRIILV)—r—T45|1FRIL55,

o X ATHEMAAHATLDI=HDOSLANIILY TR T7IE, AR
FrRI)LBE(ZDNWTEERE T RETH S,

https://www.cryptoexperts.com/ches2015/slides/day3/session3/talk2.pdf 49



IPA

Improved Side-Channel Analysis of Finite-Field
Multiplication

Sonia Belaid?, Ordas, Jean-Sébastien Coron?, Pierre-Alain Fouque3,
Benoit Gérard?, Jean-Gabriel Kammerer>, and Emmanuel Prouff®

lEcole Normale Supérieure and Thales Communications and Security
2University of Luxembourg

3Université de Rennes 1 and IRISA

4DGA/MI and IRISA

°DGA/MI and IRMAR

®ANSSI
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Improved Side-Channel Analysis of 1PA
Finite-Field Multiplication

¢ AR GF2'B) LD FEEIZx T2 H AR

Fr LI

+ Galois Counter Mode (GCM)%Z EIZ#E A TE
73

91



Improved Side-Channel Analysis of 1PA
Finite-Field Multiplication

o THERDAESADY A FvrR)LIE
- $(128EvYM)%F. 1/N\(BEYR) T EIZHES S

¢ BEVMADHEAXEYRLT,. EEYEAADHER
SSRStE 5

— Divide and Conquer Approach

¢ BRAEDEFEEADTAEFrRILVIRE

c EEDMHE L. SEVRIZEIZHEILTHET ST
&fiT_fﬁb
— Divide and Conquer Approach (& {#Z %0

52



Improved Side-Channel Analysis of 1PA
Finite-Field Multiplication

¢+ Hidden Multiplier Problem

cv=MQ@H (Q: GF(2'2)THFEE, M: B0, H:
MEDE)DEERIZ. HOEEZREL=L
» vDHamming Weight (HW(v))h\ieh b &9 5%

53



Improved Side-Channel Analysis of 1PA
Finite-Field Multiplication

o BENDKE S E(BFG14))
« HW(MQH)DLSBZ £
o LS B lj: N M t H O) % t\\ ) |~ 0) LSB of the first multiplication output's Hamming weight:

linear functionTTH A & F| b lsbo (HW(Mcp H)) = @ (Mer H),
FH 0<ig127

. BB AR - 8 (@ m)n
- fREKOD (T:T£L~ IT5—H Linear system to solve:
D LEEE) .
v FIEA v b
« HWD THIEwWhEESRT=8. £
BN/ R K= EIND

hy = bo'?
hy = b

f—1 —
@0@@27 (@0<r‘é127 (M;(J ))u) hf - bO(r R

http://des.cse.nsysu.edu.tw/asiacrypt2014/doc/19-1_Side-Channel%20Analysis%200f%20Multiplications%20in%20$GF (2%5E%7B128%7D)$%20Application%20t0%20AES-GCM. pdf

o4



Improved Side-Channel Analysis of 1PA
Finite-Field Multiplication

¢ WEODHR

- HWAASWWEDEENWEDZEERLTHRET HET. &Y
{ELSNRISH LT ERIFELE S

Usual cases:
L(v)low=>v =0 L(v) high=»v~2"—1

EB ki=0 Vo :O@ 'E%__mf- K =1
EB ki=0 <v1 :O@; _E@__m; ki =1
n(feﬂ@m mf) k=0 o je ( !@ ) mf) i =1
with an error probability p
¢ BRRIDOMETIL., SNR=128FEENMNET->1=H\, C
DMETIEISNR=8FEETHENKINT S

,.
<
o

I

0

=
||
@@ C,f:\\@

Vn—1

I
i,
N

0

95



IPA

Finding the AES Bits in the Haystack: Reverse
Engineering and SCA Using Voltage Contrast

Christian Kison'-?, Jirgen Frinken?, Christof Paar?

Horst Gortz Institute for IT Security, Ruhr University Bochum, Bochum,
Germany
’Bundeskriminalamt, Kriminaltechnisches Institut, Wiesbaden, Germany

o6



Finding the AES Bits in the Haystack: Reverse lpA
Engineering and SCA Using Voltage Contrast

¢ N—FOITFDIIN—=RITZTF)UTIZIE,
Reglon of Interest (ROI) R DIF4 T IR 540N
1B ZEFIC
o EHISSTEET

 Photon Emission

o BARHIAEAT

« EDTFEL.RENDD

o7
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Finding the AES Bits in the Haystack: Reverse lpA
Engineering and SCA Using Voltage Contrast
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