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¢ CARTES Secure Connexions is the Global
Event for Payment, Identification and
Mobility [C0]
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Conference 7’0495 L

IPA

Tuesday, Nov. 4

mPOS & iBeacons:
Always more
Innovation for the
Connected Commerce

Wednesday, Nov. 5

Mobile Services,
Enablers of our
Mobile Future

Wallets, Bitcoins,
New Means of
Payments

Thursday, Nov. 6

NFC/HCE, a Successful
Connected
Commerce

Security Documents
& e-Governments

Mobile Payment: Security
First!

(HCE, NFC, Apple Pay, SE,
TEE)

Privacy in the Digital
Society

EMV: Challenges &
Benefits

Fiometrics Applications

nstant Issuing and
Personalization:
hat’'s new?

Connected Objects:
Connectivity

and Intelligence

(M2M, Internet of Things)

owards Trusted Cloud )
ervices

Smart Mobility in Transport
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¢+ Biometrics Applications

C FYLEvHELEREL, BAERTOEE NS E-TL
%,

¢ Security Documents & e-Governments
© WAL ILGEM S B - REDOBROFHENDE
- EOHEELLT, METOEBEFRIFOEMZIHERT Do

¢ Towards Trusted Cloud Services
* A—FUNANDEF ) TARBDOLAY DEIRDRE

¢+ Instant Issuing and Personalization: What's new?
s RITHOEX 175 FHESERFN—FLUHNTLER
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Tuesday, Nov. 19

Wednesday, Nov. 20

Thursday, Nov. 21

Your Future is mobile,
trust it!

Commerce Convergence,
going Mobile!

Digital Wallet & eMoney

Cloud Security & Data
Protection

Electronic Government
Megatrends

Smart Cities: Embedded
Connectivity & Intelligence

Innovation &
Dematerialization in
Prepaid

Best Practices for mPOS
Acceptance

Biometrics: Privacy and
Security Concerns

EMV 2.0, the Breakout
Year!

NFC out of payment

Brazil: Building Trust in
Mobile Life

New Means of Payments
for Financial Inclusion
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IPA

¢+ Biometrics Applications
° ZW|pe *Elff\inru nIEd)/ilﬁ 17 I~

s ITENIFRISFEDFERE

* Fake Finger Detection

¢ Security Documents & e-Governments

» elDAS

« PIVOT7HtAavkA—)LADFEFE
\-lj-_t\\x/\d)1§4 .
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¢ Towards Trusted Cloud Services
c D)= ybTHXa)T1Z2HRI DHE
¢+ Instant Issuing and Personalization: What's
new?
« RITZIETDOH—FFHT
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Zwipe : FEREERE DR F A H—RC]
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¢ 2014E5H (2. Sparebanken DIN L yz—oEEET EZWipe
AMNHERT/ILOT—T200 AFRED ., IV DEEEERZTE
i1 O

‘r.wll*.»
First live biometric contactless payment card transaction

[C1] CARTES2014% 3% : Contactless Biometric Payment - Experience from Live Trial
Susanne HANNESTAD, Executive Board Director - Zwipe, NORWAY 15
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~re Bjometric Contactless Credit Card
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[1] http://www.mastercard.co.jp/company¥newsroom-141022.html, "MasterCard&Zwipe.
HENDIER L — B EH L ARSI EEMRFN—FEXER", 2014F11A27HHE
[2] http://zwipe.com/products/. "Products | Zwipe". 2014511 A27BEIZE 17
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¢ (A=Y X TG EDIKREEELIZEE,)
Y ADEIEIFJavaScript / SDK TH—/ 8| THY
L. fEHT-FIETTE D,

o FERABIDIANT

[C2] CARTES2014% % : Authenticating your MIND: a Case Study in Cognitive Biometrics
Richard PERRY, VP Sales EMEA - BioCatch, ISRAEL 19
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ITENFRIFFI D FI.

1 TWDEERICEDIT/INRAD—KR o4 RO D EimzEI')voL
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Authentfcatzon Example #Il Payment from New om New geo

Access from Czech republic o L
for the first time

Consistent Mouse Field Selection

Pattern (always left side of input

Consistent specific
patterns behavior cAIES 20




Biometrics Applications
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2

Overlay Malware - Examples
L

LLess Friction. Less Fraud,
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Fake Finger Detection [C3]

¢ (B EE CHEMGRAL. FERGERAIZ 2RI CEMNTEITGEHTLY
o
« 2013F TSV IV fRIECERM ., REDRENHEILI-CLET BT
HIZ. V)a—2EDIEZRALV=,
« 2008FHA: AEIEETOIERGIYE., I5ICT—TJ4RYMITTE
wLi=,

+ Fake Finger Detection (& Ef6#&H) DA EELTIX, /\—F
DITR—ADEDEVITRIITR—ADEDNHEM. £
NENEFAFHEAEHLEDZEICEST, KYENT-FEEL
B1=55,

[C3] CARTES2014% 3 : Customer Applications in Biometric Authentication
and Identity Requiring Fake Finger Detection Solutions
Mark CORNETT, Chief Operating Officer - Nexid Biometrics, U.S.A. 29
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Fake Finger Detection

¢ IN—KDTF7R—ADFFD
BIENEERIEDAEHEIZEEEINLTVELIEFENDE

FFD Solutions — Hardware ::. CART E.%

Hardware-based Biometrics

— Temperature W
—Pulse
e ~
—Blood pressure e i
_Ddﬂr @ D TR -
— Electrocardiogram
— Multispectral imaging, “‘Morpho, World's First
Spectroscopy Companyto Receive
Commaon Criteria
Should be integrated carefully so spoofcannot Cernﬂn::ahqnf?r Fake Finger
be combined with live fingerto be accepted(e.g., Detection™, July 2013

translucent spooffooling light-absorption-based
pulse oximeter)

23
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Fake Finger Detection

¢+ MorphoSmart Optic
301 | | - [B]&Y 5| A

¢ BDAVE—SF U REHR r-—2 e
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Biometric
System

HETHFEEBTART |
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[3] MorphoSmart Optic 301 Public Security Target, SSE-0000096154-01, 2013-01-18

[4] Certification Report, BSI-DSZ-CC-0790-2013 o4
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7.2 Functional Developer Testing
Testing Approach

The developer used the following test tools and materials for different aspects of the
testing activities. The following list gives an overview about the used tools and their
purpose or field of application:

e MSO_Demo: Tool for the testing of SDK functionality / implicit testing of TOE
functionality

e ILV_Scripter: Tool for testing the interface E.API

e Fake materials (Playdoh, latex, Window Color, white silicon, transparent silicon, candle
wax, white glue, gelatine, foil. photocopy, wood glue, Micro Krystal Klear, potato): The

materials were used to create fake fingers to test the spoof detection functionality of the
TOE.

A test case conducted with the first two test tools thereby consists of several test steps
which are executed sequentially and which results are compared to the expected results.
Only if all checks of all test steps are successful, the corresponding test case passes.

The testing of the spoof detection functionality (according to FPT_SPOD.1) was conducted

by creating fake fingers from different materials (see list above). In total. the developer
| 142 fal | lied h fake 10 4 he TOE.

All in all, the developer tested the TOE systematically at the level of TSFI as given in the
functional specification. The developer thereby followed the strategy to cover all TSFI.

25
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Fake Finger Detection

¢ VI AN—ADFFD

Azi#il . R T 1= D KBEEETIEEL,
CLHEMVBEICEBL. KD AR THEINZHET Do

FFD Solutions — Software - CARTES FFD Solutions — Software i‘ CARTES

Software-based Analysis of
Image Characteristics

Image features are extracted and statistically analyzed

+ Example: Gray level distribution
— Skin deformation / elasticity
—Pores | perspiration pattern
—Noise from spoof imperfections
— Combining multiple features

Live Finger Gelatin Spoof
- N - '

Image processing and statistical analysis of
scannedimages exploitinherent differences
betweenimages from live fingers versus severed
andiorfake fingers. Feature extraction and machine
learning most common approach.

Features: 052027
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¢ IRTE. 32D TP AILID Credentials® X EALALHEMN
Hdo
o D22 AMIAS-ECC
- FAYDEAC
- USDOPIV

¢ EUIZBWLTIEFLWLW A 2o TH SElectronic
identificaiton and trust services (eIDAS)MWHEA T
LA, Pl
« eI DASHDERIZEHST,. RENDV—LLRGYVARR—

A—EFEIRGIDEFEEFEEZEHHIETBEMNET

[5] http://ec.europa.eu/dgs/connect/en/content/electronic-identification-and-trust-services-
eidas-regulatory-environment-and-beyond, "Electronic identification and trust services
(eIDAS): regulatory environment and beyond", 201516 BEE

29



Security Documents

elDASICA4]

IPA

+ eIDASIZEUERTRIZIDDZEELLTTO IR

HEA TS,

@Mrthur

10 bca i - 04

EU regulation projecttobuild anopen andinteroperable
standard on identification

“Europe 2020”

EU political strategy to support employment,
productivity and social cohesionin Europe

“Digital Agenda for Europe”

Initiative to promote creation
of a digital single market

elDAS regulation project

electronic IDentfiationand Authentiation
Services

7

[C4] CARTES2014% % : Could PIV become a de facto standard for PAC/LAC

convergence in Europe?

Hassan MAAD - Oberthur Technologies, FRANCE

30
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¢ 7S5V AEATIL, elDASIEENTHIZATE F:#5l L EFHY
5 CORAY—ERAMN2014F6 A I1288F 1=,

o NHEH—EXTHHEHLTL,

« The elDAS regulation impact in France »

The French situation toward e-ID moved forward :
Since the 22nd March 2012 decision of the Constitutionnal Council considering that a central
repository could create problems for privacy

to the brand new UNO eGov survey where France reached the 1st European & the 4th world
rank.

France that is completely reorganizing its national Information System based on a decree of
1st August 2014 with initiatives such as « France Connect » relying upon elDAS.

French identifications 8

e eIDAS identifications

~af France N

connect /

11

User g = i » Data
services

. o provider — '« _provider

[C5] CARTES2014 5% : European Interoperability (eIDAS) and Digital Signature
Alain DUCASS, Digital Identity Director - French Ministry of Finance, FRANCE 31
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PVO74H+ERXarkO—)LA®{FECA

¢+ PIV(Personal ldentity Verification Card) (&7 A1) AT, &

[
-
A~

B ERMETEDN TS,

Common Processes Identity Proofing Process
Identity proofing and background United States Government
investigation processes that build a
chain of trust.

PKI Authentication

Digital certificate on the card that
supports electronic verification of
the cardholder.

Biometric Authentication

Fingerprint and/or iris information
used for authentication that binds
the identity of the user to the
credential.

PKI Digital Signature
For electronically signing
documents to provide non-
repudiation and message integrity.

irstname, M.

PKI Encryption
For cryptographically protecting
data at rest and in transit in order to
provide confidentiality.

Something that only the user knows and [ —
is used to access various applications.

Replaces cumbersome and insecure Federal Emergency Response Official Physical Features

passwords for applications. Chain of Trust

[C4] CARTES2014% 3% : Could PIV become a de facto standard for PAC/LAC
convergence in Europe?, Hassan MAAD - Oberthur Technologies, FRANCE 32
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¢ PIVIZIZWAWAL X ) TAHBEENH LD T, I -;
A FAO—)LIZEZ DD TIXEUVDN, &L\'):.I:Exo

¢ PIVIZCEENTULVSHHEEE

User vetting
» High identity assurance
 Interoperability
* Accredited issuance processes
« Cross-agency trust
» Use for physical and logical access
* Encryption
 Digital Signature
 Efficiencies
« Biometric binding of identity

|I.I.IJ

S

t:lu
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¢ EREIERFIDZE, X EORYMEYIC
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« fRIRT RNEZRE
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s B RBEILEERAHLERXE IS
EEOHTIIWEN, AUSMUTIE
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[C6] CARTES2014% 3% : Mobile Devices Matter: Governments Working Smart(er) Adam
TANGUN, VP Sales - Europe, Government ID Solutions - HID Global, U.S.A. 35
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757K TSecurityx iR I 5 5%

¢ D20 DI—7yMLKRIZEEL T, Security
ZHERT DHEDBNMNHoT=,

 PUF (Physical Unclonable Function)

« HCE (Host Card Emulation)
* Tokenization

38
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PUF 03 FAIC7]

IO

PUFIE. HEMIER TSRS EICER G E
SRAM®D E 5 1% A B DB H — !

Due to deep Start-up SRAM values The fingerprint is turned

sub-micron establish a unique and into a secure secret key
process variations ICs robust fingerprint which is the foundation of
are intrinsically unique enhanced security

*  No keys at rest + Tested and vetted for defense markets
« Enables independent Root-of-Trust * Proven, robust and scalable technology

Available in mobile phones, USB dongle

[C7] CARTES2014% %% : Pim TUYLS, Founder & CEO - Intrinsic-ID,
"NETHERLANDS Bringing Trust to the Cloud 39



Towards Trusted Cloud Services |pA
PUF®D &

Device perimeter

N 9 ) Vo
PUF Key mm + o N
- Filekey —m 7 g € @\‘
@ o %

o ERE:
TJ7AIVEREEILTBIZHT->T. BEILEEZRETHDIC
PUF KeyZ{£5
BELBEESRETHINMNEE

¢ PUFTHAZEDA) Y
PUF(XH#28I#EUDLVTLNT, ERI TS0
—PUF KeyM&EFEN S EMELY,
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HCE D& F(C8

¢ HCEIL. VIbD 7 TRY—MI—FDBEREEEIRT HEflT
¢ NFCHEfTEHAEHET. EFEFETOREFIZELNDS

« BT R\ IgREBEIIEERTE

o XU T4IZEALTIEERINTLNS
+ Google, Visa, Mastercard Ci R SN IBRHTLVS

SEin wsm
CLOUD * _

Secure Payi
MN'sO cc

MNOs an
card payr
infighting

Application
Processor

HW Platfc
depender

it KR | HCE

[C8] So why all this interest in HCE?, Douglas KINLOCH, VP Business Development,
Metaforic - Inside Secure, UNITED KINGDOM 41
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Tokenization(9l

¢ RFFEDE(EIZPAN (Primary Account Number)
DRDYIZ, BT I EF LU TokenZ{FE S,

¢ HCEIZ# A EHhEHET. HCEEMKYEHtEF)
T4ZzmRLETES,

[C9] Does Chip-to-Cloud Security present a Growth Opportunity for the Smart Card

Industry? Donald TAIT, Senior Analyst - IHS, UNITED KINGDOM 42
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BNBF F 1T ERITRIE TOA—FFETICH

¢ ﬁE '?i- —C\;O) El] H%%?i— (j: Why Offer Instant Issuance?

o \ y Security Cost Reduction
} ) J I\h\ = L \ ) N '? .' \_:;;::_ .. .'In'l'lrlateris-' -_ === Reduce
¢ i *A L \ % jJ - I\ 0) 30 % Pl :Iul;?rrlg the -
FRTAIEDND [ e
—{FEREEMA R A
FND,

» EEEDERDBES.

¢ BRE|ETIE, MDA FREITENSHE RSN T
¢ BIFRITZRIREICTHAOFEDREE

[C10] CARTES2014% %% : Instant Issuance of EMV Cards,
John EKERS, Global CIO - ABnote, U.S.A. 44
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BN FAT ERITIE TOA—FFETICW]

¢ I—HYT—F2FEHRTHEINS,
¢ XIETIEEZHRIDEFTIZLY,
¢ HHR- B'ZF"O)ﬁjJ"CHSM’EﬁﬁiLT*/ZTA&L’C%E‘&*L%

FINANCIAL INSTITLITICNS

TRISM sarw- [HSM

]

T

Vot eed MmteLat caifas
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(Side Channel Analysis)

¢ BEEHEEEEEL-/N—FY7(RY—FH—FEH)DEET
lzs%d)/\—lﬁbff’dﬂk eZ BT HETHRLONDIEHRE
FIALT. BEREVSE-MERFRDETESHAD
- THEEHT(Power Analysis)

« NW—FRIT7DEEBNERTEL. TDBEHRMNSHENT S,
« SPA (Simple Power Analysis): 1D DENIEMEEIZFH RS, ICHDOLED/NI—%
R,

- DPA (Differential Power Analysis): 2 NDE NKF Mt NEL TREF T, HEE
NOT—UHREFR R EHMBETEHENTE, £z, /A REZBFHTHIENTES,

. CMOSHBEADEHMEE . FSUSREADZAAYF T (01, 1-0)A 5
BFIHEB AN KRELGSHIEEFIA,
- BRI AEHT(Electromagnetic Analysis)
s BMEHRDN—FIIT7 DI oD REBHBENCHENT S, BEABEITF
Bk, 1D DRI TS HSEMA, 28D K I LEHTT HDEMAL H
8o
« BFNGET ITAETAZRMI DI EMTTHE,
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+ FEADDPA: DoM (Difference of Mean)

BOFEE1/ N\ F=00&{KE BOELEEINAF=01EE

EX(DEEE1/NAF) | F15VFEDsboxD EX(DEEE1/NMF) | E1F5IKDsboxD
HADEE1/ 1+ HADEE1/(F
7d 21 7d 10

7c
6a
da
17

—

W

0 0
10 0 7c 21 0
02 0 6a 7f 0
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fO 1 17 47 0

. EXESURELICEILSETHESEZTV. HEENZRET S
2. PFEEDCHHEVMIZEL, ENHAOMMDIZES>TENKME

DT D, TNEEBINRAESIE D AE1/\1+DI5E . 2565&
INIZXLTIT,

2B T-BHERIZDONT. FNFNEHFES
OB LTIE, FHEDENEOITELMEIZES A,
ELWRERISHLTIE, FHEDENKEIMEIZLGLEEZL

N30T, ShIZk>TELMEOEAHT 5
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+ CPA (Correlation Power Analysis: R A {FHT3)

BEDFEE1/ N1 +=00L1RTE
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7d 10

7c
6a
da
17

21
7f
b9
47

. EXETUA LIZEESETHEBEEITOL. HEBNTAET S
2. hfElfEMhamming weightZitE 35, TNE B BERER(AESHE

DFEEBE1/NALDIFZE . 256:8Y) 2L T
SHEE HE. hamming weightE DREIDFEBEZRH#EZHET S

1
2
7
6
4

Lo RRERICKLTIE, HHERBDENEOIZELMEIZZ S A,

IELWBRERICSHLTIE, HHEARBDENKRELMEIZGELEZ R
BNEDT, CNICK>TELWLEDENHIBAT S
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¢+ MIA (Mutual Information Analysis)

« HAPRBUEZFZ—YMZT 5 (5l W=S(Pek))

« O:HEBHNZHTEL. ZTDRHZEKRDD,

- L, leakagelZ¥ 11 5power model, ==L . power model A R ER%L
b, L=ld (FBFEEL) ELTHEKLY,

« H=L (W) Z&EL. ZDHmEKRDB,

. RHEREHIZXIL T, Mutual Information I(O;H)Z5tE 3 5,

- mwHELMutual Informationzx 5 2 5B IREREREHTET D,

o HEHAIIZIX, ELULVRRER I L TIXIE D Mutual Informationm &5
N, RO L TIE, OLHIFIRILEAY , I(O;H)=0&%51F T
THd,
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AR F R BER S 5 IPA
— Hiding —

¢ HAFFYRILHEL, BEEEBEOFBIEDFEHRMNR
NH5ZEXFRATS

+ {5

— HEBANEPHEIELOMEZLGESIETHIETHERT S

Random Delay: JEEDEIZSUF LITEBIEZRAT S
- BAKKOMEEHLEEZREIZTS
JARGEM: S BEBHIT/AXEFMLT, T—2IKEIT HEEE N
EHRERD5{T 5
Dual Rail Pre-Charge Logic
- ZEDICTIHIEVFMENARDETRTRET S

« Dual Rail TIX. 1EVYFE2KDEFHETRIIET S
. Eﬁf@ﬂ‘]ﬁlﬁ“‘)f*@ﬂﬁ?ﬁ‘b'@%’lf%fﬁ%%ﬁﬁi(fﬁgﬁﬂl‘](:(i)aﬁb‘;ﬁib\o

0 01

1 10
o4



YAk

REIWE FoT IPA

— Masking —

¢ PREIZ, SUF LIGEZIRRAIILT. AD

FREEDFHRNRENSIEZMHC,

¢ blinding EHE 5.
¢ MEFEHRZ2ELLL)DIEIZCHELTEH-E
TWAEDE M5, Secret SharingtE 5

ELH

Do
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HARF v LB IPA
— Masking —

¢ TREVT DIESR
» Boolean Masking
- imIEERE (BEthpYEmIERD) (CKDmasking
 Arithmetic Masking
« EMUER (NEPFEZE) [ZLDHmasking

o6



AR F o R LB 5 IPA
— Masking —

+ Boolean Masking® 5
AESDE1TOUR

a<—pdk (p; FEXDEINAR, K : BDEiI/INAR)
b «— Sbox(a)

!
CoOBRENRESND

RRA¥XY
m,,my. 225 LIERRY
a’— (p®m,)®k,
b’ Sbhox’(a) (Sbox’: R AV %ETEIZAMNT=Sbox (=Sbox(x®m.)®m,))

COEIE. BOEIIRTFLEL (VT LIEIRIDT-6) DT,
COEICHLTHESNTHLRIIETTELEL

BRIV TRIZTRRIVENLTHEEXEZH TS 57



B AR Fr R IILER R IPA
— Masking —

+ Arithmetic Masking® 5

RSAEETNES

c?mod n (c: lEFX, d: &R, n: /&)
!

HEBIDHESNDATREE
exponent blinding

r: &L
d’'=d+rp(n) (¢:Euler®b—> 2 EEE)
CTO" mod n #Et&E 9 5

HDEHIEFERALEVLD T, dZDIDONREFRIZEHZEFEL
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YA FFrRI)LHE IPA
— Higher-Order Attack —

¢ Higher-Order Attack
« MaskingZz{E-71-3R&EIZx 9T HHE
» 2nd-order attacklZ. 2{&® G H{EH 5 Djoint
leakagezERAT HWE

« Iz (£, maskingZ{FERAL-AESEEIZHIVT, 1
BDIRAVIEZFELETT=15E . 2nd-order
attackHS & #h
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WS P IPA
(Fault Injection Attack)

¢ BEHEETZEEZLE/N—FOI7DOEMEFRIZHEIZEE
(faU|t)§i hL/ n'fﬁn,\L)’E*'JFﬁL'Cﬁ#*ﬁ’Eﬁ’B
- HOvIT)YF
- BRIIYF
- L—H—HE5
- EHLIEENM
o WEEFFAXEDOH: RSA-CRTIZXt9 %BellCoRe Attack
« s=m?modn &9 H(IELLVESR)
+ s',=m® mod p (s,DEtHEIfaultZz And)
* §,=m% mod q
S'=s,+q(I4(s’)-S,) mod p)

« ZM&E. ged(s-s'n)=q, £f-=. gcd(m-s’,n)=q — WMEZEDEREHH
il
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Java Card |pA

¢ JavaTo/AdIZED\TLNVS

o 7ILykEEIENDJavar—AD T T r— 3 %}
TE5

¢ BREODTILYLNEAVARN—ILTES

v BRLATILIYMNDNLT—EANRESND (T7AT04—IL)

Applet §§ Applet § Applet

Obt
el

Java Card APlIs

Java Card Virtual Machine

Card OS
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Java CardDt ) ToH#fE IPA

¢ Type Safety

« HAHABDBEZMOBEDBEELLTEERT S (type
confusion) C&IFZEIEENTLVS

¢+ Byte-code Verifier
o NARO—FZEEBFLT. AELGRAD/N\MFa—FZERH
. offcard AU & oncard TEfTEh 5

¢+ Defensive Virtual Machine
o RIEHE/NAPO—FDETHBEIEEINS

¢ Firewall

« TITLYRDT—E3~D MOT7ITL YLD EFRISNLE
W7 OEXRIFEZEIEEINS
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Type Safety lpA

¢ LWNEB)T7LURE,. TTDERD) D72
RELTOARTYI7ZLUANTES

o {LbyteBEHID)T7L 2 XA HishortEE5I D)
7L RELTTVERATESE?

byte[4]ELTU—F mnnm

00 01 02 O3

shortialeLcy—+ [ R

0001 0203  XXXX  XXXX

o BLIIEREZHWATT7 IV ELRATES!
o ZMNDEHLIHZEKZE"Type Confusion” &M

=}

N
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Type Safety lpA

¢ FEGISRAXHAMEIZLESNTINS, aAV/N(T
RUERTIRETREISN S,

l . \ class A {};
pd class B extends A {};

- ) class C {};
A a;
class A class C B b;
| C c;
l class B

Fv R DRH
(A)b ]
(B)a HSABDA T IRTHINMER.

ClassCastException 4+ A #ZIF 5N 5

(A)c AN LT S— 64



Type Confusion IpA

¢+ |ll-formed applet
s FEHNAPO—FDUVEELTILYE
- Javaau /(M SIXRLTERT H&E ALY
* CAPI7MIVZERRET HEEMTSHCENHD
* |ll-formed appletZ[5< x5k
- Byte Code Verifierb’a—F T TRHE T 5
. Defensive Virtual MachineME{THIZ#&H T 5
RELZNARI—FDALT DA
sload 1 1Z B OO—hILE#H (shortB)ZE X2y IZFED
areturn ARG TDE()T7LRAENELTAY RN 22—

shortB! DEZ) 772 A EL TEAR!
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Dangling Reference lpA

¢ RNIESEEAZIET D7 A
¢ REICHBEELHSZE. LTDHETIER
TEHELHS
- type confusion (ill-formed appletT5lE#£Z9)
« FSUTHOL IR D R A
* efc...
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IPA

Memory Forensics of a Java Card Dump

Jean-Louis Lanet, Guillaume Bouffard, Rokia Lamrani, Ranim Chakra,
Afef Mestiri, Mohammed Monsif, and Abdellatif Fandi

Smart Secure Devices (SSD) Team, University of Limoges
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Memory Forensics of a Java Card Dump lpA

¢ Java Card®EZn B
o AEYFUTDEE
« ARYFUTPNODYIN—RIOZTYIY
¢ ARVIVTREBEEITOIFERIZTOVTOMELZLY
¢ ARYZUTMB)IN—RIVOZT) T ET5DIEIBZTIELEWL, 1
BT HY—ILEESDETALLY
¢ AEVFUTIZEENDTD
- @A{FIa—k
- T—4
+ Java Card Disassembler and Analyzer (JCDA)Z B %
o AEYFUTHhn, Javaa—KFRHEWNEIRA T4 a—FZERH
o BHLf-Javaa—FZEETF7ETIL
« CAPI7AIEER
o CAPI7AILDERTENIL, T bclass77AIL, ShIZjavad 7 A IL(J —
AEERTHY—ILIETFET D
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IPA

Heap Hop! The Heap Is Also Vulnerable

Guillaume Bouffard!, Michael Lackner?, Jean-Louis Lanet!, and
Johannes Loinig3

lUniversity of Limoges

?Institute for Technical Informatics, Graz University of Technology
3NXP Semiconductors Austria GmbH
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Heap Hop! The Heap Is Also Vulnerable lpA

+ Java Card~DEHILE
« type confusion
e E
Typed Stack (24 7 FENF=R2v%)
+ Typed Stack DFET T, RAVIDKE [FH &
¢ E—TEHE

AZyY(FtypedTEH. E—T LIZHBIA TSI IRDAVRBV A T4— LX) —RD
FIRRIZ &k Ytyped THLNZ EMNZLD
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Heap Hop! The Heap Is Also Vulnerable lpA

Short getObjectAddress(Object object){
LO: aload 1 // object reference given in parameter
putfield a this ©
getfield s this ©
sreturn

}

5l#iELTEA BN T-0bject~D) T7L 2 A HshortDIEEL T:REN S
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Heap Hop! The Heap Is Also Vulnerable lpA

Transient array D&
Header Data FAM memory

size | type |confext|| size | address

[
>

F 3

L J

transient arrayDH A4 XET—2F7 KL AM0OXBEIDM LEIY H TN
TWAEIRTET S

sspush Ox00FF

putstatic s Ox8E9B // size: OXOOFF

sspush Ox00FE

putstatic b Ox8E9D // address: start from OxO0OFE
sreturn

TELRIE, 0OMS0XFFFF, 9hBE AT EEKEH/N—TEHD
T. ZWMtransient arrayZ@L TAEYEADSF U TEZMFTES
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IPA

Study of a Novel Software Constant Weight
Implementation

Victor Servant?!, Nicolas Debande?, Houssem Maghrebil, Julien
Bringer?!

1ISAFRAN Morpho
2.SERMA Technologies (ITSEF)
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Study of a Novel Software 1PA
Constant Weight Implementation

+ Hamming Weight il 5ET IILERE
¢+ Constant Weight Codes
o FRTOIEHRILHamming Weightx#>a—K

- Hamming Weighth\x&iEbyE VR DIETRIRT 55 . (X,y)-code &
LYD

- Dual Rail EncodinglZ (1,2)-code D

- fHlZIX. (3,6)-code TAEYrEITOA—FRFTHEMTES

1—- 001011 | 5— 010101 | 9 — 011100 13 — 101001

001110 | 7 — 011001 | 11 — 100101 | 15 — 101100
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Study of a Novel Software 1PA
Constant Weight Implementation

¢ (3,6)-code #{E L TAESZEL
c NERRIBIZHE LT, 1/ M +ELEB4AEYRET Hi4
EVMIREIL T, ENEN%(3,6)-code TT O
—k9 3%
e T O—KENI-{ETHSbox, XORDT—T L%
E5
o EELIHEE
- CPAIZIZT &Y
o NNITA—TVRIF. YRAXUTIZEBEELYBRL
- HAEEDFaultE BisRetE A5
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IPA

Balanced Encoding to Mitigate Power Analysis:
A Case Study

Cong Chen, Thomas Eisenbarth, Aria Shahverdi and Xin Ye

Worcester Polytechnic Institute

http://users.wpi.edu/~teisenbarth/pdf/BalancedEncodingCARDIS2014.pdf
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Balanced Encoding to Mitigate 1PA
Power Analysis: A Case Study

¢+ Balanced Encoding Countermeasure
» Hamming Weight "RICIZH 2 &5 T a—T 409

- Dual rail encodingZ&I(ZLf=Toa—T4 o F#FRALT
B ERESPrincexEi

* 1=T )L (b,b,b,b, )% <bsb,bab, bib,bob, ¥2b,b2b,b,bib,bobs D &S
(b e Bt N 7
¢+ Conclusion
o CPAIZXLTIEMNGYDHNEITHSHH ., FEETIEAZL
- 1BI0Dhiding countermeasure BN L E LB —XIZHELY

T. ZMcountermeasureldB =B S L THEEE R
3P
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IPA

On the Cost of Lazy Engineering
for Masked Software Implementations

Josep Balasch?!, Benedikt Gierlichs?, Vincent Grosso?,
Oscar Reparaz!, Francois-Xavier Standaert?

1KU Leuven Dept. Electrical Engineering-ESAT/COSIC and iMinds
2ICTEAM/ELEN/Crypto Group, Université catholique de Louvain

https://eprint.iacr.org/2014/413
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On the Cost of Lazy Engineering
for Masked Software Implementations

IPA

¢+ d-th order masking
12D hfEEZJ+1{EDsharel 253 15
- dth-order attacklZxtL TH1EH H S
+ Leakage

* Value-based leakage
- HREEDEZDLD M EDIeakage
« Hamming Weight ModelhY B2 2! 4
« Transition-based leakage
- HEEDZEILIZXT Sleakage
« Hamming Distance ModelA#2 ! i)

+ Value-based leakagelZx}9 Adth-order security®iEBA (L. Transition-

based leakagelZxt9 5 [d/2]-order securityDEEBRIZD7EAY S

+ ATmega163[ZmaskingZ{EAL-AESZY 7+ 7 TEHREL THREE

(Welch t-testz{E F)

1st-order maskingM 15 & . transition-based leakage Tl 1st-order leakageZ % H
« 2nd-order masking®i5 & . transition-based leakage T+ 1st-order leakageldI#&H &

N7EL
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IPA

Kangaroos in Side-Channel Attacks

Tanja Lange?, Christine van Vredendaal?, and Marnix Wakker?

!Department of Mathematics and Computer Science
Eindhoven University of Technology
’Brightsight B.V.

https://eprint.iacr.org/2014/565
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Kangaroos in Side-Channel Attacks lpA

¢ FEHHERESICX I HE
¢+ Pollard’s kangaroo algorithm

- FEMBERR L OB B EEREZ=HDOTILTY
R Ls

¢ HARFYRILHET, SBEOE YRR
BExTE. BEMNMRYAENT-ERTE

+ Pollard’s kangaroo algorithm#Z AL T. 5%
OB ZERIMNLIELWEDIRFEZE ST 1T
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IPA

On the Security of Fresh Re-keying to
Counteract Side-Channel and Fault Attacks

Christoph Dobraunig, Maria Eichlseder, Stefan Mangard, and Florian
Mendel

|AIK, Graz University of Technology

https://eprint.iacr.org/2014/508
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On the Security of Fresh Re-keying to Counteract lpA
Side-Channel and Fault Attacks

+ Fresh Re-keying: ZAOCIJLLARIJLTOH AR F v LI E

F A EE XTI 3R

c BEITVITATZEDEDITHEREANDDI(E., FIZTIEIARLDT /3 A
ATIEBZEIETIEGL

- BILETEREYIRLES IS TAINEITINDLEHRCIEIZE
T H AR FoRIVEFIAREADRRET S

« YRE—F—Mhotyiasd—Z4EpL. TDEyiasr—ziE=H
9%

 AfricaCrypt2010[1] X T*CARDIS2011[2] TRF—LEFHEK

+ Z(MFresh Re-keying scheme~ DK
« NnEYFDRITHL, 2-22DBEHESTOREMNAEETHS_LETRT

Medwed, M., Standaert, F.X., Gro3schadl, J., Regazzoni, F.: Fresh Re-keying: Security against Side-Channel and
Fault Attacks for Low-Cost Devices. In: Bernstein, D.J., Lange, T. (eds.) AFRICACRYPT. LNCS, vol. 6055, pp. 279-
296. Springer(2010)

http://perso.uclouvain.be/fstandae/PUBLIS/78.pdf

Medwed, M., Petit, C., Regazzoni, F., Renauld, M., Standaert, F.X.: Fresh Re-keying Il: Securing Multiple Parties
against Side-Channel and Fault Attacks. In: Prouff, E. (ed.) CARDIS. LNCS, vol. 7079, pp. 115-132. Springer (2011)84




IPA

Evidence of a larger EM-induced fault model

S. Ordas?, L. Guillaume-Sage?, K. Tobich?, J.-M.Dutertrel, P.
Maurinel:?2

1CEA-TECH and ENSMSE Centre microelectronique de Provence G.
Charpak
2LIRMM-University of Montpellier
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Evidence of a larger EM-induced fault | (DA
model

¢+ Electromagnetic Fault Injection
ICFYT 2 EEESE., AMIVICERERLTCERISZMMT 52 &K
Afault injection Bt
o faultWFEE T HEMHIE. BERIZBITA2FMEIVTHFERETRITELESE
AN TET-
EM fault injectionld. 2422 F BRI+ THL. DIZYyT oy T DE vy
M)tybEBIERIL TSI EETRT
‘Crescent’ injector (= EI AE@aAIL) DALY ER
{a] r." '

hﬂ_ﬁd
‘

et (b)

Fig. 2. EM-Injectors: (a) 'Flat' Injector (b) "Sharp' Injector and (c) "Crescent” Injector

o B (TMILADEMEEDIER) A, Evbtyb/)ybDIRDEWVICEE
EM Fault InjectionM RIREE % [ 1T HFER
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IPA®D BXY #H A |PA

IN—FOx7Hess s MIZREIT S AM B R
« FILLWKHEADMEZFFM I SmEmDY—ILZE B LT. BRADF
BARUA ICH—FRUA | SRR . REFLGLEDMEREENFIAT
=HMIRE D EFEEEHTINS,
BAEHOFMY— /L RUT A~ L FHE R OIC/E AL, K551E

T AETHLLVKREFEXER
- TVCOREMNET . ZHEFICITESLET,

o ICHh—FDRAFEEBRETHAL. EREHKRILITHIET. VR EMEE
Fol-& BRI TEE

« RGN EFEZOMERITEIEA
o BREWOIZEIZOWTIE., IPARTEDEE TCHOBBEERDEFEEZIRET

- BTt F—0E

o 2015FEMND, N—F0xT7 X2 )T4IZET B ERITDOHE Mt
FT—DREZE R

<&
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IPA

CEREHYNESITSNVELE,

LI F—CRTHERIXLUTDA—ILTRLRAETESE,

jcmvp-info@ipa.go.jp
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