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generation
application
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Data to be
signed (DTBS)
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signed or its
unique
representation
(DTBS/R)

Japanese
Public Key
Infrastructure
(JPKI)

JPKI Applet

JPKI
Application

Public Key
(PK)

PK-EA

Secure

collection of application components that receive the PK from
the SSCD to generate a certificate obtaining data to be
included in the certificate and to create a digital signature of
the certificate

all electronic data to be signed including a user message and
additional information that is signed together with a user
message

data received by a SSCD as input in a single signature
creation operation

a safe and secure identity verification service that uses
electronic certification installed in My Number Card's IC
chips (My Number is not used) to officially authenticate users
and confirm that documents such as contracts have not been
tampered with online.

A Java Card applet that is responsible for generating a key
pair for digital signature and for user certification

a mobile phone application responsible for CGA and Signature
Creation Application (SCA).

public cryptographic key that can be used to verify a digital
signature.

JPKI Applet has two PKs, which are “the public key for digital
signature” and “the public key for user certification”.

Public Key for external authentication

hardware or software that is used in creating a digital
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signature

responsible for managing the end-to-end security of the SE,
including the deployment of applications and services.

entity that issues certificates or provides other services
related to digital signatures

application complementing a SSCD with a user interface with
the purpose to create a digital signature

secret cryptographic key stored in the SSCD under exclusive
control by the signatory to create a digital signature.

JPKI Applet has two SKs, which are “the secret key for digital
signature” and “the private key for user certification”.

data provided as input to a SSCD for authentication
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