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ST &% (ST Introduction)

AETE, ST SHE. TOE S8, TOE #1&. 54U TOE Lk ([COWVTCEERT B,

1.1. ST S (ST Reference)
AREICIE ST D AIEHZE AR T S,

Xerox Versalink

R4 M- B7135 / B7130 / B7125 with Fax and Disk Overwrite
t¥aUr13-5vhk

IACEVE VvV 1.07

*¥17H: 2022 %9 H 298

ERE ELTTMNLEIR M) R—YavE et

1.2. TOEZH

(TOE Reference)

AEITIE TOE OFA1FEHRERL LT B,

TOE %&:

Xerox Versalink
B7135 / B7130 / B7125 with Fax and Disk Overwrite

TOE ON—Y3V:

Controller ROM Ver. 1.1.16, Fax ROM Ver. 2.2.1

A TOE [F. L FOVNINHDERTHD.

[SLE N—=3y

Xerox Versalink B7135 with Fax and Disk Overwrite Controller ROM Ver. 1.1.16,

Xerox Versalink B7130 with Fax and Disk Overwrite Fax ROM Ver. 2.2.1

Xerox VersaLink B7125 with Fax and Disk Overwrite
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1.3. TOE#ZE (TOE Overview)
1.3.1. TOE m%&%l (TOE Type)

A TOE (&, HHEA-NILIVP %y kD=0 (LAN) ABEfiehn . DE—H#RE. AFvUikae. TV MERE. O
POAMEE, EFR— TS MFD TH3.

1.3.2. TOE OEREEEELF1UT1HERE
(Usage and Major Security Features of TOE)

- -

O aE \
s\ #ubo=n
N
1
1
g —BRIEEIFATUR ) |
—_———
A U A ! ;
-Web 7594 L P !
—HBRI RS ) DA=)b
Q YATLEEE ) 1
D347k ==Ll - (TOE
A F5 T~ F IR }
AT L J N - ,// \-
eBE 0000007/ TT==T 1
| DB
(_E=9-—1 )

—_——
P -

‘\\ EIESEE ! g Q

A A
—EFIRE AT
EEE

1 TOE 0EFE T 3 ERIRE
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MFD (&, 774 70#—)UCL2 T, A 8RRy RO =D b D BESNTZH #RA— NIV TP 2y bD—D (LAN)A
ERchERETHERAINS,
F. IPDAERERIETIEE . ARBEEEREICHERINDG,

FIAEE. MFD O#ENRIR—RFBEIFMTY MO YATLEEEDS17 D Web T35 07
UUB—FS4NEM LT, MFD O&EEREREEFIAT 3,

MFD (&, FIRZEOHZIXZCK L, AE—, AFvUEE. TUV M. TPDATHORERIE . BEDHREE
9%, NoOXENRE ., RAVELLET 278, MFD (%, FIREZHAR T 2HEE. HERICE
HXET-HPHEEECHTE7IEAKIE, MFD ROA M — IR T - BRINIRERBROXET—
SOEES1E. LAN EDBIET -A0RE, EEE(CRELLEF1ITEREMAE. MFD OF AEES
MFD RERCRET S — A . TDFIREEEZ MFD AEDEEY—/\MoEZAIVTTBEF1UT(EER
HHE. TSF E471— FE TSF T—RDOFT2MHREE. TSF 71— R7yFJL— FROETI- FOEIE
PHREE. 77D AEIERE LAN O BEtERE . AL — J(CEE SN RFEGBEROLEEHEKEEZSR
EED

REEGEROLESHEMEL. N\—FT1 200 EEZEEHEHEE(Disk Overwrite)&F AT 5.
COBENATVaVDETIVTIE, N—FT4ADD LEEBEFVMEEBAL. N-FTAADDEEEHE
HWREEAMILTIRLENDS,

A TOE 28R I & mld. S EREREEA T VavE B A VA M=V T BECED, FREEAREL T, KK
AREEESNEREREE Y R — T BN, K TOE BB E CIARKRRIANHEEMT D,

3)
-FIAZED, MFD (CEANBIBA R —ITINAAGR=ETINIFVVIARITIMAF) BT 510571
—AldFEA SN,

1.3.3. TOE LSNDN—RII7HEREY T bIT7# AL (Required Non-TOE Hardware
and Software)

1 ITRTFARKRICHEVT TOE (3 MFD THY, TEEd TOE USNDN—FIIPHELVYT by ?h
#ETS.

(1) —RERAEDSATYH
N—F9IPRAAD PC TH3,
FUVBDSA TV RELTRIAT 318 A(E. MFD (L LTXET 20Ty FEREFTIRD, PC (ClET
YUB— RS54 B VAT BBENHS,
MFD 0 Web Y—/\#&e5FIFAT 238814, PC IS4 YA R—ILENTIVS Web 75955 T3,
(2) YATLEBEDSATYH
N—F9IP>AAD PC TH3,
TOE [C#LT TOE BEF—ANBBPLEE, 77— LI OBFETIEHIC. Web T5H5H N E
&b,
(3) Mail 4%
AFrUXEEA—LTEET B, Mail =/ \RBEERS, )\~ k917/0S [FAD PC £ (35

-3 -
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—N\THN., TLS TRESNT: SMTP FOLILESR— B Mail Y —E2EA VAL L END
%o

(4) BEEY-N
MFD TRAEUVCEESFREMET SN, BEEY -/ \WREEGS, N\—FI17/0S [FARD PC &
I3 —INTHN. MFD BEEY—NOERICIEUT, HTTPS FORULERWT, TLS (TG LTLY
BEET-NCEENTDREEET,

K TOE OFHfi Tld. EEON—FII7HELVYIII7ELT LT EERAT S,
(). Q)O—EFIREBEIZMT7V MV ATLEBEDZA7Y D OS IF Windows 10 &, Web 757
&L T Microsoft Edge #{#HA7 %,
(3)? Mail =)\l Postfix version 2.10.1 #FER7T 3,
(4)DEEY—)ID 0S (& Windows 10, BEENVEDHE LOEFTIREELT PowerShell Version
5.1 %FAT%, T, VATLBEEENTAAVAH-TERT SO0 EDH LA® PowerShell 251
TreRETILENDHD,
(DIZBVT., FEHTETIUE— L5183 Xerox Corporation M2t T35 UHFEADLLT R34
—ZERAY%,

“PCL6 Print Driver Version:5.860.1.0"
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1.4. TOE §&;t (TOE Description)
ARETIZ. TOE OFIAE®KE. TOE OREMEE . HLUYEMEREICOVTEERT S,
1.4.1. TOE BAEDFIAE®E (User Assumptions)
A STT.TOEICHULTEETSFAEREIZ Table 1 [CEE#hT 3,
Table 1 FIAHE%&E

B FIRET 55 EE
U.NORMAL —HRFIRE BAISN. SREESNFIRET, EEERE
ERIBVFIAE
U.ADMIN EEE BAISN ., RSN RETEEAREE
HOMME

(TOE M=E# T3, Key Operator £ SA &
LWOREINHD., X ST £ TE U.ADMIN &L
THHIFEND, )

1.4.2. TOE Oiw¥EMEF (Logical Boundary of the TOE)

2 (C TOE OmBEME R ESL R TS,
MIBMEFEL ORSNHAEDSIS ., THRBLDHEIEAKEE. TROVOKAELR 1T AEE
X

-5 -

Copyright®2022 by FUJIFILM Business Innovation Corp.



Xerox Versalink B7135/B7130/B7125 z¥a1)r14—4"vf

AR EFEERE >

Mail =)\ |,
BEEY-—N

— R RE
VATLEERE

—EFIRE

9747V
TUVR—=FIMN
-Web 750

VAT LEBE
D347V
-Web 759

I A BE
TOE
55 Al B2 A pIMAY
75 A% yEI,
TSk JE—
PSTNZ7PDA-%y b 779
D—DE D5 B
| BiEELER
N—FT1290 L =iEEEE
EEHE
tX1UT1ERE
1)1 EE
A=Y
FEE | XE A TOE
BXE T8 O B
75 F-5 54
2 TOE OimEHIE R
1.4.2.1. TOE MR IIEAREE (Basic Functions)

(1) FUub: —BABEBIFAT7VIDTIVA—RANDOEONZBEFXEEZ(TIS., . B1E

RRIVDODIETRICHEN, ZITE-ZBFXEE/N- FIE-FRXAEHT S,

(2) AFvy: BENSRIDLOIETRICHED, AFvF—LEON-FIE-XBZHHAH . EFHAA

ZHID,

A TOE TlE, AFv U EEICINEHMENTLEFXEICH U, Mail Y-/ \NESHENEFET S,

(3) IE—:

BRAENKIVDDOIE RSN 2FvF—EDON—-FIE-XEEERT S,

(4) PSTN 77D0E1E: RIENNRIDDDIERICHEL, AFv—EDRFEZFAAH . 1RZE PSTN

77D2FARVERT PSTN #2ET PSTN J7DADFEEARIES 3,

-6 -
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(5) PSTN J7D2A%{5: PSTN f2HCHGAFHN0ENLTFIVIIXET-HEZIEL. 77D
AZAERVIANEINT B, o, BEEBICIHRME/ RN ODIERICETE, REFESNLETFDVI
UNETHCHULT ATOLIBEREEERIREET B, IR 24E) SR BDHETRICED., 77D
ZERVIACRBFSNI TP VIUNET-HETIV M B, AlbR: BESRIVDDDIERICED,
REFSNLET7DIIIXET - HEHIFRT B,

1.4.2.2. TOEWR#ETIF1YUT1H8E (Security Functions)
1.4.2.1 DEKREEEEZIETEH, TOE [F. L TOEF 1T H4EEHIRIET S,

(1) #AIFER
FIREOH AR RUERT 5(E. MFD Otggeh’, EE B (L THHERMT SSNZFIAEDH(C
PDEARRETHE_EZRIET %, FIFHEDHANEFREEE . PO AKIEEERERIIDRMELTE
FIASN. EX1)T(EESBRE MFD OFERAEHEOF AECAEM TS LTOXIRICEES, #
AIEEBEEIE . MFD [C&HSTETEND,
PRELER1TRE, B U CEREE AR LTS & | FREER1TE=Z(HT 1<%,
A TOE Zz#8p T 28 M. %ﬁlln.,nft?j/aﬂéa_ﬂﬂfwlh W BEILED, BEEARELT, K
IREREEENEREREE & R— T 3N, K TOE FR/ECRAAKRRIENHEFERT S,

(2) 7D
POLAKIEI, XEPXENEICEET HIFR. CX1UT/BET AN, BUILB Y AERER
DFABDOHCPDEARRETHIEZRILET B,

(3) T—HEEE1E
T—AMES1Eld. TOE REBICREFTEIT—APBEETIH LT WBENTRERAVATI—AND
POCATERWCERREET B,
- RUD—CED, T—ARB LN R - AT REB T IEER AN —IT NI A LOXERUBEDY
ATLIERZFRE LD, COLOBTNA AN MFD B ofRESNENTIHZEIC. COLOLBT—H%RE
FBREHICERAIND,
- TAREES LA M. BEMICERRINEES 7TV LOERICENRIEENS,

(4) SEEEE
REBRYII—DEICEETIXET A, VaJlEH. BEEOV LU TOE BRET—REVWEEET—
RERET D,
—iREERE S BIETO ML (TLS/HTTPS, TLS)ICH ST %,

(5) EFaVF1EE
VATLEBEHEEVTGEMNBLURISN R AZOH N, BESRIVFLREVATLEBEDIIATU
Mo, TOE OtF1UT/HEEICRET B ENSBELUEEEAREICT B,

(6) EXIVT1EE
WD, EEN, EDIOIBERZITOENEVNBR(BIZAE, 1-F—12F. EELPEREELRE)E. BEE
AJELTEERY— ) INEESNRFEIND BEEOVEERIE HTTPS JOMIVICE-THEEEEN
B
Fr. BEEOVE TOE REBICHETE T ENTEET, YATLEBZEELCGRAIZRIISNZFIRAED
HNVATLEBEDIAT7V D Web F309 ot Ao 0—- FT3IENTED,

(7) =IEERER

-7 -
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MFD AQ 77— LII7D7Y7T—ME Py7T— bOBERARTICY T I 7D EIE 4 ZREET B72h(C1R
FESN B, Fc MFD (3, TOERN R ARG S EF (CLD P SN GV CEEREET 5720, BE T

AMERITT S,

(8) PSTN 77D A-2y rI—DRED 5 B
MFD (&, PSTN 779 2-2y rD—DREID 7 B#(CBAL. PSTN 770AET LHY PSTN & LAN D7 —
BJ)yIEE BT BEHIERBNCEERIET S,

(9) NV—FF12AHDLEEFHEE
IE—. TV MBLUAF vV EDBEEDEER . NEBA ML —JICEESNZFRAEHOXET 4
DLEEEFHEETI, F. MFD (F. BB EFLIEIVIa7IIERT. RIEEREXEXHIB/RL. £E
EHZE%E1TO On Demand Overwrite #EE#IRHET 2,

1.4.3. TOE O¥Epy&iFE (Physical Boundary of the TOE)

TOE O¥EMGIERIZ. MFD G2 AETHD, T1ZvFEDEF1)TAIIZERBFROA T3P 7 1Y
VlE. TOE [C& %), Table 2 b Table 3 [C TOE ## T 3 MBIV R—% Y MRt T3,
MFD A{K(Z. BN R DIBIENRIVICRTEND  AVS -8 #IER | BLUHAERAVICL THERIEN

%

Table 2 TOE =& ¥ 3 IEHIAVR—% Y F(MFD & {k)

¥ N=v3y BLfT A&
Xerox VersalLink B7135 with | Controller ROM Ver. MFPIERXDT7—L | BtZ(FEL
Fax and Disk Overwrite 1.1.16, DIV e HANTEN—
Fax ROM Ver. 2.2.1 Fox”
Xerox VersalLink B7130 with | Controller ROM Ver. MFPIERXDT7—L | BZFEL
Fax and Disk Overwrite 1.1.16, DIV ERHANTEN—
Fax ROM Ver. 2.2.1 Fox”
Xerox VersalLink B7125 with | Controller ROM Ver. MFPIERXDT7—L | BZ(FEL
Fax and Disk Overwrite 1.1.16, DIV ERHANTEN—
Fax ROM Ver. 2.2.1 k17

K TOE OH4H VAL, Table 3 (E7RY,

Table 3 TOE ##E KT 3BT VR—R U b

N=I3y i Boft A% RE VL NvoafE
Version 1.1 | PDF 774JL | Web B2{+ Xerox Versalink B71XX 986698fe6627aa7
Multifunction Printer 000c75805522b4b
User Guide 96b4223c10fd378f
55d9af90230d578
b46
Version 2.0 | PDF 774J)l | Web B2+ Xerox Versalink Series 3fa89c134d38481f
Multifunction and Single 2bb0alc6557e814
Function Printers a9b669al12e7712cf

-8 -
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System Administrator f320d99d4f6569ca
Guide d

Rev C HRIEAK B2+ L | Xerox VersaLink —
B7125/B7130/B7135

Quick Use Guide

Version 1.0 | PDF 774Jl | Web E2{t Xerox Versalink B7135 / a62b312152e805f

(20220617) B7130 / B7125 b7abf31d6bc4cdbf
Multifunction Printer 9cleflb21d4d1a80
Security Function 08701615458de26
Supplementary Guide 8a
-9 -
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2.2.
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#4& F3k (Conformance Claim)

CC#& X3k (CC Conformance Claim)

A STHLU TOE O CCEE EIRIE, ULTDESNTHD,
STETOE @A EERT S CCDN—-Yay:

Common Criteria for Information Technology Security Evaluation

Part 1: Introduction and general model (April 2017 Version 3.1 Revision 5)
Part 2: Security functional components (April 2017 Version 3.1 Revision 5)
Part 3: Security assurance components (April 2017 Version 3.1 Revision 5)

CC Part2 extended
CC Part3 conformant

PP 3k, /\ws—3JE5R (PP claim, Package Claim)

2.2.1. PP xsk (PP Claim)

AR ST (&, Ti2 HCD-PP AOZLEESEERT D,

"4 bJL: Protection Profile for Hardcopy Devices
NN—33v: 1.0 dated September 10, 2015
Errata: Protection Profile for Hardcopy Devices - v1.0 Errata #1, June 2017

2.2.2. I\wr—IZEsk (Package Claim)

A STHLUVTOE &, /Wr—JBREERLEL,

2.2.3. #EEIRH (Conformance Rational)

A STHLIUTOE [E. PP HEKRTZEHEEHBELTLVS,
PP HERTILUTOEHEEEL. PP DERENExact Conformancel ThHhd, TNz, TOE i
AllE PPE—ELTLS,

Required Uses

Printing, Scanning, Copying, Network communications, Administration
Conditionally Mandatory Uses

PSTN faxing, Field-Replaceable Nonvolatile Storage.
Optional Uses

Internal Audit Log Storage, Image Overwrite

- 10 -
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3. tFi1UT1iRRETEZ (Security Problem Definition)
AETE, BE. HBOEF1UT A& BHREHICOVWTERRT S,
3.1. &R (Threats)
3.1.1. TOE & (Assets Protected by TOE)
K TOENRETIEERLTOESNTHS,

Table 4 Assets for User Data

Designation User Data type Definition
D.USER.DOC User Document Data Information contained in a User’s
Document, in electronic or hardcopy
form
D.USER.JOB User Job Data Information related to a User’s
Document or Document Processing
Job

Table 5 Assets for TSF Data

Designation TSF Data type Definition
D.TSF.PROT Protected TSF Data TSF Data for which alteration by a
User who is neither the data owner
nor in an Administrator role might
affect the security of the TOE, but
for which disclosure is acceptable
D.TSF.CONF Confidential TSF Data TSF Data for which either disclosure
or alteration by a User who is
neither the data owner nor in an
Administrator role might affect the
security of the TOE

3.1.2. &R (Threats)
A TOE (XT3 EE%. Table 6 (CEEihT 5,
Table 6 Threats

Designation Definition
T.UNAUTHORIZED_AC | An attacker may access (read, modify, or delete) User
CESS Document Data or change (modify or delete) User Job

Data in the TOE through one of the TOE’s interfaces.
T.TSF_COMPROMISE | An attacker may gain Unauthorized Access to TSF
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Data in the TOE through one of the TOE’s interfaces.

T.TSF_FAILURE

A malfunction of the TSF may cause loss of security if
the TOE is permitted to operate.

T.UNAUTHORIZED_U
PDATE

An attacker may cause the installation of unauthorized
software on the TOE.

T.NET_COMPROMISE

An attacker may access data in transit or otherwise
compromise the security of the TOE by monitoring or
manipulating network communication.

3. 2.

HEnt+a1)T1548t (Organizational Security Policies)

A TOE HlESFLB N0 RO X1 T4 8t%Z Table 7 (CEEiR T %,

Table 7 Organizational Security Policies

Designation

Definition

P.AUTHORIZATION

Users must be authorized before performing
Document Processing and administrative functions.

P.AUDIT

Security-relevant activities must be audited and the
log of such actions must be protected and transmitted
to an External IT Entity.

P.COMMS_PROTECTI
ON

The TOE must be able to identify itself to other
devices on the LAN.

P.STORAGE_ENCRYPT
ION

(conditionally
mandatory)

If the TOE stores User Document Data or Confidential
TSF Data on Field-Replaceable Nonvolatile Storage
Devices, it will encrypt such data on those devices.

P.KEY_MATERIAL
(conditionally

Cleartext keys, submasks, random numbers, or any
other values that contribute to the creation of

mandatory) encryption keys for Field-Replaceable Nonvolatile
Storage of User Document Data or Confidential TSF
Data must be protected from unauthorized access and
must not be stored on that storage device.
P.FAX_FLOW If the TOE provides a PSTN fax function, it will ensure
(conditionally separation between the PSTN fax line and the LAN.
mandatory)

P.IMAGE_OVERWRIT
E
(optional)

Upon completion or cancellation of a Document
Processing job, the TOE shall overwrite residual image
data from its Field-Replaceable Nonvolatile Storage
Devices.
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3.3. HIREMH (Assumptions)
X TOE OEE. R, BLUFAICAAT RTIRSH%. Table 8 [CEEik T %,

Table 8 Assumptions

Designation Definition
A.PHYSICAL Physical security, commensurate with the value of the
TOE and the data it stores or processes, is assumed to
be provided by the environment.
A.NETWORK The Operational Environment is assumed to protect
the TOE from direct, public access to its LAN interface.
A.TRUSTED_ADMIN TOE Administrators are trusted to administer the TOE
according to site security policies.
A.TRAINED_USERS Authorized Users are trained to use the TOE according
to site security policies.
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tFa)T4xtEKAE (Security Objectives)

AETE. ERREOEF YT RARAHICOVVTERT B,
BERRREOTF1) T x5k A 8% Table 9 (CEET B,

Table 9 EREEOCF1UT I E AL

Designation Definition
OE.PHYSICAL_PROTE | The Operational Environment shall provide physical
CTION security, commensurate with the value of the TOE and

the data it stores or processes.

OE.NETWORK_PROTE | The Operational Environment shall provide network

CTION security to protect the TOE from direct, public access
to its LAN interface.
OE.ADMIN_TRUST The TOE Owner shall establish trust that

Administrators will not use their privileges for
malicious purposes.

OE.USER_TRAINING The TOE Owner shall ensure that Users are aware of
site security policies and have the competence to
follow them.

OE.ADMIN_TRAINING | The TOE Owner shall ensure that Administrators are
aware of site security policies and have the
competence to use manufacturer’s guidance to
correctly configure the TOE and protect passwords and
keys accordingly.
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YRsRIVIR—2V b EZE (Extended Components Definition)
COEDYRRIVIR—2RY ME, HCD-PP TEERINZLDTHB,

TR REEH TR
1. Class FAU: Security Audit

FAU_STG_EXT Extended: External Audit Trail Storage
Family Behavior:
This family defines requirements for the TSF to ensure that secure transmission of

audit data from TOE to an External IT Entity.

Component leveling:

FAU STG EXT.1 Extended: External Audit Trail Storage 1

FAU_STG_EXT.1 External Audit Trail Storage requires the TSF to use a trusted
channel implementing a secure protocol.

Management:
The following actions could be considered for the management functions in FMT:
e The TSF shall have the ability to configure the cryptographic functionality.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FAU_STG_EXT.1 Protected Audit Trail Storage
Hierarchical to: No other components.
Dependencies: FAU_GEN.1 Audit data generation,

FTP_ITC.1 Inter-TSF trusted channel

FAU_STG_EXT.1.1 The TSF shall be able to transmit the generated audit data to
an External IT Entity using a trusted channel according to FTP_ITC.1.

Rationale:

The TSF is required that the transmission of generated audit data to an External IT
Entity which relies on a non-TOE audit server for storage and review of audit
records. The storage of these audit records and the ability to allow the
administrator to review these audit records is provided by the Operational
Environment in that case. The Common Criteria does not provide a suitable SFR
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for the transmission of audit data to an External IT Entity.

This extended component protects the audit records, and it is therefore placed in
the FAU class with a single component.

5.1.2. Class FCS: Cryptographic Support
FCS_CKM_EXT Extended: Cryptographic Key Management
Family Behavior:
This family addresses the management aspects of cryptographic keys. Especially,

this extended component is intended for cryptographic key destruction.

Component leveling:

FCS CKM EXT.4 Extended: Cryptographic Key Material 4

FCS_CKM_EXT.4 Cryptographic Key Material Destruction ensures not only keys
but also key materials that are no longer needed are destroyed by using an
approved method.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FCS_CKM_EXT.4 Cryptographic Key Material Destruction
Hierarchical to: No other components.
Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction

FCS_CKM_EXT.4.1 The TSF shall destroy all plaintext secret and private
cryptographic keys and cryptographic critical security parameters when no longer
needed.

Rationale:
- 16 -
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Cryptographic Key Material Destruction is to ensure the keys and key materials
that are no longer needed are destroyed by using an approved method, and the
Common Criteria does not provide a suitable SFR for the Cryptographic Key
Material Destruction.

This extended component protects the cryptographic key and key materials
against exposure, and it is therefore placed in the FCS class with a single
component.

FCS_HTTPS_EXT Extended: HTTPS selected

Family Behavior:

Components in this family define requirements for protecting remote management
sessions between the TOE and a Security Administrator. This family describes

how HTTPS will be implemented. This is a new family defined for the FCS Class.

Component leveling:

FCS_HTTPS_EXT.1 Extended: HTTPS selected 1

FCS_HTTPS_EXT.1 HTTPS selected, requires that HTTPS be implemented
according to RFC 2818 and supports TLS.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e Failure of HTTPS session establishment

FCS_HTTPS_EXT.1 HTTPS selected
Hierarchical to: No other components.
Dependencies: No dependencies.

FCS_HTTPS_EXT.1.1 The TSF shall implement the HTTPS protocol that complies
with RFC 2818.

FCS_HTTPS_EXT.1.2 The TSF shall implement HTTPS using TLS as specified in
FCS_HTTPS_EXT.1.

Rationale:
- 17 -
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HTTPS is one of the secure communication protocols, and the Common Criteria
does not provide a suitable SFR for the communication protocols using
cryptographic algorithms.

This extended component protects the communication data using cryptographic
algorithms, and it is therefore placed in the FCS class with a single component.
FCS_KYC_EXT Extended: Cryptographic Operation (Key Chaining)
Family Behavior:

This family provides the specification to be used for using multiple layers of

encryption keys to ultimately secure the protected data encrypted on the storage.

Component leveling:

FCS KYC EXT.1 Extended: Key Chaining 1

FCS_KYC_EXT.1 Key Chaining, requires the TSF to maintain a key chain and
specifies the characteristics of that chain.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FCS_KYC_EXT.1 Key Chaining
Hierarchical to: No other components.
Dependencies: [FCS_COP.1(e) Cryptographic operation (Key
Wrapping),

FCS_SMC_EXT.1 Extended: Submask Combining,
FCS_COP.1(i) Cryptographic operation (Key Transport),
FCS_KDF_EXT.1 Cryptographic Operation (Key
Derivation), and/or

FCS_COP.1(f) Cryptographic operation (Key
Encryption)].

FCS_KYC_EXT.1.1 The TSF shall maintain a key chain of: [selection: one, using
a submask as the BEVor DEK; intermediate keys originating from one or more
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submask(s) to the BEV or DEK using the following method(s): [selection: key
wrapping as specified in FCS_COP.1(e), key combining as specified in
FCS_SMC_EXT.1, key encryption as specified in FCS_COP.1(f), key derivation as
specified in FCS_KDF_EXT.1, key transport as specified in FCS_COP.1(i)]] while
maintaining an effective strength of [selection: 128 bits, 256 bits].

Rationale:

Key Chaining ensures that the TSF maintains the key chain, and also specifies the
characteristics of that chain. However, the Common Criteria does not provide a
suitable SFR for the management of multiple layers of encryption key to protect
encrypted data.

This extended component protects the TSF data using cryptographic algorithms,
and it is therefore placed in the FCS class with a single component.

FCS_RBG_EXT Extended: Cryptographic Operation (Random Bit
Generation)

Family Behavior:

This family defines requirements for random bit generation to ensure that it is
performed in accordance with selected standards and seeded by an entropy
source.

Component leveling:

FCS RBG EXT.1 Extended: Random Bit Generation 1

FCS_RBG_EXT.1 Random Bit Generation requires random bit generation to be
performed in accordance with selected standards and seeded by an entropy
source.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FCS_RBG_EXT.1 Random Bit Generation
Hierarchical to: No other components.
Dependencies: No dependencies.
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FCS_RBG_EXT.1.1 The TSF shall perform all deterministic random bit generation
services in accordance with [selection: ISO/IEC 18031:2011, NIST SP 800-90A]
using [selection: Hash_DRBG (any), HMAC_DRBG (any), CTR_DRBG (AES)].

FCS_RBG_EXT.1.2 The deterministic RBG shall be seeded by an entropy source
that accumulates entropy from [selection: [assignment: number of software-
based sources] software-based noise source(s), [assignment: number of
hardware-based sources] hardware-based noise source(s)] with a minimum of
[selection: 128 bits, 256 bits] of entropy at least equal to the greatest security
strength, according to ISO/IEC 18031:2011 Table C.1 “Security strength table for
hash functions”, of the keys and hashes that it will generate.

Rationale:

Random bits/number will be used by the SFRs for key generation and destruction,
and the Common Criteria does not provide a suitable SFR for the random bit
generation.

This extended component ensures the strength of encryption keys, and it is
therefore placed in the FCS class with a single component.

FCS_TLS_EXT Extended: TLS selected
Family Behavior:
This family addresses the ability for a server and/or a client to use TLS to protect

data between a client and the server using the TLS protocol.

Component leveling:

FCS TLS EXT.1 Extended: TLS selected 1

FCS_TLS_EXT.1 TLS selected, requires the TLS protocol implemented as
specified.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e Failure of TLS session establishment

FCS_TLS_EXT.1 Extended: TLS selected
- 20 -
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Hierarchical to: No other components.

Dependencies: FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash
Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)
FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

FCS_TLS_EXT.1.1 The TSF shall implement one or more of the following
protocols [selection: TLS 1.0 (RFC 2246), TLS 1.1 (RFC 4346), TLS 1.2 (RFC
5246)] supporting the following ciphersuites:

Mandatory Ciphersuites:
TLS_RSA_WITH_AES_128_CBC_SHA

Optional Ciphersuites:

[selection:

None

TLS _RSA WITH_AES 256 _CBC_SHA

TLS _DHE RSA WITH_AES 128 CBC_SHA

TLS _DHE RSA WITH_AES _256_CBC_SHA

TLS _RSA WITH_AES_128 CBC _SHA256

TLS_RSA WITH_AES 256 CBC_SHA256

TLS _DHE RSA_WITH_AES_128 CBC_ SHA256
TLS _DHE RSA_WITH_AES_256_CBC_ SHA256
TLS _ECDHE RSA WITH_AES_ 128 CBC_SHA

TLS _ECDHE RSA WITH_AES_256_CBC_SHA
TLS_ECDHE ECDSA_WITH_AES_128 CBC _SHA
TLS_ECDHE ECDSA_WITH_AES_256 _CBC_SHA
TLS _ECDHE RSA WITH_AES_128 CBC_SHA256
TLS _ECDHE RSA WITH_AES 256 _CBC_SHA384
TLS _ECDHE RSA WITH_AES_128 GCM_SHA256
TLS _ECDHE RSA WITH_AES_256_GCM_SHA384
TLS_ECDHE ECDSA WITH_AES_128 GCM_SHA256
TLS _ECDHE _ECDSA_WITH_AES_256_GCM_SHA384
TLS _ECDHE ECDSA _WITH_AES_128 CBC _SHA256

- 21 -

Copyright®2022 by FUJIFILM Business Innovation Corp.



Xerox Versalink B7135/B7130/B7125 z¥a1)r14—4"vf

TLS ECDHE ECDSA_WITH_AES_256_CBC_SHA384
1.

Rationale:

TLS is one of the secure communication protocols, and the Common Criteria does
not provide a suitable SFR for the communication protocols using cryptographic
algorithms.

This extended component protects the communication data using cryptographic
algorithms, and it is therefore placed in the FCS class with a single component.

5.1.3. Class FDP: User Data Protection
FDP_DSK_EXT Extended: Protection of Data on Disk
Family Behavior:
This family is to mandate the encryption of all protected data written to the

storage.

Component leveling:

FDP DSK EXT.1 Extended: Protection of Data on Disk 1

FDP_DSK_EXT.1 Extended: Protection of Data on Disk, requires the TSF to
encrypt all the Confidential TSF and User Data stored on the Field-Replaceable
Nonvolatile Storage Devices in order to avoid storing these data in plaintext on the
devices.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FDP_DSK_EXT.1 Protection of Data on Disk
Hierarchical to: No other components.
Dependencies: FCS_COP.1(d) Cryptographic operation (AES Data
Encryption/Decryption)

FDP_DSK_EXT.1.1 The TSF shall [selection: perform encryption in accordance
with FCS_COP.1(d), use a self-encrypting Field-Replaceable Nonvolatile Storage
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Device that is separately CC certified to conform to the FDE EE cPP] such that any
Field- Replaceable Nonvolatile Storage Device contains no plaintext User
Document Data and no plaintext confidential TSF Data.

FDP_DSK_EXT.1.2 The TSF shall encrypt all protected data without user
intervention.

Rationale:

Extended: Protection of Data on Disk is to specify that encryption of any
confidential data without user intervention, and the Common Criteria does not
provide a suitable SFR for the Protection of Data on Disk.

This extended component protects the Data on Disk, and it is therefore placed in
the FDP class with a single component.

FDP_FXS_EXT Extended: Fax Separation
Family Behavior:
This family addresses the requirements for separation between Fax PSTN line and

the LAN to which TOE is connected.

Component leveling:

FDP_FXS EXT.1 Extended: Fax Separation 1

FDP_FXS_EXT.1 Fax Separation, requires the fax interface cannot be used to
create a network bridge between a PSTN and a LAN to which TOE is connected.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FDP_FXS_EXT.1 Fax separation
Hierarchical to: No other components.
Dependencies: No dependencies.

FDP_FXS_EXT.1.1 The TSF shall prohibit communication via the fax interface,
except transmitting or receiving User Data using fax protocols.

- 23 -

Copyright®2022 by FUJIFILM Business Innovation Corp.



Xerox Versalink B7135/B7130/B7125 z¥a1)r14—4"vf

Rationale:

Fax Separation is to protect a LAN against attack from PSTN line, and the
Common Criteria does not provide a suitable SFR for the Protection of TSF or User
Data.

This extended component protects the TSF Data or User Data, and it is therefore
placed in the FDP class with a single component.

5.1.4. Class FIA: Identification and Authentication
FIA_PMG_EXT Extended: Password Management
Family Behavior:
This family defines requirements for the attributes of passwords used by

administrative users to ensure that strong passwords and passphrases can be
chosen and maintained.

Component leveling:

FIA PMG EXT.1 Extended: Password Management 1

FIA_PMG _EXT.1 Password management requires the TSF to support passwords
with varying composition requirements, minimum lengths, maximum lifetime, and
similarity constraints.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FIA_PMG _EXT.1 Password management
Hierarchical to: No other components.
Dependencies: No dependencies.

FIA_PMG _EXT.1.1 The TSF shall provide the following password management
capabilities for User passwords:
Passwords shall be able to be composed of any combination of upper and lower

case letters, numbers, and the following special characters: [selection: "/, "@”,
“#7 N, ", AT &7, R (Y, )" [assignment: other characters]];
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Minimum password length shall be settable by an Administrator, and have the
capability to require passwords of 15 characters or greater.

Rationale:

Password Management is to ensure the strong authentication between the
endpoints of communication, and the Common Criteria does not provide a suitable
SFR for the Password Management.

This extended component protects the TOE by means of password management,
and it is therefore placed in the FIA class with a single component.

5.1.5. Class FPT: Protection of the TSF

FPT_KYP_EXT Extended: Protection of Key and Key Material
Family Behavior:
This family addresses the requirements for keys and key materials to be protected

if and when written to nonvolatile storage.

Component leveling:

FPT KYP_EXT.1 Extended: Protection of key and key material 1

FPT_KYP_EXT.1 Extended: Protection of key and key material, requires the TSF to
ensure that no plaintext key or key materials are written to nonvolatile storage.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FPT_KYP_EXT.1 Protection of Key and Key Material
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_KYP_EXT.1.1 The TSF shall not store plaintext keys that are part of the
keychain specified by FCS_KYC_EXT.1 in any Field-Replaceable Nonvolatile Storage
Device, and not store any such plaintext key on a device that uses the key for its
encryption.
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Rationale:

Protection of Key and Key Material is to ensure that no plaintext key or key
material are written to nonvolatile storage, and the Common Criteria does not
provide a suitable SFR for the protection of key and key material.

This extended component protects the TSF data, and it is therefore placed in the
FPT class with a single component.

FPT_SKP_EXT Extended: Protection of TSF Data
Family Behavior:
This family addresses the requirements for managing and protecting the TSF data,

such as cryptographic keys. This is a new family modelled as the FPT Class.

Component leveling:

FPT SKP EXT.1 Extended: Protection of TSF Data 1

FPT_SKP_EXT.1 Protection of TSF Data (for reading all symmetric keys),
requires preventing symmetric keys from being read by any user or subject. It is
the only component of this family.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FPT_SKP_EXT.1 Protection of TSF Data
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_SKP_EXT.1.1 The TSF shall prevent reading of all pre-shared keys,
symmetric keys, and private keys.

Rationale:

Protection of TSF Data is to ensure the pre-shared keys, symmetric keys and
private keys are protected securely, and the Common Criteria does not provide a
suitable SFR for the protection of such TSF data.

This extended component protects the TOE by means of strong authentication
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using Pre- shared Key, and it is therefore placed in the FPT class with a single
component.

FPT_TST_EXT Extended: TSF testing
Family Behavior:
This family addresses the requirements for self-testing the TSF for selected correct

operation.

Component leveling:

FPT TST EXT.1 Extended: TSF testing 1

FPT_TST_EXT.1 TSF testing requires a suite of self-testing to be run during initial
start-up in order to demonstrate correct operation of the TSF.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FPT_TST_EXT.1 TSF testing
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_TST_EXT.1.1 The TSF shall run a suite of self-tests during initial start-up
(and power on) to demonstrate the correct operation of the TSF.

Rationale:

TSF testing is to ensure the TSF can be operated correctly, and the Common
Criteria does not provide a suitable SFR for the TSF testing. In particular, there is
no SFR defined for TSF testing.

This extended component protects the TOE, and it is therefore placed in the FPT
class with a single component.

FPT_TUD_EXT Extended: Trusted Update

Family Behavior:
This family defines requirements for the TSF to ensure that only administrators
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can update the TOE firmware/software, and that such firmware/software is
authentic.

Component leveling:

FPT_TUD_EXT.1 Extended: Trusted Update 1
FPT_TUD_EXT.1 Trusted Update, ensures authenticity and access control for
updates.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FPT_TUD_EXT.1 Trusted Update
Hierarchical to: No other components.
Dependencies: [FCS_COP.1(b) Cryptographic Operation (for signature

generation/verification), or
FCS_COP.1(c) Cryptographic operation (Hash
Algorithm)].

FPT_TUD_EXT.1.1 The TSF shall provide authorized administrators the ability to
query the current version of the TOE firmware/software.

FPT_TUD_EXT.1.2 The TSF shall provide authorized administrators the ability to
initiate updates to TOE firmware/software.

FPT_TUD_EXT.1.3 The TSF shall provide a means to verify firmware/software
updates to the TOE using a digital signature mechanism and [selection: published
hash, no other functions] prior to installing those updates.

Rationale:

Firmware/software is a form of TSF Data, and the Common Criteria does not
provide a suitable SFR for the management of firmware/software. In particular,
there is no SFR defined for importing TSF Data.

This extended component protects the TOE, and it is therefore placed in the FPT
class with a single component.
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6.2.1. Class FAU: Security Audit

FAU_GEN.1 Audit data generation
(for O.AUDIT)

Hierarchical to: No other components.
Dependencies: FPT_STM.1 Reliable time stamps
FAU_ GEN.1.1 The TSF shall be able to generate an audit record of the

following auditable events:

a) Start-up and shutdown of the audit functions;

b) All auditable events for the not specified level of
audit; and

c) All auditable events specified in Table 10,
[assignment: no other auditable events].

FAU_GEN.1.2 The TSF shall record within each audit record at least
the following information:
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a) Date and time of the event, type of event, subject
identity (if applicable), and the outcome (success or
failure) of the event; and

b) For each audit event type, based on the auditable
event definitions of the functional components included
in the PP/ST, additional information specified in
Table 10, [assighment: no other relevant information].

Table 10 Auditable Events

Auditable Events

Relevant SFR Additional

Information

Job completion FDP_ACF.1 Type of job
Unsuccessful User authentication | FIA_UAU.1 None
Unsuccessful User identification FIA_UID.1 None
Use of management functions FMT_SMF.1 None

Modification to the group of Users | FMT_SMR.1 None
that are part of a role

Changes to the time

FPT_STM.1 None

Failure to establish session

FTP_ITC.1, Reason for
FTP_TRP.1(a), failure
FTP_TRP.1(b)

FAU_GEN.2

Hierarchical to:
Dependencies:

FAU_GEN.2.1

FAU_SAR.1

Hierarchical to:
Dependencies:

FAU_SAR.1.1

User identity association
(for O.AUDIT)

No other components.
FAU_GEN.1 Audit data generation
FIA_UID.1 Timing of identification

For audit events resulting from actions of identified
users, the TSF shall be able to associate each auditable
event with the identity of the user that caused the
event.

Audit review
(for O.AUDIT)

No other components.
FAU_GEN.1 Audit data generation

The TSF shall provide [assignment: U.ADMIN] with the
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FAU_SAR.1.2

FAU_SAR.2

Hierarchical to:
Dependencies:

FAU_SAR.2.1

FAU_STG.1

Hierarchical to:
Dependencies:

FAU_STG.1.1

FAU_STG.1.2

FAU_STG.4

Hierarchical to:
Dependencies:

FAU_STG.4.1

FAU_STG_EXT.1

capability to read all records from the audit records.

The TSF shall provide the audit records in a manner
suitable for the user to interpret the information.

Restricted audit review
(for O.AUDIT)

No other components.
FAU_SAR.1 Audit review

The TSF shall prohibit all users read access to the audit
records, except those users that have been granted
explicit read-access.

Protected audit trail storage
(for O.AUDIT)

No other components.
FAU_GEN.1 Audit data generation

The TSF shall protect the stored audit records in the
audit trail from unauthorised deletion.

The TSF shall be able to prevent unauthorised
modifications to the stored audit records in the audit
trail.

Prevention of audit data loss
(for O.AUDIT)

FAU_STG.3 Action in case of possible audit data loss
FAU_STG.1 Protected audit trail storage

Refinement: The TSF shall [selection, choose one of:

“overwrite the oldest stored audit

records’] and [assignment: no other actions to be
taken] if the audit trail is full.

Extended: External Audit Trail Storage
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Hierarchical to:
Dependencies:

FAU_STG_EXT.1.1

(for O.AUDIT)

No other components.
FAU_GEN.1 Audit data generation,
FTP_ITC.1 Inter-TSF trusted channel.

The TSF shall be able to transmit the generated audit
data to an External IT Entity using a trusted channel
according to FTP_ITC.1.

6.2.2. Class FCS: Cryptographic Support

FCS_CKM.1(a)

Hierarchical to:
Dependencies:

FCS_CKM.1.1(a)

Cryptographic Key Generation (for asymmetric
keys)
(for O.COMMS_PROTECTION)

No other components.

[FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification), or

FCS_COP.1(i) Cryptographic operation (Key Transport)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall generate asymmetric
cryptographic keys used for key establishment in
accordance with [selection:

- NIST Special Publication 800-56A,
"Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm
Cryptography” for elliptic curve-based key
establishment schemes and implementing "NIST
curves” P-256, P-384 and [selection: P-521

] (as defined in FIPS PUB 186-4,
“"Digital Signature Standard”)
- NIST Special Publication 800-56B,
"Recommendation for Pair-Wise Key
Establishment Schemes Using Integer
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FCS_CKM.1(b)

Hierarchical to:
Dependencies:

FCS_CKM.1.1(b)

FCS_CKM.4

Hierarchical to:
Dependencies:

Factorization Cryptography” for RSA-based key
establishment schemes

] and specified cryptographic key sizes equivalent
to, or greater than, a symmetric key strength of
112 bits.

Cryptographic key generation (Symmetric Keys)
(for O.COMMS_PROTECTION,
O.STORAGE_ENCRYPTION)

No other components.

[FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption), or

FCS_COP.1(d) Cryptographic Operation (AES Data
Encryption/Decryption), or

FCS_COP.1(e) Cryptographic Operation (Key Wrapping),
or

FCS_COP.1(f) Cryptographic operation (Key
Encryption), or

FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication), or

FCS_COP.1(h) Cryptographic Operation (for keyed-hash
message authentication)]

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

Refinement: The TSF shall generate symmetric
cryptographic keys using a Random Bit Generator
as specified in FCS_RBG_EXT.1 and specified
cryptographic key sizes [selection: 128 bit, 256
bit] that meet the following: No Standard.

Cryptographic key destruction
(for O.COMMS_PROTECTION,
O.STORAGE_ENCRYPTION, O.PURGE_DATA)

No other components.
[FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or
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FCS_CKM.4.1

FCS_CKM_EXT.4

Hierarchical to:
Dependencies:

FCS_CKM_EXT.4.1

FCS_COP.1(a)

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)]

Refinement: The TSF shall destroy cryptographic keys
in accordance with a specified cryptographic key
destruction method [selection:

For volatile memory, the destruction shall be
executed by [selection: powering off a device

11

For nonvolatile storage, the destruction shall be
executed by a [selection: single

] overwrite of key data storage location
consisting of [selection: a pseudo random pattern
using the TSF’s RBG (as specified in
FCS_RBG_EXT.1) ], followed by a
[selection: none]. If read-
verification of the overwritten data fails, the
process shall be repeated again;

] that meets the following: [selection:
no standard)].

Cryptographic Key Material Destruction
(for O.COMMS_PROTECTION,
0O.STORAGE_ENCRYPTION, O.PURGE_DATA)

No other components.

[FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)],

FCS_CKM.4 Cryptographic key destruction

The TSF shall destroy all plaintext secret and private
cryptographic keys and cryptographic critical security
parameters when no longer needed.

Cryptographic Operation (Symmetric
encryption/decryption)
(for O.COMMS_PROTECTION)
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Hierarchical to:
Dependencies:

FCS_COP.1.1(a)

FCS_COP.1(b1)

Hierarchical to:
Dependencies:

FCS_COP.1.1(b1)

No other components.

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform encryption and
decryption in accordance with a specified
cryptographic algorithm AES operating in
[assignment: CBC, GCM] and cryptographic key sizes
128-bits and 256-bits that meets the following:
FIPS PUB 197, “Advanced Encryption Standard
(AES)”
[Selection: NIST SP 800-38A,

NIST SP 800-38D]

Cryptographic Operation (for signature
generation/verification)
(for O.UPDATE VERIFICATION)

No other components.

FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform cryptographic
signature services in accordance with a [selection:

RSA Digital Signature Algorithm (rDSA) with key
sizes (modulus) of [assignment: 2048 bits

1

]

that meets the following [selection:

Case: RSA Digital Signature Algorithm FIPS PUB
186-4, "Digital Signature Standard”
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FCS_COP.1(b2)

Hierarchical to:

Dependencies:

FCS_COP.1.1(b2)

FCS_COP.1(cl1)

Cryptographic Operation (for signature
generation/verification)
(for O.COMMS_PROTECTION)

No other components.

FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform cryptographic
sighature services in accordance with a [selection:

7

RSA Digital Signature Algorithm (rDSA) with key
sizes (modulus) of [assignment: 2048 bits, 3072
bits], or

-Elliptic Curve Digital Signature Algorithm
(ECDSA) with key sizes of [assignment: 256 bits,
384bits, 521bits]]

that meets the following [selection:

Case: RSA Digital Signature Algorithm FIPS PUB
186-4, "Digital Signature Standard”

Case: Elliptic Curve Digital Signature Algorithm
FIPS PUB 186-4, "Digital Signature Standard”
The TSF shall implement "NIST curves” P-256,

P384 and [selection: P521 ] (as
defined in FIPS PUB 186-4, "Digital Signature
Standard”).

1-

Cryptographic operation (Hash Algorithm)
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Hierarchical to:
Dependencies:

FCS_COP.1.1(c1)

FCS_COP.1(c2)

Hierarchical to:
Dependencies:

FCS_COP.1.1(c2)

FCS_COP.1(d)

Hierarchical to:

Dependencies:

FCS_COP.1.1(d)

(selected in FPT_TUD_EXT.1.3, or with
FCS_SNI_EXT.1.1)

No other components.
No dependencies.

Refinement: The TSF shall perform cryptographic
hashing services in accordance with [selection:

SHA-256 ] that meet the
following: [ISO/IEC 10118-3:2004].

Cryptographic operation (Hash Algorithm)
(for 0.COMMS_PROTECTION)

No other components.
No dependencies.

Refinement: The TSF shall perform cryptographic
hashing services in accordance with [selection:
SHA-1, SHA-256, SHA-384, SHA-512] that meet the
following: [ISO/IEC 10118-3:2004].

Cryptographic operation (AES Data
Encryption/Decryption)
(for O. STORAGE_ENCRYPTION)

No other components.

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)]

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

The TSF shall perform data encryption and
decryption in accordance with a specified
cryptographic algorithm AES used in [selection: CBC,
] mode and cryptographic key sizes
[selection: 256 bits] that meet the
following: AES as specified in ISO/IEC 18033-3,
[selection: CBC as specified in ISO/IEC 10116,
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FCS_COP.1(f)

Hierarchical to:
Dependencies:

FCS_COP.1.1(f)

FCS_COP.1(g)

Hierarchical to:

Dependencies:

FCS_COP.1.1(g)

FCS_HTTPS_EXT.1

Cryptographic operation (Key Encryption)
(selected from FCS_KYC_EXT.1.1)

No other components.

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform key encryption
and decryption in accordance with a specified
cryptographic algorithm AES used in [[selection:
CBC, ] mode] and cryptographic key sizes
[selection: 256 bits] that meet the
following: [AES as specified in ISO /IEC 18033-3,
[selection: CBC as specified in ISO/IEC 10116

1.

Cryptographic Operation (for keyed-hash
message authentication)
(selected with FCS_IPSEC_EXT.1.4)

No other components.

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform keyed-hash
message authentication in accordance with a
specified cryptographic algorithm HMAC-[selection:

SHA-1, SHA-256, SHA-384 1,
key size [assignment: 160, 256, 384], and message
digest sizes [selection: 160, 256, 384 ]

bits that meet the following: FIPS PUB 198-1, "The
Keyed-Hash Message Authentication Code, and
FIPS PUB 180-3, “"Secure Hash Standard.”

HTTPS selected
(selected in FTP_ITC.1.1, FTP_TRP.1.1)
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Hierarchical to:

Dependencies:

FCS_HTTPS_EXT.1.1

FCS_HTTPS_EXT.1.2

FCS_KYC_EXT.1

Hierarchical to:
Dependencies:

FCS_KYC_EXT.1.1

FCS_RBG_EXT.1

Hierarchical to:
Dependencies:

FCS_RBG_EXT.1.1

No other components.
FCS_TLS_EXT.1 Extended: TLS selected

The TSF shall implement the HTTPS protocol that
complies with RFC 2818.

The TSF shall implement HTTPS using TLS as specified
in FCS_TLS_EXT.1.

Key Chaining
(for O.STORAGE_ENCRYPTION)

No other components.

[FCS_COP.1(e) Cryptographic operation (Key
Wrapping), or

FCS_SMC_EXT.1 Extended: Submask Combining, or
FCS_COP.1(f) Cryptographic operation (Key
Encryption), or

FCS_KDF_EXT.1 Cryptographic Operation (Key
Derivation), and/or

FCS_COP.1(i) Cryptographic operation (Key Transport)]

The TSF shall maintain a key chain of: [selection:

intermediate keys
originating from one or more submask(s) to the BEV or
DEK using the following method(s): [selection:

key encryption as
specified in FCS_COP.1(f),

1] while maintaining an effective strength
of [selection: 256 bits].

Cryptographic Operation (Random Bit Generation)
(for O.STORAGE_ENCRYPTION and
0.COMMS_PROTECTION)

No other components.
No dependencies.

The TSF shall perform all deterministic random bit
generation services in accordance with [selection:
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FCS_RBG_EXT.1.2

FCS_TLS_EXT.1

Hierarchical to:
Dependencies:

FCS_TLS_EXT.1.1

NIST SP 800-90A] using
[selection:
CTR_DRBG (AES)].

The deterministic RBG shall be seeded by at least one
entropy source that accumulates entropy from
[selection: [assignment:1] software-based noise
source(s)

] with a
minimum of [selection: 256 bits] of entropy at
least equal to the greatest security strength, according
to ISO/IEC18031:2011 Table C.1 “Security Strength
Table for Hash Functions”, of the keys and hashes that
it will generate.

TLS selected
(selected in FTP_ITC.1.1, FTP_TRP.1.1)

No other components.

FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)

FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)

FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)

FCS_COP.1(c) Cryptographic Operation (Hash
Algorithm)

FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)

FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

The TSF shall implement one or more of the following
protocols [selection:

TLS 1.2 (RFC 5246)] supporting the following
ciphersuites:

Mandatory Ciphersuites:
TLS_RSA_WITH_AES_128_CBC_SHA

Optional Ciphersuites:
[selection:
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TLS _RSA_WITH_AES_256_CBC_SHA

TLS_RSA_WITH_AES_128 CBC_SHA256
TLS _RSA _WITH_AES_256_CBC_SHAZ256

TLS ECDHE _RSA _WITH_AES_128 CBC_SHA
TLS_ECDHE_RSA _WITH_AES_256_CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA

TLS _ECDHE _ECDSA_WITH_AES_256_CBC_SHA
TLS_ECDHE_RSA _WITH_AES_128 CBC_SHA256
TLS _ECDHE _RSA_WITH_AES_256_CBC_SHA384
TLS ECDHE RSA_WITH_AES_128 GCM_SHA256
TLS_ECDHE_RSA _WITH_AES_256_GCM_SHA384
TLS _ECDHE _ECDSA_WITH_AES_128 GCM_SHA256
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA256
TLS _ECDHE _ECDSA_WITH_AES_256_CBC_SHA384

1.

6.2.3. Class FDP: User Data Protection

FDP_ACC.1

Hierarchical to:
Dependencies:

FDP_ACC.1.1

FDP_ACF.1

Hierarchical to:
Dependencies:

Subset access control
(for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

No other components.
FDP_ACF.1 Security attribute based access control

Refinement: The TSF shall enforce the User Data
Access Control SFP on subjects, objects, and
operations among subjects and objects specified in
Table 11 and Table 12.

Security attribute based access control
(for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

No other components.
FDP_ACC.1 Subset access control
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FDP_ACF.1.1

FDP_ACF.1.2

FDP_ACF.1.3

FDP_ACF.1.4

FMT_MSA.3 Static attribute initialization

Refinement: The TSF shall enforce the User Data
Access Control SFP to objects based on the following:
subjects, objects, and attributes specified in Table 11
and Table 12.

Refinement: The TSF shall enforce the following rules to

determine if an operation among controlled subjects
and controlled objects is allowed: rules governing
access among controlled subjects and controlled
objects using controlled operations on controlled
objects specified in Table 11 and Table 12.

Refinement: The TSF shall explicitly authorise access of
subjects to objects based on the following additional
rules: [assignment: none].

Refinement: The TSF shall explicitly deny access of
subjects to objects based on the following additional
rules: [assignment:_none].

Table 11 D.USER.DOC Access Control SFP

"Create" "Read" "Modify" "Delete"
i View image . Delete
Submit a Modify
. or Release stored
. Operation: document to . stored
Print . printed documen
be printed document
output t
Job owner (note 1) denied
U.ADMIN denied denied
U.NORMAL denied denied denied
Unauthenticat | (condition 1) | denied denied denied
ed
Scan Submit a View Modify Delete
Operation: document for | scanned stored stored
scanning image image image
Job owner (note 2)
U.ADMIN denied denied
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied
ed
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Copy View
) scanned .
Submit a . Modify Delete
. image or
Operation: document for stored stored
. Release . .
copying . image image
printed copy
output
Job owner (note 2)
U.ADMIN denied denied
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied
ed
Fax send Submit a View Modify Delete
Operation: document to | scanned stored stored
send as a fax | image image image
Job owner (note 2)
U.ADMIN denied denied
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied
ed
Fax Modify Delete
_ . Release . .
receive ) Receive a fax ) image of | image of
Operation: . printed fax . _
and store it received received
output
fax fax
Fax owner (note 3) denied
U.ADMIN (note 4) denied
U.NORMAL (note 4) denied denied denied
Unauthenticat | (note 4) denied denied denied
ed
Table 12 D.USER.JOB Access Control SFP
"Create" * "Read" "Modify" "Delete"
. Create print View print | Modify Cancel
Operation: . L L
job queue/log | print job print job
Print Job owner (note 1) denied
U.ADMIN denied
U.NORMAL denied denied
Unauthenticat | (condition 1) denied denied denied
ed
Scan ) Create scan View scan | Modify Cancel
Operation: . ; .
job status/log | scan job scan job
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Job owner (note 2) denied
U.ADMIN denied
U.NORMAL denied denied
Unauthenticat | denied denied denied denied
ed
Copy . Create copy View copy | Modify Cancel
Operation: . . .
job status/log | copy job copy job
Job owner (note 2) denied
U.ADMIN denied
U.NORMAL denied denied
Unauthenticat | denied denied denied denied
ed
Fax send View fax . Cancel
. Create fax . Modify fax
Operation: . job i fax send
send job send job .
status/log job
Job owner (note 2) denied
U.ADMIN denied
U.NORMAL denied denied
Unauthenticat | denied denied denied denied
ed
Fax . . Cancel
. View fax Modify fax
receive . Create fax . . fax
Operation: L receive receive .
receive job . receive
status/log | job i
job
Fax owner (note 3) denied
U.ADMIN (note 4) denied
U.NORMAL (note 4) denied denied
Unauthenticat | (note 4) denied denied denied

ed

Condition 1: Jobs submitted by unauthenticated users must contain a credential
that the TOE can use to identify the Job Owner.
Note 1: Job Owner is identified by a credential or assigned to an authorized User
as part of the process of submitting a print Job.
Note 2: Job Owner is assigned to an authorized User as part of the process of

initiating a scan, copy, or fax send Job.

Note 3: Job Owner of received faxes is assigned by default. Ownership of received
faxes is assigned to U.ADMIN role.
Note 4: PSTN faxes are received from outside of the TOE, they are not initiated by
Users of the TOE.
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FDP_DSK_EXT.1

Hierarchical to:
Dependencies:

FDP_DSK_EXT.1.1

FDP_DSK_EXT.1.2

FDP_FXS_EXT.1

Hierarchical to:

Dependencies:

FDP_FXS_EXT.1.1

FDP_RIP.1(a)

Hierarchical to:

Dependencies:

FDP_RIP.1.1(a)

Protection of Data on Disk
(for O.STORAGE_ENCRYPTION)

No other components.
FCS_COP.1(d) Cryptographic operation (AES Data
Encryption/Decryption).

The TSF shall [selection: perform encryption in
accordance with FCS_COP.1(d)

1

such that any Field- Replaceable Nonvolatile Storage
Device contains no plaintext User Document Data and
no plaintext Confidential TSF Data.

The TSF shall encrypt all protected data without user
intervention.

Fax separation
(for O.FAX_NET_SEPARATION)

No other components.
No dependencies.

The TSF shall prohibit communication via the fax
interface, except transmitting or receiving User Data
using fax protocols.

Subset residual information protection
(for O.IMAGE_OVERWRITE)

No other components.
No dependencies.

Refinement: The TSF shall ensure that any previous
information content of a resource is made unavailable
by overwriting data upon the deallocation of the
resource from the following objects: D.USER.DOC.
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FIA_AFL.1

Hierarchical to:

Dependencies:

FIA_AFL.1.1

FIA_AFL.1.2

FIA_ATD.1

Hierarchical to:
Dependencies:

FIA_ATD.1.1

FIA_PMG_EXT.1

Hierarchical to:
Dependencies:

FIA_PMG_EXT.1.1

6.2.4. Class FIA: Identification and Authentication

Authentication failure handling
(for O.USER_I&A)

No other components.
FIA_UAU.1 Timing of authentication

The TSF shall detect when [selection:

an administrator configurable
positive integer within [assignment: 1 - 10]]
unsuccessful authentication attempts occur related to
[assignment: User authentication (with local
authentication)].

When the defined number of unsuccessful
authentication attempts has been [selection: met

], the TSF shall [assignment: Identification
and authentication of relevant user is inhibited until
TOE is cycled.].

User attribute definition
(for O.USER_AUTHORIZATION)

No other components.
No dependencies.

The TSF shall maintain the following list of security
attributes belonging to individual users: [assignment:
User Identifier, User Role].

Password Management
(for O.USER_I&A)

No other components.
No dependencies.

The TSF shall provide the following password

management capabilities for User passwords:
Passwords shall be able to be composed of any
combination of upper and lower case letters,
numbers, and the following special characters:
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FIA_UAU.1

Hierarchical to:
Dependencies:

FIA_UAU.1.1

FIA_UAU.1.2

FIA_UAU.7

Hierarchical to:
Dependencies:

FIA_UAU.7.1

FIA_UID.1

Hierarchical to:
Dependencies:

FIA_UID.1.1

[selection: “!//l “@//, "#,,/ ||$//, “%//, ||/\//, “&/I, “*/I,

V/ AN\ /|

“(“/ n I// [assignment: ” (SDace)lll “////, “/I/, “+ f 7

n " n Wy W,/ N,/ N 7 o n_ w7 I\ V4 “/'“ n ” “7//
L 7/ / L * 7 L 7 < L 4 > L ? L L ¥ L L

mn //, nwe //, “{“I ||| /I, "}//’ “Nlll];
Minimum password length shall be settable by an
Administrator, and have the capability to

require passwords of 15 characters or greater;

Timing of authentication
(for O.USER_I&A)

No other components.
FIA_UID.1 Timing of identification

Refinement: The TSF shall allow [assignment: storing
the fax data received from public telephone line, storing

print data received from print driver] on behalf of the
user to be performed before the user is authenticated.

The TSF shall require each user to be successfully
authenticated before allowing any other TSF-mediated
actions on behalf of that user.

Protected authentication feedback
(for O.USER_I&A)

No other components.
FIA_UAU.1 Timing of authentication

The TSF shall provide only [assignment: @] to the user

while the authentication is in progress.

Timing of identification
(for O.USER_I&A and O.ADMIN_ROLES)

No other components.
No dependencies.

Refinement: The TSF shall allow [assignment: storing

the fax data received from public telephone line] on
behalf of the user to be performed before the user is
identified.
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FIA_UID.1.2 The TSF shall require each user to be successfully
identified before allowing any other TSF-mediated
actions on behalf of that user.

FIA_USB.1 User-subject binding
(for O.USER_I&A)
Hierarchical to: No other components.
Dependencies: FIA_ATD.1 User attribute definition
FIA_USB.1.1 The TSF shall associate the following user security

attributes with subjects acting on the behalf of that
user: [assignment:
User Identifier, User Role].

FIA_USB.1.2 The TSF shall enforce the following rules on the initial
association of user security attributes with subjects
acting on the behalf of users: [assighment:_none].

FIA_USB.1.3 The TSF shall enforce the following rules governing
changes to the user security attributes associated with
subjects acting on the behalf of users: [assignment:

none].
6.2.5. Class FMT: Security Management
FMT_MOF.1 Management of security functions behavior

(for O.ADMIN_ROLES)

Hierarchical to: No other components.
Dependencies: FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MOF.1.1 Refinement: The TSF shall restrict the ability to
[selection: disable, enable,
modify the behaviour of] the functions [assignment:
List of security functions in Table 13] to U.ADMIN.

Table 13 List of Security Functions

Function Operation

User Authentication enable, disable

Auditing enable, disable
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Trusted communications enable, disable,

modify the behavior

Disk Overwrite

enable, disable

Firmware update

enable, disable

Self Test

enable, disable

FMT_MSA.1

Hierarchical to:
Dependencies:

FMT_MSA.1.1

Management of security attributes
(for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

No other components.

FDP_ACC.1 Subset access control

FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

Refinement: The TSF shall enforce the User Data
Access Control SFP to restrict the ability to [selection:

query, modify, delete, [assignment:
creation]] the security attributes [assignment: the
security attributes listed in Table 14] to [assignment:
the roles listed in Table 14].

Table 14 Security Attributes and Authorized Roles

Security attributes Operation Role
User identifier (SA and query, delete, creation U.ADMIN
U.NORMAL)
User Role (SA and qguery, modify U.ADMIN
U.NORMAL)

FMT_MSA.3 Static attribute initialization

Hierarchical to:
Dependencies:

FMT_MSA.3.1

(for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

No other components.
FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

Refinement: The TSF shall enforce the User Data
Access Control SFP to provide [selection, choose one
of: restrictive ] default
values for security attributes that are used to enforce
the SFP.
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FMT_MSA.3.2

FMT_MTD.1

Hierarchical to:
Dependencies:

Refinement: The TSF shall allow the [selection:

no role] to specify alternative initial values
to override the default values when an object or
information is created.

Management of TSF data
(for O.ACCESS CONTROL)

No other components.
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MTD.1.1 Refinement: The TSF shall restrict the ability to
perform the specified operations on the specified
TSF Data to the roles specified in Table 15.
Table 15 Management of TSF Data
Data Operation Authorised
Role(s)

TSF Data owned by U.NORMAL or associated with documents or
jobs owned by U.NORMAL.

U.NORMAL Password modifi U.ADMIN, the
owning
U.NORMAL.

TSF Data not owned by a U.NORMAL

Key operator Password modify U.Admin (Key
Operator)

SA Password modify U.ADMIN

Data on minimum user password | guery, modify U.ADMIN

length

Data on Secure Print query, modify U.ADMIN

Data on Access denial due to query, modify U.ADMIN

authentication failure

Data on On Demand Overwrite query, modify U.ADMIN

Data on Customer Engineer query, modify U.ADMIN

Operation Restriction

Data on date and time query, modify U.ADMIN

Data on Autoclear query, modify U.ADMIN

Data on Report Print query, modify U.ADMIN

Software, firmware, and related configuration data
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Controller ROM, modify U.ADMIN
Fax ROM
FMT_SMF.1 Specification of Management Functions

(for O.USER_AUTHORIZATION, O.ACCESS_CONTROL,
and O.ADMIN_ROLES)

Hierarchical to: No other components.
Dependencies: No dependencies.
FMT_SMF.1.1 The TSF shall be capable of performing the following

management functions: [assignment: Security
Management Functions listed in Table 16].

Table 16 Security Management Functions

Management Functions Operation
Registration of U.NORMAL /SA query, modify, delete
creation
Data on User Authentication query, modify
Key operator Password modify
Data on Secure Print query, modify
Data on Trusted communications guery, modify
Data on date and time query, modify
Data on Auditing query, modify
Data on Disk Overwrite query, modify
Data on On Demand Overwrite qguery, modify
Data on Customer Engineer Operation | query, modify
Restriction
Data on Self Test guery, modify
Data on Access denial due to query, modify
authentication failure
Data on minimum user password query, modify
length
Data on Autoclear query, modify
Data on Firmware update guery, modify
Data on Report Print query, modify
Controller ROM, Fax ROM modify
FMT_SMR.1 Security roles

(for O.ACCESS_CONTROL, O.USER_AUTHORIZATION,
and O.ADMIN_ROLES)
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Hierarchical to:
Dependencies:

FMT_SMR.1.1

FMT_SMR.1.2

FPT_KYP_EXT.1

Hierarchical to:

Dependencies:

FPT_KYP_EXT.1.1

FPT_SKP_EXT.1

Hierarchical to:

Dependencies:

FPT_SKP_EXT.1.1

FPT_STM.1

Hierarchical to:
Dependencies:

FPT_STM.1.1

FPT_TST_EXT.1

No other components.
FIA_UID.1 Timing of identification

Refinement: The TSF shall maintain the roles
U.ADMIN(U.ADMIN, SA, Key Operator),
U.NORMAL.

The TSF shall be able to associate users with roles.

6.2.6. Class FPT: Protection of the TSF

Protection of Key and Key Material
(for O.KEY_MATERIAL)

No other components.
No dependencies.

Refinement: The TSF shall not store plaintext keys that
are part of the keychain specified by FCS_KYC_EXT.1 in

any Field-Replaceable Nonvolatile Storage Device.

Protection of TSF Data
(for 0.COMMS PROTECTION)

No other components.
No dependencies.

The TSF shall prevent reading of all pre-shared keys,
symmetric keys, and private keys.

Reliable time stamps
(for.0.AUDIT)

No other components.
No dependencies.

The TSF shall be able to provide reliable time stamps.

TSF testing
(for O.TSF_SELF_TEST)

- 52 -

Copyright®2022 by FUJIFILM Business Innovation Corp.



Xerox Versalink B7135/B7130/B7125 z¥a1)r14—4"vf

Hierarchical to:
Dependencies:

FPT_TST_EXT.1.1

FPT_TUD_EXT.1

Hierarchical to:

Dependencies:

FPT_TUD_EXT.1.1

FPT_TUD_EXT.1.2

FPT_TUD_EXT.1.3

Class FTA:

FTA_SSL.3

Hierarchical to:
Dependencies:

FTA_SSL.3.1

No other components.
No dependencies.

The TSF shall run a suite of self-tests during initial
start-up (and power on) to demonstrate the correct
operation of the TSF.

Trusted Update
(for O.UPDATE_VERIFICATION)

No other components.

FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification),

FCS_COP.1(c) Cryptographic operation (Hash
Algorithm).

The TSF shall provide authorized administrators the
ability to query the current version of the TOE
firmware/software.

The TSF shall provide authorized administrators the
ability to initiate updates to TOE firmware/software.

The TSF shall provide a means to verify
firmware/software updates to the TOE using a digital
signature mechanism and [selection:

no other functions] prior to installing those updates.

TOE Access

TSF-initiated termination
(for O.USER_I&A)

No other components.
No dependencies.

The TSF shall terminate an interactive session after a
[assignment:
Auto clear time for the control panel: 10 ~ 900

seconds
Login timeout for the Web UI: 1 ~ 240minutes

There is no inactive time with printer driver
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6.2.8. Class FTP: Trusted Paths/Channels

FTP_ITC.1

Hierarchical to:
Dependencies:

FTP_ITC.1.1

FTP_ITC.1.2

FTP_ITC.1.3

FTP_TRP.1(a)

Hierarchical to:
Dependencies:

FTP_TRP.1.1(a)

Inter-TSF trusted channel
(for O.COMMS_PROTECTION, O.AUDIT)

No other components.

[FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

Refinement: The TSF shall use [selection:

TLS, TLS/HTTPS] to provide a trusted
communication channel between itself and authorized
IT entities supporting the following capabilities:
[selection: [assignment:
Audit Log Server, Mail Server]] that is logically distinct
from other communication channels and provides
assured identification of its end points and protection of
the channel data from disclosure and detection of
modification of the channel data.

Refinement: The TSF shall permit the TSF, or the
authorized IT entities, to initiate communication via
the trusted channel

Refinement: The TSF shall initiate communication via
the trusted channel for [assignment:_mail service, and
audit transmission service].

Trusted path (for Administrators)
(for O.COMMS_PROTECTION)

No other components.

[FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

Refinement: The TSF shall use [selection, choose at
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FTP_TRP.1.2(a)

FTP_TRP.1.3(a)

FTP_TRP.1(b)

Hierarchical to:
Dependencies:

FTP_TRP.1.1(b)

FTP_TRP.1.2(b)

FTP_TRP.1.3(b)

least one of: TLS/HTTPS] to
provide a trusted communication path between itself
and remote administrators that is logically distinct
from other communication paths and provides assured
identification of its end points and protection of the
communicated data from disclosure and detection of
modification of the communicated data.

Refinement: The TSF shall permit remote
administrators to initiate communication via the
trusted path

Refinement: The TSF shall require the use of the
trusted path for initial administrator authentication
and all remote administration actions.

Trusted path (for Non-administrators)
(for 0.COMMS_PROTECTION)

No other components.

[FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

Refinement : The TSF shall use [selection, choose at
least one of: TLS, TLS/HTTPS] to
provide a trusted communication path between itself
and remote users that is logically distinct from other
communication paths and provides assured
identification of its end points and protection of the
communicated data from disclosure and detection of
modification of the communicated data.

Refinement: The TSF shall permit [selection: the TSF,
remote users] to initiate communication via the
trusted path

Refinement: The TSF shall require the use of the
trusted path for initial user authentication and all
remote user actions.
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6.3. tF1UT(RILEH (Security Assurance Requirements)
Table 17 [CEF1UT1REIEHZRRIRT S,
Table 17 tF1VT/(RIIEH

Assurance Class Assurance Assurance Components
Components Description
ASE_CCL.1 Conformance claims
ASE_ECD.1 Extended components
definition
ASE_INT.1 ST introduction
ASE_OBJ.1 Security objectives for
. the operational
Security Target .
Evaluation environment
ASE_REQ.1 Stated security
requirements
ASE_SPD.1 Security Problem
Definition
ASE_TSS.1 TOE Summary
Specification
Development ADV_FSP.1 Basic functional
specification
Guidance Documents | AGD_OPE.1 Operational user guidance
AGD_PRE.1 Preparative procedures
Life-cycle support ALC_CMC.1 Labelling of the TOE
ALC_CMS.1 TOE CM coverage
Tests Independent testing -
ATE_IND.1
Conformance
Vulnerability AVA_VAN.1 Vulnerability survey
assessment

NoNEFIITARIIZHERIRT SR, Z/NROTLFIITAR-AFA VDK BEDORESNS B
BLAIVCEINTSCE, TOE [CHITHERRROCF 1) T MERSN TSN, 1D TOE B H0fff
EICRE TR EERINTBIETHD,

6.4. tF1UT1EHEH (Security Requirement Rationale)
6.4.1. &kFHDREE (Dependencies of Security Functional Requirements)

TFIVFHERREHMREFELCV IR S . SITRFRFREE R UGV REEHL . IRTFEFRNE
TSN BCTHREN BV RBLE . Table 18 (SRR T B,
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Table 18 t¥1T(HEEEHIVR—% rOIKTE

BEEEHEIVR—2VE KEHOBEZEHIVR—RV
KEHEBRRLTLVG | TR
BEUHSLUVEHRAT PP THESNTWSEH NEHEZOE L
FAU_GEN.1 FPT_STM.1 - OK
BEETHERK
FAU_GEN.2 FAU_GEN.1 - OK
FIREH AN FROREERT FIA_UID.1
FAU_STG_EXT.1 FAU_GEN.1 - OK
YiaR : SV ERBE & R B4R FTP_ITC.1
FCS_CKM.1(a) [FCS_COP.1(b) Fkld - OK
&2 R (JExTRRER ) FCS_COP.1(i)]
FCS_CKM_EXT.4
FAU_SAR.1 FAU_GEN.1 - OK
BE&ELE1-
FAU_SAR.2 FAU_SAR.1 - OK
REBEELE1I—
FAU_STG.1 FAU_GEN.1 - OK
RESNTZEE B AL BME K
FAU_STG.4 FAU_STG.1 - OK
BEET-IEXOFLE
FCS_CKM.1(b) [FCS_COP.1(a) Fl& - OK
BEERAR(IFAEER) FCS_COP.1(d) #F#=l&
FCS_COP.1(e) I
FCS_COP.1(f) (&
FCS_COP.1(g) #F#=l&
FCS_COP.1(h)]
FCS_CKM_EXT.4
FCS_RBG_EXT.1
FCS_CKM.4 [FCS_CKM.1(a) - OK
& BRI $%(% FCS_CKM.1(b)]
FCS_CKM_EXT.4 [FCS_CKM.1(a) F(& - OK
YRIE R S R OWE FCS_CKM.1(b)]
FCS_CKM.4
FCS_COP.1(a) FCS_CKM.1(b) - OK
BRI MBERE St 8% ) | FCS_CKM_EXT.4
FCS_COP.1(b) FCS_CKM.1(a) - OK
BESIRE(BRERREL) FCS_CKM_EXT.4
FCS_COP.1(c) 1L - OK
ESRE(\VWYATITUXL)
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BEEEHEIVR—2RVE KEHOBEZEHIVR—RV
KEMERELTUVE | TRH
EHBSLUEHRBTH PP THESNTL\SEH NEHEZOE Lt
FCS_COP.1(d) CS_CKM.1(b) : OK
E5121E (AES T—AmES1E 18 | FCS_CKM_EXT.4
)
FCS_COP.1(f) CS_CKM.1(b) - OK
BB 1R1F (B S1k) FCS_CKM_EXT.4
FCS_COP.1(g) CS_CKM.1(b) _ oK
BEEIRE(BMT)N\Y 1 AvE— YRR | FCS_CKM_EXT.4
H13)
FCS_HTTPS_EXT.1 FCS_TLS_EXT.1 - OK
YLk FEIRSNTZ HTTPS
FCS_KYC_EXT.1 [FCS_COP.1(e) F=l& - OK
Vhsk - BFTMY FCS_SMC_EXT.1 =l
FCS_COP.1(i) i3
FCS_KDF_EXT.1
RV F(2
FCS_COP.1(f)]
FCS_RBG_EXT.1 L -
Pk BB 1RE (BLEE Y FERK)
FCS_TLS_EXT.1 FCS_CKM.1(a) - OK
HE3E SEIRENE TLS FCS_COP.1(a)
FCS_COP.1(b)
FCS_COP.1(c)
FCS_COP.1(g)
FCS_RBG_EXT.1
FDP_ACC.1 FDP_ACF.1 - OK
By b 7Ot A%
FDP_ACF.1 FDP_ACC.1 - OK
tFXIUTBHEICED 7O AGIE | FMT_MSA.3
FDP_DSK_EXT.1 FCS_COP.1(d) - OK
iR TAAD LT —H{RE
FDP_FXS_EXT.1 BL -
YE5R: I7D A5 Bl
FDP_RIP.1(a) 1L -
7ty MAFIERIRE
FIA_AFL.1 FIA_UAU.1 - OK
SRR R BBF DERD IR L
FIA_ATD.1 L -
FRAERMHER
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HWEEEHIVR—-RVE EREFHEOBEZEHIVR—2RVF
KEEEERRELCVE | TR
EHBSUEHL PP THESNTIVEH NEHEZOE L

FIA_PMG_EXT.1 iU -
Yask: \AD— FEE
FIA_UAU.1 FIA_UID.1 - oK
SREIDRAZIVY
FIA_UAU.7 FIA_UAU.1 - oK
RESNTZT71—FN\WD
FIA_UID.1 iU -
BADRLIVY
FIA_USB.1 FIA_ATD.1 - oK
FRAE-HIIIDMES
FMT_MOF.1 FMT_SMF.1 - oK
LHITAHEREDSZEVDEE | FMT_SMR.1
FMT_MSA.1 FDP_ACC.1 - oK
tF1 T BHOEE FMT_SMF.1

FMT_SMR.1
FMT_MSA.3 FMT_MSA.1 - oK
BB FMT_SMR.1
FMT_MTD.1 FMT_SMF.1 - oK
TSF F—h0&EE FMT_SMR.1
FMT_SMF.1 iU -
BIEHEEDRE
FMT_SMR.1 FIA_UID.1 - oK
tFaUT11&E)
FPT_KYP_EXT.1 iU -
Yk BRUBMEORE
FPT_SKP_EXT.1 iU -
Y5k : TSF T—H0DRE
FPT_STM.1 iU -
SEEIMLARVT
FPT_TST_EXT.1 iU -
53E:TSF T+
FPT_TUD_EXT.1 FCS_COP.1(b) - oK
YhER S EEETYIT— b FCS_COP.1(c)
FTA_SSL.3 iU -
TSF 2B LZRT
FTP_ITC.1 [FCS_IPSEC_EXT.1. - oK
TSF RIS 8EF vl F72(4 FCS_TLS_EXT.1.

F72(d FCS_SSH_EXT.1.
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BEZEHIVR—2RVE

REFEOBBEEHIVR—KD b

=EE/AGFERER)

F7zI3 FCS_TLS_EXT.1.
F7zld FCS_SSH_EXT.1,
F7zIF FCS_HTTPS_EXT.1]

EEEEZHEELTVGE | TR
BEUBIUEHAT PP THESNTI\OEH NEHEZOE St

FzIF FCS_HTTPS_EXT.1]
FTP_TRP.1(a) [FCS_IPSEC_EXT.1, - OK
SEE\A(EEER) F7zI3 FCS_TLS_EXT.1.

F7zI3 FCS_SSH_EXT.1,

F7z[d FCS_HTTPS_EXT.1]
FTP_TRP.1(b) [FCS_IPSEC_EXT.1, - OK

6.4.2. tX1VT(RIEEHIEM (Security Assurance Requirements Rationale)

NoDEFIUVTARIEEHEERT BRI, R/NMROCFLITAR-AFI VB K BEDEESNDE
BLAVCEINTSCE, TOE [CHITERRROCF 1) T HERSN TSN, 12 TOE B H0ff
EICRETVBEERINTBETHSD, PP DHLPBECAICHBIRIETITIET1 > EF21UT/REE
EHEERT SHNBREGHAFEICOVTOREDOH M4V AR ETIEHICERASN TS,
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TOE E£31t4% (TOE Summary Specification)
AETIL, TOE HMBHT 3 LF1UTSEED BRIV TRRT 3,

1.1. tT¥1Ur1#8E (Security Functions)
Table 19 (CTOE tFal)F1#REC X 1T HEBEEH DR S ETT,
AECERBATS TOE b 1T #8E(L 6.1 FilCEERSNZ CF 1T HBEEHERT=TEDTH D,
Table 19 TOE t¥al)T1#aet X1 T4 BEE H DXt IS B &R
tFa1UT #EE
b
R
=
o 4
| T
D
™ 4
i il ¥ | e
it $ ~ I
~ & ~ il 2 o ~
Ik E TN fi) il i ~ -
i oD < oD 'Il;bl == [’E! mn ik
3 H N H L b = I
B | 4 | o | 4 | o | L |
SFRs i N ~ N il ik iy a =<
FAU_GEN.1 v
FAU_GEN.2 4
FAU_STG_EXT.1 v
FAU_SAR.1 v
FAU_SAR.2 4
FAU_STG.1 v
FAU_STG.4 v
FCS_CKM.1(a) v
FCS_CKM.1(b) v
FCS_CKM.4 4
FCS_CKM_EXT.4 4
FCS_COP.1(a) v
FCS_COP.1(b1) 4
FCS_COP.1(b2) v
FCS_COP.1(c1) v
FCS_COP.1(c2) v
FCS_COP.1(d) v
FCS_COP.1(f) v
- 61 -

Copyright®2022 by FUJIFILM Business Innovation Corp.



Xerox Versalink B7135/B7130/B7125 z¥1//718—vF

tXaUTHEE
B
R
S
[
& H
|| &=
L U
A fﬁﬂﬂl
A =
ai il ¥ | s
i _ fn ~ Ia)
~ $ ~ = o ~
I~ ® I~ b iy o A ~
g o K o0 'Il;bl .EIE:II.I IIE! ™ ik
2 M N H B = b = A
B | & | o | & | o | L |
SFRs i N [ N JIE ik JIE a =
FCS_COP.1(g) v
FCS_HTTPS_EXT.1 v
FCS_KYC_EXT.1 v
FCS_RBG_EXT.1 v v
FCS_TLS_EXT.1 v
FDP_ACC.1 v
FDP_ACF.1 v
FDP_DSK_EXT.1 v
FDP_FXS_EXT.1 v
FDP_RIP.1(a) v
FIA_AFL.1 v
FIA_ATD.1 v
FIA_PMG_EXT.1 v
FIA_UAU.1 v
FIA_UAU.7 v
FIA_UID.1 v
FIA_USB.1 v
FMT_MOF.1 v
FMT_MSA.1 v
FMT_MSA.3 v
FMT_MTD.1 v v
FMT_SMF.1 v v
FMT_SMR.1 v
FPT_KYP_EXT.1 v
FPT_SKP_EXT.1 v
FPT_STM.1 v
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¥1)T1H8EE
E
R
=
o
o
] o
o
L mﬂm
> 4
al i RS
4 _ | fw X | D
~ § ~ BE ~ o ~<
Ik E TN fi) oe i ~ -
T o K o0 'Il;bl .Eﬂ. [’E! ™ ik
- B B B B T - Mmoo > | w
B | & | o | & | o | L |
SFRs i N N o ME | ik | HE a =<
FPT_TST_EXT.1 v
FPT_TUD_EXT.1 v
FTA_SSL.3 v
FTP_ITC.1 v
FTP_TRP.1(a) v
FTP_TRP.1(b) v
1.1.1. FAIERE

HEAI SR EE(L . BFRI SN E ORI BT (FIC MFD OHRERE AT RHEREF- B30T, B1E
N2, FIRFEDS470 D Web UI(*)hb1—H—ID E1—H—NAD—Fe A AESETHE BRI TS
BEETHD,

MFD [CE SN TV SFIRBEFERZERLUT, HAIFEEEIT,

(*): FAEBEDF17V PC D Web T35 %4 Uiz MFD Y —)\#kE, 2 & £, TEmbedded Web
Server |ELWEMTIRESNEN . KECHVTEIARIFLIE, Web UI EFES,

(1) FIA_AFL.1 Authentication failure handling (FREE&EXFEDERDHRLY)
TOE [FFIAEN TOE AFPDEATBHIIC. FIAFORIEZ1TOMN., SR TR OFRRE K BT It
BEEIRIELTLVS,
FRABEOARAREILICHIIRREAAMERE L., PO AEBEFH THRESNTIBEE (1~ 10 [E)
D:EFTKITET D, B ABORAERIICBEILTIE. TOE OERUIE/ BRAFTRZIFFTE
133,

(B8:&E9 % TSFI]
BENRRIDERRE
Web UI D RI525
SHEEEEY N
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(2) FIA_ATD.1 User attribute definition FIfEBHES
FIA_USB.1 User-subject binding FIRZE-HJIIHMES
TOE BFIAEICR LT, 1—H—ID £ZENZRBMHELTER L., ENLEHAIFRIELZFIAEICKL
TEINHI3,

(FIA_ATD.1 [CEd&E ¥ % TSFI]
Web UI OEHE##E
[FIA_USB.1 [CE8:&Y % TSFI]
BRI DHE R ERE

Web UI D525
HEREEY—N

(3) FIA_PMG_EXT.1 Password Management /SA7—RE&EE
TOE [(CHWVT., M EEED/\AD— FEER ., FLEXRAZBIAOF AEZHZ-EEHDIRAT—F
. LTOXFOEABENDETHERTSENTES,
NAT— RICIEE ATRE 3CF:
PIVITPRYPDRXFENXF BF . RURDFFHRXF
(17, @7, C#7, Y$T, “o%%T, AT, R, R (R, ), " (space)”, N, T N N

AR A\UIA\Y NN N/ A \ U / A \ W/ 4 \\<II A\Y ” \\>II \\?II nwraw \\¥II A\ W/ A\Y /720 \ NN/ SN\ A\Y \\|II A\Y ” \\ II)
root rotror = rot I [A—

F. VATLEBREIRLIIAD-FREE 0~63 X%@%ﬁl&lt&m?éhtb\t%éo
TOE (FCDERFEICLD 15 XFL EICRETRENTES,

(BEY % TSFI]
Web UI OEERERE

(4) FIA_UAU.1 Timing of authentication ERFEDR1IVY.
FIA_UID.1 Timing of identification EAIDA1IVY

TOE BFIAZEDEARIAXELT. KRR AKX EYR— M3,
HAEREEEE R SNBM VAT — AL B1ESRIL. FIRE DA77 bD Web 50, S EREEE
-1\ 3 BENHD.
BAENRIV FIAEDZM17Y b Web J59HTld, MFD BEEEDIRVEREFRI T B HIIC, ID &/TAD
—REAASET, ADENE ID ENAT—FHY, TOE [CEFSNTVSFIAEFERE—HTI "
1LY %,
BEET-NTE. VATLEEEZD ID &£/\AT— FZiEik Uiz PowerShell 207 bedHoh U &R
L. BE&Y—/\ETZD PowerShell 20)7 232179 %, PowerShell 207 ba3E1793CEICE
N, BE&ZHY—)\h5 TOE [C https 7OV ET ID E/SAT—EAEESN ., TOE (FZELE ID &N
AD—RICEDEH AR EEITT 5.
AR EE R EINB M UAT1—ADEREE(FIA_UAU.1) & AI(FIA_UID. 1) (X EBFICEITSN.,
#A - RN AN R LIzRs DA RIENEFRI SN S,
D347V PC DTV —ES54)82LD Secure Print (&, UV bF—RICfF 58035 ID (CLD. 3
BDHTHNS,
NREFEN LD FAX DZEICOLTIE, TOE (&, HBAIFREIETIC. FAX T—3%2{ET 3,
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(BH:&E 92 TSFI)
BIENRIVOBRIERE
Web UI DOz AIFE5
TIUR— R4
HEREEEY N
NREFEEIER

(5) FIA_UAU.7 Protected authentication feedback {RESNERIIT1—F/\wD
TOE (21— —EBEERF(Z. /SAD— RERTEDHIC, SAT— RELTA DSNEXFHERBDIELX
="@ (bullet) "%, ##4E/ IR Web J5IH(CR RS DHEEHIZILT S,

(B8 ¥ % TSFI]
**«Elﬁ*)l/@ngtg” Aty I:l
Web UI Dz AIERE

(6) FTA_SSL.3 TSF-initiated termination TSF #ZEHCL3&T
TOE (& Web 7504hn Web UI [C—EBEE(1~240 2 THRERTHE) D7 AN E MG E(EA
D4y (ERFIyYay) a7 VBRI ZERT S,
FARENRIDO—ERFREI(10~900 M TERERATRE ) DIRENEIMEE (. BIEIRIVDEREND
D7 SNRELEENR S,
TVOR—=RIANEDEYIaVIRFHET. 7)Y MOERDBEZLLICEYIaVER T T,

(BE:&E9 % TSFI]
BENRILOHRIERE
Web UI @ugi%”ub ]

1.1.2. tF¥1)T4EE

IV TAEEMEER. YVATLEEECLSRECHEL, TN'CG) TOE FAEICHULT, L\, EM. &
DEIBEEEATIINEVIFER (BIZIE, - -1/, EEPEREERLLE) Z. BT 7HD
HREEIRIT S,

(1) FAU_GEN.1 Audit data generation (BE&ET—34%R)
FAU_GEN.2 User identity association (FIF &5 1EHROBEER ()
TOE (. Y370 T ORI AEDERNRIIDRK. AR SN AECLIEEREEDOF AL
E.Table 20 [CRTEEXMRDEBRIONT, BEEOVERHRT . FLREET A ERH
OB, EROER . BRE5IFRUVEFRAE (ATRETHNG) . BLUEROBRIDHEIN

%o
TOE BEBRINEENZEREEENTELTCEERTSFC. TDRE R IFIAE OB HH
(CREE TR LTS,
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[F8:&9 % TSFI]

BENRIVDOFERIFRE

Web UI Oz AIERE

TIVR—RFAN

BIENRIIOE R

Web UI OEEHEEE

BIRINY

BENRIIOIE-HERE. TV MERE. AFvUEE. J7DABERE. 77D AZEXE DRI EE
BAENRIOYITIRE - BEDR THAE

Web UI Y37 iK5E - BEDR RERE

SEREEEY N
Web UI ®77—L7177v77T— Mk
ANREIEER
Table 20 EEOJDEEHMA
HBEER RRINIEEERE EESRFM
BB REDICEIER T System Status/ Started
normally (cold boot),
System Status/ Started
normally (warm boot),
Shutdown requested
VEPIOL g Job Status/ Completed, Print
Job Status/ Canceled by Copy
User Scan
Fax
Mailbox
R FRE R R ER Login/ Failed
FIRE A KK (Invalid UserID),
(#4E) %IV, Web UL, Login/ Failed
EY—)1\hb) (Invalid Password)
F A& K B Job Status/ Print /Aborted
(COVELXIAY!
EEREREDF A Device Settings/ View
Security Setting
Device Settings/ Change
Security Setting
Device Settings/ Edit User
[ZEESNZEHELTID”,
“Password”, “Name”h's2&<
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ns]

Device Settings/ Add User
Device Settings/ Delete
User

Device Config/ Software
Audit Policy/ Audit Log/

Enable,
Audit Policy/ Audit Log/
Disable
"EID—ERCTHDFIAEY | Device Settings/ Edit User
W—TDHRZE
[ZEESNLEEMHELT Role"
FLERENB]
BZINZEE Device Settings/ Adjust
Time
YOIV DK Communication/ Trusted Failed
(TLS) Communication [0, BIEFE. KD

MY R7F]

(2) FAU_SAR.1 Audit review (BE&ELE1—)
VATLEEE(T, Web UL TOYM V. Web UI hoMDI24EICED . TOE RERICERFESNLEIAT
DEENT&HMHHTENTED,
EENJRATRUINDTEA R I7MILELTAIYO—- FanNd, EEOV EAIYO0- T 35E(E. TLS
BENMDITHEEINTVILENDHDS,

(BH&E9 % TSFI]
Web UI OEE#RE

(3) FAU_SAR.2 Restricted audit review ([REEZELE1-)
TOE MERICREFSNLEEOTOFH H UKEER . RSN Y ATLEBEDHICRESND,
F . BEBEOTADOTPDEAL, Web UL OHEFARRET. I&IENRILDDPIEAT B EFHEL LY,

(BHE¥ % TSFI]
Web UI OE ke

(4) FAU_STG.1 Protected audit trail storage ({RFEESNESEEFEHA)
TOE MERCRFSNLEEOIANDTILE AR, Fid H UHREDH THD . BlRRH LB IEHRER T
L0, SNICED. BEENT DR ELHIBRERENHIRESN TS,

(BHE¥ % TSFI]
Web UI OEEHERE
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(5) FAU_STG.4 Prevention of audit data loss (B&T—44E%&DMHLL)
TOE REBICRFSNLEEDVE. &K 15,000 HERETIENH KD BEEOTHERFICE-
EHE . RbEGRRSNEEET A LEEELT HLLWEEDTNMBEL TR EREEERENS,

(B8:&E9 % TSFI]

BENRRIDERFRE

Web UI Di#RI525

TIVB— R4

BENRRIOEEAE

Web UI O EEEERE

BIRRAY

BAENRRILOIE—HEEE. T MERE. v UHSEE. 7D ABEEE. J7D AZE X EDHIRIHEE
BENRIIDIITIREE - BEDR RHERE
Web UI O J374KEE - BED R RHLEE
SHEREEEH— N

Web UI O77—LI177y7T— MEEE

DR EIE AR

(6) FAU_STG_EXT.1 Extended: External Audit Trail Storage #}&RESZ EEBAHEHA
TOE BEEEY— )\ oEBEOTORBEREZ(THE. TOE (LEFSNTVSLEENT 27X YN
DTFANTFAIVELT BEEY—)\NEH T, EEY— )/ INEHTHME. TLS/HTTPS JOMILT
E51EENd, EEOTDEL ., BREASNEIATLEEEDHICRESND,
TOE RERC— B REFESNIEEOTRROIANY MORKXEHE. RAEHEZBULEOEEG.
(5) FAU_STG.4 [Z3ik&n 3,

(R8:&9 % TSFI]
HEREEEY N

(7) FPT_STM.1 Reliable time stamps S{E#EAM1 LAY T
ERNLEERRBEREEEOTELTCEREHR T 0T, TOE 5o TL\S IOV IHEEEICL D1 LA
RUTERITT IR ZIRIT S,

BETORELEIE FMT_MTD. 1 [CENVATLEBEDH NI RETHD.

(BH:&E9 % TSFI]
FAU_GEN.1, FAU_GEN.2 ORS:&E TSFI [C#7°%

1.1.3. FPORAHIE

A FREEN B LICH B OB W T LD REZE AT REC T3S, TSF (CP VLT 1 V871 ALl
FIRTTREICIIBHBEN RIS, 212U, TUVA— ST, BRI DA TEREHIITONG L,
a) AKIEESRIVTHIEISN S AR
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JE—#&8E. J7DABBEGEIE). AFvUBEE. TUY MERE(Y). BIREBO R R, Y3 KEE- B
FEDFRTHEE. £18 TOE RET DS/ R EHEE(VATLEEEDH)

(*): 7YUB— R34 )VTD Secure Print OFFENFHTHN. FRELLZVNEEIFENRIESNE,
Fz. ENRIBFICIRESRIV TR D ELER D,

b) Web UI THilfEEN2HEEE
HHIREOR TR, VaREE-BEOR T EE. TOE RET—IDS B/ EMEE(VATLERE
BEOH) . 77— L0177y T— MEEE (O ATLEBEEDH)

c) FRABIFMTIIDTIVE— 4 NEERT M4
FMAELNFIABEDSMI 7Y MO UE— RS54 )8T Secure Print #5%E LITIREETTUY MERE
33&. MFD 31— —1D O#AN K LIS EICOH ZIET—3EEY by T T —RICE# (T
yh—=X)LTA—Y—ID CEDRERURY MICETET D,

(1) FDP_ACC.1 Subset access control %7ty 70t 2%

FDP_ACF.1 Security attribute based access control tFiYUr4EHICLD 70T AH
TOE (. Table 11, Table 12 [CfEL\, BIEEAREEED VITEXET-ADT7I L AFIEHES L
3, L. XERD()HND note Mi2ik(& Table 11, Table 12 @ note #8BLTL\3,
BEREEXRBETHEONIXET YT}, EHEETRB LRI AZEES—FT—ELTEING T3,
XET-AOEE. REL. A —F—EINERT N TED, XETADHIBRE . A —F—F(&
VATLEBENERT SN TED, TV, I7DAREOERXETIOEEEICLSHIFR
(&. On Demand Overwrite #8EICLOTOHEMRT BN TED, JaTOBEER. 7—F—. YA
TLEBEFZE—RAABENERETIENTED, VaTDHIBRE. 7—F—FERB VAT LEEE
NEETZENTED,

ERELIPDAZERIE., VATLEBEL TN Fro LU, HIBRTEENTES, D317V PChb
ZERPOT-AE. A—F—FLRBIATLEBENFvIEILL., BIRRTEIENTES,
REESNTWVEWRIAREICLOTIFM7Y b PCHoIRASNE TV FTF—ARICE ., FIFEZREYT
BzHD1—Y—ID h'EFN5. (condition 1)

TV MEREICHIB VaTmMAER. VUM —8ICEFNE 1Y —ID [Cd>THESENS. (note
1)

AFvUBEEE JE—#EE. D7D AR EHEEICHTD V3T R, BENRIUIOT MY LIz 21— —1D 5,
FDA—F—ELTEINDITHNS, (note 2)

TPIAZIERDIITE, I7DAZELVTRESNSIPIAZET A& VATLEBEN A —F—&
LT&EINDFnN 3, (note 3)

TPHAREN V3T 6T —A% TOE S niioN 37, TOE DFIAFETHZININOI—F—+. 77
DAZIEDVITELUVT KT HEFTELLY, (note 4)

TVU MERE, 77D AR ERREICINEESN ENET A ZHRE T IR HING L, AT vtk
BE. AE—BEBE. JPDAEEREECINERINEXET G A—F—DOH EFE ([RFFEM) ATEET
H%.

UV MERE. 2AFvURERE. JE—HEE. D7D AEEHEE. TPV AR ERBEOR B YT EHETIH
REIFIRE SN,

(B8:E 3% TSFI]
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T)R—=FF4N

BENRIIOIE-HERE. TV MERE. AFvUEE. J7DABERE. 77D AZEXE DRI EE
BENRIIND YT IKEE - B DR RHERE

Web UI ® On Demand Overwrite ##E

Web UI O J374KEE - EED R RHLEE

AREBEFEEIR

1.1.4. tF¥1)T1EHE

(1) FMT_MOF.1 Management of security functions behavior tFaJT(#EEDH3FL\D
&
FMT_MTD.1 Management of TSF data TSF F—ANEE
FMT_SMF.1 Specification of Management Functions &EEH#REDETE
FMT_MSA.1 Management of security attributes tFi1UT1BHEDEE
FMT_MSA.3 Static attribute initialization F#EIEMSE#IHAE
FMT_SMR.1 Security roles t¥a1)T1 D& E|
TOE 3 AIEFREESNE Y AT LEEEZEDHIC, T&E Table 21 [T5RY TOE ¥ 1UT(#%REICEA R
TREFL)TAEEBBEEDSRERTE R, BLURHEEDFHMERZRE TSI —10871—
AziRHT S,
F, BAREN L —RFIAEIESONRAT—-REREDHAIHETHD,
CNHODBEREICED, BRENZ X1V T EEBEEZTIRIE TS,
TOE (&, Table 11 Table 12 [CfEL), BEEKREEETIRNONSG JaTEXET OB EHANE
HWOT I MEEL T, BRETEB LRI AEHAIERERT TS, 55M(E. 17.1.3. 7OEAH
f#1 (1) FDP_ACC.1 Subset access control 47ty 7ot 2%l{# FDP_ACF.1 Security
attribute based access control t¥1)T/BHICLBTHEAFIEIZSEBOIL,
TOE (I, M EEE . SA. VATLEBRE  — KA AEORINZEL LR AECEEMT. TnE
I3,
TOE (&, #IAEZBNCEALEF )T BHEDT 74 MEELT, — i FIRAEBEZRET D,

[FMT_MOF.1. FMT_MSA.1, FMT_SMR.1 [CES#E T % TSFI]
Web Ul O EEEERE

[FMT_MTD.1. FMT_SMF.1 (CESE T3 TSFI)
BESRILDEIEBLAE

Web Ul O EEEERE

Web UI O77— L9777 T— MéRE
[FMT_MSA.3 [CB83ET S TSFI)
TUUB—FSAN

Web Ul OEE#AE

BAESRINOIE—EEE. v UBEEE. J7D AR EE
AREBEEEIR
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Table 21 t¥1UT/(EEEAELIZER fEL UL

t¥1)FEEIER BRI Web UI
N=FTA2DNDLEEHEHEDRTEESRL. BN/ EDORTE - v
175
FAZE/MREEEORIXRRICLIZPILAERREESHL. - v
B/ EERIROREEITI
EHEEED) AV -FOREETY: BHEEEDH T - v
FIREDERK. ID DS, BIFR. 5LV )IAD-FOREEITI. & - v

L MAFEICENATREZSRU. SA REIFE—E&F AE
RENCEETS,

1—HY—1IAT-ROTR/DXFHFIRESRBUEREET -
BIET RS LEEDREESR L. A3/ BEDHLUHMAFER -
DEEEIT
TLS B—)\GIRAENREESRBL. /ER/EH DR EEITI. -
BRI FRAI R RE DR EES B L, KRR/ BN EEITD -
Secure Print #EEDEREZS R L. BE/HRIOZREZITD -
BT, BRIESRUEREZIT v
BEeTAMEREDREESRL. A3/ BENDOEREEITD -
7= L1777 T — MEREDREESEL. AR/ BENDEEE -
15
A= FOU7HERE GRERILB LU Web UI) DS REERTE -
LR— M ADZREESRL, VATLEEERE/FRAEDHRE -
115
NARR—IVIZ7IEEHIB#EEED S BER EETHOBEEDE 3/ - v
BN /RFINAT—F)
XTI EERENEREEZSB LAY/ EUNDEREETI) -
On Demand Overwrite 8D EZSHR L. B/ BEHH L - v
UHBIRREFZIDERE Z1TD

<

AN

AN RN N NI NI

<

AN

AN

(2) FPT_SKP_EXT.1 Protection of TSF Data TSF 7—AM{R#E
TOE (3. #2#5 5 #(KEK: Key Encryption Key)#¥3X T NVRAM2 [LIRFT 1. TATOF
RAFECRLT, CORSREFRHETEHDIUITI— AR ELTVEL, 2. NVRAM2 RlEAED
(FEINTLBERIE. AL—I% B RIELEER TG,
ARL—UrEE##(DEK: Data Encryption Key)(d. £52®M KEK T AES-CBC AR THES1EL
T.NVRAM1 RU HDD IZ{&7F9 3. HDD ([CR7ET % DEK ORRIF/N\WHO7yTITHD,
TOE O#2EIFF. NVRAML [CRFSNZEELSNEA N — IS S HE. NVRAM2 [CHDRRIFE
BTHEBILIN. BEDEFEXDIKET DRAM [CRFSND,
L. IRTOFAZCK LT, TOE (&, DRAM [CRFSNLEEXDA N - I EREZHETA
RI1-ATRBEL TG, Fo. DRAM [CIRFSNTVSEXDAMN U S RIE, BRZEET
CEICENIEESND,
TLS BIEFICFEATIMERFNZOIAEG. 7.1.6 (15)DHEBICEINES{ESNIKEET
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NVRAM1 [CRFSN., TATOFIAEFICH L THERZHRH H T U271 — ARREL TG,
BEICHASIND TLS tyvaVv#E R U TLS EC Diffie-Hellman #ZE(ZE3X T DRAM ([CIREF
SNBN, TATOFAEICH LT, TOE (&, DRAM [CRBESNEEXD LY VAV BERALETA A
JI1—ATRBEL TG, Fo. DRAM [CRFSNTVDEXD YAV #F, BREELTCECLD
BEND,

(BS5&E9 3% TSFI]
#IZRL

1.1.5. SE#ELER

(1) FPT_TST_EXT.1 TSF testing TSF FAk
TSF (& Controller ROM & Fax ROM D220 77— LII7ICENETRSNTHEN., Nn2 20 T7—
LUI7DSEEMERIITRECLD, TSF OIEESERRIIT S,
TOE (3. #2&)E5(C Controller ROM (& 4byte DF 19D L,
Fax ROM (I 2byte OF v 4 LEEH E LR ENEE—HT 20 &AL, EFBRFIEE/RIVICT
I—ERRUEHFEZELLTS, . DRBGICEALT [1]11.3 [CRBEFEDAIATAIEEITL. TAL
NERBUZSB S MEENRICIS- 2R RLEBZF LTS, 55 DRBG OfL#k(E 7.1.6 TR,

(BH&9 % TSFI]
BIRNIY

(2) FPT_TUD_EXT.1 Trusted Update Z{E#E7vFF—h

FMT_MTD.1 Management of TSF data TSF F—A20&EE

FMT_SMF.1 Specification of Management Functions EE#EEDYEE
VATLEBER ARENRIDODBRIECIN ARENRIV ETHEBDOI7— LI 7N — D3V e
FBIBIIENTED, Tz, WEEERTEVA NI FH NI LI THIEEN D TOE 21T % 77—
LO17DN—-J3v RT3 e TES,
Fz, ANV ATLEBEOH N, VATLEBEEDS47>V O Web UI Hio., Controller
ROM, Fax ROM &)\ —J Ui\ +)774 )% TOE (SEETBEICED. T7— L1 7% 7V T T
—FFBIENTES,
TOE F. YATLEEEIZM7V D Web UL hoEESNET7—LII7 &L\ 1TII7M )V 2%
BT3E. )MFIITPANICHRASNIZEFERERIEL. #REEICKRBULEIGE S}, PyT7— Merik
U BRENRIVCIS—BHULTELT S, NMFITPMIUH ESNTVBSEFERIE. NMMFTII771)
# SHA-256 T/\v 1Lz \vYa1lEZ# K 2048bit D ZHE THES 1L L7z RSASSA-PKCS1-
v1.5 AX®D RSA TUINELTHD, SOTERIEDFIBER ., 1)\ FUTPMIUSRAFSNEEFE
L777— L1 7EARRIIA RSA ARBICTES. 2))\M1F)I774)l%& SHA-256 T/\w¥a, 3)
EEHREN\YVUEZLERL, —BINIEREERY . F—HTHNEHRIAIRKRERS,

[FPT_TUD_EXT.1 CE8E9 % TSFI)
BENRINDI7— LI 7 N—J3a FESR
Web UI ®77— L0177y 77— MMRE
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[FMT _MTD.1.FMT_SMF.1 ([CE8:ET 3 TSFI)
Web Ul O77—LI177v7T— MEE

1.1.6. T—HEES1E

(1) FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys) FES#4
B (GEXFREEF)
TOE (3 TLS iE BB {ENHEFE L (EC Diffie-Hellman) TRV IERTRRELT, [2]ICEEEHDIE
MehiSREAD, FEAMBEOER A AL, [3]15.6.1.2.2 U [2]Appendix B.4.2 (C#
5, TLS EC Diffie-Hellman #Z{E(Z. Linux ®/dev/random Mok E%EY— KT 3(14)IC
SCE (D AES-256 CTR DRBG THRUEELEITHD . FBMBR#FRELT [2]Appendix.D [CEE &,
0 P-256, P-384, P-521 #HR—kL, TLS 2TV I—Yav@ETHHETZ—DOhiRES,

TOE (3 TLS H—/)\GEBAZE(CRIAT2IEMHEEL T, [2]ICEREHDFEMBRIRE. L LA, [4]IC
S2EHM RSA #BEA WS, CNHDIER TR Web Ul oD 1—H—18 R TEREIND, FEABRIR
BOEMA AT [3]5.6.1.2.2 RU [2]Appendix B.4.2 (ZHE5, RSA #(3 [4]6.3.1.3 &0
ERFECH, ZORTEONIRLHIE [2]10 B.3.3 ([CENE/MSNS, EABRELT
[2]Appendix.D [Z32#0 P-256. P-384. P-521 %, RSA ##E£LT 2048bit. 3072bit &4
iR— kL. Web UL hodl—H—H0IND—2FEELTERKIETRT D, T, REUREOEL R AE K
(21X (14)ICEEE D AES-256 CTR DRBG ZzH L%,

ERROBRERICHNT, TOE FADILRDPRBORERGL,

(B8:&9 % TSFI]

Web UI Dz AIERE

TIVB— RS54

Web UI O EEEERE
BENRRIDOAT R RE

Web UI O J374KEE - BED R RHEEE
SHEREEEH— N

Web UI O77— L2177y 7T— MEEE

(2) FCS_CKM.1(b) Cryptographic Key Generation (symmetric keys) KES 84 K
(RIFEEA)

TOE FAM -V BRRUSEBEEENTYYAVRELT. TEOEY MIDELEZRALVS, BiK
BIICIZ. AFL—UBEES8(DEK: Data Encryption Key)® 256 £+, DEK &5t 376D
ErE S8 (KEK: Key Encryption Key)® 256 Bk, TLS tyYavBOIAR—ELTRIVI—
DAV TRE VS ARICIEUT 128-256 EVMEENENER T, BELEIL(14)(CFEED AES-
256 CTR DRBG T4 /9%, iH. 20 DRBG HIFUHENZ DI, (12)[CREBLERTFIAVUE
AR, R TLS BEEYIaVFRRRTHD,

(B8:&9 3 TSFI]
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Web UI O 5523

TVUBR—FAN

Web UI O EEEERE

BIRRAY

BENRRIVDAT v HERE

Web UI O J374KEE - BED R RHEEE
SHEREEEY—N

Web Ul O77—LD177y7T— Mg

(3) FCS_CKM.4 Cryptographic key destruction &S 3E
FCS_CKM_EXT.4 Cryptographic Key Material Destruction S84 0OMKE
TOE REXREINZIBEBRUBMEEREICH LA THETSE(*), TOE [CEXREFESNDHE
RUBMHEEDWHEESEZ Table 22 [TRT , £z, INoDO#E R U BHIFESLEDOEITHIC
RAM EDT—=DABINENIE-SNTRIAENZIN, RAM LOT—4(3 TOE OEREEEHICAE
ERNHEIFREN D,

(F)ARL—URESER(E NVRAM1 R U HDD [CfR#FSN M, (10)([CREEMBEDEE S LS.
AEHORARNET S, Fo. (1)ICEEED TLS —/)\GEBAS(CRIRAT I FRERL, (15)DANZ
ALIEED NVRAML E[CEESIELTREFSNSTLH . REHDHRNET B, T7—LUITPERIRALE
(CAWS BRI, MERE., T5M - MES#E. BSI)T1 L EF1) T4 5 30NN EE S

LBLVESOEREHDR RN THS.

(BH:#E9 % TSFI]

BAENRIDEEKEE
BERNIY

Table 22 FXREINIRRUBRHMOWETE

Ere ]| RiFE WE A ACIEEERH

BERE S 5 NVRAM2 | #1ERIDEEEZEAZ1—-h o TIHHFEROKE
(KEK:Key (CRTIETRELZRE. T—5%(14)C5EH D DRBG T
Encryption Key) ERUEELBT1E EEETS,

THHFAROREICRT LTI AV LOETOT
—HEWBETH_EERKRL, TAMEREESIE
HERN—T1VaVeRILE SR TESTILENG
LVz$h, DEK B U KEK [FFREICB S,

TLS tyvavi RAM TOE OERM CHET S,
TLS EC Diffie- | (i)
Hellman #%Z & TOE (FERMOE A TEMG TLS yYaVvERL

37128 .TLS £y YaviE R U TLS EC Diffie
Hellman #MZEERFEICLS,

- 74 -

Copyright®2022 by FUJIFILM Business Innovation Corp.



Xerox Versalink B7135/B7130/B7125 z¥a1)r14—4"vf

(4) FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
B RE(IMEFS1E B5)
TOE (3 TLS Oxt#rigrg 5 /85ELT [5]ICEEE D CBC £— FR U [6]ICEEEHD GCM E—FD
AES(128bit, 256bit)&HR— 3%, AES (& [7]#EHTHD.

(B8:&E9 % TSFI]

Web UI 051525

TIVUB—ES4)8

Web UI O EEHERE
BENRIVDAF v HERE

Web UI O Ja74KEE - BED R RHEEE
SHEREEEH— N

Web Ul O77— L0177y 7 — MégE

(5) FCS_COP.1(b1) Cryptographic Operation (for signature
generation/verification) EERE(BR%ER.HREL)
TOE 3 77— L0177y 77— FOEIEMEIECHE VT, [2]ICEEHD RSA TIYRIIEREFR— T
%, BRI 2048bit ThHd, BRIA—IYME [2]5.5(F)ICEEH D RSASSA-PKCS1-v1.5(C

w3,

[E8:E9 % TSFI]
Web UI 77— L9177y 77— MEE

(6) FCS_COP.1(b2) Cryptographic Operation (for signature
generation/verification) RES&{E(ZRERK1&EL)

TOE (3 TLS OABFFREE. KU, EFERER/RILICH VT, [2](CEEHD RSA TIIINEE K
UHEABERT YN BRI IGUZE R E R PRI EITY. BH. RSA B R(E 2048bit F7z(3
3072bit. NIST t5Heh#R(Z P256. P384, P521 #HiR— 9%, RSA TURIIERDER T4—
Iy ML [2]5.5(F)ICEEED RSASSA-PKCS1-v1.5 (LD, F. f5AMRT I B L NDE S
A R/HAREER [2]6.4 (X685, Chbld TLS BIERICERERFEOXTVI-Yay, EFELLE
REFICE1-Y—DIEECLD. ENENFEATIE R ARNRES,

(R8:&9 3 TSFI]
Web UI OEEHEEE
BAERINDAF v B HE

(7) FCS_COP.1(c1) Cryptographic operation (Hash Algorithm) &4 (\va7?
WVIYZXL)
TOE (&, 77— L1177V 7 T — FOBEEMRIEREDTI7— LOITP 7Y TT— M A=IF=RD)\y a5t
&(Z SHA256 #FIFAT %, 0D SHA256 /\WYaEEERED RSA ESHERELLETIETE
BRIAERITTS. 55 \WwoaFZIJUZXLIE [8]ICEMT S,
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(B339 % TSFI]
Web Ul O77—LII77v7T— MkRE

(8) FCS_COP.1(c2) Cryptographic operation (Hash Algorithm) BEES#/E()\wYa7?
WYX L)

TOE ($(11)ICE2EOD TLS ICH TG EXAL—IREARD/ \WI1EEIC
SHA1/SHA256/SHA384 #Hh— 3%, BIEICHERATS/\W a7 JVALIEHRFLEDRT VT
—VaAVICEOTRET B, T, TOE (FBEFERER/BRIED)\wYaEHE(IC
SHA256/SHA384/SHA512 &#HiR— L. BRERFFOI-Y—DIEEICLINERTS/\vIa17
WIAVZALHRES B,
TLS [CB(F2 A EA - IR A RDN\Y V1T HEEFEL ERB/ARED/\Y V15t E ML
THNBEHICHEABENEDIENTED, BH. N\va7ITYXLIE [8]IC#HT S,

(F8:&9 % TSFI]

Web UI O 5IERE

TI8— RN

Web UI OEEHEE

BENRIDAF v UHEE

Web UI Y37 iKEE - BEDR RH%EE

SHEREEEY—N

Web UI @77—L7177v77T— Mk

(9) FCS_COP.1(d) Cryptographic operation (AES Data Encryption/Decryption) &
S (AES 7—AEEHL/18ES)

TOE FAML—UREBOEEARELT. [9]ICFEE&EHSNE AES, RU. JOYIREEE—RELT
[10]ICEE&E SNz CBC &HR— 13, 8K 256 EYNTHD, IV BEAN—JDEHAIBEEE
DEK ZTtIcEH T3,

(F8:&¥ % TSFI]

TI)8— RN

BENRIOIE—HEEE. TUY MEBE. AT v HEE. TJ7DABEE. D7D AZIEXXE DRI EE
BAENRIO VI TIRE - BEDR THAE

ANRBEEEIR

(10) FCS_COP.1(f) Cryptographic operation (Key Encryption) BS54 (SBIES
1)
TOE (F(12)ICEE&DED. AL — UGS 1L#EED DEK(256bit)% [9]ICEE&E SNz AES A=K
THEB1ET %, B R(E 256bit THN. JOVIRESE—FIE [10]ICEE&H SN CBC ZHR— T3,
BRI 256 EYRTHB, IV IE(14)CEEED AES-256 CTR DRBG o FELETHS,
(12)ICEBEMED ., AL—URES1E1#EED DEK(256bit) 21551 T2D(E. AL — IS S #FT
AN 13 TOE ¥ EREEIFF THD.
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(R8:&9 3 TSFI]
BIRRAY

(11) FCS_COP.1(g) Cryptographic Operation (for keyed-hash message
authentication) RESEE(BEMT\vIaAvE—IFREE)
TOE (3 TLS [CHFR BT EAVE— IR ARELTUT EYR—FT3,
## K (bit): 160, 256, 384
N\yo1:SHA-1, SHA-256, SHA-384
Avt—IH4 J1AMRE(bit): 160, 256, 384
N7V TVZALIE [11], B EN\Y DAV - IR 7TV L(HMAC)IE [12]IC#ERT B,

(B8:&E9 % TSFI]

Web UI Dz 51525

TIUB—FES4)N

Web Ul NEE#EE
BRI DAF v U EE

Web UI Y37 iKEE - BEDFR RHEEE
HERBEE Y — N

Web Ul O77— L0177y 7 — Mé#E

(12) FCS_KYC_EXT.1 Key Chaining $#F1MY
TOE A FL— YRS 582 (DEK) R U DEK %85S 1b T 370 DRSS 82 (KEK) R F 11T 3,
BE&RMICIE TOE (AN —UREERFIM VNG VEEIRF(BANICIE. TI5EEVREENRF., £t
FBENRINOEBEEA 1o TISHABORECRTIREEUVLROEEIRE)(C(14)IC5EEH
® DRBG T DEK & KEK 4 /L. DEK 1 KEK [2&D(10)ICfE->THEB1EL NVRAML R U
HDD (2, KEK [FF3TREET NVRAM2 (2, ENENRTET S, 2 [E B LUIROREEIRE. NVRAM1
[CEEB{ELTHRFL]Z DEK Z NVRAM2 Mok H Lz KEK T(10)ICRE-TEE T3, K
DEK. KEK &6 256 Py T3, DRBG (CIZ(14)ICREH LN+ 2B IV MOE—hifasn3
T=hBEDIRE(L 256 EVNTHD., BFIM4 VDT 256bit BEHIHIFIND,

(B89 % TSFI]
BRRY

(13) FPT_KYP_EXT.1 Protection of Key and Key Material R UE#KDIFE
TOE (F(12)ICEE& L@, ARL—IREE T4 N3 TOE ORI ENRFIC#Z M) DRBG T
DEK & KEK Z4 L. DEK (3 KEK THEE1EaN T NVRAM1 R U HDD (Z, KEK [ 3IKEET
NVRAM2 [CENFNRET D, ZDMDA L —JIZ DEK, KEK iMRTEFESNDZEF L, NVRAM2
FER IR ATRERA FL—ITHBEH. (12)DEF MV D—EH TRt IR ATREG A ML — JITFEX
TRESINZEEREL,

(B8:&E 9% TSFI]
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BRRY

(14) FCS_RBG_EXT.1 Cryptographic Operation (Random Bit Generation) &
1R 4E ELEEY MR

TOE [FEL#ARKIC [1]10.2.1 [C#EHLTz AES-256 CTR DRBG %FIH7%. _?D DRBG (&
Derivation Function. Reseed #&E%*#& L. Prediction Resistance #aE&#FL 0, .
Linux —xJL®/dev/random Ho1&7zEL. ¥z Y — FET %, /dev/random DIRETTHS
Linux Random Number Generator(LRNG) &R U LRNG [Z3EAT30O090 800305k H L
EfE/ M XA e&HiceAkEI) MAE—RET 3, 2D/ X VT 17 ICENERIMICERDESDEE
HETZHLDTHD, DRBG lF/dev/random hoiEfaEnizo— % entropy_input R U
nonce ELTHIATEH, ELEDIV MOF—=(E 256 Evbx1.5 ##8Z. [1]8.6.7 DE#EH B+
NEEZD,
TOE (_ DRBG ZAWTA ML — YRGS HE. TLS v avgeE8H T3,
(12)ICEBE @D, AL — IS REHDHIC DRBG HiEEcNdDIE. A — ISR FI(
VN0 TOE O EIREEIRF CHB o

(B8&E T3 TSFI]

Web UI O AI1585

TIVR—RFAN

Web UI Q&AL

BIRRAY

BENRRIDOAT v HEEE

Web UI O J37iKEE - BED R RHEEE
SHEREEEH— N

Web UI @77—Lo177v77T— Mk

(15) FDP_DSK_EXT.1 Protection of Data on Disk F4AD LT —5{R:#E
TOE FAML—IFNAALDT—RTOVD B THE L/ B 51T 5, BAMICIE. AN —IF )1
ALDIEBAE X RIN—T1 AV T BT IV R UART—A0 Read/Write £ LTTF—A0DE
S1b/BEBEERL. 23/ —T1 YAV LTTF—A70vD% Read/Write $3, lBEE1E AR
FCS_COP.1(d)IZf)5. BEIEX R A—T1avEE AN —IT N1 AFR R H aT 5ERS
NVRAM1 KU HDD T#H0D. NVRAM1 KB U HDD LIS AT AT gER A FL—UF A Ald g
LYo
LEROAN - IBEEE(L. TOE ZERFNOEIET D, BES1L/EBLICFIATS DEK (£(12)IC
SEEULED., BERFIM U BOEERICERINS,
2TOEXDFAET—H, EFXOMEZED TSF 7—4(& NVRAM1 R U HDD LORES{bxtR/\—
FAVAVICEEAFNZHEESEENS . NVRAM1 B U HDD LDIERESILHERD/\—F1 3
(2l TATSLA A=Y FlfE S5 A—3% KEK £#EL(10)ICERE @IS LSz DEK O H
BiEn., FEXORABEXETAARVFEXOWED TSF F—3%&FH 1\, BH. DEK DRE St
(Z(12)IC5EE L=ED TOE DRSS H#F 14 Uh L EIRCITIONS . 2. FXX KEK DREXT
Hd NVRAM2 (FIR# R IEATRER A ML —IF INM ATIE LY,
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(B8:&E9 % TSFI]

OV IA

BIRINIY

BAENRILOIE—HEEE, 7)Y MERE. A v UHSRE. TJPDAREE. J7D AZE X E DRI RS
BENRINDIITIKEE - BEE DR RHERE

AREBEFEEIR

1.1.1. SE#EEE

(1) FCS_HTTPS_EXT.1 HTTPS selected #iREn7z HTTPS
Web 7504, GoUVICEEY - NeDETHEIE 57190 HTTPS TEF17FvRIUETBLIIC
SEHI TSR ENAIRECHD. CcOXEIF Web ULl hoBIEBEDHNITAS, HTTPS (X [13](C%HE-
LRETHS,
D347k PC D Web T30 hoiinEREZ(IHE. TOE D347V~ PCREIT TLS BIEDRT
VI-aVEHELL, HTTPS BIEEFIRT %, V517V PC hod TOE M Web UI CH(15 8
AEFREERLVITARTOUE- MEEICH LT, HTTPS BIENERINS. . BEEY—/\hoEED
DTF—AmGERzRT. BBV T-IEEET-NCEHT I, HTTPS BENERAINS,

(R8:&9 3 TSFI]

Web UI 0z 5IE25

Web Ul OEE#EE

Web UI O Y37 IKEE - BEDR THkAE
HEREEEY—N

Web UI ®77—-LOI77v7 T — MéRE

(2) FCS_TLS_EXT.1 TLS selected #iRSN7z TLS

TLS @{EELT [14]D TLS1.2 ZHiR—FT%,

TLS BIETHEATBESAM— MIDIM PV b- 9 —/\FHD TLS AxDYavshCxTVI- 3,

TOE (3 TLS ZFIAY3EECHLVTISL. TOE (FERECELTII17Y MY —NICHENE S, fi

A1, Web UL POEATIEIY =N, AF v XEA-IEEBRICEDIM17Y beL TR .

TOE 395470 M oIRESNLEES A1 — bOFH oY IR— M BB E D% 1 2:8IRT S, TOE

D R— T BEES 21— MILL T CTHS.
TLS_RSA_WITH_AES_128_CBC_SHA
TLS_RSA_WITH_AES_256_CBC_SHA
TLS_RSA_WITH_AES_128_CBC_SHA256
TLS_RSA_WITH_AES_256_CBC_ SHA256
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
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TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384

(B8:&E9 % TSFI]

Web UI O 5HIZ2E

TIVA—= R4

Web Ul DEE##E
BENRRIDAF v U EE

Web UI Y37 iKEE - BEDR RHEEE
HEREEE T —N

Web Ul O77— L0177y 7— MégE

(3) FTP_ITC.1 Inter-TSF trusted channel TSF B&EEFv2Il
TOE (3 TOE £BEEH—/\. Mail H—)\eDT. L TOREBEREIO NI ETR— TS, i
N IV RRI U FDERNEBIET —HDRBERS A ODRENMRIISN S,
BEEEY—)\: TLS/HTTPS
Mail #—J)\: TLS

(RH:&E9 % TSFI]
NEEEY N
B4E RO A v R EE (Mail ¥ —)Y)

(4) FTP_TRP.1(a) Trusted path (for Administrators) &S/ \A(EEEMA)
TOE [IEEEDYE— FPCHODETPHEAMVATI—AICH L, UTOSEE&EE IOV EYR
— ;9% CNICED. IV FRA Y MDBBIEBET —ADRBERS VN ODRENMREESND,
Web UI: TLS/HTTPS

(BE:&E9 % TSFI]

Web UI 051535

Web Ul OEE#AE

Web UI O Y374k EE - EED R RHLEE
Web UI ®77—L7177v77T— Mk

(5) FTP_TRP.1(b) Trusted path (for Non-administrators) &E{E#/S\AGEEEER)
TOE FIEBEEENIE— FPCHODETPHEAMVATI—AILx L. LTOSEBREETO ML EY
R—bF B, TNICED TV FRAY FOFERNERBIET—INDRBERS WD DDRENRIEEND,

Web UI: TLS/HTTPS
T)UR— R34 1N\ HDENRI: TLS
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(R8:&9 3 TSFI]

Web UI O 5IFEE

TVI8=FAN

Web UI Y37 IKEE - BEDR THkAE

1.1.8. PSTN 77DA-%y h)—DRED 5 B

(1) FDP_FXS_EXT.1 Fax separation 7795 B
TOE ($. 77DAET LikREERS . ARBERIREN LT, I7DAT - IDEZEHAEZIRILT D,
HiR—br9370RJUE ITU-T G3 E—RDHTHB,
TPD2AAVRTI—ACTEZENHFSNTVIDE. FIABEDI7DIIIXEDH THD,
TRETLERER T AN LD BT —AEE IV FR— Y1 Z((FF TRV, TPDAEERD
» TOE [CRIEICPDEART LI TELL, Fo. TOE [F. AR EBERBHERNTRY NI —IETT
—REZTEITHAEEZLLBLVEY ., ARBFEERZENZEVCAREBRT —2IRERYI—D
EECELBLY,

(BH:#E9 % TSFI]
NREFEMEER

1.1.9. N=FFARDDLEEZHE

(1) FDP_RIP.1(a) Subset residual information protection %7ty EFIEHRIRE
TOE [F. YATLEBEICINVITETHRDN-FT1ADD L EEFEEBENE M EIN TS,
OE—#EEE. TV MERE. AF v EE. D7D AMEBENR V3T R TRICHEN— FTAADEECETR
SNERRFHNETHELETEETS,

A TOE Tld. YATLEBENRE ULBZIFLRIIZa7IER T, ERSNEXET-2 (T
b, I7PDRRME) . BLUAFPY IE— T7DAREEO— BTG T—4%HIBR TS On Demand
Overwrite t#gehYiR N3,

N=RTF4ADD L EEFE AR EEZEO% 3 BI(0-1-ELEICLD LEEFLRET) XTS5
EON-RTAADEEBLC LEETEEFEOFIABZSNETIN—E%H5. TOE EBEIFFC—
BEZTFVILTCHERTOMABZAXET - INGFEETIEEF. LESHENEEZETTS,

(BH:&E9 % TSFI]

T)R—=FF4N

BIRRAY

BAENRILOIE—HEE. 7)Y MERE. v UHSEE. JPDAEE. J7D AZE X E DRI EE
BENRRINDI3TIREE - BEEDR RHEEE

Web UI ® On Demand Overwrite &g

Web UI QY37 ke - BED R RHEEE
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ST B&&E - F&E (Acronyms And Terminology)

8.1. 2 (Acronyms)
AR ST [CHITRREEEELLTICERBAT B,
- EEAR
CcC JEVD3547)7(Common Criteria)
DRAM HA4+39D5 5 L7DE2AEY(Dynamic Randam Access Memory)
FIPS PUB K EDEFRFRLIEIZ D H ¥ (Federal Information Processing
Standard publication)
IIT B A H3—3F)L(Image Input Terminal)
MFD FIRIEE#(Multi Function Device)
TERMESIVHLT7DEAAEY(Non Volatile Random Access
NVRAM
Memory)
PDL R—Yitah S i&(Page Description Language)
PP 7075370774 )L (Protection Profile)
SFP t¥1)T1#8ES $1(Security Function Policy)
SFR X1 T HEEE H(Security Functional Requirement)
SMTP BEFA—ILXETOIL(Simple Mail Transfer Protocol)
ST tFa1Y713—5y M(Security Target)
TOE FTifxf % (Target of Evaluation)
TSF TOE tF1)7/#8E(TOE Security Function)
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8.2. HEE (Terminology)

A ST [CHITHREELITICEREAT B,

2 %8R

WETD TPAIVOAT L BHEMEARIN O ROBERUNGWLIITHETEEEET .

KEK Key Encryption Key OB&, AETIE. AL —JRESREMBS LT ZHOIESHEOD
CEEIET,

DEK Data Encryption Key OB, KETIE. ANL—JBEEROEEIET,

7991 AEY SD F7=(x eMMC %357,

Web UI MAZEDS17V D) Web 7505 %N LT, TOE (ST 3BENTERIVATI—ATH
®o

TPHARERYDI A TPDARERYDALRTPHAZIEXEE TOE NICRFTIHFIDIL,

(Faxbox) FLIPDARERYIAEIMESNZIPD AZIEXEZRITEENAIEETH D,

Secure Print

TUV MERECH VT, FNRIT =327 VMR- AL TR LIEEY bRy TT—8% . MFD DA
Fo—UREIC—BEREL. BEESNZRAEMEERIVINIE TR 5 FE CHIRIZHA
BTV AE.

FMAFHXET—H

MFD DAL —HECEREN LR, FIANE T LI7ALSHIRENSH, AL~
HENICET - SEBEREL T IREOXET 4,

XET—H
(Document data)

— & FI A& (U.NORMAL). SA h* MFD OOE—#EE. 7 MERE. AFvUBEEE. T7
DAREZEFI AT BIRIC. MFD R EBT 3£ CHERIFERESTT 3%, BFLT
XETRERET S,

AFvIXE AF v UHEBEC IO T, EFHRAATBENLEXET 4, K TOE (FAF+YXE% Mail
H—)\NEETIHBEEE D,

TPDAZENXE T7DAMEREIC L TRZIESN .. A TOE THRONZEFHRXDXET—ITHD, & TOE
Tl BEBORTEICID, ZIEVEIFHAT—RETIPDAZERYIAIIRETBENT
%3,

Exny WD, BN, EDIOIBEEETOENELVNER (BIZIE, - —1EE. EEPERE

BRE)E. B HEINCT 4,

FAEXRE

HANFRELRAE(CEINE TOoN SR E], K TOE T, M EEERE, SA %A,

(User Role) —RFIAERINERINTLVD,
HmEEERE M EEEN TOE 2R AT ELRERZER T, SFR N Tl Key Operator

(Key Operator
role)

role ERI|WSNS,

SA &2
(SA role)

SA N TOE &FI AT 3RICLELHERERT

—RFIRERE
(U.NORMAL role)

—R&F A& (U.NORMAL)H TOE 2FIAY 3 MEICHELHERZRT

FIAEHAER
(User Identifier)

FIREEHRNTIHOER, 1-F-1ID,

HHEEEHAE
#H

MW EEERIERNY TOHNEI-Y—ID, SFR AT(E Key Operator Identifier
ERBEIND,
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(Key Operator
identifier)

WWEEE
(Key Operator)

MFD O EE® TOE tXi1UT(HEEDREZITOEEE,

SA

M EEEHDVIEECERBSNE SADBT7HDY MelER T2 ENTE, MFD D
B TOE tF1UT 1 HBEDREEITOEIES,

VATLERE Key Operator & SA D#%5,

(U.ADMIN)

s TOE D& HEEZME AT BHIIC. FIFAEDHEAFRILZ1T>C TOE OF| A (CHIREEN

(User (TR DIHERETH D,

Authentication) SNEREREEA T Va3V AV A M=V T B EICED . RIAFRFEEN BRERRED 2 DDE— FEH R
—;3%h. K TOE TIIARIAFRELE— RTENMET B,

N H

(Local TOE O1—Y—FR5E%Z MFD [C&E U1 ——1BHRzERALCGRIIEEEITOE—F,

Authentication)

%ﬁr‘ﬂhﬂ

TOE U):L_‘ij- nl..nl—tz'%ﬁlznunl—tﬂ /\(Lﬁfibrl ‘U- 'lﬁ*&’&ﬁﬁﬁbtnunl—tmii’&

(Remote SE-F,
Authentication)
AbL—IREH REEED—HzREFIIAN -V ZIESILTIHEEZRT .

FAUH- i

R—YREik S35 (PDL) CHERSNICEIRI T — &ML, EVbIvT T —RICEHT 5

Hbo

FAVK-Z

T:IJ‘R X%ﬁ‘é(«_io R—YseihE:

Z(PDL) TSN T—SZfTL. EvbyTT

Z— D)7 HERE
(Auto Clear)

BIENRIVB LU Web Ul hofll bR LB VAT —EDR M EBLLZEE. BE)
HIICEREEN' DT 7 FENBHRETH D

NARR—-IVIZ7

(Customer MFD OfR=F/MEEZITIIVIZT

Engineer)

WEE WEELE. TOE FERESNTUVBEEICAELFERERELTFIERATIETHD.
(attacker) WEEICE., RBSNEHABTEHIN ., FOERERLTTIERATEIEEEFEND,
26 R

BRI MFD ORAECBELREY. 597, 9FIRNTF AT LA NEREB SN TR,
(Control Panel)

J— |n' | SAT

X BRREIATY e nBENRRTEISATI

VATLERE VATLEBENFRTEINIAT7UE, YATLEEET Web J50H%FE L MFD (C
D347k #UT, TOE B ET—ADRERPEETRZEITI,

TVA—=FFAN
(Printer driver)

—&FIAEDIATY b EDT 3% MFD H\EIRAI AR — U5k 5 55 (PDL) CHERL
SNTEERIT—RCE#T IV I M7 T, FIREDSMT7VMNCEAT S,

ENRIT—4

MFD W2 eI ge B — VR E55(PDL) THEEENET -4, HIRIT—4(X, TOE B
TAVR—AHRETEY bRYTT-RCEHENS,
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AE-HEEICENFRAAFNTET -3, BLUTVY MEREICINFIRED A7 M oEES

EvhIvTT—4 NIENRI T -7 IVIR—AHEE CERIR LT 5, By T3 B AKX TER
EMLTN-FTAADEECIE NSNS,

EX AE—#EET IIT hoDFHAH DR REBIXEPIRE ., FEBEETRY

TOE S 5—4 CNIE TSF 7—AD—ETHN., TOE [CL>THERL SN TOE ([CBILTHER SN TZT —
5THN. TOE DEX1)THEREICEEES 2D MR DHIRET —Ho

. BEAERINS 256 EVRDT—H, AP —IRBEADXET - HORFHRI(C, COET

—HEERALTESIEETI,

*YbI—=D NEBRY FI—DERERRY M) -DERETI—RMICERTIZEORE,

NERRYRI=H

TOE 2 &2 I M CIIEENERLB L RERY FI-DLUNDRY R —DEET,

RERRY D=5

TOE M SR ESN B EBDMAERCHD., S8R Ry FI—DD oD EF1)T1 DB BICK LTHR
ESNTLB XY MI—DRAD, MFD & MFD A7DE 2N ER)E—- FOFEBLGY—N
PHOIAPU PCRIDTFvRIVETRT .

NREBIEEIR TPDAEIE . TPV AREDT AN TN B EHREE RSN DM,

NREFEEIIRE

PSTN

(public telephone

line)

NRERT—H T7DAD N REFRBERNDEZIEDT -4,

(fax data)

Hg = ITU-T &0 X.509 [CEZRSNTHEN. KANFEHR(FTEMAR. HAE. 2E1%E). 26H
8. BVHR. VITINF VN VTRTFYEREENTVDIER.

Data on TOE BRET—ATHN . RARIRFICHITBFIRAED/ AT — FEREFOR/INXFHD

minimum user TE ¥R

password length

Key operator
Password

TOE BRET—HTHN., MM EERBEZEDTZHD) AT — FIFHR

SA Password

TOE ;&Ej__ Q_C%O SA ot nIEU)T U)U)lﬁj\'j I"'Iﬁ#&

U.Normal TOE EBRET—HATHN., —A&FI FAE(U.NORMAL)ZREED=HD)\ AT — FiEER
Password

Data on access TOE ET—ATHN. FIAHE ID FRELREICEZR T 2HEEDF 5/ B DIFIHREK K
denial due to B $0E

authentication

failures

Data on Auditing TOE ERET—ATHN. L\, HN ., EDLOBIEXEITONEVWODER(HIA. 15—

B BEDERERELRY) 2. B IRT SHMEED AR/ BHDIER.

Data on User
Authentication

TOE FRET—HTHD. MFD OIE—#HE. AFvUHERE. T7DAMRES LUT Y Miae
ERATHMRIC, 1Y —REHEMICCERAL T SHLRED B 2/ EMB LUREDIER,

Data on Secure
Print

TOE FJ/ET—ATHN. 7)Y bTF—RZIERICSecure PrintlCERBIENHIRISES
h\@EQIE'Iﬁiﬁo
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Data on Trusted
communications

TOE BRET—ATHN. REBRYFI-D LICHERETIXET—4. VaJlEH. EEOIH
LU TOE BRET—HELVVWTLBIET —HERET DO T 5 —RIBEESERIET
ArIVOER/ BNESVREDERSSUVEEAE . BELRA/MES L) A2T— K, @i
AV NE: 8

Data on TOE BRET—HTHN. DAY —IV Y7 EHIRIEREDE 1/ B DIFEHR B VRS
Customer N2AD—ROTER

Engineer

Operation

Restriction

Data on Disk TOE HET—ATHN. N\—RFF1ADD L EEHEMEECRIRT IEEDE X/ EHOD
Overwrite 8

Data on date and
time

TOE BRET—HTHN., M LY —V/YI—341 LEREHMERERZIT-HTHS,

Data on Auto
Clear

TOE FRET—HTHI. BIENRIA— MUPHBED AR/ BINELUD) PRI DTEER.
BLU Web Ul OA— MUTHEEDE N/ BN DERSLUDY 7R EDEER

Data on Self Test

TOE BRET—HTHN. BCTAMEREDH M/ ENDIFHR.

Data on Report
Print

TOE BRET—ATHN. Lih— M NHEREDRE IFH.

Data on
Firmwareupdate

TOE BRET—HTHN, 77— LOI7 PV T— MEREDRE 1FH.
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