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21 CCHAETE

A ST L TOE X, LA T CC A% TS D,

Z® ST %, LL F® Common Criteria (UL T, CC ERE9) 128 AT 5,
- Common Criteria version: Version 3.1 Release 5

- Common Criteria conformance: Part 2 extended and Part 3 conformant

22 PPk

ZO ST BLONTOE L, L T PP T2 AT 5,

- Title: Protection Profile for Hardcopy Devices
Version: 1.0 dated September 10, 2015

- Errata:  Protection Profile for Hardcopy Devices — v1.0 Errata #1, June 2017

23 ur—UER

ZDOSTIZEBWT, E % EET D/ N —T3 70,

24 BEABHL

TOE (%, PP ITEHRIAVTCWDLL T OEMA 2 L, PP O ZERIEY 542 & (Exact Conformance)L TV 5,
Z D728 TOE FRIL PP L—HL TV,

* Required Uses

Printing, Scanning, Copying, Network communications, Administration
* Conditionally Mandatory Uses

PSTN faxing, Storage and retrieval, Field-Replaceable Nonvolatile Storage
* Optional Uses

Internal Audit Log Storage
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3 XV BEERE

31 TOE OD=—¥%—

TOE OFIAAE L, LT 2 FHHOF A S HICERSN TS,

Table 5 —Users

Designation | Category name Definition
UNORMAL Normal User A User who has been identified and authenticated and does not
have an administrative role
U.ADMIN Administrator A User who has been identified and authenticated and has an
administrative role

32 BE
HEEIZIE, LT D 2 DOEESFNERSILTND,
Table 6 —& &
Designation Asset category Definition

D.USER User Data Data created by and for Users that do not affect the operation of
the TSF

D.TSF TSF Data Data created by and for the TOE that might affect the operation
of the TSF

3.21 FHAET—X

FIHFE T —21%. LT o 2 fFEICS S TWVA,
Table 7 —F| & T —#

Designation User Data type Definition
D.USER.DOC User Document Data Information contained in a User’s Document, in electronic
or hardcopy form
D.USER.JOB User Job Data Information related to a User’s Document or Document
Processing Job

322 TSF ¥—%

TSF 7 —#I2i%, L F O 2 FHHIC /S CWD,
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Table 8 —TSF 7 —%

Designation TSF Data type Definition

D.TSF.PROT Protected TSF Data TSF Data for which alteration by a User who is neither the
data owner nor in an Administrator role might affect the

security of the TOE, but for which disclosure is acceptable

D.TSF.CONF Confidential TSF Data | TSF Data for which either disclosure or alteration by a User

who 1is neither the data owner nor in an Administrator role

might affect the security of the TOE

A TOE T TSF Data & LL F IR,

Table 9 — TSF Data ®E{&{k,

BT TSF Data NE R7FSE
D.TSF.PROT | =—H#—4 Z—W— 3k PR RE CRIH 95 —% —d | SSD
ARk R
07—/l 77 ATIERSRE TR 3 52—V —DOHERRTE | SSD
H
2y 7T URRY | By 27 U MEROR ER#R THY, vy 777k | SSD
—RE OIS E T2 7 w7 NRF ] O R E 5
NAY —RRY | 22— —FRFHEEE TR 35/ AT — KD E | SSD
T B THY, /AT —RE |l ] 7T RE S F
(B3 2K D% E N W
H#Eha 7 7ok | BfE S m L) e—hULbrS A LT-2—H | SSD
RE —RNEERVEREED L X, HEIMIZRS T RS
HEHETOLALT MR
B /KL 5% | B AR OR% E T RTC
i
[PSec iR & LAN 7 — 2R RE I B - D% TETE SSD
TLS & E LAN 7 —Z{RERRRIC BT 25 EE I THY . | SSD
FERE DA 2/ M AT B -2 R% B 1%
B oy k{5 | BEAOZEINH 1T i~k 5T 572D E | SSD
R E 15
LA LY —s3— | TOE O HIRFERFZI O E T #a s 1T #gvd | SSD
PEfoiax & RS ED720 D% EE H
D.TSF.CONF | /f27—F 2 —W— 3R RS RE CRIH 95 —% —d | SSD
FORIET
SSD i 75 SSD 5L RE T F\ DI -k 5T > 7 N
RAM
g —R DRBG OWERIRRETHY , AES B S8R | By 5T > 7N
AT 25—, ® FLASH AtV
LAN 7 —#{% | LAN 7 —Z{REREHRE TH DI B4t SSD
I - g
o= A7 BERE CA RSN AENMERR &, HEF, = | SSD
— =2 R BITERNRENE D,
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3.3 B
Table 10 (& &7,
Table 10— &K
Designation Definition

T.UNAUTHORIZED ACCESS An attacker may access (read, modify, or delete) User Document
Data or change (modify or delete) User Job Data in the TOE
through one of the TOE’s interfaces.

T.TSF_COMPROMISE An attacker may gain Unauthorized Access to TSF Data in the TOE
through one of the TOE’s interfaces.
T.TSF_FAILURE A malfunction of the TSF may cause loss of security if the TOE is

permitted to operate.

T.UNAUTHORIZED UPDATE An attacker may cause the installation of unauthorized software on
the TOE.

T.NET _COMPROMISE An attacker may access data in transit or otherwise compromise the
security of the TOE by monitoring or manipulating

3.4 TOE [ZE$ A0 EX=2)T 458t

Table 11 (ZHER DX 2T 1 FEtE 7T,
Table 11— FAREDEF2V7 16t

Designation Definition

P.AUTHORIZATION Users must be authorized before performing Document Processing and
administrative functions.

P.AUDIT Security-relevant activities must be audited and the log of such actions
must be protected and transmitted to an External IT Entity.

P.COMMS PROTECTION The TOE must be able to identify itself to other devices on the LAN.

P.STORAGE_ENCRYPTION | Ifthe TOE stores User Document Data or Confidential TSF Data on
Field-Replaceable Nonvolatile Storage Devices, it will encrypt such
data on those devices.

PKEY MATERIAL Cleartext keys, submasks, random numbers, or any other values that
contribute to the creation of encryption keys for Field-Replaceable
Nonvolatile Storage of User Document Data or Confidential TSF Data
must be protected from unauthorized access and must not be stored on
that storage device.

PFAX FLOW If the TOE provides a PSTN fax function, it will ensure separation
between the PSTN fax line and the LAN.

3.5 HIRSM:

Table 12 [ZHIHESRMZRT,
Table 12—HRi#E54:

Assumption ‘ Definition
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A PHYSICAL Physical security, commensurate with the value of the TOE and the data it
stores or processes, is assumed to be provided by the environment.
ANETWORK The Operational Environment is assumed to protect the TOE from direct,

public access to its LAN interface.

A.TRUSTED_ADMIN TOE Administrators are trusted to administer the TOE according to site
security policies.

A.TRAINED USERS Authorized Users are trained to use the TOE according to site security
policies.
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4 EX2VT4XIRFE

41 BRABEOBX VT REHE

Table 13 IZEHAREDO X2V T %K FEt 2779,
Table 13— ERARED XU T xR Gt

Designation Definition

OE.PHYSICAL PROTECTION | The Operational Environment shall provide physical security,
commensurate with the value of the TOE and the data it stores
or processes.

OE.NETWORK PROTECTION | The Operational Environment shall provide network security to
protect the TOE from direct, public access to its LAN interface.

OE.ADMIN_TRUST The TOE Owner shall establish trust that Administrators will
not use their privileges for malicious purposes.

OE.USER_TRAINING The TOE Owner shall ensure that Users are aware of site
security policies and have the competence to follow them.

OE.ADMIN_TRAINING The TOE Owner shall ensure that Administrators are aware of

site security policies and have the competence to use
manufacturer’s guidance to correctly configure the TOE and
protect passwords and keys accordingly.
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5 Extended components definition

ASTTIIUL FOEX 2V T A RE B2 BT 5, ZNODIEIEa L R— R NI T2 2EFH DOPPIZT
EZRINTNHAHEDTHA,

51 FAU_STG_EXT Extended: External Audit Trail Storage

Family behaviour:

This family defines requirements for the TSF to ensure that secure transmission of audit data from TOE to an
External IT Entity.

Component leveling:

FAU STG _EXT.1: Extended: External Audit Trail Storage 1

FAU_STG_EXT.1 External Audit Trail Storage requires the TSF to use a trusted channel implementing a
secure protocol.

Management:

The following actions could be considered for the management functions in FMT:
¢ The TSF shall have the ability to configure the cryptographic functionality.

Audit:

The following actions should be auditable if FAU GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.

FAU_STG_EXT.1 Extended: Protected Audit Trail Storage
Hierarchical to: No other components

Dependencies: FAU GEN.1  Audit data generation,
FTP_ITC.1 Inter-TSF trusted channel

FAU_STG_EXT.1.1  The TSF shall be able to transmit the generated audit data to an External IT Entity
using a trusted channel according to FTP_ITC.1.

Rationale:

The TSF is required that the transmission of generated audit data to an External IT Entity which relies on a
non-TOE audit server for storage and review of audit records. The storage of these audit records and the
ability to allow the administrator to review these audit records is provided by the Operational Environment in
that case. The Common Criteria does not provide a suitable SFR for the transmission of audit data to an
External IT Entity.

This extended component protects the audit records, and it is therefore placed in the FAU class with a single
component.

5.2 FCS_CKM_EXT Extended: Cryptographic Key Management

Family behaviour:
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This family addresses the management aspects of cryptographic keys. Especially, this extended component is
intended for cryptographic key destruction.

Component leveling:

FCS_CKM _EXT.4 Extended: Cryptographic Key Material Destruction 4

FCS_CKM_EXT 4 Cryptographic Key Material Destruction ensures not only keys but also key
materials that are no longer needed are destroyed by using an approved method.

Management:

The following actions could be considered for the management functions in FMT:
* There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

¢ There are no auditable events foreseen.
Rationale:

Cryptographic Key Material Destruction is to ensure the keys and key materials that are no longer needed are
destroyed by using an approved method, and the Common Criteria does not provide a suitable SFR for the
Cryptographic Key Material Destruction.

This extended component protects the cryptographic key and key materials against exposure, and it is
therefore placed in the FCS class with a single component.

FCS_CKM_EXT4 Extended: Cryptographic Key Material Destruction
Hierarchical to: No other components
Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys), or

FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction

FCS_CKM_EXT.4.1 The TSF shall destroy all plaintext secret and private cryptographic keys and
cryptographic critical security parameters when no longer needed.

Rationale:

Cryptographic Key Material Destruction is to ensure the keys and key materials that are no longer needed are
destroyed by using an approved method, and the Common Criteria does not provide a suitable SFR for the
Cryptographic Key Material Destruction.

This extended component protects the cryptographic key and key materials against exposure, and it is
therefore placed in the FCS class with a single component.

5.3 FCS_HTTPS_EXT Extended: HTTPS selected

Family behaviour:

Components in this family define requirements for protecting remote management sessions between the TOE
and a Security Administrator. This family describes how HTTPS will be implemented. This is a new family
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defined for the FCS Class.

Component leveling:

FCS_HTTPS_EXT.1 Extended: HTTPS selected 1
FCS_HTTPS EXT.1 HTTPS selected, requires that HTTPS be implemented according to RFC 2818
and supports TLS.

Management:

The following actions could be considered for the management functions in FMT:
* There are no management actions foreseen.
Audit:

The following actions should be auditable if FAU GEN Security Audit Data Generation is included in the
PP/ST:

e Failure of HTTPS session establishment

FCS_HTTPS_EXT.1 Extended: HTTPS selected
Hierarchical to: No other components
Dependencies: FCS_TLS EXT.I Extended: TLS selected

FCS_HTTPS_EXT.1.1 The TSF shall implement the HTTPS protocol that complies with RFC 2818.
FCS_HTTPS_EXT.1.2 The TSF shall implement HTTPS using TLS as specified in FCS_TLS EXT.1.
Rationale:

HTTPS is one of the secure communication protocols, and the Common Criteria does not provide a suitable
SFR for the communication protocols using cryptographic algorithms.

This extended component protects the communication data using cryptographic algorithms, and it is
therefore placed in the FCS class with a single component.

5.4 FCS_IPSEC_EXT Extended: IPsec selected

Family behaviour:
This family addresses requirements for protecting communications using [Psec.

Component leveling:

FCS_IPSEC_EXT.1 Extended: IPsec selected 1
FCS_IPSEC_EXT.1 [Psec requires that [Psec be implemented as specified.
Management:

The following actions could be considered for the management functions in FMT:
* There are no management actions foreseen.
Audit:
The following actions should be auditable if FAU_ GEN Security Audit Data Generation is included in the
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PP/ST:
* Failure to establish an [Psec SA
FCS_IPSEC_EXT.1 Extended: IPsec selected
Hierarchical to: No other components
Dependencies: FIA PSK EXT.1 Extended: Pre-Shared Key Composition
FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash message
authentication)
FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit
Generation)
FCS_IPSEC_EXT.1.1 The TSF shall implement the IPsec architecture as specified in RFC 4301.
FCS_IPSEC_EXT.1.2 The TSF shall implement [selection: tunnel mode, transport mode].
FCS_IPSEC_EXT.1.3 The TSF shall have a nominal, final entry in the SPD that matches anything

that is otherwise unmatched, and discards it.

FCS_IPSEC_EXT.1.4 The TSF shall implement the IPsec protocol ESP as defined by RFC 4303
using [selection: the cryptographic algorithms AES-CBC-128 (as specified by RFC 3602) together with a
Secure Hash Algorithm (SHA)-based HMAC, AES-CBC-256 (as specified by RFC 3602) together with a
Secure Hash Algorithm (SHA)-based HMAC, AES-GCM-128 as specified in RFC 4106, AES-GCM-256 as
specified in RFC 4106].

FCS_IPSEC_EXT.1.5 The TSF shall implement the protocol: [selection: IKEVI, using Main Mode for
Phase I exchanges,as defined in RFCs 2407, 2408, 2409, RFC 4109, [selection: no other RFCs for extended
sequence numbers, RFC 4304 for extended sequence numbers], and [selection: no other RFCs for hash
functions, RFC 4868 for hash functions]; IKEv2 as defined in RFCs 5996[selection: with no support for NAT
traversal, with mandatory support for NAT traversal as specified in section 2.23], and [selection: no other
RFCs for hash functions, RFC 4868 for hash functions]].

FCS_IPSEC_EXT.1.6 The TSF shall ensure the encrypted payload in the [selection: IKEvI, IKEV2]
protocol uses the cryptographic algorithms AES-CBC-128, AES-CBC-256 as specified in RFC 3602 and
[selection: AES-GCM-128, AES-GCM-256 as specified in RFC 5282, no other algorithm].

FCS_IPSEC_EXT.1.7 The TSF shall ensure that IKEv1 Phase 1 exchanges use only main mode.

FCS_IPSEC_EXT.1.8 The TSF shall ensure that [selection: IKEv2 SA lifetimes can be established
based on [selection: number of packets/number of bytes; length of time, where the time values can be limited
to: 24 hours for Phase 1 SAs and 8 hours for Phase 2 SAs]; IKEvI SA lifetimes can be established based on
[selection: number of packets/number of bytes ; length of time, where the time values can be limited to.: 24
hours for Phase 1 SAs and 8 hours for Phase 2 SAs]].

FCS_IPSEC_EXT.1.9 The TSF shall ensure that all IKE protocols implement DH Groups 14
(2048-bit MODP), and [selection: 24 (2048-bit MODP with 256-bit POS), 19 (256-bit Random ECP), 20
(384-bit Random ECP, 5 (1536-bit MODP)), [assignment: other DH groups that are implemented by the
TOE], no other DH groups].

FCS_IPSEC_EXT.1.10 The TSF shall ensure that all IKE protocols perform Peer Authentication using
the [selection: RSA, ECDSA] algorithm and Pre-shared Keys.

Rationale:

IPsec is one of the secure communication protocols, and the Common Criteria does not provide a suitable
SFR for the communication protocols using cryptographic algorithms.

This extended component protects the communication data using cryptographic algorithms, and it is
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therefore placed in the FCS class with a single component.

5.5 FCS_KYC_EXT Extended: Cryptographic Operation (Key Chaining)

Family behaviour:

This family provides the specification to be used for using multiple layers of encryption keys to ultimately
secure the protected data encrypted on the storage.

Component leveling:

FCS KYC EXT Key Chaining 1

FCS_KYC_EXT Key Chaining, requires the TSF to maintain a key chain and specifies the characteristics
of that chain.

Management:

The following actions could be considered for the management functions in FMT:
* There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU GEN Security Audit Data Generation is included in the
PP/ST:

¢ There are no auditable events foreseen.

FCS_ KYC _EXT.1 Extended: Key Chaining
Hierarchical to: No other components
Dependencies: [FCS_COP.1(e) Cryptographic operation (Key Wrapping),

FCS_SMC_EXT.1 Extended: Submask Combining,
FCS_COP.1(i) Cryptographic operation (Key Transport),
FCS_KDF EXT.1 Cryptographic Operation (Key Derivation),
and/or

FCS_COP.1(f) Cryptographic operation (Key Encryption)].

FCS_KYC_EXT.1.1 The TSF shall maintain a key chain of: [selection: one, using a submask as the
BEVor DEK; intermediate keys originating from one or more submask(s) to the BEV or DEK using the
following method(s). [selection: key wrapping as specified in FCS_COP.1(e), key combining as specified in
FCS SMC EXT.1, key encryption as specified in FCS COP.1(f), key derivation as specified in
FCS KDF EXT.1, key transport as specified in FCS COP.1(i)]] while maintaining an effective strength of
[selection: 128 bits, 256 bits].

Rationale:

Key Chaining ensures that the TSF maintains the key chain, and also specifies the characteristics of that
chain. However, the Common Criteria does not provide a suitable SFR for the management of multiple
layers of encryption key to protect encrypted data.

This extended component protects the TSF data using cryptographic algorithms, and it is therefore placed in
the FCS class with a single component.

5.6 FCS_RBG_EXT Extended: Cryptographic Operation (Random Bit Generation)
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Family behaviour:

This family defines requirements for random bit generation to ensure that it is performed in accordance with
selected standards and seeded by an entropy source.

Component leveling:

FCS RBG _EXT.1 Extended: Random Bit Generation 1

FCS_RBG_EXT.1 Random Bit Generation requires random bit generation to be performed in accordance
with selected standards and seeded by an entropy source.

Management:

The following actions could be considered for the management functions in FMT:
* There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

¢ Failure of HTTPS session establishment

FCS_RBG_EXT.1 Extended: Random Bit Generation
Hierarchical to: No other components
Dependencies: No dependencies.
FCS_RBG_EXT.1.1 The TSF shall perform all deterministic random bit generation services in

accordance with [selection: ISO/IEC 18031:2011, NIST SP 800-90A4] using [selection: Hash_DRBG (any),
HMAC _DRBG (any), CTR_DRBG (AES)].

FCS_RBG_EXT.1.2 The deterministic RBG shall be seeded by an entropy source that accumulates
entropy from [selection: [assignment: number of software-based sources| software-based noise source(s),
[assignment: number of hardware-based sources| hardware-based noise source(s)] with a minimum of
[selection: 128 bits, 256 bits] of entropy at least equal to the greatest security strength, according to ISO/IEC
18031:2011 Table C.1 “Security strength table for hash functions”, of the keys and hashes that it will
generate.

Rationale:

Random bits/number will be used by the SFRs for key generation and destruction, and the Common Criteria
does not provide a suitable SFR for the random bit generation.

This extended component ensures the strength of encryption keys, and it is therefore placed in the FCS class
with a single component.

5.7 FCS_SMC_EXT Extended: Submask Combining

Family behaviour:

This family defines the means by which submasks are combined, if the TOE supports more than one
submask being used to derive or protect the BEV.

Component leveling:

FCS_SMC_EXT.1 Extended: Submask Combining 1
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FCS_SMC_EXT.1Submask combining requires the TSF to combine the submasks in a predictable fashion.
Management:
The following actions could be considered for the management functions in FMT:
* There are no management actions foreseen.
Audit:

The following actions should be auditable if FAU_ GEN Security Audit Data Generation is included in the
PP/ST:

¢ There are no auditable events foreseen.

FCS_SMC_EXT.1Extended: Submask Combining

Hierarchical to: No other components.
Dependencies: FCS_COP.1(c) Cryptographic operation (Hash Algorithm) dependencies.
FCS_SMC_EXT.1.1 The TSF shall combine submasks using the following method [selection:

exclusive OR (XOR), SHA-256, SHA-512] to generate an intermediary key or BEV.
Rationale:

Submask Combining is to ensure the TSF combine the submasks in order to derive or protect the BEV.

This extended component protects the TSF data using cryptographic algorithms, and it is therefore placed in
the FCS class with a single component.

5.8 FCS_TLS_EXT Extended: TLS selected

Family behaviour:

This family addresses the ability for a server and/or a client to use TLS to protect data between a client and
the server using the TLS protocol.

Component leveling:

FCS TLS EXT.1 Extended: TLS selected 1

FCS_TLS_ EXT.1 TLS selected, requires the TLS protocol implemented as specified.
Management:
The following actions could be considered for the management functions in FMT:
¢ There are no management actions foreseen.
Audit:

The following actions should be auditable if FAU GEN Security Audit Data Generation is included in the
PP/ST:

¢ Failure of TLS session establishment
FCS_TLS_EXT.1 Extended: TLS selected
Hierarchical to: No other components

Dependencies: FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
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FCS_COP.1(b) Cryptographic Operation (for signature generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)

FCS_COP.1(g) Cryptographic Operation (for keyed-hash message
authentication)

FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit
Generation)

FCS_TLS_EXT.1.1 The TSF shall implement one or more of the following protocols [selection:
TLS 1.0 (RFC 2246), TLS 1.1 (RFC 4346), TLS 1.2 (RFC 5246)] supporting the following ciphersuites:

Mandatory Ciphersuites:
- TLS RSA_ WITH_AES 128 CBC _SHA
Optional Ciphersuites:
[selection:
- None
- TLS RSA WITH AES 256 CBC SHA
- TLS DHE RSA WITH AES 128 CBC SHA
- TLS DHE RSA WITH AES 256 CBC SHA
- TLS RSA WITH AES 128 CBC SHA256
- TLS RSA WITH AES 256 CBC_SHA256
- TLS DHE RSA WITH AES 128 CBC_SHA256
- TLS DHE RSA WITH AES 256 CBC SHA256
- TLS ECDHE RSA WITH AES 128 CBC SHA
- TLS ECDHE RSA WITH AES 256 CBC SHA
- TLS ECDHE ECDSA WITH AES 128 CBC SHA
- TLS ECDHE ECDSA WITH AES 256 CBC SHA
- TLS ECDHE RSA WITH AES 128 CBC SHA256
- TLS ECDHE RSA WITH AES 256 CBC SHA384
- TLS ECDHE RSA WITH AES 128 GCM _SHA256
- TLS ECDHE RSA WITH AES 256 GCM_SHA384
- TLS ECDHE ECDSA WITH AES 128 GCM _SHA256
- TLS ECDHE ECDSA WITH AES 256 GCM_SHA384
- TLS ECDHE ECDSA WITH AES 128 CBC SHA256
- TLS ECDHE ECDSA WITH AES 256 CBC SHA384
1
Rationale:

TLS is one of the secure communication protocols, and the Common Criteria does not provide a suitable
SFR for the communication protocols using cryptographic algorithms.

This extended component protects the communication data using cryptographic algorithms, and it is
therefore placed in the FCS class with a single component.
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5.9 FDP_DSK_EXT Extended: Protection of Data on Disk

Family behaviour:
This family is to mandate the encryption of all protected data written to the storage.

Component leveling:

FDP_DSK EXT.1 Extended: Protection of Data on Disk 1

FDP_DSK_EXT.1 Extended: Protection of Data on Disk, requires the TSF to encrypt all the Confidential
TSF and User Data stored on the Field-Replaceable Nonvolatile Storage Devices in order to avoid storing
these data in plaintext on the devices.

Management:

The following actions could be considered for the management functions in FMT:
* There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU GEN Security Audit Data Generation is included in the
PP/ST:

¢ There are no auditable events foreseen.

FDP_DSK EXT.1 Extended: Protection of Data on Disk

Hierarchical to: No other components
Dependencies: FCS_COP.1(d) Cryptographic operation (AES Data Encryption/Decryption)
FDP_DSK_EXT.1.1 The TSF shall [selection: perform encryption in accordance with

FCS _COP.1(d), use a self-encrypting Field-Replaceable Nonvolatile Storage Device that is separately CC
certified to conform to the FDE EE cPP] such that any Field-Replaceable Nonvolatile Storage Device
contains no plaintext User Document Data and no plaintext confidential TSF Data.

FDP_DSK EXT.1.2 The TSF shall encrypt all protected data without user intervention.
Rationale:

Extended: Protection of Data on Disk is to specify that encryption of any confidential data without user
intervention, and the Common Criteria does not provide a suitable SFR for the Protection of Data on Disk.

This extended component protects the Data on Disk, and it is therefore placed in the FDP class with a single
component.

510 FDP_FXS_EXT Extended: Fax Separation

Family behaviour:

This family addresses the requirements for separation between Fax PSTN line and the LAN to which TOE is
connected.

Component leveling:
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FDP _FXS EXT.1 Extended: Fax Separation 1

FDP_FXS_EXT.1 Fax Separation, requires the fax interface cannot be used to create a network bridge
between a PSTN and a LAN to which TOE is connected.

Management:

The following actions could be considered for the management functions in FMT:
* There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU GEN Security Audit Data Generation is included in the
PP/ST:

*  There are no auditable events foreseen.
FDP_FXS EXT.1 Extended: Fax separation
Hierarchical to: No other components
Dependencies: No dependencies.

FDP_FXS EXT.1.1  The TSF shall prohibit communication via the fax interface, except transmitting or
receiving User Data using fax protocols.

Rationale:

Fax Separation is to protect a LAN against attack from PSTN line, and the Common Criteria does not
provide a suitable SFR for the Protection of TSF or User Data.

This extended component protects the TSF Data or User Data, and it is therefore placed in the FDP class
with a single component.

511 FIA_PMG_EXT Extended: Password Management

Family behaviour:

This family defines requirements for the attributes of passwords used by administrative users to ensure that
strong passwords and passphrases can be chosen and maintained.

Component leveling:

FIA_ PMG EXT.1 Extended: Password Management 1

FIA_ PMG _EXT.1 Password management requires the TSF to support passwords with varying composition
requirements, minimum lengths, maximum lifetime, and similarity constraints.

Management:

The following actions could be considered for the management functions in FMT:
* There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU GEN Security Audit Data Generation is included in the
PP/ST:
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e There are no auditable events foreseen.

FIA PMG EXT.1 Extended: Password management
Hierarchical to: No other components
Dependencies: No dependencies.

FIA PMG EXT.1.1  The TSF shall provide the following password management capabilities for User
passwords:

*  Passwords shall be able to be composed of any combination of upper and lower case letters,

wprra

numbers, and the following special characters: [selection: L ‘@, HY, 8T %, N &
R )7 [assignment: other characters]];

*  Minimum password length shall be settable by an Administrator, and have the capability to require
passwords of 15 characters or greater.

Rationale:

Password Management is to ensure the strong authentication between the endpoints of communication, and
the Common Criteria does not provide a suitable SFR for the Password Management.

This extended component protects the TOE by means of password management, and it is therefore placed in
the FIA class with a single component.

512 FIA_PSK_EXT Extended: Pre-Shared Key Composition

Family behaviour:
This family defines requirements for the TSF to ensure the ability to use pre-shared keys for IPsec.

Component leveling:

FIA PSK EXT.1 Extended: Pre-Shared Key Composition 1

FIA_PSK _EXT.1 Pre-Shared Key Composition, ensures authenticity and access control for updates.
Management:
The following actions could be considered for the management functions in FMT:
* There are no management actions foreseen.
Audit:

The following actions should be auditable if FAU GEN Security Audit Data Generation is included in the
PP/ST:

¢ There are no auditable events foreseen.

FIA_ PSK EXT.1 Extended: Pre-Shared Key Composition
Hierarchical to: No other components
Dependencies: FCS_RBG_EXT.I Extended: Cryptographic Operation (Random Bit
Generation).

FIA PSK EXT.1.1  The TSF shall be able to use pre-shared keys for IPsec.
FIA_PSK EXT.1.2  The TSF shall be able to accept text-based pre-shared keys that are.

e 22 characters in length and [selection: [assignment: other supported lengths], no other lengths];
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*  composed of any combination of upper and lower case letters, numbers, and special characters
(that include: ‘6!77’ 64@77, 64#’9, ‘6$”’ “%’7, ‘6/\77’ ‘6&”, “*77, 64(“, and 4‘),’).

FIA PSK EXT.1.3  The TSF shall condition the text-based pre-shared keys by using [selection: SHA-1,
SHA-256, SHA-512, [assignment: method of conditioning text string]] and be able to [selection: use no other
pre-shared keys; accept bit-based pre-shared keys; generate bit-based pre-shared keys using the random bit
generator specified in FCS RBG _EXT.1].

Rationale:

Pre-shared Key Composition is to ensure the strong authentication between the endpoints of communications,
and the Common Criteria does not provide a suitable SFR for the Pre-shared Key Composition.

This extended component protects the TOE by means of strong authentication, and it is therefore placed in
the FIA class with a single component.

5.13 FPT_KYP_EXT Extended: Protection of Key and Key Material

Family behaviour:

This family addresses the requirements for keys and key materials to be protected if and when written to
nonvolatile storage.

Component leveling:

FPT KYP EXT.1 Protection of key and key material 1

FPT_KYP EXT.1 Extended: Protection of key and key material, requires the TSF to ensure that no
plaintext key or key materials are written to nonvolatile storage.

Management:

The following actions could be considered for the management functions in FMT:
* There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU GEN Security Audit Data Generation is included in the
PP/ST:

¢ There are no auditable events foreseen.

FPT_ KYP EXT.1 Extended: Protection of Key and Key Material
Hierarchical to: No other components
Dependencies: No dependencies.

FPT_KYP EXT.1.1 The TSF shall not store plaintext keys that are part of the keychain specified by
FCS_KYC EXT.1 in any Field-Replaceable Nonvolatile Storage Device, and not store any such plaintext
key on a device that uses the key for its encryption.

Rationale:

Protection of Key and Key Material is to ensure that no plaintext key or key material are written to
nonvolatile storage, and the Common Criteria does not provide a suitable SFR for the protection of key and
key material.

This extended component protects the TSF data, and it is therefore placed in the FPT class with a single
component.
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514 FPT_SKP_EXT Extended: Protection of TSF Data

Family behaviour:

This family addresses the requirements for managing and protecting the TSF data, such as cryptographic
keys. This is a new family modelled as the FPT Class.

Component leveling:

FPT SKP EXT.1 Extended: Protection of TSF Data 1

FPT_SKP_EXT.1 Protection of TSF Data (for reading all symmetric keys), requires preventing symmetric
keys from being read by any user or subject. It is the only component of this family.

Management:

The following actions could be considered for the management functions in FMT:
* There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU GEN Security Audit Data Generation is included in the
PP/ST:

* There are no auditable events foreseen.

FPT_SKP_EXT.1 Extended: Extended: Protection of TSF Data
Hierarchical to: No other components
Dependencies: No dependencies.

FPT_SKP_EXT.1.1  The TSF shall prevent reading of all pre-shared keys, symmetric keys, and private
keys.

Rationale:

Protection of TSF Data is to ensure the pre-shared keys, symmetric keys and private keys are protected
securely, and the Common Criteria does not provide a suitable SFR for the protection of such TSF data.

This extended component protects the TOE by means of strong authentication using Pre-shared Key, and it is
therefore placed in the FPT class with a single component.

515 FPT_TST_EXT Extended: TSF testing

Family behaviour:
This family addresses the requirements for self-testing the TSF for selected correct operation.

Component leveling:

FPT TST EXT.1 Extended: TSF testing 1

FPT_TST_EXT.1 TSF testing requires a suite of self-testing to be run during initial start-up in order to
demonstrate correct operation of the TSF.

Management:
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The following actions could be considered for the management functions in FMT:
* There are no management actions foreseen.
Audit:

The following actions should be auditable if FAU GEN Security Audit Data Generation is included in the
PP/ST:

* There are no auditable events foreseen.
FPT_TST_EXT.1 Extended: TSF testing

Hierarchical to: No other components

Dependencies: No dependencies.

FPT_TST _EXT.1.1  The TSF shall run a suite of self-tests during initial start-up (and power on) to
demonstrate the correct operation of the TSF.

Rationale:

TSF testing is to ensure the TSF can be operated correctly, and the Common Criteria does not provide a
suitable SFR for the TSF testing. In particular, there is no SFR defined for TSF testing.

This extended component protects the TOE, and it is therefore placed in the FPT class with a single
component.

516 FPT_TUD_EXT Extended: Trusted Update

Family behaviour:

This family defines requirements for the TSF to ensure that only administrators can update the TOE
firmware/software, and that such firmware/software is authentic.

Component leveling:

FPT TUD_ EXT.1 Extended: Trusted Update 1

FPT_TUD_EXT.1 Trusted Update, ensures authenticity and access control for updates.
Management:
The following actions could be considered for the management functions in FMT:
* There are no management actions foreseen.
Audit:

The following actions should be auditable if FAU GEN Security Audit Data Generation is included in the
PP/ST:

¢ There are no auditable events foreseen.
FPT_TUD_EXT.1 Trusted Update
Hierarchical to: No other components

Dependencies: FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification),

FCS_COP.1(c) Cryptographic operation (Hash Algorithm).
FPT_TUD_EXT.1 Trusted Update

Hierarchical to: No other components
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Dependencies: FCS_COP.1(b) Cryptographic Operation (for signature generation/verification),
FCS_COP.1(c) Cryptographic operation (Hash Algorithm).

FPT _TUD _EXT.1.1  The TSF shall provide authorized administrators the ability to query the current
version of the TOE firmware/software.

FPT _TUD_EXT.1.2  The TSF shall provide authorized administrators the ability to initiate updates to
TOE firmware/software.

FPT_TUD_EXT.1.3  The TSF shall provide a means to verify firmware/software updates to the TOE
using a digital signature mechanism and [selection: published hash, no other functions] prior to installing
those updates.

Rationale:

Firmware/software is a form of TSF Data, and the Common Criteria does not provide a suitable SFR for the
management of firmware/software. In particular, there is no SFR defined for importing TSF Data.

This extended component protects the TOE, and it is therefore placed in the FPT class with a single
component.
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6.2 EXaUTAHEREEN:
6.2.1 Class FAU: Security Audit
FAU_GEN.1 Audit data generation
Hierarchical to: No other components.
Dependencies: FPT _STM.1 Reliable time stamps
FAU_GEN.1.1 The TSF shall be able to generate an audit record of the following auditable events:
a)  Start-up and shutdown of the audit functions;
b) All auditable events for the not specified level of audit; and

c) All auditable events specified in Table 14, [assignment: other specifically defined
auditable events].

[assignment: other specifically defined auditable events).
- None

FAU_GEN.1.2 The TSF shall record within each audit record at least the following information:

a) Date and time of the event, type of event, subject identity (if applicable), and the outcome
(success or failure) of the event; and

b)  For each audit event type, based on the auditable event definitions of the functional
components included in the PP/ST, additional information specified in Table 14,
[assignment: other audit relevant information].

[assignment: other audit relevant information)

- None
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Table 14—Auditable Events

Auditable event Relevant SFR Additional
information

Job completion FDP_ACF.1 Type of job

Unsuccessful User authentication FIA UAU.1 None

Unsuccessful User identification FIA _UID.1 None

Use of management functions FMT SMF.1 None

Modification to the group of Users that | FMT SMR.1 None

are part of a role

Changes to the time FPT STM.1 None

Failure to establish session FTP_ITC.1, Reason for failure
FTP_TRP.1(a),
FTP_TRP.1(b)

User identity association
Hierarchical to: No other components

Dependencies: FAU GEN.1 Audit data generation
FIA UID.1 Timing of identification

For audit events resulting from actions of identified users, the TSF shall be able to associate each
auditable event with the identity of the user that caused the event.

Audit review
Hierarchical to: No other components.
Dependencies: FAU_GEN.1 Audit data generation

The TSF shall provide [assignment: an Administrator] with the capability to read all records
from the audit records.

[assignment: an Administrator)
- U. ADMIN

The TSF shall provide the audit records in a manner suitable for the user to interpret the
information.

Restricted audit review
Hierarchical to: No other components

Dependencies: FAU SAR.1 Audit review
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FAU_SAR.2.1 The TSF shall prohibit all users read access to the audit records, except those users that have
been granted explicit read-access.
FAU_STG.1 Protected audit trail storage
Hierarchical to: No other components
Dependencies: FAU _GEN.1 Audit data generation
FAU_STG.1.1 The TSF shall protect the stored audit records in the audit trail from unauthorised deletion.

FAU_STG.1.2 The TSF shall be able to prevent unauthorised modifications to the stored audit records in the
audit trail.

FAU_STG.4 Prevention of audit data loss
Hierarchical to: FAU STG.3 Action in case of possible audit data loss
Dependencies: FAU STG.1 Protected audit trail storage

FAU_STG.4.1 Refinement: The TSF shall [selection, choose one of: “prevent audited events, except those

taken by the authorised user with special rights”, “overwrite the oldest stored audit records”]

and [assignment: other actions to be taken in case of audit storage failure] if the audit trail is
full.

[selection, choose one of: “prevent audited events, except those taken by the authorised user

with special rights”, “overwrite the oldest stored audit records”’]

- “overwrite the oldest stored audit records”

[assignment: other actions to be taken in case of audit storage failure]

- None

FAU_STG_EXT. Extended: External Audit Trail Storage

Hierarchical to: No other components

Dependencies: FAU_GEN.1 Audit data generation,
FTP_ITC.1 Inter-TSF trusted channel.

FAU STG _EXT.1.1 The TSF shall be able to transmit the generated audit data to an External IT Entity
using a trusted channel according to FTP_ITC.1.

6.2.2 Class FCO: Communication
There are no class FCO requirements.

6.2.3 Class FCS: Cryptographic Support

FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys)
Hierarchical to: No other components.
Dependencies: [ECS—EKM2-Cryptographie key-distribution;-of
FCS_COP.1(b) Cryptographic Operation (for signature generation/
verification),
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FCS_COP.1(i) Cryptographic operation (Key Transport)]

FCS _CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

FCS_CKM.1.1(a) Refinement: The TSF shall generate asymmetric cryptographic keys used for key
establishment in accordance with [selection:

NIST Special Publication 800-56A, “Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm Cryptography” for finite field-based
key establishment schemes;

NIST Special Publication 800-56A, “Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm Cryptography” for elliptic
curve-based key establishment schemes and implementing “NIST curves” P-256, P-384
and [selection: P-521, no other curves] (as defined in FIPS PUB 186-4, “Digital
Signature Standard”)

NIST Special Publication 800-56B, “Recommendation for Pair-Wise Key
Establishment Schemes Using Integer Factorization Cryptography” for RSA-based key
establishment schemes

] and specified cryptographic key sizes equivalent to, or greater than, a symmetric key
strength of 112 bits.

[selection:

NIST Special Publication 800-56A, “Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm Cryptography” for finite field-based
key establishment schemes;

NIST Special Publication 800-56A, “Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm Cryptography” for elliptic
curve-based key establishment schemes and implementing “NIST curves” P-256, P-384
and [selection: P-521, no other curves] (as defined in FIPS PUB 186-4, “Digital
Signature Standard”)

NIST Special Publication 800-56B, “Recommendation for Pair-Wise Key
Establishment Schemes Using Integer Factorization Cryptography” for RSA-based key
establishment schemes

NIST Special Publication 800-56A, “Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm Cryptography” for finite
field-based key establishment schemes;

NIST Special Publication 800-56A, “Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm Cryptography” for elliptic
curve-based key establishment schemes and implementing “NIST curves” P-256,
P-384 and [selection: P-521, no other curves] (as defined in FIPS PUB 186-4,
“Digital Signature Standard”)

NIST Special Publication 800-56B, “Recommendation for Pair-Wise Key
Establishment Schemes Using Integer Factorization Cryptography” for RSA-based
key establishment schemes

[selection: P-521, no other curves]

no other curves
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FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)
Hierarchical to: No other components.

Dependencies: [EES—EKM-2-Cryptographie key-distribution,or
FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)

FCS_COP.1(d) Cryptographic Operation (AES Data
Encryption/Decryption)

FCS_COP.1(e) Cryptographic Operation (Key Wrapping)
FCS_COP.1(f) Cryptographic operation (Key Encryption)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash message
authentication)

FCS_COP.1(h) Cryptographic Operation (for keyed-hash message
authentication)]

FCS CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

FCS RBG_EXT.1 Extended: Cryptographic Operation (Random Bit
Generation)

FCS_CKM.1.1(b) Refinement: The TSF shall generate symmetric cryptographic keys using a Random
Bit Generator as specified in FCS_RBG_EXT.1 and specified cryptographic key sizes
[selection: 128 bit, 256 bit] that meet the following: No Standard.

[selection: 128 bit, 256 bit]
- 128 bit, 256 bit

FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

Hierarchical to: No other components.
Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys), or

FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction

FCS_CKM_EXTJ4.1 The TSF shall destroy all plaintext secret and private cryptographic keys and
cryptographic critical security parameters when no longer needed.

FCS_CKM.4 Cryptographic key destruction
Hierarchical to: No other components.
Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys), or

FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]

FCS_CKMJ4.1 Refinement: The TSF shall destroy cryptographic keys in accordance with a specified
cryptographic key destruction method [selection:

For volatile memory, the destruction shall be executed by [selection: powering off a device,
[assignment: other mechanism that ensures keys are destroyed]].

For nonvolatile storage, the destruction shall be executed by a [selection: single, three or
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more times] overwrite of key data storage location consisting of [selection: a pseudo random
pattern using the TSF’s RBG (as specified in FCS_RBG EXT. 1), a static pattern], followed
by a [selection: read-verify, none]. If read-verification of the overwritten data fails, the
process shall be repeated again;

] that meets the following: [selection: NIST SP800-88, no standard].

[selection:

For volatile memory, the destruction shall be executed by [selection: powering off a device,
[assignment: other mechanism that ensures keys are destroyed|).

For nonvolatile storage, the destruction shall be executed by a [selection: single, three or
more times| overwrite of key data storage location consisting of [selection: a pseudo
random pattern using the TSF’s RBG (as specified in FCS RBG EXT.1), a static pattern],
followed by a [selection: read-verify, none]. If read-verification of the overwritten data
fails, the process shall be repeated again;

- For volatile memory, the destruction shall be executed by [selection: powering off a
device, [assignment: other mechanism that ensures keys are destroyed]].

- For nonvolatile storage, the destruction shall be executed by a [selection: single,
three or more times] overwrite of key data storage location consisting of [selection:
a pseudo random pattern using the TSF’s RBG (as specified in FCS RBG_EXT.1),
a static pattern], followed by a [selection: read-verify, none]. If read-verification of
the overwritten data fails, the process shall be repeated again;

[selection: powering off a device, [assignment: other mechanism that ensures keys are
destroyed]]

- powering off a device
[selection: single, three or more times)
- single

[selection: a pseudo random pattern using the TSF’s RBG (as specified in FCS RBG _EXT.1),
a static pattern)

- astatic pattern
[selection: read-verify, none)
- none

[selection: NIST SP800-88, no standard]
- no standard

FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)

Hierarchical to: No other components.

Dependencies: [EBPPFCHmpertofuser-data-without securityattributes;or
EDPITC2 : I " . 4 ’
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]

FCS CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

FCS_COP.1.1(a) Refinement: The TSF shall perform encryption and decryption in accordance with a
specified cryptographic algorithm AES operating in [assignment: one or more modes] and
cryptographic key sizes 128-bits and 256-bits that meets the following:

Copyright Canon Inc. 2022
40



Canon

FEITH: 2022/07/27

e  FIPS PUB 197, “Advanced Encryption Standard (AES)”

e [Selection: NIST SP 800-384, NIST SP 800-38B, NIST SP 800-38C, NIST SP
800-38D]

[assignment: one or more modes]
- CBC, GCM

[Selection: NIST SP 800-384, NIST SP 800-38B, NIST SP 800-38C, NIST SP 800-38D]
- NIST SP 800-38A, NIST SP 800-38D

FCS_COP.1(b) (update) Cryptographic Operation (for signature
generation/verification)

Hierarchical to: No other components.

Dependencies: [EBPHFC Hmportofuserdatiwithoutseeuribyatribitesor—
ey : I " . A ,
FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

FCS_COP.1.1(b) (update) Refinement: The TSF shall perform cryptographic signature services in accordance
with a [selection:

*  Digital Signature Algorithm (DSA) with key sizes (modulus) of [assignment: 2048 bits
or greater],

*  RSA Digital Signature Algorithm (rDSA) with key sizes (modulus) of [assignment:
2048 bits or greater], or

*  Elliptic Curve Digital Signature Algorithm (ECDSA) with key sizes of [assignment: 256
bits or greater]]
that meets the following [selection:

Case: Digital Signature Algorithm
*  FIPS PUB 186-4, “Digital Signature Standard”

Case: RSA Digital Signature Algorithm
*  FIPS PUB 186-4, “Digital Signature Standard”

Case: Elliptic Curve Digital Signature Algorithm
*  FIPS PUB 186-4, “Digital Signature Standard”

. The TSF shall implement “NIST curves” P-256, P384 and [selection: P521,
no other curves] (as defined in FIPS PUB 186-4, “Digital Signature
Standard”).

]

[selection:

*  Digital Signature Algorithm (DSA) with key sizes (modulus) of [assignment: 2048 bits
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or greater],

*  RSA Digital Signature Algorithm (rDSA) with key sizes (modulus) of [assignment:
2048 bits or greater), or

*  Elliptic Curve Digital Signature Algorithm (ECDSA) with key sizes of |assignment: 256
bits or greater]]

- RSA Digital Signature Algorithm (rDSA) with key sizes (modulus) of [assignment:
2048 bits or greater]

[assignment: 2048 bits or greater]
- 2048 bits

[selection:
Case: Digital Signature Algorithm
FIPS PUB 186-4, “Digital Signature Standard”
Case: RSA Digital Signature Algorithm
*  FIPS PUB 186-4, “Digital Signature Standard”
Case: Elliptic Curve Digital Signature Algorithm
e  FIPS PUB 186-4, “Digital Signature Standard”

. The TSF shall implement “NIST curves” P-256, P384 and [selection: P521,
no other curves] (as defined in FIPS PUB 186-4, “Digital Signature
Standard”).

- Case: RSA Digital Signature Algorithm
*  FIPS PUB 186-4, “Digital Signature Standard”

FCS_COP.1(b)(tls) Cryptographic Operation (for signature
generation/verification)

Hierarchical to: No other components.

Dependencies: [EBPPITC Hmport-of user-data-without security-attributes;-or—
' hiel .

FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys)]

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

FCS_COP.1.1(b)(tls) Refinement: The TSF shall perform cryptographic signature services in accordance
with a [selection:

*  Digital Signature Algorithm (DSA) with key sizes (modulus) of [assignment: 2048 bits
or greater],

*  RSA Digital Signature Algorithm (rDSA) with key sizes (modulus) of [assignment:
2048 bits or greater], or

e  Elliptic Curve Digital Signature Algorithm (ECDSA) with key sizes of [assignment: 256
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bits or greater]]

that meets the following [selection:
Case: Digital Signature Algorithm
e  FIPS PUB 186-4, “Digital Signature Standard”
Case: RSA Digital Signature Algorithm
e  FIPS PUB 186-4, “Digital Signature Standard”
Case: Elliptic Curve Digital Signature Algorithm
e  FIPS PUB 186-4, “Digital Signature Standard”

. The TSF shall implement “NIST curves” P-256, P384 and [selection: P521,
no other curves] (as defined in FIPS PUB 186-4, “Digital Signature
Standard”).

1

[selection:

*  Digital Signature Algorithm (DSA) with key sizes (modulus) of [assignment: 2048 bits
or greater],

*  RSA Digital Signature Algorithm (rDSA) with key sizes (modulus) of [assignment:
2048 bits or greater], or

e Elliptic Curve Digital Signature Algorithm (ECDSA) with key sizes of [assignment: 256
bits or greater|)

- RSA Digital Signature Algorithm (rDSA) with key sizes (modulus) of [assignment:
2048 bits or greater]

- Elliptic Curve Digital Signature Algorithm (ECDSA) with key sizes of
[assignment: 256 bits or greater]

[assignment: 2048 bits or greater]
- 2048 bits

[assignment: 256 bits or greater]
- 256 bits, 384 bits

[selection:
Case: Digital Signature Algorithm
FIPS PUB 186-4, “Digital Signature Standard”
Case: RSA Digital Signature Algorithm
FIPS PUB 186-4, “Digital Signature Standard”
Case: Elliptic Curve Digital Signature Algorithm
e  FIPS PUB 186-4, “Digital Signature Standard”

. The TSF shall implement “NIST curves” P-256, P384 and [selection: P521,
no other curves] (as defined in FIPS PUB 186-4, “Digital Signature
Standard”).

- Case: RSA Digital Signature Algorithm
¢  FIPS PUB 186-4, “Digital Signature Standard”

- Case: Elliptic Curve Digital Signature Algorithm
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¢  FIPS PUB 186-4, “Digital Signature Standard”
*  The TSF shall implement “NIST curves” P-256, P384 and [selection: P521, no
other curves] (as defined in FIPS PUB 186-4, “Digital Signature Standard”).

[selection: P521, no other curves]

- no other curves

FCS_COP.1(b)(ipsec) Cryptographic Operation (for signature
generation/verification)

Hierarchical to: No other components.

Dependencies: [EBPIFCHmport-of userdata-witheutseeurity-attributes,or—
EDPITC2] : ] " . 4 ’
FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric

keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

FCS_COP.1.1(b)(ipsec) Refinement: The TSF shall perform cryptographic signature services in accordance
with a [selection:

*  Digital Signature Algorithm (DSA) with key sizes (modulus) of [assignment: 2048 bits
or greater],

*  RSA Digital Signature Algorithm (rDSA) with key sizes (modulus) of [assignment:
2048 bits or greater], or

e Elliptic Curve Digital Signature Algorithm (ECDSA) with key sizes of [assignment: 256
bits or greater])
that meets the following [selection:

Case: Digital Signature Algorithm
e  FIPS PUB 186-4, “Digital Signature Standard”

Case: RSA Digital Signature Algorithm
e  FIPS PUB 186-4, “Digital Signature Standard”

Case: Elliptic Curve Digital Signature Algorithm
e  FIPS PUB 186-4, “Digital Signature Standard”

. The TSF shall implement “NIST curves” P-256, P384 and [selection: P521,
no other curves] (as defined in FIPS PUB 186-4, “Digital Signature
Standard”).

|

[selection:

*  Digital Signature Algorithm (DSA) with key sizes (modulus) of [assignment: 2048 bits
or greater],

*  RSA Digital Signature Algorithm (rDSA) with key sizes (modulus) of [assignment:
2048 bits or greater), or
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*  Elliptic Curve Digital Signature Algorithm (ECDSA) with key sizes of |assignment: 256
bits or greater]]

- RSA Digital Signature Algorithm (rDSA) with key sizes (modulus) of [assignment:
2048 bits or greater]

- Elliptic Curve Digital Signature Algorithm (ECDSA) with key sizes of
[assignment: 256 bits or greater|

[assignment: 2048 bits or greater]
- 2048 bits
[assignment: 256 bits or greater]
- 256 bits, 384 bits
[selection:
Case: Digital Signature Algorithm
e  FIPS PUB 186-4, “Digital Signature Standard”
Case: RSA Digital Signature Algorithm
e  FIPS PUB 186-4, “Digital Signature Standard”
Case: Elliptic Curve Digital Signature Algorithm
e  FIPS PUB 186-4, “Digital Signature Standard”

. The TSF shall implement “NIST curves” P-256, P384 and [selection: P521,
no other curves] (as defined in FIPS PUB 186-4, “Digital Signature
Standard”).

- Case: RSA Digital Signature Algorithm
*  FIPS PUB 186-4, “Digital Signature Standard”
- Case: Elliptic Curve Digital Signature Algorithm
*  FIPS PUB 186-4, “Digital Signature Standard”
¢ The TSF shall implement “NIST curves” P-256, P384 and [selection: P521, no
other curves] (as defined in FIPS PUB 186-4, “Digital Signature Standard”).

[selection: P521, no other curves]

- no other curves

FCS_COP.1(c) Cryptographic operation (Hash Algorithm)

Hierarchical to: No other components.
Dependencies: No dependencies
FCS_COP.1.1(c) Refinement: The TSF shall perform cryptographic hashing services in accordance

with [selection: SHA-1, SHA-256, SHA-384, SHA-512] that meet the following: [ISO/IEC
10118-3:2004].

[selection: SHA-1, SHA-256, SHA-384, SHA-512]
- SHA-1, SHA-256, SHA-384, SHA-512

FCS_COP.1(d) Cryptographic operation (AES Data Encryption/Decryption)
Hierarchical to: No other components.
Dependencies: FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)
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FCS CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

FCS_COP.1.1(d) The TSF shall perform data encryption and decryption in accordance with a specified
cryptographic algorithm AES used in [selection: CBC, GCM, XTS]| mode and cryptographic
key sizes [selection: 128 bits, 256 bits] that meet the following: AES as specified in ISO/IEC

18033-3, [selection: CBC as specified in ISO/IEC 10116, GCM as specified in ISO/IEC 19772,
and XTS as specified in IEEE 1619].

[selection: CBC, GCM, XTS]
- XTS

[selection: 128 bits, 256 bits]
- 256 bits

[selection: CBC as specified in ISO/IEC 10116, GCM as specified in ISO/IEC 19772, and
XTS as specified in IEEE 1619)

- XTS as specified in IEEE 1619

FCS_COP.1(g) Cryptographic Operation (for keyed-hash message authentication)

Hierarchical to: No other components.
Dependencies: FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)
FCS _CKM_EXT.4 Extended: Cryptographic Key Material
Destruction
FCS_COP.1.1(g) Refinement: The TSF shall perform keyed-hash message authentication in

accordance with a specified cryptographic algorithm HMAC-[selection: SHA-1, SHA-224,
SHA-256, SHA-384, SHA-512], Kkey size [assignment: Key size (in bits) used in HMAC], and
message digest sizes [selection: 160, 224, 256, 384, 512] bits that meet the following: FIPS
PUB 198-1, "The Keyed-Hash Message Authentication Code, and FIPS PUB 180-3,
“Secure Hash Standard.”

[selection: SHA-1, SHA-224, SHA-256, SHA-384, SHA-512]
- SHA-1, SHA-256, SHA-384

[assignment: key size (in bits) used in HMAC]
- 160, 256, 384 bits

[selection: 160, 224, 256, 384, 512]
- 160, 256,384

FCS_HTTPS_EXT.1 Extended: HTTPS selected

Hierarchical to: No other components.

Dependencies: FCS_TLS EXT.1 Extended: TLS selected
FCS_HTTPS EXT.1.1 The TSF shall implement the HTTPS protocol that complies with RFC 2818.
FCS_HTTPS_EXT.1.2 The TSF shall implement HTTPS using TLS as specified in FCS_TLS EXT.I.
FCS_IPSEC_EXT.1 Extended: IPsec selected

Hierarchical to: No other components.

Copyright Canon Inc. 2022
46



Canon

FEITH: 2022/07/27

Dependencies: FIA PSK EXT.1 Extended: Pre-Shared Key Composition
FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys)

FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)

FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)

FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash message

authentication)
FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit
Generation)
FCS_IPSEC_EXT.1.1 The TSF shall implement the IPsec architecture as specified in RFC 4301.
FCS_IPSEC_EXT.1.2 The TSF shall implement [selection: funnel mode, transport model].

[selection: tunnel mode, transport mode)

- transport mode

FCS _IPSEC EXT.1.3 The TSF shall have a nominal, final entry in the SPD that matches anything that is
otherwise unmatched, and discards it.

FCS _IPSEC _EXT.14 The TSF shall implement the IPsec protocol ESP as defined by RFC 4303 using
[selection: the cryptographic algorithms AES-CBC-128 (as specified by RFC 3602) together
with a Secure Hash Algorithm (SHA)-based HMAC, AES-CBC-256 (as specified by RFC 3602)
together with a Secure Hash Algorithm (SHA)-based HMAC, AES-GCM-128 as specified in
RFC 4106, AES-GCM-256 as specified in RFC 4106].

[selection: the cryptographic algorithms AES-CBC-128 (as specified by RFC 3602) together
with a Secure Hash Algorithm (SHA)-based HMAC, AES-CBC-256 (as specified by RFC
3602) together with a Secure Hash Algorithm (SHA)-based HMAC, AES-GCM-128 as
specified in RFC 4106, AES-GCM-256 as specified in RFC 4106]

- the cryptographic algorithms AES-CBC-128 (as specified by RFC 3602) together
with a Secure Hash Algorithm (SHA)-based HMAC, AES-CBC-256 (as specified
by RFC 3602) together with a Secure Hash Algorithm (SHA)-based HMAC,
AES-GCM-128 as specified in RFC 4106, AES-GCM-256 as specified in RFC 4106

FCS_IPSEC_EXT.1.5 The TSF shall implement the protocol: [selection: IKEVI, using Main Mode for
Phase 1 exchanges, as defined in RFCs 2407, 2408, 2409, RFC 4109, [selection: no other RFCs
for extended sequence numbers, RFC 4304 for extended sequence numbers], and [selection: no
other RFCs for hash functions, RFC 4868 for hash functions]; IKEv2 as defined in RFCs 5996,
[selection: with no support for NAT traversal, with mandatory support for NAT traversal as
specified in section 2.23], and [selection: no other RFCs for hash functions, RFC 4868 for hash
functions]].

[selection: IKEVI, using Main Mode for Phase 1 exchanges, as defined in RFCs 2407, 2408,
2409, RFC 4109, [selection: no other RFCs for extended sequence numbers, RFC 4304 for
extended sequence numbers], and [selection: no other RFCs for hash functions, RFC 4868 for
hash functions]; IKEv2 as defined in RFCs 5996, [selection: with no support for NAT
traversal, with mandatory support for NAT traversal as specified in section 2.23], and
[selection: no other RFCs for hash functions, RFC 4868 for hash functions]]

- IKEvl, using Main Mode for Phase 1 exchanges, as defined in RFCs 2407, 2408,
2409, RFC 4109, [selection: no other RFCs for extended sequence numbers, RFC
4304 for extended sequence numbers], and [selection: no other RFCs for hash
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functions, RFC 4868 for hash functions]

[selection: no other RFCs for extended sequence numbers, RFC 4304 for extended sequence
numbers]

RFC 4304 for extended sequence numbers

[selection: no other RFCs for hash functions, RFC 4868 for hash functions]
- RFC 4868 for hash functions

FCS_IPSEC_EXT.1.6 The TSF shall ensure the encrypted payload in the [selection: IKEvI, IKEv2]

protocol uses the cryptographic algorithms AES-CBC-128, AES-CBC-256 as specified in RFC

3602 and [selection: AES-GCM-128, AES-GCM-256 as specified in RFC 5282, no other
algorithm].

[selection: IKEvI, IKEV2]
IKEvl

[selection: AES-GCM-128, AES-GCM-256 as specified in RFC 5282, no other algorithm]
- no other algorithm

FCS IPSEC EXT.1.7 The TSF shall ensure that IKEv1 Phase 1 exchanges use only main mode.

FCS_IPSEC_EXT.1.8 The TSF shall ensure that [selection: IKEv2 SA lifetimes can be established based
on [selection: number of packets/number of bytes; length of time, where the time values can be
limited to: 24 hours for Phase 1 SAs and 8 hours for Phase 2 SAs); IKEvI SA lifetimes can be
established based on [selection: number of packets/number of bytes ; length of time, where the
time values can be limited to: 24 hours for Phase 1 SAs and 8 hours for Phase 2 SAs]].

[selection: IKEv2 SA lifetimes can be established based on [selection: number of
packets/number of bytes; length of time, where the time values can be limited to: 24 hours for
Phase 1 SAs and 8 hours for Phase 2 SAs); IKEvI SA lifetimes can be established based on
[selection: number of packets/number of bytes ; length of time, where the time values can be
limited to: 24 hours for Phase 1 SAs and 8 hours for Phase 2 SAs]]

- IKEvl SA lifetimes can be established based on [selection: number of

packets/number of bytes ; length of time, where the time values can be limited to:
24 hours for Phase 1 SAs and 8 hours for Phase 2 SAs]

[selection: number of packets/number of bytes, length of time, where the time values can be
limited to: 24 hours for Phase 1 SAs and 8 hours for Phase 2 SAs)

length of time, where the time values can be limited to: 24 hours for Phase 1 SAs
and 8 hours for Phase 2 SAs

FCS_IPSEC_EXT.1.9 The TSF shall ensure that all IKE protocols implement DH Groups 14 (2048-bit
MODP), and [selection: 24 (2048-bit MODP with 256-bit POS), 19 (256-bit Random ECP), 20
(384-bit Random ECP, 5 (1536-bit MODP)), [assignment: other DH groups that are
implemented by the TOE], no other DH groups].

[selection: 24 (2048-bit MODP with 256-bit POS), 19 (256-bit Random ECP), 20 (384-bit

Random ECP, 5 (1536-bit MODP)), [assignment: other DH groups that are implemented by
the TOE], no other DH groups]

- 19 (256-bit Random ECP), 20 (384-bit Random ECP)

FCS_IPSEC_EXT.1.10 The TSF shall ensure that all IKE protocols perform Peer Authentication using the
[selection: RSA, ECDSA] algorithm and Pre-shared Keys.

[selection: RSA, ECDSA]
- RSA, ECDSA
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FCS_KYC_EXT.1 Extended: Key Chaining
Hierarchical to: No other components.
Dependencies: [FCS_COP.1(e) Cryptographic operation (Key Wrapping),

FCS_SMC _EXT.1 Extended: Submask Combining,

FCS_COP.1(f) Cryptographic operation (Key Encryption),
FCS_KDF_EXT.1 Cryptographic Operation (Key Derivation), and/or
FCS_COP.1(i) Cryptographic operation (Key Transport)]

FCS KYC_EXT.1.1 The TSF shall maintain a key chain of: [selection: one, using a submask as the
BEV or DEK; intermediate keys originating from one or more submask(s) to the BEV or DEK
using the following method(s): [selection: key wrapping as specified in FCS_COP.1(e), key
combining as specified in FCS_ SMC _EXT.1, key encryption as specified in FCS_COP.1(f), key
derivation as specified in FCS_KDF EXT.1, key transport as specified in FCS_COP.1(i)]] while
maintaining an effective strength of [selection: 128 bits, 256 bits].

[selection: one, using a submask as the BEV or DEK; intermediate keys originating from one or
more submask(s) to the BEV or DEK using the following method(s): [selection: key wrapping
as specified in FCS_COP.1(e), key combining as specified in FCS_SMC EXT.1, key
encryption as specified in FCS_COP.1(f), key derivation as specified in FCS KDF EXT.1,
key transport as specified in FCS_COP.1(i)]]

intermediate keys originating from one or more submask(s) to the BEV or DEK
using the following method(s): [selection: key wrapping as specified in
FCS _COP.1(e), key combining as specified in FCS_ SMC EXT.1, key encryption as
specified in FCS_COP.1(f), key derivation as specified in FCS_ KDF EXT.1, key
transport as specified in FCS_COP.1(i)]

[selection: key wrapping as specified in FCS_COP.1(e), key combining as specified in
FCS SMC _EXT.1, key encryption as specified in FCS_COP.1(f), key derivation as specified
in FCS KDF EXT.1, key transport as specified in FCS_COP.1(i)]

- key combining as specified in FCS_SMC EXT.1

[selection: 128 bits, 256 bits]
- 256 bits

FCS_RBG_EXT.1(network) Extended: Cryptographic Operation (Random Bit
Generation)

Hierarchical to: No other components.
Dependencies: No dependencies.
FCS_RBG_EXT.1.1(network): The TSF shall perform all deterministic random bit generation services

in accordance with [selection: ISO/IEC 18031:2011, NIST SP 800-90A] using [selection:
Hash_DRBG (any), HMAC _DRBG (any), CTR_DRBG (AES)].

[selection: ISO/IEC 18031:2011, NIST SP 800-90A]
- NIST SP 800-90A

[selection: Hash DRBG (any), HMAC DRBG (any), CTR_DRBG (AES)]
- CTR_DRBG (AES)

FCS_RBG_EXT.1.2(network): The deterministic RBG shall be seeded by at least one entropy source
that accumulates entropy from [selection: [assignment: number of software-based sources|
software-based noise source(s), [assignment: number of hardware-based sources)
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hardware-based noise source(s)] with a minimum of [selection: 128 bits, 256 bits] of entropy at
least equal to the greatest security strength, according to ISO/IEC 18031:2011 Table C.1
“Security Strength Table for Hash Functions”, of the keys and hashes that it will generate.

[selection: [assignment: number of software-based sources] software-based noise source(s),
[assignment: number of hardware-based sources] hardware-based noise source(s)]

- [assignment: number of hardware-based sources] hardware-based noise source(s)
[assignment: number of hardware-based sources]

-1
[selection: 128 bits, 256 bits]

- 256 bits

FCS_RBG_EXT.1(ssd) Extended: Cryptographic Operation (Random Bit Generation)
Hierarchical to: No other components.
Dependencies: No dependencies.

FCS_RBG_EXT.1.1(ssd):  The TSF shall perform all deterministic random bit generation services in
accordance with [selection: ISO/IEC 18031:2011, NIST SP 800-90A4] using [selection:
Hash_DRBG (any), HMAC DRBG (any), CTR_DRBG (AES)].

[selection: ISO/IEC 18031:2011, NIST SP 800-90A]
- NIST SP 800-90A

[selection: Hash_DRBG (any), HMAC _DRBG (any), CTR_DRBG (AES)]
- Hash_DRBG (SHA-256)

FCS_RBG_EXT.1.2(ssd):  The deterministic RBG shall be seeded by at least one entropy source that
accumulates entropy from [selection: [assignment: number of software-based sources]|
software-based noise source(s), [assignment: number of hardware-based sources|
hardware-based noise source(s)] with a minimum of [selection: 128 bits, 256 bits] of entropy at
least equal to the greatest security strength, according to ISO/IEC 18031:2011 Table C.1
“Security Strength Table for Hash Functions”, of the keys and hashes that it will generate.

[selection: [assignment: number of software-based sources] software-based noise source(s),
[assignment: number of hardware-based sources] hardware-based noise source(s)]

- [assignment: number of hardware-based sources] hardware-based noise
source(s)

[assignment: number of hardware-based sources]
-1

[selection: 128 bits, 256 bits]
- 256 bits

FCS_SMC_EXT.1 Extended: Submask Combining

Hierarchical to: No other components.

Dependencies: FCS_COP.1(c) Cryptographic operation (Hash Algorithm)
FCS_SMC_EXT.1.1: The TSF shall combine submasks using the following method [selection: exclusive

OR (XOR), SHA-256, SHA-512] to generate an intermediary key or BEV.
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[selection: exclusive OR (XOR), SHA-256, SHA-512 ]
- SHA-256

FCS_TLS_EXT.1 Extended: TLS selected
Hierarchical to: No other components.

Dependencies: FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)

FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)

FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)

FCS_COP.1(g) Cryptographic Operation (for keyed-hash message
authentication)

FCS RBG_EXT.1 Extended: Cryptographic Operation (Random Bit
Generation)

FCS_TLS_EXT.1.1The TSF shall implement one or more of the following protocols [selection: 7LS 1.0 (RFC
2246), TLS 1.1 (RFC 4346), TLS 1.2 (RFC 5246)] supporting the following ciphersuites:

Mandatory Ciphersuites:

e TLS RSA WITH AES 128 CBC SHA
Optional Ciphersuites:
[selection:

None

TLS RSA WITH AES 256 CBC SHA

TLS DHE RSA WITH _AES 128 CBC _SHA

TLS DHE RSA WITH_AES 256 CBC _SHA

TLS RSA WITH_AES 128 CBC _SHA256

TLS RSA WITH AES 256 CBC_ SHA256

TLS DHE RSA WITH_AES 128 CBC_SHA256

TLS DHE RSA WITH_AES 256 CBC_SHA256

TLS ECDHE RSA WITH _AES 128 CBC_SHA

TLS ECDHE RSA WITH_AES 256 CBC_SHA

TLS ECDHE ECDSA WITH_AES 128 CBC SHA
TLS ECDHE ECDSA WITH_AES 256 CBC _SHA
TLS ECDHE RSA WITH_AES 128 CBC SHA256
TLS ECDHE RSA WITH_AES 256 CBC SHA384

TLS ECDHE RSA WITH_AES 128 GCM_SHA256
TLS ECDHE RSA WITH_AES 256 GCM_SHA384
TLS ECDHE ECDSA WITH_AES 128 GCM_SHA256
TLS ECDHE ECDSA WITH_AES 256 GCM_SHA384
TLS ECDHE ECDSA WITH_AES 128 CBC_SHA256
TLS ECDHE ECDSA WITH_AES 256 CBC _SHA384
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1.

[selection: TLS 1.0 (RFC 2246), TLS 1.1 (RFC 4346), TLS 1.2 (RFC 5246)]
- TLS 1.2(RFC 5246)

[selection:

None

TLS RSA WITH AES 256 CBC SHA

TLS DHE RSA WITH _AES 128 CBC _SHA

TLS DHE RSA WITH_AES 256 CBC _SHA

TLS RSA WITH_AES 128 CBC _SHA256

TLS RSA WITH AES 256 CBC_ SHA256

TLS DHE RSA WITH_AES 128 CBC_SHA256

TLS DHE RSA WITH_AES 256 CBC_SHA256

TLS ECDHE RSA WITH AES 128 CBC_SHA

TLS ECDHE RSA WITH_AES 256 CBC_SHA

TLS ECDHE ECDSA WITH_AES 128 CBC SHA
TLS ECDHE ECDSA WITH_AES 256 CBC _SHA
TLS ECDHE RSA WITH_AES 128 CBC SHA256
TLS ECDHE RSA WITH_AES 256 CBC SHA384

TLS ECDHE RSA WITH_AES 128 GCM_SHA256
TLS ECDHE RSA WITH _AES 256 GCM_SHA384
TLS ECDHE ECDSA WITH_AES 128 GCM_SHA256
TLS ECDHE ECDSA WITH_AES 256 GCM_SHA384
TLS ECDHE ECDSA WITH_AES 128 CBC_SHA256
TLS ECDHE ECDSA WITH_AES 256 CBC _SHA384

TLS_RSA_WITH_AES 256 CBC_SHA
TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA
TLS_ECDHE_RSA_ WITH_AES 256 CBC_SHA
TLS_ECDHE_RSA_ WITH_AES_128_GCM_SHA256
TLS_ECDHE_RSA_WITH_AES 256 GCM_SHA384
TLS_ECDHE_ECDSA_ WITH AES 128 GCM_SHA256
TLS_ECDHE_ECDSA_WITH _AES 256 GCM_SHA384

6.2.4 Class FDP: User Data Protection
FDP_ACC.1 Subset access control
Hierarchical to: No other components.
Dependencies: FDP_ACEF.1 Security attribute based access control

FDP_ACC.1.1 Refinement: The TSF shall enforce the User Data Access Control SFP on subjects, objects,
and operations among subjects and objects specified in Table 15 and Table 16.
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FDP_ACF.1 Security attribute based access control

FDP_ACF.1.1 Refinement:

FDP_ACF.1.2 Refinement:

FDP_ACF.1.3 Refinement:

FDP_ACF.1.4 Refinement:

Hierarchical to:

Dependencies:

No other components.

FDP_ACC.1 Subset access control
FMT MSA.3 Static attribute initialization
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The TSF shall enforce the User Data Access Control SFP to objects based on the

following: subjects, objects, and attributes specified in Table 15 and Table 16.

Table 15 and Table 16.

The TSF shall enforce the following rules to determine if an operation among
controlled subjects and controlled objects is allowed: rules governing access among controlled
subjects and controlled objects using controlled operations on controlled objects specified in

The TSF shall explicitly authorise access of subjects to objects based on the
following additional rules: [assignment: rules that do not conflict with the User Data Access

Control SFP, based on security attributes, that explicitly authorise access of subjects to

objects].

[assignment: rules that do not conflict with the User Data Access Control SFP, based on
security attributes, that explicitly authorise access of subjects to objects]

- None

The TSF shall explicitly deny access of subjects to objects based on the following
additional rules: [assignment: rules that do not conflict with the User Data Access Control SFP,

based on security attributes, that explicitly deny access of subjects to objects].

[assignment: rules that do not conflict with the User Data Access Control SFP, based on
security attributes, that explicitly deny access of subjects to objects]

- None

Table 15 — D.USER.DOC Access Control SFP

"Create" "Read" "Modify" "Delete"
. View image
. Submit a or Release Modify stored | Delete stored
Operation: | document to be .
. printed document document
printed
output
. note 1
Print | job owner ( ) allowed allowed allowed
allowed
U.ADMIN allowed denied denied allowed
U.NORMAL allowed denied denied denied
Unauthenticated denied denied denied denied
. Submit a View scanned | Modify stored | Delete stored
Operation: | document for . . .
. image image image
scanning
Job (ote 2) llowed llowed llowed
ob owner allowe allowe allowe
Scan allowed
U.ADMIN allowed denied denied allowed
U.NORMAL allowed denied denied denied
Unauthenticated denied denied denied denied
Copy Operation: ST f/tew scanned Modify stored | Delete stored
document for image or
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copying Release image image
printed copy
output
(note 2)
Job owner allowed allowed allowed
allowed
U.ADMIN allowed denied denied allowed
U.NORMAL allowed denied denied denied
Unauthenticated denied denied denied denied
. YL View scanned | Modify stored | Delete stored
Operation: | document to imave imace imace
send as a fax 8 8 8
(note 2)

Fax send | Job owner allowed allowed allowed allowed
U.ADMIN allowed denied denied allowed
U.NORMAL allowed denied denied denied
Unauthenticated denied denied denied denied

View fax
. Rl image or Modtfy-tmage Delete image
Operation: . Release of received of received
and store it .
printed fax fax fax
output
te 3
Fax Fax owner (rlllo © c)i allowed allowed allowed
receive allowe
te 4
U.ADMIN (note 4) allowed allowed allowed
allowed
(note 4) . . .
U.NORMAL denied denied denied
allowed
Unauthenticated allowed denied denied denied
. Store Retrieve Modify stored | Delete stored
Operation: stored
document document document
document
St / (note 1)
orage/ | Job owner allowed allowed allowed
retrieval allowed
U.ADMIN allowed allowed denied allowed
U.NORMAL allowed denied denied denied
Unauthenticated denied denied denied denied
Table 16 — D.USER.JOB Access Control SFP
"Create" * "Read" "Modify" "Delete"
T Crea.te print View print Modt?fv print Canc.el print
job queue / log job job
(note 1)
Print Job owner allowed allowed allowed
allowed
U.ADMIN allowed allowed denied allowed
U.NORMAL allowed denied denied denied
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Unauthenticated denied denied denied denied
Overation: Create scan View scan Modify scan | Cancel scan
P ) job status / log job Jjob
te 2
Job owner (note 2) allowed allowed allowed
Scan allowed
U.ADMIN allowed allowed allowed allowed
U.NORMAL allowed allowed denied denied
Unauthenticated denied denied denied denied
e Create copy View copy Modify copy | Cancel copy
Operation: job status / log job Jjob
te 2
Job owner (note 2) allowed denied allowed
Copy allowed
U.ADMIN allowed allowed denied allowed
U.NORMAL allowed denied denied denied
Unauthenticated denied denied denied denied
Yoers Create fax View fax job Modify fax Cancel fax
Operation: send job queue /log send job send job
note 2
Job owner ( ) allowed allowed allowed
Fax send allowed
U.ADMIN allowed allowed allowed allowed
U.NORMAL allowed allowed denied denied
Unauthenticated denied denied denied denied
. Create fax Vlenff e Modify fax Cancel fax
Operation: s receive status ! G f
receive job receive job receive job
/log
(note 3) . .
Fax owner allowed denied denied
Fax allowed
i note 4
recetve U.ADMIN ( ) allowed denied allowed
allowed
(note 4) . .
U.NORMAL allowed denied denied
allowed
Unauthenticated allowed denied denied denied
. Create storage | View storage / Modify O
Operation: . . . storage / storage /
/ retrieval job | retrieval log . . . .
retrieval job retrieval job
note 2
Storage/ | job owner ( ) allowed denied allowed
retrieval allowed
U.ADMIN allowed allowed denied allowed
U.NORMAL allowed allowed denied denied
Unauthenticated denied denied denied denied

Application notes:

The following Notes that are referenced in Table 15 and Table 16:

Note 1: Job Owner is identified by a credential or assigned to an authorized User as part of the process of
submitting a print or storage Job.

Note 2: Job Owner is assigned to an authorized User as part of the process of initiating a scan, copy, fax send,
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or retrieval Job.

Note 3: Job Owner of received faxes is assigned by default or configuration. Minimally, ownership of received
faxes is assigned to a specific user or U ADMIN role.

Note 4: PSTN faxes are received from outside of the TOE, they are not initiated by Users of the TOE.

FDP_DSK_EXT.1 Extended: Protection of Data on Disk

Hierarchical to: No other components.
Dependencies: FCS_COP.1(d) Cryptographic operation (AES Data
Encryption/Decryption).
FDP_DSK EXT.1.1 The TSF shall [selection: perform encryption in accordance with FCS _COP.1(d),

use a self-encrypting Field-Replaceable Nonvolatile Storage Device that is separately CC
certified to conform to the FDE EE cPP], such that any Field-Replaceable Nonvolatile Storage
Device contains no plaintext User Document Data and no plaintext Confidential TSF Data.

[selection: perform encryption in accordance with FCS_COP. 1(d), use a self-encrypting
Field-Replaceable Nonvolatile Storage Device that is separately CC certified to conform to
the FDE EE cPP)]

- perform encryption in accordance with FCS_COP.1(d)

FDP_DSK EXT.1.2 The TSF shall encrypt all protected data without user intervention.
FDP_FXS_EXT.1 Extended: Fax separation

Hierarchical to: No other components.

Dependencies: No dependencies.

FDP_FXS EXT.1.1The TSF shall prohibit communication via the fax interface, except transmitting or receiving
User Data using fax protocols.

6.2.5 Class FIA: Identification and Authentication
FIA_AFL.1 Authentication failure handling
Hierarchical to: No other components.
Dependencies: FIA UAU.1 Timing of authentication

FIA AFL.1.1  The TSF shall detect when [selection: [assignment: positive integer number], an administrator
configurable positive integer within [assignment: range of acceptable values]] unsuccessful
authentication attempts occur related to [assignment: list of authentication events].

[selection: [assignment: positive integer number], an administrator configurable positive integer
within [assignment: range of acceptable values]]

- an administrator configurable positive integer within [assignment: range of
acceptable values]

[assignment: range of acceptable values)

- 15 10 NIZBITAIE DS
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[assignment: [ist of authentication events]
- BEN B STen A AT V= Ul 2 o7cn /A 38T, TV Z—F
TAN=DHDRBFERAAT

FIA_AFL.1.2  When the defined number of unsuccessful authentication attempts has been [selection: met,
surpassed], the TSF shall [assignment: /ist of actions].

[selection: met, surpassed]

- met

[assignment: /ist of actions]

- 160 Sy CRELRRZFE T 2 ETry 7T Uh
FIA_ATD.1 User attribute definition
Hierarchical to: No other components.
Dependencies: No dependencies.

FIA _ATD.1.1 The TSF shall maintain the following list of security attributes belonging to individual users:
[assignment: list of security attributes].

[assignment: list of security attributes)

- User Name, Role

FIA_PMG_EXT.1 Extended: Password Management
Hierarchical to: No other components.
Dependencies: No dependencies.

FIA PMG_EXT.1.1 The TSF shall provide the following password management capabilities for User
passwords:

e Passwords shall be able to be composed of any combination of upper and lower case
letters, numbers, and the following special characters: [selection: “!”, “@?, “#”, “$”, “%”,
AP, K (<, <Y, [assignment: other characters]];

*  Minimum password length shall be settable by an Administrator, and have the capability
to require passwords of 15 characters or greater;

[SeleCtiOIlZ “!”, “@”’ “#”, “$”’ “%”, “/\”’ “&”’ “*”’ “(“’ “)”’ [assignment: Oﬂ’lel’ C‘hai’acters]]

_ (c!”’ “@”’ (c#”, <c$”’ “%”, “"”, “&”, “*”’ “((c, “)”’ [assignment; other Characters]

[assignment: other characters)

_ » (Space)”’ “””, (18] >’, “+7” “’”, (‘7“’ “/”, (‘:”’ ‘(;!’, “<’>’ ‘(:”, (‘>!’, “?’>’ (‘[‘(’ (‘¥”,
((:I » , ((7” , [{ed , (({((, <« | » , ((}” , ({302
FIA_PSK_EXT.1 Extended: Pre-Shared Key Composition
Hierarchical to: No other components.
Dependencies: FCS RBG_EXT.1 Extended: Cryptographic Operation (Random Bit
Generation)
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FIA_PSK_EXT.1.1 The TSF shall be able to use pre-shared keys for IPsec.
FIA PSK EXT.1.2 The TSF shall be able to accept text-based pre-shared keys that are:

* 22 characters in length and [selection: [assignment: other supported lengths], no other
lengthsT];

*  composed of any combination of upper and lower case letters, numbers, and special
Characters (that include: ‘4!”’ 46@”, ‘4#’7’ “$95, ‘4%79’ “/\”, ‘4&95, ‘4*”, “(6‘, and 6‘)”)'

[selection: [assignment: other supported lengths], no other lengths]

- [assignment: other supported lengths)|
[assignment: other supported lengths]

- 24 XFLPINO T

FIA PSK EXT.1.3 The TSF shall condition the text-based pre-shared keys by using [selection: SHA-1, SHA-256,
SHA-512, [assignment: method of conditioning text string]] and be able to [selection: use no
other pre-shared keys,; accept bit-based pre-shared keys, generate bit-based pre-shared keys
using the random bit generator specified in FCS_RBG _EXT.1].

[selection: SHA-1, SHA-256, SHA-512, [assignment: method of conditioning text string]]
- SHA-1, SHA-256, [assignment: method of conditioning text string]

[assignment: method of conditioning text string]
- SHA-384

[selection: use no other pre-shared keys, accept bit-based pre-shared keys; generate bit-based
pre-shared keys using the random bit generator specified in FCS RBG_EXT.1]

- use no other pre-shared keys
FIA_UAU.1 Timing of authentication
Hierarchical to: No other components.
Dependencies: FIA_UID.1 Timing of identification
FIA _UAU.1.1 Refinement: The TSF shall allow [assignment: [list of TSF mediated actions that do not conflict
with the User Data Access Control SFP, and do not provide access to D.TSF.CONF, and do

not change any TSF data] on behalf of the user to be performed before the user is authenticated.

[assignment: list of TSF mediated actions that do not conflict with the User Data Access Control
SFP, and do not provide access to D.TSF.CONF, and do not change any TSF data]

A VAL PN

FIA _UAU.1.2 The TSF shall require each user to be successfully authenticated before allowing any other
TSF-mediated actions on behalf of that user.

FIA_UAU.7 Protected authentication feedback
Hierarchical to: No other components.
Dependencies: FIA_UAU.1 Timing of authentication

FIA _UAU.7.1 The TSF shall provide only [assignment: /ist of feedback] to the user while the authentication is
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in progress.

[assignment: /ist of feedback]
_ *’ .

Timing of identification
Hierarchical to: No other components.

Dependencies: No dependencies.

FIA _UID.1.1 Refinement:  The TSF shall allow [assignment: list of TSF-mediated actions that do not conflict

FIA_UID.1.2

FIA_USB.1

FIA_USB.1.1

FIA_USB.1.2

FIA_USB.1.3

with the User Data Access Control SFP, and do not provide access to D.TSF.CONF, and do
not change any TSF data] on behalf of the user to be performed before the user is identified.

[assignment: list of TSF-mediated actions that do not conflict with the User Data Access
Control SFP, and do not provide access to D.TSF.CONF, and do not change any TSF data]

- BZETIRa T OEAN

The TSF shall require each user to be successfully identified before allowing any other
TSF-mediated actions on behalf of that user.

User-subject binding
Hierarchical to: No other components.
Dependencies: FIA ATD.1 User attribute definition

The TSF shall associate the following user security attributes with subjects acting on the behalf
of that user: [assignment: /ist of user security attributes].

[assignment: list of user security attributes]

- User Name, Role

The TSF shall enforce the following rules on the initial association of user security attributes
with subjects acting on the behalf of users: [assignment: rules for the initial association of
attributes).

[assignment: rules for the initial association of attributes]

- None

The TSF shall enforce the following rules governing changes to the user security attributes
associated with subjects acting on the behalf of users: [assignment: rules for the changing of
attributes).

[assignment: rules for the changing of attributes)
- None

6.2.6 Class FMT: Security Management

FMT_MOF.1 Management of security functions behavior

Hierarchical to: No other components.
Dependencies: FMT _SMR.1 Security roles
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FMT _SMF.1 Specification of Management Functions

FMT_MOF.1.1 Refinement: The TSF shall restrict the ability to [selection: determine the behaviour of, disable,
enable, modify the behaviour of] the functions [assignment: /ist of functions] to U ADMIN.

[selection: determine the behaviour of, disable, enable, modify the behaviour of]

- disable, enable

[assignment: list of functions]
- TLS 5 5{brksE

FMT_MSA.1 Management of security attributes
Hierarchical to: No other components.

Dependencies: FDP_ACC.1 Subset access control
FMT _SMR.1 Security roles
FMT SMF.1 Specification of Management Functions

FMT_MSA.1.1 Refinement: The TSF shall enforce the User Data Access Control SFP to restrict the ability to
[selection: change_default, query, modify, delete, [assignment: other operations]] the security
attributes [assignment: [ist of security attributes] to [assignment: the authorised identified roles).

[selection: change default, query, modify, delete, [assignment. other operations]]
- query, modify, delete, [assignment: other operations]

[assignment: other operations]

- create

[assignment: [ist of security attributes]

- Table 17:Management security attributes @ [ Security attributes | D5

[assignment: the authorised identified roles]
- Table 17:Management security attributes ¢ [ Authorised role(s) | (DIH

Table 17 - Management of security attributes

Security attributes Operation Authorised role(s)
e U.ADMIN,
User Name query the owning UNORMAL
create,delete U.ADMIN
query U.ADMIN
Role -
create,modify,delete U.ADMIN

FMT_MSA.3 Static attribute initialization
Hierarchical to: No other components.

Dependencies: FMT MSA.1 Management of security attributes
FMT SMR.1 Security roles
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FMT_MSA.3.1 Refinement: The TSF shall enforce the User Data Access Control SFP to provide [selection,
choose one of: restrictive, permissive, [assignment.: other property]] default values for security
attributes that are used to enforce the SFP.

[selection, choose one of: restrictive, permissive, [assignment: other property]]

- restrictive

FMT_MSA.3.2 Refinement: The TSF shall allow the [selection: U.ADMIN, no role] to specify alternative
initial values to override the default values when an object or information is created.

[selection: U.ADMIN, no role]

- norole

FMT_MTD.1 Management of TSF data

Hierarchical to:

Dependencies:

FMT_SMR.1
FMT_SMF.1

No other components.

Security roles

Specification of Management Functions

FMT _MTD.1.1 Refinement: The TSF shall restrict the ability to perform the specified operations on the

specified TSF Data to the roles specified in Table 18.

Table 18- Device management Function

Data Operation Authorised role(s)

create, delete U.ADMIN
P NAT—R ‘ U.ADMIN

modify .

the owning UNORMAL

o= query U.ADMIN
A /R R E modify U.ADMIN
[PSec % & query, modify U.ADMIN
TLS B & query, modify U.ADMIN
HEInZ 7D R E query, modify U.ADMIN
27T RNRY Y — R E query, modify U.ADMIN
INAT —RRV Y —TE query, modify U.ADMIN
= S query, modify U.ADMIN
Tyr—LUxT modify U.ADMIN

FMT _SMF.1 Specification of Management Functions
Hierarchical to: No other components.
Dependencies: No dependencies.
FMT_SMF.1.1: The TSF shall be capable of performing the following management functions: [assignment:
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list of management functions provided by the TSF].

[assignment: list of management functions provided by the TSF]
- Table 19 &4

Table 19— Management Functions

Management Functions

2— W PR

A/ e 2 RE 0 % PRI RE

IPSec &% & D FHERE

TLS ¢ E O B RE

H 7 7 N E O B RE

1y 7T MRS — R E D B RE
IRAT —RIRY L — 3R E D BRBERE
B m s PR R
EEHET Y77 — ME HRE

FMT_SMR.1 Security roles
Hierarchical to: No other components.
Dependencies: FIA UID.1 Timing of identification
FMT_SMR.1.1 Refinement: The TSF shall maintain the roles UADMIN, UNORMAL
FMT SMR.1.2 The TSF shall be able to associate users with roles.
6.2.7 Class FPR: Privacy
There are no class FPR requirements.
6.2.8 Class FPT: Protection of the TSF

FPT_KYP_EXT.1 Extended: Protection of Key and Key Material

Hierarchical to: No other components.
Dependencies: No dependencies.
FPT_KYP_EXT.1.1 Refinement: The TSF shall not store plaintext keys that are part of the keychain

specified by FCS_KYC EXT.1 in any Field-Replaceable Nonvolatile Storage Device.
FPT_SKP_EXT.1 Extended: Protection of TSF Data

Hierarchical to: No other components.

Dependencies: No dependencies.

FPT _SKP_ EXT.1.1The TSF shall prevent reading of all pre-shared keys, symmetric keys, and private keys.
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FPT_STM.1 Reliable time stamps
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_STM.1.1 The TSF shall be able to provide reliable time stamps.

FPT_TST_EXT.1 Extended: TSF testing
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_TST_EXT.1.1The TSF shall run a suite of self-tests during initial start-up (and power on) to demonstrate
the correct operation of the TSF.

FPT_TUD_EXTA Extended: Trusted Update
Hierarchical to: No other components.
Dependencies: FCS_COP.1(b) Cryptographic Operation (for signature

generation/verification),
FCS_COP.1(c) Cryptographic operation (Hash Algorithm).

FPT TUD EXT.1.1 The TSF shall provide authorized administrators the ability to query the current
version of the TOE firmware/software.

FPT_TUD_EXT.1.2 The TSF shall provide authorized administrators the ability to initiate updates to
TOE firmware/software.

FPT_TUD_EXT.1.3 The TSF shall provide a means to verify firmware/software updates to the TOE
using a digital signature mechanism and [selection: published hash, no other functions] prior to

installing those updates.

[selection: published hash, no other functions)
- no other functions

6.2.9 Class FRU: Resource Utilization
There are no class FRU requirements.
6.2.10 Class FTA: TOE Access
FTA_SSL.3 (LUI) TSF-initiated termination
Hierarchical to: No other components.
Dependencies: No dependencies.

FTA_SSL.3.1 (LUI) The TSF shall terminate an interactive session after a [assignment: time interval of
user inactivity).

[assignment: time interval of user inactivity]

- BRSOV EBAIELIRWIRTEDS, B R Rt
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FTA_SSL.3 (RUI) TSF-initiated termination
Hierarchical to: No other components.

Dependencies: No dependencies.

FTA_SSL.3.1 (RUD) The TSF shall terminate an interactive session after a [assignment: time interval of
user inactivity].

[assignment: time interval of user inactivity]

- UE—b UL ZHELZRVRRES, 5 E I MR

6.2.11 Class FTP: Trusted Paths/Channels
FTP_ITC.1 Inter-TSF trusted channel

Hierarchical to: No other components.

Dependencies: [FCS _IPSEC EXT.1 Extended: IPsec selected, or
FCS TLS EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS HTTPS EXT.1 Extended: HTTPS selected].

FTP_ITC.1.1 Refinement:  The TSF shall use [selection: IPsec, SSH, TLS, TLS/HTTPS] to provide a
trusted communication channel between itself and authorized IT entities supporting the
following capabilities: [selection: authentication server, [assignment: other capabilities]| that
is logically distinct from other communication channels and provides assured identification of its
end points and protection of the channel data from disclosure and detection of modification of
the channel data.

[selection: IPsec, SSH, TLS, TLS/HTTPS]
- IPsec

[selection: authentication server, [assignment: other capabilities]]

- [assignment: other capabilities]

[assignment: other capabilities]

- IrANY == EER YN — Z A LN —

FTP_ITC.1.2 Refinement: = The TSF shall permit the TSF, or the authorized IT entities, to initiate
communication via the trusted channel

FTP_ITC.1.3 Refinement: = The TSF shall initiate communication via the trusted channel for [assignment: list
of services for which the TSF is able to initiate communications).

[assignment: list of services for which the TSF is able to initiate communications]

- FEV-ER EARS B ALY —ER
FTP_TRP.1(a) Trusted path (for Administrators)

Hierarchical to: No other components.
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Dependencies: [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS TLS EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS HTTPS EXT.1 Extended: HTTPS selected].

FTP_TRP.1.1(a) Refinement:The TSF shall use [selection, choose at least one of: IPsec, SSH, TLS,
TLS/HTTPS] to provide a trusted communication path between itself and remote
administrators that is logically distinct from other communication paths and provides assured
identification of its end points and protection of the communicated data from disclosure and
detection of modification of the communicated data.

[selection, choose at least one of: IPsec, SSH, TLS, TLS/HTTPS]
- IPsec, TLS/HTTPS

FTP_TRP.1.2(a) Refinement: The TSF shall permit remote administrators to initiate communication via the
trusted path

FTP_TRP.1.3(a) Refinement: The TSF shall require the use of the trusted path for initial administrator
authentication and all remote administration actions.

FTP_TRP.1(b) Trusted path (for Non-administrators)
Hierarchical to: No other components.

Dependencies: [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS HTTPS EXT.1 Extended: HTTPS selected].

FTP_TRP.1.1(b) Refinement: The TSF shall use [selection, choose at least one of: IPsec, SSH, TLS,
TLS/HTTPS] to provide a trusted communication path between itself and remote users that is
logically distinct from other communication paths and provides assured identification of its end
points and protection of the communicated data from disclosure and detection of modification
of the communicated data.

[selection, choose at least one of: IPsec, SSH, TLS, TLS/HTTPS]

- IPsec
FTP_TRP.1.2(b) Refinement: The TSF shall permit [selection: the TSF, remote users| to
initiate communication via the trusted path

[selection: the TSF, remote users)|

- remote users
FTP_TRP.1.3(b) Refinement: The TSF shall require the use of the trusted path for initial
user authentication and all remote user actions.

6.3 EX2UTARIEEM

Table 20 lists the Security Assurance Requirements for Protection Profile for Hardcopy Devices,  and related
EAL1 augmented by ASE _SPD.1.

Table 20—TOE Security Assurance Requirements
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Assurance class

Assurance components

ADV: Development

ADV_FSP.1 Basic functional specification

AGD: Guidance documents

AGD_OPE.1 Operational user guidance

AGD_PRE.1 Preparative procedures

ALC: Life-cycle support

ALC_CMC.1 Labelling of the TOE

ALC_CMS.1 TOE CM coverage

ASE: Security Target evaluation

ASE_CCL.1 Conformance claims

ASE_ECD.1 Extended components definition

ASE_INT.1 ST introduction

ASE_OBJ.1 Security objectives
environment

for the operational

ASE_REQ.1 Stated security requirements

ASE_SPD.1 Security problem definition

ASE_TSS.1 TOE summary specification

ATE: Tests

ATE_IND.1 Independent testing — Conformance

AVA: Vulnerability assessment

AVA_VAN.1 Vulnerability survey

6.4

6.4.1

X T AR E AR L

The dependencies of security requirements

ARETIL, ST THERE B DARAFME A 7L TV VR S RTBE DWW B 2 5E i 972,

Table 21— The dependencies of security requirements

BRE T PP CESRLTWAIKTEME | ST TIZLTCOBIKEME | REMEERZL QR WEH

FAU _GEN.1 FPT _STM.1 FPT_STM.1 N/A (RIFHEA 7L T D)

FAU GEN.2 FAU GEN.1 FAU GEN.1 N/A (AT AL T D)
FIA_UID.1 FIA_UID.1

FAU SAR.1 FAU GEN.1 FAU GEN.1 N/A (AT AL T D)

FAU_SAR.2 FAU SAR.1 FAU_SAR.1 N/A (AT HEE 72U T D)

FAU STG.1 FAU GEN.1 FAU GEN.1 N/A (AT AT T D)

FAU _STG.4 FAU STG.1 FAU _STG.1 N/A (AT HEE 72U T D)

FAU STG EXT.1 FAU GEN.1 FAU GEN.1 N/A (AT AL T D)
FTP_ITC.1 FTP_ITC.1

FCS_CKM.1(a) FCS_COP.1(b) FCS_COP.1(b) N/A (RAF AL TD)
FCS_CKM_EXT.4 FCS_CKM_EXT.4

FCS_CKM.1(b) [FCS_COP.1(a), FCS_COP.1(a) N/A (RAFEMEA T2 T D)

or FCS_COP.1(d),
or FCS_COP.1(e),
or FCS_COP.1(f),
or FCS_COP.1(g),
or FCS_COP.1(h)]

FCS_CKM_EXT.4
FCS_RBG_EXT.1

FCS_COP.1(d)
FCS_COP.1(g)
FCS_CKM_EXT.4

FCS RBG_EXT.1(network)
FCS_RBG_EXT.1(ssd)

FCS_CKM EXT.4

[FCS_CKM.1(a)
or FCS_CKM.1(b)]

FCS_CKM.4

FCS_CKM.1(a)
FCS_CKM.1(b)
FCS_CKM.4

N/A (IR T-L D)
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aEEM:

PP CERL TVWBERLEM:

ST THE7-L T\ Bk M

TS L TV VR WE R

FCS_CKM.4

[FCS_CKM.1(a)
or FCS_CKM.1(b)]

FCS_CKM.1(a)
FCS_CKM.1(b)

N/A (RAFME A 72 L TD)

FCS_COP.1(a)

FCS_CKM.1(b)
FCS_CKM_EXT.4

FCS_CKM.1(b)
FCS_CKM _EXT.4

N/A (EAFME A 72 L TD)

FCS_COP.1(b)(update)

FCS_CKM.1(a)
FCS_CKM _EXT.4

No dependencies

FCS CKM 4 % F 5L TR0
BEE
TOMDIAEINTABHE TR
FET DB THLD, K5
A YA ON T € e N

FCS_COP.1(b)(tls)

FCS_CKM.1(a)
FCS_CKM_EXT.4

FCS_CKM.1(a)
FCS_CKM_EXT.4

N/A (IR T-L D)

FCS_COP.1(b)(ipsec)

FCS_CKM.1(a)
FCS_CKM_EXT.4

FCS_CKM.1(a)
FCS_CKM_EXT.4

N/A (IR T-L D)

FCS_COP.1(c)

No dependencies

No dependencies

N/A RFEHED B R L)

FCS_COP.1(d)

FCS_CKM.1(b)
FCS_CKM_EXT.4

FCS_CKM.1(b)
FCS_CKM_EXT.4

N/A (ERAEMA LT\ 5)

FCS_COP.1(g)

FCS_CKM.1(b)
FCS_CKM_EXT.4

FCS_CKM.1(b)
FCS_CKM_EXT.4

N/A (RFFHEE 7L T D)

FCS_HTTPS_EXT.1

FCS_TLS EXT.1

FCS_TLS EXT.1

N/A (RFFAEE 2L CTD)

FCS_IPSEC_EXT.1

FIA_PSK_EXT.1
FCS_CKM.I(a)
FCS_COP.1(a)
FCS_COP.1(b)
FCS_COP.1(c)
FCS_COP.1(g)
FCS_RBG_EXT.1

FIA_PSK_EXT.1
FCS_CKM.I(a)
FCS_COP.1(a)
FCS_COP.1(b) (ipsec)
FCS_COP.1(c)
FCS_COP.1(g)

FCS _RBG_EXT.I(networ
k)

N/A (R AFME A 72 L TD)

FCS_KYC EXT.1

[FCS_COP.1(e),

or FCS_SMC_EXT.1,
or FCS_COP.1(%),

or FCS_KDF EXT.1,
and/or FCS_COP.1(i)]

FCS_SMC_EXT.1

N/A RAEMAT 2L TV D)

FCS_RBG_EXT.1 No dependencies No dependencies N/A (RAEHEDER7RL)
(network)
FCS_RBG_EXT.I(ssd) | No dependencies No dependencies N/A (RAFEED ZER7RL)

FCS_SMC EXT.1

FCS_COP.1(c)

FCS_COP.1(c)

N/A (IR T-L D)

FCS_TLS EXT.1

FCS_CKM.1(a)
FCS_COP.1(a)
FCS_COP.1(b)
FCS_COP.1(c)
FCS_COP.1(g)
FCS_RBG_EXT.1

FCS_CKM.1(a)
FCS_COP.1(a)
FCS_COP.1(b)(tls)
FCS_COP.1(c)
FCS_COP.1(g)

FCS_RBG_EXT.1(networ
k)

N/A ERAEMA LT\ 5)

FDP_ACC.1 FDP_ACF.1 FDP_ACF.1 N/A (RAFEMEA 7L T D)
FDP_ACF.1 FDP_ACC.1 FDP_ACC.1 N/A URTFHEAT R T-L T D)
FMT MSA.3 FMT MSA.3

FDP_DSK_EXT.1

FCS_COP.1(d)

FCS_COP.1(d)

N/A (IR T-L D)
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BREE PP TERLTWHIRENE | ST THMZL TOMREY | REMEERTZL QU R nEh
FDP_FXS EXT.1 No dependencies No dependencies N/A (RAEMEDELR 72 L)
FIA_AFL.1 FIA_UAU.1 FIA_UAU.1 N/A (RAFHEE 7L T D)
FIA_ATD.1 No dependencies No dependencies N/A (IRAFEOFRRL)

FIA_ PMG_EXT.1 No dependencies No dependencies N/A (KGO ZER L)

FIA_PSK_EXT.1

FCS_RBG_EXT.1

No dependencies

FCS RBG EXT.1 #=FE3EL T
WZRUNERFR

SFR CIEERL TR DA
2,

FIA UAU.I FIA_UID.1 FIA_UID.1 N/A (RAFEEA T2 T D)
FIA_UAU.7 FIA UAU.1 FIA_UAU.1 N/A URTF AT T-L T D)
FIA_UID.1 No dependencies No dependencies N/A (RAFEED ZER7RL)
FIA_USB.1 FIA_ATD.1 FIA_ATD.1 N/A URTF AT T-L T D)
FMT_MOF.1 FMT_SMR.1 FMT_SMR.1 N/A (RAFEEA T2 T D)
FMT_SMF.1 FMT_SMF.1
FMT_MSA.1 FDP_ACC.1 FDP_ACC.1 N/A (RAFEMEA 7L T D)
FMT_SMR.1 FMT_SMR.1
FMT_SMF.1 FMT_SMF.1
FMT MSA.3 FMT MSA.1 FMT_MSA.1 N/A (AT AL T D)
FMT_SMR.1 FMT_SMR.1
FMT _MTD.1 FMT_SMR.1 FMT_SMR.1 N/A (AT AL T D)
FMT_SMF.1 FMT_SMF.1
FMT _SMF.1 No dependencies No dependencies N/A (IRAFEOFERRL)
FMT_SMR.1 FIA_UID.1 FIA_UID.1 N/A (RIFHEA T2 T D)
FPT _KYP_EXT.1 No dependencies No dependencies N/A UEAFHEDBER72L)
FPT_SKP_EXT.1 No dependencies No dependencies N/A URAFPEDE R L)
FPT _STM.1 No dependencies No dependencies N/A (IRAFEOFERRL)
FPT_TST_EXT.1 No dependencies No dependencies N/A URAFPEDE R L)

FPT_TUD _EXT.1

FCS_COP.1(b)
FCS_COP.1(c)

FCS_COP.1(b) (update)
FCS_COP.1(c)

N/A (R AFME A 72 L TD)

FTA_SSL.3(LUI)

No dependencies

No dependencies

N/A (RAFEDH R AL )

FTA_SSL.3(RUI)

No dependencies

No dependencies

N/A RFEHED B R L)

FTP_ITC.1

[FCS_IPSEC_EXT.I,
or FCS_TLS_EXT.1,
or FCS_SSH_EXT.1,
or FCS_HTTPS_EXT.1]

FCS_IPSEC_EXT.1

N/A RAEMAT 2L TV D)

FTP_TRP.1(a)

[FCS_IPSEC_EXT.1,
or FCS_TLS_EXT.1,
or FCS SSH EXT.1,
or FCS HTTPS EXT.1]

FCS_IPSEC_EXT.1
FCS_TLS EXT.1
FCS_HTTPS_EXT.1

N/A (IR T-L D)

FTP_TRP.1(b)

[FCS_IPSEC_EXT.1,
or FCS_TLS_EXT.1,
or FCS_SSH_EXT.1,
or FCS_HTTPS_EXT.1]

FCS_IPSEC_EXT.1

N/A ERAEMA LT\ D)
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7 TOE EHftf%

71 o—P—REERE

- XIS T BB E . FIA_UAU.1, FIA UID.1, FIA UAU.7, FIA_ATD.1, FIA USB.1,
FIA_AFL.1, FTA_SSL.3(LUI), FTA SSL.3(RUI)

TOE 13, IEBIO=—F —&FBIRBIET H72010, 22— =2 L0V E— b ULIZB N T P50
BEREBRIET DN — Y — @nﬁﬁunwft%gjzﬁ"é Flo, TV a7 BARL, 2947 R PC L
DT H— }‘7/1)/\”_‘%3;]\/‘(%*3“%)3‘_#‘_‘@4&%”;1u uE%?ﬁ?o fHL, Ty IAZIETaT O)&]\
FFAILCV V%, [FIA_UAU.1, FIA_UID.1]

:L*—‘H‘“—m_‘n i HT@nu nftjfﬁ%ﬂ_‘j‘ ]\'ﬂ_’;{)
PNERRRAE 7 2
T A AR GRS TN D — I REF ] 23855 2,

TOE (32 —H%—FFEL L T, B8 S3L KE—h Ul Ou s A ﬁbx%z»—%»«g-/ﬁzy»—p-a}g\gm
KTHHUT AL D AN EERL T ARE LI AU I Ta— =4 SR =R RAEE LT85
Fra— P —ZRERAET 5, NAT —R AT OBRO/SAT —R TR ARTY T 1T, #E SRV 7*7 U=r: b
Ul 13" @& ~7 %, [FIA_UAU.7]

TOE [IFIMF KL T, =Y =4 bm— L 2@ ML L CHfERF 972, TOE 1%, == — % —ORBIFRAEIC L
)4 5L, 2—H—TLIZ Access Control Token(LA# ACT) & 51T 9 HZ L TRMEAFIVAHT A,

[FI

A_

AT T’?’TM/IE/\O*/Vi - ﬁﬁ>*)@%uugﬁ >%ﬁ%i>l%%%%ﬁ> At uﬁﬁéﬁ> At uIE:l““‘]j‘“‘
D.1, @*‘ﬁ/fﬁ%

FIA

1‘3U1$] UE—hUIL: | - SEAREE > ST > o —F— S8 > a1

TOE 1%, #fE v, VE—h Ul KOV A —RTA =BT H2—P—FBFEI BT, RIERnr A
VRATERD T oy 77T MEREE TR (LT 5, [FIA_AFL.1]

=5

7 - )

wh | BRSO | - E;’z“ﬁ?/ﬂﬁﬂﬂ%”ﬁﬁ SEHRE > BX 2T —iRE >R/ SAT—RRE
s FEFHERE DR E

JF-J\I:

0; UE—RUL: | - BRERER> BHRE > X274 —fRE > B/ SAY — R E > Rk bE
) @xﬂi

1E

R EIL U ADMIN O m[HETLL FOEMECAE T&5,

77T MEREITZLL T DS DERE TE RIFICE BT 2LEDT IV MIny 7 T YRS ND,

- HEASAE—N U A — I\“?/r/\‘—rﬁ)6@1:7“4:/§M?0>9%E&@£&%$§%L RELT
07 AL FATOFRPIBICELZSE . /AN LT h o My 7 TR, n/ A
ZERDIRN, nﬁ%/@hﬁ@ﬁ@lﬁléﬁti 1~10 [FPHIBIRTEDHE 3 [AILL FERET D,

- a7 UMERIE1-60 50 BIRIRTEDID, 30U EARE T D, X E L=y 7 7w MEH 23
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PRI 5F T, Yl 2—F =0l A EBDRN

TOE IL, n7 A LTz —H — R EREEREL2WGA . BEICeZ 7Ty hSE5 A #iar 7w MR
REO, BE b ul A AN EITA— MU T BATRRIE EIZLD UE—R Ul bRy A S
NG AT By a & EICLY, FEEFITEN T O BEin s 7 U MNERZ 3 E TED,
[FTA_SSL.3(LUI)] [FTA_SSL.3(RUI)]

Z

—]\ N =y =yt =Lt =y —

gy | BAESIIV | - BRI > AR BUE > BRETRUE > S A~ — [RIE > A — b DT A TR
7 - B> HREE > BURE > S A~ — B HRRE > A — N U T AT
% DI

17

B | VR UL | - BRERES BIERRE > 2~ — /B RE > BB RE > A — MU T AT
i i

z - BRI BBSRE > S A~ — /T IREE > A — MU T BATRER DR

X

7E1X U.ADMIN O m[(ETLL F OEECTEE TX 5,

F—=bIUTBATRERNZLL T DR RETE RSB BT HL2DT I MNInT Ty RS ND,

- BRSO BAELRVIREEDS A= MU T AT BOE (S TROE SV Z A LT MR
WL B ZA LT TR, 10 £-9 2 OHGFA THRIETE 5, (WIHIMEIZ 2 77)

5%

g

y VE—hUIL: | - REBRESBREXRTE > XN —I7 >yl a BRE

%&
7E1X U.ADMIN O m[FETLL F OE{ECTEE TX 5,
o al BB TORUEREETE, FMIABTHEEOT IV NI TN,

- U'—b Ul ZE/ELRVIREED, o al REICTRIESNIZAA LT U MEMZfaE L=
Bro XALTUREERIL, 15 53-150 003 TED, (FIHAMEIE 15 43) .

7.2 TURAKIHEERE
TOE 13, TOE #3557 U2 MHE, A2 B, 20 —HAE, 772 AHhE, ST LR LIRY HILIHE T
WS 57a7 KW a7 FOBALFITKHLT, LLFOT 7 e AfilHEEL AL T\o,

- TUCMERE ¢ UM RE

- AFYURERE ¢ A U ALERHIEIRERE

- o —HERE - o —ALPRHIEREAE

- T7URBERE ¢ T AREREEHIEERE KON T A AE BRI e

- CEORFETRV HUERE CEOLRAFEERY UL PRSI RE

TOE (%, #AFRFES NIz 2 — P — TR TENTZ ACT ONFITIGU T, 2—H—Z OB N—H—
IZEID S THNIZE— L ORBIEITRIZET, ZNBDT 7 L ARIEMREE FATT 5,
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7.21  ZULMLEHIEIKEE

- P AHEREE: : FDP_ACC.1, FDP_ACF.1, FMT_MSA.3

TOE X7V MLEIZSWT, L FO T 7B Al RE 2128t 3 5, 7V M CER TV ha7 Iofh 5
INAHZ—H—L1T A a7 ERERICEDO a7 B R LU — Y —4 T SN T\, F-, 7
VU RLER TN aT7 I BEnza— =238 O —F = BT AL T TER,

TOE X, Vo hrard B AENsE, FOFET VM METIC—RET S, i, PV hadoft 5&
Nica2—W =L TEDOT VN a7 OFTaE AL, LLFO7 7B AHl#ZEZH L T\b,

[V M LEOEEAN -7V a7 DIERL]

TOE ;’c7°)/1\jc£0>$§)\&0‘7°)/h/“37“0)1@5%: DBFEL—Y —(P a7 FiA 4. UADMIN,
UNORMAL){ ZHFAIL TS, RFBFEL—H — ulFTL/fch/\

TV LEOFEAKOT Va7 DIERHITLL T OFETIThh, HiifERSN-7 —213, 7Yk
FEREICR D ED D,

=TI TAT U PC LTV Z—RTAN—Z L CTH VN a7 BB AT D, Va7 BAKEIC
nﬁ)cL}DJIJnu uE%f??l/ AN ﬁX‘L?JIJnL‘ M Lﬁk%ﬁ”ﬂﬁi7@‘/}“‘/a7ﬁ:f-~‘ﬁ‘—% Z)“'H"%iéj”b TOE ’\:J%]\éﬂéo
ARBFRRRIC I T DL TOE ICVa 7 B AT HZ LT TEARW,

[E&ORE. FIR]

TOE X, Pa7 A E(HHDa2—H =L LTV a7 Da—F—Z N =B LA O T, — iR
FLIT Vo haT OB CEOBB OB, FIRZFTF L Thd,

HG ORI, FIRFERIZEL T OFBE TIThn s,

HAE SRR AL TV @R T 58, B IO ENNT — 2 BIANT v 7S,
TV MERRITRE OB N T —F DR R RIS TED,

- TV MERE TR O BN T —Z DHIRIFE R TED,

TOE IZ. U ADMIN, UNORMAL., KZEF2—H — ORI, FIRIZFF T L72RuY,

[FVo b a—/al % ]
TOE 1%, Ya7 A% . UADMIN (2, 7V hea—/ml OfEEZZF LT\,

TV a—/m 7 OEEIILL FOTFETI TS,

a7 A E K OV UADMIN [T SxouicaZ Ao L R R B 2 SER S - ERlSE B a7 o
VAN, BI OV ar7al il T H52EMTED, 12120, Vay irE &1L, BER Va7 FraE(BH O
22— —Z LTV a7 D2 —H N LT 57> TNDL DDA FRSIND, HE R V=
THIBEE TR a7l onTL, Vad 4 - 2—W AR EM~v A7 SN0 TV b a—/a s O
Fl A G AN

Cad A EL, e oica s AL, TV EEIRTDE, B RICEDE =T — 213
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AT T END,
*U.ADMIN [ZVE—F UL IZaZ AL, KRR m SRR - RS a7 YRR, B OWWar
0V B MR AIENTED

TOE IZ, UNORMAL, KiRGFL—H —IZx LT, Vo hra—/my O EZ /L7720,

[V XE, PV ar DOE]
TOE X, VaviiEE~ B BHENHATLIT IV NLER ORIV a7 O EEFF LTS,

TV LERE RV a7 OB ITUL FOFETIThhb,
ERRIIa T AL, [V EEIRT 58, B HICEOENNTZT —2NIANT v I Sivb,
ZV o MEBED G FREREN S . _R— VBN O (HIER) 2N T& S,
E R AL, [V @R T 58, B IO EN T —2BNVARNT v 7 Enb,
Vad RN DL YaT M (HIRER ARG S ) 2 2 52 LN TED,

TOE |Z. UADMIN., UNORMAL, £ 2 —HF— LT, TV NLE L NSV a7 OWE %5
LR,

[HUBR]
TOE IZ, vaZ A%, UADMIN (2, 7V hCER TV a7\ Zxt 3 HHIBRE 7 AIL TV,

TV ER TV a7 OHIBRIZLL T OFBETITHiL5,

Va7 A ER BRI SFCa A LT TV R BRI B, B ISR BN 7Y hoaT
WUARNT v 7 END, TV MERRD a7 HIBREEEN D, 7V hrar KOV M CEE 2 THIRR T
Do

FRE AT a T AL R FERIE S TV a7 BRI L CHIE T A2 T, F UM CEDHI
BrCcxs, Vad A EIIFIAL WDV a7 UADMIN [ Z 22— —D 7V hoar B O
VRCEERHIRTED,

‘U ADMIN [ZVE—h ULIZaZ AL, RIERE O —F— DTV a7 RNV E
ZHIBRTZS,

TOE IZ. UNORMAL K KRR ——IZ6 LT, ZV M LER TV a7 OFIRZZF R LR
VY,

7.2.2 RAFEl AL EIEERE

- RS BHEEEZEE : FDP_ACC.1, FDP_ACF.1, FMT_MSA.3

TOE [ZAFX Y U ALBLZ DWW T, L RO T 7 B ARIEREE A 1R T 5, AF v LE R OAX Y Va7 |
BIhAa—H—Li% Ax v Vad BRI EDO a7 AR LU —F—4 TS T\,
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7o A YU LE K OAF Yy Va7t ESNza—F = A3 E O —P =B HFTHT LT TERN,

AX XL Va T — R ET AT DAX v Va7 —RHEEHREL LT, [P~ —%(E ) [T LB a—]
NHD,

(B A~—3%15 ]

TOE L, A~ —EE DR ENESNIZ ARy a7 DEASNL L, FfEitAR O EEREETICHRE
SN A FET—MRET 5,

[ =2—]

TOE IZ, 7L E 2a— DR ENSNIZAF Y Va7 NEASINDE, FiaigtrA I IR EETIcvrary N

Ka7 L a— L THERRLIZIZITIEE TE D,

[RFrr LEOBA - ZF v Va7 DIER]

TOE [ZAF ¥ LEOHE AR VAXy Va7 OIEKEY a7 A% . UADMIN, UNORMAL (ZFFA L
TW5,

Ax v LEOBREAKOAF ¥ Va7 OIERITLL T OFEETIThis,

AX IR REAEE B EASRICES A LTI AR LTS | 2RIR L, SE e AR IN L A —
MRZ 241, SESEIIET 7 AN — R —F R E T&D, AN Yr Vay BERSH, JFRENHE AT
BT — 2SI ND, D%, TOE ([ZHHi Sz LAN K0, 77 A /v — N—~ K FE N5,

AX Y PIFRA A B SR In /A LT 7 7 7 A 8K L, 58 002 R AY — R &
T, AN 77 AL B LEE NI T v T THREE L THIHGA . AXYr vay BNERSIL, R
FADFEAIAEIER T — X DEINEID, £ D%, TOE [ZHEESHLZ LAN S0 FRELT= 7 7 A /v —
N—~EFEIND,

TOE IE, KFBAEL—H —IZH L T, AX ¥ LTEOHA KL PAX v Va7 OFERRETF A L7720,

[AEX U EB O]
TOE 132 ¥ B O EHERZ Va7 FiA & IZHRTL TN,

AX v B OBEILLL T O FE TIThis,

XTI R BRI a S A LTI ARy LT E I 2RIR L 56528 INT 5, FD
MR ET, [FLEa— | ZH NI TAZ— I RZL 24, FfaN gt mAE L, i T — 20 E S
FIVIERTREND,

TOE (%, U ADMIN, UNORMAL, RiBiEL—H—|ZkL T, BMEMEE O EZFF I L72V,

[R¥FprVad R/ O]
TOE [ZAX Y a7 R/ O &R %> a7 A% . U ADMIN, UNORMAL (ZFFRILTW5,

AFx ¥ Va7 R/m s OREIZLL FOFETIThi,
{1“7’151/'5/\7\/1/ ar AL R TR T [ D rﬂéEJ <, V97%/R$V97}§Eﬁ)ﬁﬁwu T&E5, =771
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UNORMAL OG54, Va7 R AN DY a7 %8 iz a7 VAN KR TEDLN MM ADT a7 D5h
PEETEHI R REN2 N, F, Yav ERRICH By O Ya 7 USANE RSN,

*U.ADMIN L, VE—h UL IZaZ AL, RILAEREE O 12515 | T, a7 Rineva 7 BIRESfHER T
x5,

TOE 1%, RFRFFL—H —(TH LT, AF vy a7 R/ a7 OBIEZTZF LR,

[AFrr XLEOHKE]
TOE [IAX Y LEDOSEMERE a7 T Z I AL WD,

AFx ¥ LEOWEITLL T OFE TITHOiLD,
AF I B AR BE SR ca s A LTI AR v UL |2 RIRL ., 5520582, (£
DIOEHE | 3% E T, TV E a—Z AL TAY —NRZ 203, FREA G A AL, BT — 403
BB SR RREITODIREE T, NV DOHIBRBEI N TE D,

TOE IZ. U ADMIN, UNORMAL, RFFF2—H — L T, A%y LEOKE LA LA,

[AFvrTad DHE]
TOE | ZAX %o Va7 OUEHERE a7 A% . UADMIN I[ZEF R LT\ 5,

AFy Va7 DYERIFLLFOFETITHOND,

BB ASFTET AU RO O TEAF | O Toa 7 R BL i TPa” 2@ IR 45, TREME
EFIRSEDHLI AL LT HILNTED,

TOE %, UNORMAL, RiBFE2—H—{Zx LT, A%v L LEDOLEEZTF LI,

[REFr XEDHIER A% Y Pa7 DOEIR
TOE (%, AF v LE K OCAX Y Va7 Ikt T 58IbRE a7 i # . UADMIN (ZFF R LTV,

AFx ¥ 3E K OARF Y a7 OHIBRIZLL T OFB TiThohb,

cAX IR AR BE SR C s A LTI AT v L TRHE 1AL 500528 IR L 2% —h
RE T, FOAREE CTHILARZ T 28T, ZNETHIAATZ AT Y SCENHIBRSIL, A%
Yo YaZ bHIBRESNS,

AR HIZFRE AR BE SR In s AU LTI AR v U UG ERIRL , 585 8INT 2, [Z
D OBEEE | R E T, 7L E 2—%2 AL CAX = RZ L Z /4, RN FERAFI, AF ¥ 0E
DRAE RN FTRENTVDIRIE T, REV a7 DI 1L 2T 52 TAF v LENYIRES L, AF ¥
a7 BREIBRE D,

cAF IR E R BRSNS R e A LTI ARy LT R | 2R L, S e 28N 5, [+
DL OBEEE | 7 E T, XA~ —REE AL CAY = RE 24, RN GERA EN- 1 R
TR DOEE Va7 RN AT RESED, Ay Vay @R L, PIERA 2§ 2 TAF L L
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ERHIBRSIL, AF vl Pay BHIBRESND, FRIZT 77 ALE LEE NI T v T T LR EEZL ThD
e o0 Ty TR A~EE T HAF v LEBLOAX Y VaT bilRESND, 72120, a7 i
FEFHEOLEEIT. B DaA—HF =L Le2X 3y Va7 Oa—HF—LZ N —H L I-Va7 DOLYEIRTXx5,

‘U ADMIN |ZVE—RULIZaZ AL, RIMERE ) OEF Y a7 IR CHIET5ZET, Ny
Ty T IEEE D AX Y SCEDRHIBRES IV, A%y va7 BEIRS LD,

TOE %, UNORMAL, KiBFE2—H =T, AF¥> LE L PAFT Y Va7 OHIERETF A LRV,

7.2.3 b —LERHIfERE

- RS BHEREZEME FDP_ACC.1, FDP_ACF.1, FMT_MSA.3

TOE |32t — LB DWW, LA FOT 7 AR REZ 1R 35, o’ —CEL ar’—T a7 | IfF 5&
NAZL—W—4 %, At —a 7RI E DOV a7 AR U — — 4 TR LS TWA, -, =
v—YEL N —VaT i ESN = A 3 D = BT AHI LT TEAR,

[FE°—CEDIEA o —Va 7 DIERR]

TOE 3ot — L EOR A Vot —V a7 O Z Y a7 A % . U ADMIN, UNORMAL [ZFF AL Cuy
%,

A= LEORAK AL —2a7 OIEIZLL T OFE TIThhs,

AR T RREAEY e vica (oL Clae’— | 28R 45, A IC XD LB AR R EEITUO.
AR —NREZ S ar—a 7 ARSI BRER T AT,

TOE i, KFBFE2—P —IZXL T, at’—LEOHRA K Pat’ —r a7 OIEREZFF T L2V,

[Eifg DR ]
TOE I, ot — g O EA2 a7 A #HIZEF LTV D,

EG ORI T OFBETIThN D,

AX Y FIRERAEE BE e A LTI at — 2R IRL , 20O b a7 i 6%
FEET D, AY—FRZ L MLEHAATEY a7 2B IR | TOMOIENPLT L E 2 — 2@ 5L T,
2R RTHIENTED,

TOE (%, U ADMIN, UNORMAL, RiBFE2——|ZkLC, B DM EZ L7,

[FE—Ya7 Ri/ms DRIE]
TOE (3ot —ra R/ 7 ORISR Z Y a7 FiA 4 . U ADMIN (ZFF L CW5,

av’—va R/ ey OREIZLL T O FE TIThivs,
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E R AL IR IAESRIENE O T 2 —/7" VN T, a7 Ry a7 B R T
&5, 12120, Vav A EDOLGER. Vav BRI N a T A E Lo OB U D T a T T
FRIIRN,

‘U ADMIN /%, VE—h ULIZaZ AL RAEZRE O (2 —/7 VRl T, a7 Rieya”
JEFEDHERE CTE D,

TOE IZ. UNORMAL, KBFFL—H — LT, It —a R/ O EEZZF L7,

[ —XEFEOHE]
TOE |32 —CEDOUWEMERE Va7 A BT L T)D,

A= LEOHLTLLFOFETIThIS,

AX v IR E A B E SR Ica s A LT Iat — | BRI FOMOBRE D a TS
WWETH, AR —MRE R LFIAAT a7 OR—EEELCHIRTAZENTESD,

TOE /%, UAADMIN, UNORMAL, KiBiEt——IZx LT, 2t —CEDOLE LT LIV,

[ —T a7 O]
TOE |3t —T a7 O R Z FF =720,

Yo TTOE 1%, Va7 A% . UADMIN, UNORMAL, KFHIF2—HF —|Zk LT, 2 —LEOH LS
FFATLZR U,

[HIBR]
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HZ LIz 256bit £ DBEFBHEAERERR L TNODZENLIET = A D& BB I TR 58D TR FE (256bit)
ITHERF S NS, [FCS_KYC_EXT.1]

TOE 1%, B 58Dt L0 H8Es — R &L TR 5T 7 N D FLASH AV —IZRA7T 5, £z, I 5-HE
I B LT 7 ND RAM IO B F&#IE4L, FLASH AEY—ITIIEMI e,

5t 7> 71X TOE D hr—7— R —RZEESNTEY, K 5(LF > 7 NO FLASH A€ —| X Bl
R ATREIR RFEFNEA RN — T T NA A TIIRW 28 | JET A2 O —H A3 SCCHLUI A ] HEZ R ANl

AR =TT NARMRAFINDTEIT2 N, [FPT_KYP_EXT.1]

i 5t F > 7N FLASH AEY =20l 5k TF v 7SNt — &3+ TOE DA ¥ —7 =— A

720N, TR AT T NO RAM B B LT 74N S a at A T A X — T = — AT 2 |

B — R B XU 82 2w OIR#EL T D, [FPT_SKP_EXT.1]

[ 5 S DR HE 7 15]

5 I LT 7 N O RAM _BIZDBAFET D, W ST IR I AR ELL 2 500 T, BIRETICRY
443 %, [FCS_CKM_EXT.4/ FCS_CKM.4]

Hlt> —R1X, TOE BEFERF/2 L8 BRAE D3 S8 DS 8L B2 LB L7 BRIC AR B L 70 D, HlEs — R O
1, B E SRV OFRR TEITEND, L —RIZH L CEEM(OXFF) T 1 [\ EEEX 52Ty —R
ZHEHET %, [FCS_CKM_EXT.4/ FCS_CKM.4]

7.5 LAN 7 —X{R#EHAEE
7.5.1 IPSec Ff5{LAgRE
- X HHEEREE M FCS_COP.1(a), FCS_COP.1(c), FTP_ITC.1, FTP_TRP.1(a),

FTP_TRP.1(b), FCS_IPSEC_EXT.1, FIA_PSK_EXT.1, FCS_COP.1(g)

TOE IX, 77 AN — "~/ a7 — s~/ f 5 —/N—L TOE M T2 F 52— —F —HEB X
N TSF 7 — X OENE, SERMEDRERDTZDIZ, TXTO IP 27y e RFC4301 THUES L7 IPSec 12
T F OIS/ 53 %, [FTP_ITC.1, FCS_IPSEC_EXT.1.1]

- LAN ~%1E95 IP 7y bR 5V E

- LANDDOZAET B IP o b1 S#fE
—RRIHE D, 7TAT L RPC IV TV B =R T AR —ZAFNEIRNZI TR, 7747 2 F PC )5 TOE ~
EEETHL—Y—FT —HBILONTSF T — X OENE, 52 RMEDOHERDT-DIZ, TOE X T XTDIP /37

v RFC4301 THIES - IPSec (2 TLA FOIHICHE 5{L/E 535, [FTP_TRP.1(b),
FCS_IPSEC_EXT.1.1]

- LAN ~%1E395 IP 7y bl 5V E

- LANDOZAETHIP oy b1 S#fE
BHE N, 77T PC £ Web 770 &AW E—k Ul OR—UEAEZITIBRIZ, 7TA47 2k PC H
5TOE ~EEZETH2—Y —F —HBILOTSF 7 — X OB | 522 ORERDT-01Z, TOE (£
TD IP 737y RFC4301 THIESZ IPSec ([ TLL FDOXHITHE B1b/1E 515, 2BV E—h Ul #1/E

DIRFELZ DT, IPSec HiF 5 {LIHETZ 1 TIIZR<EHIC 7.5.3 FEOD TLS K SLAEREZ SO ETHVD
2L TED, [FTP_TRP.1(a), FCS_IPSEC_EXT.1.1]
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- LAN ~X(59% IP /v bR S /E
- LANDOZAET D IP Ny hDE S

TELDORE 57 /LAY X L B 5884 VT, REC4303 IZ/EFESH7- IPSec 7' 1hz1/L ESP Z3EH L T4,
[FCS_COP.1(a), FCS_COP.1(c)]

cryptographic algorithm cryptographic key sizes list of standards
FIPS PUB 197(AES)
AES-CBC+HMAC 128 bit, 256 bit NIST SP 800-38A(CBC)

FIPS PUB198-1(HMAC)

FIPS PUB 197(AES)
NIST SP800-38D(GCM)

~ 30 HMAC CHIAT %27~ =27 /L3URLSHA)L SHA-1, SHA-1 1%, FIPS
PUB198-1 (ZHLE &417= The Keyed-Hash Message Authentication Code 35 Tf FIPS PUB180-3
|\ZHLE S 4172 Secure Hash Standard A7z 97, Ay E—IF AV = AMRIE 160 vk, HMAC T
RSN 581X 160bit, [FCS_COP.1(g)]

AES-GCM 128 bit, 256 bit

IPSec DENEE—NRIL, NIV AR—ME—RDHZHR—FL T\ %, [FCS_IPSEC_EXT.1.2]

IPSec ik 1L Security Policy Databese(SPD)& L CHEEL D /L — VAR S NEAL 2SI TEFRL TWD,
SPD (Zid, /V— VA& 2B E M TAREIP TRV A, R—REH) &, WEMTL05 5 X (KE % E
R IPSec X IE) \ /L —/VEDL DDA NN D EFRIIHLTND,

IP 7y N5 T 586 . SPD DEFENERIZHE Y, A7/ — /L )5 IKE O3 m— a2l A
5o IKE 23ESL LUZR T U Ny NI EES LD,

IKE 25HESL L7236 WENT U7 IKE ZHEFFL7-F % SPD O SENEN. D ENIBA 207320 — L D5l
FRUEOEBEMRL . N AE BTV — /LD IPSec % EIZLVIBIEZ1TH, 2 TCD SPD Dd{EM TS
HICEE LW P 2y NI EES LD,

BANCA B LT — /L CHEN TERD > G813, Ny MIEES L, SHIZESEIRERL DRV L— 1
EOBEFHTLRMOAEIIMZE L, [FCS_IPSEC_EXT.1.3]

[PSec THILT D7 2h=/LOHARIZLL T D#Y ThD, [FCS_IPSEC_EXT.1.4-7,9]

- RFC2407. 2408, 2409, 4109, $LIES — 7 AFK B D= D RFC4304 K O~y 2O
RFC4868 TEFIi7~ IKEv]

- IKEvl O~_A 1 —KE55:RFC3602 CTHEZI 72 AES-CBC-128/AES-CBC-256

- IPSec ESP MO~ A1 —RK;75 :RFC3602 THIEZ417- AES-CBC-128/AES-CBC-256 f ¥
RFC4106 CTHIEEZ 7= AES-GCM-128/AES-GCM-256

- IKEvl 7=—X | @ HUIAAN L E—FDOLEMHEHTH (T 7Ly 7 =R HLZ2WD)

- WAR—F7%DHZ /L —713 Group14(2048bit), ECDH256bit, ECDH384bit THV, & 14|
T %7% U.ADMIN D% E T 5, £ OH%IE(E RFICSEA K% O O E il 2 Lk ESh D,

IKEvV] @O SA FA7ZA LT, 7=—R 1 D SA T 24 BEILANE T =—X 2 @ SA T 8 Wi LLN Ff[E A48
ETHIETHIRTHZENTES, [FCS_IPSEC_EXT.1.8]
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4CO IKE 7uh=/Li%, RSA 7LV A, ECDSA 7 VIV AL, FHEjHAEOWFLZ AT, BT
RlA FITT 5, [FCS_IPSEC_EXT.1.10]

[PSec DHFHTILAFIL, SPD DL — /LT LIZRIE T HIEN AIRETH D, [FIA_PSK_EXT.1.1]

FRiAEO SCTHEIT., 22 CFLLE 24 SCFLINTRIE ATRE TH D, [ TEA XTI, KT/
TR TR ST (N T@) s T#1L TS0 T% 0 TA) L T&L T T DDDOFAEDOENOIER ATHETH
%, [FIA_PSK_EXT.1.2]

FHRHAEIIT R A=A TER SN DD A% SHA-1, SHA-256, SHA-384 T3 L Tt
T8, BBEESTFICHWA NN 2T VTY R AL IKE 72—R 1 DI =—3 9280 SHA-1,
SHA-256, SHA-384 O HFNHUWNT AU — D BIRSUE H S5, [FIA_PSK_EXT.1.3]

IPsec HF EALAERE DR E 1L, B/E/ 3 LH LTV E—h Ul LY. U ADMIN |2 L0 & B RE DR ES N

2.
BB SV | - BOER R > Bl > BREEEE > K b7 —7 > TCP/IP 5% iE>1PSec g &
VE—RUL: | - BRE > BREEEXE > K NV — 2 >1PSec X €
- BRI ERER > BRBTRRE > F v b —2 >1PSec AR T ——H

7.5.2 |PSec R 5-8E FRHRE

- XS HOHREEEM: FCS_CKM.1(a), FCS_ CKM.1(b), FCS_ CKM_EXT.4, FCS_ CKM.4,
FPT_SKP_EXT.1

IPSec i - #EE BFERED HLD RS CSP (T OWT, LU FIZE 32,

CSP &3 B FARSEET | BIREE | IRZES I
ERIILA IKEv1 (2 CHEpiL Ao | SSD =1t HEL
AECHI A 3o A g
MFP #&~7 IKEV] (ZCT UHNVEL FT SSD iRzl L
(RSA. ECDSA) CORBFETHIH T
% TOE DT
IKE I 58 IKEvl T3 AKE0-b0KE | RAM Ny TOE DEJE M
i (AMEEN
DH ##~7 DH/ECDH I[Z L A8EAHLD BRI A | RAM 3L TOE DM
ECDH #t~=7 | T OB 8/t (NEFEES
IPSec K55 | IPSec ESP T 42855 D7=% | RAM N5 TOE D& F KT
DG 5 FE (ANEES
IPSec #¥GlE## | IPSec ESP Cfif 9 28GED7-8% | RAM T TOE D& E KT
D (ANEES
DRBG WK | BLEE AT 5729 DRBG N | RAM N5 TOE OEIE K
He KRB, (MR

WIZ CSP DTA TP AT AT DWNTCREH T 5,

(s 5 8D A= il 7 1]
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TOE 1%, IROAEERIZ DX 1PSec M5 LHERE T H 321 582 L pk 35,
CSP #3531 BT VIR L/ RFEL T VTR L | FESE

MFP §E~=7 RSA(2048 £ 1) NIST SP800-56B Rev1:6.3.1.1
rsakpgl-basic

ECDSA(P-256. P-384) FIPS PUB 186-4
NIST SP800-56A Rev3: 5.6.1.2.2

IKE I 75§ AES-CBC FIPS PUB 197(AES)
NIST SP800-38A(CBC)

DH #~7 DH(Group14) NIST SP800-56A Rev3:5.6.1.1

Approved Safe-Prime Groups
ECDH #~7 ECDH(P-256. P-384) NIST SP800-56A Rev3:5.7.1.2
[PSec I 5 AES-CBC FIPS PUB 197(AES)

NIST SP800-38A(CBC)

AES_GCM FIPS PUB 197(AES)
NIST SP800-38D(GCM)

IPSec FARIEHE HMAC FIPS PUB 198-1

HATAE T, BES L B LLITZYE— UL XY TOE O FEEREA R L T U.ADMIN ICk > TRE
OB &/ 28 FHIBR) SIS, B AT O T I AN 71T, BB 3L T3+, VE—h Ul Tili"@” T
#F: 95, [FPT_SKP_EXT.1]

IPSec #BAEHE/DH 7 /ECDH 7 X IPSec #{F R DRI m— a1l k> TARKE LD, MFP #
ANTNVE BE RSB LT = —h UL 225 TOE OE FLEEAREAF] I L C U.ADMIN 23 EREATRETH D,
[FCS_CKM.1(a)]

TOE % IKE W 548 LT, IPSec J@IE DRI = — 5 MR T 7.5.5 SLECE OB REZ VT 128bit HL<
1% 256bit © AES-CBC D 5-4#8% 4 95, TOE 1% IPSec B =#E L C. IPSec g DRI T— a2
RFLZ 7.5.5 ELERAE BB REZ IV CHER: 128bit HL<IE 256bit TH D, AES-CBC LT AES GCM I 5
ALk 95, [FCS_CKM.1(b)]

[ 58D & R 7 5]
CSP #&51 BHEGH

HaTIA N OV MFP 87 | SSD 5 5{LEREIZ LIS 5{k L TOE M SSD (Zk&HH3 5,

IKE i 582/ IPSec If 58/ RAM BTN 5,
IPSec #2:iF#H/ DH #-27/
DRBG IR EE

BE AL H LTV E—F Ul X0 TOE O BERREAFIH L T Faidta & OV MFP #&-27/IKE K
B4/ TPSec W54/ IPSec ZRGIF4E/DH 487/ ECDH $#:~7 Z i H . b LIZHE T AR T 720,
[FPT_SKP_EXT.1]
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[ S HEDIEE 5]

HHTHA % Y MFP 8827718, K5 5-{ELC TOE Wi SSD IZfR1FL T, Z DT E T TR,
IKE 558/ IPSec 5 58/ IPSec FRAE#E/DH -7/ ECDH ##-27/ DRBG WNERIRFEIL, IPSec 115 &
T 1% TOE OEJRWIRFIZARELL72Y | BRI LVIE LT 2, [FCS_CKM_EXT.4/FCS_CKM.4]

7.5.3 TLS B 5{LHERE
- XA EEE M FCS_COP.1(a), FCS_COP.1(c), FCS_COP.1(g), FTP_TRP.1(a),
FCS_TLS_EXT.1, FCS_HTTPS_EXT.1

TOE I3, U.ADMIN 7320 F O i T TOE 2R § D881, = ESN o1 —H =7 —FB L TSF 7 —
OB SE M OREIROT=DIC, TLS [ TR B1k/E 515,

R R —Y—

Web 70U ¥ affi~7-)E—k~ | UADMIN
Ul O~ —JHE

a=1n=9%

TLS/HTTPS

TSF X, UADMIN [2E»>T/F74T7 > PC _ED Web 7774 —/15 TOE D Web ~<X— 2% L TRl &
RBMTONTHEIZ, TOE 2747 R PC EOM T TLS ilE DRI m—a %470, TLS 7'kl
(ZED = R—FEENM T2 DA, TLS I2L Dy ar D3t S /=% . HTTPS 1@{5(RFC2818 &) % B
4595, [FCS_HTTPS_EXT.1]

722U —b UL EAEIZ DUV TR, IPSec K S RE DS H I H W BALTEY, TLS B 5 biRE I3 o72<
ELIE#ESNLD, [FTP_TRP.1(a)]

B S EREICH WA 5T VTR A, B8 I L FOEBVTHS, 728, AES K57 /L3 U X AT FIPS
PUB 197 |[ZHEHLL TV %, [FCS_COP.1(a)]

list of standards

cryptographic algorithm

cryptographic key sizes

AES-CBC

128 bit, 256 bit

NIST SP800-38A

AES-GCM

128 bit, 256 bit

NIST SP800-38D

TLS Tl L FO7 B IR HEL T D, [FCS_TLS_EXT.1]
- TLS 1.2(RFC 5246)

TLS Tl BL FOH A7 7 AL — R aH R —RL TV %, [FCS_COP.1(a), FCS_COP.1(c), FCS_COP.1(g),
FCS_TLS_EXT.1]

- TLS_RSA_WITH_AES_128 CBC_SHA
- TLS RSA_WITH_AES 256 CBC_SHA

- TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA

- TLS_ECDHE_RSA_WITH_AES 256 CBC_SHA

- TLS_ECDHE_RSA WITH_AES_128 GCM_SHA256
- TLS_ECDHE_RSA_ WITH_AES 256 GCM_SHA384
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TLS_ECDHE_ECDSA_WITH AES 128 GCM_SHA256
TLS_ECDHE_ECDSA_ WITH_AES 256 GCM_SHA384

TLS
5
=2 BE NV | - BB R > BEERER E > BRBER E > v N —27 >TCP/IP 3% E>TLS % E
1t
e | VEB—bRUIL: | - BREPREER > BRETRE > Ry —2 >TLS % &
HE

DR ENT. BE b LTV E—h Ul LV, U.ADMIN (20 E RS REN DR E I NS,

7.5.4 TLS B S-S FEMAE

KT HHEE
FPT_SKP_EXT.1

TLS #E% PFEREDN 4D CSP 2 oW T, LA FIZE 4%,

FCS_CKM.1(a), FCS_CKM.1(b), FCS_CKM.4, FCS_CKM_EXT.4,

CSP %531 #iEA KANGET | BAIREE | AEEESIE
MFP #~7 TUHNEL TTE(RSA F21T SSD 551 L
ECDSA) COFERETHIHT % TOE
DFEAT
ECDH #t~7 ECDH OFRITAERT DB/ | RAM S TOE &R
b AUMEES
TLS 7V~A%y | TLS {5 IR T 57 V~A%> | RAM X TOE IR Wiz
A —Z7L vk JUHEE
TLS By ar it | @IEHR 5 D7 DR 58k RAM S TOE &R Eric
BUMEES
DRBG WNERIRAE | BLEAE AT 5729 DRBG N | RAM ST TOE O EJF M
ERAIRTE, (BUREES
RIZ CSP OTA T AT NAZDONTCREHET 5,
(s B8 A= Bk 5 1]
TOE i, IROAARIZE D& TLS K 5{bise T H 3 o5 58tz Ak 35,
CSP #%531 BB 7 VTV D/ GFESL T VYA A
MFP 87 RSA(2048 1) NIST  SP800-56B  Revl:6.3.1.1
rsakpgl-basic
ECDSA(P-256, P-384) FIPS PUB 186-4
NIST SP800-56A Rev3: 5.6.1.2.2
ECDH #&~=7 ECDH(P-256, P-384) NIST SP800-56A Rev3: 5.7.1.2
TLS &l a i | AES-CBC(128 Bk, 256 £ 1) FIPS PUB 197(AES)
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NIST SP800-38A(CBC)

AES-GCM(128 £ b, 256 £ 1) FIPS PUB 197(AES)
NIST SP800-38D(GCM)

MFP §~37 13, #E 320 b LRV E—b Ul 725 TOE OF FEEEZFIFH L C U ADMIN 23 ERL AT BET
H5, [FCS_CKM.1(a)]

TOE (% TLS kv a4/ TLS 7V~AXL —7L v N ECDH $#~X7 % TLS @5 BitARZ 7.5.5 GLEE
A RER - CARR T 5, [FCS_CKM.1(a), FCS_CKM.1(b)]

[ S-S L5 14]
CSP #&51 BHGH
MFP §~_7 SSD s S{LAEREIC L IF 5k L TOE W SSD (A& 95,

TLS By g 48/ TLS 7V~ | RAM FICESC TR 5,
A —2Lw N ECDH $#
7'/ DRBG NERIRAE

BB R B LI — UL XV TOE OE BEEREA R FHL TH., TLS Ty avdd/ TLS T~ AZ L —
271N ECDH #8827/ TOE Wji SSD ITARfES AU TS MFP 887 %, #5038 LT B A 1RE
13720y, [FPT_SKP_EXT.1]

[ S8R DR HE J51%]

MFP #2713, 551k LT TOE Pk SSD (TARIEL TV, DT EEI AT/,

TLS Byt ar 8t/ TLS FV~AZL —Z71L v ECDH #-~27/DRBG WERIRFEIL, TOE O EIRKIHEEIAR
FLreh, BIFRMHCIVIE AT, [FCS_CKM_EXT.4/FCS_CKM.4]

7.5.5 ELEAE RkIEE

- R THEEREE M FCS_RBG_EXT.1(network), FCS_COP.1(c)

TOE (3, IROALERICIE D& BB ERE FAT I D, SLEAERREIC &> TAERS 7B, TPSec 7
{EREHE S O TLS W S {UARRE TR S LD,

ELE AR T VTY X A i
CTR_DRBG(AES) NIST SP800-90A

TOE (% NIST SP800-90A (Zfit->C CTR_DRBG (ZT> bt —5l% A )19 52 & TR AR ETT,
[FCS_RBG_EXT.1.1(network)]

JARPRELTIE, 1| DON—KR7 =7 RXR—=R 28D /A APFEEL T, TOE D7t —(ntel Atom®~7 1t
v —E3930) 3N T D/ — R = 7 ELE R £ #a a1l 9%, RDSEED & EIT T HE N —Ru =T L
B A5 32 B OBy RIS E HE LD,

TOE OFLENIRFZI1E RDSEED 5% 128 [FIZEATL ., BUfSL7z 4096 ' hOE Y MR e —JR ThHoH
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Linux PRNG ([ZAJ1&N5, /AR CTHH/N— R =7 SLEFE A D IS ae Y MIlE, 1 By sz
0.5y L EDOR/hmr ha —%2E e LA Rambus 2012] D28 D5 457>> TEY . Linux PRNG (21%
W7t 2048 B RO MR — N E N TV,

TOE 1%, &L ER OB R AZZ1T 5L, 384 B b bt — & KR > hat —¥ 2o bk —
JRCH2 Linux PRNG 7HUUEL . & —FfEEL T CTR_DRBG IZAF1$5ZE T, 256 E Y O ELEE AL
9%, [FCS_RBG_EXT.1.2(network)]

7.6  BABREEIAE R
7.6.1 TLS B4 AL RREsEE

R HHEBEE A FCS_COP.1(b)(tls) , FCS_COP.1(c)

TLS Oty a ML BT, FIPS PUB 186-4 (25 DKL T DT /LAY X L% HWT, B4 E 21T
729, [FCS_COP.1(b)(tls)]

- RSA T UXNVELT INAYXLIDSA) THE 2 2048 B DEHD

- FEMERRT U H VB T T X (ECDSA) THEE 28 256 Bk, 384 B R DH D
B4 ERRITIE SHA-256, SHA-384, SHA-512 % Fi %, [FCS_COP.1(c)]
LTI FH AT REZR B4 T LT Y R Wy 2 DB S AR,

- RSA2048 : SHA-256, RSA2048 : SHA-384, RSA2048 : SHA-512

- ECDSA-256:SHA-256

- ECDSA-384:SHA-384

7.6.2 IPSec B4 KRill/4 b AE

- P AHEREE:: FCS_COP.1(b)(ipsec), FCS_COP.1(c)

IPSec @ IKEv1 TOREEZ HVZFEREIZIV T, FIPS PUB 186-4 (23 O<KLL FOT VIR L TES,
RREE/ AR &1 T729, [FCS_COP.1(b)(ipsec)]

- RSA TUXNVELT INAYXLIDSA) THE 2 2048 B R DEHD

- FEMERRT VO H LV EAL T T X (ECDSA) THEE S 256 Bk, 384 B hDH D
B REE/AE RRITIE SHA-256 H1L< I3 SHA-384 THH L= 3 2fliz V5, [FCS_COP.1(c)]
AT FH AT REZR B4 T VT Y R Wby 2 DB S AR,

- RSA2048:SHA-256, RSA2048: SHA-384

- ECDSA-256:SHA-256

- ECDSA-384:SHA-384

7.7 BT AMEEE
- XS AHHEEREEME: FPT _TST_EXT.1, FCS_COP.1(b)(update), FCS_COP.1(c)
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TOE /&, EEFFICLL T O B 7 AN FE i 3%, [FPT_TST_EXT.1]

LFOHCTANCZT—RNHENT- S, TOE X E/ T —a—R%E2HK <L, TOE OL#Ei%
EF'-U:j‘éO

T =TT DT s

- Ty—AU=7 I, H50 U FIPS PUB 186-4 (23:-5< RSA(#EE 2048bit), SHA-256 % H
WTEBAPMTESNTEY, HO0CDRFFTH2AMRBEHWTELEEELTELNTZ Y
Vafil, 7=z T HEMNOHE B LAy iR L CReEtERIET 5,
[FCS_COP.1(b)(update), FCS_COP.1(c)]

7.8 EAOHERE
- XS T BHHEEEE: FAU _GEN.1, FAU GEN.2, FPT STM.1, FAU SAR.1, FAU SAR.2,

FAU_STG.1, FAU_STG.4, FAU_STG_EXT.1, FMT_MTD.1

TOE (X, L FOARU IR AU BRI G v &A%, [FAU_GEN.1]

Bitrm /O HILLL T Thod, [FAU_GEN.2]
- HEE, =Yg AN R (B )

AL, L FDOAXRUROBIZIZLA T O HHIBIT %,
- Varv R ToOEBERusIIE, vas ki
- RAERMOEA R T, BRI TLI 2 — Y —4
- Byt ar ORI RO AR, By al L RIR OB

BA X R ER HBEGFEMBE A =T =—R

REA RS RE DL B TOE & ON
(RRBEIRAA T, BB v, VE—k U

AR REDRE T TOE & OFF
(RRFBEIRAA T, BB v, VE—k UD

vavsE T TV aT DT

Ax X ad DT
AL —aT O T
TrIRKRETaT ORET
T I AZNEYaT DK T
LEORFTaT ORT

% 30134 C. FDP_ACC.1/FDP_ACF.l (ZBHE4 51
H—"T — A

Z— PG RBIFRRED JBK BB VDB T AT
VE—h Ul HORT AL 384T
TN A= RTAN—=EDFRFERAT
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TS A E BB RE ORI

FMT_SMF.1 (2§ 5o 2 —7 =— A ff ]

— P —FHBERE ORI

FMT_SMF.1 [ZB#E 321 #—T7 = — A

FRAEZBIN—T D 72— L DX/ 28 L/ HIBRIZBE A Z— 7 = — A fFH ]

A DA T H A/ BREL % E O BRSBE (B T A X — T = — Afifi
H

TS ar OMEST IR T NI — 71815 TO IPSec By a MO

S NI — 238 E TO TLS B a et D Jek

A 07 I ZR0ERS LD H REIE T, TOE Btk is, TOE @ HRHEHIL, Tl BRSREOFIHIZXY
FECTRE, LA A LV — =5 EfE7: H K2 B L CRZIRII 52 L CRIESND, 7B, 41
LY — =T — W — DA T f ABRFENITHEES L TEY, TOE &2 A LY — 3—LDiE(F1X, LAN 7 —
SRFEREREIC LY, 2T IP /7y MR L T IPSec (IC L DG 5{b/18 B3 T2 b, £7-. TOE DEFLIE
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[Rambus 2012]

Analysis of Intel's Ivy Bridge Digital Random Number Generator, Cryptography Research a division of Rambus,
2012.

https://www.rambus.com/intel-ivy-bridge-random-number-generator/
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