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\ Y
RAxvF—E BIENARIL
1 1
( ) ( v " )
FAX=whk O R T LFlEE AR
ARBEEEIRE - » NCU SOC DRAM NIC < > RyRT—4
-«
CPU
FROM FROM FRAM
- J - J
A A A
A Y \
MFP | TOEHR |
\j
FRENRIS &
X 2 YHERER
VI o THER

+ SYSTEM FIRMWARE :  Ver. TS20SFOW1720
+ SYSTEM SOFTWARE :  Ver. TS20SDOW1720
- ENGINE FIRMWARE :  Ver. TK174MWWO09

- SCANNER FIRMWARE : Ver. TK160SLGWWO07
+ FAX1 FIRMWARE : Ver. FAXH625TA13

o BMENIIL
BfE sz Va=y ME, 2—¥—2 MFP 283502 —Y4 X7t —ATHb, N"—KRU=x
THRER X, BIERZ Y, LED BX SRy FNARNE A7 LCD ThH5, VAT L=y b &i#EE
FTB5Z2i2& b, MFP 5 DBEWM LCD IZFRREI N, IV —FIBEORBENEITINS,

o A¥x ¥ —¥8
AF¥yF—az=v M BMERZHAADTZODANLEETHY, TOWHB{T—RE2ATFLar 0
—a=w MI¥EET S, AFvyF—a=v M VAT LAEIHERMOBERMEITD 77 —LT =T
(SCANNER FIRMWARE) %, HDD iZf&fiE T3,
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¥ AT Ll R

VAT LAHIEEEN L, MFP 24k % Hilfl U &SR 2 EH T2 Tcdh 5, HilM#Y 7 b7 = 71X, SYSTEM
FIRMWARE & SYSTEM SOFTWARE 2 SR X N, &% ¥ A5 ARIHIENR D FROM & SSD 1244
MmEhTnwa,

7)) R —E

TR —a2=y NI, VATFLAEIHI=y v SHIREREZEL, ATV Y N TF— X 2 ERIT
B51=w +Thb, VR —a=y b VAT LEHERMOBESMZITS 77 —L0 7
(ENGINE FIRMWARE) &, 7V v X —#d FROM IZfiE hT\\W5,

HDD (FIPSN—FKF 4 227 % v b GE-1260 : 9401 TOSHIBA MQO1ABU032BW)

HDD &, 7 AV HSREOHEIPIEHRUIFIEAE (FIPS140-2) HKIZHERLL /- B Ol S8R % i 2 72

—RNFA A RI14T7ThbO, £72 JCMVP it (JCMVP ZiE&E S : F0022) HfFL T\ B BHD A
Tavazy NThd, 1A=V T—RBIOXET R EOREEET — XL, Bl
—F 4 Y aVIEEENS, £/, FIPS "— R T 1 227 % v Ol ik, BER— IV IZilE X ik
RECHILEHIZ L > TRHBICRE I NS,

SSD (YU wy R :-ZAF—h+ - RIF4147)
SSD iZi&, MFP % #4257 bV =7 D—¥# (SYSTEM SOFTWARE) DMRiFEI N5,

FROM (75w aXEY)

FROM W AHFEMEA ML -V RAEY) TH 5, MFP 24T 35Y 7 b7 7 D—# (SYSTEM
FIRMWARE) 2 3,

FRAM

FRAM IZARHEFEMEA NV —YTH D, MFP OFIAIZHE L INIBEMERELUZZET NI ATH
éo

SoC

SoC ik, ¥~17u7urvyH2KIzTF N1 2ay bru—SHKREE2FEA L LSI ©. MFP #iffn &
A 72 H R % 4T D EAR Ty T

DRAM

DRAM (Z, fEFMRAE) THS, MFP 24T 705620 — RN LEFTTEHIAEY TH S,

NIC (%Y NT—=2OA VR Tz AAH—NK)

NIC &ty N7 =2 8iiA VX 72— ADEETH 5, 10Base-T/100Base-TX/Gigabit 1 —H % v
rNEYKR— T B,

7572 A=y k (GD-1370J/GD-1370NA-N/GD-1370EU)
PSTN CE#ki L., G3 IZ¥ERL =MD 7 7 7 AEEMTY 7 7V ANEEREZETAIHHEDOY T ava
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=y b TH D, KT BE - HIFIZ & o T PSTN [BfRHIE RS-0, TOHIBIZHEE LT 77 A
FTavEBRRT LD, ZOHHFE Table 1 12R3 2B D, TOE #HAIERDOEKEDT VT 7 Rw h
(JNA-NEU) ik vl nsd, b, 77 7 ZEES L0V AT LfESERE@EEOGIEZ175 7
7 =LY 7 (FAX1 FIRMWARE) (&, lk7ed 2 E - #IKIZh»b ST H—D 7 7 —L T =T H, %
NENOMAAIFDT 77 222y PO FROM IZHMENTH O, 2—HF =2 HHTEZ 37 7 7 A
RRIEFE L TH S, £z, 777 AF T a vORAFHIEZ, BOR—IVICHE S RE T EHFIT X -

THHAICIX I NS,

142, HARVA

AKTOED H A & v AXEIL, Table 2. Table 3I1Z/RT & & D HEK & HAZEROHEILFHENH . PDFE
X7 742 LU TDVD-ROMIZINER L 7-TERE L . HIRIMI Ot I N D, HARENEITIXHARZEKR %
Z OIS O F 121X ZERR 2 MFPH: IZ EM & N/ RIEETHIHEZ IR I N5,

Table 2 FEFERFT 1 XV A

Al

PDFER EIRil%

Preparation of Paper OME21000400 O
Troubleshooting OME21000600 O
Quick Start Guide OME21001200 O O
Safety Information OME21001400 O O
Information About Equipment OME21001600 O
Copy OME21001800 O
Scan OMEZ21002000 O
Fax OME21002200 O
Template OME21002600 O
User Functions OME21002800 O
Frequently Asked Questions OME21003000 O
Installation OME21003200 O
Print OME21003400 O
TopAccess OME21003600 O
Specifications OME21003800 O
High Security Mode OME21004000 O
FAX Unit Precautions for GD-1370 OME21004600 O

Table 3 HAZER A1 XV A

&4 b AT PDFAR  EURIY
FH MR HE fi OMJ21000300 O
Worz& & OMJ21000500 O
AT ASRIETT A R OMJ21001100 O O
LRIZBHENNZL DI OMJ21001300 O O
7 JUNOLEE OMJ21001500 O
a¥— OMJ21001700 O
AF Yy v OMJ21001900 O
77 A OMJ21002100 O
T 7L —h OMJ21002500 O
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)7 Yl P

DFER ERIY
O

BAkeN OMJ21002700

< HsrTEM OMJ21002900 O
AV A M-I OMJ21003100 O
FH Jil] OMJ21003300 O
TopAccess OMJ21003500 O
ABE DLk OMJ21003700 O
NTEFa)F1+E—NR OMJ21003900 O
FAXZ=vw MALD o\ ED Z1EE GD-1370J OMJ21004500 O

1.4.3. TOE D ¥ i &i B
TOED#MELN R EEFIZ, IRDE 7Y a iz &k > TR I NBTOEM#ERAES L — I 2RI L > TES

INb,
A—)L FTP SYSLOG
a1—H— D9ZATUMPC H—iN— Y—n— Y—N—
f A A A A
]
:
]
¥ A Y Y Y
BIEARIL EIEEGEERRE
A A A
Y \ ]
21— — B A A
A
Y
— ARt EE
o= SUoF TSFT—42RE
PSTN7 7 Hede Hede 1
VS
_ o v R — | _ 777X ZjF'\"‘/ 5
@ 2 RD4 Y. o TSFEZ R
_ RS AE )\
DREE I
@ﬁiﬂﬁ Y Y Y
TOURGIEHE HDD
f T PR
Y \ i
NVRAM FROM | D.TSFPROT | | D.TSF.CONFl o EE B HEEE
ot
DT | D.USER.DOCl | D.USERJOB |
= TOE
B 3 ZmEHYIES
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1.4.3.1. EABERE
TOEIZEANZEEEL LT, a¥—, 7V Vb, AF ¥y VR EDEBIZETLZ —HOBELZ2AEL, ZhoD
RERE 2 SR SR 4 5,
° :]]f—ﬁ;xl%ﬁﬁ
A=Y =D EERR IV EZEEL T, AFy F—oilCE2HARD, HEART56ETH 5,

o FlJilHHE
2347V FPCRODT Y VT —&%, LAN 2/t LC TOE 123 0, #KIZFIRIT 2886 TH 5,

o A&y UHEEE

A=Y —=DEENTNVEREL, MUEEAF Y F—HTHMD ., TOEBGT — X% A —IVITHN Uik
LD, FIP Y —N—IZEETLHILNTE S,

o 77 U AKKRE

Ty AR X, 77 2 AKGEHREL 7 7 7 AZERKEN S5,

77 0 AEEREEIX. AF ¥ S TEAN S M E T — X &2, PSTN 247 L THNED 7 7 7 ABKIC
EIETHREETH D, £/, 777 AZEHAEIX. PSTN 2N L CHER T 7 7 A 5% [EEIhTE -
NET—REZETHHETHD, TOLOITIE, 772 AL T ar (GD-1370], GD-1370NA-N
721X GD-1370EU) »RETH 5,

1.432. %2V 5 1 gk
TOEIZ &> T#ftE Nz X2 ) T TO LBV TH B,

o G, FRRE. MUHCDHEREZ M % 72 8 D 5-F g

—inl, FRAEMREIX. TOE 2FMAL L S>92a2—¥—», TOE 2FHT AR TEHa—H

—THENEIDEMBGEL, MATE22—Y—ThIENHERINZIGEDAF A %25 2 5 HHE
Thb,
TOE &, 2 —%— mﬁffét (AN ?;é{’lfi\/‘r\ﬂ/ittiﬁ*]er/]\ PC 56D —H¥—ID & a—¥—
NRAT=REANTZELIZ2a—Y =1L, 2= —R2AT =R ANRKFIZZI —NFERRTE 7«1
— RNy 7 OLRFERBE L . nm\nEC\-giﬁﬁbf’:’- Y—2uv 77 MEREZHATVWETS, £/, vro
VBRI RN A T E ORI W 2 A, BEIIZR 2T U NI ABERER A TV D

o 7 Ut AMIHIBGE
TOE X, A &d N —HF —IIZEREHETH LI -V —T —Z ROBEE~ADT 7 A2 ML £7,

o HiAHEE

TOE &, #i& OD%QE’ELEJI@”EW:&DO)W*U?%:Eﬁk’é’é ARy MEIZEERI NI RTOB T,
BEAEY —N—EEE EAEY—N—THEITLIENTE S,
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T ERAS T L i

TOE (., LAN (ZHEH LEETAEIC, 2y MY —2 LOWEET — X OIRMEPR I A% 1T 5720,
BE@ETa balrE Y R— T3,

TOE OMEMBREETIX, 27147 > h PC, A=Y —,N—_ SYSLOG ¥ —/N—, FTP ¥ —N—Lilf5d
M, T—RERETE-OICTLS 2HT5, £/, 774 Y PCHRETV VX NTANE[M-T
IPP HIfil 3 2454 %, TOE 22 74 7> ks PC X D@E(EIZ TLS 2fi->T 7Y > 70 ka1 o IPPS %
fFoTTV Y b TF—X2EEL TV,

TSFH C{:#

TOE &, BEHIDO Y 72 F v iIZW T 5TV RINVBLOKRIEZMFH L T, ENETARET 71V R T 7
AINVDREWETFAN2HETLUET, ZHIZXD, TOE JMEHTEARENSHIA SN2 RS
LMW TES,

TSFF — X {4

AR ERAE RS RE I K D BRRE S N EBE D AD, #BEIEX XV F 721X TopAccess 726 TSF 7 —XIZEd 5
e 2 ETTE DA, 21X, HROEED® 2 —F —D&&/HIk. AR -2 aran
EEMEITENCRETHIENTE S,

F— R iEEAb

HDD iZ{#fFE N2 12— —F— X OFHMEIET 572012, ZNWo5DTF—X 25T 5HEETH 5,

PSIN7 7 7 A - % v b7 — 27D EERHE

PSTN 75D AN%E T 7 2 ZAZEIZHET A2 212k 0. ABEZEEMEIS LAN NMaEATEZZ L%
Bh1ES B EEBETH B,

VI N7 Ty TTF— b OWMGEE

TOEDY 7 v 02727 v 7T — T 50, 79T T—hTB3Y T M T7DERREONE S %
MGEET 2HEEETH 5,
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1.4.3.3. M

ASTIZEH T A EDHEDNH, 2B THAFEL TWACCBLIUPPTEHINTWAHEIZOWTIE, *
DEZFIIHRS, TNUUNDGERTable 41IZE8HT 5,

=5
3]=]

a—%—ID

Table 4 FHEE
EH
—ft 21— — MFPEEEZE IS X N5 1. TOEIXZ O iz &b 2—
Y—2RET 5,

A—HF—RN2T—F

BA—Y—=DNTOEIZB 71 VT BBUHHT B /827 — R,

varsus TV hYa T REEHRN ZEEHIRSIOAFyyYa TS5y
a 7

Ayrx—vns MFPORESER D 2 W F =Y =12 X b FEfF I - BEICET s

TopAccess WebR—=ZADY 3 TE LT NA ZAEHY -V THE, 2DV —)IVEFHTI L

2 "7 =2 %N UTCMFPOEREZIGET DI ENTE S,

HEIR 27 7 bR

0714 L TWE I —Y—PW—EREMFPOEAEZ Leh - 725812 B8R
s 7o NEN5ETORM,

oy 77w R

Oy 279 NINET ATV NDPRERE D £ T ORI,

H /R4 0 7O 70 O HEHR. £ H/H/ &5/

15 U.NORMAL, U.ADMIN,
U.NORMALIZU.NORMAL(a) ¥ UFAXOPERATOR, U.ADMINIZ
U.ADMIN(a). UACCOUNTMANAGER., U.ADDRESSBOOKOPERATORIZ
HREE N B,

T7—LTxT N=RD 72T 57-DIZEEIBITHAAENZY 7 T T

Cipher Suite

TLSHECHEHAT AEE T LI L0880 &,
s B s Ny ¥ a BB OfMIZE > THERI N5,

7 KL AE

770 ART, email7 NV AZSEE—EL L TERk RRTHIELTE, 77
I AEERAF vV De-mailikE DAL ZBHRIZIEETEHI LN TE S,

o — Y —FREE R UL
B

FHEZFIZED, A VRAT—=RDODANY FIARBOEER, av 277 b
BUEOZEE, v 7 I hINETHATIVMNAT—RAZ )T =T3¢
T35,

t¥aT7Fyv o BEHITEEI NN E ST — R 2B E L@ ET v 2,
R 55K S 7 RAVEDI LTI N T T VRAFEORT 1 7 % FFOXF
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2. WAEER

2.1. CCEAER
ASTH L UTOEDCCHEG ERIIUA T DL B TH 5,
Common Criteria version: Version 3.1 Release 5

Partl : Introduction and general model April 2017 Version 3.1 Revision 5
Part? : Security functional components April 2017 Version 3.1 Revision 5
Part3 : Security assurance components April 2017 Version 3.1 Revision 5
CC part2(Zxy 9 ASTDH 4 :  CC part 2 Extended

CC part31Zx§9 2 STOi# & :  CC part 3 Conformant

2.2. PPEA TR
ASTH L UOTOENESG L TWAPPIZMTDEE D TH 3,

PP R : Protection Profile for Hardcopy Devices
PP/N—Y a v ¢ 1.0 dated September 10, 2015

o amam ] JISEC-C0553

Errata : Protection Profile for Hardcopy Devices - v1.0

Errata #1, June 2017

2.3. Ry r—VHEEER

ASTIE R r — I AOFEE EIEIZL W,

2.4. WEXIREH

PPHERT HLUTNDORMZN R L, PPOENRIED [Exact Conformance] TH5, TD7-&, TOEFH
BIZPPE—HL TW5,

- Required Uses

Printing, Scanning, Copying. Networking communications, Addministration

- Conditionally Mandatory Uses
PSTN faxing, Fileld-Replaceable Nonvolatile Storage

+ Optional Uses
AV

Copyright© 2022 TOSHIBA TEC. All rights reserved.
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3. EFaV) T REER

31 2—¥—

ASTTIE., FEDOLSIZTOEO I —HF— B2 EHT S

Table 5 2 —¥F—238

q g e E &
U.NORMAL | UNORMAL(a) —f1—HY— | TOED R AR TH 5 2 ¥ —F%
Wi, & 7TV v hBERE - Rk v UBERE
AL E 7= R 777 AREMEEFETTES
#HT, EHE —H—, —a— -k, FEAHKE
edl &R 7- 7% TEITHEHERE NG I N, (15X
WHI & Nr-HEE 1 2 FEITTE B,
U.FAXOPERATOR —fa—Y— | 77 I AEZGEHEEEETTED
I—H—,
U.ADMIN U.ADMIN(a) GHE TOED ¥ 2V 7 « HfEIC R 5
E I N FE, A=Y =0T HhU v MEBRD
AEE N7 R AH R0 OMER Y, TOE £
HCEBER i DE IR & R DR,
#l%zH>F A | UACCOUNTMANAGER HHE - —DT7HhT Y MNEH (-
& — DI — P —IDPREIFE, FHAR
BEDIRAEMERR 22 ) DR EMTR D
B,
U.ADDRESSBOOKOPERATOR | &H#H 7 RVRREMETE 22 —Y—,
32 BE

STTIX2DDEENFHZEET D,

Table 6 BESH

Designation | Asset category | Definition

D.USER User Data Data created by and for Users that do not affect the operation of
MAEET —& the TSF
TSF OEMEICHEE RIFT 2\, RAFEODIZRHFIZ X > THERK
INTF—2X&
D.TSF TSF Data Data created by and for the TOE that might affect the operation of
TSF7 — & the TSF

TSF O#EIZHER 52505 LN WTOED 72O DTOEIZ X » T
ERENzT— &

321 a—¥—F—2%
ASTTIH2DODA—HF—F —RE2EHT 5,

Table 7 2 —H%—5— X F&Hl

D.USER.DOC | User Document Data
MAEET—

A —XET—X

Information contained in a

User’ s Document, in electronic | 7V v hXEF—4

Copyright© 2022 TOSHIBA TEC. All rights reserved.
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2y BENE & FEA

or hardcopy form. AX vy UXET—X

BINELZEIN—FRIE—DR | 77 7 2AREXET—X

T, MHAZEOXEIZE £ 5 H#K 770 ARZGEXET X
D.USER.JOB | User Job Data Information related to a User’ s | 7V > bV a7

MpEY a 75 —4& Document or Document | 2¥ v > Y37

Processing Job. av¥—vas

FHEOXE I XELEY 3 | g7 2 2%V 37

IS B 1 T7OAREY 2T

322. TSFFr—%

TSFF— &%, 2D00FRI» SR I N5,

Table 8 TSF ¥ — X f&Hl

&R | EESE | EH 2
D.TSF.PROT | Protected TSF Data for which alteration by | £ ¥ 27 F ¥ X )L O/ 5
TSF Data a User who is neither the data T—H#—ID
f& # X #1 7z | owner nor in an Administrator
TSFF—& role might affect the security of el
the TOE, but for which | B2« Y/ SAT7 =KDV T 1 [EEK
di‘sclosurie is acceptable. w27
T—ROAEHETHLRL, £/21F
HHERHS B aWRiEck | By 7 INRTAT L AT =2A
S>T, WEAEINEZTSFTF—ZD | A— o 27 MR
KE@%#:%?%%%%&E? T
b L0, BEIZOVNTIE
KRTEB &S RISFF— 4, BN RAT = R
7 R LRIk
SYSLOGH — /N — D5
FTPY — N — D%
VIRNIzT7DT Y 75—k
D.TSF.CONF | Confidential | TSF Data for which either | Z—%—=/ X2 7 =R
TSF Data disclosure or alteration by a
F# DTSFT | User who is neither the data
—X owner nor in an Administrator
role might affect the security of
the TOE.
S ROFEETE RS, e | I
BESF -2 WHAZFICE - T,
BEF TR AIN/ZTSFT —
2™, TOEDEF ) 7 1 IZE
ERIETHE LWL 5 RTSF
T—R,
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33. BR

HEHGEPATT STOEIIN T 28 HIE. AFTOEBDTH S,

Ziild, TOEQXF 1) 7« 25t T 2 i H KR 2L 76T 7 7 ¥ a VEFETT 2B

I—VzVhMILoTEHEIND,

Table 9 BRDEH
£ | EH |

T.UNAUTHORIZED_ACCESS An attacker may access (read, modify, or delete)
USER.DOCument Data or change (modify or delete) User Job
Data in the TOE through one of the TOE’ s interfaces.
WEHF X, TOEDA VR 7z —A%BU T, TOENDOFHEHXET
—RAT IR (B%, )2, £/ZIEHIR) o £23MHEEY a7
T—REEHE (HEFZIFHIR) T206 LR,
T.TSF_COMPROMISE An attacker may gain Unauthorized Access to TSF Data in the
TOE through one of the TOE’ s interfaces.
WEEH I, TOEDA VX7 2 —A%@EL T, TOENDTSFF — X~
DARIERRT 72 A %G5 0E LR,
T.TSF_FAILURE A malfunction of the TSF may cause loss of security if the TOE is
permitted to operate.
TOED#ENH I N/GE, TSFOFEENIZ L > T, ¥¥Fa V7
1 DEREF ST HE LR,
T.UNAUTHORIZED_UPDATE An attacker may cause the installation of unauthorized software
on the TOE.
WEHE X, TOEKAERY 7 Y2721 VA M—LT 500
AN

T.NET_COMPROMISE An attacker may access data in transit or otherwise compromise
the security of the TOE by monitoring or manipulating network
communication.

WEHIX, xYy NV —JlE2E=X—L0#HELZDTEHI L
T, REFOT—RIZT7E2ALEZD, TOEDXEF 2 ) 71 22E
L7093 506 LA,

34. MO XY T K
AR, EAET2HMEITMBorx2) 7+ fitt (OSP) TH 5,

341 MO X2V T 1 FHOEH

MO F 2V T« HEHE, BEEICHTHZBITEDWTERT 2 DIEANTIE AWV, F2IEEITH
HOMEPSEL S, X a2V T K GHOREMEZ RIS S DIZMHEI NG,

Table 10 ot ¥ 2V 51 HF#toES

P.AUTHORIZATION Users must be authorized before performing Document
Processing and administrative functions.
R SCEAEE R OE ERE %2 2173 DTS HERR 2 A G- e 1
NIE7R 5 780,

Copyright© 2022 TOSHIBA TEC. All rights reserved.
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2R EH

P.AUDIT Security-relevant activities must be audited and the log of such
actions must be protected and transmitted to an External IT
Entity.

¥ a) T BEET T T REEIN RTINS T, £/22
DESIRTorvavourTIEEI N AMNRITTY 7« 714 ~NEES
NRFNIER S 720,
P.COMMS_PROTECTION The TOE must be able to identify itself to other devices on the
LAN.
TOEWX, LAN EDD 7N 2 & HE 2T E i il s,
P.STORAGE_ENCRYPTION If the TOE stores USER.DOCument Data or Confidential TSF
(&M & ZH) Data on Field-Replaceable Nonvolatile Storage Devices, it will
encrypt such data on those devices.
TOEWRIHZEXET — X £ 72 IEMEDTSFT — X % Bl 52 #w] 5E 72
AEFEMEA DLV =T TN ZUAFT 258 . TOERZ NS DT NA
AEDZDESRTF—2EEERTEI L,

P.KEY_MATERIAL Cleartext keys, submasks, random numbers, or any other values
(A4 & ZH) that contribute to the creation of encryption keys for

Field-Replaceable Nonvolatile Storage of USER.DOCument Data
or Confidential TSF Data must be protected from unauthorized
access and must not be stored on that storage device.
MAEET — R 7 IEMEDOTSET — X OB Al 58 7 RS
WAL=V D70 DIESRDERIZEHST 5 &5 7%, FXOH, ¥
TIAZ, BB -3 Z0MDH 5D BHIE. RERT 72 ANS
REINRINIER SRV, BDDEDA N L =V TN A EIREEFS
NTIEZ SR,

P.FAX_FLOW If the TOE provides a PSTN fax function, it will ensure separation
(G AT & e 2H) between the PSTN fax line and the LAN.

TOEAPSTN 7 7 7 Atkfe & it ¢ 256, PSTNT 7 7 AR e
LANODNC 73 % REET 5.

3.5. BifR%&M
BIREMIE, X 2 T KA P F 2 ) T A BRREMDVERTH 572012, fiI e
SIEWERETH D,
Table 11 BifR5A:
20 | ¥
A.PHYSICAL Physical security, commensurate with the value of the TOE and the data

it stores or processes, is assumed to be provided by the environment.
TOE, AUTOED /T & 72 1FMILT 5 7 — X DIz a7t F 2 Y
TAMN, TORBEIZL - TRtT N2 Z L 2ET 5,

ANETWORK The Operational Environment is assumed to protect the TOE from
direct, public access to its LAN interface.

EHERBEL, LANA Y R 7 2 —AANDOIER S DEFED T 7 & A5 5 TOE
ER#ETL e EMET D,
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R TE 22
ATRUSTED_ADMIN TOE Administrators are trusted to administer the TOE according to site
security policies.
TOEEEHF X, 1 btFa V7« G#IE->TTOEZEH T 5 &, EHE
nNTWns,

A TRAINED_USERS Authorized Users are trained to use the TOE according to site security
policies.

HFuf X NRAEAEE, A bFa )T 1 IS TTOEZ AT 5 & 5
BHEIMEZZITTWD,

Copyright© 2022 TOSHIBA TEC. All rights reserved.
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4. F 251 NEH
4.1 BRBEYF =2 ) 7 1 NEHEH
EAREYF ) T /AEHEHZDOWT OGS % Table 1212301k 3 5.

Table 12 EHBREDO L X2 ) 7 1 WK At

# R ek -
OE.PHYSICAL_PROTECTION The Operational Environment shall provide physical
security, commensurate with the value of the TOE and the
data it stores or processes.
EAEEEX, TOE, ROTOEMMRLT 721X EET 2 7 — & Offi
RG> 72 F 2 ) 7 1 ZHREL R TIER S 200,
OE.NETWORK_PROTECTION | The Operational Environment shall provide network
security to protect the TOE from direct, public access to its
LAN interface.
EABRIEIE, LANA VA 72— ANDHE NS DEEDT 7%
AMHTOEZRET 572D xy N7 —2%F a2 ) T 1 2t
LR id7 5780,
OE.ADMIN_TRUST The TOE Owner shall establish trust that Administrators
will not use their privileges for malicious purposes.
TOEFTA#IZ. EHEN T OHRZEEDH 5 HIIZHEAL 20
E WD FHEHE ML LR IR 50,
OE.USER_TRAINING The TOE Owner shall ensure that Users are aware of site
security policies and have the competence to follow them.
TOEFTAE® X, FIAZERY A beXa ) 7a GEt2HRL, %
NI HEZR>TWD Z & 2 LRI NIER 5230,
OE.ADMIN_TRAINING The TOE Owner shall ensure that Administrators are aware
of site security policies and have the competence to use

manufacturer’ s guidance to correctly configure the TOE
and protect passwords and keys accordingly.
TOEFTEE L. EHENY A beXa V) 7+ HEF2HMEL.
TOEZE UK FE L, /NAT — N Lz IS IRES D701
BEEDHA XV A% IERT 5 I1E 2R >TWd Z X 2RFEL
RN 570,
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5.

5.1.

5.2.

Extended Component Definitions

Extended component definitions are listed below.
FAU_STG_EXT Extended: External Audit Trail Storage
Family Behavior:

This family defines requirements for the TSF to ensure that secure transmission of audit data
from TOE to an External IT Entity.

Component leveling:
FAU_STG_EXT.1: Extended: External Audit Trail Storage — 1]

FAU_STG_EXT.1 External Audit Trail Storage requires the TSF to use a trusted channel
implementing a secure protocol.

Management:
The following actions could be considered for the management functions in FMT:

e The TSF shall have the ability to configure the cryptographic functionality.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e There are no auditable events foreseen.

FAU_STG_EXT.1 Extended: Protected Audit Trail Storage

Hierarchical to: No other components.
Dependencies: FAU_GEN.1 Audit data generation,
FTP_ITC.1 Inter-TSF trusted channel

FAU_STG_EXT.1.1  The TSF shall be able to transmit the generated audit data to an External
IT Entity using a trusted channel according to FTP_ITC.1.

Rationale:

The TSF is required that the transmission of generated audit data to an External IT Entity which
relies on a non-TOE audit server for storage and review of audit records. The storage of these
audits records and the ability to allow the administrator to review these audit records is provided
by the Operational Environment in that case. The Common Criteria does not provide a suitable
SFR for the transmission of audit data to an External IT Entity.

This extended component protects the audit records, and it is therefore placed in the FAU class
with a single component.
FCS_CKM_EXT Extended: Cryptographic Key Management

Family Behavior:
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5.3.

This family addresses the management aspects of cryptographic keys. Especially, this extended
component is intended for cryptographic key destruction.

Component leveling:

FCS_CKM_EXT.4: Extended: Cryptographic Key Material Destruction H 4 |

FCS_CKM_EXT.4 Cryptographic Key Material Destruction ensures not only keys but also key
materials that are no longer needed are destroyed by using an approved
method.

Management:
The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e There are no auditable events foreseen.

FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

Hierarchical to: No other components.

Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction

Rationale:

Cryptographic Key Material Destruction is to ensure the keys and key materials that are no
longer needed are destroyed by using an approved method, and the Common Criteria does not
provide a suitable SFR for the Cryptographic Key Material Destruction.

This extended component protects the cryptographic key and key materials against exposure,
and it is therefore placed in the FCS class with a single component.

FCS_HTTPS_EXT Extended: HTTPS selected

Family Behavior:

Components in this family define requirements for protecting remote management sessions
between the TOE and a Security Administrator. This family describes how HTTPS will be
implemented. This is a new family defined for the FCS Class.

Component leveling:

FCS_HTTPS_EXT.1 Extended: HTTPS selected 1|

FCS_HTTPS_EXT.1 HTTPS selected, requires that HTTPS be implemented according to RFC
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54.

2818 and supports TLS.

Management:
The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e Failure of HTTPS session establishment

FCS_HTTPS_EXT.1 Extended: HTTPS selected

Hierarchical to: No other components.
Dependencies: No dependencies.

FCS_HTTPS_EXT.1.1 The TSF shall implement the HTTPS protocol that complies with RFC
2818.

FCS_HTTPS_EXT.1.2 The TSF shall implement HTTPS using TLS as specified in
FCS_TLS_EXT.1.

Rationale:

HTTPS is one of the secure communication protocols, and the Common Criteria does not
provide a suitable SFR for the communication protocols using cryptographic algorithms.

This extended component protects the communication data using cryptographic algorithms, and
it is therefore placed in the FCS class with a single component.

FCS_KDF_EXT Extended: Cryptographic Key Derivation
Family Behavior:

This family specifies the means by which an intermediate key is derived from a specified set of
submasks.

Component leveling:

FCS_KDF_EXT: Cryptographic Key Derivation |—| 1 |

FCS_KDF_EXT.1 Cryptographic Key Derivation requires the TSF to derive intermediate keys
from submasks using the specified hash functions.
Management:

The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.
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Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e There are no auditable events foreseen.

FCS_KDF_EXT.1 Extended: Cryptographic Key Derivation

Hierarchical to: No other components.

Dependencies: FCS_COP.1(h) Cryptographic = Operation (for keyed-hash message
authentication),
[if selected: FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit
Generation)]

FCS_KDF_EXT.1.1 The TSF shall accept [selection: a RNG generated submask as specified in
FCS _RBG _EXT.1, a conditioned password submask, imported submask] to
derive an intermediate key, as defined in [selection: NIST SP 800-108
[selection: KDF in Counter Mode, KDF in Feedback Mode, KDF' in
Double-Pipeline Iteration Mode], NIST SP 800-13Z], using the keyed-hash
functions specified in FCS_COP.1(h), such that the output is at least of
equivalent security strength (in number of bits) to the BEV.

Rationale:

The TSF is required to specify the means by which an intermediate key is derived from a
specified set of submasks using the specified hash functions.

This extended component protects the Data Encryption Keys using cryptographic algorithms in
the maintained key chains, and it is therefore placed in the FCS class with a single component.

FCS_KYC_EXT Extended: Cryptographic Operation (Key Chaining)
Family Behavior:

This family provides the specification to be used for using multiple layers of encryption keys to
ultimately secure the protected data encrypted on the storage.

Component leveling:

FCS_KYC_EXT Key Chaining — 1|

FCS_KYC_EXT Key Chaining requires the TSF to maintain a key chain and specifies the
characteristics of that chain.
Management:

The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.
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Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:
e There are no auditable events foreseen.

FCS_KYC_EXT.1 Extended: Key Chaining

Hierarchical to: No other components.

Dependencies: [FCS_COP.1(e) Cryptographic operation (Key Wrapping),
FCS_SMC_EXT.1 Extended: Submask Combining,
FCS_COP.1(i) Cryptographic operation (Key Transport),
FCS_KDF_EXT.1 Cryptographic Operation (Key Derivation),
and/or
FCS_COP.1(f) Cryptographic operation (Key Encryption)].

FCS_KYC_EXT.1.1 The TSF shall maintain a key chain of: [selection: one, using a submask as
the BEVor DEK; intermediate keys originating from one or more
submask(s) to the BEV or DEK using the following method(s). [selection:
key wrapping as specified in FCS_COP.1(e), key combining as specified in
FCS SMC EXT.1, key encryption as specified in FCS COP.1(f), key
derivation as specified in FCS_KDF EXT.1, key transport as specified in
FCS_COP.1(i)]] while maintaining an effective strength of [selection: 7128
bits, 256 bits].

Rationale:

Key Chaining ensures that the TSF maintains the key chain, and also specifies the
characteristics of that chain. However, the Common Criteria does not provide a suitable SFR for
the management of multiple layers of encryption key to protect encrypted data.

This extended component protects the TSF data using cryptographic algorithms, and it is
therefore placed in the FCS class with a single component.

FCS_RBG_EXT Extended: Cryptographic Operation (Random Bit Generation)
Family Behavior:

This family defines requirements for random bit generation to ensure that it is performed in
accordance with selected standards and seeded by an entropy source.

Component leveling:

FCS_RBG_EXT.1 Extended: Random Bit Generation H 1 |

FCS_RBG_EXT.1 Random Bit Generation requires random bit generation to be performed in
accordance with selected standards and seeded by an entropy source.

Management:

The following actions could be considered for the management functions in FMT:
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e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e There are no auditable events foreseen.

FCS_RBG_EXT.1 Extended: Random Bit Generation

Hierarchical to: No other components.
Dependencies: No dependencies.

FCS_RBG_EXT.1.1 The TSF shall perform all deterministic random bit generation services in
accordance with [selection: ISO/IEC 18031:2011, NIST SP 800-90A]
using [selection: Hash_DRBG (any), HMAC_DRBG (any), CTR_DRBG
(AES)].

FCS_RBG_EXT.1.2 The deterministic RBG shall be seeded by an entropy source that
accumulates entropy from [selection: [assignment: number of
software-based sources| software-based noise source(s), [assignment:
number of hardware-based sources| hardware-based noise source(s)] with
a minimum of [selection: 128 bits, 256 bits] of entropy at least equal to the
greatest security strength, according to ISO/IEC 18031:2011 Table C.1

“Security strength table for hash functions” , of the keys and hashes that
it will generate.

Rationale:

Random bits/number will be used by the SFRs for key generation and destruction, and the
Common Criteria does not provide a suitable SFR for the random bit generation.

This extended component ensures the strength of encryption keys, and it is therefore placed in
the FCS class with a single component.

FCS_SMC_EXT Extended: Submask Combining
Family Behavior:

This family defines the means by which submasks are combined, if the TOE supports more than
one submask being used to derive or protect the BEV.

Component leveling:

FCS_SMC_EXT.1 Extended: Submask Combining H 1 |

FCS_SMC_EXT.1 Submask combining requires the TSF to combine the submasks in a
predictable fashion.
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Management:
The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e There are no auditable events foreseen.

FCS_SMC_EXT.1 Extended: Submask Combining

Hierarchical to: No other components.
Dependencies: FCS_COP.1(c) Cryptographic operation (Hash Algorithm)

FCS_SMC_EXT.1.1 The TSF shall combine submasks using the following method [selection:
exclusive OR (XOR), SHA-256, SHA-512] to generate an intermediary key
or BEV.

Rationale:

Submask Combining is to ensure the TSF combine the submasks in order to derive or protect the
BEV.

This extended component protects the TSF data using cryptographic algorithms, and it is
therefore placed in the FCS class with a single component.

FCS_TLS_EXT Extended: TLS selected

Family Behavior:

This family addresses the ability for a server and/or a client to use TLS to protect data between a
client and the server using the TLS protocol.

Component leveling:

FCS_TLS_EXT.1 Extended: TLS selected — 1|

FCS_TLS_EXT.1 TLS selected, requires the TLS protocol implemented as specified.
Management:

The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e Failure of TLS session establishment
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FCS_TLS_EXT.1 Extended: TLS selected

Hierarchical to: No other components.

Dependencies: No dependencies.

FCS_TLS_EXT.1.1 The TSF shall implement one or more of the following protocols [selection:

TLS 1.0 (RFC 2246), TLS 1.1 (RFC 4346), TLS 1.2 (RFC 56246)] supporting
the following ciphersuites:

Mandatory Ciphersuites:

TLS_RSA WITH_AES_128_CBC_SHA

Optional Ciphersuites:

[selection:

None

TLS_RSA_WITH_AES_256_CBC_SHA
TLS_DHE_RSA_WITH_AES_128_CBC_SHA
TLS_DHE_RSA_WITH_AES_256_CBC_SHA
TLS_RSA_WITH_AES_128_CBC_SHAZ256
TLS_RSA_WITH_AES_256_CBC_SHAZ256
TLS_DHE_RSA_WITH_AES_128_CBC_SHAZ256
TLS_DHE_RSA_WITH_AES_256_CBC_SHA256
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHAZ256
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHAZ256
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHAZ256
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384

Rationale:

TLS is one of the secure communication protocols, and the Common Criteria does not provide a

suitable SFR for the communication protocols using cryptographic algorithms.

This extended component protects the communication data using cryptographic algorithms, and

it is therefore placed in the FCS class with a single component.
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FDP_DSK_EXT Extended: Protection of Data on Disk
Family Behavior:

This family is to mandate the encryption of all protected data written to the storage.

Component leveling:

FDP_DSK_EXT.1 Extended: Protection of Data on Disk H 1 |

FDP_DSK_EXT.1 Extended: Protection of Data on Disk, requires the TSF to encrypt all the
Confidential TSF and User Data stored on the Field-Replaceable
Nonvolatile Storage Devices in order to avoid storing these data in
plaintext on the devices.

Management:
The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e There are no auditable events foreseen.

FDP_DSK EXT.1 Extended: Protection of Data on Disk

Hierarchical to: No other components.
Dependencies: FCS_COP.1(d) Cryptographic operation (AES Data Encryption/Decryption)

FDP_DSK_EXT.1.1 The TSF shall [selection: perform encryption in accordance with
FCS COP.1(d), use a self-encrypting Field-Replaceable Nonvolatile
Storage Device that is separately CC certified to conform to the FDE EF
cPH such that any Field-Replaceable Nonvolatile Storage Device contains
no plaintext User Document Data and no plaintext confidential TSF Data.

FDP_DSK_EXT.1.2 The TSF shall encrypt all protected data without user intervention.

Rationale:

Extended: Protection of Data on Disk is to specify that encryption of any confidential data
without user intervention, and the Common Criteria does not provide a suitable SFR for the
Protection of Data on Disk.

This extended component protects the Data on Disk, and it is therefore placed in the FDP class

with a single component.
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5.10. FDP_FXS_EXT Extended: Fax Separation

5.11.

Family Behavior:

This family addresses the requirements for separation between Fax PSTN line and the LAN to
which TOE is connected.

Component leveling:

FDP_FXS_EXT.1 Extended: Fax Separation — 1|

FDP_FXS_EXT.1 Fax Separation, requires the fax interface cannot be used to create a
network bridge between a PSTN and a LAN to which TOE is connected.

Management:
The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e There are no auditable events foreseen.

FDP_FXS_EXT.1 Extended: Fax separation

Hierarchical to: No other components.
Dependencies: No dependencies.

FDP_FXS_EXT.1.1 The TSF shall prohibit communication via the fax interface, except
transmitting or receiving User Data using fax protocols.

Rationale:

Fax Separation is to protect a LAN against attack from PSTN line, and the Common Criteria does
not provide a suitable SFR for the Protection of TSF or User Data.

This extended component protects the TSF Data or User Data, and it is therefore placed in the
FDP class with a single component.
FIA_PMG_EXT Extended: Password Management

Family Behavior:

This family defines requirements for the attributes of passwords used by administrative users to
ensure that strong passwords and passphrases can be chosen and maintained.

Component leveling:

FIA_PMG _EXT.1 Extended: Password Managemen H 1 |

FIA_PMG _EXT.1 Password management requires the TSF to support passwords with
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varying composition requirements, minimum lengths, maximum lifetime,
and similarity constraints.

Management:
The following actions could be considered for the management functions in FMT:

e There are no auditable events foreseen.

FIA_PMG _EXT.1 Extended: Password management

Hierarchical to: No other components.
Dependencies: No dependencies.

FIA_PMG _EXT.1.1 The TSF shall provide the following password management capabilities
for User passwords:

e Passwords shall be able to be composed of any combination of upper and lower case
letters, numbers, and the following special characters: [selection: “I” , “@” , “#” ,
“$” , “%” , “/\” , “ &” , ey , “( “, “)” , [assignment: Other Characters]];

¢ Minimum password length shall be settable by an Administrator, and have the capability

to require passwords of 15 characters or greater.

Rationale:

Password Management is to ensure the strong authentication between the endpoints of
communication, and the Common Criteria does not provide a suitable SFR for the Password

Management.

This extended component protects the TOE by means of password management, and it is
therefore placed in the FIA class with a single component.

FPT _KYP_EXT Extended: Protection of Key and Key Material
Family Behavior:

This family addresses the requirements for keys and key materials to be protected if and when
written to nonvolatile storage.

Component leveling:

FPT_ KYP _EXT.1 Protection of key and key material H 1 |

FPT_KYP _EXT.1 Extended: Protection of key and key material, requires the TSF to ensure
that no plaintext key or key materials are written to nonvolatile storage.

Management:
The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.
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Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e There are no auditable events foreseen.

FPT_KYP _EXT.1 Extended: Protection of Key and Key Material

Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_KYP _EXT.1.1 The TSF shall not store plaintext keys that are part of the keychain
specified by FCS_KYC_EXT.1 in any Field-Replaceable Nonvolatile
Storage Device, and not store any such plaintext key on a device that uses
the key for its encryption.

Rationale:

Protection of Key and Key Material is to ensure that no plaintext key or key material are written
to nonvolatile storage, and the Common Criteria does not provide a suitable SFR for the
protection of key and key material.

This extended component protects the TSF data, and it is therefore placed in the FPT class with
a single component.

FPT _SKP_EXT Extended: Protection of TSF Data

Family Behavior:

This family addresses the requirements for managing and protecting the TSF data, such as
cryptographic keys. This is a new family modelled as the FPT Class.

Component leveling:

FPT_SKP_EXT.1 Extended: Protection of TSF Data 1|

FPT_SKP_EXT.1 Protection of TSF Data (for reading all symmetric keys), requires
preventing symmetric keys from being read by any user or subject. It is
the only component of this family.

Management:

The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.

FPT SKP_EXT.1 Extended: Protection of TSF Data

Hierarchical to: No other components.
Dependencies: No dependencies.
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FPT_SKP_EXT.1.1The TSF shall prevent reading of all pre-shared keys, symmetric keys, and
private keys.

Rationale:

Protection of TSF Data is to ensure the pre-shared keys, symmetric keys and private keys are
protected securely, and the Common Criteria does not provide a suitable SFR for the protection
of such TSF data.

This extended component protects the TOE by means of strong authentication using Pre-shared
Key, and it is therefore placed in the FPT class with a single component.

FPT_TST_EXT Extended: TSF testing
Family Behavior:

This family addresses the requirements for self-testing the TSF for selected correct operation.

Component leveling:

FPT_TST_EXT.1 Extended: TSF testing — 1|

FPT_TST_EXT.1 TSF testing requires a suite of self-testing to be run during initial start-up
in order to demonstrate correct operation of the TSF.

Management:
The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e There are no auditable events foreseen.

FPT_TST_EXT.1 Extended: TSF testing

Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_TST_EXT.1.1 The TSF shall run a suite of self-tests during initial start-up (and power on) to
demonstrate the correct operation of the TSF.
Rationale:

TSF testing is to ensure the TSF can be operated correctly, and the Common Criteria does not
provide a suitable SFR for the TSF testing. In particular, there is no SFR defined for TSF testing.

This extended component protects the TOE, and it is therefore placed in the FPT class with a
single component.
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5.15. FPT_TUD_EXT Extended: Trusted Update
Family Behavior:

This family defines requirements for the TSF to ensure that only administrators can update the
TOE firmware/software, and that such firmware/software is authentic.

Component leveling:

FPT_TUD_EXT.1 Extended: Trusted Update — 1|
FPT_TUD_EXT.1 Trusted Update, ensures authenticity and access control for updates.
Management:

The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e There are no auditable events foreseen.

FPT _TUD_EXT.1 Trusted Update

Hierarchical to: No other components.

Dependencies: [FCS_COP.1(b) Cryptographic Operation (for signature generation/verification),
or
FCS_COP.1(c) Cryptographic operation (Hash Algorithm)].

FPT TUD_EXT.1.1 The TSF shall provide authorized administrators the ability to query the
current version of the TOE firmware/software.

FPT TUD_EXT.1.2 The TSF shall provide authorized administrators the ability to initiate
updates to TOE firmware/software.

FPT_TUD_EXT.1.3 The TSF shall provide a means to verify firmware/software updates to the
TOE using a digital signature mechanism and [selection: no other
functions] prior to installing those updates.

Rationale:

Firmware/software is a form of TSF Data, and the Common Criteria does not provide a suitable
SFR for the management of firmware/software. In particular, there is no SFR defined for
importing TSF Data.

This extended component protects the TOE, and it is therefore placed in the FPT class with a

single component.
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6. SECURITY REQUIREMENTS
6.1. XKtk
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6.2. Class FAU: Security Audit
6.2.1. FAU_GEN.1 Audit data generation

(for O.AUDIT)
Hierarchical to: No other components.
Dependencies: FPT_STM.1 Reliable time stamps

FAU_GEN.1.1 The TSF shall be able to generate an audit record of the following auditable

events:
a) Start-up and shutdown of the audit functions;
b) All auditable events for the not specified level of audit; and
c) All auditable events specified in Table 13, [none).

FAU_GEN.1.2 The TSF shall record within each audit record at least the following information:

a) Date and time of the event, type of event, subject identity (if applicable), and the
outcome (success or failure) of the event; and

b) For each audit event type, based on the auditable event definitions of the
functional components included in the PP/ST, additional information specified
in Table 13, [none].

Table 13 BEEXNHER

BN AT [ BSFR

VaTnky FDP_ACF.1 Y a 7O
Job completion

2 —H— R FIA_UAU.1 5L
Unsuccessful User authentication

a2 — I — R FIA_UID.1 7L
Unsuccessful User identification

EHRE O FMT_SMF.1 U
Use of management functions
HEO—HTH L 1—Y -V —TDOHE | FMT_SMR.1 U
Modification to the group of Users that

are part of a role

Rl D2 T FPT_STM.1 73U
Changes to the time
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6.2.2.

6.2.3.

6.3.

6.3.1.

6.3.2.

B 2 | ___WESFR | EifEE

¥ a UHENL O S FTP_ITC.1, KD
Failure to establish session FTP_TRP.1(a),
FTP_TRP.1(b)

FAU_GEN.2 User identity association

(for O.AUDIT)

Hierarchical to: No other components.

Dependencies: FAU_GEN.1 Audit data generation
FIA_UID.1Timing of identification

FAU_GEN.2.1 For audit events resulting from actions of identified users, the TSF shall be able
to associate each auditable event with the identity of the user that caused the

event.

FAU_STG_EXT.1 Extended: External Audit Trail Storage

(for O.AUDIT)

Hierarchical to: No other components.

Dependencies: FAU_GEN.1 Audit data generation,
FTP_ITC.1 Inter-TSF trusted channel.

FAU_STG_EXT.1.1 The TSF shall be able to transmit the generated audit data to an External IT
Entity using a trusted channel according to FTP_ITC.1.

Class FCS: Cryptographic Support
FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys)

(for O.COMMS_PROTECTION)

Hierarchical to: No other components.

Dependencies: FCS_COP.1(b) Cryptographic Operation (for signature generation/
verification)
FCS_COP.1(i) Cryptographic operation (Key Transport)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

FCS_CKM.1.1(a) Refinement: The TSF shall generate asymmetric cryptographic keys used for
key establishment in accordance with [

e NIST Special Publication 800-66B, “Recommendation for Pair-Wise Key Establishment
Schemes Using Integer Factorization Cryptography” for RSA-based key establishment
schemes

] and specified cryptographic key sizes equivalent to, or greater than, a
symmetric key strength of 112 bits.

FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)

(for O.COMMS_PROTECTION, O.STORAGE_ENCRYPTION)
Hierarchical to: No other components.
Dependencies: [FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
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6.3.3.

6.3.4.

FCS_COP.1(e) Cryptographic Operation (Key Wrapping)

FCS_COP.1(f) Cryptographic operation (Key Encryption)

FCS_COP.1(g) Cryptographic Operation (for keyed-hash message
authentication)

FCS_COP.1(h) Cryptographic Operation (for keyed-hash message
authentication)]

FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction
FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit Generation)

FCS_CKM.1.1(b) Refinement: The TSF shall generate symmetric cryptographic keys using a
Random Bit Generator as specified in FCS_RBG_EXT.1 and specified
cryptographic key sizes [ 128 bit 2566 bif] that meet the following: No Standard.

FCS_CKM.4(a) Cryptographic key destruction

(for O.COMMS_PROTECTION, O.STORAGE_ENCRYPTION, O.PURGE_DATA))

Hierarchical to: No other components.

Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]

FCS_CKM.4.1(a) Refinement: The TSF shall destroy cryptographic keys in accordance with a
specified cryptographic key destruction method |

For volatile memory, the destruction shall be executed by [ powering off a
devicel.

For nonvolatile storage, the destruction shall be executed by a [single]
overwrite of key data storage location consisting of /a pseudo random pattern
using the TSF’ s RBG (as specified in FCS_RBG_EXT.1)], followed by a [none].
If read-verification of the overwritten data fails, the process shall be repeated
again;

] that meets the following: [no standard].

FCS_CKM.4(b) Cryptographic key destruction
(for 0.COMMS_PROTECTION, O.STORAGE_ENCRYPTION, O.PURGE_DATA))

Hierarchical to: No other components.
Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]

FCS_CKM.4.1(b) Refinement: The TSF shall destroy cryptographic keys in accordance with a
specified cryptographic key destruction method [

For volatile memory, the destruction shall be executed by [ powering off a
device).

For nonvolatile storage, the destruction shall be executed by a [three] overwrite
of key data storage location consisting of /a static pattern], followed by a [none].
If read-verification of the overwritten data fails, the process shall be repeated
again;

] that meets the following: [no standard).
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6.3.5. FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

(for O.COMMS_PROTECTION, O.STORAGE_ENCRYPTION, O.PURGE_DATA)

Hierarchical to: No other components.

Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction

FCS_CKM_EXT.4.1 The TSF shall destroy all plaintext secret and private cryptographic keys
and cryptographic critical security parameters when no longer needed.

6.3.6. FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)

(for O.COMMS_PROTECTION)

Hierarchical to: No other components.

Dependencies: FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

FCS_COP.1.1(a) Refinement: The TSF shall perform encryption and decryption in accordance
with a specified cryptographic algorithm AES operating in [ CBC modes] and
cryptographic key sizes 128-bits and 256-bits that meets the following:

e FIPS PUB 197, “Advanced Encryption Standard (AES)”
o [NIST SP 800-38A, NIST SP 800-38D]

6.3.7. FCS_COP.1(b) Cryptographic Operation (for signature generation/verification)

(for O.UPDATE_VERIFICATION, O.COMMS_PROTECTION)
Hierarchical to: No other components.
Dependencies: [FCS_CKM.1(a) Cryptographic key generation]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

FCS_COP.1.1(b) Refinement: The TSF shall perform cryptographic signature services in
accordance with a [RSA Digital Signature Algorithm (rDSA) with key sizes
(modulus) of [2048 bits]] that meets the following [FIPS PUB 186-4, “Digital
Signature Standard” |.

6.3.8. FCS_RBG_EXT.1(a) Extended: Cryptographic Operation (Random Bit Generation)

(for O.STORAGE_ENCRYPTION)
Hierarchical to: No other components.
Dependencies: No dependencies.

FCS_RBG_EXT.1.1(a) The TSF shall perform all deterministic random bit generation services in
accordance with [INIST SP 800-90A] using [Hash_DRBG (any)|.

FCS_RBG_EXT.1.2(a) The deterministic RBG shall be seeded by at least one entropy source
that accumulates entropy from [/single] hardware-based noise source(s))
with a minimum of [2566 bits| of entropy at least equal to the greatest
security strength, according to ISO/IEC 18031:2011 Table C.1
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“Security Strength Table for Hash Functions” , of the keys and hashes
that it will generate.

6.3.9. FCS_RBG_EXT.1(b) Extended: Cryptographic Operation (Random Bit Generation)

(for O.COMMS_PROTECTION)
Hierarchical to: No other components.
Dependencies: No dependencies.

FCS_RBG_EXT.1.1(b) The TSF shall perform all deterministic random bit generation services in
accordance with [IVIST SP 800-90A] using [ CTR_DRBG (AES)).

FCS_RBG_EXT.1.2(b) The deterministic RBG shall be seeded by at least one entropy source
that accumulates entropy from [/single] hardware-based noise source(s))
with a minimum of [ 128bits] of entropy at least equal to the greatest
security strength, according to ISO/IEC 18031:2011 Table C.1 “Security
Strength Table for Hash Functions” , of the keys and hashes that it will

generate.

6.3.10.FCS_COP.1(c) Cryptographic operation (Hash Algorithm)
(selected in FPT_TUD_EXT.1.3, or with FCS_SNI_EXT.1.1)

Hierarchical to: No other components.
Dependencies: No dependencies.

FCS_COP.1.1(c) Refinement: The TSF shall perform cryptographic hashing services in
accordance with [SHA-1, SHA-256, SHA-384, SHA-512) that meet the following:
[ISO/IEC 10118-3:2004].

6.3.11. FCS_COP.1(f) Cryptographic operation (Key Encryption)

(selected from FCS_KYC_EXT.1.1)

Hierarchical to: No other components.

Dependencies: [FDP_ITC.1 Import of user data without security attributes, or
FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

FCS_COP.1.1(f) Refinement: The TSF shall perform key encryption and decryption in
accordance with a specified cryptographic algorithm AES used in [[ CBC] mode]
and cryptographic key sizes [ 2566 bits] that meet the following: [AES as specified
in ISO /IEC 18033-3, [CBC as specified in ISO/IEC 101186).

6.3.12. FCS_SMC_EXT.1 Extended: Submask Combining

(selected in FCS_KYC_EXT.1.1)

Hierarchical to: No other components.

Dependencies: FCS_COP.1(c) Cryptographic operation (Hash Algorithm)
FCS_SMC_EXT.1.1 The TSF shall combine submasks using the following
method [exclusive OR (XOR)] to generate an intermediary key or BEV.
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6.3.13.FCS_COP.1(g) Cryptographic Operation (for keyed-hash message authentication)

(selected with FCS_IPSEC_EXT.1.4)

Hierarchical to: No other components.

Dependencies: [FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

FCS_COP.1.1(g) Refinement: The TSF shall perform keyed-hash message authentication in
accordance with a specified cryptographic algorithm HMAC-[SHA-1, SHA-256),
key size [160, 256]bits, and message digest sizes [ 160, 256] bits that meet the
following: FIPS PUB 198-1, "The Keyed-Hash Message Authentication Code,
and FIPS PUB 180-3, “Secure Hash Standard.”

6.3.14.FCS_COP.1(h) Cryptographic Operation (for keyed-hash message authentication)

(selected with FCS_PCC_EXT.1, FCS_KDF_EXT.1.1)

Hierarchical to: No other components.

Dependencies: FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_COP.1(c) Cryptographic operation (Hash Algorithm),
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

FCS_COP.1.1(h)Refinement: The TSF shall perform [keyed-hash message authentication] in
accordance with [HMAC-SHA-512] and cryptographic key sizes [256] that meet
the following: [ISO/IEC 9797-2:2011, Section 7 “MAC Algorithm 2” ; ISO/IEC
10118].

6.3.15.FCS_TLS_EXT.1 Extended: TLS selected

(selected in FTP_ITC.1.1, FTP_TRP.1.1)

Hierarchical to: No other components.

Dependencies: FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric Keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash message
authentication)
FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit Generation)

FCS_TLS_EXT.1.1 The TSF shall implement one or more of the following protocols [7LS 1.2
(RFC 6246)] supporting the following ciphersuites:

Mandatory Ciphersuites:
e TLS_RSA_WITH_AES_128_CBC_SHA

Optional Ciphersuites:

[
o TLS RSA WITH AES 256 _CBC SHA
o TLS RSA WITH AES 128 CBC SHAZ256
o TLS RSA WITH AES 2566 CBC SHAZ256
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6.3.16.FCS_HTTPS_EXT.1 Extended: HTTPS selected

Hierarchical to: No other components.
Dependencies: No dependencies.

FCS_HTTPS_EXT.1.1 The TSF shall implement the HTTPS protocol that complies with RFC
2818.

FCS_HTTPS_EXT.1.2 The TSF shall implement HTTPS using TLS as specified in
FCS_TLS_EXT.1.

6.3.17.FCS_KDF_EXT Extended: Cryptographic Key Derivation

(for O.STORAGE_ENCRYPTION)

Hierarchical to: No other components.

Dependencies: FCS_COP.1(h) Cryptographic Operation (for keyed-hash message
authentication),
[if selected: FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit

Generation)]

FCS_KDF_EXT.1.1 The TSF shall accept [a RNG generated submask as specified in
FCS RB(G EXT. 1] to derive an intermediate key, as defined in [NIST SP
800-108 [KDF in Counter Mode]|, using the keyed-hash functions
specified in FCS_COP.1(h), such that the output is at least of equivalent
security strength (in number of bits) to the BEV.

6.3.18.FCS_KYC_EXT.1 Extended: Key Chaining

6.4.

6.4.1.

(for O.STORAGE_ENCRYPTION)

Hierarchical to: No other components.

Dependencies: [FCS_COP.1(e) Cryptographic operation (Key Wrapping),
FCS_SMC_EXT.1 Extended: Submask Combining,
FCS_COP.1(i) Cryptographic operation (Key Transport),
FCS_KDF_EXT.1 Cryptographic Operation (Key Derivation),
and/or FCS_COP.1(f) Cryptographic operation (Key Encryption)].

FCS_KYC_EXT.1.1 The TSF shall maintain a key chain of: [intermediate keys originating from
one or more submask(s) to the BEV or DEK using the following method(s):
[key combining as specified in FCS SMC EXT.1, key encryption as
specified in FCS_COP.1(1), key derivation as specified in
FCS KDF EXT.1]] while maintaining an effective strength of [ 256 bits)].

Class FDP: User Data Protection
FDP_ACC.1 Subset access control

(for O.ACCESS_CONTROL and O.USER_AUTHORIZATION)
Hierarchical to: No other components.
Dependencies: FDP_ACF.1 Security attribute based access control
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FDP_ACC.1.1 Refinement: The TSF shall enforce the User Data Access Control SFP on
subjects, objects, and operations among subjects and objects specified in Table
14 and Table 15.

Table 14 D.USER.DOC 7 7 + A %i#fl SFP

"Create" | “Read" | "Modify" | "Delete”
Submit a View Modify Delete
document to Iimage or stored stored
Operation: | be printed Release document document
printed
output
Job owner (note 1) denied
U.ADMIN(a) denied denied
U.NORMAL(a) denied denied denied
U.ACCOUNTMANAGER denied denied denied denied
U.FAXOPERATOR denied denied denied denied
U.ADDRESSBOOKOPER . . . .
ATOR denied denied denied denied
Unauthenticated (condition 1) denied denied denied
Submit a View Modify Delete
. document scanned stored Stored
Operation: . . ]
for Image image Image
scanning
Job owner (note 2)
U.ADMIN(a) denied denied
U.NORMAL(a) denied denied denied
U.ACCOUNTMANAGER denied denied denied denied
U.FAXOPERATOR denied denied denied denied
U.ADDRESSBOOKOPER . ) . .
ATOR denied denied denied denied
Unauthenticated denied denied denied denied
Submit a View Modify Delete
document scanned stored stored
for Iimage or Iimage Image
Operation: copying Release
printed
copy
output
Job owner (note 2) denied
U.ADMIN(a) denied denied
U.NORMAL(a) denied denied denied
U.ACCOUNTMANAGER denied denied denied denied
U.FAXOPERATOR denied denied denied denied
U.ADDRESSBOOKOPER . i . i
ATOR denied denied denied denied
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Fax send

Fax
receive

"Create" "Read" "Modify" "Delete"
Unauthenticated denied denied denied denied
Submit a View Modify Delete
. document scanned stored stored
Operation: ] , ,
to send as image image Image
a fax
Job owner (note 2)
U.ADMIN(a) denied denied
U.NORMAL(a) denied denied denied
U.ACCOUNTMANAGER denied denied denied denied
U.FAXOPERATOR denied denied denied
U-ADDRESSBOOKOPER denied denied denied denied
ATOR
Unauthenticated denied denied denied denied
Receive a View fax Modify Delete
fax and Image or Image of image of
. Store it Release received received
Operation: .
printed fax fax
fax
output
Job owner (note 3) denied
U.ADMIN(a) (note 4) denied
U.NORMAL(a) (note 4) denied denied denied
U.ACCOUNTMANAGER (note 4) denied denied denied
U.FAXOPERATOR (note 4) denied
U-ADDRESSBOOKOPER (note 4) denied denied denied
ATOR
Unauthenticated (note 4) denied denied denied
Table 15 D.USERJOB 7 2 & Z il SFP
| "Create" * | "Read" "Modify" | "Delete”
. Create print | View print | Modify print | Cancel print
Operation: . . .
Jjob queue / log Jjob Jjob
Job owner (note 1) denied
U.ADMIN(a) denied
U.NORMAL(a) denied denied
U.ACCOUNTMANAGER denied denied denied
U.FAXOPERATOR denied denied denied
U.ADDRESSBOOKOPER . ) .
ATOR denied denied denied
Unauthenticated denied denied denied
. Create scan View scan | Modify scan | Cancel scan
Operation: i . .
Jjob status / log Jjob Jjob
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"Create" * "Read" "Modify" "Delete"
Job owner (note 2) denied
U.ADMIN(a) denied
U.NORMAL(a) denied denied
U.ACCOUNTMANAGER denied denied denied
U.FAXOPERATOR denied denied denied
U-ADDRESSBOOKOPER denied denied denied
ATOR
Unauthenticated denied denied denied denied
. Create copy | View copy | Modify copy | Cancel copy
Operation: . . .
Jjob status / log Jjob Jjob
Job owner (note 2) denied
U.ADMIN(a) denied
U.NORMAL(a) denied denied
U.ACCOUNTMANAGER denied denied denied
U.FAXOPERATOR denied denied denied
U.ADDRESSBOOKOPER . ) .
ATOR denied denied denied
Unauthenticated denied denied denied denied
Fax send . Create fax | View faxjob | Modify fax Cancel fax
Operation: . . .
send job queue / log send job send job
Job owner (note 2) denied
U.ADMIN(a) denied
U.NORMAL(a) denied denied
U.ACCOUNTMANAGER denied denied denied
U.FAXOPERATOR denied denied
U.ADDRESSBOOKOPER . . )
denied denied denied
ATOR
Unauthenticated denied denied denied denied
Fax receive Create fax View fax Modify fax Cancel fax
Operation: | receive job receive receive job | receive job
status / log
Fax owner (note 3) denied denied
U.ADMIN(a) (note 4) denied denied
U.NORMAL(a) (note 4) denied denied denied
U.ACCOUNTMANAGER (note 4) denied denied denied
U.FAXOPERATOR (note 4) denied denied
U.ADDRESSBOOKOPER . . )
(note 4) denied denied denied
ATOR
Unauthenticated (note 4) denied denied denied
Application note:
Condition 1: Jobs submitted by unauthenticated users must contain a credential that the TOF

can use to identity the Job Owner.
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6.4.2.

6.4.3.

6.4.4.

Note 1: Job Owner is identified by a credential or assigned to an authorized User as part
of the process of submitting a print or storage Job.

Note 2: Job Owner is assigned to an authorized User as part of the process of initiating a
scan, copy, fax send, or retrieval Job.

Note 3: Job Owner of received faxes is assigned by default or configuration. Ownership
of received faxes is assigned to U FAXOPERATOR and UADMIN(a) role.

Note 4: PSTN faxes are received from outside of the TOE, they are not initiated by Users
of the TOF.

FDP_ACF.1 Security attribute based access control

(for O.ACCESS_CONTROL and O.USER_AUTHORIZATION)
Hierarchical to: No other components.
Dependencies: FDP_ACC.1 Subset access control

FMT _MSA.3 Static attribute initialization

FDP_ACF.1.1 Refinement: The TSF shall enforce the User Data Access Control SFP to objects
based on the following: subjects, objects, and attributes specified in Table 14
and Table 15.

FDP_ACF.1.2 Refinement: The TSF shall enforce the following rules to determine if an
operation among controlled subjects and controlled objects is allowed: rules
governing access among controlled subjects and controlled objects using
controlled operations on controlled objects specified in Table 14 and Table 15.

FDP_ACF.1.3 Refinement: The TSF shall explicitly authorise access of subjects to objects
based on the following additional rules: [none].

FDP_ACF.1.4 Refinement: The TSF shall explicitly deny access of subjects to objects based on
the following additional rules: [none].

FDP_FXS_EXT.1 Extended: Fax separation

(for O.FAX_NET_SEPARATION)
Hierarchical to: No other components.
Dependencies: No dependencies.

FDP_FXS_EXT.1.1 The TSF shall prohibit communication via the fax interface, except
transmitting or receiving User Data using fax protocols.
FDP_DSK _EXT.1 Extended: Protection of Data on Disk

(for O.STORAGE_ENCRYPTION)
Hierarchical to: No other components.
Dependencies: FCS_COP.1(d) Cryptographic operation (AES Data Encryption/Decryption).

FDP_DSK_EXT.1.1 The TSF shall [use a self-encrypting Field-Replaceable Nonvolatile Storage
Device that is separately CC certified to conform to the FDE EE cPP,, such
that any Field-Replaceable Nonvolatile Storage Device contains no
plaintext User Document Data and no plaintext Confidential TSF Data.
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6.5.

6.5.1.

6.5.2.

6.5.3.

FDP_DSK_EXT.1.2 The TSF shall encrypt all protected data without user intervention.

Class FIA: Identification and Authentication
FIA_AFL.1 Authentication failure handling

(for O.USER_I&A)
Hierarchical to: No other components.
Dependencies: FIA_UAU.1 Timing of authentication

FIA_AFL.1.1 The TSF shall detect when [an administrator configurable positive integer
within [1 - 30]] unsuccessful authentication attempts occur related to [the
unsuccesstul user authentication attempts of following the last successful
authentication or clear of user account lock].

FIA_AFL.1.2 When the defined number of unsuccessful authentication attempts has been
[mef], the TSF shall [lockout each account in lockout time, UADMIN(a) and
UACCOUNTMANAGER can release a lockout account].

FIA_ATD.1 User attribute definition

(for O.USER_AUTHORIZATION)
Hierarchical to: No other components.
Dependencies: No dependencies.

FIA_ATD.1.1 The TSF shall maintain the following list of security attributes belonging to
individual users: [-Z —%#—ID, #&%).

FIA_PMG_EXT Extended:Password Management

(for O.USER_I&A)
Hierarchical to: No other components.
Dependencies: No dependencies.

FIA_PMG_EXT.1.1 The TSF shall provide the following password management capabilities for
User passwords:

e Passwords shall be able to be composed of any combination of upper and lower case
letters, numbers, and the following special characters: [ “”, “@”, “#”, “$”, “”,
“r 4 “)”, [refer to Table 16]);

e Minimum password length shall be settable by an Administrator, and have the capability
to require passwords of 15 characters or greater;

Table 16 & DAtfs AT REXXF
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6.5.4.

6.5.5.

6.5.6.

6.5.7.

XFRAT 15 FH W] BB S
OBIrI€eX3UHUKJMHONOTYPXIUUMIMBEL 051 EDH T
esii1jmmhRERYUTAEHTOTQ ! {aén{daBySselno
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FIA_UAU.1 Timing of authentication

(for O.USER_I&A)
Hierarchical to: No other components.
Dependencies: FIA_UID.1 Timing of identification

FIA_UAU.1.1 Refinement: The TSF shall allow [storing the document data from printer driver,
receive PSTN Fax data] on behalf of the user to be performed before the user is
authenticated.

FIA_UAU.1.2 The TSF shall require each user to be successfully authenticated before
allowing any other TSF-mediated actions on behalf of that user.

FIA_UAU.7 Protected authentication feedback

(for O.USER_I&A)
Hierarchical to: No other components.
Dependencies: FIA_UAU.1 Timing of authentication

FIA_UAU.7.1 The TSF shall provide only |display dummy characters] to the user while the
authentication is in progress.

FIA_UID.1 Timing of identification

(for O.USER_I&A and O.ADMIN_ROLES)
Hierarchical to: No other components.
Dependencies: No dependencies.

FIA_UID.1.1 Refinement: The TSF shall allow [receive PSTN fax data] on behalf of the user to
be performed before the user is identified.

FIA_UID.1.2  The TSF shall require each user to be successfully identified before allowing
any other TSF-mediated actions on behalf of that user.

FIA_USB.1 User-subject binding

(for O.USER_I&A)
Hierarchical to: No other components.
Dependencies: FIA_ATD.1 User attribute definition

FIA_USB.1.1 The TSF shall associate the following user security attributes with subjects
acting on the behalf of that user: [-2—#—ID, #&Z).

FIA_USB.1.2 The TSF shall enforce the following rules on the initial association of user
security attributes with subjects acting on the behalf of users: [none].
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FIA_USB.1.3  The TSF shall enforce the following rules governing changes to the user security
attributes associated with subjects acting on the behalf of users: [none|.

6.6. Class FMT: Security Management
6.6.1. FMT_MOF.1 Management of security functions behavior

(for O.ADMIN_ROLES)
Hierarchical to: No other components.
Dependencies: FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MOF.1.1 The TSF shall restrict the ability to [disable, enable] the functions [Secure
Channel] to UADMIN({a).

6.6.2. FMT_MSA.1 Management of security attributes

(for O.ACCESS_CONTROL and O.USER_AUTHORIZATION)

Hierarchical to: No other components.

Dependencies: FDP_ACC.1 Subset access control,
FBPHC T Subsetinformationflowcontrot]

FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT _MSA.1.1 Refinement: The TSF shall enforce the User Data Access Control SFP to restrict
the ability to [query, modify, delete, [create, export]] the security attributes [-Z —

Y—ID,#4) to [ Table 172/4).
Table 17 ¥ 2V 7+« @Y X b
t¥al 7+ Bl ®1E %El
a2—%—ID create, modify, query , delete, | U.ADMIN{(a)
export
query, export UACCOUNTMANAGER
query UNORMAL,
UADDRESSBOOKOPERATOR
a1—¥%¥—ID create, modity, delete UACCOUNTMANAGER
(U.ADMIN(a) % 4 < )
e create, modify, query, delete, | U.ADMIN(a)
export
query, export UACCOUNTMANAGER
query U.NORMAL
UADDRESSBOOKOPERATOR
G create, modify, delete U.ACCOUNTMANAGER
(U.ADMIN(a) % [ < )

6.6.3. FMT_MSA.3 Static attribute initialization

(for O.ACCESS_CONTROL and O.USER_AUTHORIZATION)
Hierarchical to: No other components.
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6.6.4.

Dependencies: FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

FMT_MSA.3.1 Refinement: The TSF shall enforce the User Data Access Control SFP to provide
[restrictive] default values for security attributes that are used to enforce the
SFP.

FMT_MSA.3.2 Refinement: The TSF shall allow the [no role] to specify alternative initial values
to override the default values when an object or information is created.

FMT_MTD.1 Management of TSF data

(for O.ACCESS CONTROL)
Hierarchical to: No other components.
Dependencies: FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MTD.1.1 Refinement: The TSF shall restrict the ability to perform the specified operations
on the specified TSF Data to the roles specified in Table 18.

Table 18 TSF ¥ — X DEH

Data Operation Authorised role(s)
UNORMAL ® 1 —¥% =S A7 — | modify the owning U.NORMAL
N modity, U.ADMIN(a)
export UACCOUNTMANAGER
UADMIN(a)D 1 —H — X A7 — | modify, U.ADMIN(a)
N export
UACCOUNTMANAGER ® 21— | modify, U.ADMIN{(a),
HF— XA T — R export UACCOUNTMANAGER
UADDRESSBOOKOPERATOR | modify the owning
DA—H =)A= F U.ADDRESSBOOKOPERATOR
modify, UADMIN(a),
export UACCOUNTMANGER
0Z 4V RAT—RDOANY bF | modify U.ADMIN(a)
A [
ERY S AN T modify U.ADMIN{a)
Uy o279 NEINEZT AUV MA | clear U.ADMIN({a),
T—R A UACCOUNTMANGER
F—tBas 7y modify U.ADMIN(z)
H 154 modify U.ADMIN(a)
BNSAT — RE modify U.ADMIN{a)
7 KL AR create, U.ADMIN(a),
modify, UADDRESSBOOKOPERATOR
delete
SYSLOG H—/N—DE modify U.ADMIN{(a)
FTP # — N — D k5 modify U.ADMIN{a)
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Operation Authorised role(s)
V7 ozT query, U.ADMIN(a)
modify

6.6.5. FMT_SMF.1 Specification of Management Functions

(for O.USER_AUTHORIZATION, O.ACCESS_CONTROL, and O.ADMIN_ROLES)
Hierarchical to: No other components.
Dependencies: No dependencies.

FMT_SMF.1.1: The TSF shall be capable of performing the following management functions:
[refer to Table 19|.

Table 19 EBLLRE

Eaie 5

FAU_GEN.1 FRINBZEMT VT4 T 113w | &L

FAU_GEN.2 FRINBZEMT 7T 1 T 1132w | &L -

FAU_STG_EXT.1 TSF 1, WSEEE2RET I8 %2R | R”L Z DFgEE 342
S TWARITIIER 5720, frx i

FCS_CKM.1(b FRINGEMT 771 T 10138 | RL

FCS_CKM.4(a) FRINZEHT 771 EF 1 13m0 | &L

FCS_CKM.4(b) FRINZEHT 771 T 1 13m0 | &L

FCS_CKM_EXT.4 FRINBZEMT 7T 1 T 113w | &L

FCS_COP.1(b) FRINZEHT 771 EF 1130 | &L

FCS_COP.1(c) FRANZEHT 75 1 T 1350 | L

FCS_COP.1(f) FRANZEHT 75 1 UF 135\ | L

FCS_COP.1(g) FRINBZEMT 771+ T 1 1F%Ww | &L

FCS_COP.1(h) FRINBEHT 2T 4 T 1138\ | 2L

FCS_RBG_EXT.1(a) | PRENBZEHT 7T 4 YT 1 idHWw | &L

FCS_RBG_EXT.1(b) | PRENBZEHT 7 F 4 YT 1 iFH\W | &L

FCS_TLS_EXT.1 FRINBZEMT 771 T 1132w | &L

FCS_HTTPS_EXT.1 | PREINZIEHT 771 €T 113\ | 2L

FCS_KDF_EXT.1(b) | PRINDEMT 7T+ BT 1 1d7%2\w | 220U

FCS_KYC_EXT.1 FRINBGEMT 771 T 0138 | RL

FDP_ACC.1 FRINGEMT 771 T 0138 | RL -

FDP_ACF.1 a) RN T 7 A I3 HEEFICED | 2L JE M D W] AE
P IZHEDN S B E W EE T A

HIZTE AW

FDP_FXS_EXT.1 FRINGEMT 771 T 10138 | RL

FDP_DSK_EXT.1 FRINGEMT 771 T 10138 | RL

FIA_AFL.1 a) NI OFRFERITITN T MM OE | 2 —¥ -3
i DEH
b) AR OHEKIZBWTEH6NE | &L FREDT 273 a
ToYavOER VIOEHI N

TWEEA
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SFR =g B RE e
FIA_ATD.1 a) b LEHoREIn T, & | 2L Z DFRE I3 $2
BEFL -1 2 E8MOEF 2 fftx i
V71 @ie &I oI LNTED
FIA_PMG_EXT.1 FRINGBEHT 7T 1 T 11380 | AR AT—-REDOE
it}
FIA_UAU.1 a) EHEIZ X BEGET — X OEH A=Y =27 — K
DER
(U.ACCOUNTMANA
GER/U.ADMIN(a)
/UNORMAL
/U.ADDRESSBOOKO
PERATOR)
by U.ADMIN(a).
A=Y= XAT— R
DEH
(U.ACCOUNTMANA
GER/U.NORMAL
/U.ADDRESSBOOKO
PERATOR) by
U.ACCOUNTMANAG
ER
b) BfRT 21 —H -t kBT — | "UNORMALIZ L5 H
KX DE IR AV VRS
R OEH
‘U.ADDRESSBOOKO
PERATORIZ & % H
BDa—¥ Ay —
R OEH
c) A=Y —FEEEI BRIz 51D | L FREDT 73 3
T2 av)ANEERTHIL VI-OEHI N
7200
FIA_UAU.7 FRINBGEMT 771 T 0138 | RL
FIA_UID.1 a) T—H—AIE RO E I—H—IDOEH
b) FFRIEEE DN, FAENCEFTEI NS | L FIEDT 27 a
TOYavEEETELGAE, £OT VI-OEHIN
svavYANEEHTLEIL AN
FIA_USB.1 a) FAEHEZIE, T ANV MOV TY | &L X -1
7 DeFa) T ENEEERETE EI AN
%
b) HAEHEIZ, 7V bDRF | AL Al 1%
AV T @EEAETES ElESAA
FMT_MOF.1 a) TSFOBHE L A8 % JFLAE | &L FrEDT 27 a
LB DTN —TREHT LI VI OEHIN
AN
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SFR B EHEE e
FMT_MSA.1 a) k¥ TFq B MHEICEEE R | 2L FREDT 7Y 3
FEUBBHRED N — T BT 5 Vi-OEEIN
bl AP
b) ¥¥ 2V 71 @ENREDMEES | &L FIEDT 2 a
SO DR Z BT B & VI-DEHI N
VAN
FMT_MSA.3 a) MIEZRE LS EEDIV—T | 2L FIAME % 5 €
EEHTHIL T & 5% %%
A
b) FTED T 2 & AFMHSFPIZN T 2T | 7L HIME V[
7 )V MEDFFAIH B B\ IR 3% INTHEL, E
EEREHT LI L HTER»
c) ¥¥ a2V T« @MEREDMEES & | L B & 2w
<7D DRI ZEHT B I & FTERN
FMT_MTD.1 a) TSFF—X L HEIZHES JFLA | 2L FIEDT 7 a
LB DTN —TREHTHI VBN
720
FMT_SMF.1 TRINGZEHT 7T 1 T 11332\ | 22U
FMT_SMR.1 a) BEO—HERda—F—-—Ds)I— | 2L FIEDT 7 a
T OEH VI-DEHIN
720
FPT_SKP_EXT.1 TRINGZEHT 7T 1 T 11332\ | 22U

FPT_STM.1

a) I DB

RADARY THED
%Iﬂo

FPT_TST_EXT.1

FREINGEHT 75 1 €T 1 1Fa0n

A

FPT_TUD_EXT.1

FRINDGEHT 77 4 €T 113780

V7 b7 OER

FTA_SSL.3 a) il % DRAZCH LG a>D | 2L 2= —f %
MTEECIEBRMAEENET 7T 1 IZRETER
7T H B R DRE W
b) Wit a vl TEELIES yvavikrgoa
FHEDET 7 F4 T THBT 74N | —F—0FT7 75747
I B[ D 5 DF 7 4V MNERI D
E
FTP_ITC.1 a) BbLYFR—hrINTVNE, SEF | EFaT7F v 2VRE
Y RNVEERT LT 7Y a v OREK
FTP_TRP.1(a) a) LY R—-bInTwE, &G | 2L FREDT 73 a
NAZPRT BT 7Y a v O VI-DEHI N
VA
FTP_TRP.1(b) a) LY KR—-bInTwE, &G0 | 2L FREDT 7 a

NAZERT BT 7Y a v DR

VI-HEMIN
A
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SFR B EEREE piiilas)
| -7 R L AR OET
SYSLOGH# —/N—®D
R
‘FTPH — N—D &5

6.7.

6.7.1.

6.7.2.

6.7.3.

6.7.4.

. FMT_SMR.1 Security roles

(for O.ACCESS_CONTROL, O.USER_AUTHORIZATION, and O.ADMIN_ROLES)
Hierarchical to: No other components.
Dependencies: FIA_UID.1 Timing of identification

FMT_SMR.1.1 The TSF shall maintain the roles U.ADMIN(a), UACCOUNTMANAGER,
UADDRESSBOOKOPERATOR, and UNORMAL.

FMT_SMR.1.2 The TSF shall be able to associate users with roles.

Class FPT: Protection of the TSF
FPT _SKP_EXT.1 Extended: Protection of TSF Data

(for O.COMMS_PROTECTION)
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_SKP_EXT.1.1 The TSF shall prevent reading of all pre-shared keys, symmetric keys, and
private keys.

FPT_STM.1 Reliable time stamps

(for O.AUDIT)
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_STM.1.1 The TSF shall be able to provide reliable time stamps.

FPT_TST_EXT.1 Extended: TSF testing

(for O.TSF_SELF_TEST)
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_TST_EXT.1.1 The TSF shall run a suite of self-tests during initial start-up (and power on)
to demonstrate the correct operation of the TSF.

FPT_TUD_EXT.1 Extended: Trusted Update

(for O.UPDATE_VERIFICATION)

Hierarchical to: No other components.

Dependencies: FCS_COP.1(b) Cryptographic Operation (for signature generation/verification),
FCS_COP.1(c) Cryptographic operation (Hash Algorithm).
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6.7.5.

6.8.

6.8.1.

6.9.

6.9.1.

FPT_TUD_EXT.1.1 The TSF shall provide authorized administrators the ability to query the
current version of the TOE firmware/software.

FPT_TUD_EXT.1.2 The TSF shall provide authorized administrators the ability to initiate
updates to TOE firmware/software.

FPT TUD_EXT.1.3 The TSF shall provide a means to verify firmware/software updates to the
TOE using a digital signature mechanism and [no other functions] prior to
installing those updates.

FPT_KYP_EXT.1 Extended: Protection of Key and Key Material

(for O.KEY_MATERIAL)
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_KYP_EXT.1.1 Refinement: The TSF shall not store plaintext keys that are part of the
keychain specified by FCS_KYC_EXT.1 in any Field-Replaceable
Nonvolatile Storage Device.

Class FTA: TOE Access
FTA_SSL.3 TSF-initiated termination

(for O.USER_I&A)
Hierarchical to: No other components.
Dependencies: No dependencies.

FTA_SSL.3.1  The TSF shall terminate an interactive session after a [refer to Table 20)|.
Table 20 RIAEDHKT 27 7 + THMHIMERE

T T

(VA )% 15-150 #
Web 7 5 w7 5-999 4y
TV VR —RKTF A= WEEew va vidmn

Class FTP: Trusted Paths/Channels
FTP_ITC.1 Inter-TSF trusted channel

(for O.COMMS_PROTECTION, O.AUDIT)

Hierarchical to: No other components.

Dependencies: [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

FTP_ITC.1.1 Refinement: The TSF shall use [7LS] to provide a trusted communication
channel between itself and authorized IT entities supporting the following
capabilities: [/SYSLOG server, Ftp server, mail server]| that is logically distinct
from other communication channels and provides assured identification of its
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6.9.2.

6.9.3.

end points and protection of the channel data from disclosure and detection of
modification of the channel data.

FTP_ITC.1.2 Refinement: The TSF shall permit the TSF, or the authorized IT entities, to
initiate communication via the trusted channel

FTP_ITC.1.3 Refinement: The TSF shall initiate communication via the trusted channel for
[SYSLOG service, FTP service, mail service].

FTP_TRP.1(a) Trusted path (for Administrators)

(for O.COMMS_PROTECTION)

Hierarchical to: No other components.

Dependencies: [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

FTP_TRP.1.1(a) Refinement: The TSF shall use [7LS, TLS/HTTPS] to provide a trusted
communication path between itself and remote administrators that is logically
distinct from other communication paths and provides assured identification of
its end points and protection of the communicated data from disclosure and
detection of modification of the communicated data.

FTP_TRP.1.2(a) Refinement: The TSF shall permit remote administrators to initiate
communication via the trusted path

FTP_TRP.1.3(a) Refinement: The TSF shall require the use of the trusted path for initial
administrator authentication and all remote administration actions.

FTP_TRP.1(b) Trusted path (for Non-administrators)

(for O.COMMS_PROTECTION))

Hierarchical to: No other components.

Dependencies: [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

FTP_TRP.1.1(b) Refinement: The TSF shall use [7LS, TLS/HTTPS] to provide a trusted
communication path between itself and remote users that is logically distinct
from other communication paths and provides assured identification of its end
points and protection of the communicated data from disclosure and detection
of modification of the communicated data.

FTP_TRP.1.2(b) Refinement: The TSF shall permit [remote users] to initiate communication via
the trusted path

FTP_TRP.1.3(b) Refinement: The TSF shall require the use of the trusted path for initial user
authentication and all remote user actions.
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6.10. ¥ 2V F 1 (RiLBH

Table 2112 Protection Profile for Hardcopy Devices - v1.0D%t ¥ 2V 5 1 i 84 2R3, T,
FHEAREE L ROV DOEALLICE R S Nza Y R—3% v by MZASE SPD1ZEMUL7ZEDTH 5,

Table 21 TOE ¥ 2 V) 5 ¢ {REFEH4:

| REEa Y R—5 b | RAEa Y R— % v MR
¥a) T X—=2r v Nl | ASE_CCL.1 5 E IR
Security Target Evaluation Conformance claims
ASE_ECD.1 LRIy R—x v bEE
Extended components definition
ASE_INT.1 STHER
ST introduction
ASE_OBJ.1 HEARBEOYF 2V 7 1 WK G
Security objectives for the
operational environment
ASE_REQ.1 TEINZvF ) T EHiE
Stated security requirements
ASE_SPD.1 X a) T REEE
Security Problem Definition
ASE_TSS.1 TOEZ H:A%
TOE Summary Specification
[ & ADV_FSP.1 SRR
Development Basic functional specification
KA R AXE AGD_OPE.1 R (v
Guidance Documents Operational user guidance
AGD_PRE.1 e fifi Fhor &
Preparative procedures
FA T A NP ER—h ALC_CMC.1 TOED Z ~)LAS1F
Assurance Class Labelling of the TOE
ALC_CMS.1 TOE®D CMH#iH
TOE CM coverage
T A b ATE_IND.1 N T A M- A
Tests Independent testing - Conformance
i 55 Mk R AVA_VAN.1 e 5555 M A
Vulnerability assessment Vulnerability survey
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6.11. ¥ 2V 7 1 BEREE A HRHL
6.11.1. ¥ 2V 7 1 BEEEHE OKEELR
TOEL F 2V 7 1 BEEEEM 12 DWW T, ASTIZ B 1 A D /3 Mkl R % Table 22127537,
Table 22 &F 2 ) 7 1 BREEM DKFFE I HTRER

TOEt* =V 54 CCH X U'PPT STCii7z L STCHi7= LT ‘ -
HREE 4 BRI N B TWAHREM WR WK
FAU GEN.1 FPT STM.1 FPT _STM.1 U
FAU_GEN.2 FAU_GEN.1, FAU_GEN.1, U
FIA_UID.1 FIA_UID.1
FAU_STG_EXT.1 | FAU_GEN.1, FAU_GEN.1, 7L
FTP_ITC.1 FTP_ITC.1
FCS_CKM.1(a) [FCS_COP.1(b), or FCS_COP.1(b), 72U
FCS_COP.1(i)], FCS_CKM_EXT.4
FCS_CKM_EXT.4
FCS_CKM.1(b) [FCS_COP.1(a), or FCS_COP.1(a), 72U
FCS_COP.1(d), or FCS_COP.1(g),
FCS_COP.1(e), or FCS_CKM_EXT.4,
FCS_COP.1(f), or FCS_RBG_EXT.1(a),
FCS_COP.1(g), or FCS_RBG_EXT.1(b)
FCS_COP.1(h)],
FCS_CKM_EXT.4,
FCS_RBG_EXT.1
FCS_CKM.4(a) [FCS_CKM.1(a), or FCS_CKM.1(a), U
FCS_CKM.1(b)] FCS_CKM.1(b)
FCS_CKM.4(b) [FCS_CKM.1(a), or FCS_CKM.1(a), 7L
FCS_CKM.1(b)] FCS_CKM.1(b)
FCS_CKM_EXT.4 | [FCS_CKM.1(a) or FCS_CKM.1(a), 7L
FCS_CKM.1(b)], FCS_CKM.1(b),
FCS_CKM.4 FCS_CKM.4(a),
FCS_CKM.4(b)
FCS_COP.1(s) [FCS_CKM.1(b)], FCS_CKM.1(b), 7L
FCS_CKM_EXT.4 FCS_CKM_EXT.4
[FCS_CKM.1(a)], FCS_CKM.1(a) 7L
FCS_COP.1(b)
FCS_CKM_EXT.4 FCS_CKM_EXT.4
FCS_COP.1(c) 7L 72U 72U
FCS_CKM.1(b), FCS_CKM.1(b), 7L
FCS_COP.1(f)
FCS_CKM_EXT.4 FCS_CKM_EXT.4
[FCS_CKM.1(b)], FCS_CKM.1(b), 72U
FCS_COP.1(g)
FCS_CKM_EXT .4 FCS_CKM_EXT.4
FCS_CKM.1(b), FCS_CKM.1(b), 7L
FCS_COP.1(h) FCS_COP.1(c), FCS_COP.1(c),
FCS_CKM_EXT.4 FCS_CKM_EXT.4
FCS_SMC_EXT.1 | FCS_COP.1(c) FCS_COP.1(C) 72U
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TOEFa VU T+
HRe A

CCH L UPPT
BRI 0B EEN

STCif7= L
TW BN

ST T/ LT
WA WREME

=

FCS_RBG_EXT.1(a) | %L 7L 2L
FCS_RBG_EXT.1(b) | %L 7L 2L
FCS_CKM.1(a), FCS_CKM.1(a), U
FCS_COP.1(a), FCS_COP.1(a),
FCS_COP.1(b), FCS_COP.1(b),
FCS_TLS_EXT.1
FCS_COP.1(c), FCS_COP.1(c),
FCS_COP.1(g), FCS_COP.1(g),
FCS_RBG_EXT.1 FCS_RBG_EXT.1(b)
FCS_HTTPS_EXT.1 | FCS_TLS_EXT.1 FCS_TLS_EXT.1 72U
FPT_KYP_EXT.1 %LU U %L
[FCS_COP.1(e), FCS_KDF_EXT.1,
FCS_SMC_EXT.1, FCS_SMC_EXT.1,
FCS_KYC_EXT.1 FCS_COP.1(i), FCS_COP.1(f)
FCS_KDF_EXT.1,
and/or FCS_COP.1(f)]
FCS_KDF_EXT.1 FCS_COP.1(h) FCS_COP.1(h) 72U
FDP_DSK_EXT.1 FCS_COP.1(d) A FCS_COP.1(d) | FDE_EE_cPP
G L 7zl
@ CCHRAEX 1
7= B 3 22 i w]
REAHOKS
b A 45 78 M 2
ML =Y TN
1 AZMEAL
TW5728
FDP_ACC.1 FDP_ACF.1 FDP_ACF.1 U
FDP_ACF'.1 FDP_ACC.1, FDP_ACC.1, 7L
FMT_MSA.3 FMT_MSA.3
FDP_FXS_EXT.1 U 72U 72U
FIA_AFL.1 FIA_UAU.1 FIA_UAU.1 72U
FIA_ATD.1 ANV ANV %L
FIA_PMG_EXT.1 A AW 7L
FIA_UAU.1 FIA_UID.1 FIA_UID.1 77U
FIA_UAU.7 FIA_UAU.1 FIA_UAU.1 72U
FIA_UID.1 %=L 72U 72U
FIA_USB.1 FIA_ATD.1 FIA_ATD.1 72U
FMT_MOF.1 FMT_SMR.1, FMT_SMR.1, ®U
FMT_SMF.1 FMT_SMF.1
FMT_MSA.1 [FDP_ACC.1], FDP_ACC.1, 2L
FMT_SMR.1, FMT_SMR.1,
FMT_SMF.1 FMT_SMF.1
FMT_MSA.3 FMT_MSA.1, FMT_MSA.1, 7L
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TOEFa VU T+

CCH L UPPT

STCif7= L

ST T LT

HeREEE L TR h BN TOBKENE | W ‘ -
FMT_SMR.1 FMT_SMR.1
FMT_MTD.1 FMT_SMR.1, FMT_SMR.1, 72U
FMT_SMF.1 FMT_SMF.1
FMT_SMF.1 72U 72U =L
FMT_SMR.1 FIA_UID.1 FIA_UID.1 2L
FPT_SKP_EXT.1 %LU 77U 7L
FPT_STM.1 %L ®U %L
FPT_TST_EXT.1 %LU 77U 72U
FPT_TUD_EXT.1 FCS_COP.1(b), FCS_COP.1(b), =L
FCS_COP.1(c) FCS_COP.1(c)
FTA_SSL.3 %L %L U
FTP_ITC.1 [FCS_IPSEC_EXT.1, or | FCS_TLS_EXT.1, AV
FCS_TLS_EXT.1, or FCS_HTTPS_EXT.1
FCS_SSH_EXT.1, or
FCS_HTTPS_EXT.1]
FTP_TRP.1(a) [FCS_IPSEC_EXT.1, or | FCS_TLS_EXT.1, A
FCS_TLS_EXT.1, or FCS_HTTPS_EXT.1
FCS_SSH_EXT.1, or
FCS_HTTPS_EXT.1]
FTP_TRP.1(b) [FCS_IPSEC_EXT.1, or | FCS_TLS_EXT.1, A

FCS_TLS_EXT.1, or
FCS_SSH_EXT.1, or
FCS_HTTPS_EXT.1

FCS_HTTPS_EXT.1

6.11.2. ¥ 2V 7 1 IREFEARRL

INSDYF 2T 1 RFEEM 2 ENT 20X, RIBEOEF2) T R=AT1 UHAKEEDOHEIN
BEBL NIVIZHEDNWTWE Z e, TOEXB A EMARED X2 ) T4 2 NTE D, »DOTOEHE

DAMifE 2

EoTWVWBLEBINTWEZILTHD, STOHOWBEL IAIHERIET T+ ET 13+

2 ) T 1 R EERK T 5 72O OIHIERIARFEIZ O W T OREDO N A XV A2 T 572D H I T

Wo,
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7. TOEE#ft#k (TOE Summary Specification)
AETIE, TOEXFaF a7 1 8iE (TSF) DOERLREZFERS 5,

7.1. BE
PAFIZ 2 5 AFAUDZEMIZ B 2 ERIERR 2 Flid 3 5,
FAU_GEN.1

TOE &, BiEA RV MR EL/- SICETEO 7 2/ERL, BEER T 7 7 A IVIZEHRT 5, 22U kD
FAU _GEN.1 ZFEB L TW5,

Table 23 eI NI RV B LUERD S

gk nd
BEAENRER 2D
B RERE D IEEH) MFP Q& A >~ U U
EABREDR T MFP Q&R A 7 77U 77U
VaTDT TV Y aTDRT VA VEE VNl
2AF vy rVaToRT VEME VRS VNl
a¥—VaT0RT WA IVEE B, & 7213k
Ty O AREY a TOKT DEWAL YR B, & 7213k
Ty IAZEY a TOKT EWAL YRS B, & 7 0Bk
2 — Y —ZREE R =B/ AOY ns4yUiza—¥— | g 7213%kK
2 —H— R 2
I —H — GBI nsA4YORK (F) > vYar) | TOE &I N T Wi | ki
W —H—
EHLESRE D] a—H—DENN BHEETo7za—Y— | K, F7213EK
a—%—ID DL H BEEToI—F— | K, XL
a—H— DNk BEEfTo=a—Y— | KL

A — Y AR DB, BN | BHEEZ{T o7z —Y— %L
NAT— REOEMH, 2 —% =2
77— NDiEH
(U.ACCOUNTMANAGER/
U.ADMIN(a) /UNORMAL/
U.ADDRESSBOOKOPERATOR)
by UADMIN(a), 1 —H%—/NA 7 —
N OE

(UL ACCOUNTMANAGER/U.NOR
MAL/
U.ADDRESSBOOKOPERATOR)
by U ACCOUNTMANAGER.,
UNORMAL iZ X2 HED I —H/
A7 — K OEHE,
U.ADDRESSBOOKOPERATOR (Z
EB5HHDI—YRAT - NOE
MO Y7hzT70EH, £y ¥a
VIRTHBROA—Y DT VT4 T
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I hd

BENSHR e

DT 7 * )V MR DFRIE.
XaTFrRIEE, TRLVA
RDOEH, SYSLOG B — /N —F&E,
FTP ¥ —N—DF&E

BEO—HThHbd L | HENEROLEH B frolz1—H— %2
—HF =N —TDK
%

S D& IE BEE[Tola—H— %
v a VRESIDRE | TLS v ¥ 3 VHENLD DR A B, £ 7213k

TOE i, BEEINEZARY MIUTOT—X%2EMT 5,
- HAF /IR I —/4 Ry NHBFAEL 72
- Avk—Y: ARY NONBENRET ZXE (Y a vEBOBEIX, KBOBEHEER)
- I5—3—F: ARVMIT-—RELUTERIN, 4HD 16 ERTERINET,
- 2—¥—ID: Bl ArULiEa-—¥—0#iF
- RER SR PANOES; it !

(B34 9 5 TSFI)
s BERFV Ty R—LAMEE, I¥—, DAZATE— AFXF YV, DATZARAF YV,
Ty ARG, TV VN, VaTRRBELUOn SRR, BHERE, BFY—
« TopAccess: @AY, VaTAT—XA, ThHU Vb, a—¥—EH, EHELRE
s TVVR—=RIAN=: TV RNERIZNT B VR T2 — R
- ZTOft: AL VALY F, PSIN T 7 AL VR T = —A

FAU_GEN.2

TOE ¥, BEENRDARY MRFEETLE, FOAIRY MOFEAER>a—VF—Da—¥—ID 2 &
B ZIZAMINT 52 2T, FAUGEN2 Z2EHLTW5S,

(B89 5 TSFI]

s BEROV s u s A v, R—AFEF, I¥—, BDATZAIEY—, AFXF YU, DATZAAFY V.
Ty I AEE, TV, VaTdERrbLlOu KR, BHEHRE, BHX —

- TopAccess : BT A Y, YaTAT—RA, &k, 7Hhov b, 2—V—FH EHEERE
s TV UR—=RKIAN=: TY YV NERIZHTEHS VR T — R
- ZTOM: AL VALY F, PSIN 77 Z AL VR T 2 —A

FAU_STG_EXT.1
U.ADMIN(a)l% TopAccess DEBEZLEN S, SYSLOG ¥ —N—%H5k T 5 —N—L U THETE

%,

TOE IF. BRI NEEET — X2 ETHEA RN L —IF NS ZIZHEE L, @E 7T b a)b TLS1.2 24
AU CHEEED 7Y —N—=TH 5 SYSLOG ¥V —N—IZREETEZeNTED, WAL —YDE
Ho OGBS OBRKEBRARIZ& 2 A v —2 a2 10,000 . FIRIG 2 5,000 #:, A
Fyus 5000 M, 7727 AOREEMHLH : 5,000 ., 77 7 ADZEEEH : 5,000 4% £
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FTE5, £400 7 DRKELEBMPIHERIZR 7256, 400 70REEHWEET — XD HIRIH
FLWEET - X2/ 7 T5ILTE 5,

WEBA b L=V E S -2 ToE%Er 713, UADMIN(a)Z DB T2ZenTE, Tofioa
—¥—ld, BHOYVa7u USRI\ T 7 Az T3,

(BE3# 9 5 TSFI)
s BERROV v gAY R AR, A=, DATZATIE— AF YV, DATZARAFY U,
77O ARE, TV, VaTRABLTRIRR, HHEHE, BFEY—
- TopAccess: BT A Y, YVaTATFT—RA, &k, ThHUv b, -V —EH HHERT
- TYVUR—=RKIAN=: TYUPNERIZHTEA VR T —A
- ZTOfl: AL VALY F, PSIN T 72 AL VAT 2 —R

72. BESYR—b
IRz 2 5 AFCSOEMIZ B9 2 Zfftikz itk § %,

FCS_CKM.1(a)

TOEZ. TLS:#AE DY — N —GEHHE ICH W 2 IEXIFRIE S8 & LT, NIST SP 800-56B,Revision 1D
6.3.1.3 £fi IZ Zd #k D rsakpgl-crt H XN CRSAHE R 7 2 £ T 5, B OE R ICHEH T 5 5K
FCS_RBG_EXT.1(b)IZf\», CTR_DRBG(AES-256)CAEKT %, LRI NA-AMMELZ &L — N —3
B L Y — N -, HOBEE/A N 71 TS LI TiRFEE N5,

7P, TOEIX, ATSFIZEAL. TOEKA DHLEXPHCD-PPIZE#EH DO R W E W, 2 W3HAEI N
RIS % & ATV,

ABMIZBET B2 TSFIIZ, U TFICRTED TH B,

(B85 9~ 5 TSFI]
- TopAccess : &M HEHE

FCS_CKM.1(b)

TSFiZ, TLSEEDO X T T —2a itV T, @EHAOLy ¥ a VHEEHMACO#Z LK 5, v
va vt HMACO#IZ, =N 7547 v METHETIE B S ER I NS, L.
FCS_RBG_EXT.1(b)IZf¢\», CTR_DRBG(AES-256)TCHKT 5, FHD/NT A —R X, ERI N/
Cipher SuiteiZ &> T, U NIZRTHED TH B,

oty a ik
BIET—X2E2ESLT2DICHAI N, EIRXN/-Cipher Suitell &> T, HHETAEST7ILIY
ALEBOEINELSE, BEET7LVITY) XALIZAES-CBCZHEHL., vy ¥ a vH#OEXIZ128bit
& 266bith BN TE 3,

® HIMACD ft
SEPEER D 72 & OFEHUELEEEEK (PRF) ClfET — X 2 MGLET 5720 D2ODHBRTHibN 5, HHHL
RADOHIZ256E Yy NEDOMACHZ A&/ L., 7 — X MGEEH O TldCipher SuitelZfit - 7= #E T4E
T 5,

o DL, #ERMEATYNIRFEL, B CHEIND,

(F8:# 3 5 TSFI)
- FTP_ITC_EXT.1. FTP_TRP.1(a)# & ¢* FTP_TRP.1(b)® TSFI I2#:3" %
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TSFiZ, TOEDZHE 2 » # 2 BBz, FCS_RBG_EXT.1(a)Zf\"Hash_ DRBG(SHA-512) T #& i
BT 5, £72, TSFIZZ OBIC, BEEHHE%Z T2, FCS_KDF_EXT.1 2 FCS_SMC_EXT.1iZft > T,
EEFDmF547ﬁ$1b®Mﬂ%M£T5t@Cﬁ?#XFmﬁﬁ%&m%%&Té 7H,. KA
NEREFRE A RET A DIZHHI NS F Y LYY a— N, HEEE/ARS 1 7 (JCMVPRIERS -
F0022) DFELEUEEREIC & 0 AR S N2 GLBUZ K b Bk X h 5,

(BH3# 9 5 TSFI)
- BEASRIL L BE X — (TOE BBEBZOFEIEENIZES)
- FOMh: A1 VAL v F (TOE HEBEHDOAIELENIZRS)

FCS_CKM_EXT.4/FCS_CKM.4(a)
TSFA% 5 BT O OBEVIE, REE oM ilEsn 5,

® HOESL R T 1 7DHRA bR
MFPODFERRFZ, RELHEE U Thbh, #EPREI N TV S %, FCS_RBG_EXT.1(a)lZ &
2 ELBUE 28 CHash_DRBG (SHA-512)% F WL C1H EEE T2 2 2Ic X W IET 5,
AREMIZEAT B TSFLIE, AFITRTEY TH D,

(BH5# 3 5 TSFI)
- BE SRV EBIEF — (HDD ¥ L5472 0 f) a8 )
- FOfth: X1V AA v F (HDD #IH{ELEEFT4 0 4] B AL B )

® JiSdifk hfii#(FCS_KDF_EXT.1DHiIf#), KA MRGEEH., FyLvya— KN, VAKVRAa—
R, SEEHOE Y ¥ a VR OTHMACO #
FHEFMERX BV NICRE L. BEBCHEESI NS,
(B83H# 3 5 TSFI]
- BRESFOV  BIRF —
- ZTOMh: AL VAL Y F

FCS_CKM_EXT.4/FCS_CKM.4(b)
TSEA KD AR O#EIZ, REE o RTINS,

® H— N — DR HE
P —N—DOMEHIT, EEFEWF747@$@%ﬁXFV~VWK%%ménfﬁﬁénéo@
FHICEZ 25 L WAt EZ 4K T 5 5 B U TR, B#EDRIFE X TV B I
%\IE@mTBEL%%¢50ik‘ﬁ%@X%UKﬁﬁéMTméﬁ@\%ﬁ%?ﬁ%é%éo
AEMIZET BTSFIIE, BUFIZRTED TH 5,

(B854 9" 5 TSFI]

- TopAccess : ©&EHIE & E
- EENZOL  BIEF —

- T AL VAL Yy F

FCS_COP.1(a)

TSF %, FTP_ITC.1., FTP_TRP.1(a) % ' FTP_TRP.1(b)iZ B I B {5 T — X {R&E D 7= D IZ |
FCS_CKM.1(b)iZ & » A% L 72 128bit % 7212 256bitD I S8 & FIPS PUB197IZ#HL 3 5 AESKH; 5 7 )L
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1) X %NIST SP 800-38AIZ#HLT ACBCE— RTHIEI VA Z 2 I12Lk 0, @ET — RDOES(L LD
HEE2ITD,
AREMIZEAT ATSFLUZ, U RIZRTED TH B,

(BH5# 9 5 TSFI)
- FTP_ITC.1. FTP_TRP.1(a), FTP_TRP.1(b)® TSFI IZ#:9" %

FCS_COP.1(b)

TSFIX, HEHRAEIHEERIZ B 2B EM,. FTP_ITC.1IZ & 53— N—iFHE LK O FPT_TUD_EXT.1iZ
577 =L xT7DT7 v 7T — MRIEICEWT, FIPS PUB 186-4I1Z}i7E & #17zDigital Signature
Standard(Z #EHL U 72 SR A32048bit ODRSAT YV X )VBL TV IV X L (rDSA) 2 i3 %, TSFIX, B
FEHEERIC BT 2B E R K OY — N —GEHE OMEE TIERSASSA-PKCS1vl 5%, 77 =LV =x7
7 v 77— MEGEETIZRSASSA-PSSZ W5, F7z, FEHZEOEKIZFCS_CKM.1(a)lz & b A x 7z
RSABEZ AT 5,

AREMIZEES A2 TSFLIZ, AFNIZRTED TH B,

(B33 A TSFI)
« FTP_ITC.1 8 X U'FPT TUD _EXT.1 ® TSFIIZ#73 %
- TopAccess : HHLE R T

FCS_RBG_EXT.1(a)

TSFi. TOED A b L —VIEHALD 72 D F A M ERiE D B & FITHFEICH/Z>T, T haE—
JiH L ODRBGE HWTELEZE KT 5, ZDDRBGIX, NIST SP 800-90A(Zf¢ - THash_DRBG
(SHA-512) 2 FHWTEE ZEKT 2, TV b E—JR X, —D2DN—RT7zT7R—-AIZLB /1 A%
& &, ISO/IEC 18031:2011 Table C.1 “Security Strength Table for Hash Functions” IZf¢ - T 256bit
Oy hav¥—%2E/NREFOEntropy InputZ, = ba ¥—JE» 5DRBGIZHE T 5, / 1 XJRIETOE
DSoC (Intel Atom 7 a0+t v ¥ —x5-E3930) BHNEIT A2 N— R T 7DESZMHT 5, /1 X1 S
DHBIE. SOCHDODRBGD ¥ — RIZHWS 1, NIST SP 800-90ADCTR_DRBG(AES) 2/ - 7= JLEE
%17> CRDRAND@H CTHAI NS, /4 XL, 1bitd 72 0 0.5bitPh FOBR/NT Y o —%258 2
& H[Rambus 2012]DEdR 2 595> TH H ., RDRAND@ A/ 1 ZFEAS D256y by by
—DOY—RTHfbE Nz F2) F1#EL128Y Y N ODDRBGOH 1 TH %, RDRAND14F 1L 128bit
ZSIMEADH T ZLESHS ) Y— REhBETHLDT, T bu ¥ —iHE2 KT 5mgd7 —F€ >~
71 & ZZRDRAND 4 THUF L 72128"512=65,536bit=8,192byte # AES-CBC-MACHLEE T 16byte
IZHEMES 5 Z & T, 16byteZ 212 — K2R 722 2RDRANDM 4 H I 2 L. rngd?d2,500byte® 3D
DNy 77 IZIFEZNVTY bR —DT — X & —HRICERET 5, ZOTSFAFHAI NS & &, Linux
PRNG#32048bit2h FO T Y bR E—%2RFTHRBIINAIA X EZHREINTVWE DT, TSFO
Hash_DRBG(SHA-512)%%Linux PRNG® /dev/urandomi 192 5 A H 3 128byte D 57— X IZIEIE 7
NIy ha—DRELHET S, ZD128byte® > H9I6byteD 43 % Entropy Input& Nonce & L.
Hash_DRBG(SHA-512)D ¥ — R & L CTHEHAT 5,

TSFORIFE# IENIST SP800-90BO6HiDFNT > b ¥ —REEE 0 (12 ot b . TOEDEIESMDOHiPH T,
/dev/urandom{t} 1A 1bitd 72 0 0.88bith FOF/NTY b —2 &G0 2 L 2R L7z, 7T v b
Y—TnW\We EBRIZZED > TH, NIST SP800-9OB®3.1.5ﬁﬁ¢:4;éo 7T b Y¥—2E0D R
£ 0. /dev/urandomiJ1D96byteD ¥ v FFH[IZ1£675.84 (=96'8*0.88)bitd LY b E—2EEN 5
LHEET S, ZDE Y MilZEEntropy Input® Nonce& U, Hash_DRBG(SHA-512)iZ ¥ — N % {45
T5HIZE Y, FCS_RGB_EXT.1(a)ZEHLTW5

Copyright© 2022 TOSHIBA TEC. All rights reserved.

61/85



(8% 3 5 TSFI)
s EEANROL  BIR¥— (TOE ZBEHOYIEIEENCES)
- FOM: A VAL wF (TOE i@ #“OWEGEENIZIRS)

FCS_RBG_EXT.1(b)

TSFix, FTP_ITC.1, FTP_TRP.1(a) % O'FTP_TRP.1(b)iZ &1} 2385 T — X Fi#D 7=, TLSEE DY
— N— AR S FIZTLSIBED X TV T—Y a VOBIZ, TV buE—JiE X UDRBG% Ay 1-#H
THWTHHZ £ T 5, ZDDRBGIL. NIST SP 800-90AIZ%¢ > TCTR_DRBG (AES) % FH W THELEKL
EHRRT 5, ZDOCTR_DRBG(AES)&derivation functionZ i3 5728, ¥ — Kkl & L TEntropy
Input& Nonce % ffifid %, ZDDRBGD AN T L, NIST SP800-90CD6FD T > b 1 &' — Jkk K
VEIZE > T 2 DOCTR_DRBG(AES)H SR XN TH D, TV b ¥ —iii ANFORHOEWN % < 2
2 —DRBG. AN 7 DIMUCHAEREIZMHAT 288 %2 L 1T 5853 % 7714 X— FDRBGE R, T
YhuaE—RIE, —DODN—RTT7TR=-RIZLB /1 R FxEEHA ISO/IEC 18031:2011 Table C.1

“Security Strength Table for Hash Functions” 12 - T128bitd T > k1 ¥'— % F/NERF D Entropy
Input& 64bitd T b B ¥ —%2Hx/NEFFDONonceZ, T hav—iin 5DRBGIZH T 5, /14 XK
IXTOEDSoC (Intel Atom 7' B v ¥ —x5-E3930) »WKT 2 N— NV =7 OES:2#HT 5, /1 X
B 5D HIE, SoOCHODRBGD Y — RIZAW S, NIST SP 800-90ADCTR_DRBG(AES)IZHE -
7=l %47 > CTRDRANDMma CHAO I NS, /1 R, 1bith 72 0.5bith EOR/NT Y o —%
&8 Z &P Rambus 2012]DFd A 535> TE D, RDRANDMAIX/ 1 XJEH2 S5 D256y h T v
FEE—OY— Ttz a) 7 1iEEZ128¥ Yy NODRBGOHI ) TH %5, RDRAND#r 4 1%
128bitZ 51 HHSHIT B LESHR S Y Y= NINE{kTHE2DT, TV buE—J{E#KT %rngd
F—% v 78t AZRDRANDA 4 THU#E L 72 128*512=65,536bit=8,192byte # AES-CBC-MACHL#
T16bytelZJEMET 5 Z & T, 16byte 2212 ¥ — RAVE 2 2 RDRAND @4 i 2 N L, rmgd ®
2,500byteD3 DDy 7 7IZIFIE7 VT b —DTF — X% —RHIZERET 5, rngd? 5 Linux
PRNGIZ A E R T Y B =+ T3 0T, TSFA Linux PRNG® /dev/random 15 & ¢
#AHi 9 Entropy Input® 32byte & Nonce® 16byteD F— X ZIZIE 7 LTy b —DIRELHET 5,
TSFORI¥E IENIST SP800-90BD6Hfi O /Nt v b B E—HEE i X, TOEDOBIESAOHIFH T,
/dev/randomt A3 1bitdH 72 D 0.90bitA EO BN Y bRV —2 5L 2R Lz, 70Ty ha Y
— TRV EEFHMZZARE > TH, NIST SPS00-90BD 3. 1.56ilfif 5 7z > b 10 ¥ —2 D FRFLAfIZ
D\ﬂmemMmﬁﬁ®3%MﬁDEv$WK@ZN4W%%%@9®MWNQ/FDE—%@&M%&%
ET D, [FABkIZ/dev/randomHi /D 16byted v FF1I121%115.20(=16"8*0.90)bitd T > b 1T ¥ — A &
InseHEd s, TOE Y MlEZHNZ NEntropy Input& Nonce& L, ¥ A& —DRBG®D
CTR_DRBG(AES)iZ Y — R Z##3 2FHIZ L W ¥ AKX —DRBGIZ128 Yy hD v F 2V F 1 g%
Ffo, E5I1IZYAX—DRBGH 5256 v b ®Entropy Input& 128w ks ®Nonce® ¥ — R Dft#4 % 5%
I} %754 ~_X—=1FsDRBGOCTR_DRBG(AES) X128y Dt Fa V) F s MEEZFDOI LIZL D,
FCS_RGB_EXT.1(b) 2 EHL T\ 3

(3% $ % TSFI)
- FTP_TRP.1(a). FTP_TRP.1(b)# & ¢* FTP_ITC.1 ® TSFI iz #:3° 3
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7.3.

A V=UkEEL G & BRES)

BRI G & W HBEB. LIS B3 2 B LRk & Gl 3 5,

FPT_KYP_EXT.1

A TOE T FCS_KYC_EXT.1 2B 5 8F =1 V2R T 2BIIUTOLB TH S,

® JE
FCS_RBG_EXT.1 IZf\», Hash DRBG(SHA-512)Z HHWTHAKI N5 256bit DELETH H . HFE
AN V=V fFE N5,

® i (FCS_KDF_EXT.10D H 1)
FCS_KDF_EXT.1 IZft\ Vs g S8 X N5 256bit DEETH D, HEFMEA ML — VIR EI L
50

® 5 A hERGEHE
FCS_SMC_EXT.1 (Z ¢\ 256bit & 1§ (FCS_KDF_EXT.1 @ H fif) & 256bit DfE & % XOR L7z
%R A NGRS UCiHT 5, 2R A NEGERIZ, HEEA N L —U B XU FROM IZRFE 1
%, 728, FROM [ZBIMZ R AR AN EFSMEA ML —TUTdh B,

e FyLYYya—N\R
HOEE RS A T B T2 BUERBEREE IV TAER I NS 256bit DEITH ., HERMEA N L —
JVILRFEI NS,

® L ARV AOd—F

FrlvYa— REEEE LT, FCS_COP.1()IZfEV, AES-CBC i2 & b /AR b iRaFH % i 21k
THBEOEF I N/ZMETH O, FHEREA ML VIR EFEI NS,

® FEFENVE X E Y LITRE S N D PR BB D

TSF (&, #EHH, P, Fy Lo Ya—RFEREFV ARV A3 — K2R TV ISEXTR
20, RTOA—Y -7 7 AT EERIEL TR, £/, ZhoDCS PIRERKT
HEINh 3,

TSF 1%, F A MERGE#EZ FROM (XX TRIZT 208, £ TOI—V =127 72 AT 2R8I
LU TR,

FCS_KYC_EXT.1
® KA b EREFE D Ak

F3, FCS_KDF_EXT.1 {2\, S g & chftifk 2 89 5, #EH##%, FCS_RBG_EXT.1(a)
€W Hash_DRBG(SHA-512)&2 AW TAEK S 115 256bit DELMTH D, Z OHFHEEHFIZI L T,
FCS_KDF_EXT.1 THIE X 117z KDF OB 7o, hE#s gt X5, FCS_COP.1(h)Tlkt ¥
2V T ¢ FREM 256bit L IR0 3 & 512, HMAC-SHA-512 %#3&K L T\ 3, Z DfLEIL. DRBG
Ty b u ¥ — & (256bit BLE)AE X SN TERI NI TH B,

WIZ, FCS_SMC_EXT.1 iZft\, hfilf e 256bit Dfi& % XOR U7zfH% R A NRiE#t e U T
%,
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7.4.

@ FY L VUYLV AKRYARE

FrlLrya—Rik HAWESRN I 1 7128 25L8UEBEEE 2 VW T Ak S b 256bit DELET
b, TOFyLrya—KNiE, HEESLR I 705 VAT AHEBERIZEEINSE, VAT A
HIEERTIX, FrL oY a—RzRSH#EE LT, FCS_COP.1(HIZf\W, AES-CBC IZk KA MR
AR ST B, ZOREILL MEIE, 266bit DLV ARV Za—RE LT, VAT LHIEERD S
HOMS{L RS 1 JIckEans, KATOE O#EF o1 VIZBIF 5 BEVIZ, ZOLVARYAI—FRT
H5,

PlEizkD, F o1 VOREMIZT 266bit L ED X2 ) FoBEZEHELTWS

(B83# 3 5 TSFI)
- BERRIL  BIRY —
C FOf AL VAL F

FDP_DSK_EXT.1

TSF %, HOBES/A R Z 17 (JCMVP ZiEERS : F0022) IRHET — 2B X OMED TSF F—X %
RETEILIZED, ZNoDTF—REMS{LT S, TOEREL T 5HZ MFP X HEKSL RS54 7
IR A MERGERE 2 SR T 5, TR A MRGEHE, BIREBIZ 212, TOE OFH SN 1 7HY A
T LHHENR 2 RAE T 5ol E NG, REECEIT 5L, HEES R I T DT —2DHEZ
ABRPENZIRD FEIAALZT - XA TSI NS, 2B, TOEPFHT2HAK S T A
T OREKIZIE, BEE I NRVEEA R AT — 2 I8 TSI ZRIAEI NS,

(BH3# 4 5 TSFI)
- FDP_ACC.1. FDP_ACF.1 8 X O* FMT_SMF.1 ® TSFI iz#3 %,

A MU —=VEES GEIREH)

UTRIZA ML=V EALTEIR L 728D 41289 2 BRMHRE 2 Lk 3 5,

FCS_COP.1(f)

TSFTIX, BIFREHOEIZHCK SR 71 7NOELEE BRI & v Bk =8l (LR, Fv L
v a— REIEMT %) 2, FA MR AZESH 2 LT, ISO/IEC 18033-3MAES & ISO/IEC 10116
DCBCOMM AL HLEIZ L BAES-CBCTH;5bT 5, ZDF v L vy a— RSl InzEIX, TOE
DHCK SR 74 T o Y AT AHIHENIZEE S NS, VAT LHMEENTIEK, FyLyYya—F

YA e UCTHW, R A MEREESEZ AES-CBCIZ & W5k d 5, ZDF X MR ST N
7-ffl%. TOED Y A7 LAHIEN» S B AR S/ N I 1 71k 53 h 5,

(589~ 5 TSFI)
s BENS RV EBIFY—
C FOM o AL ALY F
FCS_KDF_EXT.1

TSF I, FCS_RBG_EXT.1(a)l=ft\ ELECE Hi%eAY Hash_ DRBG(SHA-512) T L 7= 8LEE 7= %
22 L, NIST SP800-108 ® KDF in Counter Mode IZ#HL U 7z J57% T, FCS_COP.1(h)IZ it WA
v aE AT, REE ST 5,

(B8:# 3 5 TSFI]
- BfE SOV BB ¥ — (TOE RERDO Y HEEIZHRS)
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7.5.

s FOf: AL VALY F (TOE ZHBEZOYEIEENZIES)

FCS_SMC_EXT.1

TSFTI%, FCS_KDF_EXT.1iZ & b Hih & 7z thfilit & 256bitDfH & DXORU 7z fd 2 Hi 9 %5, Z DfA
. AR MREE#EE UTHHI NS,

(B83# 9 5 TSFI)
- BEASRIL  BE X — (TOE BBEBZOAEIEENIZES)
- FOM o XA A1y F (TOE Z{BEHOHIEZENIZIRES)

FCS_COP.1(h)

TSF i&. SEHHE» S hfEEEH 3 212, FCS_KDF_EXT.1 O#ff Ny v a Xyt —VBEBOFHE
12, ISO/IEC 9797-2:2011, Section 7 “MAC Algorithm 2”7 ; ISO/IEC 10118 (Z#¥# U 7=
HMAC-SHA-512 % {#ifH 3 5, HMAC O E 1 256bit. /N v & 2 BEE SHA-512, 7 1 v 7 Eid 512bit,
HAxha MAC Eld 512bit TH 5,

(B389~ 5 TSFI)
s BENRIL - BIFEY— (TOE BBROYEIZENIZES)
- FOMh: A4 VAL v F (TOE HEHOYEAENZRS)

BEOHRE (BIREM)
PURITEINEAD. 212 B9 2 AR 2 Flik § 5.
FCS_TLS_EXT.1

TSF (%, FTP_ITC.1 2R3 § &Y — N — & Dji{5 K FTP_TRP.1(a)/FTP_TRP.1(b)IZRT 7 T4 T ~
k PC & DEEIZBWT TLS J@E%E ¥ R— b5, TSF A% K— b § % TLS j#/Z1% TLS1.2(RFC 5246)
Thd,

TLS_RSA_WITH_AES_128_CBC_SHA
TLS_RSA_WITH_AES_256_CBC_SHA
TLS_RSA_WITH_AES_128 CBC_SHAZ256
TLS_RSA_WITH_AES_256_CBC_SHAZ256

TSFM 2 54 7> "PCLIEET B5E DEME

e TSFIX, FCS_RBG_EXT.1(b) )% U’'FCS_CKM.1(a)IZft\>, TLSIE(E THWBRSAD Y — /N —Fi
BB X OAF#E AR T 5, FCS_COP.1(b) & O'FCS_COP.1(c)IZHEWV, Z DFBEHE L Ny
a7V AL EHWTY —N—FFHEOEL ZEKT 5,

o MEDIHIMT — X2 AT 2HEILATOMED TH S,

$TSF X, Y= N—0OMBEHEEZHANT, 253147 b PCHh5ES5NT &7z RSA A TH
LI NTVWEMEDEI 2 E ST %, FCS_COP.1(c) R FCS_COP.1(g)iZft\, X v+
— VRRAED 7= DFEfF Ny v 7 (HMAC) & FWT, BB DELED: 5 L ELEBEI S (PRF)
ZEUTEY ¥ a v HMAC O#t%E £ T 5,
o TSED, JEET —XDEESL R UOMGEEZ T2 HIEIZLATRO@ED TH D,

< TSF 1%, FCS_COP.1(c) & F FCS_COP.1(g)izft\vy, HMAC DO#EEHWT, WET—Z D
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WERGEZTT D o
< TSF %, FCS_COP.1(a)izfé\, AES-CBC €— R THlfET — X DS R OEE 217>

(BH3# 9 5 TSFI)
- FTP_TRP.1(a). FTP_TRP.1(b)® TSFI IZ#:3 %

TSFRKEY —N— & DIEEEIT S BEDEIE

o TSFA, HREY —N—noRkONTELY—N—FFHEO TV RIVELEMGET 2 HEIXT
BHOTH D,

< TSF l&, FCS_COP.1(c)iZfe\VH — N—GEBHERGED 720d DNy & a iz 57T 5,

< TSF I&, FCS_COP.1(b)IZft5 RSA BHAMGEIZ X D Y —N—FFHEO TV XV ELE2ES
BE DY — N—ZFHERIEDZHD N Y YV afi e ik d 5 2 & T — NN —FFHHEDKE
MEEZ1T D,
o MEBOIIT—RE2HETHHIEIUTO®EY TH S,

< TSF &, v ¥ a Ve HMAC 0§tz £ T %728, FCS_RBG_EXT.1(b) 24t > TR D
AL kT %,

¢ TSF 1, RFEY—N—2 5%k 5NTE 7~ RSA DY — NN—2NFEEZ AT, EOFLE %
Fb3 5, FCS_COP.1(c) XU FCS_COP.1(g)IZfE\W, A w ¥ —VZBFED =D DA Ny &
> 7 (HMAC) % I\ T, BB DRI S B ELEEEI S 2@ U T v ¥ 3 V> HMAC O#
HEKT B,

o TSFM, BET — XD EAL R OWKGEE T 5 HIEIZLTO®EY TH S,

HEMREE 21T D 6

<TSF X, FCS_COP.1(a)izft\», AES-CBC €— N Tl#fFT — X OB S/ R OE 5 %217

(BH3# 9 5 TSFI)
- FTP_ITC.1 ® TSFI Iz¥#3 3

TSFA 27 547 ¥ FNPCLIPPSZ FlWCEET A GBS OENE

e TSFix., FCS_RBG_EXT.1(b) % U'FCS_CKM.1(a)lZ i\, TLSE#(E THW S RSADH — /8 —F
BB X OAF#E KT 5, FCS_COP.1(b)O'FCS_COP.1(c)IZHEWV, Z DFBEHE L Ny
Ya7nNa) ALEHWTY —N—FFHEOEXL 2 EHKT 5,

e TSFiZ. Y —N—DOMEHEZHNT, 75472 FPCHSHZESNT X RSAARECHE =L X
NTWBHEDEEZE ST S, FCS_COP.1(c) XU FCS_COP.1(g)IZft\y, A vt — G
D7D DFF Ny v 7 (HMAC) % VT, MEOELE D S BAELEREEZ @ Ty v a v

PEPHMACO#E 2 £ KT 5,
e TSFix. FCS_COP.1(c)%U'FCS_COP.1(g)iZft\>, HMACO#%Z T, #EF — X DikEL
MEEZEAT D,
e TSFIX, FCS_COP.1(a)iZf\, AES-CBCE— RTHEET —X DS KRVES %
(B9 5 TSFI]

TVURA—=RIAN—: TV MERIZHT A VAT —A
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7.6.

7.17.

FCS_HTTPS_EXT.1

TOE &V E®— MIHE L 2 GEHEAE A 2T 572012, RFC2818 2@ & L7z HTTPS 71 k2
NEFEELTWS, £/, FCS_TLS_EXT.1 THEI N/ TLS 71 k a)L% /= HTTPS i&@{s % Al gk
129 5%HI12L Y FCS_HTTPS _EXT.1 2FEHL TW5,

(B8:H# 3 5 TSFI]
- TopAccess: @27 A Y, VaTATFT—RA, ThHI v+, - &, SHERE

FCS_COP.1(g)

TSFiX, TLSEFIZBWTHEDOILE» S5y ¥ a3 VHPHMACO# % 453 5 72 O HELEL IR &K
(PRF) (Zffifid 3, 72, TSFIRTLSEEICBVWTHEETF — R OWERIL 2 T 5 -dfHI N5,

FIPS PUB 198-1. The Keyed-Hash Message Authentication Code |, Jx O'FIPSPUB 180-3. lSecure
Hash Standard] %7z 3 A v £ — YV RECEEHN160bitOHMAC-SHA-1, * vt — YR K OHEEN
256bitDHMAC-SHA256IZ/ > THEfF /Ny a2 X v v —VRRGEIEFETF I NS, ZOBRIZHE I B
v 2 B, FCS_COP.1(c)IZfit» T3, T4t & D, FCS_COP.1(g)l3EBE h2,

(BH3# 9 5 TSFI)
- FTP_TRP.1(a). FTP_TRP.1(b)& & ' FTP_ITC.1 @ TSFI IZ#:4 %

BEET v 75— GBIREMR)
DURITEIREMHD. 3T B4 2 Bk 2 Glk 4 5,
FCS_COP.1(c)

TSFiZ, FPT_TUD_EXT.1IZHBIFB 77—z T7 DTy 7T — b DBIZT7 7 — L7 = 7 DEIEM 2R
AT BDIT, T =LV TIZETIRNVBLRBLTNIT SN,

ZDWEF Ny ¥ 2, ISO/IEC 10118-3:200412 429 5 SHA-2561Zft> T\ 5,

TSFi, FCS_TLS_EXT.1IZfEWTLSH#{E DY — N —FEHHEFE DB A E R E 72 1IMREEITIT 5. £ DBRICfiD
NHMEE Ny ¥ aBEIZ, ISO/IEC 10118-3:20041Z 433 5 SHA-1, SHA-256, SHA-384 X 1%
SHA-512(Zt> T\ 5,

TSFIZ, WBIET — R D% MEE2REET B2, FCS_COP.1(g) I Wt Ny v a Xy v — Vi 2 E
735, TOBIZbn 5Ny ¥ 2 BHIE, ISO/IEC 10118-3:20041Z 433 5 SHA-1 KU
SHA-256iZ4¢> T35, TSFIX, &R FRAE#% AT 5812, FCS_COP.1(h)IZ/EWEI Ny & 2 X
vl — VAR ETT S, TOBRIHbn A SNy ¥ 2 BB, ISO/IEC 10118-3:200412 487 %
SHA-512(Zf¢ > T\ 5,

PLE& b, FCS_COP.1(c)IxFEHI NG,

(BH3# 9 5 TSFI)
- FTP_TRP.1(a). FTP_TRP.1(b)¥ L' FTP_ITC.1 IZ#:$° %

FEET — xR
ARz 5 AFDPOEARIZ S 5 BRIk % 5k 3 5,
FDP_ACC.1/FDP_ACF.1

TOER, =¥ —=XET—ZADT 7 Afilille, 21—V —XET — XDBIEADT 7 & Al 2175,
A=Y =XET=XADT 7L AR, ZOXET - KT &0 —Y—IDE, v VTl
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WEFEE N2 = —D 2 —F —IDBR WU GBI OAT 7 A% T5, £/, 2 —YF—XED
BAEA~D T 7 & AHIfHIZL, Table 148 & O'Table 15 CREINA AT B O, 2 —HF =D OEENZHE W,
BEDNERI NS,

FCC_ACC.15 K UFDP.AFC.1IF FERD 7 27 & AN & > TEHI N TWS,

Table 24 D.USER.DOC D7V > +7 2 & ZHlfHl

Ee | 7 2 & A B

ENWAREES - UADMIN(a)¥ UNORMAL(a)% 7V > b $ 5 XEDHKAD
YVaTdHaE L UTERT 3,

- HEOHA L XEOMES K OHhEFHFATT 5,
- HEOEA U XEOWREIFELT 5,
- HE DAL 7 XEDHIRIZHT T 5,
U.ADMIN(a) - TV U MNTEXEDERAERHT B,
MDA —F DAL T P XEOMERIES T 5,
D= =AU T) Y N XEOREERERT 5,
s MDA —DMEEL =T S XEOHIBREHT T 5,
U.NORMAL(a) - TV U NTEXEDERAERHT B,
MDA —F DA LT v M XEOERIEST 5,
D= =AU T) Y N XEOREERERT 5,
s ML= —DMEEL =TV N XEOHIREES T 5,

U.ACCOUNTMANAGER - TV VT ANEOBRAZELT S,
U.FAXOPERATOR - BTOTALET) Y M XEOHEZIELRT 5,

U.ADDRESSBOOKOPERATOR | « € TOHALLETY) v M XEOWEZIEST S,

- ETOMRFELE T v M XEDOHIREIEST 5,

RIRGEL— Y — - WA X N7z UADMIN(a), UNORMAL(a)» 5 7V > b X &
DOEANIFFFAIT 5,

- BTOHBALETY v N EOMERIEST 5,

- BTOHRALET) VY N XEORERIEST 5,

- BTOMREFELETY V b XEOHIREZIEST 5,

(E8# 3 5 TSFI)
YA O Ry ) IV N
s TV UER—RIAN— T NERIZH TR EZ T — A

Table 25 D.USER.DOC DA * ¥ 7 27 & A HlH

S | 7 2 & AR
VENAZSE - UNORMAL(a)Z A¥ ¥ VT 2 XEDHEADY a Tk #H L
LU CEIfFIT 5,
- HEDPAX v v UEGOMEZHAT 5,
- BEDRZAX v U UEEGORE B L OHIRIZZHT T 5,
U.ADMIN(a) c AFX Y VT EXEOEARHT B,
s D= =R AF Y U EGROBEEEES T S,
- BTOA—Y—P2AF v v UEEGHROREIZEST 5,
- HEDOAF ¥ v U ZEGOHIRITFFTL, o —HF—D 2
¥ v UEEGOYIRIZIEST 5,
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a—¥— 7 7 & AR
UNORMAL(a) c AFX Y VT ENEOHEAETAT S,
s D= =2 F v U EGOEE R ES T S,
s MDY —DZAF ¥ VU EBEOWE S L OHIRIZIES T

%,
U.ACCOUNTMANAGER c AFX Y VT ENEOHEARESRT 5,
U.FAXOPERATOR - BTOAF Yy Y UZEGOMEZIES T 5,
U.ADDRESSBOOKOPERATOR | + £ THDI—H—=NAF ¥ ¥ LZEHEOKRE B X OHIFRIZHES
T 5,
RARFE L — Y — c AFX Y VT ENEOHEARESRT 5,

s BTOAF YV U EHEBOBEZ2ELT 5,
- BTDOAF Y Y UEEBOWRES X OHIBRIIIES T 5,

(8% 3 5 TSFI ]
s BERRI D AF YU, DATTAATFY YV

Table 26 D.USER.DOC ® 2 ¥ —7 7 & A HlfH

EAIIREE - UADMIN(a)¥ UNORMAL(a)% 2 —9 5 XEDHADY
a JiEE L LTCEIMNIT B,

- HEWHRILZza¥—od h2#HTT 5,
- HEPRFELUZEROWEEZELT 5,
- HEPRAE LU BB OHIRZ RIS 5,
U.ADMIN(a) A9 ENEORAZRTTAT L,
s o a—YF - av—LEGOMEEZIEST 5,
Mo -V =D ab— UREFEL ZEROBLEZHET 5,
- o —YF =D a b — UL ZEEROHIBRZ 9 5,
U.NORMAL(a) - AT ENEORAEZT AT D,
s D= =DV — U EHGEDEEEERT 5,
i —YF =D — UREL ZEROBL 2 HET 5,
s o —YF =D o — ULREL ZEROHIIRZHE T 5,

U.ACCOUNTMANAGER s AV —FE5XEOHRAREST 5,
U.FAXOPERATOR s BTOIY-LU-HEOMEL2EST 5,

U.ADDRESSBOOKOPERATOR | + 2T I —LRFLZHBORE 2L T 5,
- BTOAV—-LUREFELEHAOHIREZER T 2,
FRREL — Y — - AT ENEORAZEGRT D,

- BTOAY—-LUEHGDOMEZIES T 5,

- BTOAV—-LUREFELEHBOREZERT 2,
- BTOIAE—UREL ZEGOHIRZ IS T 5,

(589~ 5 TSFI)
 BEARRI O —, DATAIY—, VaTRREBLIVOOIER
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Table 27 D.USER.DOC D 7 7 27 AE(Z T 27 & A%

a—H—

Ya TiEH

T 2 & AR

- U.ADMIN(a) ¥ UNORMAL(a) ¥ U.FAXOPERATOR % 7 7

I ZEEXEHEDY a TiAH L UTEHINT 5,

- HEPAX vV UEROBEZ2#H T 5,
- HEPREZELU-ZHBOREZFFT 5,
- HEPRAZEL ZHBEOHIRZFT 5,

U.ADMIN(a)

- 77 RARELEOBRAEHAT B,

s DI —DAF ¥ VEBOMEEEST 5,
s D= —DIRAE L S ERORE R T S,
« D 3= —DURAE L S RO HIBRE T S,

U.NORMAL(a)
U.FAXOPERATOR

- 77 RAREEOBRAEHAT B,

s D= =D 2AF Y VU EGROMEEIEG T 5,
s D= =DM L B ORE RS T 5,

« D3 —H = DURAE L SR DOHIRE ST 5,

U.ACCOUNTMANAGER
U.ADDRESSBOOKOPERATOR

« T 7 P ARGEXEOERARERT 5,

- BTOAF v VEHBOMEZELT 5,
- BRTCOREFELVZEHBRORLE LGS 2,
- RTOREFELVZEBEROHIREZ G 2,

REBFE L — Y —

« T 7 P ARGEXEOBARERT 5,

- BTOAF v VEHBOMEZELT 5,
- BRTOREFELVZEHBRORLE LG T 2,
- RTOREFELVZEBROHIREZ G 2,

(F83#3 % TSFI)

C BESX Ty A, VaTRRBEIUOH SRR

Table 28 D.USER.DOC 7 7 7 2 %57 2 & Al

Si=it= | 7 2 & AR
VEMAIESE - UADMIN(a) ¥ UFAXOPERATOR % 7 7 7 AZ[EXEDY
a JiEH L LTEIFIT 5,
C BTDT 7V AZEXEOHMEL K OCHIRZ2HTT 5,
- BTCDT 7V AZGEXEDOREZERT 5,
- BTDT 7 7 AREXEDOHIREZFT T 5,
U.ADMIN(a) c BTDT 7 7 AZER - —DEEIC LS I ZE2HTT
U.FAXOPERATOR %,
- BTDT 7 IV AZENEOHMEL K OCHIRZ2HTT 5,
- BTCDT7 7V AREXEDOWEEZIERT 5,
- RTDT 7 I AZGXEDHIRET AT 2,
U.NORMAL(a) c BTDT7 7 VAR FR IV —DOEIEIC L S TREERTFAT
U.ACCOUNTMANAGER %,

U.ADDRESSBOOKOPERATOR

- RTDT 77 AZFEGEOMES K OHR 2 HEST 5,
c BTDT7 7 7 AZEHBEDORLZHERT 5,
« BTDT 7 7 AR GHEGROHIFRZ T %,
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SRS = 7 7 & AR
RARFE L — Y — c BTDT 7 VAR BR IV —DOHIEIC L S TR%EE2HFAT
%,
- BTCDT 7 7 AZEEGEOBES L OCHIRIZEG T 5,
- BTDT 77 AZEHBOWNEEHET 5,
- BTDT 77 AZEHEGOHIREHET 5,
%L c BTDT7 7 7 AZEXEFZI -V —-DHEIZEL ST TOE ©
RIS ZEI N5,

(B93# 3 5 TSFI)
s BEANZOL S Uk
- FOM:PSIN 77 2 AL VR T2 — A

Table 29 D.USER.JOB ® 7V v b7 27 & A §l#

2 —H— | 7 2 & AR
ENAIREE: - UADMIN(a)& UNORMAL()IZHEN TV ¥ FEfF LY
a70YVaTA&L LTEMITS NS,
U.ADMIN(a) - TV RNV a TOEREHAT S,

c BTOF) NV aTOMEETT 5,
cBTOS) U Y aTOREEEST B,

- BTOT) IV aTORELEHTT 5,

U.NORMAL(a) - TV NV a TOEREHAT B,

- BTOTV U NV aTOMEERHTAT S,

c BTOF) UV a T OREEEST 5,

- BEHEOZV VMY a TORGE UIEFHAT 50, Mo —H—
DTV Y a TOEEUIREST 5,

U.ACCOUNTMANAGER - TNV NV a TOEREEST 5,
U.FAXOPERATOR cETOT) Y aTOMERTAT 5,

UADDRESSBOOKOPERATOR | « £ TO 7)Y sV a 7OREZIHET 5,

- B2TOTV YN a TOHGHE L ZEET 5,

RARFEL — Y — - A& 7z UADMIN(a), UNORMAL(a)IZ &5 7V v vy
a 7OERIIFATT 5,

- TV VNV a TOEREHATT 5,

- 2TOTV U NV aTOMEEZERT S,

s BETOT) N a TORERELT S,

c BTOT) Y aTORELEHEET S,

(B389 5 TSFI)
s BEAZOL TV VN, YVaTdRRBLPEIER
« TopAccess : Y a 7AT—R A
s TVVUR—=RIAN=: FY Y NERIZHTHA VR Tz —A
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Table 30 D.USERJOB DA ¥ ¥ 7 7+ A%IfH

Sl |
VEMEIVEES .

7 7 & AHIE A
U.ADMIN(a)& UNORMAL(a)lxHE DA F v VFEfFLZY
370V aTdHiAEL UTEIMNITsNnG,

U.ADMIN(a)

c AF YUV aTOEREHTAT S,

- BTOAF Yy Va7 OMExHAT 5,
- BTOAF YV a TOWRLERIERT 5,
- BTOAF Yy YVa7OHHELELETT S,

U.NORMAL(a)

c AF YUV aTOEREHTAT S,

- BTOAF Yy Va7 OMExHAT 5,

- BTOAF YV a TOWRLERIERT 5,

- HHOAX Y Y a TORHE UIKEFFA$ 505, i1 —H—

DAF¥ Y a 7OHEUIMEST 5,

U.ACCOUNTMANAGER
U.ADDRESSBOOKOPERATOR
U.FAXOPERATOR

- AF YV a TOEREESGT S,

- BTOAF Yy Va7 OMEEHTT 5,
c BTDAF YUY a TOREREST 5,
- BTOAF Y Ya7OHHELEZEST S,

R —F —

- AF YV a TOEREESGT S,

- BTOAF Yy rYVa 7 OMERESRT S,
c BTDAF YUY a TOREREST 5,
- BTOAF Y YVa7OHHELEHESET S,

(BH3# 4 5 TSFI)

 BERRI  AF YV, BATEAARTY Y, YaTdEREB LR SER

- TopAccess : ¥V a 7 AT —&X A

Table 31 D.USER.JOB ® 2 ¥ — 7 & & R &I#f

a—F— |
VaTdiEE

7 7 & AR

- UADMIN(a) UNORMAL(a)% HEMWEF LA -V =

TDYa AL L TEMNT S,

U.ADMIN(a)

- A=Y a TOEREHAT 5,

- ATOaAVY—YaToMEET AT 5,
- BTOAY—Ya TOREEELT 5,
- 2THIAE—=YVa JDEHELZ2HATT 3,

U.NORMAL(a)

- AV a TOERETT 5,

- BTOIA—VaTOMEEHT 5,

- RTOIAE -V a TOREEERT 5,

- HEOaAY—Ya JOEHE VT 250, fioa—¥—o

I —Ya 7OEIEUIRESS 5,

U.ACCOUNTMANAGER
U.FAXOPERATOR
U.ADDRESSBOOKOPERATOR

- AE—Ya TOEREEGS 5,

- BTOI—=—VaTOMEEHAT 5,
- RTOIE—Va TOWREEERT 5,
- RTOIAY—VaJOHHLZEAT 5,

Copyright© 2022 TOSHIBA TEC. All rights reserved.

72/85




T 2 & KRR

RERAE L — Y —

- aA¥—Va TOEKEEGT 5,

- BTOAVY—VaTOMEEEST 5,
- BTOAY—Ya TOREEELT 5,
- ETOIAE—=YVaJDIHELZ2HERT 5,

(BH3# 9 5 TSFI)

C BEARRL O —, BATZATIY—, YaTRRBIUORIER

» TopAccess : Y a 7AT—X A

Table 32 D.USER.JOB D 7 7 7 AREE T 7 ¥ A&

2—HF—

Ya TiEH

7 7 & AR R

- U.ADMIN(a) ¥ UNORMAL(a) & UFAXOPERATOR % H &

WEGUET7 7 7 ARMEGEY a 7DV a Taia& L UTEIMNT
2

U.ADMIN(a)

c Ty O AREY 3 TOERE AT S,

c BTDI 7V AEEY a TOMEETTT 5,
c BTCODT 7V AREY a TOREZREET 5,
c BTCOT 7 7 AREY a TORGH L 21T 5,

U.NORMAL(a)

c Ty AREY 3 TOERE AT S,

c BTDI 7V AEEY a TOMEETTT 5,

c BTCODT 7 7 AREY a TOREZREET 5,

- HEO7 7 7 AREY 3 TORE UIEFFA$ 55, fliox—

F—D7 7 7 A%EEY a 7ORMEUIZESRT 5,

U.ACCOUNTMANAGER
U.ADDRESSBOOKOPERATOR

c T AREY 3 TOEREEST 5,

c BTCOT 7 7 AREY a TOMEZFIAT 5,
c BTCODT 7 7 AREY a TOREZREERT 5,
c BTODT 7 7 AKREY a TOBME L 2T 5,

U.FAXOPERATOR

« Ty O RREY a TOEKE T 5,

c BTCDT 7 7 AREY a TOMEIXIHTT 5,

c BTCDT 7 7 AREY a TOREZRESRT 5,

- BEO 7 7 7 AREFEY 3 TORH LIS 505, fhio1—

F—DT7 7 7 AEEYa TOMMEUIFESRT 5,

REBFEL—Y —

- T 7 O RREY a TOEREEST 5,

- RTOT7 7V ARMGEY a 7OMEEEST 5,
c RTDT 7V AKRMEY a TOREEESRT 5.
- RTDT 7 AKMEY a 7TOHUEL 2HET 5,

(BH3# 3 5 TSFI)

- BEANR D T 7 I GG, YV a TRABIUOR KR

« TopAccess : Y a 7AT—R A
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Table 33 D.USER.JOB D 7 7 27 2237 2 & A%l

a—H— | 7 7 & AHIE A
v aJpiEH - UADMIN(a) ¥ UFAXOPERATOR % 7 7 7 A5 a3 7D
VaTdiaEE L UTERT 5,
U.ADMIN(a) AV —DEEICESTETDT 7 7 ARGV 3 TOE %
U.FAXOPERATOR AT,
c BTDI 7 I AZEY a TOMEETTT 5,
c BTDI 7 IAZEY a TOREREST 5,
- BTCOT 7V AZEY a TORGHL 2R T 5,
U.NORMAL(a) A —DEEICESTETDT 7 7 ARGV 3 TOE%
U.ACCOUNTMANAGER AT B,

U.ADDRESSBOOKOPERATOR | + £ TD7 7 7 A%Z(EY a 7OME#HET 5,

s BTDIT 7 I AZEY a TOREREEHET 5,

c BTCDT 77 AZEY a 7O L EHEET 5,

AP —DREIZLSTETD T 7 7 AZIEY 3 TOMEHZ
HHT B,

- BTDIT 7 I AZEY a TOMEEIEST 5,

c BTDT 7 I AZEY a TOREZREST 5,

c BTCDT 77 AZEY a TORMELEHEET 5,

RAGEL— Y —

(B89 5 TSFI]
s BEARI L YV a TRAB LR IRR
- TopAccess : Y a 7AT—X A
- ZTOM:PSIN 77 7 AL VR T 2 — A

7.8. PSIN7 7 7 A-%v b7 — 27RO 8k
PURIZ &) & REB.2 B 12 B4 5 ke 2 2dik 3 5,
FDP_FXS_EXT.1

770 AETLOKEEIX, 77 7 ARGBELTT7 7 7V AZEDOATH 5,

TOED 7 7 VAL VR 7z —AlE W7 7 7 AL 7 7 V ALET — R OREZFEOAMHI N, %
DMMDOHEHMKTT 7 2 A4 VR T 2 —AZMHATEHITLW,

TOED7 7 7 AA VYR T 2 —AlZ, EZETA b N e LUTITUT ¥R G3 DAY K- T3, TD/
&, TOE & PSTN ¢ D@EEIX, 7727 A70 b AN & Fio2EZEOAZMNITEHN, 72—X B DX
VT =Y a VAR LAWEEIR, FNUBO 7 2 — XBITETEET S — 1245728, TOE 133&E

R Z YN g 5.
AUz &Y, PSTN & LAN (D7) v Yz Bk LTV 5,
(B 3 5 TSFI]

s ZOM:PSTIN 77 2 AL VR T2 — A
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7.9. WAL REE
ATz 2 9 AFIAQEMZBE 4 A2 BRI 2 0k T 5
FIA_AFL.1

- TOE 1. #/E/S2 VB LU TopAccess o2 —H =207 o1 3 HBIT, mBICKIN UG £ 7-
X7 ATy hay ZEREOT T A VS BA 7EREE R R DS, U ADMIN(a)il & » CTRRE S 7z
[FE (1~30) 1ZELUZR, #Y0a—¥—ID 2fEDRMa Yy 777 T 5,

By 27O MNREBICLHEZ AT —0Ouy T U NEMRRT S %2 UADMIN(a) &
U.ACCOUNTMANAGER (225 %,

(B854~ 5 TSFI]
V(YA ) VIR = B A G
+ TopAccess : B 1 v, EHEHRE
FIA_ATD.1

s TOE X, EFa VT« @M LTa—H¥—ID &85 % 12— — I BEM T Bk Ui 5.

(B389~ 5 TSFI)
« TopAccess : 1 —H —&H

FIA_ PMG_EXT.1

TOE l&, =¥ — A7 — FDO¥fH, EEOKIZA—HF — A7 - FE2RET 8L LTS, 2
T—REULTHEBINEXLFRA TIE, TIVT 7Ry MORF, INCF BT, e (+,-./:;="2
{1} AR=R) L REBEXF (1@#s ~ 0 (). BERUORUNREXXT (R YEEOT LT T M
T I VAEDYT 4 T EFFOXT : #Hfllk Table 16 2i1) TH 5, F/z. UADMIN(a)iZ & > T/¥A
7 — RE/IHTEE 156 CFA R ET 2 ELARETH 5,

(Bdid 9 % TSFI]
- BAESAOV L R — A, 1A Y, EEERGE
« TopAccess: BZ A >, THD7 Vb

FIA_UAU.7

TOEIX, BIENSINLDR S A=Y —DBRAT = RE2ANT B L, EFEEE EOALTORDDIZ
XF2 LT “@ #RRU, ANMUELFRERLURN, 2B, Web7 7 78056 2 —H =538
AT =R ANT2HEH. ANMUEXTFORDOICREXTFE2RRT D, 72720, RECFIEMFEHT
577 VIEIFE L= FEHRRT 5,

(B3 A TSFI)
- BERFN s
- TopAccess : @21 v

FIA_UAU.1/FIA_UID.1

TOEIX, 2 —¥—%2#H - FiFd2 2 2EkT 2, 22—V —THIV bDTF—XR—2 I/ LTa—
F— DR & HAAEITFEIN, T—HF—IDE AT — RPN EINTWVWBEZ LTy v LT —
Re—HULh\wHEu s VidERIHh, 22—V —ItHEAT T Y T I BRRRAI NS,
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T34 TV RPCIRE TV VUV R—=RIAN=2N L TETINE TV bOGEIF, 7V bV a Ttk
VadA—F—0a—-¥—-IDPFIIEINTED, TOEX TV Y bV a T2ZELEKRIZZOI—H—
IDZEHAIL TV Y b AR—IVEFa—127) v bV a T2KNT 5,

T2, TOEWX., 77 7 AZETRBICIE, 77 7 A%EY a 7O B 2707 7 2 A%ET
— X #TOEIZR1ET 5,

(B3#9 5 TSFI)
VAT ) s B G
« TopAccess : B 1~
- TV RIAN— YV MERIZHTE2A R T 2 — A
s FOMPSIN 77 7 AL VR Tz —A

FIA_USB.1
« TOE X, #l & REFICR Uz —Y = a—H—1ID, &#EZ2EERMIT S,
(B8:# 3 5 TSFI)
- BERFN s
+ TopAccess : B 1 Vv

7.10. ¥ a2V 71 EHE

BARIZZ 5 A FMT O Z 4B 2 itk z ik 3 5,

FMT_MOF.1
TOEIX., UADMIN(a)DMIZ, ¥ a7 F ¥ 3 IVOBERE DA /R E 2 U0 B X 5 a2 H
T3,

(Be3#9 5 TSFI)

- BES RO EELERE
+ TopAccess : HFHH

FMT_MSA.1

TOEIX, U.ADMIN(a)iZ A N OB Z 1Rk T 5,
- 239 —ID OfFK. £FE. BaE., Bk, =27 ZAK—h
- BB, Z£E, Mat, Bk, =7 AFR-1

TOE!Z., UACCOUNTMANAGERIZEA T DHEBE % 243 5,
- 2a—¥—ID Of&HEE. =7 AK—|
- UADMIN(a) % R< 22— —1D OfEk. 5. Hikk
- U.ADMIN(a) % fR < &I DRk, £, HIFR

TOE%. UNORMAL., U.ADDRESSBOOKOPERATORIZEL N DOHERE 2 24t 5,
- HEOa—¥—1D Of&E
- HEo®EOM &Y

(B39~ 5 TSFI)
- TopAccess : 2 —H% —45#
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FMT_MSA.3

TOEIZ, D.USERDOC® & O'D.USERJOBDHHUIER S N D0, TDXFa ) T4 @HEowEe L
TENEER LIz —F—Da—F—IDEEY TS,

TOEI%., D.USERDOCH XK UD.USERJOBMPAEK I N B, TDO¥a) T+ @ETHD 21— —1D
OUMEE LE E T SEEEEIXEREE L A,

(B33 5 TSFI)
s BERFR A= BATATE— AFY U, DATRAAFY Y, T 77 AKE
« TopAccess : 2 —H% —&H
s TV R—=RIAN=: TV FERIIT IR T =R

FMT_MTD.1

TOE%, U.ADMIN(a)iZ BA T DEIERERE & $24L 3 5,

- UADMIN(@)D 2 —H# =27 — RDEHEL T2 AK— k
UACCOUNTMANAGER D2 —H =N AT—RDEHFEL T 7 AR—h
U.ADDRESSBOOKOPERATOR DL —H— /XA 7 — ROEFE L T ZAK— h
UNORMAL D2 —HF— AT — RDZEFH L T AFK—
074V NRAT—=RDODANY bT A HBDOLEHE
0w o7y MEHOEE
Oy o279 RNINEZET ATV NDAT—=RAZ)T
F—bua 7y MEREOEHE
H IR R D28 5
B/INSAT — REOAH
7 RV AMRDIER, 255, Hibk
SYSLOG #—/N— D # & DA H
FTP ¥ — N—D#&EDLEHE
VIMI 2T DONR=YaViERET Y 7T — b

TOEIX, LAT D#E/EREEE 2 U ACCOUNTMANAGERIZHE AT 5,

- UACCOUNTMANAGER D2 —#—/XZA 7 — KDEEL T7 AK— b
U.ADDRESSBOOKOPERATOR @D L —H— RA 7 — ROZAFE L T/ AHK— K
UNORMAL D —H# =27 — RKDEHEL L7 ZAKR— b
UADMINQ@)BADE Y 27 NENEZTHI Y NDATF—R A2 )T

TOEIX. BAFD#/E#EEZ UNORMALIZERET 5,
HEDOI—HF— AT — ROLEH

TOEIX. LT O#/E#fEIZU ADDRESSBOOKOPERATOR # 2t 3 %,
HEDI—HF—NAT — ROLEH

(B83# 3 5 TSFI)
s BERXIL g1y R—LAHHE, YaTdRrbLOonsEKR BHERE
+ TopAccess: T 27 A >, 7Hhw v b, a—Y &M, EHEE
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FMT_SMF.1
TOEIX, ARDORFa ) 7+ HEHEREZ RIS 2I12L D, FMT_SMF.1% %83 %,

RALAR Y THEDEH
U.ADMIN(a)iZ & % H IRl R D 2 5 #11E,

I—HF—IDDOEH :
U.ADMIN(a) % 7z 1% U ACCOUNTMANAGER (Z & % I —Y¥ —1D O HEE,

I—H—NZAT— ROEH .
UADMIN(a) IZ & % UACCOUNTMANAGER . UNORMAL . UADMIN(a) ¥ & O
U.ADDRESSBOOKOPERATOR D —H#— /XA 7 — ROEEH LT 7 AR— M fE,
UACCOUNTMANAGER Z & % UACCOUNTMANAGER . UNORMAL ., & & O
U.ADDRESSBOOKOPERATOR D —H#— /XA 7 — ROELEH L T 7 AKR— M #4E,
UNORMALIZ X2 HED 2 —H =X A7 — R DA HEIE,
U.ADDRESSBOOKOPERATOR IZ & % 2 —H%# —/ 827 — K DZHIE,

2 — 4 — GREE R UL DB EE
U.ADMIN(a)iZ & 31 21 > /82T — KD A EIE D 28 HHRAE,
UADMIN(a)iZ &5 18 v 27 7 7 bR 0D 28 5 B,
U.ADMIN(a) & 7213 UACCOUNTMANAGER IZ & B30 v 2 7T FINET ATV P AT —RAD
70T —14E,

BN ZAT — REDOEM :
U.ADMIN(a)IZ & 2 /NS AT — K EDZHEEE,

Mgty v a v T U0 —Y—0T 7 7+ T OREERHIOIRE
UADMIN(a)iZ & 2 HEw 77 7 b O 2 A,

X aTF ¥ RINEE
U.ADMIN(a)iZ & % TLS @15 DE XN/ sl D2 A,

7 N L AMEDEH
U.ADMIN(a)iZ & % 7 N L AR 2 5 #fE,

SYSLOGH —/8— :
U.ADMIN(a)iZ & 5 SYSLOG ¥ —/N—Z& & DA FH f#1E,

FTPY —/N—:
U.ADMIN(a)iZ & % FTP ¥ — N —3%5E D A FH#AE,

VAZE V-
UADMIN(a)iZ &2 Y 7 b =T DOR—V g VHERE T v 75— b,
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(8% 3 5 TSFI)
s BERXIL a0y R—LAHH, YaTdErbLOnrEKR BHEERE
- TopAccess: BZ 1>, Thwy b, 2—F—EFH, EHERE

FMT_SMR.1

TOE & . UADMIN(a) . UACCOUNTMANAGER . UNORMAL & & U
U.ADDRESSBOOKOPERATORIZ B 4 & ¢ & fREF U, 2 — Y — 2 Ghk§ DI £ D& EI 2 i ) 72
A=Y —ICBE T 5.

(B3#9 5 TSFI)
- TopAccess : 2 —H —&H

7.11. TSFD5#
PAFIZZ 9 A FPT O EARIZBE T 2 B2 304 5 5,
FPT _SKP_EXT.1

« TSF &, ¥ —N—FEHE2 A5 R o4 I SLRETHRET 20, 2 Toa—¥F—it7 7%
AT BHEREIZERAE L TR,

- TSF &, B, dEfE, F vy LY a—FEOVARY A= R 2R T VITEXCCHRET
LM, BTOA—YF—ZT7 7 AT EHHEEZ L TR, £72, 2o D CSPIXERE THE
Ins,

« TSF i, H A MRGFE%Z FROM IZEXTHRIFT 60, 2@ TOI—Y =127 7 v AT 268X 82HE L
TV,

- TSF (X, TLS@EHD 2y ¥ a Vs L O HMAC O AR A € VI EXTIRET 205, £2TD
A—H—IZT AT HHRE L L TRV, F72. IThoodERE, BENTHEI NS,

ZNIZ X DFPT_SKP_EXT.1%2 5B L TW5,

FPT_STM.1

TOEW., BE&EO 7238k T 5720ICTORICHNEB I NE 7z ay ZICH RS2 T4] . THI .
TH] . (B . 148 . ] 2XALARY T UTCHHETAZ2I2E D, FPT.STM.1% %8B L
TW5,

(BH3# 9 5 TSFI)
FAU GEN.1. FAU GEN. 2 ©OBE83 TSFI (c#:3°%

FPT_TST EXT.1
TOE 1%, BEERHFFFIZUTOXRILTIF A N E2ETT S,

c TT7—=LT T DNIVAT AL
MFP %##H14 %Y 7 b =7 (SYSTEM FIRMWARE, SYSTEM SOFTWARE) I, B8z
RSA. vy ¥ a8 SHA-256 2 LB B4 AT X MGEE2ERL TWE, 72, TV v
R—a=w D77 =2, x7 (ENGINE FIRMWARE) . A% ¥ F—2=vy DT 7 =47
7 (SCANNER FIRMWARE) , 77 7 A2=w NED 7 7 —247 =7 (FAX1 FIRMWARE) &,
BA16bit DF = 7V L %FHE L, 77 =L 27 HELRLDNEHCKRIEZIT>TW5,
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s TR E=JHONILVAT A b
MFP Z #1327 b7 =7 (SYSTEM SOFTWARE) (XBIFEEIFIZ rngd D 70 & 22 FHA L
72#%. Linux PRNG ®/dev/random %*& 4096 /3 b ZHi#5 L T NIST SP 800-90B (272 5 - 7= H
CHEEZ4T5, 20D & Linux PRNG 2Ty ha =243 5720, mgd X1 ML —7DY b
54?RMMND%F%@H@@U&TO~®@Uﬁb110@® gt T 5 —(CF=0)2 AT 5 &,
W on 2L Cmgd 7Rt 22K T 3E5, TR REHR AT DFEREHNESIZ
ngd®7ﬂﬁ1%T%@ﬁ?6&\A%w®ka—y%rIU7 BH—E ATy I HREE
SN, TOE X#EH %19 5, 43, RDRAND @i BMIFUiahd &, = b —HOHIZH S
J A RPFEDBEEL TV RWZ L 2 RFET 572012, SoC D Online Health Test (OHT)IZ & %k
B ANIVAT A NBRHBI Tl bR S, Zhid /) 4 XFEOEDH S 266 ¥y MR LTEX 1Y

Fro 4y hO6FEEOLE Y MRXEX—VOWBIBE ATV N L, TOED LN #EIEFFHNTDH

TS, HPFEATHNIEAERE BT 5, —RROMOELED Z DHE TAREHK & TN LRI
XZ1%THH, AT/ AXPFOHEANRNZ=B0R 1ICEESINZD, 08 1 2XREICHBE U
0 $ %70 € OREIRN 7 i D FAE &2 AT 5 Z & 23, [Rambus 2012] D8k A 5 43 D2 > TWb, OHT
XIEED 256 [B|DJERE%E Fi 5, 129 [ LA B4 THNIERDRAND M4y id CF=1 & & $ 12l % K
ZITRIFTNECF=0TT I —%2KT, 7=, BIREHFICHE THRITIND SoCV\]ﬁ@Bulthelf
Test (BIST) Tl&, OHT AIEL K EWTWB Z & 2MGET 5728, BEXIfFIZ L D SoC AD OHT &
CTR_DRBG BIELL B\WT W5 Z & %2l d 5, Z @ BIST TEHE ZMHIT 5 & RDRAND w4y id

WIZCF=0 T — %K,

EEOANVAT AN TEREIRHINZGE, 3V b= ARV T T —a— RHRKRRI N, TOE
GEEZPIEL 22— —IX TOE 2HTE R R5, 77—LV 7 RIIFEEINEZY 7Y =T
TSFiE, 77 =Lz T7DANVATAMIED, Z2DFEf7a— FOBRMEEZMIEL TWDS, N—FKY
7 TSF X, TV FBE—HEHANTN—RY 27 R=2AD /) 1 RJFEZMHELTWS, TV ot —iH
DANIVATAMIED SoC WD ANIVAT A MERENETI NS LT, Ty b —JHOoHhD /
A ZPRDEDHIIDIEHR TH 5 h % MGE L IEEOBRH 217> TV 5,

PAEDZ 25 TSF AERICEEL TWAS Z & 2 BIREEIICEIET 2T A M2 LTRFORBD
ThHEERD,

(58 9~ 5 TSFI)
s BENRL L EBIFEY—
FOf: AA VAL wF

FPT_TUD_EXT.1

TSFIZ., U.ADMIN(a)iZ, TOEDBAIEDY 7 b7 27 N—Y a VIEREHRT 572001 VX7 2 —2A
EUTEMEARXVDOR— LAEEHOEHEREHAZRMEL, VI VT2 7y T T2 087
T — A& UTEMENRIVOEHRHZREHEH & TopAccess D& H 2% M % 2t 3 5,

¥/, Ty T T— b EBENZT Y 7T =193V 7 N2 T DEEEEZMRGET 5 T Y X IVEXMGE DK
REZftd 5, TOMEEAEE, Ty 77— b35& 77 —247 7 (SYSTEM SOTWAER, SYSTEM
FIRMWARE, ENGINE FIRMWARE, SCNNER FIRMARE, FAX1 FIRMWARE) 7 7 1 JLVIZAHEL
TR‘EINDETFIRZINEL S, FCS_COP.1(b)IZfit 5 72RSASSA-PSSIZ X WS L2y ¥ aflié,
Ty TTF— L&D TBEET7— LY T H5FCS_COP.1(c)IZft > TSHA-266 T L7z y &
AfEZ L, AR T DI L 2R TIHECTELVWT 7 — LT =270 E S PEMGEET 5,
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(BE3# 9 5 TSFI]
- BREN IOV R — L, EHEERE
- TopAccess : EHEHE

7.12. TOET 7 A
BUFIZ 2 5 A FTA OB HT 5 B LR % 30d T 5.
FTA_SSL.3

TOEIX, 2 —H = —EMRHEE SRV 2 EL 2 We, mElica 7y b UEd, ZERRIZ15
~150M DO/ THETE S, F/z. Web7 I 0¥ 2 AL TTOEIZT 7 AL, —ERHEE/ELE N
kv vavEBRHRK T LE ST Y N5, BRERRIZE~9990 D TRETE 5,
TOEWE., VYR —RIAN—mS5DT) v Y a 7TDHAICIINGEL v v a voERIZfTHhT.
7 v b OERNHEL - E by a v EKRT TS,
(B33 2 TSFI)

VAT 9 s B

+ TopAccess : @71 v

7.13. BEENA/F ¥ RNV
UTRIZY I A FTP OEHIZEIT % Bk 2 Glik 3 5,
FTP_ITC.1

TOEIZ, &Y —N—[OWEFDT — X IEH#EDZHTLSI.2%FHA L CGREZ LT 5., TOENE(EHE
Fy¥ 2N ENLTA =Y —N—_ SYSLOGHY —/N—, FTPH—N—~AD7 7t AT 5545121%. TLS
WEOMIAEZ &Y —N—ABRKT 3,

(B34 9 5 TSFI]
- BEARXOV X -, B v R LAHE, I¥—, DAZAIY— AF v DATZA
AFyy, TV, Ty 7 ARG, YVaTRRELUOOIER, HHARE.,
» TopAccess: O A Y, VaTAT—RA, THAUY N, -V —EH EHEHRE
s TVVR—=RIAN=: FY U MERIZNTEI VX T2 — R
- ZTOM: AL VALY F, PSIN T 7 7 AL VR T = — A

FTP_TRP.1(a). FTP_TRP.1(b)

TSFiZ, TOEX UV E— MEHES LY E— MIHAEHOBEREIZB VT, @BET — X OJRHE? 5D
RELWET — X OREDOHRAT 2 EEHEANRAERMT 572012, DUFOKREZ 2T 5,
WEBR— Y & Di@EfE :
27542 FPCROHTOEDWEBNR— YD E(EHH/ NN AZMENL ST 572012, HTTPS: Y v 7 —2 7
Ok aNTERT 5,
DE—MEHEB LTV E— MHHENZ 5142 FPCHSWEBT I U H %2> T, TOEOWEB
R—DZHH T 25413, HTTPS 70 b a)L & W8k 2 R 0 @E2 BB I n 3,
747V RPCOODORUIOERERIML 21—V —FAB LT RTOYVE—- I NHET 7~
3 &, HTTPS 7'\ h 2V & W EIZR D it T h b,

254 PCHRoDTY) v b
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254V PCIOETV VR —KIAN—%{fis727) v bDiGE. TOENOES CEEE/ A%
WIS 5 7-iz1%, TLS@/E 7'a b )V TGS 5,
(BH3# 9 5 TSFI)
- TopAccess: BZ A Y, YaTATF—XRA, THDU VM, 22— —EH HHEZRE
TIVUVA—=RIAN=: TV FERIZNTEI VR T —A
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YIS

e

BES % TSFIIZD\WT, BA RO Table 34 IZ/R7,

Table 34 TSFI D E#

TSFI%& S
BE IV

B ¥ — AL VALY FIZL D MFPIZEEE A%, MFPEZEBILZ0, MFPZY v v b
B Uz T 372001V RT —2,

asq BAERSRAINDSET VX AT 22—V — %R T 272001 VX7 2 — X,

AR — A JHH A=Y —N2AT — ROLEHME, BLUOTOEDN—Y 3 V2R T 570D 1 v
RT —2A,

av— XEEEETH-ODA VR Tz —2A,

MDATZATE— XEEEETH-ODA VR Tz —2A,

AF ¥ v FRE2BEGHT X LUTAF YL, AF Y Y UEEBT 227 Ea—, <

— VYR - ZLEZ - FBALED, FIPY—N—D7 3 VRIZHEFELED ., $55E
Demail7 RUAANEELEZD TELZODA VR Tz — A,

MATZAAF v

FRZ2EGT— X LTAF vy L, AFY Y LUEEBET—X%2 L ba— R
—JHIBRLZD, £/, AFvy o UET—X2RMNT7 7102 LU THREDe-mail
T RUVAANEELEZDTE720D1 VX T —2A,

AV 2547 RPCHLESNMFPHOF—IL RF a— B NERHEX. 77
JAZET —REHMT 5001 VX7 2 —2Z,
777 AEE FEfEE ST — R UTAF Y L, AF Yy Y UAHBT—X%2 7L Pa—, <

—VHIER - ZUEBR - WABLIUVOT7 7 7 AREETE20DN VAT — A,

YVaTdRREBLU
a7 FRR

FIRl, A% ¥ VOEFTRHPT RLAEOTF — X 28ET 52001 VX7 = —
Ao

EHERE BHEDNAT = ROEHE, 7 RVRAED T — X OBFEEOEHEN XY 7
1T AEERT S 2DDA VR T ==&,
TopAccess
asq Yy 74TV RPCIROT V2 AT 22—V —2BAERIET 570D 1 VX7 = —

Ao

VaTATFT—&KA

FIFFD TV NV a T, AF v Va TEEBETEEODA VR T -,

THT b HEDNRAT — REEPHEINTWAKENERERRTE-20D1 VX7 <
__10

-V -V —IFROBEHFED - —IZHT 2EHEITI DDA VR T = — A,

B E F— 2 THREEDOMFPORE. WAV —RKEY Y —D&E. 7 RLAEDA

YAR—FEOMFPOEHEZITS cbDA VX7 2 — A,

TYVR—=FFA4/N—
TV Y RNERIZN | ZFTAT Y RPCHRS TV Y N T =R EMFPIZA—IV RRFE)T 272001 V&
TAUVRTz—A | Txz—ATh5b,

Z DAt
PSTN 7 7 2 A A |7 7 7 AEDPSD T 7 VAT —R&2%fE3T 514 VR Tz —2A,
VRTz—A
AL VALY F MFPIZERZHA LT, 07 OHfF%2FE L. TOEZ AT E 2 REBIZT 5720

DAVRT z—2A,
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Apendix
Appendix TlE, BiEDER L SE CHkERT,

Table 35 MEFEDEE

W& ek -
AES Advanced Encryption Standard
BEV Border Encryption Value
CBC Cipher Block Chaining
CC Common Criteria
cPP Collaborative Protection Profile
CPU Central Processing Unit
DRAM Dynamic Random Access Memory
DRBG Deterministic Random Bit Generator
EE Encryption Engine
FDE Full Drive Encryption
FIPS PUB Federal Information Processing Standards Publication
FRAM Ferroelectric Random Access Memory
FROM Flash ROM
FTP File Transfer Protocol
GCM Galois Counter Mode
HCD Hardcopy Device
HDD Hard Disk Drive
HMAC Hash Message Authentication Code
HTTPS Hypertext Transfer Protocol over SSL
IPP Internet Printing Protocol
IPPS IPP over SSL
IT Information Technology

International Organization for Standardization / International

ISO/IEC Electrotechnical Commission

LAN Local Area Network

LCD Liquid crystal display

LED light emitting diode

MEFP Multifunction Peripheral

NCU Network control unit

NIC Network Interface Controller

NIST National Institute of Standards and Technology
PC Personal Computer

PP Protection Profile

PSTN Public Switched Telephone Network
RFC Request for Comments

RNG Random Number Generator

RSA Rivest-Shamir-Adleman

SAR Security Assurance Requirement
SFP Security Function Policy
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W& EE &
SFR Security Functional Requirement
SHA Secure Hash Algorithm
SMTP Simple Mail Transfer Protocol
Soc System-on-a-chip
TLS Transport Layer Security
TOE Target of Evaluation
TSF TOE Security Functionality
® 2% ik

» [Rambus 2012]

< Analysis of Intel's Ivy Bridge Digital Random Number Generator, Cryptography Research

a division of Rambus, 2012.
<~ Available: https://www.rambus.com/intel-ivy-bridge-random-number-generator/.

85/85

Copyright© 2022 TOSHIBA TEC. All rights reserved.


https://www.rambus.com/intel-ivy-bridge-random-number-generator/

	1. ST概説
	1.1. ST参照
	1.2. TOE参照
	1.3. TOE概要
	1.3.1. TOE種別
	1.3.2. TOEの主要なセキュリティ機能と使用方法
	1.3.3.  TOE以外に要求されるハードウェアおよびファームウェア

	1.4.  TOE記述
	1.4.1. TOEの物理的範囲
	1.4.2. ガイダンス
	1.4.3. TOEの論理的範囲
	1.4.3.1.  基本機能
	1.4.3.2. セキュリティ機能
	1.4.3.3.  用語


	2.  適合主張
	2.1. CC適合主張
	2.2. PP適合主張
	2.3. パッケージ適合主張
	2.4. 適合主張根拠

	3.  セキュリティ課題定義
	3.1. ユーザー
	3.2. 資産
	3.2.1. ユーザーデータ
	3.2.2. TSFデータ

	3.3. 脅威
	3.4. 組織のセキュリティ方針
	3.4.1. 組織のセキュリティ方針の定義

	3.5. 前提条件

	4.  セキュリティ対策方針
	4.1. 運用環境セキュリティ対策方針

	5.  Extended Component Definitions
	5.1. FAU_STG_EXT　Extended: External Audit Trail Storage
	5.2. FCS_CKM_EXT　Extended: Cryptographic Key Management
	5.3. FCS_HTTPS_EXT　Extended: HTTPS selected
	5.4. FCS_KDF_EXT　Extended: Cryptographic Key Derivation
	5.5. FCS_KYC_EXT　Extended: Cryptographic Operation (Key Chaining)
	5.6. FCS_RBG_EXT　Extended: Cryptographic Operation (Random Bit Generation)
	5.7. FCS_SMC_EXT　Extended: Submask Combining
	5.8. FCS_TLS_EXT　Extended: TLS selected
	5.9. FDP_DSK_EXT　Extended: Protection of Data on Disk
	5.10. FDP_FXS_EXT　Extended: Fax Separation
	5.11. FIA_PMG_EXT　Extended: Password Management
	5.12. FPT_KYP_EXT　Extended: Protection of Key and Key Material
	5.13. FPT_SKP_EXT　Extended: Protection of TSF Data
	5.14. FPT_TST_EXT　Extended: TSF testing
	5.15. FPT_TUD_EXT　Extended: Trusted Update

	6.  SECURITY REQUIREMENTS
	6.1. 表記法
	6.2. Class FAU: Security Audit
	6.2.1. FAU_GEN.1　Audit data generation
	6.2.2. FAU_GEN.2　User identity association
	6.2.3. FAU_STG_EXT.1　Extended: External Audit Trail Storage

	6.3. Class FCS: Cryptographic Support
	6.3.1. FCS_CKM.1(a)　Cryptographic Key Generation (for asymmetric keys)
	6.3.2. FCS_CKM.1(b)　Cryptographic key generation (Symmetric Keys)
	6.3.3. FCS_CKM.4(a)　Cryptographic key destruction
	6.3.4. FCS_CKM.4(b)　Cryptographic key destruction
	6.3.5. FCS_CKM_EXT.4　Extended: Cryptographic Key Material Destruction
	6.3.6. FCS_COP.1(a)　Cryptographic Operation (Symmetric encryption/decryption)
	6.3.7. FCS_COP.1(b)　Cryptographic Operation (for signature generation/verification)
	6.3.8. FCS_RBG_EXT.1(a)　Extended: Cryptographic Operation (Random Bit Generation)
	6.3.9. FCS_RBG_EXT.1(b)　Extended: Cryptographic Operation (Random Bit Generation)
	6.3.10. FCS_COP.1(c)　Cryptographic operation (Hash Algorithm)
	6.3.11. FCS_COP.1(f)　Cryptographic operation (Key Encryption)
	6.3.12. FCS_SMC_EXT.1 Extended: Submask Combining
	6.3.13. FCS_COP.1(g)　Cryptographic Operation (for keyed-hash message authentication)
	6.3.14. FCS_COP.1(h)　Cryptographic Operation (for keyed-hash message authentication)
	6.3.15. FCS_TLS_EXT.1　Extended: TLS selected
	6.3.16. FCS_HTTPS_EXT.1　Extended: HTTPS selected
	6.3.17. FCS_KDF_EXT　Extended: Cryptographic Key Derivation
	6.3.18. FCS_KYC_EXT.1　Extended: Key Chaining

	6.4. Class FDP: User Data Protection
	6.4.1. FDP_ACC.1　Subset access control
	6.4.2. FDP_ACF.1　Security attribute based access control
	6.4.3. FDP_FXS_EXT.1　Extended: Fax separation
	6.4.4. FDP_DSK_EXT.1　Extended: Protection of Data on Disk

	6.5. Class FIA: Identification and Authentication
	6.5.1. FIA_AFL.1　Authentication failure handling
	6.5.2. FIA_ATD.1　User attribute definition
	6.5.3. FIA_PMG_EXT　Extended:Password Management
	6.5.4. FIA_UAU.1　Timing of authentication
	6.5.5. FIA_UAU.7　Protected authentication feedback
	6.5.6. FIA_UID.1　Timing of identification
	6.5.7. FIA_USB.1　User-subject binding

	6.6. Class FMT: Security Management
	6.6.1. FMT_MOF.1　Management of security functions behavior
	6.6.2. FMT_MSA.1　Management of security attributes
	6.6.3. FMT_MSA.3　Static attribute initialization
	6.6.4. FMT_MTD.1　Management of TSF data
	6.6.5. FMT_SMF.1　Specification of Management Functions
	6.6.6. FMT_SMR.1 Security roles

	6.7. Class FPT: Protection of the TSF
	6.7.1. FPT_SKP_EXT.1　Extended: Protection of TSF Data
	6.7.2. FPT_STM.1　Reliable time stamps
	6.7.3. FPT_TST_EXT.1　Extended: TSF testing
	6.7.4. FPT_TUD_EXT.1　Extended: Trusted Update
	6.7.5. FPT_KYP_EXT.1　Extended: Protection of Key and Key Material

	6.8. Class FTA: TOE Access
	6.8.1. FTA_SSL.3 TSF-initiated termination

	6.9. Class FTP: Trusted Paths/Channels
	6.9.1. FTP_ITC.1　Inter-TSF trusted channel
	6.9.2. FTP_TRP.1(a)　Trusted path (for Administrators)
	6.9.3. FTP_TRP.1(b)　Trusted path (for Non-administrators)

	6.10. セキュリティ保証要件
	6.11.  セキュリティ機能要件根拠
	6.11.1. セキュリティ機能要件書の依存関係
	6.11.2. セキュリティ保証要件根拠


	7.  TOE要約仕様（TOE Summary Specification）
	7.1. 監査
	7.2. 暗号サポート
	7.3.  ストレージ暗号化（条件付き必須要件）
	7.4. ストレージ暗号化（選択要件）
	7.5. 通信の保護（選択要件）
	7.6. 高信頼アップデート（選択要件）
	7.7. 利用者データ保護
	7.8. PSTNファクス-ネットワーク間の分離
	7.9.  識別と認証
	7.10. セキュリティ管理
	7.11. TSFの保護
	7.12. TOEアクセス
	7.13. 高信頼パス/チャネル

	Apendix

