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Designation Definition

An attacker may access (read, modify, or delete) User Document Data or
T.UNAUTHORIZED_ACCESS change (modify or delete) User Job Data in the TOE through one of the
TOFE'’s interfaces.

An attacker may gain Unauthorized Access to TSF Data in the TOE
T.TSF_COMPROMISE
through one of the TOE’s interfaces.

A malfunction of the TSF may cause loss of security if the TOE is
T.TSF_FAILURE
permitted to operate.

An attacker may cause the installation of unauthorized software on the
TOE.

T.NET_COMPROMISE An attacker may access data in transit or otherwise compromise the
18/95
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security of the TOE by monitoring or manipulating network

communication.
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Designation

Definition

P.AUTHORIZATION

Users must be authorized before performing Document Processing and

administrative functions.

P.AUDIT

Security-relevant activities must be audited and the log of such actions

must be protected and transmitted to an External IT Entity.

P.COMMS_PROTECTION

The TOE must be able to identify itself to other devices on the LAN.

P.STORAGE_ENCRYPTION

If the TOE stores User Document Data or Confidential TSF Data on
Field-Replaceable Nonvolatile Storage Devices, it will encrypt such data

on those devices.

P.KEY_MATERIAL

Cleartext keys, submasks, random numbers, or any other values that
contribute to the creation of encryption keys for Field-Replaceable
Nonvolatile Storage of User Document Data or Confidential TSF Data
must be protected from unauthorized access and must not be stored on

that storage device.

TOE OFAICH =Y mBELREMY, ERICEVLWTEEINSFIRENHZ. & 10 IIRT,

* 10 FIEREM

Designation Definition
Physical security, commensurate with the value of the TOE and the data it stores
A.PHYSICAL _
or processes, is assumed to be provided by the environment.
The Operational Environment is assumed to protect the TOE from direct, public
A.NETWORK

access to its LAN interface.

A.TRUSTED_ADMIN

TOE Administrators are trusted to administer the TOE according to site security

policies.

A.TRAINED_USERS Authorized Users are trained to use the TOE according to site security policies.
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Designation Definition

The Operational Environment shall provide physical security,
OE.PHYSICAL_PROTECTION | commensurate with the value of the TOE and the data it stores or

processes.

The Operational Environment shall provide network security to protect
OE.NETWORK_PROTECTION
the TOE from direct, public access to its LAN interface.

The TOE Owner shall establish trust that Administrators will not use their
OE.ADMIN_TRUST o o
privileges for malicious purposes.

The TOE Owner shall ensure that Users are aware of site security
OE.USER_TRAINING o
policies and have the competence to follow them.

The TOE Owner shall ensure that Administrators are aware of site

security policies and have the competence to use manufacturer’s
OE.ADMIN_TRAINING _ _
guidance to correctly configure the TOE and protect passwords and keys

accordingly.
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5.1. FAU_STG_EXT Extended: External Audit Trail Storage

Family Behavior:
This family defines requirements for the TSF to ensure that secure transmission of audit data from
TOE to an External IT Entity.

Component leveling:

FAU_STG_EXT.1: Extended: External Audit Trail Storage 1

FAU_STG_EXT.1 External Audit Trail Storage requires the TSF to use a trusted channel implementing a
secure protocol.

Management:
The following actions could be considered for the management functions in FMT:
» The TSF shall have the ability to configure the cryptographic functionality.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:
* There are no auditable events foreseen.

FAU_STG_EXT.1 Extended: Protected Audit Trail Storage
Hierarchical to:  No other components.
Dependencies: FAU_GEN.1 Audit data generation,

FTP_ITC.1 Inter-TSF trusted channel

FAU_STG_EXT.1.1 The TSF shall be able to transmit the generated audit data to an External IT Entity using a
trusted channel according to FTP_ITC.1.

Rationale:
The TSF is required that the transmission of generated audit data to an External IT Entity which relies
on a non-TOE audit server for storage and review of audit records. The storage of these audit records
and the ability to allow the administrator to review these audit records is provided by the Operational
Environment in that case. The Common Criteria does not provide a suitable SFR for the transmission
of audit data to an External IT Entity.
This extended component protects the audit records, and it is therefore placed in the FAU class with a

single component.
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5.2. FCS_CKM_EXT Extended: Cryptographic Key Management

Family Behavior:
This family addresses the management aspects of cryptographic keys. Especially, this extended
component is intended for cryptographic key destruction.

Component leveling:

FCS_CKM_EXT.4: Extended: Cryptographic Key Material Destruction 4

FCS_CKM_EXT.4 Cryptographic Key Material Destruction ensures not only keys but also key materials that
are no longer needed are destroyed by using an approved method.
Management:
The following actions could be considered for the management functions in FMT:
- There are no management actions foreseen.
Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:
* There are no auditable events foreseen.
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction
Hierarchical to:  No other components.
Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction
FCS_CKM_EXT.4.1The TSF shall destroy all plaintext secret and private cryptographic keys and
cryptographic critical security parameters when no longer needed.
Rationale:
Cryptographic Key Material Destruction is to ensure the keys and key materials that are no longer
needed are destroyed by using an approved method, and the Common Criteria does not provide a
suitable SFR for the Cryptographic Key Material Destruction.
This extended component protects the cryptographic key and key materials against exposure, and it

is therefore placed in the FCS class with a single component.

5.3. FCS_IPSEC_EXT Extended: IPsec selected

Family Behavior:

This family addresses requirements for protecting communications using IPsec.
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Component leveling:

FCS_IPSEC_EXT.1 Extended: IPsec selected 1

FCS_IPSEC_EXT.1 IPsec requires that IPsec be implemented as specified.
Management:
The following actions could be considered for the management functions in FMT:
» There are no management actions foreseen.
Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:
* Failure to establish an IPsec SA
FCS_IPSEC_EXT.1 Extended: IPsec selected
Hierarchical to: No other components.
Dependencies: FIA PSK _EXT.1 Extended: Pre-Shared Key Composition
FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash message authentication)
FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit Generation)
Rationale: According to the cPP for Network devices v1.0, there is FCS_IPSEC_EXT.1 related SFR
with some dependencies. For consistency between other cPPs/PPs and HCD PP v1.0, missing SFRs

are appended in its dependencies list.

FCS_IPSEC_EXT.1.1 The TSF shall implement the IPsec architecture as specified in RFC 4301.

FCS_IPSEC_EXT.1.2 The TSF shall implement [selection: tunnel mode, transport mode].

FCS_IPSEC_EXT.1.3 The TSF shall have a nominal, final entry in the SPD that matches anything that is
otherwise unmatched, and discards it.

FCS_IPSEC_EXT.1.4 The TSF shall implement the IPsec protocol ESP as defined by RFC 4303 using
[selection: the cryptographic algorithms AES-CBC-128 (as specified by RFC 3602) together with a
Secure Hash Algorithm (SHA)-based HMAC, AES-CBC-256 (as specified by RFC 3602) together
with a Secure Hash Algorithm (SHA)-based HMAC, AES-GCM-128 as specified in RFC 4106,
AES-GCM-256 as specified in RFC 4106].

FCS_IPSEC_EXT.1.5 The TSF shall implement the protocol: [selection: IKEv1, using Main Mode for Phase 1
exchanges, as defined in RFCs 2407, 2408, 2409, RFC 4109, [selection: no other RFCs for extended
sequence numbers, RFC 4304 for extended sequence numbers], and [selection: no other RFCs for
hash functions, RFC 4868 for hash functions]; IKEvZ2 as defined in RFCs 5996 [selection: with no
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support for NAT traversal, with mandatory support for NAT traversal as specified in section 2.23], and
[selection: no other RFCs for hash functions, RFC 4868 for hash functions]].

FCS_IPSEC_EXT.1.6 The TSF shall ensure the encrypted payload in the [selection: IKEv1, IKEvZ2] protocol
uses the cryptographic algorithms AES-CBC-128, AES-CBC-256 as specified in RFC 3602 and
[selection: AES-GCM-128, AES-GCM-256 as specified in RFC 5282, no other algorithm].

FCS_IPSEC_EXT.1.7 The TSF shall ensure that IKEv1 Phase 1 exchanges use only main mode.

FCS_IPSEC_EXT.1.8 The TSF shall ensure that [selection: IKEv2 SA lifetimes can be established based on
[selection: number of packets/number of bytes; length of time, where the time values can be limited
to: 24 hours for Phase 1 SAs and 8 hours for Phase 2 SAs]; IKEv1 SA lifetimes can be established
based on [selection: number of packets/number of bytes ; length of time, where the time values can
be limited to: 24 hours for Phase 1 SAs and 8 hours for Phase 2 SAs]].

FCS_IPSEC_EXT.1.9 The TSF shall ensure that all IKE protocols implement DH Groups 14 (2048-bit MODP),
and [selection: 24 (2048-bit MODP with 256-bit POS), 19 (256-bit Random ECP), 20 (384-bit Random
ECP, 5 (1536-bit MODP)), [assignment: other DH groups that are implemented by the TOE], no other
DH groups].

FCS_IPSEC_EXT.1.10 The TSF shall ensure that all IKE protocols perform Peer Authentication using the
[selection: RSA, ECDSA] algorithm and Pre-shared Keys.

Rationale:

IPsec is one of the secure communication protocols, and the Common Criteria does not provide a
suitable SFR for the communication protocols using cryptographic algorithms.
This extended component protects the communication data using cryptographic algorithms, and it is

therefore placed in the FCS class with a single component.

5.4. FCS_KYC_EXT Extended: Cryptographic Operation (Key Chaining)

Family Behavior:
This family provides the specification to be used for using multiple layers of encryption keys to
ultimately secure the protected data encrypted on the storage.

Component leveling:

FCS_KYC_EXT Key Chaining 1

FCS_KYC_EXT Key Chaining, requires the TSF to maintain a key chain and specifies the characteristics of
that chain.
Management:

The following actions could be considered for the management functions in FMT:

» There are no management actions foreseen.
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Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:
* There are no auditable events foreseen.

FCS_KYC_EXT.1 Extended: Key Chaining
Hierarchical to: No other components.

Dependencies: [FCS_COP.1(e) Cryptographic operation (Key Wrapping), FCS_SMC_EXT.1
Extended: Submask Combining, FCS_COP.1(i) Cryptographic operation (Key Transport),
FCS_KDF_EXT.1 Cryptographic Operation (Key Derivation), and/or FCS_COP.1(f) Cryptographic
operation (Key Encryption)].

FCS_KYC_EXT.1.1 The TSF shall maintain a key chain of: [selection: one, using a submask as the BEVor
DEK; intermediate keys originating from one or more submask(s) to the BEV or DEK using the
following method(s): [selection: key wrapping as specified in FCS_COP.1(e), key combining as
specified in FCS_SMC_EXT.1, key encryption as specified in FCS_COP.1(f), key derivation as
specified in FCS_KDF_EXT.1, key transport as specified in FCS_COP.1(i)]] while maintaining an
effective strength of [selection: 128 bits, 256 bits].

Rationale:

Key Chaining ensures that the TSF maintains the key chain, and also specifies the characteristics of
that chain. However, the Common Criteria does not provide a suitable SFR for the management of
multiple layers of encryption key to protect encrypted data.

This extended component protects the TSF data using cryptographic algorithms, and it is therefore

placed in the FCS class with a single component.

5.,5. FCS_RBG_EXT Extended: Cryptographic Operation (Random Bit Generation)

Family Behavior:
This family defines requirements for random bit generation to ensure that it is performed in
accordance with selected standards and seeded by an entropy source.

Component leveling:

FCS_RBG_EXT.1 Extended: Random Bit Generation 1

FCS_RBG_EXT.1 Random Bit Generation requires random bit generation to be performed in accordance with
selected standards and seeded by an entropy source.

Management:
The following actions could be considered for the management functions in FMT:

» There are no management actions foreseen.
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Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:
* There are no auditable events foreseen.

FCS_RBG_EXT.1 Extended: Random Bit Generation
Hierarchical to: No other components.

Dependencies: No dependencies.

FCS_RBG_EXT.1.1 The TSF shall perform all deterministic random bit generation services in accordance with
[selection: ISO/IEC 18031:2011, NIST SP 800-90A] using [selection: Hash_DRBG (any),
HMAC_DRBG (any), CTR_DRBG (AES)].

FCS_RBG_EXT.1.2 The deterministic RBG shall be seeded by an entropy source that accumulates entropy
from [selection: [assignment: number of software-based sources] software-based noise source(s),
[assignment: number of hardware-based sources] hardware-based noise source(s)] with a minimum
of [selection: 128 bits, 256 bits] of entropy at least equal to the greatest security strength, according to
ISO/IEC 18031:2011 Table C.1 “Security strength table for hash functions”, of the keys and hashes
that it will generate.

Rationale:

Random bits/number will be used by the SFRs for key generation and destruction, and the Common
Criteria does not provide a suitable SFR for the random bit generation.

This extended component ensures the strength of encryption keys, and it is therefore placed in the
FCS class with a single component.

5.6. FDP_DSK _EXT Extended: Protection of Data on Disk

Family Behavior:

This family is to mandate the encryption of all protected data written to the storage.
Component leveling:

FDP_DSK_EXT.1 Extended: Protection of Data on Disk 1

FDP_DSK_EXT.1 Extended: Protection of Data on Disk, requires the TSF to encrypt all the Confidential TSF
and User Data stored on the Field-Replaceable Nonvolatile Storage Devices in order to avoid storing
these data in plaintext on the devices.

Management:

The following actions could be considered for the management functions in FMT:
» There are no management actions foreseen.
Audit:
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The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:
* There are no auditable events foreseen.
FDP_DSK_EXT.1 Extended: Protection of Data on Disk
Hierarchical to: No other components.
Dependencies: FCS_COP.1(d) Cryptographic operation (AES Data Encryption/Decryption)
FDP_DSK_EXT.1.1 The TSF shall [selection: perform encryption in accordance with FCS_COP.1(d), use a
self-encrypting Field-Replaceable Nonvolatile Storage Device that is separately CC certified to
conform to the FDE EE cPP] such that any Field-Replaceable Nonvolatile Storage Device contains no
plaintext User Document Data and no plaintext confidential TSF Data.
FDP_DSK_EXT.1.2 The TSF shall encrypt all protected data without user intervention.
Rationale:
Extended: Protection of Data on Disk is to specify that encryption of any confidential data without user
intervention, and the Common Criteria does not provide a suitable SFR for the Protection of Data on
Disk.
This extended component protects the Data on Disk, and it is therefore placed in the FDP class with a

single component.

5.7. FIA_PMG_EXT Extended: Password Management

Family Behavior:
This family defines requirements for the attributes of passwords used by administrative users to
ensure that strong passwords and passphrases can be chosen and maintained.

Component leveling:

FIA_PMG _EXT.1 Extended: Password Management 1

FIA_PMG _EXT.1 Password management requires the TSF to support passwords with varying composition
requirements, minimum lengths, maximum lifetime, and similarity constraints.

Management:
The following actions could be considered for the management functions in FMT:
» There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:
* There are no auditable events foreseen.

FIA_PMG _EXT.1 Extended: Password management
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Hierarchical to: No other components.
Dependencies: No dependencies.

FIA_PMG _EXT.1.1 The TSF shall provide the following password management capabilities for User
passwords:
» Passwords shall be able to be composed of any combination of upper and lower case letters,
numbers, and the following special characters: [selection: “I”, ‘@”, “#”, “%”, “%”, “*", “&”, “*”, “(*, )",
[assignment: other characters]];
* Minimum password length shall be settable by an Administrator, and have the capability to require
passwords of 15 characters or greater.

Rationale:
Password Management is to ensure the strong authentication between the endpoints of
communication, and the Common Criteria does not provide a suitable SFR for the Password
Management.
This extended component protects the TOE by means of password management, and it is therefore

placed in the FIA class with a single component.

5.8. FIA_PSK_EXT Extended: Pre-Shared Key Composition

Family Behavior:
This family defines requirements for the TSF to ensure the ability to use pre-shared keys for IPsec.

Component leveling:

FIA_PSK_EXT.1 Extended: Pre-Shared Key Composition 1

FIA_PSK_EXT.1 Pre-Shared Key Composition, ensures authenticity and access control for updates.
Management:
The following actions could be considered for the management functions in FMT:
» There are no management actions foreseen.
Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:
* There are no auditable events foreseen.
FIA_PSK_EXT.1 Extended: Pre-Shared Key Composition
Hierarchical to: No other components.
Dependencies: FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit Generation).
FIA_PSK_EXT.1.1 The TSF shall be able to use pre-shared keys for IPsec.
FIA_PSK_EXT.1.2 The TSF shall be able to accept text-based pre-shared keys that are:
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+ 22 characters in length and [selection: [assignment: other supported lengths], no other lengths];
» composed of any combination of upper and lower case letters, numbers, and special characters
(that include: I, “@”", “#", “$”, “%”, “N", “&”, “*”, “(*, and “)").

FIA_PSK_EXT.1.3 The TSF shall condition the text-based pre-shared keys by using [selection: SHA-1,
SHA-256, SHA-512, [assignment: method of conditioning text string]] and be able to [selection: use
no other pre-shared keys; accept bit-based pre-shared keys; generate bit-based pre-shared keys
using the random bit generator specified in FCS_RBG_EXT.1].

Rationale:

Pre-shared Key Composition is to ensure the strong authentication between the endpoints of
communications, and the Common Criteria does not provide a suitable SFR for the Pre-shared Key
Composition.

This extended component protects the TOE by means of strong authentication, and it is therefore

placed in the FIA class with a single component.

5.9. FPT_KYP_EXT Extended: Protection of Key and Key Material

Family Behavior:
This family addresses the requirements for keys and key materials to be protected if and when written
to nonvolatile storage.

Component leveling:

FPT_ KYP _EXT.1 Protection of key and key material 1

FPT_ KYP _EXT.1 Extended: Protection of key and key material, requires the TSF to ensure that no plaintext
key or key materials are written to nonvolatile storage.

Management:
The following actions could be considered for the management functions in FMT:
* There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:
* There are no auditable events foreseen.

FPT_ KYP _EXT.1 Extended: Protection of Key and Key Material
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_ KYP _EXT.1.1 The TSF shall not store plaintext keys that are part of the keychain specified by
FCS_KYC_EXT.1 in any Field-Replaceable Nonvolatile Storage Device, and not store any such
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plaintext key on a device that uses the key for its encryption.

Rationale:
Protection of Key and Key Material is to ensure that no plaintext key or key material are written to
nonvolatile storage, and the Common Criteria does not provide a suitable SFR for the protection of
key and key material.
This extended component protects the TSF data, and it is therefore placed in the FPT class with a

single component.

5.10. FPT_SKP_EXT Extended: Protection of TSF Data

Family Behavior:
This family addresses the requirements for managing and protecting the TSF data, such as
cryptographic keys. This is a new family modelled as the FPT Class.

Component leveling:

FPT_SKP_EXT.1 Extended: Protection of TSF Data 1

FPT_SKP_EXT.1 Protection of TSF Data (for reading all symmetric keys), requires preventing symmetric keys
from being read by any user or subject. It is the only component of this family.
Management:
The following actions could be considered for the management functions in FMT:
» There are no management actions foreseen.
Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:
* There are no auditable events foreseen.
FPT_SKP_EXT.1 Extended: Protection of TSF Data
Hierarchical to: No other components.
Dependencies: No dependencies.
FPT_SKP_EXT.1.1 The TSF shall prevent reading of all pre-shared keys, symmetric keys, and private keys.
Rationale:
Protection of TSF Data is to ensure the pre-shared keys, symmetric keys and private keys are
protected securely, and the Common Criteria does not provide a suitable SFR for the protection of
such TSF data.
This extended component protects the TOE by means of strong authentication using Pre-shared Key,

and it is therefore placed in the FPT class with a single component.
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5.11. FPT_TST_EXT Extended: TSF testing

Family Behavior:
This family addresses the requirements for self-testing the TSF for selected correct operation.

Component leveling:

FPT_TST_EXT.1 Extended: TSF testing 1

FPT_TST_EXT.1 TSF testing requires a suite of self-testing to be run during initial start-up in order to
demonstrate correct operation of the TSF.
Management:
The following actions could be considered for the management functions in FMT:
» There are no management actions foreseen.
Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:
* There are no auditable events foreseen.
FPT_TST_EXT.1 Extended: TSF testing
Hierarchical to: No other components.
Dependencies: No dependencies.
FPT_TST_EXT.1.1 The TSF shall run a suite of self-tests during initial start-up (and power on) to demonstrate
the correct operation of the TSF.
Rationale:
TSF testing is to ensure the TSF can be operated correctly, and the Common Criteria does not
provide a suitable SFR for the TSF testing. In particular, there is no SFR defined for TSF testing.
This extended component protects the TOE, and it is therefore placed in the FPT class with a single

component.

5.12. FPT_TUD_EXT Extended: Trusted Update

Family Behavior:
This family defines requirements for the TSF to ensure that only administrators can update the TOE
firmware/software, and that such firmware/software is authentic.

Component leveling:

FPT_TUD_EXT.1 Extended: Trusted Update 1

FPT_TUD EXT.1 Trusted Update, ensures authenticity and access control for updates.
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Management:

Audit:

The following actions could be considered for the management functions in FMT:

* There are no management actions foreseen.

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

* There are no auditable events foreseen.

FPT_TUD_EXT.1 Trusted Update

(for O.UPDATE_VERIFICATION)

Hierarchical to:  No other components.

Dependencies: FCS_COP.1(b) Cryptographic Operation (for signature  generation/verification),
FCS_COP.1(c) Cryptographic operation (Hash Algorithm).

Rationale: Dependency FCS_COP.1(c) is mandatory for signature verification.

FPT_TUD_EXT.1.1 The TSF shall provide authorized administrators the ability to query the current version of

the TOE firmware/software.

FPT_TUD_EXT.1.2 The TSF shall provide authorized administrators the ability to initiate updates to TOE

firmware/software.

FPT_TUD_EXT.1.3 The TSF shall provide a means to verify firmware/software updates to the TOE using a

digital signature mechanism and [selection: published hash, no other functions] prior to installing
those updates.

Rationale:

Firmware/software is a form of TSF Data, and the Common Criteria does not provide a suitable SFR
for the management of firmware/software. In particular, there is no SFR defined for importing TSF
Data.

This extended component protects the TOE, and it is therefore placed in the FPT class with a single

component.
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6.1.1. Class FAU: Security Audit

FAU_GEN.1 Audit data generation
(for O.AUDIT)
Hierarchical to: No other components.

Dependencies: FPT_STM.1 Reliable time stamps

FAU_GEN.1.1  The TSF shall be able to generate an audit record of the following auditable events:
a) Start-up and shutdown of the audit functions;
b) All auditable events for the not specified level of audit; and
c) All auditable events specified in & 13, [% L],

FAU_GEN.1.2 The TSF shall record within each audit record at least the following information:
a) Date and time of the event, type of event, subject identity (if applicable), and the outcome
(success or failure) of the event; and
b) For each audit event type, based on the auditable event definitions of the functional
components included in the PP/ST, additional information specified in & 13, [ (7D
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EEMENR,
L Y IR
BHSFEOIDIET— F
]

& 13 BEAWRERY R b

Auditable event Relevant SFR Additional information
Job completion FDP_ACF.1 Type of job
Unsuccessful User authentication FIA_UAU.1 None
Unsuccessful User identification FIA_UID.1 None
Use of management functions FMT_SMF.1 BIESNT-EEERE., BIEFRAR
Modification to the group of Users that None
are part of a role FMT_SMR1
Changes to the time FPT_STM.1 None
Failure to establish session FTP_ITCA, Reason for failure

FTP_TRP.1(a),
FTP_TRP.1(b)

FAU_GEN.2 User identity association
(for O.AUDIT)
Hierarchical to:  No other components.
Dependencies: FAU_GEN.1 Audit data generation
FIA_UID.1 Timing of identification

FAU_GEN.2.1  For audit events resulting from actions of identified users, the TSF shall be able to associate

each auditable event with the identity of the user that caused the event.

FAU_STG_EXT.1 Extended: External Audit Trail Storage
(for O.AUDIT)
Hierarchical to: No other components.
Dependencies: FAU_GEN.1 Audit data generation,
FTP_ITC.1 Inter-TSF trusted channel.

FAU_STG_EXT.1.1 The TSF shall be able to transmit the generated audit data to an External IT Entity using a
trusted channel according to FTP_ITC.1.
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6.1.2. Class FCS: Cryptographic Support

FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys)
(for O.COMMS_PROTECTION)
Hierarchical to:  No other components.
Dependencies: [FCS_COP.1(b) Cryptographic Operation (for signature generation/verification)
FCS_COP.1(i) Cryptographic operation (Key Transport)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

FCS_CKM.1.1(a) Refinement: The TSF shall generate asymmetric cryptographic keys used for key
establishment in accordance with [

* NIST Special Publication 800-56A, “Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm Cryptography” for finite
field-based key establishment schemes;
* NIST Special Publication 800-56B, “Recommendation for Pair-Wise Key
Establishment Schemes Using Integer Factorization Cryptography” for RSA-based
key establishment schemes
] and specified cryptographic key sizes equivalent to, or greater than, a symmetric
key strength of 112 bits.

FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)
(for O.COMMS_PROTECTION, O.STORAGE_ENCRYPTION)
Hierarchical to: No other components.
Dependencies: [FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
FCS_COP.1(d) Cryptographic Operation (AES Data Encryption/Decryption)
FCS_COP.1(e) Cryptographic Operation (Key Wrapping)
FCS_COP.1(
FCS_COP.1(g) Cryptographic Operation (for keyed-hash message authentication)

f) Cryptographic operation (Key Encryption)

FCS_COP.1(h) Cryptographic Operation (for keyed-hash message authentication)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction
FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit Generation)

FCS_CKM.1.1(b) Refinement: The TSF shall generate symmetric cryptographic keys using a Random Bit
Generator as specified in FCS_RBG_EXT.1 and specified cryptographic key sizes
[128 bit, 256 bit] that meet the following: No Standard.
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FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction
(for O.COMMS_PROTECTION, O.STORAGE_ENCRYPTION, O.PURGE_DATA)
Hierarchical to:  No other components.
Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction

FCS_CKM_EXT.4.1 The TSF shall destroy all plaintext secret and private cryptographic keys and
cryptographic critical security parameters when no longer needed.

FCS_CKM.4 Cryptographic key destruction
(for O.COMMS_PROTECTION, O.STORAGE_ENCRYPTION, O.PURGE_DATA)
Hierarchical to:  No other components.
Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]

FCS_CKM.4.1 Refinement: The TSF shall destroy cryptographic keys in accordance with a specified
cryptographic key destruction method [
For volatile memory, the destruction shall be executed by [powering off a device].
For nonvolatile storage, the destruction shall be executed by a [single] overwrite of
key data storage location consisting of [a pseudo random pattern using the TSF’s
RBG (as specified in FCS_RBG_EXT.1)], followed by a [none). If read-verification of
the overwritten data fails, the process shall be repeated again;

] that meets the following: [no standard].

FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
(for O.COMMS_PROTECTION)
Hierarchical to: No other components.
Dependencies: [FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

FCS_COP.1.1(a) Refinement: The TSF shall perform encryption and decryption in accordance with a
specified cryptographic algorithm AES operating in [/#5#//F€— F - CBC] and
cryptographic key sizes 128-bits and 256-bits that meets the following:

* FIPS PUB 197, “Advanced Encryption Standard (AES)”
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* [NIST SP 800-38A]

FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit Generation)
(for O.STORAGE_ENCRYPTION and O.COMMS_PROTECTION)
Hierarchical to: No other components.

Dependencies: No dependencies.

FCS_RBG_EXT.1.1: The TSF shall perform all deterministic random bit generation services in accordance
with [NIST SP 800-90A] using [Hash_DRBG (SHA256)].

FCS_RBG_EXT.1.2 The deterministic RBG shall be seeded by at least one entropy source that accumulates
entropy from [[1 D D] hardware-based noise source] with a minimum of [256 bits] of entropy
at least equal to the greatest security strength, according to ISO/IEC 18031:2011 Table C.1

“Security Strength Table for Hash Functions”, of the keys and hashes that it will generate.

FCS_KYC_EXT.1 Extended: Key Chaining
Hierarchical to: No other components.
Dependencies: FCS_COP.1(e) Cryptographic operation (Key Wrapping),
FCS_SMC_EXT.1 Extended: Submask Combining,
FCS_COP.1(i) Cryptographic operation (Key Transport),
FCS_KDF_EXT.1 Cryptographic Operation (Key Derivation),
and/or FCS_COP.1(f) Cryptographic operation (Key Encryption)].

FCS_KYC_EXT.1.1 The TSF shall maintain a key chain of: [intermediate keys originating from one or more
submask(s) to the BEV or DEK using the following method(s): [key encryption as specified in
FCS_COP.1(f)]] while maintaining an effective strength of [128 bits].

FCS_COP.1(d) Cryptographic operation (AES Data Encryption/Decryption)
(for O. STORAGE_ENCRYPTION)
Hierarchical to: No other components.
Dependencies: [FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

FCS_COP.1.1(d) The TSF shall perform data encryption and decryption in accordance with a specified
cryptographic algorithm AES used in [CBC] mode and cryptographic key sizes [128 bits]
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that meet the following: AES as specified in ISO/IEC 18033-3, [CBC as specified in
ISO/IEC 10116].

FCS_COP.1(f) Cryptographic operation (Key Encryption)
(selected from FCS_KYC_EXT.1.1)
Hierarchical to: No other components.
Dependencies: [FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

FCS_COP.1.1(f) Refinement: The TSF shall perform key encryption and decryption in accordance with a
specified cryptographic algorithm AES used in [CBC] mode and cryptographic key sizes
[128 bits] that meet the following: AES as specified in ISO /IEC 18033-3, [CBC as
specified in ISO/IEC 10116].

FCS_IPSEC_EXT.1 Extended: IPsec selected
Hierarchical to:  No other components.
Dependencies: FIA PSK _EXT.1 Extended: Pre-Shared Key Composition
FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash message authentication)

FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit Generation)
FCS_IPSEC_EXT.1.1 The TSF shall implement the IPsec architecture as specified in RFC 4301.
FCS_IPSEC_EXT.1.2 The TSF shall implement [transport mode].

FCS_IPSEC_EXT.1.3 The TSF shall have a nominal, final entry in the SPD that matches anything that is
otherwise unmatched, and discards it.

FCS_IPSEC_EXT.1.4 The TSF shall implement the IPsec protocol ESP as defined by RFC 4303 using [the
cryptographic algorithms AES-CBC-128 (as specified by RFC 3602) together with a Secure
Hash Algorithm (SHA)-based HMAC, AES-CBC-256 (as specified by RFC 3602) together
with a Secure Hash Algorithm (SHA)-based HMAC].
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FCS_IPSEC_EXT.1.5 The TSF shall implement the protocol: [/KEv1, using Main Mode for Phase 1 exchanges,
as defined in RFCs 2407, 2408, 2409, RFC 4109, [no other RFCs for extended sequence
numbers], and [RFC 4868 for hash functions]].

FCS_IPSEC_EXT.1.6 The TSF shall ensure the encrypted payload in the [IKEv1] protocol uses the
cryptographic algorithms AES-CBC-128, AES-CBC-256 as specified in RFC 3602 and [no

other algorithm].

FCS_IPSEC_EXT.1.7 The TSF shall ensure that IKEv1 Phase 1 exchanges use only main mode.

FCS_IPSEC_EXT.1.8 The TSF shall ensure that [[KEv1 SA lifetimes can be established based on [length of
time, where the time values can be limited to: 24 hours for Phase 1 SAs and 8 hours for
Phase 2 SAg]].

FCS_IPSEC_EXT.1.9 The TSF shall ensure that all IKE protocols implement DH Groups 14 (2048-bit MODP),
and [no other DH groups].

FCS_IPSEC_EXT.1.10 The TSF shall ensure that all IKE protocols perform Peer Authentication using the
[RSA] algorithm and Pre-shared Keys.

FCS_COP.1(g) Cryptographic Operation (for keyed-hash message authentication)
(selected with FCS_IPSEC_EXT.1.4)
Hierarchical to:  No other components.
Dependencies: [FDP_ITC.1 Import of user data without security attributes, or
FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

FCS_COP.1.1(g) Refinement: The TSF shall perform keyed-hash message authentication in accordance
with a specified cryptographic algorithm HMAC-[SHA-1, SHA-256, SHA-384, SHA-512),
key size [160E" F, 256 E'» |, 384 E"» . 512 " F], and message digest sizes [160,
256, 384, 512] bits that meet the following: FIPS PUB 198-1, "The Keyed-Hash Message
Authentication Code, and FIPS PUB 180-3, “Secure Hash Standard.”

FCS_COP.1(b) Cryptographic Operation (for signature generation/verification)
(for O.UPDATE_VERIFICATION, O.COMMS_PROTECTION)
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Hierarchical to:  No other components.
Dependencies: FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

FCS_COP.1.1(b) Refinement: The TSF shall perform cryptographic signature services
in accordance with a [RSA Digital Signature Algorithm (rDSA) with key sizes (modulus)
of [2048 £’ M)

that meets the following [FIPS PUB 186-4, “Digital Signature Standard’].

FCS_COP.1(c) Cryptographic operation (Hash Algorithm)
(selected in FPT_TUD_EXT.1.3, or with FCS_SNI_EXT.1.1)
Hierarchical to: No other components.

Dependencies: No dependencies.

FCS_COP.1.1(c) Refinement: The TSF shall perform cryptographic hashing services in accordance with
[SHA-1, SHA-256, SHA-384, SHA-512] that meet the following: [ISO/IEC 10118-3:2004].

6.1.3. Class FDP: User Data Protection

FDP_ACC.1 Subset access control
(for O.ACCESS_CONTROL and O.USER_AUTHORIZATION)
Hierarchical to: No other components.

Dependencies: FDP_ACF.1 Security attribute based access control

FDP_ACC.1.1 Refinement: The TSF shall enforce the User Data Access Control SFP on subjects, objects,
and operations among subjects and objects specified in & 14 and & 15.

FDP_ACF.1 Security attribute based access control
(for O.ACCESS_CONTROL and O.USER_AUTHORIZATION)
Hierarchical to: No other components.
Dependencies: FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialization

FDP_ACF.1.1 Refinement: The TSF shall enforce the User Data Access Control SFP to objects based on
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the following: subjects, objects, and attributes specified in & 14 and & 15.

FDP_ACF.1.2 Refinement: The TSF shall enforce the following rules to determine if an operation among
controlled subjects and controlled objects is allowed: rules governing access among
controlled subjects and controlled objects using controlled operations on controlled
objects specified in & 14 and % 15.

FDP_ACF.1.3 Refinement: The TSF shall explicitly authorise access of subjects to objects based on the
following additional rules: [ Z L].

FDP_ACF.1.4 Refinement: The TSF shall explicitly deny access of subjects to objects based on the following
additional rules: [ 4 L].

i 14 D.USER.DOC Access Control SFP

"Create" "Read" "Modify" "Delete"
Print Operation: Submit a View image Modify Delete stored
document to or Release stored document
be printed printed document
output
Job owner (note 1) EL
U.ADMIN EE
U.NORMAL denied denied denied
Unauthenticated (condition 1) denied denied denied
Scan Operation: Submit a View Modify Delete stored
document for scanned stored image image
scanning image
Job owner (note 2) EE
U.ADMIN EE EE EE
U.NORMAL denied denied denied
Unauthenticated denied denied denied denied
Copy Operation: Submit a View Modify Delete stored
document for scanned stored image image
copying image or
Release
printed copy
output
Job owner (note 2) EE
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U.ADMIN EZ EZ
U.NORMAL denied denied denied
Unauthenticated denied denied denied denied
Storage / Operation: Store Retrieve Modify Delete stored
retrieval document stored stored document
document document
Job owner (note 1) FEL
U.ADMIN EL EL
U.NORMAL denied denied denied
Unauthenticated (condition 1) denied denied denied
# 15 D.USER.JOB Access Control SFP
"Create" "Read" "Modify" "Delete"
Print Operation: | Create print View print Modify print Cancel print
job queue / log job job
Job owner (note 1)
U.ADMIN EZ
U.NORMAL EE denied denied
Unauthenticated (condition 1) EZ denied denied
Scan Operation: | Create scan View scan Modify scan Cancel scan
job status / log job job
Job owner (note 2) /=
U.ADMIN EL EEL
U.NORMAL FEL denied denied
Unauthenticated denied EE denied denied
Copy Operation: | Create copy View copy Modify copy | Cancel copy
job status / log job job
Job owner (note 2)
U.ADMIN EZ HEEL
U.NORMAL B denied denied
Unauthenticated denied EE denied denied
Storage / Operation: Create View storage Modify Cancel
retrieval storage / I retrieval log storage / storage /
retrieval job retrieval job retrieval job
Job owner (note 1)
U.ADMIN EL EL
U.NORMAL FEL denied denied
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Unauthenticated (condition 1) EE denied denied

Condition 1: Jobs submitted by unauthenticated users must contain a credential that the TOE can use to
identify the Job Owner.

Note 1: Job Owner is identified by a credential or assigned to an authorized User as part of the process of
submitting a print or storage Job.

Note 2: Job Owner is assigned to an authorized User as part of the process of initiating a scan, copy, fax send,
or retrieval Job.

FDP_DSK_EXT.1 Extended: Protection of Data on Disk
Hierarchical to: No other components.
Dependencies: FCS_COP.1(d) Cryptographic operation (AES Data Encryption/Decryption)

FDP_DSK_EXT.1.1 The TSF shall [perform encryption in accordance with FCS_COP.1(d)] such that any
Field-Replaceable Nonvolatile Storage Device contains no plaintext User Document Data

and no plaintext confidential TSF Data.

FDP_DSK_EXT.1.2 The TSF shall encrypt all protected data without user intervention.

6.1.4. Class FIA: Identification and Authentication

FIA_AFL.1 Authentication failure handling
(for O.USER_I&A)
Hierarchical to: No other components.
Dependencies: FIA_UAU.1 Timing of authentication

FIA_AFL.1.1 The TSF shall detect when [an administrator configurable positive integer within [1~5]]
unsuccessful authentication attempts occur related to [ZzFFE5% ) X ~ (& 16) ].

& 16 FALERY X b
EEER

BEXZILTO—RABED T A~

747> PCODTZ 7Y EH L RISO Console #FIA 3 20— AHAER 7 A >~

BENRILT [BEEXAZ 21— | ANTIVERT H1-0DEBEE~NDKREFK

7747 PCOTZ 7Y% EHS RISO Console #F|HT 2RIC [BEEXZ2— | AT ERT 570
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DEBEADEEFIK

FIA_AFL.1.2 When the defined number of unsuccessful authentication attempts has been [mef], the TSF shall
[ﬂbﬂ %@?57@77/5//Z /\(Z:‘%: 17)05_@fﬂ

% 17 Dbl:l %E&H_J'@) 7/3 Uzl\

DLEEE% —77‘\/3 >
CHET L —RAAEICHT 2 RERAEZT . 5 oMELET H(A Y 7IKREE), 5
—mEFAEQ T A | Bk, Oy 7REZERL. BBNICRIAIZNZHEHRT 5,

> -EEEDN, Ay IBBROBEET S LT, RARMELEL O 5 PLUATH->TH
AR BRT %,

EEEADKRERA | - ZBTH2EEEICWT 2RERARM 2, 5 2HEILES 5(0 v 7IKE), 5 DBk,

1% Ny 7RREZBRIR L. BEIRICRAERNBRT 2,

FIA_ATD.1 User attribute definition
(for O.USER_AUTHORIZATION)
Hierarchical to: No other components.

Dependencies: No dependencies.

FIA_ATD.1.1 The TSF shall maintain the following list of security attributes belonging to individual users: [ & F
2 YT BV X FE 18)]

18 X2 UT4BUHYXRG

X2 T 1B
1—H¥—-%
& (AL EEE)

FIA_PMG_EXT.1 Extended: Password Management
(for O.USER_I&A)
Hierarchical to: No other components.

Dependencies: No dependencies.

FIA_PMG_EXT.1.1 The TSF shall provide the following password management capabilities for User
passwords:

» Passwords shall be able to be composed of any combination of upper and lower case
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letters, numbers, and the following special characters: [*”, “@”, “#”, “$”, “%”, “*", “&”, “*", “(",
B I T A M AT M e ey A I |
* Minimum password length shall be settable by an Administrator, and have the capability to
require passwords of 15 characters or greater;

FIA_UAU.1 Timing of authentication
(for O.USER_I&A)
Hierarchical to: No other components.

Dependencies: FIA_UID.1 Timing of identification
FIA_UAU.1.1 Refinement: The TSF shall allow [f/fF& 7 — % 7 2 & X #I#ISFP & F/& L % L ., D.TSF.CONF

ANDT I EXREEELLG D, D OERDTSFF—REZELLUVTSFH)N 72> 3 >D )X
~ (Z 19) ] on behalf of the user to be performed before the user is authenticated.

* 19 AN T a0y X b

TSFHNT727a>nl) 2k
1—HY-—ZoR\WEbY (NEBFRAERDH)
TOE ® ¥ X7 LRET D BT - BZIOMWEhE

v b7 —0FREDHMVEDE
Tr—L7zTNN—=a3r0f0WEabht
PARATLERTV O TY Vb
Yo TIEHRTY DT vk
B3P Ry NS S
Fy—Yhuv b7 vk

T T aTo®A
Ry 7 ZREFEY 3 7DOEAN

FIA_UAU.1.2 The TSF shall require each user to be successfully authenticated before allowing any other
TSF-mediated actions on behalf of that user.

FIA_UAU.7 Protected authentication feedback
(for O.USER_1&A)
Hierarchical to: No other components.

Dependencies: FIA_UAU.1 Timing of authentication
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FIA_UAU.7.1 The TSF shall provide only [ 7+ — A/\'» 2D ) X F(F 20)] to the user while the

authentication is in progress.

£20 74—FXNy 7D R}t

74 —bknNy 70U b

AT —RELTANENLEXERDORERE [+ (FREZURT)]

FIA_UID.1 Timing of identification
(for O.USER_I&A and O.ADMIN_ROLES)
Hierarchical to: No other components.

Dependencies: No dependencies.

FIA_UID.1.1 Refinement: The TSF shall allow [The User Data Access Control SFP & F/&E L Lo,
D.TSFCONFADF7 2 X EEE L L), D DEEDD.TSFF—XEZEL L C & #RE
& FBTSF#) 72 >3 >0 X FFE 21)] on behalf of the user to be performed before

the user is identified.

& 21 #plgiomNTorsaryol Xt

TSFHENT 73>l 2 b
1-Y-—ZoBWEbhtE (NERRAERO M)
TOE ¥ X7 LRETO BT - BZOMWEhE

v b7 REDHENEDE
Tr—L7 T N=Yarofuabtd
VATLERTY v bDTY b
Yo 7IVEGRT) Y b7 b
B2 b Ry NSRS
Fr—hov b7 > b

FIA_UID.1.2 The TSF shall require each user to be successfully identified before allowing any other
TSF-mediated actions on behalf of that user.

FIA_USB.1 User-subject binding
(for O.USER_I&A)
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Hierarchical to: No other components.
Dependencies: FIA_ATD.1 User attribute definition

FIA_USB.1.1 The TSF shall associate the following user security attributes with subjects acting on the behalf
of that user: [FIA ATD.1/CZ#E Dt F 2 U 77 BIHF 18 F =2 Ur 7 BHEY X F).

FIA_USB.1.2 The TSF shall enforce the following rules on the initial association of user security attributes with
subjects acting on the behalf of users: B4 DR DEE T 1] DAL ZFE 22)].

* 22 BHORYDBEEMNITORA

B D& DBE T DRH

PREERRINEFIC I — Y — % &£ — A BE ZBEM T 2

FIA_USB.1.3 The TSF shall enforce the following rules governing changes to the user security attributes
associated with subjects acting on the behalf of users: [[E4£DZZE/ZFFT 3 R 23)).

*x 23 BHEOEEICET 258

BHOZEEICET 248

X2 UT 427 — FREMRINICEEERE 2B TEEMTITS

[BEEAZ2—] HoiRITERFICEBERIOBEEM T ZHIKRT 2

FIA_PSK_EXT.1 Extended: Pre-Shared Key Composition
(selected with FCS_IPSEC_EXT.1.4)
Hierarchical to: No other components.

Dependencies: FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit Generation)

FIA_PSK_EXT.1.1 The TSF shall be able to use pre-shared keys for IPsec.

FIA_PSK_EXT.1.2 The TSF shall be able to accept text-based pre-shared keys that are:
« 22 characters in length and [[23 ~32 X F]];
» composed of any combination of upper and lower case letters, numbers, and special

characters (that include: “I”, “@”, “#", “$”, “%”, “V", “&”, “*”, “(“, and “)").

FIA_PSK_EXT.1.3 The TSF shall condition the text-based pre-shared keys by using [SHA-256, SHA-512,
[SHA-384]] and be able to [use no other pre-shared keys].
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6.1.5. Class FMT: Security Management

FMT_MOF.1 Management of security functions behavior
(for O.ADMIN_ROLES)
Hierarchical to:  No other components.
Dependencies: FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MOF.1.1 Refinement: The TSF shall restrict the ability to [modify the behaviour of] the functions [ & + =
U7 #EED Y X F(Z 24)] to U.ADMIN.

£ 24 X2 UTFTo#EEDY X b

X2 UT A EEDY R
FOELY — /N —ERTE (RERFREL/SMERRREE DI Y B Z)

FMT_MSA.1 Management of security attributes
(for O.ACCESS_CONTROL and O.USER_AUTHORIZATION)
Hierarchical to:  No other components.
Dependencies: FDP_ACC.1 Subset access control
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MSA.1.1 Refinement: The TSF shall enforce the User Data Access Control SFP to restrict the ability
to [query, modify, delete, [#7#1E/k]] the security attributes [ F 2 U 77 B U X F(ZF

18)to [FIAZEF=2 )77 EMHDEEFE 25)D [F A& hAFFERE] .

x 25 MAELF2IVT A EBHEOER

¥ T 4B 1R1E FFR SN A AERE
1-Y—-% MLhaht —MRFAE,. BEE
AR, HIBR, E EEE
& Mhaht, & EEE
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FMT_MSA.3 Static attribute initialization
(for O.ACCESS_CONTROL and O.USER_AUTHORIZATION)
Hierarchical to: No other components.
Dependencies: FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

FMT_MSA.3.1 Refinement: The TSF shall enforce the User Data Access Control SFP to provide [restrictive]
default values for security attributes that are used to enforce the SFP.

FMT_MSA.3.2 Refinement: The TSF shall allow the [no role] to specify alternative initial values to override
the default values when an object or information is created.

FMT_MTD.1 Management of TSF data
(for O.ACCESS CONTROL)
Hierarchical to:  No other components.
Dependencies: FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MTD.1.1 Refinement: The TSF shall restrict the ability to perform the specified operations on the
specified TSF Data to the roles specified in & 26.

% 26 Management of TSF Data

Data Operation Authorised role(s)
[+¥y3>02'7 > ID] [modify, delete, [#7T# EA]] U.ADMIN
(@27 > /¥R 7 — K] [modify, delete, [#7T# EA]] U.ADMIN
[modify, [ € Dt DEEE% L] the owning U.NORMAL.
[tFz2UFr/¥XT7—H] [modify, [ Z Dt D#EE4 L] U.ADMIN
[ A/ [modify, [ Z Dt DEE(EZ L] U.ADMIN
[E&& Y — /N — DR E] [modify, [ € Dt DE(EZ L] U.ADMIN
[FZEEH— /N — DEFTRE] [modify, [ Z Dt DEEZ L] U.ADMIN
[R v F T — 2 DEFRE] [modify, [ Z Dt DIREZ L] U.ADMIN
[IP 7 F L X D#RZE] [modify, [ Z Dt DIREZ L] U.ADMIN
[IPsec % E] [modify, delete, [#7T# EA]] U.ADMIN
[ X =P — N —DEEHEZE] | [modify, [ F Dt DEEIEZ L] U.ADMIN

(RN XT— PR

[modify, [ Dt DEE4 L]

U.ADMIN

(G202 77 FEFE

[modify, [ Dt DEE4 L]

U.ADMIN
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(a2 > K HIRIEI# [modify, [ Z Dt DEEZ L] U.ADMIN
[FEBFZ D 4 > X F —/LDFF | [modify, | D DIEIEZL L] U.ADMIN
AJEE)

= [modify, delete, [ #T#Z1E/£]] U.ADMIN
[ 77 —4 Dz T7D7 w77 | [modify, | €D DEEIEZ L] U.ADMIN
— F DFFARE]

[Z77—4 7z 7] [modify, [ € Db DEEIEZ L] U.ADMIN

FMT_SMF.1 Specification of Management Functions
(for O.USER_AUTHORIZATION, O.ACCESS_CONTROL, and O.ADMIN_ROLES)

Hierarchical to: No other components.

Dependencies: No dependencies.

FMT_SMF.1.1 The TSF shall be capable of performing the following management functions: [TSF/Z £ ¥/ 781
SNBEBERED Y X FFE 27)].
& 271 EIEHEE
B BEETE5IER SRl
&% E
ALY — /N —ERTE REBEREE, AN EREREE DY) V) 5 EEE
FOEE Y — /N — DB AR E EEE
A—Y 8T WNEBFRAERF D 11— — % EEE
®E (—mABEE/EEE) EEE
EAREOERFAIRE (BEREREOERITA/ T | BEE
Al 1—HY—Z &Iy ER)
Ny a>as4>vID SR
=R AV IVEEN EEE
INRTT— NEE = AV A BT 22—
A BEE
BE
tFXa YT ARNRT—FEE | wFaUF4SRT—F el
AR E =153 EBE
EEY—N—FE BEEY - NN—OEERE EIRE
Fv b7 —URE Fv b7 — 0 OERERE BEE
P7 FL XHIREEE 7 KL ROHIREE BEE
IPsec % 7E IPsec &% & EEE
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A —LK(EERTE A=Y —N— DERETE EEE
RANRT] — FREE BN —FR EEE
A4 VERE BE)0 77 EEE

07 A > R R B EEE
SFRAEREE Y 7 A LEE SFERE EIRE
RETIRIERFRI )R SFRAE DA v R F— LD RTE EEE

T =L zTDT Yy 7T — FDOHFRERE EIRE
77—=LTTOTyTT—F | 77—LT T BEE

FMT_SMR.1 Security roles

(for O.ACCESS_CONTROL, O.USER_AUTHORIZATION, and O.ADMIN_ROLES)

Hierarchical to: No other components.

Dependencies: FIA_UID.1 Timing of identification

FMT_SMR.1.1 Refinement: The TSF shall maintain the roles U.ADMIN, UUNORMAL.

FMT_SMR.1.2 The TSF shall be able to associate users with roles.

6.1.6. Class FPT: Protection of the TSF

FPT_SKP_EXT.1 Extended: Protection of TSF Data
(for O.COMMS_PROTECTION)
Hierarchical to: No other components.

Dependencies: No dependencies.

FPT_SKP_EXT.1.1 The TSF shall prevent reading of all pre-shared keys, symmetric keys, and private keys.

FPT_STM.1 Reliable time stamps
(for.O.AUDIT)
Hierarchical to: No other components.

Dependencies: No dependencies.

FPT_STM.1.1 The TSF shall be able to provide reliable time stamps.
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FPT_TST_EXT.1 Extended: TSF testing
(for O.TSF_SELF_TEST)
Hierarchical to: No other components.

Dependencies: No dependencies.

FPT_TST_EXT.1.1 The TSF shall run a suite of self-tests during initial start-up (and power on) to demonstrate
the correct operation of the TSF.

FPT_TUD_EXT.1 Trusted Update
(for O.UPDATE_VERIFICATION)
Hierarchical to:  No other components.
Dependencies: FCS_COP.1(b) Cryptographic Operation (for signature generation/verification),
FCS_COP.1(c) Cryptographic operation (Hash Algorithm).

FPT_TUD_EXT.1.1 The TSF shall provide authorized administrators the ability to query the current version of
the TOE firmware/software.

FPT_TUD_EXT.1.2 The TSF shall provide authorized administrators the ability to initiate updates to TOE

firmware/software.

FPT_TUD_EXT.1.3 The TSF shall provide a means to verify firmware/software updates to the TOE using a
digital signature mechanism and [no other functions] prior to installing those updates.

FPT_KYP_EXT.1 Extended: Protection of Key and Key Material
(for O.KEY_MATERIAL)
Hierarchical to: No other components.

Dependencies: No dependencies.

FPT_KYP_EXT.1.1 Refinement: The TSF shall not store plaintext keys that are part of the keychain specified
by FCS_KYC_EXT.1 in any Field-Replaceable Nonvolatile Storage Device.

6.1.7. Class FTA: TOE Access

53/95



tFalTFaX—" v bk

FTA_SSL.3 TSF-initiated termination
(for O.USER_1&A)
Hierarchical to: No other components.

Dependencies: No dependencies.

FTA_SSL.3.1 The TSF shall terminate an interactive session after a [#/FH&2'IE T 2 71 7 Th 5 E B U
X M 28)].

3 28 FET T4 TIRREETORBERY X+

ET VT 4 TIREETORBER
BEBRENETEL-B8OS T Y MR (10~300 B0 &)

6.1.8. Class FTP: Trusted Paths/Channels

FTP_ITC.1 Inter-TSF trusted channel
(for O.COMMS_PROTECTION, O.AUDIT)
Hierarchical to:  No other components.
Dependencies: [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

FTP_ITC.1.1 Refinement: The TSF shall use [IPsec] to provide a trusted communication channel between
itself and authorized IT entities supporting the following capabilities: [authentication
server, [E& Y —/V—, SMB#—/Y—, FTP#—/Y— X —/L1#—/v—]]thatis logically
distinct from other communication channels and provides assured identification of its end
points and protection of the channel data from disclosure and detection of modification

of the channel data.

FTP_ITC.1.2 Refinement: The TSF shall permit the TSF, or the authorized IT entities, to initiate

communication via the trusted channel

FTP_ITC.1.3 Refinement: The TSF shall initiate communication via the trusted channel for [TSF 7°#&/5 % 545
TEZH—EXD YR FE 29).

& 29 BEZFAKTESY—ER
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WISk BEZREKBTCESLY—EX
BEEHEY—/— BEREY—N—~EERnI/2XET 2 —EX
REEY — /N — A—Y—Z/AT AV /RR T — FEEEL TABRIEY —/N—~2—H
— DA EKET 5 —EX
SMB H —/3— REENRF v F—REZEET SV —EX
FTP H—/\— REXANXF v F—REZEET 5 —ER
A=)t — N — FEIAA—ILEEEZEET 2 —ER

FTP_TRP.1(a) Trusted path (for Administrators)
(for O.COMMS_PROTECTION)
Hierarchical to: No other components.
Dependencies: [FCS IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

FTP_TRP.1.1(a) Refinement: The TSF shall use [IPsec] to provide a trusted communication path between
itself and remote administrators that is logically distinct from other communication paths
and provides assured identification of its end points and protection of the communicated

data from disclosure and detection of modification of the communicated data.

FTP_TRP.1.2(a) Refinement: The TSF shall permit remote administrators to initiate communication via the

trusted path

FTP_TRP.1.3(a) Refinement: The TSF shall require the use of the trusted path for initial administrator

authentication and all remote administration actions.

FTP_TRP.1(b) Trusted path (for Non-administrators)
(for O.COMMS_PROTECTION)
Hierarchical to: No other components.
Dependencies: FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_ EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

FTP_TRP.1.1(b) Refinement : The TSF shall use [IPsec] to provide a trusted communication path between
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itself and remote users that is logically distinct from other communication paths and

provides assured identification of its end points and protection of the communicated data

from disclosure and detection of modification of the communicated data.

FTP_TRP.1.2(b) Refinement: The TSF shall permit [remote users] to initiate communication via the trusted

path

FTP_TRP.1.3(b) Refinement: The TSF shall require the use of the trusted path for initial user

authentication and all remote user actions.

6.2. TOEE*2VU7T41R

B

TOE ¥ 21U T 1 REEEH %K 30 ITRT,

2TCOEF 2 ) TARIAZHIZCCNN—FIICHREINTWE X2 UTARIED VR —F v b EEFERT

%o

# 30 TOE t¥ 2V 7« RiEEH

Assurance Class

Assurance Components

Assurance Components Description

Security Target Evaluation

ASE_CCL.1

Conformance claims

ASE_ECD.1 Extended components definition
ASE_INT.1 ST introduction
ASE_OBJ.1 Security objectives for the operational
environment
ASE_REQ1 Stated security requirements
ASE_SPD.1 Security Problem Definition
ASE_TSS A1 TOE Summary Specification
Development ADV_FSPA1 Basic functional specification
Guidance Documents AGD_OPE.1 Operational user guidance
AGD_PRE 1 Preparative procedures
Life-cycle support ALC_CMC.1 Labelling of the TOE
ALC_CMS.1 TOE CM coverage
Tests ATE_IND.1 Independent testing — Conformance
Vulnerability assessment AVA_VAN.1 Vulnerability survey
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6.3. t¥alT 1 EZHRA

X2 U7 4 EZHORIETRT,

6.3.1. ¥V T HREEFRN

Bxa )T A BEZGHN, PBRCEH1IDDOTOE tF 2 U7 4R/ ASHIHISE L TW 5,

6.3.2. tF 1T« EEEZHEOKRTFEIR

2T BEBEOI YRR L OREIE, & 311D,

* 31 wF¥al T4 EEeEHROKTFER
¥ a7 EEEN PP 8 & D&k 77 1% K ST TOKEFRE%
FAU_GEN.1 FPT_STM.1 FPT_STM.1
FAU_GEN.2 FAU_GEN.1, FAU_GEN.1,
FIA_UID.1 FIA_UID.1
FAU_STG_EXT.1 FAU_GEN.1, FAU_GEN.1,
FTP_ITC.1 FTP_ITC.1
FCS_CKM.1(a) [FCS_COP.1(b), or FCS_COP.1(b),
FCS_COP.A(i)], FCS_CKM_EXT.4
FCS_CKM_EXT.4
FCS_CKM.1(b) [FCS_COP.1(a), or FCS_COP.1(a),
FCS_COP.1(d), or FCS_COP.1(d),
FCS_COP.1(e), or FCS_COP.1(f),
FCS_COP.A(f), or FCS_COP.1(g),
(

FCS_COP.1(g), or
FCS_COP.1(h)],
FCS_CKM_EXTA4,
FCS_RBG_EXT.1

FCS_CKM_EXTA4,
FCS_RBG_EXT.1

FCS_CKM_EXT.4

[FCS_CKM.1(a), or
FCS_CKM.1(b)],
FCS_CKM.4

FCS_CKM.1(a),
FCS_CKM.1(b),
FCS_CKM.4

FCS_CKM.4

[FCS_CKM.1(a), or
FCS_CKM.1(b)]

FCS_CKM.1(a),
FCS_CKM.1(b)

FCS_COP.1(a)

[FCS_CKM.1(b)],

FCS_CKM.1(b),
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FCS_CKM_EXT.4

FCS_CKM_EXT4

FCS_COP.1(b) [FCS_CKM.1(a)], FCS_CKM.1(a),
FCS_CKM_EXT.4 %1

FCS_COP.1(c) - -

FCS_COP.1(d) [FCS_CKM.1(b)], FCS_CKM.1(b),
FCS_CKM_EXT.4 FCS_CKM_EXT.4

FCS_COP.1(f) [FCS_CKM.1(b)], FCS_CKM.1(b),
FCS_CKM_EXT.4 FCS_CKM_EXT4

FCS_COP.1(g) [FCS_CKM.1(b)], FCS_CKM.1(b),
FCS_CKM_EXT.4 FCS_CKM_EXT4

FCS_IPSEC_EXT.1 FIA_PSK_EXT.1, FIA_PSK_EXT.1,
FCS_CKM.1(a), FCS_CKM.1(a),
FCS_COP.1(a), FCS_COP.1(a),
FCS_COP.1(b), FCS_COP.1(b),
FCS_COP.1(c), FCS_COP.1(c),
FCS_COP.1(g), FCS_COP.1(g),
FCS_RBG_EXT.1 FCS_RBG_EXT.1

FCS_KYC_EXT.1 [FCS_COP.1(e), FCS_COP.1(f)
FCS_SMC_EXTA,
FCS_COP.1(f),
FCS_KDF_EXT.1, and/or
FCS_COP.1(i)]

FCS_RBG_EXT.1 - -

FDP_ACC.1 FDP_ACF.1 FDP_ACF.1

FDP_ACF.1 FDP_ACC, FDP_ACC.1,
FMT_MSA.3 FMT_MSA.3

FDP_DSK_EXT.1 FCS_COP.1(d) FCS_COP.1(d)

FIA_AFL.1 FIA_UAU.1 FIA_UAU.1

FIA_ATD.1 - -

FIA_PMG_EXT.1 - -

FIA_PSK_EXT.1 FCS_RBG_EXT.1 %2

FIA_UAU.1 FIA_UID.1 FIA_UID.1

FIA_UAU.7 FIA_UAU.1 FIA_UAU.1

FIA_UID.1 - -

FIA_USB.1 FIA_ATD.1 FIA_ATD.1

FMT_MOF.1 FMT_SMR.1, FMT_SMR.1,
FMT_SMF.1 FMT_SMF.1




tFalTFaX—" v bk

FMT_MSA.1 [FDP_ACC.1], FDP_ACC.1,
FMT_SMR.1, FMT_SMR.1,
FMT_SMF.1 FMT_SMF.1
FMT_MSA.3 FMT_MSA.1, FMT_MSA.1,
FMT_SMR.1 FMT_SMR.1
FMT_MTD.1 FMT_SMR.1, FMT_SMR.1,
FMT_SMF.1 FMT_SMF.1
FMT_SMF.1 - -
FMT_SMR.1 FIA_UID.1 FIA_UID.1

FPT_KYP_EXT.1

FPT_SKP_EXT.1

FPT_STM.1

FPT_TST_EXT.1

FPT_TUD_EXT.1

FCS_COP.1(b),
FCS_COP.1(c)

FCS_COP.1(b),
FCS_COP.1(c)

FTA_SSL.3

FTP_ITC.1

[FCS_IPSEC_EXT.1, or
FCS_TLS_EXTA1, or
FCS_SSH _EXT.1, or
FCS_HTTPS_EXT.1]

FCS_IPSEC_EXT.1

FTP_TRP.1(a)

[FCS_IPSEC_EXT.1, or
FCS_TLS_EXTA1, or
FCS_SSH _EXT.1, or
FCS_HTTPS_EXT.1]

FCS_IPSEC_EXT.1

FTP_TRP.1(b)

[FCS_IPSEC_EXT.1, or
FCS_TLS_EXT.1, or
FCS_SSH _EXT.1, or
FCS_HTTPS_EXT.1]

FCS_IPSEC_EXT.A1

X1 IPsec BE TEMAT % RSAMERIE, TMEFXX FL—YICES{LENTRESIND,

77 —L7 T DREUERIT. FTORBINTL L AR TERLIRILT 2,

X2 BRIHERBOERICT VX LE Y PERSTERL-Z7 X LE Y bEERLAL,
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7. TOE Z#91tHx

RETIE, TOEPRHT 2t F 11 7 4 EOENARICOVLWTRERT B,

7.1, BRI R OERM S

FEBEZFEBIFRAE L. WA NI-FIBEIC. ZTOEREZS L THEREZ(FE5T 5,
Wind % SFR DERAEEUTICRT,

FIA_UID.1. FIA_UAUA1

- FBIFREE A FIC 1E. ANEBRAE EAEPFRAED 2 LD Y, [BEEEA a2 —| CHREINLLOEZFERT
%, NERRALZ R TE T HRIEIZLUT,

- B1E/83 L% L <IZ RISO Console BE® [BEEX=a2—] O [RIAY—/1—%E] < [ON] %:&

R

- NEBFRAE (L. HCD A HCD WNEBICE SRS M7= 1B % E ICHRIFRALT 2,
- ABBFRAE L. HCD ABBICEFRINAEEBEORENZHFO 1 B%2BRE, VY —N"—ICEFINLIER %
EICHRIFREET 5, SEBERAEICIE Windows server 2019 Wiy ET, 77U — 3> 70 ~a/Lid LDAP
& U Kerberos Z BT 5,

- EBEREERI DR AEDNHCD (ICO 7 A v &AM D & HCD 3B FIFRAEEEET 5,
cOJAVFERIE, A—AHARdA e UE—bOTA D 2TEEND D,
*HA—HNLBTAVITHCD ZYEBICRELTRAIA VT2, BIE ST I—HY—ZLAT (/X
T—FEANDEIE S, BIEIZLULT,
- B (B4 ] F—Z2W LAY —ZEZRIR/071MZZANL T BT A /R T
—FZABDLT, BIA & FET,
cVE—FOATAVIEITATRPCEDT 2742 —7 2 —XHN S5 RISOConsole IC7 72X LTH
TJAY$ B, 7747 FPCICERINIF—FR—FEOANFEN L, 2—HPF—ZEBTA /X7
—FEADEE 2, BIFIZLT,
-RISO Console BIE CA—H—& &0 7 A v /27— KA AH LT Oo4 v EET,

-FBEICEYVANIN AV -Z2EFBREBEL. —HL7HE (BEKY) Z#HBIKHE T 5,
BRI, MIBEICE Y ANINSZO A U RR T — FaERIEREBE L. — L7256 (BEK)
% ﬁX%lJﬁH%mubuiEﬁklj]tj_é

- EBBEILRDIEDNTEL—RIBEIOITAHRDEZIIOHR, [BEBEXZ2—] AT D
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HDA Y R—T7 —R%uiRHET 5,

[BEEAZ2—| NOT VLR EHATDEIIC, X2 UTAXRT—=RZAHZE 5, BIFITLULT,
- B1E/FxILH L <IE RISO Console BIET [BEEX —2—] #FIRL T, t¥2 VT 4/8R7—=F
EAHALT, BT A > & ET,

cA—ALATA TR, BEXZLALEF2VTANRAT—FE2ANIE 5,

cUE—PRITA VT, 7747 FPCICERINIZF—F—FEDODANFELDL, £Fa2UT14/XX

T—RFxzAhZHE 5,

XAV TANRT - FEETOERETCEA—TH 5,

AN ENFEF 2T A NRRAT—=FZ HCD ICEHKINT-EFXF 2 U T4 XRT—FEREL., —HLT1-5

& (BERKY) ZEBEORIAMINET %, INICLY, BEBEEREZHO—RFAABE Eﬁ% wENF

%9 5,

TV R—FSAN—PSTY L 23T /Ry o237 (8F) NMEAINSES, HCD L8342 =
BT 5, PadIfBELTWE/ANYyarasA v ID#EFEREBE L. —HLES (BEMIh) #35
BpIh & T 5,

- HEAEIORBEICEK 21 BABIOMHNT I a0 X MIREHINEEDFH BEFHAT 5,
cFREERTOMAEICEK 19 RIAFIOMNT oo a DY R MIEZHINEEDOFHBEFAIT 5,
1Y —-ZoBWEbhE (NEBFRIERFDH)
-BERRILT [(BSA v /AT N] AT,
TOE © ¥ X7 LD BT - BZIOMWEhE
- BE VISR (BIER L)
- BfE/XFILH L < I RISO Console BIET [V X7 LER] o [EEBR] % RIK
Iy FT—=0REOBWEDLE,/ 7 7—LT7 T N=YaryOfLWaht
- BE/FRILH L < IZRISO Console BE T [V R T LAIEHR] o [HEEER] #3IR,
SATLERTV O TY vk
- $81E/2 L% L < 1E RISO Console BIET [V AT LIB®R] o [(HEBER] »o (RS> ] ©
[ 2T LIERTY > b 2FET,
Y TWNERT) b7 Y > b
- 8B/ % L% L < 1L RISO Console BIEIT [ R T LIB®R] o [(HEBKR] »o (RS> ] ©
(B> TUWBRTY > ] #FET,
AT bOTY b
- #21E/8% L% L <13 RISO Console BIET [V AT LIE®R] o [HEIER] © [HhY v hRR] %%
RLT, [BEA] 270 [0 X FZER] %#FET,
Fr—YhUrbO7TY b
- 121E/8% L% L <13 RISO Console BIET [V AT LIE®R] o [HEIER] © [HhY v hRxR] %%
RLT, [Fr—>] 270 [ZoVY R MEERI] %E1T,
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FIA_AFL
- $VE/X2LH L <IERISO Console (CH T2 —AIAER T A~ RO, EBE~NDERBIFZRDZNLN
IZDWT, REERMEHZ AT > b T 5,
- REERMEH E R T BB, [BEEBEAZ2—] T [1~5] OHWETRETE %, BIFIEIUT,
- B/ L <ILRISO Console BET [BEEA=a2—] O [B7A4 VEE] #&RL T, [BF
AV REHIBREE] & AT,
< PE/ 2L L < IE RISO Console (T2 —MAIFED 74 > RO EEE%/\(D?“’E‘ AEDETNTN
IZDOWT, REECKBL7-EI#HA [BEBEA 21— ] TREINEIOELZHE. ZOMNAEOTIR
F% 5 nfEELET 2 (Ay 7REBERD),
-5 ARIBEE. BEMNICHRIEIRNEEBERT 5,
—RFAER A ORER T E LR O—MRFAEICT L, BEAAELNOEBENA Y 7 BRRZIT
)&, REAERMEEAS 5 0RBL TWALK THRIAXTE2BERT 5, A v 7EBROBIEIZLLT,
- #B1E/F Lt L <IZRISO Console BIEIC [BEEA=a2—] & [2—Y—-F%E] #&ERL T, [BvY
JRRBR] TRIA Y INRT = FORINSZT — K& AH,

FIA_ATD.1

“HCD 3%k 18 tFaUT4BHY R MIRESINIBEZERL, KT 2T LA TED,

Y —ZEHFRET DIREIZUT,
- BfE/XFLH L <L RISO Console BIE T [BEEEA=2—] O [2—P—&%F] ZFRL T, 21—
Y —2% A S,

Y (LR BERTET D EBRIEIFUT,
- #BE/F Lt L <IZRISO Console BIEIC [BEEEA=a2—] & [2—Y—F%F] #ERL T, [BE
&HEBR] @ [OFF,/ON] %33R

FIA_USB.1
- B{E/ X% L L < 1E RISO Console BE TDFRAFAINFIC 1 —H —% & — A AEREIZBEEMTIT 5 (&
22 EHORYOREEMITORAD,
<1/ ILEH L <IZRISO Console BIEI COtE ¥ 2 U 7 4 /XX 7 — FIREMRINKICEEEEEZ B8N THE
BMTZ (R 23 BUHEOZEEICET2HE0),
TBEBEAZa— | oiRITRICEERERIIOBEMITZEIRT 2 (8 23 BUHEOCEEICEEY 2R80),
- $21E13 FIA_UID.1 & FIA_UAU.1 % 58,

FMT_SMR.1
- —IRAABEORENIO A VFICEIY HToN, AT Y TS ETHET %,
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- —EFAEDO D A BEIL FIA_UIDA 228,
cBREANOKRBEEPIL. —MRABERE EEREREN LT O, BEEEORINIBHAER L E (¥
2 YT 48R 7 — FRBREKNE) ICEY B Toh, &BIEIET 2 £ THFT %,
- BEEOKRBFRDEEIE FIA_ UID.1 & FIA_UAU.1 %2588,
- BEEEORBIEE DIRIEIT LT,
- BEAZLD [F—L] ¥F—%HT, (BEBEALA=Z2—] HoiklT5,)
- RISO Console BIE TEEHE A = 1 — AN OBRIEREZEIRT 2, ([BEEALA=Z2—]| »biklT5,)
- —RABEOQ ST Y N REE SR,

FIA_ PMG_EXT.1
cRRAT—=PRFEFATA VYRR —RewFa2UTARRT—FD2EEIDH 5,
CBIAVNRRT =R X2 YT ARRT =R TLT7 7Ry FDOAXTF [A-Z] (26 XF) L/WXF [a-z]
(26 x7). #F [0-9] (10XF). RUFHRXTF (29 XF) ZHAEHEDL I ENTE S, & 32 (TfF
AT 32/BhXFO—E% R,
-1/ F L% L < 1L RISO Console BIE T/YA 7 — ROANHNBEREE L 7= 2. ATABRICEZUAND
XFENEENTWIHEIE/NRT—FZBEANIE S, XA T—FADDOEBREITUT,
- BfE/FLH L <IL RISO Console BIE T [BEEEXA=a2—] O [2—¥—&KF] 2RIRL T, O
A IRRT—RE AN,
- 12E/8% L% L <13 RISO Console BIET [Y AT LEB®HR] o [2—H—IE®R] #FRL T, AT A
YINZA T — R &AL,
- B/ H L <IL RISO Console BIE T [BEEA=2—] ZFRL T, EF2 VT 4/8RT—F
& ANHo
RN —FRIZ [BBEAXA=Z2—] TEBAETHY. 156 XFULZERTES ([7T~16] XFD
HEATHRETE D), BIEITUT,
- #E/¢x b L < IZ RISO Console BIEIT [BEEHEX=—a2—] O [BRAISZAT7T—-—FR®ZE] 2FRL
<. #F ([7~16] ofahs) &= AN,

& 32 NRT— R THEATESHHAEXF

IR F Unicode X 5 7 {& BN
! U+0021 EXCLAMATION MARK
@ U+0040 COMMERCIAL AT
# U+0023 NUMBER SIGN
$ U+0024 DOLLAR SIGN
% U+0025 PERCENT SIGN
A U+005E CIRCUMFLEX ACCENT
& U+0026 AMPERSAND
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* U+002A ASTERISK

( u+0028 LEFT PARENTHESIS

) u+0029 RIGHT PARENTHESIS
u+0020 SPACE

- u+002D HYPHEN-MINUS
U+002E FULL STOP

_ U+005F LOW LINE

~ U+007E TILDE

{ uU+007B LEFT CURLY BRACKET

} U+007D RIGHT CURLY BRACKET

; uU+003B SEMICOLON
U+003A COLON

, u+002C COMMA

? U+003F QUESTION MARK

/ U+002F SOLIDUS

| u+007C VERTICAL LINE

+ u+002B PLUS SIGN

= U+003D EQUALS SIGN

< U+003C LESS-THAN SIGN

> U+003E GREATER-THAN SIGN

[ uU+005B LEFT SQUARE BRACKET

| U+005D RIGHT SQUARE BRACKET

FIA_UAU.7
CB{ENXRILFETIZRISOConsole TAY A V/RRT—FRFEhtvFaUTANXRT—RFHEADLIZEIZ, &
20 74 =KXy DU RXMIZHEDEBEY, ANASNEXFREBLIXXEHRD [ (F7REXVRY)]| %
E£RT D,

FTA_SSL.3
- EEMETHEINI-BEAI T Y FNEFEOM. A4 v HROFBEENMEREASAFILORIEX /21T RISO
Console DEZITHhIE N >7cHEE. BEMICHESZANABEEZO STV hEE5,
AT N SEEAAENREERPTTH -G, REBFEEARKICOST Y FESE D,
-BEIRS TV MM [BEEAZ2—] T [10~300] BOHBEATHRETE %, BIFIIUT,
- B/ L <IERISO Console BEIT [BEEA=a2—] O [B7A4 VEE] ZERL T, [BF
a7 7 bR AT,
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CEBENRZLTIE, ABAEAEO ST RNESELS, R—LBEEICEY., BRLTW -V —Z%HET,
- RISO Console Tld, #|AEZFEZO 77U bSE7-n, A7 77 bLEIC RISO Console D BEEFHH H -
e FC, [BEEAZ2—] O [avy—IEHEER] CHRELAZBERICREY., BRLTWz2—-H%—-%
HT,

7.2. T U4 REIREEE

FAZEDORENIG CTERICEDE, XE. RUXELEICEET 2EROBRIEZHIRT %,
WG9 % SFR DERAEZUATITRT,

FDP_ACC.1. FDP_ACF.1
1. ABEXET 207 7t X5
CHAEXET—RIINT BT /X%, %k 14 D.USER.DOC Access Control SFP ®& ) IZHIfR 3 5,
-FIBENHCD ~—MAIBER A > L. 77U > bEEED L <IFR v 7 XBEREZRIRT 5 &, HCD 13X
—EFAENFET 2NED—EERRT D, ZDH, XENEIRIND &, HCD IFHEZXEICHT LETA]
SNTIREORA Y B —T7 2 —R%uRHT 5,
- FMAZENHCD ~—RFBELD /A L, b —#eed L <IFRF v U2 &EIRT 5 & HCD IE5FAI &
NIZBRIEDOHA v R—T7 1 — X% RHT 5,
-FIBEENHCD ANBEBEO AL, 77U > MRS L <IIR Yy 7 Ape % EIRT 5 £, HCD [$2f A&
DMETEINEND—EBERRT 5, TDH, XENEIRSINS &, HCD IFHEZXEICH LTI I NT-18E
DHAVZ—T7 1 — A% 5,
-FIBEEHNHCD NEEBEDO A L, 8L L < IERF v UHEEARIRT 5 & HCD [ FFRI S N7z
BIEOIHA VY R—T7 2 —RERHET 5,
- HCD #'&F Al 4 2 #1F 2%k 33 12T,

% 33 HCD »'#rI ¢ %#/F (D.USER.DOC)

Print

B’ | MRE HCD A'&F Rl 9 % #&1F

Create | Job owner J7ATYFPCICA VA =L LIETY Y E—=RIA4NN—=T HOHFE [TV
U.ADMIN P HLCIE [ZFU Y &Ry I R] #RIRL T, XEZRET D,
U.NORMAL (VY E—=FFAN=—PoREEINLTU Y Y aTiE FAEARNO-DDIE
Unauthenticated | &> T 5%,)
Job owner RISO Console BiE T [Fv 7 X] — [FMA] ##RL. v 7 P HERTE

ZEIRL T, HRlERTT %,
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RISO Console BET [Fvy o7 X] — [FIA] #FRL. Ky 7 XFBEETHER
ETL, REHREEEm COXZEEIRL T, HRIZ%ETT 3,

Read | Job owner B/ F DR — LEES L < 1ZRISO Console BT [7U> k] A#&ERL, 7
Dy bMBETY LFRAILVEKRT B,
/X2 LDk — LBEES L < 13 RISO Console Bim< [7') > ~] #&ERL, 7
Uy FBETXEZERL T, FlmERzETT 5,
BAEAZLOFE—LERT [7) > b] 28R, 77V PEETXEZERL T,
Rl ZEITT %, (BEEBORTEICL > TE, BIEXZILHh LT A > LTz7Z1F TH
RINETEIND,)
U.ADMIN BE XXV OFR—LBEES L <13 RISO Console BIFE T [BE#H X =1 —] %&R
L. Ya7/XEEREAEO [FRBEYa7] 27 TXELTERL T, FHERZET
T2,
U.NORMAL % L (Job owner U UADMIN 04 (ZH21E%FIR L T 5)
Unauthenticated | 2L (A7 A > TEARLDTERIETE A L)
Modify | 72 L (&fFA1 > X —7 = —XH W)
Delete | Job owner FIRER T, BIENRRILDR by ¥ =% L TC—F=lE L, PLEEETT 2,
/2L DR — LEES L < 13 RISO Console Bim< [7') > ~] #&ERL., 7
Uy PBEETXEZERL T, HIKRZETT %,
RISO Console BiEm < [7'U ¥ b] ZFIRL, V¥ bEETXEZERL T, [
MFn] ZEIRL., BIBRZETT 5,
BENSFILTY a THRZBINL, ¥z VHEIEEO [MIBFh/&GEP] k7 TXE
ZERL T, HIBRZEEITT 2,
B1E/x2xLH L CILRISO Console BIFICTY 3 7HERZHEIRL, ¥ a 7HEZRBEEO
&7 (BR)] 27 TXEERRL T, HIBEETT 2,
RISO Console BIE T 3 VA4 &R L. ¥ a 7HEIABEARO KT (BE)] 27
TXEZBERL T, [FFFRT] ZBRL. HRZETT 2,
U.ADMIN BE 2D —LEES L < X RISO Console BT [BEE A =21 —] %FER

L. Ya7I/IXEEBEED KT (BE)] 4 7TXELRRL T HIRzETY
2o

RISO Console BEI T [BE&H A= a1—] ZFIRL, V3 7/IXEEEBEERD (KT
(BIE)] 27 T°xXE#FIRL T, [FAETR] 2&RL. HikEETT S,

BENRZILOF— LBEES L <X RISO Console BET [BEEEA=-2—] %#FER
L. Va7/IXEEEER® [REY 3 7] R 7 TXELZEIRL T HIkaETT 5,

RISO Console BIEIT [BEEEXZ2—] Z&ERL., Ya//XEEEEED [RE
Yav] A7 TXEEEIRL T, [FElFRR] 2FRL. HIREERTT 5,

1BV F L DR — LEES L < 1Z RISO Console BET [EEEXZ1—] %2R
L. [2—Y—%F] ca—¥—%2FIRL T, BIKBLERITT S,
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BEAFLOFE—LEET [EBEXZ21—] 2:8RL., [EBEREVHAL] T2
1—Y—-DHIRERTT 5,

BUENRZILDOFR— LEES L <13 RISO Console BET [BEBE A =1 —] %#ER
L. [EREEH—/"—3%F] » [OFF] [ON] %810 &z 3,

U.NORMAL % L (Job owner & U* UADMIN O & (ZHEAEZHIBRL T 5)
Unauthenticated | 2L (A7 A > TEARLDTERIETEA L)
Scan
1B1E FRE HCD H'&FRI 9 % #1F
Create | Job owner BAEANINDF—LEEAET [RFv>] ZFRL, AF v VERTRAF v v 2ET
U.ADMIN ERAH
U.NORMAL
Job owner BENRRILOR—LBEET [AFxr>r] 2FBIRL, AF v VEECTEE/ L Ea—
U.ADMIN ZRITL, XETLE2—BETRAF v 2XRTT 5,
U.NORMAL
Unauthenticated | 2L (A7 A > TERLDTERIETEALY)
Read | Job owner BAENRZILDR—LBET [AF¥v>r] 2FRL, AF v VEETEE L E1—
*EITT S,
RISO Console BIEIT [RF v ] ZERL, RF¥ v VEETY LR A IILEKRT 2,
RISO Console BHIET [RF v ] ZFRL, XF v EETXEZERL T #F
HExRZETT S,
U.ADMIN % L (Job owner DA IZHR{EEFIR L T 5)
U.NORMAL % L (Job owner D IZHR{EEFIR L T 5)
Unauthenticated | 2L (A7 A > TEARLDTERIETE A L)
Modify | 2 L (&fF1 > & —7 z—ZH W)
Delete | Job owner RISO Console BEIT [AF¥ v ] ZFERL, XF v vEETXEZRERL T, Hl
brEETT %,
RISO Console BIEI T [R¥ v ] Z&ERL, RF v VEE TXELZERL T, [F
f&Rm] ERL. HIFRZEITTS %,
U.ADMIN % L (Job owner D (ZHR{EAFIBR L T 5)
U.NORMAL % L (Job owner D (ZHR{EAFIR L T 5)
Unauthenticated | 2L (A7 A > TERLDOTERIETEAL)
Copy
B’ | MRE HCD H'FFr] I % #1F
Create | Job owner BENRFIVDOFR—LBEET [a—] 28R, JE—EETIL—%2EITT 5,
U.ADMIN
U.NORMAL
Job owner BERFILOFR—LABEET [a8—] Z2#BRL, ar—EBECTHLIL—2FITL.

67/95




tFalTFaX—" v bk

U.ADMIN AL —EE CHRZETS %,
U.NORMAL
Unauthenticated | 7L (A2 A4 v TEHRLDTERIETE A W)

Read | Job owner BUEAXLVOFR—LEEAT [0—] 2BRL, ar—EETHALIC-—2FITT
%,
BESFILOFR—LEET [a—] Z&RL, A—@EECTCIE—%ZEITT 5,
BEXSFILOFR—LEERT [2E—] Z2BIRL, a—EAECTALIE—-ZFETL.
Lo —EECHRZETT 5,

U.ADMIN 7 L (Job owner DA IZIZIEEGIR L TWLV3)
U.NORMAL 7L (Job owner DA IZIREEGIFR L TLV3)
Unauthenticated | 72 L (A7 A > TEAVDTERIETET A LY)

Modify | & L (&fF1 > &2 —7 z—ZH7%HW)

Delete | Job owner BENRZLTY a JHERAZFIRL, Y3 7HEZERO [MEBA/SEP] 47 T°XE
ZERL T, HIRZEITT %,

BIE/X2I)LH L <IZRISO Console BETY 3 7HERZER L, ¥ a3 JHEREED
(T (BE)] 27 TxXE2%FRL T, BikEERTT S,
RISO Console BIEI T 3 7R A EIR L, ¥ a 7HERBE@mO KT (BE)] 27
TXEZERL T, [FlEERTR] 2BRL. HBRZETT 2,
U.ADMIN 1R2VE/N LDk — LBES L < 13 RISO Console BIE T [EEH X =1 —] %&ER
L. Ya7/XEEEERO KT (BE)] 27 TxXEE2RRL T, HIRZETT
%,
RISO Console BEIT [BE&HE X —1—] #®IRL, Va3 /IXEBTEBERD KT
(BRE)] 27 TxXFEZHERL T, [FFHlFT] 28RL. HBRZETT 5,
U.NORMAL 72 L (Job owner & U* UADMIN DA IZHEEAEHIR L TWL15)
Unauthenticated | %L (AZ'4 v TEHRLDTERIETE AW

Storage / retrieval

BE | FBEE HCD #'3F R 9 % 12 (E

Create | Job owner REF:

U.ADMIN BAEAINVDFR—LEEAET [Fy 7] - [RE] 28R, v 7 ARFEET
U.NORMAL REFEEZETT 2,

Job owner ®RTF !

U.ADMIN BEAXXVDOFE—LBEEAET [Fy 7 R] - RE] 2#8RL. Ay 7 ARFEERT
U.NORMAL RETLE1—%2FTL, RESL 2 —BERECREEZEITT 5,

Job owner ®RF:

U.ADMIN J7ATYRPCICA VA= LTy R=FZA4 =T, HhOhHE Ky 7
U.NORMAL 2T HLCFE [FU Y PRy 7 R] #BIRL T, XEBEEXEET D,
Unauthenticated | (77U Y X —RFZA4NN—hoxrEanizry oY a7 (RfFE) &, FIAEH#HR O
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T DEBREF >TW5,)

Read | Job owner ERYHEL :
BESFTILDFR—LAEES L < £ RISO Console BET [Ryv 2 x] — [#A] %
FEIRL, Ry 7 XFBEBETY LR AILVFRRT b,
HYHL:
1RERZ L DR — LEED L <13 RISO Console EET [Rv 2 x] — [fIA] %
BIRL, Ay 7 XAFABETXEZERL T, FlERZEITT 5,
HYHL:
BENSZILOF—LEES L <L RISO Console BET [HFv o x] — [FIFA] %
BIRL., Ry o 2 AEACTRELETL. RREREE TY LA A ILERTT 2,
HYHL:
BE T DR— LBEES L <13 RISO Console BT T [Rv7x] - [FIA] %
EIRL, Ry 7 M ABEE CHRRZETL, REERER TXE4ERL <. 8
Rl #ETY 5,
HYHL :
BE T DR — LBEES L <13 RISO Console BT T [Rv 7 x] - [FIA] %
BIRL, Ry 7 XM BEETXEZRINL T, HRIZETT 2,
ERYHL :
BBV DR— LBES L <13 RISO Console BIEmT [Rv7x] - [FIA] %
BIRL, Ry 7 A ABETRRARITL, RRERER TXE4HEIRL T, R
*ERITT %,
RISO Console BIEIT [AF¥ v ] ZFIRL, XF v VEETNEZRRL T, ¥
7vA—RFEETT 5,
U.ADMIN 7 L (Job owner D HITIRIEEFIR L TV D)
U.NORMAL 7 L (Job owner D HITIRIEEFIR L TV D)
Unauthenticated | 7L (AZ'4 v TEHRLDTERIETE AW
Modify | 72 L (&FFEA > X —7 z—XH W)
Delete | Job owner REF:

BEASXILOFR—LEET Ry o] - [RE] 2FRL, Ry 7 RRFEE T
NEEERL T, HIBRZEETT 5,

BRYHL :
BES2ILOFR—LEES L <X RISO Console BEmT [HKv 7 X] — [FIFE] %
BIRL, Ry 7 XM BEETXE#RIRL T, HIkEETT 5,

RYHL :
RISO Console BET [Ry 7 R] — [FA] #F]IRL., Ky 7 XFBBEERTXE
FEIRL T [BEART] #&IRL. BIBEERITT 5,

BRYHL :
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BYEN L DR — LBES L <13 RISO Console BIEm T [Rv7x] - [FIA] %
BIRL, Ry 7 XA ABEETHRREARITL, RRERBEETXE4EIRL T, Bk
*ERITT %,

HYHL:

RISO Console BIE T [Kv 7] — [FA] #FRL. Kv o XA HEETRR
HRITL, BRREREE CXEZRIRNL T, [FHlFR] 28RL, Bz ETT 2,
U.ADMIN RE/RYEL :

BENSFZILDFR—LAEES L < £ RISO Console BIEI T [BEEA = 1—] %#ER
L. [2—%—-FF] ca—¥—%&RL T, HllxzEETT 5,

®E/ERYHL :
BENRRILOFR—LBEET [BEBEAZ21—] 2FRL, [BEBEREVNHL] T2
21—Y—DHIR%EEITT %,

RE/ERYHEL

BT DR —LBEES L <13 RISO Console EET [BHE#H X =1 —] %:&iR
L. [RREEY—1—3&E] @ [OFF] [ON] Z81Y &R %,

U.NORMAL 7 L (Job owner &' UADMIN DA IZIEZHIRL T 3)

Unauthenticated | 7L (AZ'4 v TEHRLDTERIETE AW

2. MAET— 2 DT 7t X4

CHMBEY T T —RICHTET IR %, £ 15 D.USER.JOB Access Control SFP ®i& V) IZHIBRT 5,
-FIAENHCD ~—BAAEO A L, 77U > MEEED L 3R v 7 RREZ RIRT 5 &, HCD 143
—RABEIFFET DY a7 O—BEERRT D, 2DE, Ya7MRIRESND &, HCD 1Y%y 3 7IoxH
LRI SN BRIEDOIA v 2 —T7 = — A %R 5,

-FIAENHCD ~—BAAEO /A L, IE—#EED L CIERF v H#EEZRIRT 5 £ HCD IZ5FR] &
NIZBRIEOHRA v R —T7 2 — X %1RHT 5,

-FIBAENHCD ANEBEO AL, 7U > MERES L CIIR Yy 7 ABE % EIRT 5 £, HCD I32f A=
PETDEY a7 D—BA2KRT 5, 2DH, Ya7HNRREND &, HCD L% Y a 7ICH LIS
TBRIEDHA Vv R—T7 = — X RHET 5,

-FAENHCD NEEBEDO /AL, S L CIERF v U HEEZBEIRY % &, HCD IFFFRI S N 7s
BIEOHAVR—7 1 —RERHET S,

- HCD #'&F Rl 2 #1F 2%k 34 ITRT,

& 34 HCD »'#a 9 %41 (D.USER.JOB)

Print
RIE M EE HCD H'&Frl 3~ 2 12 1F
Create | Job owner I7AT Y EFPCICA VAR M=LLIEZTYU Y R—=FRI7AN=—T . HBAFELTY > +]
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U.ADMIN

U.NORMAL

Unauthenticated

LLFE [FU Y bRy 7 R] #BIRL TXEEEIET %o
(FUYR=RFAN=poERESNEZTY >+ a7 id FAAEHR D70 OFER
ERFoTW5,)

Job owner

BIYE/2 L L < IZRISO Console BIE T 3 7HEFR A IR L ¥ 3 7THEREEOD [#R
T (BFE)] 247 TXE&EERL T, HIREETT 3,

RISO Console EET [y 27 X] — [#IA] #&RL. Ry 7 XFBEER THRES
ETL., BRRERE@mM TOXEZEIR L T, [FHEESR] 2RIRL. BRIEETT 5,

RISO Console BIEm T [y 7] — [FIA] #&RL. Ry 7 XFHEER CHRER
ETL, REEREEER CXEARIRL T, HRZETT S,

Read

Job owner

BUE/S2ILDFR—LBEED L < 1ZRISO Console BIET [V > ] ZFERL, 7V
v NBEEERRT D,

BAEARFZNLTY a THEREERL, Va3 7EIERO LBHR/FEF] 2 72%R

ERAHE

B2 ILE L < IZRISO Console BIEI T 3 7R #EIR L. ¥ 3 THERER O (K

T (BE)] 27%%7T %,

U.ADMIN

BUENRZILDFR— LEES L <13 RISO Console BIEIT [EEEA =1 —] %&IR L.
YaZIXEEEEmO KT (BE)] 4 74%KRT 5,

BUENRZILDFR— LEED L < 13 RISO Console BIE T [BHEH A = 1 —] # &R L.
YaZIXEEEEmO [REYaT7] R7EKRT D,

U.NORMAL

72 L (Job owner & UX U.ADMIN O &4 ZI2{EZ SR L TLN3)

Unauthenticated

KL (A4 TERVWDOTERIETER L)

Modify

Job owner

TUY hEPTOBEARIIILDRA Ny TR R L TC—BELEL, RELEALETT
%o

BENRFIILOFR—LBEET [FUY ] 28R, 7Y FEETXEXERL T,
RELBHEITT 5,

U.ADMIN

7L (Job owner M ICIRVEA IR L TWLNB)

U.NORMAL

7L (Job owner M ICIRVEA IR L TWLN3)

Unauthenticated

HL (A4 TERVWDTERETEAR L)

Delete

Job owner

TV bER T BERFLDR Ny SE—EBLTC—REILEL, Y3 7HEYET,

BENSRILDOFR—LBEMES L < X RISO Console BIET [V > ] ZFRL, 7V
VEFEECTXEARIRL T, Ya7x2EYET,

RISO Console BIE T [ >~ k] &KL, 7V > FEECTXEA IR L T, [
Fr] ZEIRL, Pa7EERYBET,

BENRZIILTY 3 THEREZERL, Y a7HEZERO [LEBEAR/FEE] 27 TxXE
EERL T, Ya7EERYHET,

U.ADMIN

BUENRZILDFR— LEES L <13 RISO Console BIET [BEEA =1 —] #&IR L.
P VIXEEBEHERAO (FEYa7] 7 TCXEABERL T, Ya WY ET,
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BENSZILOFR—LBEES L < £ RISO Console HEE T[EEHE X =1 —]%FIR L.
[2—%—H%E] T2-Y—%BRL T, HBREERTT 2,

BIENRFILNDOE—LEET [BBEXZ1—] 2 RRL. [BEEHEXRTYHL] T2
21—H—DHIR%EEITT %,

BE/SxILDFR—LEEDS L < 12 RISO Console
[ubu —/\—:rbrl_‘] D [OFF] [ON] %‘UJU

BECEEEXZ2—]%2FRL.
52 5,

U.NORMAL % L (Job owner &' UADMIN O H(ZHEAFZHIBRL T 5)
Unauthenticated | %L (A7 A4 > TEARLDTERIETEA L)
Scan
B1F FA&E HCD A&7 R 9 2 #81F
Create | Job owner BENXFNDOER—LBET [AFr ] Z2FIRL, X¥ v VEEACTRAF v Z2ETT
U.ADMIN %,
U.NORMAL
Job owner BENFXLOFR—LBET [RF¥ v ] 2FFNL, AF v VBERTEE L EL—%
U.ADMIN 7L, FESLE2—BETRT ¥ 2ETT %,
U.NORMAL
Unauthenticated | %L (A7 A4 > TEARLDTERIETEA L)
Read | Job owner B/ F DR — LEES L < 1Z RISO Console EET [AF¥ ¥ ] #&RL, XF
BE%Z &R %,
BAENRFLOFR—LBEET [R¥vy>] Z2FRL, AF¥ v VBEEATEE L E2—%
£1T9 %,
#E/ %I L < IZRISO Console EIE T 3 7HERAEIR L. ¥ 3 7HEREED [
T (BR)] #7%FK K9 5,
U.ADMIN BAE/F L DR — LEED L < 1& RISO Console BT [BEH A =1 —] Z:&RL.
TvavIXEEEBRO (KT (BE)] 2 7%%xRT %,
U.NORMAL % L (Job owner & U' U ADMIN 04 (212 {EAFIBR L TL5)
Unauthenticated | "L (A7 A > TERVOTERIETERLY)
Modify | R L (B4 > & —7z—XH7%R0)
Delete | Job owner 2x v VERT, BIEASRXILOR My 7HR—%BLT, Y3720V ET,
REETLE1—FTHR, BIESRILTIRYELZETT %,
U.ADMIN %L (Job owner D IZHR{EAFIBR L T 5)
U.NORMAL % L (Job owner D IZHR{EAFIBR L T 5)
Unauthenticated | %L (A7 A > TERLDTERIETEA L)
Copy
1R1E FAE HCD A'&F Rl 9 % #1F
Create | Job owner BAERFILOFR—LBEET [3—] 2&RL., JE—EETIL—-%2EITT 5,
U.ADMIN
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U.NORMAL

Job owner BEAXXLOF—LBEET [3E—] ZERL, a—EECTHLIE-ZETL.

U.ADMIN AL —EmE TR ZETT 5,

U.NORMAL

Job owner BERFILOFR—LBEET [IE—] 22#RL, JE—EETIL—XE{TH, ATA
VIRREA M L2 E F BN —AETT S,
#BAE/ 2L H L < 1L RISO Console BIEI T 3 7HERZ BN L. ¥ 3 7HEZE@ED [
T (BE)] 47car—yavE&ERL T BREERTT 5,

Unauthenticated | %L (A7 A4 > TEARLDTERIETEA L)

Read Job owner BEARXXILOFR—LBEET [28—] Z:&ERL., JC—BEZRTT 5,

BN TY 3 THERAEIRL, ¥z 7HERERE T [WIEP/FES] 2 72 FR
T2,
BfE/x2xLH L <ILRISO Console BIEI T a3 7R A EIR L, ¥ 3 7HEZRERE T
T (BRE)] 2 7%F%xRT %,
BAEAILOFR—LBET [28—] &R L, IC—EARCHAL IL—ETHIC,
T a3 THEREERT 5,

U.ADMIN BAE/SF L DR — LEED L < 1E RISO Console BT [BEEH A =2 —] Z&IRL.
va7ZIXEEEBEET KT (BEE)] 47%%KxRT %,

U.NORMAL 7L (Job owner TN U.ADMIN D& IZEEZHIBRL TWLW3)

Unauthenticated | %L (A7 A > TERLDTERIETEA L)

Modify | Job owner

IE—FFRT REANRILDR by 77X —% L TC—KELEL. REEEZEITT %,

BV THL A -FTHRIC, REEEZFEITT 2,

U.ADMIN 7L (Job owner M IZIVEEHIFRE L TLN3)
U.NORMAL 7L (Job owner M IZIRVEEHIFRE L TWLN3)
Unauthenticated | 72 L (B2 A4 > TEXHAVOTERIETZ L)

Delete Job owner

DE—DHRERFR T, BIFXFILDR by THF—%R L C—KFLEL, Y3 7%28Y
H

AF ¥ F—ICL2 A —XEDGHMIAILRER T, BIENNRILOR by T —%3FL
T, YaT 7EEYET,

AL —RTER BESRAVTERYEBLZRETT 2,

BN TY a THEDEERL, Y3 7EIEEO [LBH/ESEF] 27 TXE
ZERLT, Ya7Z2BRY BT,

U.ADMIN 7L (Job owner DA ICIBEA &R L TWLW53)
U.NORMAL 7L (Job owner DA ICIBEA&IFRL TW53)
Unauthenticated | L (AZ'A4 v TEH VD TERIETEALY)

Storage / retrieval

1BR1F TME

HCD H'&Fr] 3 % 1% 1F
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Create | Job owner *RF
U.ADMIN BEATIOFR—LBET [Hy 7] - [RE] 28RL, Ry 7 ARFER TR
U.NORMAL FaETT %,
Job owner ®REF:
U.ADMIN ATV RPCIZA VYR M=LLETY Y Z—FFAR—T HAREIRY 7 X]
U.NORMAL HLIE [FYY F&FRy 7 R] 2FBINL T, XEEXET 3,
Unauthenticated | (U Y X —FZA4N\N=hoEEINzRy XY a7 (REF) &, FAEHENO
BHOBEREFF> TN D,)
Job owner HeYHL .
BAE/ 3L DR — LE@ES L < 1L RISO Console i@ T [Kv o x] - [FIA] %&
WL, Ry 7 ZAAEAETXEZERL T, HRIZETT 5,
ERUHL :
RISO Console BT [Rv 7 x] — [FA] #FRL. Ry 7 A HAEETXES
BIRL ¢, [FElFR] 2BIRL, FRIZETT %,
ERUHL :
BAE/ 2L DR — LE@ES L < 1L RISO Console BT [Kv o x] - [FIA] %
RL. Ry 7 ZARBEETRRZEITL, REEREE TXEZHERL T, MRZ=E
179 %,
ERUHL :
RISO Console BIE T [Rv 7 R] — [FIA] #%#IRL. Ky s XM BERERCERE
RITL. REBEREEMTXEZERL T [FEER] 2BIRL. BRIZETT 5,
Read Job owner ReE
BfE/x2xLH L <ILRISO Console BIHEI T 3 7R A EIR L, ¥ 3 7HEZRERE TR
T (BRE)] 2 7%%xRT %,
ERYHL :
BERI LTy a THREERL, ¥ a VHERBE T WBH/FEFT] 2 7 2RR
T2,
ERYHL :
B{E/Xx L H L < IZRISO Console BIEI T 3 7HER A RN L, ¥ 3 7HEFREIHE CL#&
T (BFE)] #7%%kT~d %,
U.ADMIN RE/EBRYEL :
/2L DR — LBES L < 13 RISO Console BIE T [BEE X =1 —] #&#IR L.
vaZIXEBEEERT (KT BE)] 27%2F%kxRT 5,
U.NORMAL 72 L (Job owner U UADMIN O & IZIREZHIBR L TLN5)
Unauthenticated | %L (A7 A > TERLDTERIETEA L)
Modify | Job owner RE/RYHEL :

BEFNOFR—LEET Ry 7 R] - [FA] 2BIKL, Ry 7 XF]REERTX
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BEBERL T RELEZFRITT 2,

R7E/BY)HL
RISO Console BET [Fvy 7 X] — [FA] #&RL. Ry 7 XFBEARTXE%
BIRL T, BEHERT] 28R, XRELTFAEETT 5,

BRYHL :
EIRIEAR T, BIENRFLTR by 73— L T—BE=EILEL. RELEFEEXETT D,

U.ADMIN 7L (Job owner DA ICIRIEAEEIBR L T B)
U.NORMAL 7L (Job owner D& ICIRIEASIBEL TWL3)
Unauthenticated | 72 L (B2 A4 Y TXAVOTERIETEZ L)

Delete Job owner

77 :
BENSFLOFR—LEET [Ry 7 RX] - [RE] 2BIRL. AFvF—ICLB5mHR
AIREF T, IBENRNRIILTRA My THXF =2 LT, Y3 7&2EYET,

RiF
RIF7 L E 2 —FITh RESFLTIRY H L EETT 5.

BmYEL :
BIENRFINOFR—LEET [Fy o X] - [FA] 2BRL, Ry 7 XFAERTX
EABIRLC. BRERIC, BEXSFLTR My 73— LT—BELEL Y37
HELYET,

BRYHL :
BAENRFILTY a THERZRIRL, ¥ a VHERBEERO [NEH/F#EAS] 47 ToxE
EEIRL T, Y372 HET,

U.ADMIN 7L (Job owner DA IZIR2EEHIBREL TL5)

U.NORMAL 7L (Job owner DA ICIBEA&IFR L TWLW53)

Unauthenticated | L (A7 A4 v TEH VD TRIETE ALY
FMT_MSA.3

YV aTHERRIC. BV aTTAREINDIEF AV T ABEDOT 74V MEEZK 35 ICREIN/BEYICE
WEd %, 1##1Fld FDP_ACC.1. FDP_ACF.1 2R, ¥¥ 2 UT A BHDT 7 4L MEIFEETE AL,

£ 3 FEAET—XT7I7ERFESFP Ot Fa1 YT 1 BHEOHHIL

va7 X2 Tyg FT7 I B
Bt

AV N I = e 4

TUY b PaTELTERINAEY aTICEENTWEF —F %KL&
AL/Xvarya74y DTV TWAHBEDI—HY -4

U PP aTERBICYE-FASA Y LTWBRIAZEDO Y~
%
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AF v aTERBICO—ALASA Y L TWBRAEDI—H—
%

aE—-vYa7 1-Y-% =Y aTERRICA—ALASSA Y LTWBRRAZEDI-Y -4
Ry 2P a7ERBICO—ALBa o4y LTVWBFBEZEDI—% —
Ry oR¥a” 4

(%) Ry o2y a7 L TERENLZYaTIlgiFnTndd—F—%L
By aras4 v DTV TWAFAEOCI—Y -4

Ry 7RV a7TERBICO—ALASA > L TWAHBEZEDI—H—

A¥yryar | a-H-%

Ry R a7 vz %
(Y H L) Ry VRS aTERBICUE—rAZA Y LTWAHBAZED I —F—
%

CXETFT—XICIEFE, OA Y LTWARAAZEDI Y —-Z3 LZ/ya>a07 4> ID BTV TWLWSE]
BEODA-—Y—ZH, XET—XEREICT 74 MEE L TRNEESNS, X2 UT A BEDT 7 4L
MEIZZEETERL,

73. RET—L2DESL

HCD AR DRBERMUR b L — I ~NREINTT — 22 RE ST D720, T—22B51LT 5,
X9 % SFR DERGEZUTITRT,

FDP_DSK_EXT.1. FCS_COP.1(d). FCS_COP.1(f), FCS_KYC_EXT.1. FCS_CKM.1(b)
FAEXET —ERUOMBD TSF T — X ETEBHEMX L — P F NS, RRET 2BICES{LT %, TOE
HEFHERICESEANERICR S,

S LARAEXET — A RUWED TSF 7 — 213, BEOHEE (—F41>av) ITRETS, £
NUANADNR—=F 4> arP7—ba—X—0FEFHICIZ, BELLEZT—RIZREFELARWL, X7 v 7HEEIL
|,

- SEESSH21E. NIST SP 800-90A (27t Ly, Hash DRBG (SHA256)% {325 > & Ly MRS TER

Lo &Ly hEERALT, BEER 128 £y FTERT 5, (FCS_CKM.1(b))

- REESH#IL. TOE REFHEMICER L. TNERUEATY) —IRTFT 5, /-, BREARICNERMYE

AEY —HommArHL, BEEXEY —IC—RKRET %,

- 77 A ILEESHIE. NIST SP 800-90A [ZftL, Hash DRBG (SHA256)% 4 %5 v X Ly MR
TERLT-7 XLy bEFERALT, BSER128E Y FTERT 5, (FCS_CKM.1(b))
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77 ANLEESHIL, TOE RBFHERICERL. BESEBTHES/AL TRERER ML -V T /81 X
RET 2, £/, BREABICRERYER FL - T ARA 20 55AH L, BESHETES L TERME X
T —IC—FREFET %,

- 77 AIVEBSRIE, BSREKR 128 £y b TERL, BSERE 128 £y FORESEREFEAL TESLE
MEBEINZDT, BE128E Y FEHIFTETLS,

7T ALESROBESCRMES L ESHRE128 Y FDRESEAEHL.CBCE— K (ISO/IEC10116
THRIE) ZEALZES 7/ 3Y XL AES (ISO/IEC 18033-3 THE) T=EMET %, (FCS_COP.1(f))

T—ROESIEMES L BEHE 1288y DT 7 A ILESH#AFER L. CBC £— K (ISO/IEC10116
THRE) #EALEES7/)L3YU XL AES (ISO/IEC 18033-3 THE) TEMEY %, (FCS_COP.1(d))

TR OBESARMES L. FAFEOERE LICEBNICETT 5, IAEXET — & id. fERENWFRE
FEUEZA ML =T NARIRETDERAIVT, HLLIEY a7HRIC—BRETLIEZA IV T, XEE
MU THSLRMEST %, WEDTSF T—Xid, ADSNTEEMI ML -V T NS RIREFETH XA 2
VT, TRBEUTHESIERMEST 5, #1EIZ FMT_SMF.1 XU FDP_ACC.1. FDP_ACF.1 #&&,

FPT_KYP_EXT.1
- REESRIITEREATY — (ERICHEBMFITFEINTWEER) ITRET 2. NEREI L —U TN
A ZIZRFF L7 W,
77 AIVEBSHIE, TOE REFHREFICERINNERERX ML =TS XRFINDD, RET
LRICRBESRTESILT 52 & TRET 2,

FCS_CKM.4, FCS_CKM_EXT.4
CREESEE 77 A LESRIEITE L Ao BICRET B,

CREREMATY —ICRE LI FEXORESHIL, TOE BEEFHE B A E A TOE o BUKER P {bAr
~NDBEBICREE R D,

CRERUEA T - ORBESREORFEE A, NIST SP 800-90A (Z#ELy, Hash_DRBG (SHA256) % /8 ¥
57 VRLEY PERSBRTERLIZZ VYR LNRZ—>T1RIEEZTSHZE THEET 5, BIEIZ. BIENX
Lo [HDD ##At] %= %17,

- BRRARICEREA ) —IC—KRTF LCREBSRIE. BREICKVTEZERS,
- BIRERTIC & DIERICK - THKET S,

CPREREUER L =T N RRE LT 7 A IVEESRIE, TOE BEFt & Ko HAE A TOE ORI
BERCMPT~DBRIFICRE L4 5, BIFIE, BIE/SxLh o [HDD #H#L] % FEiT,
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- BRRARICEREAE) —I—KRTFLLE7 7 VEBSRIE. BREMICLVTEZERD,
- BIRERTIC K 2IERICK > TKET %,

FPT_SKP_EXTA1

C AR DF A L &I T 2 7 DREE IR T D,

T 7 ANEBEREOBESARMES CHERT 2REESREIT. NERMEATY —ITRFE. BERMEXATY —(I—
RHRTFET 5D, nAHT-ODMEABTEEICH—MABHICHRELAWZ EICKY, HAELEBHLE
T5, MERUEATY —(FERICEAMITINTWEDO T, BHTIHETE AL,

T RBSTERT L7 7 AIVESRIT. NMERER L VTN RRE, BREUEAT ) —IC—F
TET LN AR TLODOEEZEEEICHL —MHRABEICHREL AW LICE Y, ZiAHLZBLET
b, NMEFREUER ML —VTNARRELL7 7 IVESRIIBESRCESLINTNDS,

FCS_RBG_EXT.1, FCS_COP.1(c)

“256 By POV FAE—ARNRIFOLHIC, N—FTzTICLB 1 2D/ A XFELHERLT- 384
Ey bOIY bAE—%2F2EEHE I VX LE Y FERKERICY—F & LTHIRT 2,

- VX LE Yy hE, NIST SP 800-90A (Zfit Ly, Hash DRBG (SHA256)% A L TAMT %, /Ny a7
LT X L% ISO/IEC 10118-3:2004 IZHE WEHET 5,

384 EY PO FAOE—IEUTOL S ICHERT 2,

N=RT72T7IC&s /4 XFEEL T, Intel Atom®7 O+ v ¥ x7-E3950 A& T 5 Intel® Secure Key d
N—=RT 2 TEBHERTFERT 5,

[Rambus DRNG]®D 4.2 SiD A b, ALY bAE—K(F50% LV KEVWEDEHETESLDT, T
vhAE—BIIBITAR/NIY FOE—K|E50%& T B,

[Intel DRNG]® 4.2.5 EiICfEL, 10 ¥4 7 AU EDRFE T 32 [@D RDRAND 44 RT3 2 & WS A
BT, FihTrbOoE—%28E 32 £y MEAEEES, COAETIY FOE—RORNI Y FAOE—
KABPT DI EEBRVDT, 2032y FELEICIEDARLCEBI6EY POy FAE=AEEFNATWL
%,

FRZ 24 [EigVIRT I ETT68 £y FEAKEFT D, ZDT768 £ FELEICIEDMCEDH 384 EY b D
Irvhrtor—rEiEnd,

- BIESHEOLEN (FCS_CKM.1(b) &, #MEl L #OIFZE (FCS_CKM_EXT4, FCS_CKM.4) TR
%,

WBIEDRE
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TOE & NEBF v b7 — 7(Uw)L&ﬁéﬂf&“%@ﬁ%%%@ﬁ@%@tt\%Eﬁﬁ%@@U?i
L. ROBEARABROHEL) HRET
ind % SFR a)%ﬁﬁ;‘f%uﬂ:,—ﬁo

FTP_ITC.1
-HCD &I N2 — " —IClF, BEY—/— REY—/N—, SMBH—/N—_ FTP #—/"—_ X —JL
Y—NRN="H 5, #—/\“—t0)1_157—5?1%51&1_1%7—&@E&”E%ffﬁ%m“%f:&bt:\ IPsec 1&158 = £ F
T2, EY—N"—TFEBTE70baL%Ek 36 IIRT,

#& 36 HCD &&Y—/— L DBEFH

IS5 77—y ary7atan
EEY—/N— Syslog
FEE T — /N — LDAP
Kerberos
SMB #—/\— SMB
FTP #—/N— FTP
A=A — 3= SMTP

EY—N—EDREEERF 29 BEXMKTE DY —ERICRROY—ERITL Y BIAT B, BIFEUT,
BEATH N —
- & 44 BEHRERORESA I IEBE,
A — 3 —
- BRI ARE LARET, A—ANAS A Y E LY E— bRSA YRR, BFE (71832
ARVERITS] 228,

SMB % —/"—
- BUERFILOF—LBET [R¥v>] — [PC] ZFIRL, ¥ v VEE TAF v > xEIT,
FTP #—/N—
- BUERFILOF—LBET [R¥v>] — [PC] ZFIRL, ¥ v VEE TAF v > xEIT,
A — )L —/N—

- BAERIIILDR—LABET [AFv ] — [X—L] 2RBFL, AF v VEETRF v %2 ET,

FTP_TRP.1(a). FTP_TRP.1(b)
“HCD & VU E— rFIBEDBEFMAER 37 I10-7, BET —XRELBET —XORTERINT 5728
IZ. IPsec BIEZEHT 5,

& 37 HCD & &AME & o@{Ea+
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JE— MIAHE BRIEFE
G RISO Console

— R &

— & F) A& VAU Sl N A

- UE—-MIBAEICLZ2BEEZY E— MREICEKYRAT 5, BIEFITUT,
RISO Console

- 7747 > FPC®DTZ 7Y TRISO Console B/HE % K,

- 2747k PC®D7Z 7Y% T RISO Console & % #1F,

A Sl A

-7 T7ATYEPCICA YA =N LT YUY R—F 74— bXEEXE,

FIA_PSK_EXT.1

- IPsec BECIEFRHAREFERATE 2, BRIHBERERTET 2RIFIEUT,

- #BtF/¥% L% L <IZ RISO Console BE D [EEEXZ1—] @ [IPseciRE] @ [€F2UT 1KY
Y—RE] C. FEHEFX—0 [ERT 2] ©FERL, [FHEF-] AT,

- IPsec BEDHRIHBRIC, UTOLIBTFIAIIR-—IXDEFHABEROALZHET 5,

R 122~32 XF

NFHEAEDE I TIT 7Y FDRXFENXTF, BF ROFEXFEERATE S, & 38 (AT

ELRUNFO—EERT,

3 38 IPsec DERIHARTEMATE 2HHXF

ST e Unicode X F{& £ R
! U+0021 EXCLAMATION MARK
@ U+0040 COMMERCIAL AT
# U+0023 NUMBER SIGN
$ U+0024 DOLLAR SIGN
% U+0025 PERCENT SIGN
A U+005E CIRCUMFLEX ACCENT
& U+0026 AMPERSAND
* U+002A ASTERISK
( U+0028 LEFT PARENTHESIS
) U+0029 RIGHT PARENTHESIS
U+0020 SPACE
- U+002D HYPHEN-MINUS
U+002E FULL STOP
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_ U+005F LOW LINE

~ U+007E TILDE

{ u+007B LEFT CURLY BRACKET

} u+007D RIGHT CURLY BRACKET
U+0060 GRAVE ACCENT

CFERIHARE. 77 AVESETESIL TRNEREI L YT NS RIRET B, £z, BREEAK
ICTBRMER ML =Y TNA X omAHL 77 A LVEBESHTES L TEREA T —IC—BRET 2,
- IPsec BED IKE D7 = —X 1 T, SHA-256,/SHA-512,/SHA-384 % (£ L TERIHBERZ /v > a1t
T%D

FCS_IPSEC_EXT.1. FCS_COP.1(g). FCS_COP.1(c). FCS_COP.1(b). FCS_COP.1(a). FCS_CKM.1(a).
FCS_CKM.1(b). FCS_RBG_EXT.1
- IPsec BE CIEBRIHEAROMICFIAELFERATE 5, AAZEOERZRET 2RIFEITUT,
- #{F/X3%LH L <IF RISO Console BIHD [EEEX = 2—] ® [IPsec&E] @ [€F 27T 1KY
v—RE] T, BAE [(EHT 2] R,
- IPsec BIED RSA W& CSR =4 T 2 /EIZLLT,
- BUERZLD [BEEA=Z2—] O [(IBAEEE7 7/ LEE] O L CSR OIEK] % E1T,
*CSRZ I RKR—bFd BBEIFLLT,
- BAEANR L OEIE/SFILE L <IL RISO Console BIE® [BEEAXA=a1—] O [{RFBRIEFAIUE]
TONZBEIRL, FTED 7 +# L X—%/EKL7- USB X EY —% HCD I L . BiR#ET %,
- IPsec fFAAE £ /L — b CAREBAE % 1 R — b3 2B EITLLT,
- /3L L <IE RISO Console BIE® [BEEHX =2 —] O [RTEREFAIYVE] T ON %EIR
L. FTED 7 # L —%1ER L 7= USB X €YU —% HCD IZ## L T, Bie#d 3,
- IPsec 185 ® RSA M #21Z., FCS_RBG_EXT1 THEEIN/-T7 VX LE Yy MERBTERLET VX L
v &AL T, FCS_CKM.1(a)® NIST Special Publication 800-56B, Revision 2 @ 6.3.1.2 ZI|ZFEHEH D
rsakpg1-prime-factor A ICHE > TEMT %, T 2ROFREIT 112 LY b TH D,
- IPsec iBIED RSA MBI, 77 A VIEBSRTESKL TTER MR L —2 TN XREFT %, £
7oo BEBRARICTERER ML -V TN 2 oiAH L, 77 LVBSHRTES L THEREEXETY —
IC—RREFT 2,
*CSR IEMEHMERX L=V TNARIRFET %, TV XR— FRICRERER ML =Y TS XD b5
HHT,
- IPsec sEFAZ & )L — b+ CASIFAZ I INERMA P L =V TN, RIIRTEFET 5, iLAEAFER L 7- IPsec &
ERBEICTBREREI ML =T 2D SHmART,

- IPsec BIED IPsec 7—F T 7 F v % RFC4301 TEZEIN/-BY ICERT 5,
- IPsec BE% h 7V AR— b E—RTEHT 5,
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“IPsec FREDLF 2 U T AR —L10BEXTHRETE., BERIEMABLBRETES, EXxa VT4 KUY
—EXTy P DREICOVWTORAZRETE, BERONANRIZOVWTORABRETER N, ER
BTH 7y MIZHLT, EFxa2 VT4 RY > —DEFRIELICHE > TRED L ITWEZITH, EF 2
TARY Y —=D—HT 25EIE. Ty FERET D, BT 2DV EHEEIE T v M EEET D,
BEFaUTAR)—ICE, BEZFAITBDIPTRFLRAZERETE S, IPT7 FLAA—EHLAWGSE
b, EXET BTy M aHEET B,

- IPsec BIE®D IPsec 7’0  3J/L ESP % RFC4303 CEZRIMN/ZBY ICEMET 2, TNy atyvt—>
FEALx 3K 39 ICHEWEMET 5 (FCS_COP.A(g)), /Ny > a7/ TV X LIL ISO/IEC 10118-3:2004 [ZHELEE
I 5, /N7y FDOEES{LIC AES-CBC-128 (RFC 3602 T#HE) & L < I& AES-CBC-256 (RFC 3602 T

ME) ZEMAT 5%,

*£ 39 NNy aXvE—VFHE

s B3t
(EE= ) ! - :
. AXyt—2 /Ny a7 I)L3d
UL NN Fieey A THE
XA X MR ) X L
FIPS Pub 198-1 [The
SHA-1,/ Keved-Hash M
eyed-Hash Message
160,256,384, | 160,/256,/384, SHA-256,” y o I
HMAC . . Authentication Code ],
512 v k 512 v + SHA-384,
FIPS Pub 180-3 [Secure Hash
SHA-512
Standard ]

- IPsec BIEM IKEv1 7'A k OJL% RFC 2407, 2408, 2409, RFC 4109 TEHIN/BY ICEHET %,
/Ny a7 Y X Ld RFC4868 TEZR S NL7-i8 Y IZ, ISO/IEC 10118-3:2004 |t WEMET B,

- IPsec BIED IKEV1 O 7 — 2 EES{t%, RFC3602 TEZE S N7/kES{7/L 3V X L AES-CBC-128,
AES-CBC-256 #{£F L TEMT %,

- IPsec BIE®D IKEvl 7 = — X 1 DA% FCS_COP.1(c)Ic & £ 115 SHA256. SHA384, SHA512 (Zfit
272y aTATYXLEZFERLT, XAV E-FTOARERET 5,

- IPsec BIEDSA T4 724 LR (BESL) 271 — X1 TIZ24BRHETE. 71 —X 2 Tld 8 BN
IZHIBRT %,

- IPsec BIE DR TEM T % IENIFREEE . FCS_RBG_EXTA TIRESNL T VX LE Y MERKBR TER
L7cZ7 & LEy F%&ERL. NIST SP 800-56A Revision 3 ® Appendix D Table 25 (252 DH 7' /L —
714 TERT B,

*IPsec BIED IKE ® 7 = —X 1 THEKRT 2 IETRIZ, NFREIBE T 112bits L EDBENH 5, £ L
ToIEMPRBISIBRMEATY —ICRFT 5,

‘IPsecBIED IKE 7’0 k 2LIEDH 27 /L — 7 14(2048 £ v k MODP) & FCS_COP.1(c)iZ& £ 1% SHA256,
SHA384, SHA512 [Zft>7z/Ny a7 AU XL%ZFERA L7 PRFBEHZFEHA L T, BXBROERLE
EHed 5,

- IPsec BIE® IKE 7’8 k 3JLIE, FCS_COP.1(c)Ic& £M 5 SHA256, SHA384, SHA512 (CfiE>7=/\ v
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aT7NTYXLEFERAL-PRFEHE BEELY —EXEI3EREREZFEAL T E7RAE2E
EEREI

-IPsec BENIESEL Y —E X (8K 2048 £ v + ® FCS_COP.1(c)IC& 715 SHA256 %= f#/H L 7= RSA
TYRNEBELTILITY XL (rDSA)) %. FIPS PUB 186-4 Digital Signature Standard TEZR S NL7z8B Y IC
£ %5, (FCS_COP.1(b))

- IPsec BIEDT — X DES{RMES %K 40 ITHEVWEET 5, (FCS_COP.1(a))

& 40 BET—XOESILEES

" NN i
BEET7LTY XL — - :
ESRE ET—F TERE
FIPS PUB 197 [Advanced
AES 128 £y bR 1256 £ b CBC £—F Encryption Standard (AES)].
NIST SP 800-38A

- IPsec BIED T — KBS CHERY 517 (FCS_CKM.1(b)) (. FCS_RBG_EXT1 TIEEE N5 >
LLEy MERSRTERLEZZ7 VXA LEY b2FERLT . BSRER 1286y bF7-13256 £ b TERT
2o

- |IPsec B{E D ISAKMP SA DO SH#IE. IKED 7 = —X 1 TERL. BRMEXTY —IIREFET 5,

- IPsec BIE D IPsec SA HDRESH#IZ, IKED 7 = —X 2 TERL, EREUEXTY —ITRET D,

- FCS_CKM.1(a)l2fit 5 JERFROERICE L T, L3 LU QAT S N EEIE AL,

FCS_CKM.4, FCS_CKM_EXT.4
- BECERT AESREIITNE LB o RFICHEET 5,

CTEFEMZ ML =D TN, RTREFLLEFFHAREIUATORA IV T TREEL S,
- TOE FEZEF#t & K ERE A TOE OEIUKIERCHFT~ DBEEE (R1FIE. #BIE/ XA [HDD
EAME] & E1T.)
CERMXEY - IC-BRTELAEIHARE. BREMICIYTEEL LD,
- IR IC L SEBHRICK > THRET 2,
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