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Table 1-6 TOE D EAKEEE
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Table 1-8 H7E

Designation Definition
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Designation Definition
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2. Conformance claims

2.1. CC Conformance claims

A ST 1%, LLF® Common Criteria (LLE, CC L384) I AT 5,

CC version

CC conformance

2.2. PP claim

Version 3.1 Release 5

Part2 (CCMB-2017-04-002) Extended,
and Part3 (CCMB-2017-04-003) Conformant

A ST 1, LR PPIZEA T2,

PP identification

PP Title

Protection Profile for Hardcopy Devices

PP registration

PP version

Date

Errata

2.3. PP Conformance rationale

1.0 dated September 10, 2015
September 10, 2015

Protection Profile for Hardcopy Devices — v1.0 Errata #1, June 2017

PP NERTALL FOSAM2T 2L, PP Bk iEY [Exact Conformance | Thb, =Di- . TOE fERi% PP &

—HL T\,

® Required Uses
Printing, Scanning, Copying, Network communications, Administration
® (Conditionally Mandatory Uses

Storage and retrieval, Field-Replaceable Nonvolatile Storage

® Optional Uses

72l

3. Security Problem Definition

ARETIE, FIHE LRGN R PEDERR, ARSI, BB MO X274 ROV TRER T,

3.1. Users

TOE OFIHE X, LLFOIIFHES NS,

Table 3-1 User Categories

Designation Asset category Definition
U.NORMAL Normal User A User who has been identified and authenticated and does not
have an administrative role
U.ADMIN Administrator A User who has been identified and authenticated and has an
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administrative role

3.2. Assets

38 & PEIT . User Data, TSF Data Thd, FEEITLL FTOIIICERIND,

Table 3-2 Asset categories

Designation Asset category Definition
D.USER User Data Data created by and for Users that do not affect the operation of
the TSF
D.TSF TSF Data Data created by and for the TOE that might affect the operation
of the TSF

3.2.1. User Data

User Data 1% FiC 2 DOFEBINORERSILD,

Table 3-3 User Data Type

Designation User Data Type Definition
D.USER.DOC | User Document Information contained in a User’s Document, in electronic or
Data hardcopy form
D.USER.JOB | User Job Data Information related to a User’s Document or Document
Processing Job

3.2.2. TSF Data

TSF Data (% F52 2 DOFRINLERIILD,

Table 3-4 TSF Data

Designation TSF Data type Definition
D.TSF.PROT | Protected TSF TSF Data for which alteration by a User who is neither the data
Data owner nor in an Administrator role might affect the security of
the TOE, but for which disclosure is acceptable
D.TSF.CONF [ Confidential TSF TSF Data for which either disclosure or alteration by a User who
Data is neither the data owner nor in an Administrator role might
affect the security of the TOE
3.3. Threats

This section describes threats to assets described in clause in 3.2.

Table 3-5 Threats for the TOE

Designation

Definition
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T.UNAUTHORIZED_
ACCESS

An attacker may access (read, modify, or delete) User Document Data or change
(modify or delete) User Job Data in the TOE through one of the TOE’s

interfaces.

T.TSF_COMPROMIS
E

An attacker may gain Unauthorized Access to TSF Data in the TOE through

one of the TOE’s interfaces.

T.TSF_FAILURE

A malfunction of the TSF may cause loss of security if the TOE is permitted to

operate while in a degraded state.

T.UNAUTHORIZED_
UPDATE

An attacker may cause the installation of unauthorized software on the TOE.

T.NET_COMPROMIS
E

An attacker may access data in transit or otherwise compromise the security of

the TOE by monitoring or manipulating network communication.

3.4. Organizational Security Policies

This section describes the Organizational Security Policies (OSPs) that apply to the TOE. OSPs are used
to provide a basis for Security Objectives that are commonly desired by TOE Owners in this operational
environment but for which it is not practical to universally define the assets being protected or the
threats to those assets.

Table 3-6 Organizational Security Policies for the TOE

Designation Definition

PAUTHORIZATION Users must be authorized before performing Document Processing and
administrative functions.

P.AUDIT Security-relevant activities must be audited and the log of such actions must be

protected and transmitted to an External IT Entity.
The TOE must be able to identify itself to other devices on the LAN.

P.COMMS_PROTECT

ION
PSTORAGE_ENCRY | If the TOE stores User Document Data or Confidential TSF Data on Field-
PTION Replaceable Nonvolatile Storage Devices, it will encrypt such data on those

devices.

PKEY_MATERIAL Cleartext keys, submasks, random numbers, or any other values that
contribute to the creation of encryption keys for Field-Replaceable Nonvolatile
Storage of User Document Data or Confidential TSF Data must be protected

from unauthorized access and must not be stored on that storage device.

3.5. Assumptions

The Security Objectives and Security Functional Requirements defined in subsequent sections of this

Protection Profile are based on the condition that all of the assumptions described in this section are

satisfied.
Table 3-7 Assumptions for the TOE
Designation Definition
A.PHYSICAL Physical security, commensurate with the value of the TOE and the data it stores

or processes, 1s assumed to be provided by the environment.
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ANETWORK The Operational Environment is assumed to protect the TOE from direct, public

access to its LAN interface.

A.TRUSTED_ADMIN | TOE Administrators are trusted to administer the TOE according to site security

policies.

A.TRAINED_USERS Authorized Users are trained to use the TOE according to site security policies.

Copyright ©2022 KONICA MINOLTA, INC., All Rights Reserved
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4. Security Objectives

4.1. Security Objectives for the Operational environment

This section describes the Security Objectives that must be fulfilled in the operational environment of
the TOE.

Table 4-1 Security Objectives for the Operational environment

Designation Definition

OE.PHYSICAL_PROT | The Operational Environment shall provide physical security, commensurate

ECTION with the value of the TOE and the data it stores or processes.
OE.NETWORK_PRO The Operational Environment shall provide network security to protect the
TECTION TOE from direct, public access to its LAN interface.

OE.ADMIN _TRUST The TOE Owner shall establish trust that Administrators will not use their
privileges for malicious purposes.

OE.USER_TRAININ The TOE Owner shall ensure that Users are aware of site security policies and

G have the competence to follow them.
OE.ADMIN_TRAINI The TOE Owner shall ensure that Administrators are aware of site security
NG policies and have the competence to use manufacturer’s guidance to correctly

configure the TOE and protect passwords and keys accordingly.
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5. Extended components definition

AFETIE JLEL X 2V T AR B2 E R T D, 728, JEIRE/ 1342 T HCD-PP TERSNTWDAHLDEZED
FEFEHAL TS,

5.1. FAU_STG_EXT Extended: External Audit Trail Storage

Family Behavior:
This family defines requirements for the TSF to ensure that secure transmission of audit data from TOE
to an External IT Entity.

Component leveling:

FAU_STG_EXT.1: Extended: External Audit Trail Storage 1

FAU_STG_EXT.1 External Audit Trail Storage requires the TSF to use a trusted channel

implementing a secure protocol.

Management:
The following actions could be considered for the management functions in FMT:

=  The TSF shall have the ability to configure the cryptographic functionality.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

®  There are no auditable events foreseen.

FAU_STG_EXT.1 Extended: Protected Audit Trail Storage

Hierarchical to : No other components
Dependencies : FAU_GEN.1 Audit data generation,
FTP_ITC.1 Inter-TSF trusted channel
FAU_STG_EXT.1.1  The TSF shall be able to transmit the generated audit data to an External IT Entity using
a trusted channel according to FTP_ITC.1.

Rationale:

The TSF is required that the transmission of generated audit data to an External IT Entity which relies
on a non-TOE audit server for storage and review of audit records. The storage of these audit records and
the ability to allow the administrator to review these audit records is provided by the Operational
Environment in that case. The Common Criteria does not provide a suitable SFR for the transmission of
audit data to an External IT Entity.

This extended component protects the audit records, and it is therefore placed in the FAU class with a

single component.
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5.2. FCS_CKM_EXT Extended: Cryptographic Key Management

Family Behavior:
This family addresses the management aspects of cryptographic keys. Especially, this extended
component is intended for cryptographic key destruction.

Component leveling:

FCS_CKM_EXT.4: Extended: Cryptographic Key Material Destruction 4

FCS_CKM_EXT.4 Cryptographic Key Material Destruction ensures not only keys but also key materials

that are no longer needed are destroyed by using an approved method.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

=  There are no auditable events foreseen.

FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

Hierarchical to : No other components
Dependencies : [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys), or

FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction
FCS_CKM_EXT.4.1 The TSF shall destroy all plaintext secret and private cryptographic keys and

cryptographic critical security parameters when no longer needed.

Rationale:
Cryptographic Key Material Destruction is to ensure the keys and key materials that are no longer
needed are destroyed by using an approved method, and the Common Criteria does not provide a suitable

SFR for the Cryptographic Key Material Destruction.

This extended component protects the cryptographic key and key materials against exposure, and it is

therefore placed in the FCS class with a single component.

h.3. FCS_IPSEC_EXT Extended: IPsec selected

Family Behavior:

This family addresses requirements for protecting communications using IPsec.
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Component leveling:

FCS_IPSEC_EXT.1 Extended: IPsec selected 1

FCS_IPSEC_EXT.1 IPsec requires that IPsec be implemented as specified.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

= Failure to establish an IPsec SA

FCS_IPSEC_EXT.1 Extended: IPsec selected

Hierarchical to : No other components

Dependencies : FIA_PSK_EXT.1 Extended:Pre-Shared Key Composition
FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)
FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random
Bit

FCS_IPSEC_EXT.1.1 The TSF shall implement the IPsec architecture as specified in RFC 4301.

FCS_IPSEC_EXT.1.2 The TSF shall implement [selection: tunnel mode, transport mode).

FCS_IPSEC_EXT.1.3  The TSF shall have a nominal, final entry in the SPD that matches anything that is
otherwise unmatched, and discards it.

FCS_IPSEC_EXT.1.4  The TSF shall implement the IPsec protocol ESP as defined by RFC 4303 using
[selection: the cryptographic algorithms AES-CBC-128 (as specified by RFC 3602)
together with a Secure Hash Algorithm (SHA)-based HMAC, AES-CBC-256 (as specified
by RFC 3602) together with a Secure Hash Algorithm (SHA)-based HMAC, AES-GCM-
128 as specified in RFC 4106, AES-GCM-256 as specified in RFC 4106).

FCS_IPSEC_EXT.1.5  The TSF shall implement the protocol: [selection: IKEvI, using Main Mode for Phase 1
exchanges, as defined in RFCs 2407, 2408, 2409, RFC 4109, [selection: no other RFCs
for extended sequence numbers, RFC 4304 for extended sequence numbers], and
[selection: no other RFCs for hash functions, RFC 4868 for hash functionsl; IKEv2 as
defined in RFCs 5996, [selection: with no support for NAT traversal, with mandatory
support for NAT traversal as specified in section 2.23), and [selection: no other RFCs for
hash functions, RFC 4868 for hash functionsl].
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FCS_IPSEC_EXT.1.6  The TSF shall ensure the encrypted payload in the [selection: IKEvI, IKEv2 protocol
uses the cryptographic algorithms AES-CBC-128, AES-CBC-256 as specified in RFC
3602 and [selection: AES-GCM-128, AES-GCM-256 as specified in RFC 5282, no other
algorithml).

FCS_IPSEC_EXT.1.7 The TSF shall ensure that IKEv1 Phase 1 exchanges use only main mode.

FCS_IPSEC_EXT.1.8  The TSF shall ensure that [selection: IKEv2 SA lifetimes can be established based on
[selection: number of packets/number of bytes; length of time, where the time values can
be limited to: 24 hours for Phase 1 SAs and 8 hours for Phase 2 SAs]; IKEv1 SA lifetimes
can be established based on [selection: number of packets/number of bytes ; length of
time, where the time values can be Iimited to: 24 hours for Phase 1 SAs and 8 hours for
Phase 2 SAs]].

FCS_IPSEC_EXT.1.9  The TSF shall ensure that all IKE protocols implement DH Groups 14 (2048-bit MODP),
and [selection: 24 (2048-bit MODP with 256-bit POS), 19 (256-bit Random ECP), 20 (384-
bit Random ECE 5 (1536-bit MODP)), |assignment: other DH groups that are
implemented by the TOE), no other DH groups).

FCS_IPSEC_EXT.1.10 The TSF shall ensure that all IKE protocols perform Peer Authentication using the
[selection: RSA, ECDSA] algorithm and Pre-shared Keys.

Rationale:
IPsec is one of the secure communication protocols, and the Common Criteria does not provide a suitable

SFR for the communication protocols using cryptographic algorithms.

This extended component protects the communication data using cryptographic algorithms, and it is

therefore placed in the FCS class with a single component.

5.4. FCS_KYC_EXT Extended: Cryptographic Operation (Key Chaining)

Family Behavior:
This family provides the specification to be used for using multiple layers of encryption keys to ultimately

secure the protected data encrypted on the storage.

Component leveling:

FCS_KYC_EXT Key Chaining 1

FCS_KYC_EXT Key Chaining, requires the TSF to maintain a key chain and specifies the characteristics
of that chain.

Management:
The following actions could be considered for the management functions in FMT:

= There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:
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= There are no auditable events foreseen.

FCS KYC EXT1 Extended: Key Chaining

Hierarchical to : No other components.
Dependencies : [FCS_COP.1(e) Cryptographic operation (Key Wrapping),
FCS_SMC_EXT.1 Extended: Submask Combining,
FCS_COP.1(f) Cryptographic operation (Key Encryption),
FCS_KDF_EXT.1 Cryptographic Operation (Key Derivation),
and/or
FCS_COP.1(G) Cryptographic operation (Key Transport)]
FCS_KYC_EXT.1.1  The TSF shall maintain a key chain of: [selection: one, using a submask as the BEV or
DEK; intermediate keys originating from one or more submask(s) to the BEV or DEK using
the following method(s): [selection: key wrapping as specified in FCS COP1I1(e), key
combining as specified in FCS_SMC EXT 1, key encryption as specified in FCS_COP1(®),
key derivation as specified in FCS KDF EXT1, key transport as specified in
FCS_COP 1G] while maintaining an effective strength of [selection: 128 bits, 256 bits].

Rationale:

Key Chaining ensures that the TSF maintains the key chain, and also specifies the characteristics of
that chain.However, the Common Criteria does not provide a suitable SFR for the management of
multiple layers of encryption key to protect encrypted data.

This extended component protects the TSF data using cryptographic algorithms, and it is therefore

placed in the FCS class with a single component.

5.5. FCS_RBG_EXT Extended: Cryptographic Operation (Random Bit Generation)

Family Behavior:
This family defines requirements for random bit generation to ensure that it is performed in accordance

with selected standards and seeded by an entropy source.

Component leveling:

FCS_RBG_EXT.1 Extended: Random Bit Generation 1

FCS_RBG_EXT.1 Random Bit Generation requires random bit generation to be performed in accordance

with selected standards and seeded by an entropy source.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

. There are no auditable events foreseen.
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FCS RBG EXT.1 Extended: Cryptographic Operation (Random Bit Generation)

Hierarchical to : No other components.
Dependencies : No dependencies.

FCS_RBG_EXT.1.1  The TSF shall perform all deterministic random bit generation services in accordance with
[selection: ISOAEC 18031:2011, NIST SP 800-90A] using [selection: Hash DRBG (any),
HMAC_DRBG (any), CTR_DRBG (AES)\.

FCS_RBG_EXT.1.2 The deterministic RBG shall be seeded by at least one entropy source that accumulates
entropy from [selection: [assignment: number of software-based sources| software-based
noise source(s), [assignment: number of hardware-based sources| hardware-based noise
source(s)] with a minimum of [selection: 128 bits, 256 bits] of entropy at least equal to the
greatest security strength, according to ISO/IEC 18031:2011 Table C.1 “Security Strength
Table for Hash Functions”, of the keys and hashes that it will generate.

Rationale:
Random bits/number will be used by the SFRs for key generation and destruction, and the Common

Criteria does not provide a suitable SFR for the random bit generation.

This extended component ensures the strength of encryption keys, and it is therefore placed in the FCS

class with a single component.

h.6. FDP_DSK_EXT Extended: Protection of Data on Disk

Family Behavior:
This family is to mandate the encryption of all protected data written to the storage.

Component leveling:

FDP DSK_EXT.1 Extended: Protection of Data on Disk 1

FDP_DSK_EXT.1 Extended:Protection of Data on Disk, requires the TSF to encrypt all the Confidential
TSF and User Data stored on the Field-Replaceable Nonvolatile Storage Devices in order to avoid storing

these data in plaintext on the devices.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

= There are no auditable events foreseen.

FDP_DSK _EXT.1 Extended: Protection of Data on Disk

Hierarchical to : No other components
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Dependencies : FCS_COP.1(d) Cryptographic operation (AES Data
Encryption/Decryption).

FDP_DSK_EXT.1.1  The TSF shall [selection: perform encryption in accordance with FCS_COP.1(d), use a
self-encrypting Field-Replaceable Nonvolatile Storage Device that is separately CC
certified to conform to the FDE EE cPP, such that any Field-Replaceable Nonvolatile
Storage Device contains no plaintext User Document Data and no plaintext Confidential
TSF Data.

FDP_DSK_EXT.1.2  The TSF shall encrypt all protected data without user intervention.

Rationale:

Extended: Protection of Data on Disk is to specify that encryption of any confidential data without user
intervention, and the Common Criteria does not provide a suitable SFR for the Protection of Data on
Disk.

This extended component protects the Data on Disk, and it is therefore placed in the FDP class with a

single component.

5.7. FIA_PMG_EXT Extended: Password Management

Family Behavior:
This family defines requirements for the attributes of passwords used by administrative users to ensure

that strong passwords and passphrases can be chosen and maintained.

Component leveling:

FIA_PMG_EXT.1 Extended: Password Management 1

FIA_PMG_EXT.1 Password management requires the TSF to support passwords with varying
composition requirements, minimum lengths, maximum lifetime, and similarity constraints.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

. There are no auditable events foreseen.

FIA_PMG_EXT.1 Extended: Password Management

Hierarchical to : No other components
Dependencies : No dependencies

FIA_PMG_EXT.1.1 The TSF shall provide the following password management capabilities for User
passwords:

+ Passwords shall be able to be composed of any combination of upper and lower case
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“p ok

letters, numbers, and the following special characters: [selection: “!”, “@”, “#”, “$”, “%”, “*”,
“&”, ¥ “(« ) [assignment: other charactersll;
+ Minimum password length shall be settable by an Administrator, and have the capability

to require passwords of 15 characters or greater;
Rationale:
Password Management is to ensure the strong authentication between the endpoints of communication,

and the Common Criteria does not provide a suitable SFR for the Password Management.

This extended component protects the TOE by means of password management, and it is therefore placed

in the FIA class with a single component.

5.8. FIA_PSK_EXT Extended: Pre-Shared Key Composition

Family Behavior:
This family defines requirements for the TSF to ensure the ability to use pre-shared keys for IPsec.

Component leveling:

FIA_PSK_EXT.1 Extended: Pre-Shared Key Composition 1

FIA_PSK_EXT.1 Pre-Shared Key Composition, ensures authenticity and access control for updates.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

. There are no auditable events foreseen.

FIA PSK EXT 1 Extended: Pre-Shared Key Composition
Hierarchical to : No other components
Dependencies : FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random
Bit Generation)
FIA_PSK EXT.1.1 The TSF shall be able to use pre-shared keys for IPsec.
FIA_PSK_EXT.1.2 The TSF shall be able to accept text-based pre-shared keys that are:
+22 characters in length and [selection: [assignment: other supported lengths, no other
lengthsl;
-composed of any combination of upper and lower case letters, numbers, and special
characters (that include: “”, “@”, “#”, “$”, “%”, “*”, “&”, “*”, “(, and “)").
FIA_PSK_EXT.1.3 The TSF shall condition the text-based pre-shared keys by using [selection: SHA-1, SHA-
256, SHA-512, [assignment: method of conditioning text stringl] and be able to [selection:

use no other pre-shared keyss accept bit-based pre-shared keys; generate bit-based pre-
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shared keys using the random bit generator specified in FCS_RBG_EXT 1].

Rationale:
Pre-shared Key Composition is to ensure the strong authentication between the endpoints of
communications, and the Common Criteria does not provide a suitable SFR for the Pre-shared Key

Composition.

This extended component protects the TOE by means of strong authentication, and it is therefore placed
in the FIA class with a single component.

5.9. FPT_KYP_EXT Extended: Protection of Key and Key Material

Family Behavior:
This family addresses the requirements for keys and key materials to be protected if and when written

to nonvolatile storage.

Component leveling:

FPT_KYP _EXT.1 Protection of key and key material 1

FPT_KYP _EXT.1 Extended: Protection of key and key material, requires the TSF to ensure that no

plaintext key or key materials are written to nonvolatile storage.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

. There are no auditable events foreseen.

FPT_KYP_EXT.1 Extended: Protection of Key and Key Material

Hierarchical to : No other components.
Dependencies : No dependencies.

FPT _KYP_EXT.1.1 The TSF shall not store plaintext keys that are part of the keychain specified by
FCS_KYC_EXT.1 in any Field-Replaceable Nonvolatile Storage Device.

Rationale:

Protection of Key and Key Material is to ensure that no plaintext key or key material are written to
nonvolatile storage, and the Common Criteria does not provide a suitable SFR for the protection of key
and key material.

This extended component protects the TSF data, and it is therefore placed in the FPT class with a single

component.
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5.10. FPT_SKP_EXT Extended: Protection of TSF Data

Family Behavior:
This family addresses the requirements for managing and protecting the TSF data, such as cryptographic
keys.This is a new family modelled as the FPT Class.

Component leveling:

FPT SKP_EXT.1 Extended: Protection of TSF Data 1

FPT_SKP_EXT.1 Protection of TSF Data (for reading all symmetric keys), requires preventing symmetric

keys from being read by any user or subject.It is the only component of this family.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

. There are no auditable events foreseen.

FPT SKP_EXT.1 Extended: Protection of TSF Data
Hierarchical to : No other components.
Dependencies : No dependencies.
FPT_SKP_EXT.1.1 The TSF shall prevent reading of all pre-shared keys, symmetric keys, and private keys.

Rationale:
Protection of TSF Data is to ensure the pre-shared keys, symmetric keys and private keys are protected

securely, and the Common Criteria does not provide a suitable SFR for the protection of such TSF data.

This extended component protects the TOE by means of strong authentication using Preshared Key, and

it is therefore placed in the FPT class with a single component.

5.11. FPT_TST_EXT Extended: TSF testing

Family Behavior:
This family addresses the requirements for self-testing the TSF for selected correct operation.

Component leveling:

FPT_TST_EXT.1 Extended: TSF testing 1
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FPT_TST_EXT.1 TSF testing requires a suite of self-testing to be run during initial start-up in order to

demonstrate correct operation of the TSF.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

. There are no auditable events foreseen.

FPT_TST _EXT.1 Extended: TSF testing
Hierarchical to : No other components
Dependencies : No dependencies

FPT_TST_EXT.1.1 The TSF shall run a suite of self-tests during initial start-up (and power on) to demonstrate
the correct operation of the TSF.

Rationale:
TSF testing is to ensure the TSF can be operated correctly, and the Common Criteria does not provide a

suitable SFR for the TSF testing.In particular, there is no SFR defined for TSF testing.

This extended component protects the TOE, and it is therefore placed in the FPT class with a single

component.

5.12. FPT_TUD_EXT Extended: Trusted Update

Family Behavior:
This family defines requirements for the TSF to ensure that only administrators can update the TOE

firmware/software, and that such firmware/software is authentic.

Component leveling:

FPT_TUD_EXT.1 Extended: Trusted Update 1

FPT _TUD_EXT.1 Trusted Update, ensures authenticity and access control for updates.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

. There are no auditable events foreseen.
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FPT_TUD_EXT.1

FPT_TUD_EXT.1.1

FPT_TUD_EXT.1.2

FPT_TUD_EXT.1.3

Rationale:

Extended: Trusted Update

Hierarchical to : No other components
Dependencies : FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification),
FCS_COP.1(c) Cryptographic operation (Hash Algorithm).
The TSF shall provide authorized administrators the ability to query the current version
of the TOE firmware/software.
The TSF shall provide authorized administrators the ability to initiate updates to TOE
firmware/software.
The TSF shall provide a means to verify firmware/software updates to the TOE using a
digital signature mechanism and [selection: published hash, no other functions] prior to

installing those updates.

Firmware/software is a form of TSF Data, and the Common Criteria does not provide a suitable SFR for

the management of firmware/software.In particular, there is no SFR defined for importing TSF Data.

This extended component protects the TOE, and it is therefore placed in the FPT class with a single

component.
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6. Security Requirements
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6.1.1. Class FAU: Security audit

FAU_GEN.1 Audit data generation
(for 0.AUDIT)
Hierarchical to : No other components
Dependencies : FPT_STM.1 Reliable time stamps
FAU_GEN.1.1 The TSF shall be able to generate an audit record of the following auditable events:

a) Start-up and shutdown of the audit functions;

b) All auditable events for the not specified level of audit; and

¢) All auditable events specified in

Table 6-1, [assignment: other specifically defined auditable events].
[assignment: other specifically defined auditable events]

" none

FAU_GEN.1.2 The TSF shall record within each audit record at least the following information:

a) Date and time of the event, type of event, subject identity Gf applicable), and the
outcome (success or failure) of the event; and

b) For each audit event type, based on the auditable event definitions of the functional
components included in the PP/ST, additional information specified in

Table 6-1, [assignment: other audit relevant information).

[assignment: other audit relevant information]

" none

Table 6-1 Audit data requirements

Auditable event Relevant SFR Additional Details
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information
Job completion FDP_ACF.1 Type of job aB—D5ET
AXYDTET
A —Va T ORTE
ARAFTa7 OFHL
ARAFET a7 O
AR a7 OHIBR
IR FVaT OER RS (B8 -4
)
TV R aT OFIR
TV a7 OPRAT
Unsuccessful User authentication | FIA_UAU.1 None BT AL DD
A=V E PIOEN ('
Unsuccessful User identification FIA_UID.1 None BT AL DD
‘0l A DRI
Use of management functions FMT_SMF.1 None B F 2 VT PR RE D4 T
Modification to the group of Users | FMT_SMR.1 None 2— P —DEBNOLEEERBBTFIEL
that are part of a role RN RLERIIAT O
Changes to the time FPT_STM.1 None - HEEDA T
Failure to establish session FTP_ITC.1, Reason for | «iBfEHEST DI K ORI DB H
FTP_TRP.1(a), failure
FTP_TRP.1(b)
FAU_GEN.2 User identity association
(for 0.AUDIT)
Hierarchical to : No other components
Dependencies : FAU_GEN.1 Audit data generation
FIA_UID.1 Timing of identification
FAU _GEN.2.1 For audit events resulting from actions of identified users, the TSF shall be able to

FAU_STG_EXT.1

FAU_STG_EXT.1.1

associate each auditable event with the identity of the user that caused the event.

Extended: External Audit Trail Storage

(for 0.AUDIT)
Hierarchical to : No other components
Dependencies : FAU_GEN.1 Audit data generation,

FTP_ITC.1 Inter-TSF trusted channel
The TSF shall be able to transmit the generated audit data to an External IT Entity using
a trusted channel according to FTP_ITC.1.

6.1.2. Class FCS: Cryptographic support

FCS_CKM.1(a)

Cryptographic Key Generation (for asymmetric keys)
(for 0.COMMS_PROTECTION)

Hierarchical to : No other components.
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FCS_CKM.1.1(a)

Refinement:

FCS_CKM.1(b)

Dependencies : [ECS_CKM-2 Cryptographie key-distribution,or

FCS_COP.1(b) Cryptographic Operation (for signature
generation/ verification),

FCS_COP.1(i) Cryptographic operation (Key Transport)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material

Destruction

The TSF shall generate asymmetric cryptographic keys used for key establishment in

accordance with [selection:

NIST Special Publication 800-564, “Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm Cryptography” for finite field-
based key establishment schemes;

NIST Special Publication 800-56A, “Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm Cryptography” for elliptic curve-
based key establishment schemes and implementing “NIST curves” P-256, P-384 and
[selection: P-521, no other curves/ (as defined in FIPS PUB 186-4, “Digital Signature
Standard”)

NIST Special Publication 800-56B, ‘Recommendation for Pair-Wise Key
Establishment Schemes Using Integer Factorization Cryptography” for RSA-based

key establishment schemes

] and specified cryptographic key sizes equivalent to, or greater than, a symmetric key
strength of 112 bits.
[selection: NIST Special ..]

NIST Special Publication 800-56A, “Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm Cryptography” for finite field-
based key establishment schemes

NIST Special Publication 800-56B, “Recommendation for Pair-Wise Key
Establishment Schemes Using Integer Factorization Cryptography” for RSA-based

key establishment schemes

Cryptographic key generation (Symmetric Keys)
(for 0.COMMS_PROTECTION, O.STORAGE_ENCRYPTION)

Hierarchical to : No other components.

Dependencies : [ECS_CKM-2 Cryptographickey-distribution;-or

FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)

FCS_COP.1(d) Cryptographic Operation (AES Data
Encryption/Decryption)

FCS_COP.1(e) Cryptographic Operation (Key Wrapping)
FCS_COP.1(f) Cryptographic operation (Key Encryption)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)

FCS_COP.1(h) Cryptographic Operation (for keyed-hash
message authentication)]

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random
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FCS_CKM.1.1(b)

Refinement

FCS_CKM_EXT.4

FCS_CKM_EXT.4.1

FCS_CKM.4

FCS_CKM.4.1

Refinement:

Bit Generation)
The TSF shall generate symmetric cryptographic keys using a Random Bit Generator as
specified in FCS_RBG_EXT.1 and specified cryptographic key sizes [selection: 128 bit, 256
bif] that meet the following: No Standard.
[selection: 128 bit, 256 bif
. 128bit
. 256 bit

Extended: Cryptographic Key Material Destruction
(for 0.COMMS_PROTECTION, O.STORAGE_ENCRYPTION, O.PURGE_DATA)

Hierarchical to : No other components.
Dependencies : [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys), or

FCS_CKM.1(b) Cryptographic key generation (Symmetric
Keys)],
FCS_CKM.4 Cryptographic key destruction

The TSF shall destroy all plaintext secret and private cryptographic keys and

cryptographic critical security parameters when no longer needed.

Cryptographic key destruction
(for 0.COMMS_PROTECTION, O.STORAGE_ENCRYPTION, O.PURGE_DATA)

Hierarchical to : No other components.
Dependencies : [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys), or

FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]

The TSF shall destroy cryptographic keys in accordance with a specified cryptographic key

destruction method [selection:

] For volatile memory, the destruction shall be executed by [selection: powering off a
device, [assignment: other mechanism that ensures keys are destroyed]].

] For nonvolatile storage, the destruction shall be executed by a [selection: single, three
or more times| overwrite of key data storage location consisting of [selection: a pseudo
random pattern using the TSFs RBG (as specified in FCS_RBG_EXT.1), a static
pattern], followed by a [selection: read-verify; nonel. If read-verification of the
overwritten data fails, the process shall be repeated again;

] that meets the following: [selection: NIST SP800-88, no standard).

[selection: For volatile memory; ...]

= For volatile memory, the destruction shall be executed by [selection: powering off a
device, [assignment: other mechanism that ensures keys are destroyed]].

= For nonvolatile storage, the destruction shall be executed by a [selection: single, three
or more times] overwrite of key data storage location consisting of [selection: a pseudo
random pattern using the TSF’s RBG (as specified in FCS_RBG_EXT.1), a static
pattern], followed by a [selection: read-verify, nonel. If read-verification of the
overwritten data fails, the process shall be repeated again;

[selection: powering off a device, [assignment: other mechanism that ensures keys are

destroyedi|

= powering off a device
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FCS_COP.1(a)

FCS_COP.1.1(a)

Refinement

FCS_COP.1(b)

FCS_COP.1.1()

Refinement

[selection: single, three or more times]

] single

[selection: a pseudo random pattern using the TSFs RBG (as specified in
FCS RBG EXT 1), a static pattern]

. a static pattern

[selection: read-verify, nonel

*  none

[selection: NIST SP800-88, no standardl

] no standard

Cryptographic Operation (Symmetric encryption/decryption)

(for 0.COMMS_PROTECTION)

Hierarchical to : No other components

Dependencies : [EDP_ITC 1 Import-of user data—without-seeurityattributes or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

The TSF shall perform encryption and decryption in accordance with a specified

cryptographic algorithm AES operating in [assignment: ome or more modes] and

cryptographic key sizes 128-bits and 256-bits that meets the following:

=  FIPS PUB 197, “Advanced Encryption Standard (AES)”

. [Selection: NIST SP 800-384, NIST SP 800-38B, NIST SP 800-38C, NIST SP 800-

380
[assignmenf; one or more modes]
=  CBC

[Selection: NIST SP 800-38A, NIST SP 800-38B, NIST SP 800-38C, NIST SP 800-38D)
=  NIST SP800-38A

Cryptographic Operation (for signature generation/verification)
(for O.UPDATE_VERIFICATION, O.COMMS_PROTECTION)

Hierarchical to : No other components
Dependencies : [EDP_ITC 1 Import-ofuser-data—without-seeurity-attributes;or
FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction
The TSF shall perform cryptographic signature services in accordance with a [selection:
»  Digital Signature Algorithm (DSA) with key sizes (modulus) of lassignment: 2048 bits
or greaten,
»  RSA Digital Signature Algorithm (rDSA) with key sizes (modulus) of [assignment:
2048 bits or greater], or
] Elliptic Curve Digital Signature Algorithm (ECDSA) with key sizes of [assignment:
256 bits or greater]]

that meets the following [selection:
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Case: Digital Signature Algorithm

] FIPS PUB 186-4, “Digital Signature Standard”

Case: RSA Digital Signature Algorithm

L] FIPS PUB 186-4, “Digital Signature Standard”

Case: Elliptic Curve Digital Signature Algorithm

] FIPS PUB 186-4, “Digital Signature Standard”

. The TSF shall implement “NIST curves” P-256, P384 and [selection: P521, no other
curves] (as defined in FIPS PUB 186-4, “Digital Signature Standard”).

]

[selection: Digital Signature ...]

= RSA Digital Signature Algorithm (rDSA) with key sizes (modulus) of [assignment:
2048 bits or greater]

[assignment: 2048 bits or greater]

. 2048bits

[selection: Case: Digital ...]

] FIPS PUB 186-4, “Digital Signature Standard”

FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit Generation)
(for O.STORAGE_ENCRYPTION and O.COMMS_PROTECTION)

Hierarchical to : No other components.
Dependencies : No dependencies.

FCS_RBG_EXT.1.1  The TSF shall perform all deterministic random bit generation services in accordance with
[selection: ISO/IEC 180312011, NIST SP 800-90A] using [selection: Hash DRBG (any),
HMAC _DRBG (any), CTR_DRBG (AES)I.

[selection: ISO/IEC 18031:2011, NIST SP 800-90A]

. NIST SP 800-90A

[selection: Hash DRBG (any), HUAC_DRBG (any), CTR_DRBG (AES)
=  CTR_DRBG (AES)

FCS_RBG_EXT.1.2  The deterministic RBG shall be seeded by at least one entropy source that accumulates
entropy from [selection: [assignment: number of software-based sources| software-based
noise source(s), [assignment: number of hardware-based sources| hardware-based noise
source(s)] with a minimum of [selection: 128 bits, 256 bits] of entropy at least equal to the
greatest security strength, according to ISO/IEC 18031:2011 Table C.1 “Security Strength
Table for Hash Functions”, of the keys and hashes that it will generate.

[selection: [assignment: number of software-based sources] software-based noise source(s),
[assignment: number of hardware-based sources| hardware-based noise source(s)]
. [assignment: number of hardware-based sources| hardware-based noise source(s)

[assignment: number of hardware-based sources]

*  one
[selection: 7128 bits, 256 bits]
= 256 bits

6.1.3. Class FDP: User data protection

FDP_ACC.1 Subset access control
(for 0.ACCESS_CONTROL and O.USER_AUTHORIZATION)
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FDP_ACC.1.1

Refinement

FDP_ACF.1

FDP_ACF.1.1
Refinement
FDP_ACF.1.2

Refinement

FDP_ACF.1.3

Refinement

FDP_ACF.1.4

Refinement

Hierarchical to No other components
Dependencies FDP_ACEF.1 Security attribute based access control
The TSF shall enforce the User Data Access Control SFP on subjects, objects, and

operations among subjects and objects specified in Table 6-2 and Table 6-3.

Security attribute based access control

(for 0.ACCESS_CONTROL and O.USER_AUTHORIZATION)
Hierarchical to No other components

FDP_ACC.1 Subset access control

FMT_MSA.3 Static attribute initialisation

The TSF shall enforce the User Data Access Control SFP to objects based on the following:

subjects, objects, and attributes specified in Table 6-2 and Table 6-3.

Dependencies

The TSF shall enforce the following rules to determine if an operation among controlled
subjects and controlled objects is allowed: rules governing access among controlled
subjects and controlled objects using controlled operations on controlled objects specified
In Table 6-2 and Table 6-3.

The TSF shall explicitly authorise access of subjects to objects based on the following
additional rules: [assignment: rules that do not conflict with the User Data Access Control
SFP based on security attributes, that explicitly authorise access of subjects to objects].
[assignment: rules that do not conflict with the User Data Access Control SFE based on
security attributes, that explicitly authorise access of subjects to objects]

= L

The TSF shall explicitly deny access of subjects to objects based on the following additional
rules: [assignment: rules that do not conflict with the User Data Access Control SFE based
on security attributes, that explicitly deny access of subjects to objects].

[assignment: rules that do not conflict with the User Data Access Control SFE based on
security attributes, that explicitly deny access of subjects to objects]

= oL

Table 6-2 D.USER.DOC Access Control SFP

"Create" "Read" "Modify" "Delete"

Print

Operation :

Submit a | View image or | Modify stored Delete stored

document to be | Release printed | document document

printed output

Job owner

(note 1)

U.ADMIN

denied

denied

denied

U.NORMAL

denied

denied

denied

Unauthenticated

denied

denied

denied

denied

Scan

Operation :

Submit
document

scanning

a

for | image

View scanned

Modify stored

Image

Delete stored

Image

Job owner

(note 2)

denied

denied

denied

U.ADMIN

denied

denied

denied

denied

U.NORMAL

denied

denied

denied

Unauthenticated

denied

denied

denied

denied

Copy

Operation :

Submit

View scanned

Modify stored

Delete stored
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[fi] Table6-2 i%. FrLORITO SFP Rk L T\D,

TV MEREE VTR 2 U T A HIRIL 7=V a7 Ol T —#12%t3 % SFP

AX YU RRREE VT, AR Y RGBSR N Lz vay O T —212xt35 SFP
abt’—fEEE VT, PV M ALY a7 DR T — X2k 95 SFP

document  for | image or | image Iimage
copying Release printed
copy output
Job owner (note 2) denied denied
U.ADMIN denied denied denied denied
U.NORMAL denied denied denied
Unauthenticated | denied denied denied denied
Storage / | Operation : Store document | Retrieve stored | Modify stored Delete stored
retrieval document document document
Job owner (note 1)
U.ADMIN denied denied
U.NORMAL denied denied denied
Unauthenticated | denied denied denied denied

Print :
Scan :
Copy :

Storage / retrieval :

Ot — Ax vl (RIEHEEEE VT, —IHRTEHDD (R1FL7=V a7 OWig T — 2 x5 SFP

XA TOE 13 FAX BSREA#5# L Q72U 7= [ Fax send ] [ Fax receive | REOHE & N7 7 & AHIHENITIELEL 72V,

Table 6-3 D.USER.JOB Access Control SFP

"Create" "Read" "Modify" "Delete"
Print Operation : Create print job | View print | Modify print job | Cancel print job
queue / log
Job owner (note 1)
U.ADMIN denied denied
U.NORMAL denied denied
Unauthenticated | denied denied denied
Scan Operation : Create scan job | View gscan | Modify scan job | Cancel scan job
status / log
Job owner (note 2) denied denied
U.ADMIN denied denied denied
U.NORMAL denied denied
Unauthenticated | denied denied denied
Copy Operation : Create copy job | View copy | Modify copy job | Cancel copy job
status / log
Job owner (note 2) denied
U.ADMIN denied denied denied
U.NORMAL denied denied
Unauthenticated | denied denied denied
Storage / | Operation : Create storage /| View storage /| Modify storage/ | Cancel storage /
retrieval retrieval job retrieval log retrieval job retrieval job
Job owner (note 1)
U.ADMIN denied denied
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U.NORMAL denied denied

Unauthenticated | denied denied denied

[#i/2] Table6-3 1X, FRLOKI T SFP A7k L T2,
»  Print: VUVMEREEZHAWTEXITAHIRL Va7 Ovar 7 —XIZxi9 5 SFP
*  Scan: AFYUBREEZMWT, AFY R ERICH ALY aT OYaT T =21k T % SFP
*  Copy: =ZE—HmZMWT, SV MIALIYar ovar T —HIkt+ 5 SFP
] Storage / retrieval :
At — AF vl RIFBERER VT —RHRAE,HDD fRIFLT= Va7 OYa” 7 —2 x4 % SFP
A TOE 13 FAX BEReZ#5# L Q722 /2 [Fax send | [Fax receive | FEO#R{E & O 72 AHIBNIIFELZR L,

Note 1° Job Owner is identified by a credential or assigned to an authorized User as part of the process
of submitting a print or storage Job.
Note 2: Job Owner is assigned to an authorized User as part of the process of initiating a scan, copy or

retrieval Job.

6.1.4. Class FIA: Identification and authentication

FIA_AFL.1 Authentication failure handling
(for O.USER_I&A)
Hierarchical to : No other components
Dependencies : FIA_UAU.1 Timing of authentication
FIA_AFL.1.1 The TSF shall detect when [selection: [assignment: positive integer number], an

administrator configurable positive integer within [assignment: range of acceptable
values|] unsuccessful authentication attempts occur related to [assignment: list of
authentication events).
[selection: [assignment: positive integer number], an administrator configurable positive
integer within[assignment: range of acceptable values]]
[assignment: positive integer numberl,
] Refer to Table 6-4
[assignment: list of authentication events)
] Refer to Table 6-4
FIA_AFL.1.2 When the defined number of unsuccessful authentication attempts has been [selection:
met, surpassed], the TSF shall [assignment: list of actions].
[selection: met, surpassed]
. met
[assignment: list of actions]
] Refer to Table 6-4

Table 6-4 Authentication failure handling

authentication events positive integer number list of actions)
BRI D — Y — R K OV B 8 1 5 T DO FBFESS 1k
Web Connection (2351} 5% FLA SR EE 1 5 R DORRFEE 11
TVAHRTANZE > TH SN BT XEOZER | 3 TAUY DR YT
D—H—FBIE
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FIA_ATD.1

FIA_ATD.1.1

FIA_PMG_EXT.1

FIA_PMG_EXT.1.1

FIA_UAU.1

FIA_UAU.1.1

Refinement

FIA_UAU.1.2

User attribute definition
(for O.USER_AUTHORIZATION)

Hierarchical to : No other components

Dependencies : No dependencies

The TSF shall maintain the following list of security attributes belonging to individual
users: [assignment: list of security attributes].

[assignment: list of security attributes].

] # 2 7 J&E(User ID, Admin ID)

. #%E|(U.NORMAL, U.ADMIN)

Extended: Password Management

(for O.USER_I&A)

Hierarchical to : No other components

Dependencies : No dependencies

The TSF shall provide the following password management capabilities for User
passwords:

- Passwords shall be able to be composed of any combination of upper and lower case
letters, numbers, and the following special characters: [selection: “!”, “@”, “#”, “$”, “%”, “*”,
“&”, ¥ “(“ “y [assignment: other charactersll;

+ Minimum password length shall be settable by an Administrator, and have the capability
to require passwords of 15 characters or greater;

[selection: “I”, “@”, “#”, “$”, “%”, “r”, “&”, “*” “(“, ), [assignment: other characters]]

] W@, W, P, U, N “&D, X7 (¢ and [assignment: other characters)

[assignment: other characters)

[R5 Ve 1] EL I TS L T2 A 1A LA LA R Y [T 11T L B 1A L R T L R T3 LR T3 IR RN T3S L RN 13 CL RN T1 A TR LA 130 B TN T 1y 2
. - S =7, 47 7, ?
) ¥ ) s ’ [ N2 ) / 3 s s ) s ) ) ) bl + s < ’ > E and
o (EELH)
[IREIRT5 Ve LB 1] ELINTE AT TS LTI LR T2 R TAE L B 1Y (TR T3E L AT L B T R T3 LA T (R LA T3S LR T3 £ RT3 E L B T I T3P L TN TR 11y 2]
. - [, <7, « =7, 4 4 ?
) ¥ s ) s L R N / ) s ) s s ) s ) ) + s < ’ > s . and

“ (HRFIHE)

Timing of authentication

(for 0.USER_I&A)

Hierarchical to : No other components

Dependencies : FIA_UID.1 Timing of identification

The TSF shall allow [assignment: /ist of TSF mediated actions that do not conflict with

the User Data Access Control SFPE and do not provide access to D.TSF, CONF, and do not

change any TSF datal on behalf of the user to be performed before the user is

authenticated.

[assignment: Iist of TSF mediated actions that do not conflict with the User Data Access

Control SFE and do not provide access to D.TSF.CONE, and do not change any TSF datal

. TOE DikiERER I L ORREDOHRTE

 AX Y UBREICE DAYy T ORERE, av—EIc koM BE, Y v x
RIA4 RN X D IERE, IRy v Eanzya 7o TH L RENER, 1
BMRFETLTOARNY 3 TOHATRIOME

" F—hrVty MEHORE

The TSF shall require each user to be successfully authenticated before allowing any other

TSF-mediated actions on behalf of that user.
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FIA_UAU.7

FIA_UAU.7.1

FIA_UID.1

FIA_UID.1.1

Refinement

FIA_UID.1.2

FIA_USB.1

FIA_USB.1.1

FIA_USB.1.2

FIA_USB.1.3

Protected authentication feedback
(for O.USER_I&A)

Hierarchical to : No other components

Dependencies : FIA_UAU.1 Timing of authentication

The TSF shall provide only [assignment: list of feedback] to the user while the
authentication is in progress.

[assignment: Jist of feedbackl

. AN SN FT —F 1 UFEICRE S F DR

Timing of identification
(for O.USER_I&A and O.ADMIN_ROLES)

Hierarchical to : No other components

Dependencies : No dependencies

The TSF shall allow [assignment: /ist of TSF-mediated actions that do not conflict with

the User Data Access Control SFE and do not provide access to D.TSF. CONF, and do not

change any TSF datal on behalf of the user to be performed before the user is identified.

[assignment: list of TSF-mediated actions that do not conflict with the User Data Access

Control SFP, and do not provide access to D.TSF.CONE, and do not change any TSF datal

=  TOE DiREMERR L OFKREFEORE

» AX Y UBREIC KD ARy T =X ORERE, 2 —RECLDHAORE, 7Y 2
RIANCEBHEDBERE, BNy SNy a TORBRRETH D RHENERE. H
AT LT RNY 3 7O TROME

. F— bt Uty MEHORE

The TSF shall require each user to be successfully identified before allowing any other

TSF-mediated actions on behalf of that user.

User-subject binding

(for O.USER_I&A)

Hierarchical to : No other components

Dependencies : FIA_ATD.1 User attribute definition

The TSF shall associate the following user security attributes with subjects acting on the
behalf of that user: [assignment: Iist of user security attributes].

[assignment: list of user security attributes).

- & 2 7 J@PE(User ID, Admin ID)

- #%E (U NORMAL, U.ADMIN)

The TSF shall enforce the following rules on the initial association of user security
attributes with the subjects acting on behalf of users: [assignment: rules for the initial
association of attributes].

[assignment: rules for the initial association of attributes)

*  Admin ID(1 SO R E) CRIES iz Ha . &E UADMIN % BT %

= ZOfo ID THRIES N2 E%E UNORMAL % BHf1T %,

The TSF shall enforce the following rules governing changes to the user security attributes
with the subjects acting on behalf of users: [assignment: rules for the changing of
attributes).

[assignment: rules for the changing of attributes]
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= L

6.1.5. Class FMT: Security management

FMT_MOF.1 Management of security functions behaviour

(for O.ADMIN_ROLES)

Hierarchical to : No other components

Dependencies : FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

FMT_MOF.1.1 The TSF shall restrict the ability to [selection: determine the behaviour of. disable,
Refinement enable, modify the behaviour ofl the functions [assignment: Jist of functions] to

U.ADMIN.

[selection: determine the behaviour of. disable, enable, modify the behaviour off

= Refer to Table 6-5

[assignment: list of functions]

] Refer to Table 6-5

Table 6-5 Management of Security Functions behavior

Security Functions Operations
X2 VT o bR ERERE disable, enable
P—vRu A R ERRE disable, enable
FMT_MSA.1 Management of security attributes
(for O.ACCESS_CONTROL and O.USER_AUTHORIZATION)
Hierarchical to : No other components
Dependencies : [FDP_ACC.1 Subset access control, ex

EDP_IEC 1 Subsetinformationflow-control]
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions
FMT_MSA.1.1 The TSF shall enforce the User Data Access Control SFP to restrict the ability to
Refinement [selection: change_default, query, modify; delete, [assignment: other operations]] the
security attributes [assignment: list of security attributes] to [assignment: the authorised
identified roles).
[selection: change default, query, modify, delete, [assignment: other operations/|
= Refer to Table 6-6
[assignment: list of security attributes)
= Refer to Table 6-6
[assignment: the authorized identified roles]

] Refer to Table 6-6

Table 6-6 Management of Object Security Attribute
Security Attribute Authorized Identified Roles Operations

User ID U.ADMIN Xk, modify, delete
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FMT_MSA.3

FMT_MSA.3.1

Refinement

FMT_MSA.3.2

Refinement

FMT_MTD.1

FMT_MTD.1.1

Refinement

Static attribute initialisation
(for 0.ACCESS_CONTROL and O.USER_AUTHORIZATION)

Hierarchical to : No other components
Dependencies : FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles
The TSF shall enforce the User Data Access Control SFP to provide [selection, choose one
of: restrictive, permissive, [assignment: other property/l default values for security
attributes that are used to enforce the SFP.
[selection, choose one of: restrictive, permissive, [assignment: other propertyll
= restrictive
The TSF shall allow the [selection: U.ADMIN, no rolel to specify alternative initial
values to override the default values when an object or information is created.
[selection: U.ADMIN, no rolel

. no role

Management of TSF data
(for 0. ACCESS_CONTROL)

Hierarchical to : No other components
Dependencies : FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions
The TSF shall restrict the ability to perform the specified operations on the specified TSF
Data to the roles specified in Table 6-7, Table 6-8 and Table 6-9.

Table 6-7 Operation of TSF Data (1)

TSF Data owned by a UNORMAL or associated with Documents or jobs owned by a U NORMAL

TSF Data Operations Authorized Roles
U.NORMAL ®uZ A2 /32T —R Modify the owning U NORMAL.
UNORMAL ®uZ A2 /3AT —R Bk, Modify U.ADMIN,

Table 6-8 Operation of TSF Data (2)
TSF Data not owned by a U NORMAL

TSF Data Operations Authorized Roles
F R modify U.ADMIN
5 B HE(KEK) modify U.ADMIN
5 5 #(KEK/DEK) delete U.ADMIN
o/ Ok(E % modify U.ADMIN
KN —IRE modify U.ADMIN
IRAT—RHH query, modify U.ADMIN
U. ADMIN OFHLE /RAT—R Modify U.ADMIN

Table 6-9 Operation of TSF Data (3)

TSF Data: software, firmware, and related configuration data

TSF Data

Operations

Authorized Roles

TOE 77— U =7 FHIZHT27—% (G
RO T7—L7=T)

modify

U.ADMIN
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FMT_SMF.1 Specification of Management Functions
(for O.USER_AUTHORIZATION, O.ACCESS_CONTROL, and O.ADMIN_ROLES)
Hierarchical to : No other components
Dependencies : No dependencies
FMT_SMF.1.1 The TSF shall be capable of performing the following management functions: [assignment:
Refinement list of management functions provided by the TSH.

[assignment: list of management functions provided by the TSF]
] refer to Table 6-10

Table 6-10 list of management functions

management functions
U.ADMIN IZ L 5 %= VT 1 ifb ik EhkaE
U.ADMIN (Z L % By 415 Joak ek he
U.ADMIN (Z & % = —F — & EHE ™
UNORMAL (2 kB A DB 7 A LA T — N O FHERE
U.ADMIN (2 L & HE /SA T — RO HHERE
U.ADMIN (2 & % A RHfEH O ZE THSRE
U.ADMIN |2 L % /82 U — KRB FHSHE
UADMIN {2 X % % v b U — 7 8% 7E DB - 75 FRERE
U.ADMIN {2 X % =4 D 25 B REARE
el
el
el

UADMIN LK 27 7 —2b 07 =77 v 77— MERe

U.ADMIN (2 L 247 —# EEEHIBRERE

UADMIN IZ L D% —v 2w 7o % Erkhe

Mo — P —EHMEEEIZ (X, UADMIN (2L % UNORMAL O/ A L /820 — RO, 722 DX
2 VT 4 BRIEOEIENRE TN,

FMT_SMR.1 Security roles
(for 0.ACCESS_CONTROL, O.USER_AUTHORIZATION, and O.ADMIN_ROLES)
Hierarchical to : No other components
Dependencies : FIA_UID.1 Timing of identification

FMT SMR.1.1 The TSF shall maintain the roles U ADMIN, UNORMAL.

Refinement

FMT SMR.1.2 The TSF shall be able to associate users with roles.

6.1.6. Class FPT: Protection of the TSF

FPT SKP EXT.1 Extended: Protection of TSF Data
(for 0.COMMS_PROTECTION)

Hierarchical to : No other components.
Dependencies : No dependencies.

FPT _SKP_EXT.1.1 The TSF shall prevent reading of all pre-shared keys, symmetric keys, and private keys.

FPT STM.1 Reliable time stamps
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FPT_STM.1.1

FPT_TST_EXT.1

FPT_TST_EXT.1.1

FPT_TUD_EXT.1

FPT_TUD_EXT.1.1

FPT_TUD_EXT.1.2

FPT_TUD_EXT.1.3

(for 0.AUDIT)
Hierarchical to : No other components
Dependencies : No dependencies

TSF shall be able to provide reliable time stamps.

Extended: TSF testing
(for O.TSF_SELF_TEST)

Hierarchical to : No other components
Dependencies : No dependencies
The TSF shall run a suite of self-tests during initial start-up (and power on) to demonstrate

the correct operation of the TSF.

Extended: Trusted Update
(for O.UPDATE_VERIFICATION)

Hierarchical to : No other components
Dependencies : FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)
FCS_COP.1(c) Cryptographic operation (Hash Algorithm).
The TSF shall provide authorized administrators the ability to query the current version
of the TOE firmware/software.
The TSF shall provide authorized administrators the ability to initiate updates to TOE
firmware/software.
The TSF shall provide a means to verify firmware/software updates to the TOE using a
digital signature mechanism and [selection: published hash, no other functions] prior to
installing those updates.
[selection: published hash, no other functions]

= no other functions

6.1.7. Class FTA: TOE access

FTA_SSL.3

FTA_SSL.3.1

TSF-initiated termination
(for O.USER_I&A)

Hierarchical to No other components
Dependencies No dependencies
The TSF shall terminate an interactive session after a [assignment: time interval of user
Inactivityl.
[assignment: time interval of user inactivityl
= BERRLDOBRE.
> BRI HB IR ER OGRS EIC K AR E T LT D 1~9 53 O(EED
F A D3RR AE W HE 7 IRefH]
> EEEIIROEEMEIC L DB ET LT D 30 43
= Web Connection DIFE ., *fihitz v ¥ a Uidin
= TV UERTANRNDEE, MRy v a 3w
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6.1.8. Class FTP: Trusted path/channels

FTP_ITC.1

FTP_ITC.1.1

Refinement

FTP_ITC.1.2
Refinement
FTP_ITC.1.3

Refinement

FTP_TRP.1(a)

FTP_TRP.1.1(a)

Refinement

FTP_TRP.1.2(a)

Refinement

Inter-TSF trusted channel
(for 0.COMMS_PROTECTION, O.AUDIT)

Hierarchical to : No other components

Dependencies : [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

The TSF shall use [selection: IPsec, SSH, TLS, TLS/HTTPS| to provide a trusted

communication channel between itself and authorized IT entities supporting the following

capabilities: [selection: authentication server, [assignment: other capabilities]l that is

logically distinct from other communication channels and provides assured identification

of its end points and protection of the channel data from disclosure and detection of

modification of the channel data.

[selection: IPsec, SSH, TLS, TLS/HTTPS]

L] IPsec

[selection: authentication server, [assignment: other capabilities)]

. [assignment: other capabilities]

lassignment: other capabilities]

= 77 A% —,3—(WebDAV, FTP, SMB)

»  EEf o /Y —/—(syslog)

The TSF shall permit the TSF, or the authorized IT entities, to initiate communication via

the trusted channel.

The TSF shall initiate communication via the trusted channel for [assignment: list of

services for which the TSF is able to initiate communications).

lassignment: list of services for which the TSF is able to initiate communications]

. CRa'E SPSEYi e

. A v 7 O — N — K EHKEE

Trusted path (for Administrators)
(for 0.COMMS_PROTECTION)

Hierarchical to : No other components
Dependencies : [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].
The TSF shall use [selection, choose at least one of: IPsec, SSH, TLS, TLS/HTTPS] to
provide a trusted communication path between itself and remote administrators that is
logically distinct from other communication paths and provides assured identification of
its end points and protection of the communicated data from disclosure and detection of
modification of the communicated data.
[selection, choose at least one of: IPsec, SSH, TLS, TLS/HTTPS]
L] IPsec
The TSF shall permit remote administrators to initiate communication via the trusted

path.
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FTP_TRP.1.3(a) The TSF shall require the use of the trusted path for initial administrator authentication
Refinement and all remote administration actions.
FTP_TRP.1(b) Trusted path (for Non-administrators)

(for 0.COMMS_PROTECTION)

Hierarchical to : No other components

Dependencies : [FCS_IPSEC_EXT.1 Extended: IPsec selected, or

FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].
FTP_TRP.1.1(b) The TSF shall use [selection, choose at least one of: IPsec, SSH, TLS, TLS/HTTPS] to
Refinement provide a trusted communication path between itself and remote users that is logically
distinct from other communication paths and provides assured identification of its end
points and protection of the communicated data from disclosure and detection of
modification of the communicated data.
[selection, choose at least one of: IPsec, SSH, TLS, TLS/HTTPS]

= IPsec
FTP_TRP.1.2(b) The TSF shall permit [selection: the TSF, remote users] to initiate communication via the
Refinement trusted path.

[selection: the TSF, remote users]

. remote users
FTP_TRP.1.3(b) The TSF shall require the use of the trusted path for initial user authentication and all
Refinement remote user actions.

< Appendix B: Conditionally Mandatory Requirements (Confidential Data on Field-Replaceable
Nonvolatile Storage Devices) >

6.1.9. Class FPT: Protection of the TSF

FPT_KYP_EXT.1 Extended: Protection of Key and Key Material
(for O.KEY_MATERIAL)

Hierarchical to : No other components.

Dependencies : No dependencies.
FPT_KYP_EXT.1.1 The TSF shall not store plaintext keys that are part of the keychain specified by
Refinement FCS_KYC_EXT.1 in any Field-Replaceable Nonvolatile Storage Device.

6.1.10. Class FCS: Cryptographic support

FCS_KYC_EXT.1 Extended: Key Chaining
(for 0.STORAGE_ENCRYPTION)

Hierarchical to : No other components.

Dependencies : [FCS_COP.1(e) Cryptographic operation (Key Wrapping),
FCS_SMC_EXT.1 Extended: Submask Combining,
FCS_COP.1(f) Cryptographic operation (Key Encryption),
FCS_KDF_EXT.1 Cryptographic Operation (Key Derivation),

and/or
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FCS_COP.1(G) Cryptographic operation (Key Transport)]
FCS_KYC_EXT.1.1 The TSF shall maintain a key chain of: [selection: one, using a submask as the BEV or

DEK; intermediate keys originating from one or more submask(s) to the BEV or DEK using

the following method(s): [selection: key wrapping as specified in FCS_COPI1(e), key

combining as specified in FCS_SMC EXT 1, key encryption as specified in FCS_COP1(®),
key derivation as specified in FCS _KDF EXT1, key transport as specified in

FCS_COP 1G] while maintaining an effective strength of [selection: 128 bits, 256 bits].

[selection: one, using a submask as the BEV or DEK; intermediate ...]

] intermediate keys originating from one or more submask(s) to the BEV or DEK using
the following method(s): [selection: key wrapping as specified in FCS_COP.1(e), key
combining as specified in FCS_SMC_EXT.1, key encryption as specified in
FCS_COP.1(f), key derivation as specified in FCS_KDF _EXT.1, key transport as
specified in FCS_COP.1()]

[selection: key wrapping as specified in FCS_CORI1(e), key combining as specified in

FCS SMC _EXT. 1, key encryption as specified in FCS_COP 1(), key derivation as specified

in FCS_KDF EXT. 1, key transport as specified in FCS_COP1()]

= key encryption as specified in FCS_COP.1(f)

[selection: 128 bits, 256 bits]

" 256bit

6.1.11. Class FDP: User data protection

FDP_DSK_EXT.1 Extended: Protection of Data on Disk
(for 0.STORAGE_ENCRYPTION)

Hierarchical to : No other components
Dependencies : FCS_COP.1(d) Cryptographic operation (AES Data
Encryption/Decryption).

FDP_DSK_EXT.1.1  The TSF shall [selection: perform encryption in accordance with FCS_COP.1(d), use a
self-encrypting Field-Replaceable Nonvolatile Storage Device that is separately CC
certified to conform to the FDE EE cPP, such that any Field-Replaceable Nonvolatile
Storage Device contains no plaintext User Document Data and no plaintext Confidential
TSF Data.
[selection: perform encryption in accordance with FCS_COP.1(d), use a self-encrypting
Flield-Replaceable Nonvolatile Storage Device that is separately CC certified to conform
to the FDE EE cPP
] perform encryption in accordance with FCS_COP.1(d)

FDP_DSK_EXT.1.2  The TSF shall encrypt all protected data without user intervention.

< Appendix D: Selection-based Requirements (Confidential Data on Field-Replaceable Nonvolatile
Storage Devices) >

6.1.12. Class FCS: Cryptographic support

FCS_COP.1(d) Cryptographic operation (AES Data Encryption/Decryption)
(for 0.STORAGE_ENCRYPTION)
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FCS_COP.1.1(d)

FCS_COP.1(®

FCS_COP.1.1(®)

Refinement

Hierarchical to : No other components

Dependencies : [EDP_ITC 1 Import-of userdata—without-seeurity-attributesor
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

The TSF shall perform data encryption and decryption in accordance with a specified

cryptographic algorithm AES used in [selection: CBC, GCM, XT'S] mode and cryptographic

key sizes [selection: 128 bits, 256 bits] that meet the following: AES as specified in ISO/IEC

18033-3, [selection: CBC as specified in ISO/AEC 10116, GCM as specified in ISO/IEC

19772, and XTS as specified in IEEE 1619.

[selection: CBC, GCM, XTS|

= CBC
[selection: 128 bits, 256 bits]
*  256bits

[selection: CBC as specified in ISO/AEC 10116, GCM as specified in ISO/AEC 19772, and
XTS as specified in IEEE 1619
] CBC as specified in ISO/IEC 10116

Cryptographic operation (Key Encryption)

(selected from FCS_KYC_EXT.1.1)

Hierarchical to : No other components

Dependencies : [EDP_ITC 1 Import-of user-datawithout-seeurityattributes;or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

The TSF shall perform key encryption and decryption in accordance with a specified

cryptographic algorithm AES used in [[selection: CBC, GCM] mode] and cryptographic key

sizes [selection: 128 bits, 256 bits] that meet the following: [AES as specified in ISO /IEC

18033-3, [selection: CBC as specified in ISO/IEC 10116, GCM as specified in ISO/IEC

19774.

[selection: CBC, GCMI

. CBC
[selection: 128 bits, 256 bits]
- 256bits

[selection: CBC as specified in ISO/IEC 10116, GCM as specified in ISO/IEC 19772
] CBC as specified in ISO/IEC 10116

< Appendix D: Selection-based Requirements (Protected Communications) >

6.1.13. Class FCS: Cryptographic support

FCS_IPSEC_EXT.1

Extended: IPsec selected
(selected in FTP_ITC.1.1, FTP_TRP.1.1)

Hierarchical to : No other components
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FCS_IPSEC_EXT.1.1
FCS_IPSEC_EXT.1.2

FCS_IPSEC_EXT.1.3

FCS_IPSEC_EXT.1.4

FCS_IPSEC_EXT.1.5

Dependencies : FIA_PSK_EXT.1 Extended:Pre-Shared Key Composition
FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys)

FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)

FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)

FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)

FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random
Bit

The TSF shall implement the IPsec architecture as specified in RFC 4301.

The TSF shall implement [selection: tunnel mode, transport model.

[selection: tunnel mode, transport model

= transport mode

The TSF shall have a nominal, final entry in the SPD that matches anything that is

otherwise unmatched, and discards it.

The TSF shall implement the IPsec protocol ESP as defined by RFC 4303 using

[selection: the cryptographic algorithms AES-CBC-128 (as specified by RFC 3602)

together with a Secure Hash Algorithm (SHA)-based HMAC, AES-CBC-256 (as specified

by RFC 3602) together with a Secure Hash Algorithm (SHA)-based HMAC, AES-GCM-

128 as specified in RFC 4106, AES-GCM-256 as specified in RFC 4106].

[selection: the cryptographic algorithms AES-CBC-128 (as specified by RFC 3602)

together with a Secure Hash Algorithm (SHA)-based HMAC, AES-CBC-256 (as specified

by RFC 3602) together with a Secure Hash Algorithm (SHA)-based HMAC, AES-GCM-

128 as specified in RFC 4106, AES-GCM-256 as specified in RFC 4106]

] the cryptographic algorithms AES-CBC-128 (as specified by RFC 3602) together
with a Secure Hash Algorithm (SHA)-based HMAC

= AES-CBC-256 (as specified by RFC 3602) together with a Secure Hash Algorithm
(SHA)-based HMAC

The TSF shall implement the protocol: [selection: IKEv1, using Main Mode for Phase 1

exchanges, as defined in RFCs 2407, 2408, 2409, RFC 4109, [selection: no other RFCs

for extended sequence numbers, RFC 4304 for extended sequence numbersl, and

[selection: no other RFCs for hash functions, RFC 4868 for hash functionsl; IKEvV2 as

defined in RFCs 5996 {with-mandatorysupporttor NAT traversal as-specifiedin seetion

2.23)—4307 [selection’ with no support for NAT traversal, with mandatory support for

NAT traversal as specified in section 2.25], and [selection: no other RFCs for hash

functions, RFC 4868 for hash functionsl].

[selection: IKEVI as defined ...; IKEVZ as defined]

] IKEv1 as defined in RFCs 2407, 2408, 2409, RFC 4109, [selection: no other RFCs
for extended sequence numbers, RFC 4304 for extended sequence numbers|, and
[selection: no other RFCs for hash functions, RFC 4868 for hash functions]

[selection: no other RFCs for extended sequence numbers, RFC 4504 for extended

sequence numbers)

= RFC 4304 for extended sequence numbers

[selection: no other RFCs for hash functions, RFC 4868 for hash functions]
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FCS_IPSEC_EXT.1.6

FCS_IPSEC_EXT.1.7
FCS_IPSEC_EXT.1.8

FCS_IPSEC_EXT.1.9

FCS_IPSEC_EXT.1.10

] RFC 4868 for hash functions

The TSF shall ensure the encrypted payload in the [selection: IKEv1, IKEvZ) protocol

uses the cryptographic algorithms AES-CBC-128, AES-CBC-256 as specified in RFC

3602 and [selection: AES-GCM-128, AES-GCM-256 as specified in RFC 5282, no other

algorithml).

[selection: IKEv1, IKEvZ

" IKEv1

[selection: AES-GCM-128, AES-GCM-256 as specified in RFC 5282, no other algorithm)

L] no other algorithm

The TSF shall ensure that IKEv1 Phase 1 exchanges use only main mode.

The TSF shall ensure that [selection: IKEvZ2 SA lifetimes can be established based on

[selection: number of packets/number of bytes; length of time, where the time values can

be limited to: 24 hours for Phase 1 .SAs and 8 hours for Phase 2 SAs|; IKEv1 SA lifetimes

can be established based on [selection: number of packets/number of bytes ; length of

time, where the time values can be limited to- 24 hours for Phase 1 SAs and 8 hours for

Phase 2 SAs]].

[selection: IKEv2 SA lifetimes can be established based on [selection: number of

packets/number of bytes; length of time, where the time values can be Iimited to: 24

hours for Phase 1 SAs and 8 hours for Phase 2 SAs); IKEvl SA lifetimes can be

established based on [selection: number of packets/number of bytes ; length of time,

where the time values can be limited to’ 24 hours for Phase 1 SAs and 8 hours for Phase

2845l

] IKEv1 SA lifetimes can be ...

[selection: number of packets/number of bytes; length of time, where the time values can

be limited to’ 24 hours for Phase 1 SAs and 8 hours for Phase 2 SAs|

= length of time, where the time values can be limited to: 24 hours for Phase 1 SAs
and 8 hours for Phase 2 SAs

The TSF shall ensure that all IKE protocols implement DH Groups 14 (2048-bit MODP),

and [selection: 24 (2048-bit MODP with 256-bit POS), 19 (256-bit Random ECP), 20 (384-

bit Random ECE 5 (1536-bit MODP)), |assignment: other DH groups that are

implemented by the TOE), no other DH groups).

[selection: 24 (2048-bit MODP with 256-bit POS), 19 (256-bit Random ECP), 20 (384-bit

Random ECP), 5 (1556-bit MODP), [assignment: other DH groups that are implemented

by the TOE], no other DH groups]

] no other DH groups

[assignment: other DH groups that are implemented by the TOE]

] none

The TSF shall ensure that all IKE protocols perform Peer Authentication using the

[selection: RSA, ECDSA] algorithm and Pre-shared Keys.

[selection: RSA, ECDSA]

. RSA

6.1.14. Class FCS: Cryptographic support

FCS_COP.1(g)

Cryptographic Operation (for keyed-hash message authentication)
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(selected with FCS_IPSEC_EXT.1.4)

Hierarchical to : No other components

Dependencies : [EDP_ITC 1 Importof user datawithout-seeurity attributes,or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material

Destruction
FCS_COP.1.1(g) The TSF shall perform keyed-hash message authentication in accordance with a specified
Refinement cryptographic algorithm HMAC-[selection: SHA-1, SHA-224, SHA-256, SHA-384, SHA-

5121, key size [assignment: key size (in bits) used in HMAC], and message digest sizes
[selection: 160, 224, 256, 384, 514 bits that meet the following: FIPS PUB 198-1, “The
Keyed-Hash Message Authentication Code, and FIPS PUB 180-3, “Secure Hash

Standard.”

[selection: SHA-1, SHA-224, SHA-256, SHA-3584, SHA-512)
= SHA-1

. SHA-256

. SHA-384

=  SHA-512

[assignment: key size (in bits) used in HMAC!
] 160~512bits
[selection: 160, 224, 256, 3584, 514

. 160
. 256
. 384
. 512

6.1.15. Class FIA: Identification and authentication

FIA_PSK_EXT.1 Extended: Pre-Shared Key Composition
(selected with FCS_IPSEC_EXT.1.4)

Hierarchical to : No other components
Dependencies : FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random
Bit Generation)
FIA_PSK EXT.1.1 The TSF shall be able to use pre-shared keys for IPsec.
FIA_PSK_EXT.1.2 The TSF shall be able to accept text-based pre-shared keys that are:
] 22 characters in length and [selection: [assignment: other supported lengths], no
other lengthsl;
L] composed of any combination of upper and lower case letters, numbers, and special
characters (that include: “I”, “@”, “#”, “$”, “%”, “*”, “&”, “*”, “(*, and “)).
[selection: [assignment: other supported lengthsl, no other lengths]
] no other lengths
FIA_PSK_EXT.1.3 The TSF shall condition the text-based pre-shared keys by using [selection: SHA-1, SHA-
256, SHA-512, [assignment: method of conditioning text stringl] and be able to [selection:
use no other pre-shared keyss accept bit-based pre-shared keys; generate bit-based pre-
shared keys using the random bit generator specified in FCS_RBG_EXT 1].
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[selection: SHA-1, SHA-256, SHA-512, [assignment: method of conditioning text stringl]

= SHA-1
. SHA-256
. SHA-512

- [assignment: method of conditioning text string]

[assignment: method of conditioning text string]

" SHA-384

[selection: use no other pre-shared keys; accept bit-based pre-shared keys; generate bit-
based pre-shared keys using the random bit generator specified in FCS_RBG_EXT 1

. use no other pre-shared keys

< Appendix D: Selection-based Requirements (Trusted Update) >

6.1.16. Class FCS: Cryptographic support

FCS_COP.1(c) Cryptographic operation (Hash Algorithm)

(selected in FPT_TUD_EXT.1.3, or with FCS_SNI_EXT.1.1)
Hierarchical to No other components
Dependencies No dependencies.
FCS_COP.1.1(c)

Refinement

The TSF shall perform cryptographic hashing services in accordance with [selection: SHA-
1, SHA-256, SHA-384, SHA-512 that meet the following: [ISO/IEC 10118-3:2004].
[selection: SHA-1, SHA-256, SHA-384, SHA-512]

=  SHA-1, SHA-256, SHA-384, SHA-512

6.2. Security assurance requirements

This section describes Security Assurance Requirements (SARs) for the TOE.

Table 6-11 TOE Security Assurance Requirements

Assurance Class Assurance Assurance Components Description
Components
Security ASE_CCL.1 Conformance claims
Target ASE_ECD.1 Extended components definition
Evaluation ASE_INT.1 ST introduction
ASE_OBJ.1 Security objectives for the operational environment
ASE_REQ.1 Stated security requirements
ASE_SPD.1 Security Problem Definition
ASE_TSS.1 TOE Summary Specification
Development ADV_FSP.1 Basic functional specification
Guidance AGD_OPE.1 Operational user guidance
Documents AGD_PRE.1 Preparative procedures
Life-cycle support ALC_CMC.1 Labelling of the TOE
ALC_CMS.1 TOE CM coverage
Tests ATE_IND.1 Independent testing — Conformance
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Vulnerability

assessment

AVA_VAN.1

Vulnerability survey

6.3. Security requirements rationale

6.3.1. The dependencies of security requirements

TOE &2V 7 AHRE B M OIRAFRRZ T RITR T,

Table 6-12 The dependencies of security requirements

FCS_CKM_EXT.4

FCS_CKM_EXT.4

HEREE A RTFBIfR ST Tili7=KAERIR | IKAFRIRA 2L QR B
FAU_GEN.1 FPT_STM.1 FPT_STM.1 N/A
FAU_GEN.2 FPT_STM.1 FAU_GEN.1 N/A
FIA_UID.1 FIA_UID.1
FAU_STG_EXT.1 | FPT_STM.1 FAU_GEN.1 N/A
FTP_ITC.1 FTP_ITC.1
FCS_CKM.1(a) [FCS_COP.1(b), FCS_COP.1(b) N/A
or FCS_COP.1()] FCS_CKM_EXT.4
FCS_CKM_EXT.4
FCS_CKM.1(b) [FCS_COP.1(a), FCS_COP.1(a) N/A
or FCS_COP.1(d), FCS_COP.1(d)
or FCS_COP.1(e), FCS_COP.1(e)
or FCS_COP.1(), FCS_COP.1(f)
or FCS_COP.1(g), FCS_COP.1(g)
or FCS_COP.1(h)] FCS_CKM_EXT.4
FCS_CKM_EXT.4 FCS_RBG_EXT.1
FCS_RBG_EXT.1
FCS_CKM_EXT.4 | [FCS_CKM.1(a), FCS_CKM.1(a) N/A
or FCS_CKM.1(b)] FCS_CKM.1(b)
FCS_CKM.4 FCS_CKM.4
FCS_CKM.4 [FCS_CKM.1(a), FCS_CKM.1(a) N/A
or FCS_CKM.1(b)] FCS_CKM.1(b)
FCS_COP.1(a) FCS_CKM.1(b) FCS_CKM.1(b) N/A
FCS_CKM_EXT.4 FCS_CKM_EXT.4
FCS_COP.1(b) FCS_CKM.1(a) FCS_CKM.1(a) IPsec ii#{5 (FCS_IPSEC_EXT.1) D3

&, Ty 7T — Mkt
(FPT_TUD_EXT.1) D841,
FCS_CKM.1(a), FCS_CKM_EXT.4 %
727203 A AT I 2722

IR,
FCS_RBG_EXT.1 No dependencies. No dependencies. N/A
FDP_ACC.1 FDP_ACF.1 FDP_ACF.1 N/A
FDP_ACF.1 FDP_ACC.1 FDP_ACC.1 N/A
FMT_MSA.3 FMT_MSA.3
FIA_AFL.1 FIA_UAU.1 FIA_UAU.1 N/A
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PEREZE (HEESLER ST Tili7=IIKAFRIR | IAFRIRZRG - L TRV E
FIA_ATD.1 No dependencies. No dependencies. N/A
FIA_PMG_EXT.1 No dependencies. No dependencies. N/A
FIA_UAU.1 FIA_UID.1 FIA_UID.1 N/A
FIA_UAU.7 FIA _UAU.1 FIA _UAU.1 N/A
FIA_UID.1 No dependencies. No dependencies. N/A
FIA_USB.1 FIA_ATD.1 FIA_ATD.1 N/A
FMT_MOF.1 FMT_SMF.1 FMT_SMF.1 N/A
FMT_SMR.1 FMT_SMR.1
FMT_MSA.1 FDP_ACC.1 FDP_ACC.1 N/A
FMT_SMR.1 FMT_SMR.1
FMT_SMF.1 FMT_SMF.1
FMT_MSA.3 FMT _MSA.1 FMT _MSA.1 N/A
FMT_SMR.1 FMT_SMR.1
FMT_MTD.1 FMT_SMR.1 FMT_SMR.1 N/A
FMT_SMF.1 FMT_SMF.1
FMT_SMF.1 No dependencies. No dependencies. N/A
FMT_SMR.1 FIA_UID.1 FIA_UID.1 N/A
FPT_SKP_EXT.1 No dependencies. No dependencies. N/A
FPT_STM.1 No dependencies. No dependencies. N/A
FPT _TST_EXT.1 No dependencies. No dependencies. N/A
FPT_TUD_EXT.1 | FCS_COP.1(b) FCS_COP.1(b) N/A
FCS_COP.1(c) FCS_COP.1(c)
FTA_SSL.3 No dependencies. No dependencies. N/A
FTP_ITC.1 [FCS_IPSEC_EXT.1, | FCS_IPSEC_EXT.1 | N/A
or FCS_TLS_EXT.1,
or FCS_SSH_EXT.1,
or
FCS_HTTPS_EXT.1]
FTP_TRP.1(a) [FCS_IPSEC_EXT.1, | FCS_IPSEC_EXT.1 | N/A
or FCS_TLS_EXT.1,
or FCS_SSH_EXT.1,
or
FCS_HTTPS_EXT.1]
FTP_TRP.1(b) [FCS_IPSEC_EXT.1, | FCS_IPSEC_EXT.1 | N/A
or FCS_TLS_EXT.1,
or FCS_SSH_EXT.1,
or
FCS_HTTPS_EXT.1]
FPT KYP EXT.1 No dependencies. No dependencies. N/A
FCS_KYC_EXT.1 | [FCS_COP.1(e), FCS_COP.1(f) N/A

FCS_SMC_EXT.1,
FCS_COP.1(f),
FCS_KDF_EXT.1,

and/or
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HERE A RAFBIfR ST Tili7=KAERIR | IKAFRIRA /2L QR
FCS_COP.1()]
FDP_DSK_EXT.1 | FCS_COP.1(d) FCS_COP.1(d) N/A
FCS_COP.1(d) FCS_CKM.1(b) FCS_CKM.1(b) N/A
FCS_CKM_EXT.4 FCS_CKM_EXT.4
FCS_COP.1(f) FCS_CKM.1(b) FCS_CKM.1(b) N/A
FCS_CKM_EXT.4 FCS_CKM_EXT.4
FCS_IPSEC_EXT. | FIA_PSK_EXT.1 FIA_PSK_EXT.1 N/A
1 FCS_CKM.1(a) FCS_CKM.1(a)
FCS_COP.1(a) FCS_COP.1(a)
FCS_COP.1(b) FCS_COP.1(b)
FCS_COP.1(c) FCS_COP.1(c)
FCS_COP.1(g) FCS_COP.1(g)
FCS_RBG_EXT.1 FCS_RBG_EXT.1
FCS_COP.1(g) FCS_CKM.1(b) FCS_CKM.1(b) N/A

FCS_CKM_EXT.4

FCS_CKM_EXT.4

FIA_PSK_EXT.1

FCS_RBG_EXT.1

ILe v MERERE AW ZE Y R — 2D
FRIHEA A A RIRL TR0,

FCS_COP.1(c)

No dependencies.

No dependencies.

N/A
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7. TOE Summary specification
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—FIHELL TO TOE OFIHBARATRE (m27 7D M) RAEE 720 | BIOFIHFE LU CTEBEBEREZ T IS Lo &7 D,

EHRERE ORI AL THRHCTTO— A i L LT TOE 28R T& A L1272 5Z 813720,

< EHE DR EE

B ORI nE@ﬁfﬁ%k VR ORRBIFEREE 272D,

BAE SRR web 777 (Web Connection f# HIF) (2350 VT, Rl 23 BB RE ORI H CX LM ICER 5
B, TOE [ IFIHFICEBE SAT—RDO A% RKDD, BEESAT — R 2R HE N T b bERET LD E
A THY, EHE R E W EIER T 8EA BEFON LR 2 D720 22T — =4 DO ATTRD 2 (— i
FAEITEHEEMEDDOERHSZLITTER YY), TOE 1%, FIHENOEHE AT —R 2 BS U CRIKIRGE )T
RUTLDFRBFEREEAT VN, MRAED#E F A HLE L WS 725721 TOE O EREERE ORI A FF vl 95, FIl & 138
1BV, DL web 7T (Web Connection i ) & W CEELE SAU —R% TOE I A 135, 7V
HARTANPLEBRERBIEEITOZEILTE R, TOE 18 GSNIZEHE AT —Re—K T 52 L2 /B35, ik
BIFRREZ FEATRNC — U B RE A1 TO Z LI TER LY,
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¥, FIHE DG FMSRE ORI N 2 TR AT SHILTUODIREE Tl — R & LU Gk BIER M E AT O FIT TE W (F
EBBTFELELIRNY)

FIA_AFL.1
TOE 1%, #{E 31k Téﬁﬁ%&()\ﬂ-ﬁ“ﬁ‘ﬁm FE. XY Web Connection (2351755 HEFRBIGRIEIZE
WTC, RREN R [BDL7-354 . TOE ‘iﬂfﬁ% (L CROFBFERITE 5 @F’a’ﬂ%ﬁbiﬁb\ Fio, TVHRTA
IR T ST 30E 1;.5#@;*-4% FRAEIZ VN TRAAEDN L (B Bl L7=%5& . TOE 13RI HI#E D
773‘7/%%13/71/% FEARA[REL /2D, my 7 DOfiEERIZIE TOE OFIEIR OFF/ON #{EN LB

FIA_PMG_EXT.1
TOE 1%, FRLOFIHE /SAT—RIZT IV T 7 Xy "D K ILFE/NCF BT KO T QR SCTF A G-
SCFHN R TE TED,

Table 7-2 /SAT—R|Zff i CE DR CT

B SAT — Rl CEAREERSUTH(82 305
! @ # $ % A & * ( ) - ¥
[ ] : ; , . / “ ‘ = ~ |

— MR A /SR — I CE DR CT(32 30F)
! @ # $ % A & * ( ) - ¥
[ ] : ; , ) / AN=R ¢ = ~ |

F72 TOE (FFIHEN FRROFIHE AT —REEE, HOVIIEREITILE ., BHlIlEEIND/ SAT — R
AT — R e/ NCFEE B EAE LA E O ST SR AITH ORAT — R e/ NCE L, B HE 12T 8 I ~64 X
FOFPTHIESND), FIUEMI-SIWIGEITREL AT BREZERTHA -V EFRT D,

n BEEEEIRT—R

n PR

FIA_USB.1

TOE 34 & Ok BIEREE . FIHEZRIT T 22 A7 I 2—F —ik 5+ (User ID) K& UEE UNORMAL AR

HSTHND, Fio, HHE OMBIRRGEE X, FIHEZRITT D2 A27IZ Admin ID K OM%#E U.ADMIN 73[5H
SIFbND, BRI HEERAT I DIAIIA L Z—T = — A HE T B D4, Web Connection TOEHLAE

FRBIFERE I S D — R FH OB HE OB FRREE FE 52 LH Al RETHH (72 k5, Web Connection (2

BWTL, 77— L0 =T =2 ar DR D BN ATRETHD),

FIA_UAU.7
TOE . FIHENEBRIE ST cweb T TP NOLDORIEDT-D /AT —RE A S1T58. AJILT=XFDORH0IC
ANLFESDZI—LF(*)TERRT D,

FTA_SSL.3

TOE (3#fE/ %/ +Web Connection* 7V ZR T A /S CRBIFRFES V=R HE LU T O &2 L=

Dy ar iz T35,

o BERRVOSE | —RA R E IR EIC I DN T L D1 0% EE ORI E A — R & M
REZ AN LTZE) | HOVITRR E SN A — Ny MR ORI HE 2 143 ~9 O TR E TE2) 3R
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WL7=35An TN ND, I8 BE IR ERIEICIDABENE TL TS 30 HRICrT TURSIL, Fl
REN BRSNS,

Web Connection D5, #kBIFRENRKEIL, 7TV FIZ T 7— A0 =T /3 —Var wFoR LI ERICas T U
o B)

TV BRTANROEE | kit y T aAdizn, TV ZRITANRNDLERIN AR ZIT T b BEice s
AL, %ODLEF}ODET BT T TNAT,

2. 7 U R EEE

FDP_ACC.1, FDP_ACF.1

TOE % Table 6-2, Table 6-3 |Zit#iSN-FIHE T —27 7 v AHIENC I SE FIAE IS L CRIHAECET
—HERNRE Va7 T = ~OBRIEERIR TS, &T —F~OT 7B ATEAE TN RO T VAT A 3% - T
DIHEETED,

(1) BE AR HEORAZH XET 2, KOFHEZ a7 T —Z ~OEAEH| R

BE SRV TAF Y ot — /A7 /I U RER FEA T D ZER T ABRICIX TOE ~OFBIFEREN
PRSI, RFBAECEEIEEFIH T2 LI TERN, FIDEXFHE AU —FTIEIrI (52813 T
ER (BAREZ A 92 Z &I R ),

FAEY a7 7 =2 R ORI HE CET —ZOIERICBWT, &7 —ZIZTA ETHEHEL T User ID 23508kS
b,

BERE ILAAFRAE L B HEF R E B EIZR VT, —FIHEICLSD HDD frffoa7 o—E (Va7 1 ~—v
HOV LARANVER, 77 AN A& EHT B82S R TED) ODFRR, KO Ta7 OHIREEITTED,
Fo RV a7 B HIBRIR AR E T8Ik, —EMB AR E TRV a7 ZHIBRT HZENTED, 72
3. HDD (R frESn=FIH#H LET —4 L OFIH#E Y275 — 2% L, Modify 1% UF 23 MFfEw9%ETT
EXYAR

HDD (ZREFESNI-FIHE CET =2 R ORIHEZE Va7 57—k, Job owner I% Read, Modify, Delete
NT&D, HDD RFEYa7 O—EFRKRE BT, Va7 ORAFE /B0 HUSEE, X O A58 TL TR
WaZ O D TRIOE RN TEDHN, ZO B E TlIrs A R BN RIERTRER Y a7 O BRNFoRSLO
FIRFEFA Va7 3R RS20, BIH UF DMFETELZ2W O MOFR HE A Y a7 OfRf /B0 HUERRIX
FATTERW, FHNBZE T LT 2W a7 O 7Tt Read, Modify, Delete 572 ® I/F 23F
TELZRWNZ 0D FEATTEARL,

Job owner (X, ZE—#fEICIVIER SN FIHE CET — 2 R ORIRAE a7 7 — 2% Ay 7 RE %
T9252L12d5D Delete TE%, 72721, Job owner Toh-> That —#{EICIVERSNI-FIHE LET —4
® Read, Modify., FI|A#E a7 5 —4%® Modify 1% I/F BFELELIRNTZD EITTER,

Job owner T THAX v HRIEICIVIER SR SGET —# D Read, Modify, Delete, Fil H#& =
75 —%® Modify, Delete (% I/F B{EELRWZOFEITTER,

Ax ¥ BEICLDAF v T — 2 OREIRIE, a2 — BB LD M NBIE, My ersiizya7 O
JECHLRM DB, HAMETLTNRWYaT O PRITRREL— —2 & O THLH'E TX5,

(2) TVERFANFIAREORMAE SLET —& RORAEF Va7 7 —Z ~OEAEHIR

TVERTANTEX 2T HIMBEREE AT AT TV AR TA NI Ca— P — 4 &R — K& A ST
BHIEIZLY, T—HEEXAI TN TOE W TREGRFEN FEi S5, iAFRRER DR IZ TV R T A /ST
FE RSN T-BENFITIIDDS, 3R AE R R I T B EDN v L SN EITENRN, ZDEXEBE N
AT =R TCHERT AT HIEILTERN (B REE R T 52 L3 k70,

TVHRTANTIIAF P at’— B HUBEREIL UF BFEELRW 2D FELTTER,

FR#F a7 7 =2 R OFIRAELET —HOERICBWTC, &7 —XICFTAETFHREL T User ID H3iLdRS
D,

B ILRGERE R B R E R ISV T, A HEICLOME a7 OFIRE T TED, 7, F

W]
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H#3GET — 21259 % Read, FIHE LE T —2 K OHRIHE Va7 7 —2IZx L Modify (% I/F 23MFE(EL7e
W2 FEATTER,

BV O—ERREE IS AU RREITA Y a7 OBRNERSIVMORAFE T Va7 3R RSN
W, bbb TV ERTAANFIHICEVER SR E SCET —2 R ORI HE a7 7 —2IZktL . Job
owner /X Read, Modify, Delete 73 C& ., ORI FE L ET —ZI2x1 % Read, K OMOF| HE CET —4
K OMMoORAE a7 7 —XIZxT 5 Modify, Delete 1 I/F BTFELIRNZ0OFEITTEZRN,

» HETaT O BEIIRRGE — =2 B0 THLIE TED,

FIA_ATD.1

TOE 13RI HAF 3L, FIHEEZRIT T 2227 D2 A7 JEME(User ID, Admin ID) & 0% #](U.NORMAL,

U.ADMIN) %@Ll TERT D, XAV BIELHEEIOEY XA 713 Fit.

R EEE DB E SR — P — DOBEREAT o TR FIHE BEE L T=—272 UserID &
[ D& EIEL T UNORMAL 23E0Y THNLD

= EHE EPEIL AdminID 23 1 ST NFEL BIMHIBRIZTE 2V, EEO&EIEL T U ADMIN 28
FHYTHNTND

7.3. X b L —IE B iAE

AR — T NS 2B EALHREIL TOE B EI% | ARG T 7— 20 =TI AR TR BAL T AT FDI2 8L~ T
FEMbEi, b DZAIL 7 TIRET NAADKE SAL R EIRIZT 7B AT HZLILTERN, T3 AITEEIA
TeETNC T —#EREB L L, T A RADLH A LT — 25535, ZOMEL, KT AR TESIAL G
HL 32 TORE LS T — 2Tt L CiThiLd, 22 ClEkE B LSRRI 3 21 B8 D (R 5 1k L R8T
TR CREMZ LT 95,

FCS_COP.1(d), FCS_KYC_EXT.1, FCS_COP.1(f), FCS_CKM.1(b), FPT_SKP_EXT.1, FPT_KYP_EXT.1

TOE 13LL F OB E -T2 T VTV R A EIEL TND, 723 CTR_DRBG % - SLEA s L EE 9247
DOEIZIE N—RU =7 = hat —JFNSRELE 1024bit DY Y RIZERKL, 77— =T NDOTA T FIV 7
r7 =7 (GUARD FIPS Security Toolkit) @ ELEAE kB A T1 352 & TEE A KT 5,

Table 7-3 R BL T VIR A

Algorithm Standard SFR Reference

CTR_DRBG NIST SP 800-90A FCS_RBG_EXT.1

AES-CBC 256bits ISO/IEC 10116 FCS_COP.1(d)
FCS_COP.1(f)

TOE IZA —2 D 5t A EH T 57-6 Table 7-4 [ZiR&E SN B82 AL TW5,

Table 7-4 AbL— VRS LI 550 58

i g

DEK(256bit) AP =TV TFNAR EOT —ZEEFLICfER, TOE ©#iE TR O T
CTR_DRBG(AES-256)(Z it > 7= ELEk E A 4T L CTA Ak,

KEK(256bit) DEK RFFREDREZAIZfE A, TOE o #dit TH 727> C CTR_DRBG(AES-256)
VAo T BLE AR AR AT L CA AR

EHF L TOE ORI, [H 5828 HkRe | 2 E1T 32221003 KEK OFAEREITOIRD HAX L RTTHE
NEND, ZORERE BLE S FATTHI8ICED FRREDLHE N FEITSND,
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(1
(2)
(3
(4)

EEPROM |Zf&f73 17z KEK #it A iA 7, RAM IR T %,

EEPROM 7 blif S{b&i/z DEK Z#tiA e, ERLo#Ez THE Sk, RAM IZEB 35,
CTR_DRBG(AES-256) 121t~ 7= ELEE A 24T L T 256bit ® KEK #7212 L. DEK 2551t 9%,
EEPROM (2 KEK &, i 5{kL7- DEK ZfxfF4 2,

FREOFBIZL > TERISN R 58T TOE E#) R ICZ O HHIELIRO FTLL T OISR S LD,

(1

(2)
(3
(4)

TOE OFIER ON 1LY 7 —ra—F 08 EZH# L, SSD D7 7 — A7 = 7 H&MNEEN K 77— AT = 7 & it AT
FATT %,

TOE ©»77—2v =7 1% EEPROM 75 KEK ##% 5 70 A 7+, RAM ISR 1F7 5,

EEPROM bl 5tz DEK ##tiA#, KEK (2 TE 51b. RAM ([ZJEBH 35,

TOE 77— =7 1%, 5t 7- DEK Z M\ T SSD K ) NVRAM [ TIRAES - iR E I A 18 51k
L. TOE OEXx =7 1#fes &1 2 CTOMREDO YL Z I, 56 T kBB SR I AR B R A 2R, FH
F TOE Ore4aF) A nl g7tk ig L 95,

ERIRLTZRRIS

KEK #/% TOE OX > EEPROM [ZASFHEID 0N, BLHIAS A Al fEZR ARFEIEVEA R — 2 T /A AIZ5% Y
FTHEARII RSN, SEMEHTE Y T DB DITAFIEL R,

DEK #% TOE D4k D> EEPROM (2 5L ST IRRE TGS IUVD Y, LA nl REZ2 AR PEA R L
— U T NA AL T DB IS N2, A EHTEE Y T DL DITAFELRN,

i bEn 7 DEK #3 RAM O IR TEESND, HLHIASHa af B/ RAERIMEA R — T A RTR% Y 4 D1
RIZITRAES R,

KEK/DEK O#EZANERINST 7B AT DA Z—T =— ATAE(ELIRUN,

LLEDZ Lipbi ST RSN TV D EEZ BN,

FDP_DSK_EXT.1

TOE %, Table 7-4 fit#OW; S84 HL 7 — X OB 5L AT,

TOE (28T, B B bR RERDRIHE LET —X R D TSF 7 — X% RFERIHE/R T /A A LB HI A #a ]
REZR REFE AR — U T R A A5 SSD/HDD K ONBLHI A A P REZR AR EA R — DT A AL H LW
NVRAM/EEPROM CTHAHRAM Lo TSF 7 —XIIEIER OFF L3RI ESND), Z2I2H 727 A ALS
1% TSF a2 Wb, HULITFIFEI OFF B TSF 7 — 2 2R E5 4D N & Ff > T W AR B b s g i L
TR, BT NAADRE 5L DRI SR E72HT — 2O Table 7-5, Table 7-6 (27”877,

Table 7-5 &7 /A A(BIHAZ BT AR RERMEA N — DT AR DS LR HLRDT —

Storage | PNZX- fEIK W Bt G s | e TAIYRL | B bt
SSD SSD AT AfEE (=T a | BBk — — _
T =T V)
T =T D W5 Akt 54t — - -
TOE BETE MMk (B HHE | i 5 k77 AL 2 | DEK AES(CBC) R
B E DX E EARAT) A
SWAP fi ik (fE211) HAEH - - -
HDD DaTREEE (P a7 T — | A S DEK AES(CBC) W
(RAID 0) | %/ va7ul)
a7 R AF A (R T — & - | I 2k DEK AES(CBC) W IR
LRAI)
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2 —F5E(TOE DRy | BBk 7711 A | DEK AES(CBC) R

—JRE, BEEY =TV | T4

A NRAT—R)

AR E e GRAET —2) B E{L7 744 A | DEK AES(CBC) IR
A

Ao/ g H W5 k7712 | DEK AES(CBC) IR
A

Table 7-6 &7 /A A GRHATFTREIRAREREMEA N —P T RARLUSN) OB BALRIREIRDT —H

Device PN - R Bz Bl 7 1 iR TILTYR A (= e 3G
NVRAM | TOE % EHFMMEmeEis(=—9 | R2U— K # % | DEK AES(CBO) W

—RBREZERSANAT —=RIF L, A | B S EL TRAF
Xyoneside A n s #E | (LRICEE Len

SRk ) TYTIEHE)
EEPROM | DEK 5L TR KEK AES(CBC) W
KEK EXDEE - - -

Table 7-5. Table 7-6 (ZFRE I 7- 4 H B IZ DWW CGRIAT 5,

BT ANV AT AE, B EAERHE FIESNC T B AL 7 7 AV AT L LRSI TV DR —T g a (8
) &2 TO7 71410 Read/Write ZEHEL . £ DFERE Sk - 18 BALIR A VT FEfi 57 7 AV AT LY TR
T THY, BBl H AL A [ CE DAL X —T 2 — A IFELR\, B AL 7 7 AV AT KX D
B BALALER L, 2 =3 02O THIZBWT TOE OfliE TRO 2 THMEENS (DEK SEOVERK LR 5
b7 7 ANV AT LTOFHBREBITOID) , D 28 PE DK S EEZ A ML T D BT 7 (M
LT HFEBFIELRY)

» HDDOIVa7R{FHER( a7 ET —X-vavury) | i3vay 8T —4 AN 1 & F DA X —T = — AL
BB SNBSS, Yad BT =X ERRA X —T 2 —ATETD Read/Write 1T\, D
PR b - 18 SR A 3 FE 3 D720 | B Bk 18 AL R A (A CE DAL H— T = — RIFFFTELIR L,
VaTd BT —H AN A =T 2= R LD BB X, 2= VX O TIFIZBWT TOE ol T
O THMEESNS (DEK #EO1ERE a7 BHT —X A A2 —7 2 —ATOR AR ELITHOND),
D 2 E P G SRR Z A b T A BB B (BB b T~ FEELFTEL 72\,

*  HDD O Va7 RFHEE R T — 5 - 2314 0) JIXEGR T — 2 A &5 DA 2 —T = — AL DG 51k
BEALNFERS NG, BT —Z L LA 2 —T7 2 — AT TD Read/Write #1T\, FOREKE 2L - 15 =
{LAVER % 009 FEhE T 5728 |, BBk - 18 BALALELZ [Bl5fE CE DAL X —T = —AFIIFFEL R, BT — & A
HOA 2 =T 2 — R XD AV, =D 2D THHIZEBWT TOE ORLE TRORTHIMES
N5 (DEK #EDOER LY a7 BT — 2 A 1A 2 —7 =— A TOFIHREGITHOND) , D 25EHE I
AL EEZ A LT DB I L E o (BT 5 L TFEL RV,

= SSD DI 77 —AU =T ORMIREE ) TR 5 L2 THhR W IR TH 5, 344 T 25IEL OS HEHET 7 ALV AT
AZLE~> T Read/Write #1795, FIAFIZK L CEBETZ 7 ANT 7B AZITIA L Z—7 = — AT Sz,

FCS_RBG_EXT.1

TOE /Z. NIST SP 800-90A (Z#:4il-4% CTR DRBG(AES-256)&. 1 DD N—KT =7 /A XJFEHER SIS
RBG # %4542, kit CTR DRBG IZ, Derivation Function & Reseed #4322, Prediction Resistance
FERBIZEIEL 220N,

N—R7 =7 A XPICIE RDRAND CWOELE AR M S ZE > intel £ CPU(Intel® Pentium G4400
3.3GH2z)Zf# /1l "%, RDRAND #4513 SP800-90A [ZHE~TALELZAT > TIRY, £ DOELEH SOV TLLUF Ok
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IR EFF O ZENRS B IR (FD) DRI DTS,
(1) RDRAND fin431% 1 [EIOELEE > DY 7 = AMIXIL 64bit OELEE H 55,
(2) RDRAND fimIERU > — Rl S 128bit OELH A HAK 511 fHAER T 5, HIH RDRAND a4 1022
[A](=511 X (128bit/64bit)) K179 HZ L2k, RDRAND T XN DY —NEIZSL T EEIND,

(3) RDRAND #n3dHi/71% 1bit 729 0.5bit LA LD/ hat’—%2E e,

TOE (ZN—RV =7 /A XPrbx s hae — a2 S 7 58, RDRAND #i4% 1022 []) 7= ARL 64bit OFEL
Batss (O —RERRUCELEILRN) , 2E 16 [BElIfRDIKL THEFSL 1024bit OB Y MIEED, ZOE v ML
512(=1024x0.5)bit LA EDOx= hab —%2E Ll BESND, ZOXIRMELE Ei T 5L Ty M RO = hae
—RE L%, o boe—EELTH AT 5,

TOE (X, 20 RBG ZFIHL CTEEZAERKL, K24t KEK KO 58t DEKGEE 256bit) 4 sk F 42,
TOE MWELEA KT 2K, CTR DRBG Ty —FK~7 U7 /L (Entropy Input & Nonce) B E (22> 4,
RDRAND #&ifHaFITLL B A RO bt — 2 IS L CRHIH 35, 2o by —{Ei%, NIST SP800-
90A @ 10.2.1 (Z/rENS Instantiate & Reseed (248 /oo hat —E(TOE OB 4, BX% U7 (58 E LA
U 256bit) & /=L Tk, +o7em i hrt —n & Eh s,

(*1) Mike Hamburg, Paul Kocher, Mark E. Marson: ANALYSIS OF INTEL'S IVY BRIDGE DIGITAL
RANDOM NUMBER GENERATOR. Technical Report. Cryptography Research, Inc. (March 2012)

FCS_CKM.4, FCS_CKM_EXT.4

TOE (28T, AL — VS LEERE Il S o 54 KEK (33 1A i A nl7e EEPROM (ZIRFFSAL, &
F 2 )7 LR ERIEICBE DL TOE OFEARIEIC LR ERF #a G AT —FOREICRI S5, KEK
# ) O DEK #EDOIRAFIEEMIEZ (I 7% Table7-7 (TR,

EHAFIITALZ AT TOE OFEFERHI 2T — & L EZHIREREZ i T 5282 ZNShTND,

Table 7-7 BDRIFI L
# RIESE WFEL A7 WFED Ik
KEK HrCE0) EEPROM TOE fif e 0x00 T 1 [A] FEXHIER
HrCE30) RAM BN T L2 HEH(TOE OF| | TOE O EIEIRERHIZLY
TR RAM 7541 B
DEK AR A d Wb INL) EEPROM TOE fif #Ers 0x00 T 1 [a] EEEHIBR
— RAM BENREL72HIR(TOE OFl | TOE @ g TR R IcXY
"R P L) RAM 75HIBR

7.4. SIEEEEHEE

FPT_SKP_EXT.1

TOE O & EFBEHIE CHEASNLGT X COFRA . S, L0774 X—RikT RAM & O HDD @
a2 ha— IR TSNS, HDD oy ha—J88I3R 5L 7 7 A L AT AL ERES LT D GERITE A
L— UG S b ED TSS #2MR), £7-. RAM & HDD (ARSI 40T 7B AT 50 2 —T =— A&
TFIELZRUN,

PLEDZEMOIE S IRESI TN EE DD,

FCS_CKM.1(a)

TOE (%, Web Connection @ PKI % EIZLD IPsec 1B15 D#EMES. THW S IPsec sEBAEDAKIZIHBWT,
NIST SP800-56B, Revision 2 ? 6.3.1.3 HilZFL#i D rsakpgl-crt J7RUZFEH D iE T, #E 2048bit O RSA
FExt RS £ D, F72. IPsec ili{5 (FTP_ITC.1 2 M) O #ERENT 1235\ T, NIST SP800-56A, Revision 3 @
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5.6.1.1.1 EilZit# D Using the Approved Safe-Prime Groups (ZiC# > J71: T, Diffie-Hellman 7 /v —7 14
\ZRDIE R Z AR AT D,

FCS_CKM.1(b)

TOE I, IPsec {5 O#(E AR (FTP_ITC.1 ), HLUE SA T4 7 XA L% OFERET IV T,
FCS_RBG_EXT.1 (Zit#» RBG THELEZE KL, 128bit 1 LI 256bit DOXIFREE 284 4%+ 5, TOE 1%
DRBG Bi%%(CTR DRBG(AES-256))#FFOMH 924 C F5E RBG Z L #EhL , SLEE £k T 5,

FCS_RBG_EXT.1

TOE /%, NIST SP 800-90A |[Z#E#L9-2% CTR DRBG(AES-256)L, 1 DD N—RT =7 /A RPFENORERLS D
RBG %#3E#4 2%, it CTR DRBG %, Derivation Function & Reseed 23 %23, Prediction Resistance
FEREITENEL 722\,

=R =T JAXPIZIEZ RDRAND WO ELEE R @45 %F7> intel £:0> CPU(Intel® Pentium G4400
3.3GHz) % H1 3%, RDRAND fin431% SP800-90A |ZHt -7 MLBEAAT - T, EDELH T DOV TLLF Dk
RFHBE RO ZENBE R FDDFLIRNHIN> TN D,

(1) RDRAND @41 1 [BOFEEE Y MDY 7 = AMIXL 64bit OELEZ 1T 5,

(2) RDRAND 3 (ZF U —RfEAS 128bit DE B Z R K 511 fH4 %, AlH RDRAND 4 1022

[1](=511 X (128bit/64bit)) EIT9 5212k, RDRAND THEHINL Y —REIZMLTEEIND,

(3) RDRAND i@ Hi /)i 1bit H720 0.5bit LA LD F/hor hrt—4 5T,

TOE (IN—R =7 /A XPipbrr bt — (a5 9 28%, RDRAND finf 4 1022 BIUZ = ARL 64bit DL
$at50 (U —NMERRUELEIEERIN) . i 16 [RIFDIRL TEESL 1024bit OBy MIZ#F5, ZOE YL
512(=1024x0.5)bit LL DT hab—2 G T LMESND, ZOIRAIA E T 52 TE Y MRO T faE
—Hx LFTth, = hre—fEELTH 1T 5,

TOE %, Z® RBG ZFI L CTELEA ARl L, K 58844 plo S5 Z%'Jﬁﬁ*f%.’) TOE 3 ELE LR 2B, CTR DRBG
Ty —R~7VU7 /W (Entropy Input & Nonce)N%H(Z72>7-854 . RDRAND 42 EITL LB A XD T b

v —EE RS L CHAT S, 2oz hae—fE L, NIST SP800-90A ™ 10.2.1 {Z/RENS Instantiate & Reseed
(B hrt —&(TOE 0BG, BX 27 AELFIC 256bit) &=L Tk, a7 bt —nE
FN N5,
(*1) Mike Hamburg, Paul Kocher, Mark E. Marson: ANALYSIS OF INTEL'S IVY BRIDGE DIGITAL
RANDOM NUMBER GENERATOR. Technical Report. Cryptography Research, Inc. (March 2012)

FCS_COP.1(a)

TOE i%. IPsec i#fZ ESP K57 L2V R 5L T, FIPS PUB 197 & NIST SP 800-38A |Zi# & L7~ R
128bit & 256bit ®» AES-CBC %+ %, £7-. IKEv1 i 57 L=V R 5L T FIPS PUB 197 & NIST SP
800-38A |2 A L7-#E 128bit & 256bit ® AES-CBC ZF|H 7%,

FTP_TRP.1(a), FTP_TRP. 1(b)
TOE 1 IMthdE{F#E IT HEEREDOE(E 2B W TR SLEE 2179, B BALBE ORI RE/RDHERRIILL T OB TH

Do
Table 7-8 B 5-{LiBIE Dxt 5 L2 DB RE
5 FIR# B bRt R L7250 15 AR - B RE PA=IN=97
7747~ PC it 77791255 Web Connection OF|H IPsec
2747~ PC — A TVBRTGANIZE > TH SN E T LEOZE IPsec
FTP_ITC.1

TOE (3 IT B2 L DIBEIZB VT S LiB{E 2179, TOE 23R T 21 Bl fE XL T Dl Thd, (X7
AR EDH N 25 E)
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Table 7-9 TOE 2324t 2R 5L E(E

WEE Tabab | BT LAY R L BES DA H—T = —2A

77 AN —3—(FTP) IPsec AES(128bits, 256bits) | #{E/SRANDAF ¥ HERED FAT
77 AN —3—(WebDAV) | IPsec AES(128bits, 256bits) | #1E/SRANDAF ¥ HERED FAT
77 ANH—3—(SMB) IPsec AES(128bits, 256bits) | #{E/SRANDAF ¥ HERED FAT
By —/X—(syslog) | IPsec AES(128bits, 256bits) | Table 7-13 £

FCS_IPSEC_EXT.1, FCS_COP.1(g), FCS_COP.1(b), FCS_COP.1(c)

TOE M 4% IPsec 70t h=tL TIE R RLORRE A rIHE THO MO EIIMA TE22n, BEGLHAH L

DIFEHE DRI CTELHEA THY, ZOBRPFUTEIE O L NGRIE - EHTED,

IPsec 7B /WALRR E : F T AR —FE—F

X277 mka)  ESP

-  ESP ;B L7 /v TV R4 AES_CBC-128, AES_CBC-256

- ESP#8iE7 /L2 X : HMAC-SHA-1, HMAC-SHA-256, HMAC-SHA-384, HMAC-SHA-512
¥ EFEOBIICEST, AvE—VF AV ANED 160 By THEE 160 £ hod HMAC-SHA-1, Ayt
—VHE AV = ANED 256 By R CHER 256 B hod HMAC-SHA-256, Ayt —U X AV ANEN 384 &
v CHER 384 By HMAC-SHA-384, Ayt —U X AV ARMEN 512 v CHE 512 B R
HMAC-SHA-512 DWFHNIIHE ST E AL T 8D A — 3855 B (HMAC) & iV V- i81{E
2179,
Moy v a7 LA Y X AE FCS_COP.1()I2HE) SHA-1, SHA-256, SHA-384, SHA-512 (ISO/IEC
10118-3:2004 |2 YEHL) Z1f
MESP CIILiRy — 7 AFH(ESN)Z VAR —RL T 5,

$ERc 5  IKEvL

<IKEv1 £ IR DR E>

- IKEvl Ks5{t 72X AES_CBC-128. AES_CBC-256

- IKEv1#&FE7 /L= XL ISO/MEC 10118-3:2004 (Z¥EHL9~% SHA-1, SHA-256, SHA-348, SHA-512
- IOy —332%F—k:Main Mode

- 72— 1A —R) A 2N : 600~86,400 F»

- T7x—R 2047 E—R)EEA R : 600~28,800 F»

- Diffie-Hellman Group: 7 /L —7 14

TR R TNV ELRSA T UHNEL T AT A LEDSA) 2048bit, FIPS PUB 186-4, “Digital
Signature Standard”(Z#EH#L), /Ny =27 LTV XL SHA-256(ISO/TEC 10118-3:2004 (ZHEH#L) , FRTHA
i

F7-. TOE 1% IPsec E¥ 2T 4RI —F —Z_X—Z (SPD) #EHEL THY, FHEICIVU TORENTED,

IPsec ARV —:IP "7y hOFEEEFFEL T, ZNENDRMEITEELTZ TP~y M UARFE - i - il 3
DIHLE DEEEITHINEIR TED, IP 7y hDOSFEL T Any 7 b= @{E5 IP 7RVA(ER], £
7T 7 Ry MEE) DR E T&D, IPsec RYY —IF IP RV —7 N —7 1~10 D 10 VN —F ETRIE TE,
EEZEOW GOy M#EHEND, 1 DOBEMHFIC, HED IPsec R —NRESNTHA .
IPsec RV —27 L—7 1~10 OBERNEFIZEE DL T, TRLOBISENEN CEIEE FH S b,

B m fRE > BRIE > il ESLEK
TIFNNT 7var: IPsec RV —IZEHT DR EN2D-T2GE OEEL T bR T&5, (ZORE
IZOWTEBE IR L BRAIBIRT DT A X ATENL TV, )
- EFE:IPsec RV — DR EITA BV IP Sy MNIKEET S
- JEiE:IPsec RV — DR EICE B L2\ IP /3y MI@ia S5
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FIA_PSK_EXT.1
TOE %, IPsec HOFFIEAHEL T, Tt 7 FAM RO FEFEAEIFIHTED, TFANI—2OFHFi
HHREL, TrenyraT7 VI3V LE W TE Y I~ H#XiD,
» TRARNR—ZOFEF A
- RE&i22 3
- FIHFRESCF: ASCIT SLFF(T VT 7 Xy DK ILCFL/INCF B80T T OVRRER SCT (41, “@”, “#, “$”,
“pn, wnr 92w (<) Bt By 7o ST 721X HEX fE
- KT I SHA-1, SHA-256, SHA-384, SHA-512

FCS_CKM.4, FCS_CKM_EXT.4

TOE 2B\ T, MIEHEBEHRE IS SN D 58 &k O 08k £HE HDD o= he—Z4EE L<IE RAM
(CRTESHL, PR TS M RF O SEAS | FRRIE, BB OB SALICHI &S, IPsec (15 CTHIH T 28k, #
MEORAF e k3D J5 5% Table 7-10 (R T, HHEHICL> TRESN-Fri A #, IPsec fEHEDT T4
N—h T, HDD IC{RESIL, RELR D2 A3 713 TOE 2T A IR ES D, TOE OFEFER I E
(C&T —4 EEXHIREREE Ei T DL TAL VATRERNEN TS, &5 —4% L EXHIREETIL, 58
FEREIZ [ EE0) T 1 [ L EXAF A7), IPSec 728 TSNS By a dt(—r R0 58813 RAM i
BRIFEND, ZH1E TOE OFIEIR OFF (ZXVARE| /25T RS ILD,

Table 7-10 EEDLREIFSE & WEE

# RIESE WFEL A7 WFED Ik
IPsec FEMEDOHEAT HDD TOE i HEms 0x00 Tl X HilpR
IPsec Al 3t 8 HDD TOE #3ERE 0x00 T k& X HIBR
IPsec cookie/nonce RAM BEENRELRAIR(TOE OF| | TOE O &|E MW XY
TR P L) RAM 7 5HIBR
IKE 76 fls RAM BERAFE L LE(TOE Of | TOE @ gl SRR LY
(IKEvl 7 =— X 1 T/hEK SN D) FEYFHE TIE) RAM 7511 BR
IPsec 3t fh RAM BENRELI2HRHTOE OFl | TOE O g R Iz XY
(IKEvl 7 =—X 2 TAEKEN%) R TIRE) RAM HbHIER
IPsec @ Diffie-Hellman 34§ RAM BENARELLLIE(TOE Of | TOE @ gl E IR HE RN LY
TR RAM 7541 B

75, %27 4 EEERE

FMT _MOF.1, FMT _SMF.1, FIA_UID.1, FMT SMR.1, FMT_MSA.1, FMT_MSA.3, FMT_MTD.1

TOE 1FHAFICH LT TRt F HEEELZ T2, TN ENOEBEEEIXLHINI A Z—T 2 — AN 5D
HEAEFRE CTH D, BAE S/ T TR B HREL 1T T Al M I ERS T HFRZIE TOE ~OfBIFRAENS ZRE
U, RASGECEHMREZ R 322813 TE2v, ik BIRRRERR DR (2 13RI A 8 12 %% 5] (U.ADMIN, U.NORMAL)
ZREAT ENENOEENRAESN DR ORI HEZTF AT T 5, £, BT o &ETn s 7o NEClERr
ID, FIHE OBENIRMES I TORWVE BB REZ R ] 352813 TE720 )y, TOE (X, Table 6-2, Table 6-3 @
TIRARIENZRBWC, FAECE T -2 FIFAEY a3 75— X ZERLT-FIHE @ User ID % Job owner &
LCEID Y TSH, TOE TEID K THID User ID # LEXT HHEEEZFT-720,
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Table 7-11 U.ADMIN |Z{2ftX 2% Bk

B HRERE WNZE FFAIS LT | BAERTREZR A X
= —T7xz—A
X2 T (LR ERE | XTI LR EOA ML AT, Al (A %
HE
o/ EEARER | BErS B EREGERE——0 IP 7RLR%E | £H (A %
i3 DFy NI —IFE) 21T,
o—H— IR U.ADMIN /X User ID #Ffoax—H—DXgk A | AE | HIBR., | B L
. HIRATES (U.ADMIN (215 UNORMAL O | {E5%
Ry A NAT —RORERIEDL ZIUICE END), =
— =D T Table 6-2, Table 6-3 (272
HENEHAET =27 72K ESNT, B
PRI B2 W EME DGR B S D,
U.ADMIN ouZ A% | UADMIN NEHE AT —RE2EET5, vAEd (A %
AT — R H R
A REE D28 T RE A RHEHRE R ET 5, v BE L
PRAT—RBKI O | SAT—R B (SAY — R/ NSUTEGRE) O E - | B BE L
He BEHEEIT,
ST —IBEDOHK S | Fv b —27E (TOE @ IP 7R A, DNS $— 3\ | A5 BEAR L
IR —DIP TRV A, R —hE 5%, NetBIOS 4. IPsec
RELE) OB E - EEELT,
W5 548 TR AR — VR FALASRE CTHE A T AR B KEK A ZE | £H BE 0L
BT 5,
T7 =277 v7F | TOE D77 —b0=7 7 v FF— i1 5, FAT e L (A %
—M#hE
BT — % LEEHIRE | RS EA EEMO0)T 1 B REXLBAT | EAT (A
He 5
- RS AU | P RAE—RFIHOF A I OREEITH Ay BE 0L
TEHERE
Table 7-12 UNORMAL [Z#2 Mt S A2 & HHEEE
B NE FraE N | BfErREe ¥
= —7x—2A
UNORMAL ®uZ' (> | UNORMAL NHEHOuS AL /RAV—R O EE | BH BE L
AT —R O ERRE 179,

7.6. EEEEE

TOE I3EA R ELICH L TER S B AR,

FAU_GEN.1, FAU_GEN.2

TOE 13, L FOFRZEHEAEN G HERLL FRIEAERZI (A HROR), FROMR, V7 Y=/ NI &, F4%

Dit R Z LIRS D,

RLERL , B Y — =K E T D,
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Table 7-13 BEE X RER &

ID (V7' V=2 N1 B A F—Tx—
B R e L
H*1) =2
FIA_UAU.1,
B PR FRRE D E i Admin ID OK/NG -
FIA_UID.1 &/
BHE ST — R DS G Admin ID OK Table7-11 &M
N FIA UAU.1,
o— P —FIE D E S User ID / #%4% ID OK/NG
FIA_UID.1 /R
BPRE LD —Y —DIERL Admin ID OK Table7-11 &M
BEEICIA—YP— AT —ROLEE Table7-11 &M
Admin ID OK
BHE LD —YP— Dl Admin ID OK Table7-11 &R
BHE L= —D R E Admin ID OK Table7-11 &
Z2— Pt LB —F—D LT (= —WF Table 7-12 &R
. . . User ID OK
— XA —REFR L)
TRV T LR EDEH Admin ID OK/NG Table7-11 =
PRAT—RIRFIRE DT H Admin ID OK Table7-11 & 1A
NI — IR EDER Admin ID OK Table7-11 &4
P—ERARS AR R EDLE R Admin ID OK Table7-11 &4
A R ERREDEE Admin ID OK Table7-11 &/
(RN oY Admin ID OK Table7-11 &/
T =AU x=T T 7T —MEREISW) D FELT Admin ID OK/NG Table7-11 2
H B Admin ID OK Table7-11 & 1A
e RERE DL EY Fxfgk ID OK S
EAREREO/K T AA Gk ID OK R
N FDP_ACC.1,
A7 a7 DY User ID / Admin ID OK
FDP_ACF.1 &R
s e s FDP_ACC.1,
at’—a 7 ORI User ID OK/NG
FDP_ACF.1 &R
v —a7 OURAT User ID OK/NG FDP_ACC.L,
qe—v= £2
ser FDP_ACF.1 £
. . FDP_ACC.1,
wAINANEwARIEI I User ID OK/NG
FDP_ACF.1 &R
) o FDP_ACC.1,
FU a7 ORAF User ID OK/NG
FDP_ACF.1 &R
o FDP_ACC.1,
AF¥xadl DFELT User ID OK/NG
FDP_ACF.1 &R
. FDP_ACC.1,
PAE a7 OFI User ID OK/NG
FDP_ACF.1 &R
. o FDP_ACC.1,
BRAFVa7 OER /AT (B8 - ) User ID OK/NG
FDP_ACF.1 3R
RAE a7 DL User ID OK/NG FDP_ACC.,
| R
e ser FDP_ACF.1 B
IPsec i as ML DIl FEEkID errNo(*2) FTP_ITC.1 &R

CDRERFRRERTIC IS A L BRI R RITITY 7 ¥ = MBI e U CRB SR ID L) [ E EA 7R T 5
(*2)IPsec v av RER ZR =7 —Fla ik %
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FAU_STG_EXT.1
FLERSN A/ TERIT TOE W RSN %, EBLE DR E LIV A — SN —(syslog IV e 7 7 7
ANDIFEAEEATH, n T EEXAIL V7213 Table 7-14 BB DL,

Table 7-14 EEZFru/ fER DA%
B n 7 ERO BT B

07 R O PR fE Ik AR —UHE B REIC CRE B{b &= HDD ik
0/ fEREE LA A R LA R (RIRE)
AE XSGR EI D07 T FAELTAR N BT 27

Fy b —EERECr s — N —lla s E A EE TERVWEA . HDDFDIZ
—BFIICIRTTE 21T, I K 10000 {4, o7 fEHAS 10000 FEIERHZIZLUREOF #
IEREHES LD, 2B — IR SN GBI — N — L OBE RIE R ICEE S
., 8T HDD EofEREEIBRT 5,
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B EROREEIR AT 7 EAT L2 —F — A F—T 2 — AR L TN a7 ERE T AT F BT
FEL7R,

ESEEN Uy d5:H
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TOE 37y /i L, BHEDAIZ TOE ORZIZ2L E I HIREL TR 5, B n/IZRRd DRI 1H #
I my ZEEREN DI EE LD,

1.7y 7T — T — XIREEtse

FPT _TUD_EXT.1

TOE (X & HH DA LL T ORERED EFi A7t 7 5o
v Ty AT A= Va R RE

. Tr—AU=T Ty T —MERE

EHLF TR ARRREL A PR B E W T 1235\ ) T, HL<IE Web Connection 25kl 7BRE&IZ web 7 7712k
WCT 77—y T N —ar OffggRa T TED,

Tz, EEEITRFRREE  HHEA R ERE LB\ Ty — A =T Ty T — MERER E1TT&D, TOE 1377
— LT T T = NEfiRE, T Xk RO e T AT 2oL T, T — AU =T T A G ENHa=H
INEDT VENELERNT T 77— AT 2T 77 A /VORFEEIT), MAEDFE R E 2SR SN 7=5 46 D A
FW OEFEHZ WA E T2, (ZOK, 77 —L0 =7 Dy affiZizt 7L SSD O {b7 7 AV AT LRI
ZDONNY A EDOREAFEATOELIT), 2Oy 2T — 23tk 5 H O T AMERRICTHE A5, ) T V40
BABGED R85 6. TOE 1T E SRS 2 RR LT v 77 — ML A R 1R 5,
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TOE IZLL FOIDNCL CT PHNVBA BREE -7 7 — A0 =7 7 7 A )V ORRFEE 1T,

1. 77 —LUxT I7AMIIT VENVELT — BT 77— AT T —ANEEND, TVXNVELT —ZILRSA
T UHNELT LTY XL DSA) 2048bit, FIPS PUB 186-4, “Digital Signature Standard” (2 ¥,

2. TOE NN TT VRN EL T — 25 1E 50T 5,

3. HIFEEBALLI=T —#L, 77r—2L0 =TT —4% [SO/NEC 10118-3:2004 (Z¥EHLT 5 SHA-256 (215
VafEOEHLI-LOEE TS, BT LT 77— AT =T T — AN EFE THHEHW TS
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=7 KRy NI —J 77— L0 =7 Oy v afizdt B L, 77— AU = T RRGERZ SSD (ZREEk L=y = fE
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