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A User who has been identified and authenticated
and does not have an administrative role
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A User who has been identified and authenticated
and has an administrative role

Administrator
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Data created by and for Users that do not affect
the operation of the TSF
D.TSF TSF 75— % TSFOPAEICEEL 5 2500 LivZewy, TOED
7=ODTOEIZ L » TEk SN =7 — %
Data created by and for the TOE that might affect
the operation of the TSF
*3-3 REBEEFIAET—H)
& EX] E&E
D.USER.DOC | fIH#EXET— | ETHELII—Favr—oBA T, FIHFEDOX
74 FIZHENDIEHR
User Document | Information contained in a User’s Document, in
Data electronic or hardcopy form
D.USER.JOB | ¥IfHFH v a7 FIAEOLEE I CEWR Y 3 7I2BE T 515
T—H e
User Job Data Information related to a User’s Document or
Document Processing Job
=34 REZETSFT—43)
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D.TSF.PROT | {&i# &7z TSF | 7 — X OfiAE CHEHREHREICTH R WAIHEIC
T4 LU EZANTOE Ot o VT ([T EE RIT
Toh LW, BTRIFFHFATEH TSF 7 —
v
Protected TSF
Data TSF Data for which alteration by a User who is
neither the data owner nor in an Administrator
role might affect the security of the TOE, but for
which disclosure is acceptable
D.TSF.CONF | f# D TSF 7— | 7 — X DA #H THEHEHRETHL Z2WFIHEIC

7

Confidential TSF
Data

KDBBEIITUSANTOE DX 27 11
B E KIET0E LW TSF 77— 4

TSF Data for which either disclosure or alteration
by a User who is neither the data owner nor in an
Administrator role might affect the security of the
TOE
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T.UNAUTHORIZED_ACCESS

B#EIL, TOEDOA v 5 7 = —A% @ T, TOEN
DORRESCGET —2~7 782 (HE, &, 7213
HIBR) . EITRAE Y a 77— 22 EE (LEE-
IEHIER) 5% L7,

An attacker may access (read, modify, or delete) User

Document Data or change (modify or delete) User Job
Data in the TOE through one of the TOE’s interfaces.

T.TSF_COMPROMISE

WEH T TOEDA 27 =—A %@L T, TOEHN
DTSFF — X\ IARET 7B AT 50 LILRVY,

An attacker may gain Unauthorized Access to TSF
Data in the TOE through one of the TOE’s interfaces.

T.TSF_FAILURE

TOEDEAEN Tl S -84 . TSFOBREENIZ X -
T, X2V T s OBEREFIEZEZTNE LitZe,

A malfunction of the TSF may cause loss of security if
the TOE is permitted to operate.

T.UNAUTHORIZED_UPDATE

WEFE T, TORICARERY 7 Y =T %A A F—
LT BH0H LIV,

An attacker may cause the installation of
unauthorized software on the TOE.

T.NET_COMPROMISE

WBHE, Fy N —7@fE2E=4 LI VEBEL
0T 5Z2ET, BERFOT—FIIT7EALREY,
TOEDtF = V7 4 AL L7275 b LR
vy,

An attacker may access data in transit or otherwise
compromise the security of the TOE by monitoring or
manipulating network communication.
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P.AUTHORIZATION FIRE T, SCELBE K OV B RE 4 F1T 3 D Al
[RA A5 ST uTZe 570,

Users must be authorized before performing
Document Processing and administrative functions.

P.AUDIT X2 VT BET T o BT 3B ARSI TR
b, ok T Iy aron ZiikE
S, INHBIT=> T 47 4 ~EEINRTNIEER S
A/AN

Security-relevant activities must be audited and the
log of such actions must be protected and transmitted
to an External IT Entity.

P.COMMS_PROTECTION TOE!Z. LAN EDOMDT A 2 & B & Zikjl © & 7
FIUTZR 57220,

The TOE must be able to identify itself to other
devices on the LAN.

P.STORAGE_ENCRYPTION TOENFIHZHE LET —F £7-13MEDOTSFT — 4 %
B A WA FTRE 2R RIEFREME A b L — VT 3 R TRAF
T 584, TOEIZFNSDF A X LDy T —4
AT 52 &,

If the TOE stores User Document Data or
Confidential TSF Data on Field-Replaceable
Nonvolatile Storage Devices, it will encrypt such data
on those devices.

PKEY _MATERIAL FIRECET — X £ 1213WEOTSFT — % OBLHIZ
BAR[RE/R NHEREMEA B L— VD72 DR 58D L
WZHET DXL, ok, T~ R B F
T2 DOMOH 6 AEIL, RIERT 7B AN BAE
IR SR, POFEDA K L—TUT N
A A BRI TR B 780,

Cleartext keys, submasks, random numbers, or any
other values that contribute to the creation of
encryption keys for Field-Replaceable Nonvolatile
Storage of User Document Data or Confidential TSF
Data must be protected from unauthorized access and
must not be stored on that storage device.

P.FAX_FLOW TOENPSTN 7 7 7 Af§AE & #2fit 9 53546, PSTN
7 7 7 Al E LAN OB O 458 % fRFET 5,

If the TOE provides a PSTN fax function, it will
ensure separation between the PSTN fax line and the
LAN.
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PIMAGE_OVERWRITE

NEUHY 5 7O T E72ITPIEOBIZ, TOEIZZ
DEHAZIA R REZR NHFEVEA F L —U T S 2 kD
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Upon completion or cancellation of a Document
Processing job, the TOE shall overwrite residual
image data from its Field-Replaceable Nonvolatile
Storage Devices.
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ATiR S

E=L]
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TR

A.PHYSICAL

TOE K OTOERRAF F 72 1FFLT 5 7 — & OAffEIC
BolchtExa T 05, BEICL - TRt

nNoZ e ElBET 5,

Physical security, commensurate with the value of the

TOE and the data it stores or processes, is assumed
to be provided by the environment.

ANNETWORK

WHBREEIL, LANA V& 7 = — 2D S DA
BOT 7 v ANLTOEZR#ET HZ L2 ET D,

The Operational Environment is assumed to protect
the TOE from direct, public access to its LAN
interface.

A.TRUSTED_ADMIN

TOEEHE X, V1 FotvX 2T 1 F#Hcit- T
TOEZEHT 5 &, GBI TWD,

TOE Administrators are trusted to administer the
TOE according to site security policies.

A.TRAINED_USERS

PR SRR EIL, VA bovFa U T 4 HEHT
o> TTOEZMEMT 25 L o AT S LTV D,

Authorized Users are trained to use the TOE
according to site security policies.

ERIREE & R

K TOE OFEET 5@ B 4 X 4-1 127 $, A TOE [Z—#i72 47 ¢+ 2123
S, MEEONE R v B U —2 Th D LAN L OARERHRIE B L T
S5, FIAHEIEL. A TOE Of/E SR LAN ([Z#k Svi-2 54 7> b PC
(—FIHE S ZA T NV AT LEHE Y 747 8 ##/ELTKTOE %

Y5,
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+ OS : Windows 10

+ Web~” 7 7 : Microsoft Edge

s TNV ERTAN (BETANDEDRAAL )= g AR
HA T : ART EX Print Driver Version 7.0.1
H AL} : PCL6 Print Driver Version 7.0.1
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+ OS : Windows 10
+ Web 77 7 ¥ : Microsoft Edge

(3) Mail #—3

TOE M oRIHEZE DO LET — X 2R ETLH258IEAT L, UTFTOY 7 hu=
TIRMETH D,
*TLS 1.2 x5 SMTP Y1 a2 R—Fr+5Y 7 T
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TOE DA LI-EEn 72 RFT 2 —"Thbo, UTFTOY T MU =7 B4
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* TLS 1.2 %)% @ Syslog v ha L&z R— 425V 7 vy =7
(AFFH Tl rsyslog 8.24.0 Zf# )

B, ARERIREN TS TOE LA D NN— R =T KON 7 T =7 OIE45E
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F7o,. EMSNER R 713 TOE W bIRGE SN, REFREBZ 5 HE
IR b EOGRE R L TR LB D SRR SRS, RESNEER Y
X, 27747 FPCOWeb 77 U mnb, v AT NEBELFRY 70—
RI52LnTE S,

(7) el R RE

AHEREIZ. TOE BEWEC 7 7 — AT = 7 OF = v 7 W 5K OEIERR O F i
EET A NTHOMEREE . 77— AU T EHRHCERH Y 7 — LU =T OE
B ERFET DHERETH D,

(®) PSTN 7 7 7 A= k7 — 2 R4y BkkhE

AHEREIE, AREFEFIFE (PSTN) & LAN Z0#td 2HRETH 5, A&KIA]
#iE 5 TOE Zi#kH L CLAN ICT7 — ¥ 2R %ZE T2 Z LT TERY,

(9) 2 FL—T 0 FEX WYLk

AHEREIT. TOE O EAMAEDK T % 72 13F I E OHIGREREIC L > T, TOE %
R O STEF — 2 ZHlRT BT, CEF— 2 B &M S TV = TOE N0
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