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2 WAEERE
21 CC#EEEE

A ST &L TOE I&, LA T CC A% EET 2.

Z® ST %, LLF® Common Criteria (UL T, CC L&) 12 A T 5,
- Common Criteria version: Version 3.1 Release 5
- Common Criteria conformance: Part 2 extended and Part 3 conformant

2.2 PP X8

ZO ST BIOTOE 1Z, LA T D PP 125225 &7 5,

- Title: Protection Profile for Hardcopy Devices
Version: 1.0 dated September 10, 2015

- Errata: Protection Profile for Hardcopy Devices — v1.0 Errata #1, June 2017

23 RNy —UER

ZDOSTIZBWTC, lE%E FEiET L/ 30— 3720,

2.4 HEARIL

TOE (. PP IZEHRSNTWDLL FOEMA R L, PP O E R IE 10V 78 4258 A& (Exact Conformance) L C
WD, £D7h TOE fiflIL PP &—HL TW\5,

+ Required Uses

Printing, Scanning, Copying, Network communications, Administration
+ Conditionally Mandatory Uses

PSTN faxing, Storage and retrieval, Field-Replaceable Nonvolatile Storage
+ Optional Uses

Internal Audit Log Storage, Image Overwrite, Purge Data
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3 EX2VTAREES

3.1 TOE ®=—¥%—

TOE ORI L, LL T OFIADOHHE D HIERSNTND,

Table 4 —Users

Designation | Category name Definition
U.NORMAL Normal User A User who has been identified and authenticated and does not have
an administrative role
U.ADMIN Administrator A User who has been identified and authenticated and has an
administrative role

32 ¥KE
HPEIZIT, LD 2 DOERESFFANE RSN TN D,
Table 5 —&PE
Designation Asset category Definition

D.USER User Data Data created by and for Users that do not affect the operation of
the TSF

D.TSF TSF Data Data created by and for the TOE that might affect the operation of
the TSF

321 FAET—#

FHET—21%. LLTFO 2 A ESIL TS,
Table 6 —FI & T —#

Designation User Data type Definition
D.USER.DOC User Document Data Information contained in a User’s Document, in electronic or
hardcopy form
D.USER.JOB User Job Data Information related to a User’s Document or Document
Processing Job

322 TSF 5F—%

TSF & —Z\Z1%. LT 2 FFEIC A FES L CUVVA,
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Designation TSF Data type Definition
D.TSF.PROT Protected TSF Data TSF Data for which alteration by a User who is neither the
data owner nor in an Administrator role might affect the
security of the TOE, but for which disclosure is acceptable
D.TSF.CONF Confidential TSF Data | TSF Data for which either disclosure or alteration by a User

might affect the security of the TOE

who is neither the data owner nor in an Administrator role

A TOE T#¢o TSF Data ZLL FlZxd,

Table 8 — TSF Data @ EA&4l,

M350 —FH,
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LAN 7 —#{# | LAN 7 — X {%EEE TR DI 58 HDD

IR

[ o= Ao/ HRE CA RSN ENMERL Sk, HEE, = | HDD
—W =4 FER BENRENE D,

33 BR
Table 9 IZ& AT,
Table 9 — BB
Designation Designation

T.UNAUTHORIZED_ACCESS An attacker may access (read, modify, or delete) User Document
Data or change (modify or delete) User Job Data in the TOE
through one of the TOE’s interfaces.

T.TSF_COMPROMISE An attacker may gain Unauthorized Access to TSF Data in the TOE
through one of the TOE’s interfaces.
T.TSF_FAILURE A malfunction of the TSF may cause loss of security if the TOE is

permitted to operate.

T.UNAUTHORIZED_UPDATE An attacker may cause the installation of unauthorized software on
the TOE.

T.NET_COMPROMISE An attacker may access data in transit or otherwise compromise the
security of the TOE by monitoring or manipulating

3.4 TOE [ZET DXV T 158t

Table 10 ([ZHfk DX 2V T4 F#ta R,
Table 10 — #A&RDEXF=VT 45t

Designation Designation
P.AUTHORIZATION Users must be authorized before performing Document Processing and
administrative functions.
P.AUDIT Security-relevant activities must be audited and the log of such actions

must be protected and transmitted to an External IT Entity.
P.COMMS_PROTECTION The TOE must be able to identify itself to other devices on the LAN.

P.STORAGE_ENCRYPTION | If the TOE stores User Document Data or Confidential TSF Data on
Field-Replaceable Nonvolatile Storage Devices, it will encrypt such
data on those devices.

P.KEY_MATERIAL Cleartext keys, submasks, random numbers, or any other values that
contribute to the creation of encryption keys for Field-Replaceable
Nonvolatile Storage of User Document Data or Confidential TSF Data
must be protected from unauthorized access and must not be stored on
that storage device.

P.FAX_FLOW If the TOE provides a PSTN fax function, it will ensure separation
between the PSTN fax line and the LAN.
P.IMAGE_OVERWRITE Upon completion or cancellation of a Document Processing job, the

TOE shall overwrite residual image data from its Field-Replaceable
Nonvolatile Storage Devices.
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P.PURGE_DATA The TOE shall provide a function that an authorized administrator can
invoke to make all customer-supplied User Data and TSF Data
permanently irretrievable from Nonvolatile Storage Devices.

3.5 HitREM

Table 11 (2R %2 RT,
Table 11 —Bi#&4E

Assumption Definition

A.PHYSICAL Physical security, commensurate with the value of the TOE and the data it
stores or processes, is assumed to be provided by the environment.

A.NETWORK The Operational Environment is assumed to protect the TOE from direct,

public access to its LAN interface.
A TRUSTED_ADMIN TOE Administrators are trusted to administer the TOE according to site
security policies.

A.TRAINED_USERS Authorized Users are trained to use the TOE according to site security
policies.
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4 BXIVTAXEGE

4.1 ERABRBEOYX2)T4%E 58

Table 12 IZEABREO X 2V T3 E H#ta =~
Table 12 — ERABRED X2V T 1 xH5E 5t

Designation Definition

OE.PHYSICAL_PROTECTION | The Operational Environment shall provide physical security,
commensurate with the value of the TOE and the data it stores
Or Processes.

OE.NETWORK_PROTECTION | The Operational Environment shall provide network security to
protect the TOE from direct, public access to its LAN interface.

OE.ADMIN_TRUST The TOE Owner shall establish trust that Administrators will
not use their privileges for malicious purposes.

OE.USER_TRAINING The TOE Owner shall ensure that Users are aware of site
security policies and have the competence to follow them.

OE.ADMIN_TRAINING The TOE Owner shall ensure that Administrators are aware of

site security policies and have the competence to use
manufacturer’s guidance to correctly configure the TOE and
protect passwords and keys accordingly.
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5 Extended components definition

ASTTITLL FOEF 2 TSR ELZ TR T D, ZNODILEaL R— 3 MNIAT22E L DOPPIZT
ERINTOBLDTHS,

5.1 FAU_STG_EXT Extended: External Audit Trail Storage

Family behaviour:

This family defines requirements for the TSF to ensure that secure transmission of audit data from TOE to an
External IT Entity.

Component leveling:

FAU_STG_EXT.1: Extended: External Audit Trail Storage 1

FAU _STG_EXT.1External Audit Trail Storage requires the TSF to use a trusted channel implementing a
secure protocol.

Management:

The following actions could be considered for the management functions in FMT:
* The TSF shall have the ability to configure the cryptographic functionality.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.

FAU_STG_EXT.1Extended: Protected Audit Trail Storage
Hierarchical to: No other components

Dependencies: FAU GEN.1  Audit data generation,
FTP_ITC.1 Inter-TSF trusted channel

FAU STG_EXT.1.1  The TSF shall be able to transmit the generated audit data to an External IT Entity
using a trusted channel according to FTP_ITC.1.

Rationale:

The TSF is required that the transmission of generated audit data to an External IT Entity which relies on a
non-TOE audit server for storage and review of audit records. The storage of these audit records and the
ability to allow the administrator to review these audit records is provided by the Operational Environment in
that case. The Common Criteria does not provide a suitable SFR for the transmission of audit data to an
External IT Entity.

This extended component protects the audit records, and it is therefore placed in the FAU class with a single
component.

5.2 FCS_CKM_EXT Extended: Cryptographic Key Management

Family behaviour:
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This family addresses the management aspects of cryptographic keys. Especially, this extended component is
intended for cryptographic key destruction.

Component leveling:

FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction 4

FCS_CKM_EXT.4 Cryptographic Key Material Destruction ensures not only keys but also key
materials that are no longer needed are destroyed by using an approved method.

Management:

The following actions could be considered for the management functions in FMT:
* There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.
Rationale:

Cryptographic Key Material Destruction is to ensure the keys and key materials that are no longer needed are
destroyed by using an approved method, and the Common Criteria does not provide a suitable SFR for the
Cryptographic Key Material Destruction.

This extended component protects the cryptographic key and key materials against exposure, and it is
therefore placed in the FCS class with a single component.

FCS_ CKM_EXT.4 Extended: Cryptographic Key Material Destruction
Hierarchical to: No other components
Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys), or

FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction

FCS_CKM_EXT.4.1 The TSF shall destroy all plaintext secret and private cryptographic keys and
cryptographic critical security parameters when no longer needed.

Rationale:

Cryptographic Key Material Destruction is to ensure the keys and key materials that are no longer needed are
destroyed by using an approved method, and the Common Criteria does not provide a suitable SFR for the
Cryptographic Key Material Destruction.

This extended component protects the cryptographic key and key materials against exposure, and it is therefore
placed in the FCS class with a single component.

5.3 FCS_HTTPS_EXT Extended: HTTPS selected

Family behaviour:
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Components in this family define requirements for protecting remote management sessions between the TOE
and a Security Administrator. This family describes how HTTPS will be implemented. This is a new family
defined for the FCS Class.

Component leveling:

FCS_HTTPS_EXT.1 Extended: HTTPS selected 1

FCS_HTTPS_EXT.1 HTTPS selected, requires that HTTPS be implemented according to RFC 2818
and supports TLS.

Management:

The following actions could be considered for the management functions in FMT:
* There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

e Failure of HTTPS session establishment

FCS_HTTPS EXT.1 Extended: HTTPS selected
Hierarchical to: No other components
Dependencies: FCS_TLS_EXT.1 Extended: TLS selected

FCS_HTTPS EXT.1.1 The TSF shall implement the HTTPS protocol that complies with RFC 2818.
FCS_ HTTPS EXT.1.2 The TSF shall implement HTTPS using TLS as specified in FCS_TLS_EXT.1.
Rationale:

HTTPS is one of the secure communication protocols, and the Common Criteria does not provide a suitable
SFR for the communication protocols using cryptographic algorithms.

This extended component protects the communication data using cryptographic algorithms, and it is
therefore placed in the FCS class with a single component.

5.4 FCS_IPSEC_EXT Extended: IPsec selected

Family behaviour:
This family addresses requirements for protecting communications using IPsec.

Component leveling:

FCS_IPSEC_EXT.1 Extended: IPsec selected 1
FCS_IPSEC EXT.1 IPsec requires that IPsec be implemented as specified.
Management:

The following actions could be considered for the management functions in FMT:
* There are no management actions foreseen.
Audit:
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The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

¢ Failure to establish an IPsec SA

FCS IPSEC EXT.1 Extended: IPsec selected
Hierarchical to: No other components
Dependencies: FIA_PSK_EXT.1 Extended: Pre-Shared Key Composition

FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)

FCS_COP.1(g) Cryptographic Operation (for keyed-hash message
authentication)

FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit
Generation)

FCS_IPSEC _EXT.1.1 The TSF shall implement the IPsec architecture as specified in RFC 4301.
FCS_IPSEC EXT.1.2 The TSF shall implement [selection: tunnel mode, transport mode].

FCS_IPSEC_EXT.1.3 The TSF shall have a nominal, final entry in the SPD that matches anything that
is otherwise unmatched, and discards it.

FCS_IPSEC_EXT.1.4 The TSF shall implement the IPsec protocol ESP as defined by RFC 4303 using
[selection: the cryptographic algorithms AES-CBC-128 (as specified by RFC 3602) together with a Secure
Hash Algorithm (SHA)-based HMAC, AES-CBC-256 (as specified by RFC 3602) together with a Secure Hash
Algorithm (SHA)-based HMAC, AES-GCM-128 as specified in RFC 4106, AES-GCM-256 as specified in RFC
4106].

FCS_IPSEC EXT.1.5 The TSF shall implement the protocol: [selection: IKEv1, using Main Mode for
Phase 1 exchanges,as defined in RFCs 2407, 2408, 2409, RFC 41009, [selection: no other RFCs for extended
sequence numbers, RFC 4304 for extended sequence numbers], and [selection: no other RFCs for hash
functions, RFC 4868 for hash functions]; IKEv2 as defined in RFCs 5996[selection: with no support for NAT
traversal, with mandatory support for NAT traversal as specified in section 2.23], and [selection: no other
RFCs for hash functions, RFC 4868 for hash functions]].

FCS_IPSEC_EXT.1.6 The TSF shall ensure the encrypted payload in the [selection: IKEv1, IKEV2]
protocol uses the cryptographic algorithms AES-CBC-128, AES-CBC-256 as specified in RFC 3602 and
[selection: AES-GCM-128, AES-GCM-256 as specified in RFC 5282, no other algorithm].

FCS_IPSEC EXT.1.7 The TSF shall ensure that IKEv1 Phase 1 exchanges use only main mode.

FCS_IPSEC EXT.1.8 The TSF shall ensure that [selection: IKEv2 SA lifetimes can be established
based on [selection: number of packets/number of bytes; length of time, where the time values can be limited
to: 24 hours for Phase 1 SAs and 8 hours for Phase 2 SAs]; IKEv1 SA lifetimes can be established based on
[selection: number of packets/number of bytes ; length of time, where the time values can be limited to: 24
hours for Phase 1 SAs and 8 hours for Phase 2 SAs]].

FCS_IPSEC_EXT.1.9 The TSF shall ensure that all IKE protocols implement DH Groups 14 (2048-bit
MODP), and [selection: 24 (2048-bit MODP with 256-bit POS), 19 (256-bit Random ECP), 20 (384-bit
Random ECP, 5 (1536-bit MODP)), [assignment: other DH groups that are implemented by the TOE], no
other DH groups].

FCS_IPSEC_EXT.1.10 The TSF shall ensure that all IKE protocols perform Peer Authentication using
the [selection: RSA, ECDSA] algorithm and Pre-shared Keys.

Rationale:

IPsec is one of the secure communication protocols, and the Common Criteria does not provide a suitable
SFR for the communication protocols using cryptographic algorithms.
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This extended component protects the communication data using cryptographic algorithms, and it is
therefore placed in the FCS class with a single component.

5,5 FCS _KYC _EXT Extended: Cryptographic Operation (Key Chaining)

Family behaviour:

This family provides the specification to be used for using multiple layers of encryption keys to ultimately
secure the protected data encrypted on the storage.

Component leveling:

FCS_KYC_EXT Key Chaining 1

FCS_KYC _EXT Key Chaining, requires the TSF to maintain a key chain and specifies the characteristics
of that chain.

Management:

The following actions could be considered for the management functions in FMT:
* There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.

FCS_KYC_EXT.1 Extended: Key Chaining
Hierarchical to: No other components
Dependencies: [FCS_COP.1(e) Cryptographic operation (Key Wrapping),

FCS_SMC_EXT.1 Extended: Submask Combining,
FCS_COP.1(i) Cryptographic operation (Key Transport),
FCS_KDF_EXT.1 Cryptographic Operation (Key Derivation),
and/or

FCS_COP.1(f) Cryptographic operation (Key Encryption)].

FCS KYC EXT.1.1 The TSF shall maintain a key chain of: [selection: one, using a submask as the
BEVor DEK; intermediate keys originating from one or more submask(s) to the BEV or DEK using the
following method(s): [selection: key wrapping as specified in FCS_COP.1(e), key combining as specified in
FCS_SMC_EXT.1, key encryption as specified in FCS_COP.1(f), key derivation as specified in
FCS_KDF_EXT.1, key transport as specified in FCS_COP.1(i)]] while maintaining an effective strength of
[selection: 128 bits, 256 bits].

Rationale:

Key Chaining ensures that the TSF maintains the key chain, and also specifies the characteristics of that
chain. However, the Common Criteria does not provide a suitable SFR for the management of multiple
layers of encryption key to protect encrypted data.

This extended component protects the TSF data using cryptographic algorithms, and it is therefore placed in
the FCS class with a single component.

56 FCS_RBG_EXT Extended: Cryptographic Operation (Random Bit Generation)
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Family behaviour:

This family defines requirements for random bit generation to ensure that it is performed in accordance with
selected standards and seeded by an entropy source.

Component leveling:

FCS_RBG_EXT.1 Extended: Random Bit Generation 1

FCS_RBG_EXT.1 Random Bit Generation requires random bit generation to be performed in accordance
with selected standards and seeded by an entropy source.

Management:

The following actions could be considered for the management functions in FMT:
* There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

e Failure of HTTPS session establishment

FCS_RBG_EXT.1 Extended: Random Bit Generation
Hierarchical to: No other components
Dependencies: No dependencies.
FCS RBG EXT.1.1 The TSF shall perform all deterministic random bit generation services in

accordance with [selection: ISO/IEC 18031:2011, NIST SP 800-90A] using [selection: Hash_DRBG (any),
HMAC_DRBG (any), CTR_DRBG (AES)].

FCS RBG EXT.1.2 The deterministic RBG shall be seeded by an entropy source that accumulates
entropy from [selection: [assignment: number of software-based sources] software-based noise source(s),
[assignment: number of hardware-based sources] hardware-based noise source(s)] with a minimum of
[selection: 128 bits, 256 bits] of entropy at least equal to the greatest security strength, according to ISO/IEC
18031:2011 Table C.1 “Security strength table for hash functions”, of the keys and hashes that it will generate.

Rationale:

Random bits/number will be used by the SFRs for key generation and destruction, and the Common Criteria
does not provide a suitable SFR for the random bit generation.

This extended component ensures the strength of encryption keys, and it is therefore placed in the FCS class
with a single component.

5.7 FCS_SMC_EXT Extended: Submask Combining

Family behaviour:

This family defines the means by which submasks are combined, if the TOE supports more than one
submask being used to derive or protect the BEV.

Component leveling:

FCS_SMC_EXT.1 Extended: Submask Combining 1
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FCS_SMC_EXT.1Submask combining requires the TSF to combine the submasks in a predictable fashion.
Management:
The following actions could be considered for the management functions in FMT:
* There are no management actions foreseen.
Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.
FCS_SMC_EXT.1Extended: Submask Combining

Hierarchical to: No other components.
Dependencies: FCS_COP.1(c) Cryptographic operation (Hash Algorithm) dependencies.
FCS_SMC _EXT.1.1 The TSF shall combine submasks using the following method [selection:

exclusive OR (XOR), SHA-256, SHA-512] to generate an intermediary key or BEV.
Rationale:

Submask Combining is to ensure the TSF combine the submasks in order to derive or protect the BEV.

This extended component protects the TSF data using cryptographic algorithms, and it is therefore placed in
the FCS class with a single component.

5.8 FCS TLS EXT Extended: TLS selected

Family behaviour:

This family addresses the ability for a server and/or a client to use TLS to protect data between a client and
the server using the TLS protocol.

Component leveling:

FCS_TLS EXT.1 Extended: TLS selected 1

FCS_TLS_EXT.1 TLS selected, requires the TLS protocol implemented as specified.
Management:
The following actions could be considered for the management functions in FMT:
* There are no management actions foreseen.
Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

* Failure of TLS session establishment
FCS_TLS EXT.1 Extended: TLS selected
Hierarchical to: No other components

Dependencies: FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)
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FCS_COP.1(g) Cryptographic Operation (for keyed-hash message
authentication)

FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit
Generation)

FCS_TLS_EXT.1.1 The TSF shall implement one or more of the following protocols [selection:
TLS 1.0 (RFC 2246), TLS 1.1 (RFC 4346), TLS 1.2 (RFC 5246)] supporting the following ciphersuites:

Mandatory Ciphersuites:

- TLS_RSA_WITH_AES_128_CBC_SHA

Optional Ciphersuites:

[selection:

- None

- TLS_RSA_WITH_AES_256_CBC_SHA

- TLS_DHE_RSA_WITH_AES_128 CBC_SHA

- TLS_DHE_RSA WITH_AES_256_CBC_SHA

- TLS_RSA_WITH_AES 128 CBC_SHA256

- TLS_RSA_WITH_AES_256_CBC_ SHA256

- TLS_DHE_RSA_WITH_AES_128 CBC_ SHA256

- TLS_DHE_RSA WITH_AES_256_CBC_ SHA256

- TLS_ECDHE_RSA_WITH_AES 128 CBC_SHA

- TLS_ECDHE_RSA _WITH_AES_256_CBC_SHA

- TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA

- TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA

- TLS_ECDHE_RSA_WITH_AES 128 CBC_SHA256

- TLS_ECDHE_RSA WITH_AES_256_CBC_SHA384

- TLS_ECDHE_RSA_WITH_AES_128 GCM_SHA256

- TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384

- TLS_ECDHE_ECDSA_WITH_AES_128 GCM_SHA256
- TLS_ECDHE_ECDSA WITH_AES 256 _GCM_SHA384
- TLS_ ECDHE_ECDSA WITH_AES 128 CBC_SHA256
- TLS_ ECDHE_ECDSA WITH_AES 256 CBC_SHA384
]

Rationale:

TLS is one of the secure communication protocols, and the Common Criteria does not provide a suitable
SFR for the communication protocols using cryptographic algorithms.

This extended component protects the communication data using cryptographic algorithms, and it is therefore
placed in the FCS class with a single component.
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5.9 FDP_DSK_EXT Extended: Protection of Data on Disk

Family behaviour:
This family is to mandate the encryption of all protected data written to the storage.

Component leveling:

FDP_DSK_EXT.1 Extended: Protection of Data on Disk 1

FDP_DSK_EXT.1 Extended: Protection of Data on Disk, requires the TSF to encrypt all the Confidential
TSF and User Data stored on the Field-Replaceable Nonvolatile Storage Devices in order to avoid storing
these data in plaintext on the devices.

Management:

The following actions could be considered for the management functions in FMT:
* There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.
FDP_DSK_EXT.1 Extended: Protection of Data on Disk

Hierarchical to: No other components
Dependencies: FCS_COP.1(d) Cryptographic operation (AES Data Encryption/Decryption)
FDP_DSK_EXT.1.1 The TSF shall [selection: perform encryption in accordance with

FCS_COP.1(d), use a self-encrypting Field-Replaceable Nonvolatile Storage Device that is separately CC
certified to conform to the FDE EE cPP] such that any Field-Replaceable Nonvolatile Storage Device
contains no plaintext User Document Data and no plaintext confidential TSF Data.

FDP_DSK_EXT.1.2 The TSF shall encrypt all protected data without user intervention.
Rationale:

Extended: Protection of Data on Disk is to specify that encryption of any confidential data without user
intervention, and the Common Criteria does not provide a suitable SFR for the Protection of Data on Disk.

This extended component protects the Data on Disk, and it is therefore placed in the FDP class with a single
component.

5.10 FDP_FXS_EXT Extended: Fax Separation

Family behaviour:

This family addresses the requirements for separation between Fax PSTN line and the LAN to which TOE is
connected.

Component leveling:

FDP_FXS_EXT.1 Extended: Fax Separation 1
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FDP_FXS_EXT.1 Fax Separation, requires the fax interface cannot be used to create a network bridge
between a PSTN and a LAN to which TOE is connected.

Management:

The following actions could be considered for the management functions in FMT:
»  There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

» There are no auditable events foreseen.
FDP_FXS_EXT.1 Extended: Fax separation
Hierarchical to: No other components
Dependencies: No dependencies.

FDP_FXS_EXT.1.1  The TSF shall prohibit communication via the fax interface, except transmitting or
receiving User Data using fax protocols.

Rationale:

Fax Separation is to protect a LAN against attack from PSTN line, and the Common Criteria does not
provide a suitable SFR for the Protection of TSF or User Data.

This extended component protects the TSF Data or User Data, and it is therefore placed in the FDP class with
a single component.

5.11 FIA_PMG_EXT Extended: Password Management

Family behaviour:

This family defines requirements for the attributes of passwords used by administrative users to ensure that
strong passwords and passphrases can be chosen and maintained.

Component leveling:

FIA_PMG _EXT.1 Extended: Password Management 1

FIA PMG _EXT.1 Password management requires the TSF to support passwords with varying composition
requirements, minimum lengths, maximum lifetime, and similarity constraints.

Management:

The following actions could be considered for the management functions in FMT:
* There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.
FIA PMG _EXT.1 Extended: Password management
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Hierarchical to: No other components
Dependencies: No dependencies.

FIA_PMG _EXT.1.1  The TSF shall provide the following password management capabilities for User
passwords:

*  Passwords shall be able to be composed of any combination of upper and lower case letters,
numbers, and the following special characters: [selection: “!”, “@”, “#”, “8”, “%”, “7”, “&”,
k7o), [assignment: other characters]];

*  Minimum password length shall be settable by an Administrator, and have the capability to require
passwords of 15 characters or greater.

Rationale:

Password Management is to ensure the strong authentication between the endpoints of communication, and
the Common Criteria does not provide a suitable SFR for the Password Management.

This extended component protects the TOE by means of password management, and it is therefore placed in
the FIA class with a single component.

5.12 FIA_PSK_EXT  Extended: Pre-Shared Key Composition

Family behaviour:
This family defines requirements for the TSF to ensure the ability to use pre-shared keys for IPsec.

Component leveling:

FIA_PSK_EXT.1 Extended: Pre-Shared Key Composition 1

FIA _PSK_EXT.1 Pre-Shared Key Composition, ensures authenticity and access control for updates.
Management:
The following actions could be considered for the management functions in FMT:
* There are no management actions foreseen.
Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

¢ There are no auditable events foreseen.

FIA_PSK_EXT.1 Extended: Pre-Shared Key Composition
Hierarchical to: No other components
Dependencies: FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit

Generation).
FIA PSK EXT.1.1  The TSF shall be able to use pre-shared keys for IPsec.
FIA PSK EXT.1.2 The TSF shall be able to accept text-based pre-shared keys that are.
» 22 characters in length and [selection: [assignment: other supported lengths], no other lengths];

*  composed of any combination of upper and lower case letters, numbers, and special characters
(that include: 6‘!79, LG@”’ LG#”, 6‘$’)’ 6(%79, 6‘/\79, LG&?’, 6‘*”’ 6‘(6‘, and 6‘)79).
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FIA_PSK_EXT.1.3  The TSF shall condition the text-based pre-shared keys by using [selection: SHA-1,
SHA-256, SHA-512, [assignment: method of conditioning text string]] and be able to [selection: use no other
pre-shared keys; accept bit-based pre-shared keys; generate bit-based pre-shared keys using the random bit
generator specified in FCS_RBG_EXT.1].

Rationale:

Pre-shared Key Composition is to ensure the strong authentication between the endpoints of
communications, and the Common Criteria does not provide a suitable SFR for the Pre-shared Key
Composition.

This extended component protects the TOE by means of strong authentication, and it is therefore placed in the
FIA class with a single component.

5.13 FPT_KYP_EXT Extended: Protection of Key and Key Material

Family behaviour:

This family addresses the requirements for keys and key materials to be protected if and when written to
nonvolatile storage.

Component leveling:

FPT_ KYP _EXT.1 Protection of key and key material 1

FPT_KYP _EXT.1 Extended: Protection of key and key material, requires the TSF to ensure that no
plaintext key or key materials are written to nonvolatile storage.

Management:

The following actions could be considered for the management functions in FMT:
* There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.

FPT_KYP _EXT.1 Extended: Protection of Key and Key Material
Hierarchical to: No other components
Dependencies: No dependencies.

FPT_KYP _EXT.1.1  The TSF shall not store plaintext keys that are part of the keychain specified by
FCS_KYC_EXT.1 in any Field-Replaceable Nonvolatile Storage Device, and not store any such plaintext
key on a device that uses the key for its encryption.

Rationale:

Protection of Key and Key Material is to ensure that no plaintext key or key material are written to
nonvolatile storage, and the Common Criteria does not provide a suitable SFR for the protection of key and
key material.

This extended component protects the TSF data, and it is therefore placed in the FPT class with a single
component.
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5.14 FPT_SKP_EXT Extended: Protection of TSF Data

Family behaviour:

This family addresses the requirements for managing and protecting the TSF data, such as cryptographic
keys. This is a new family modelled as the FPT Class.

Component leveling:

FPT_SKP_EXT.1 Extended: Protection of TSF Data 1

FPT_SKP_EXT.1 Protection of TSF Data (for reading all symmetric keys), requires preventing symmetric
keys from being read by any user or subject. It is the only component of this family.

Management:

The following actions could be considered for the management functions in FMT:
* There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

* There are no auditable events foreseen.

FPT_SKP_EXT.1 Extended: Extended: Protection of TSF Data
Hierarchical to: No other components
Dependencies: No dependencies.

FPT SKP_EXT.1.1 The TSF shall prevent reading of all pre-shared keys, symmetric keys, and private
keys.

Rationale:

Protection of TSF Data is to ensure the pre-shared keys, symmetric keys and private keys are protected
securely, and the Common Criteria does not provide a suitable SFR for the protection of such TSF data.

This extended component protects the TOE by means of strong authentication using Pre-shared Key, and it is
therefore placed in the FPT class with a single component.

5.15 FPT_TST_EXT Extended: TSF testing

Family behaviour:
This family addresses the requirements for self-testing the TSF for selected correct operation.

Component leveling:

FPT_TST_EXT.1 Extended: TSF testing 1

FPT_TST_EXT.1 TSF testing requires a suite of self-testing to be run during initial start-up in order to
demonstrate correct operation of the TSF.

Management:
The following actions could be considered for the management functions in FMT:

* There are no management actions foreseen.
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Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

* There are no auditable events foreseen.
FPT_TST_EXT.1 Extended: TSF testing

Hierarchical to: No other components

Dependencies: No dependencies.

FPT_TST_EXT.1.1  The TSF shall run a suite of self-tests during initial start-up (and power on) to
demonstrate the correct operation of the TSF.

Rationale:

TSF testing is to ensure the TSF can be operated correctly, and the Common Criteria does not provide a
suitable SFR for the TSF testing. In particular, there is no SFR defined for TSF testing.

This extended component protects the TOE, and it is therefore placed in the FPT class with a single component.

5.16 FPT _TUD EXT Extended: Trusted Update

Family behaviour:

This family defines requirements for the TSF to ensure that only administrators can update the TOE
firmware/software, and that such firmware/software is authentic.

Component leveling:

FPT_TUD_EXT.1 Extended: Trusted Update 1

FPT_TUD_EXT.1 Trusted Update, ensures authenticity and access control for updates.
Management:
The following actions could be considered for the management functions in FMT:
* There are no management actions foreseen.
Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.
FPT_TUD_EXT.1 Trusted Update
Hierarchical to: No other components

Dependencies: FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification),

FCS_COP.1(c) Cryptographic operation (Hash Algorithm).
FPT_TUD_EXT.1 Trusted Update
Hierarchical to: No other components

Dependencies: FCS_COP.1(b) Cryptographic Operation (for signature generation/verification),
FCS_COP.1(c) Cryptographic operation (Hash Algorithm).
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FPT_TUD_EXT.1.1  The TSF shall provide authorized administrators the ability to query the current
version of the TOE firmware/software.

FPT TUD EXT.1.2 The TSF shall provide authorized administrators the ability to initiate updates to
TOE firmware/software.

FPT_TUD_EXT.1.3  The TSF shall provide a means to verify firmware/software updates to the TOE
using a digital signature mechanism and [selection: published hash, no other functions] prior to installing

those updates.

Rationale:

Firmware/software is a form of TSF Data, and the Common Criteria does not provide a suitable SFR for the
management of firmware/software. In particular, there is no SFR defined for importing TSF Data.

This extended component protects the TOE, and it is therefore placed in the FPT class with a single component.
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6.1.1 Class FAU: Security Audit
FAU_GEN.1 Audit data generation
Hierarchical to: No other components.
Dependencies: FPT_STM.1 Reliable time stamps
FAU_GEN.1.1 The TSF shall be able to generate an audit record of the following auditable events:
a) Start-up and shutdown of the audit functions;
b) All auditable events for the not specified level of audit; and

¢) All auditable events specified in Table 13, [assignment: other specifically defined
auditable events].

[assignment: other specifically defined auditable events].
- L

FAU_GEN.1.2 The TSF shall record within each audit record at least the following information:

a) Date and time of the event, type of event, subject identity (if applicable), and the outcome
(success or failure) of the event; and

b)  For each audit event type, based on the auditable event definitions of the functional
components included in the PP/ST, additional information specified in Table 13,
[assignment: other audit relevant information].

[assignment: other audit relevant information]
- el

Table 13 —Auditable Events
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Auditable event Relevant SFR Additional
information

Job completion FDP_ACF.1 Type of job

Unsuccessful User authentication FIA_UAU.1 None

Unsuccessful User identification FIA_UID.1 None

Use of management functions FMT_SMF.1 None

Modification to the group of Users that | FMT_SMR.1 None

are part of a role

Changes to the time FPT_STM.1 None

Failure to establish session FTP_ITC.1, Reason for failure
FTP_TRP.1(a),
FTP_TRP.1(b)

FAU_GEN.2

FAU_GEN.2.1

FAU_SAR.1

FAU_SAR.1.1

FAU_SAR.1.2

FAU_SAR.2

User identity association
Hierarchical to: No other components

Dependencies: FAU_GEN.1 Audit data generation
FIA_UID.1 Timing of identification

For audit events resulting from actions of identified users, the TSF shall be able to associate each
auditable event with the identity of the user that caused the event.

Audit review
Hierarchical to: No other components.
Dependencies: FAU_GEN.1 Audit data generation

The TSF shall provide [assignment: an Administrator] with the capability to read all records
from the audit records.

[assignment: an Administrator]
-  U.ADMIN

The TSF shall provide the audit records in a manner suitable for the user to interpret the
information.

Restricted audit review
Hierarchical to: No other components

Dependencies: FAU_SAR.1 Audit review
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FAU _SAR.2.1 The TSF shall prohibit all users read access to the audit records, except those users that have
been granted explicit read-access.
FAU_STG.1 Protected audit trail storage
Hierarchical to: No other components
Dependencies: FAU_GEN.1 Audit data generation
FAU STG.1.1 The TSF shall protect the stored audit records in the audit trail from unauthorised deletion.

FAU STG.1.2 The TSF shall be able to prevent unauthorised modifications to the stored audit records in the
audit trail.

FAU STG.4 Prevention of audit data loss
Hierarchical to: FAU_STG.3 Action in case of possible audit data loss
Dependencies: FAU_STG.1 Protected audit trail storage

FAU_STG.4.1 Refinement: The TSF shall [selection, choose one of: “prevent audited events, except those
taken by the authorised user with special rights”, “overwrite the oldest stored audit records”’]
and [assignment: other actions to be taken in case of audit storage failure] if the audit trail is
full.

[selection, choose one of: “prevent audited events, except those taken by the authorised user
with special rights”, “overwrite the oldest stored audit records”]

- “overwrite the oldest stored audit records”

[assignment: other actions to be taken in case of audit storage failure]

- L
FAU_STG_EXT.1 Extended: External Audit Trail Storage
Hierarchical to: No other components
Dependencies: FAU_GEN.1 Audit data generation,
FTP_ITC.1 Inter-TSF trusted channel.
FAU_STG_EXT.1.1 The TSF shall be able to transmit the generated audit data to an External IT Entity

using a trusted channel according to FTP_ITC.1.
6.1.2 Class FCO: Communication
There are no class FCO requirements.

6.1.3 Class FCS: Cryptographic Support

FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys)
Hierarchical to: No other components.
Dependencies: [FES—CKM2Cryptographickey-distribution,-or

FCS_COP.1(b) Cryptographic Operation (for signature generation/
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verification),

FCS_COP.1(i) Cryptographic operation (Key Transport)]
FCS_CKM_EXT .4 Extended: Cryptographic Key Material
Destruction

FCS_CKM.1.1(a) Refinement: The TSF shall generate asymmetric cryptographic keys used for key
establishment in accordance with [selection:

NIST Special Publication 800-56A4, “Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm Cryptography” for finite field-based
key establishment schemes;

NIST Special Publication 800-56A4, “Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm Cryptography” for elliptic curve-
based key establishment schemes and implementing “NIST curves” P-256, P-384 and
[selection: P-521, no other curves] (as defined in FIPS PUB 186-4, “Digital Signature
Standard”)

NIST Special Publication 800-56B, “Recommendation for Pair-Wise Key
Establishment Schemes Using Integer Factorization Cryptography” for RSA-based key
establishment schemes

] and specified cryptographic key sizes equivalent to, or greater than, a symmetric key
strength of 112 bits.

[selection:

NIST Special Publication 800-56A4, “Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm Cryptography” for finite field-based
key establishment schemes;

NIST Special Publication 800-56A4, “Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm Cryptography” for elliptic curve-
based key establishment schemes and implementing “NIST curves” P-256, P-384 and
[selection: P-521, no other curves] (as defined in FIPS PUB 186-4, “Digital Signature
Standard”)

NIST Special Publication 800-56B, “Recommendation for Pair-Wise Key
Establishment Schemes Using Integer Factorization Cryptography” for RSA-based key
establishment schemes

NIST Special Publication 800-56A, “Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm Cryptography” for finite field-
based key establishment schemes;

NIST Special Publication 800-56A, “Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm Cryptography” for elliptic curve-
based key establishment schemes and implementing “NIST curves” P-256, P-384 and
[selection: P-521, no other curves] (as defined in FIPS PUB 186-4, “Digital Signature
Standard”)

NIST Special Publication 800-56B, “Recommendation for Pair-Wise Key
Establishment Schemes Using Integer Factorization Cryptography” for RSA-based
key establishment schemes

[selection: P-521, no other curves]

P-521
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FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)
Hierarchical to: No other components.
Dependencies: [FES_CKM-Z-Cryptographickey-distribution-or

FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)

FCS_COP.1(d) Cryptographic Operation (AES Data
Encryption/Decryption)

FCS_COP.1(e) Cryptographic Operation (Key Wrapping)
FCS_COP.1(f) Cryptographic operation (Key Encryption)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash message
authentication)

FCS_COP.1(h) Cryptographic Operation (for keyed-hash message
authentication)]

FCS_CKM_EXT .4 Extended: Cryptographic Key Material
Destruction

FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit
Generation)

FCS_CKM.1.1(b) Refinement: The TSF shall generate symmetric cryptographic keys using a Random
Bit Generator as specified in FCS_RBG_EXT.1 and specified cryptographic key sizes
[selection: 128 bit, 256 bit] that meet the following: No Standard.

[selection: 128 bit, 256 bit]
- 128 bit, 256 bit

FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction
Hierarchical to: No other components.
Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys), or

FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction

FCS_CKM_EXTA4.1 The TSF shall destroy all plaintext secret and private cryptographic keys and
cryptographic critical security parameters when no longer needed.

FCS_CKM.4 Cryptographic key destruction
Hierarchical to: No other components.

Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]

FCS_CKM.4.1 Refinement: The TSF shall destroy cryptographic keys in accordance with a specified
cryptographic key destruction method [selection:

For volatile memory, the destruction shall be executed by [selection: powering off a device,
[assignment: other mechanism that ensures keys are destroyed]].
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For nonvolatile storage, the destruction shall be executed by a [selection: single, three or
more times] overwrite of key data storage location consisting of [selection: a pseudo random
pattern using the TSF’s RBG (as specified in FCS RBG_EXT. 1), a static pattern], followed
by a [selection: read-verify, none]. If read-verification of the overwritten data fails, the
process shall be repeated again;

] that meets the following: [selection: NIST SP800-88, no standard].

[selection:

For volatile memory, the destruction shall be executed by [selection: powering off a device,
[assignment: other mechanism that ensures keys are destroyed]].

For nonvolatile storage, the destruction shall be executed by a [selection: single, three or
more times] overwrite of key data storage location consisting of [selection: a pseudo
random pattern using the TSF’s RBG (as specified in FCS RBG _EXT. 1), a static pattern],
followed by a [selection: read-verify, none]. If read-verification of the overwritten data
fails, the process shall be repeated again;

- For volatile memory, the destruction shall be executed by [selection: powering off a
device, [assignment: other mechanism that ensures keys are destroyed]].

- For nonvolatile storage, the destruction shall be executed by a [selection: single, three
or more times] overwrite of key data storage location consisting of [selection: a
pseudo random pattern using the TSF’s RBG (as specified in FCS_ RBG_EXT.1), a
static pattern], followed by a [selection: read-verify, none]. If read-verification of the
overwritten data fails, the process shall be repeated again;

[selection: powering off a device, [assignment: other mechanism that ensures keys are
destroyed]]

- powering off a device
[selection: single, three or more times]
- single

[selection: a pseudo random pattern using the TSF’s RBG (as specified in
FCS_RBG_EXT.1), a static pattern]

- astatic pattern
[selection: read-verify, none]
- none

[selection: NIST SP800-88, no standard]
- no standard

FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)

Hierarchical to: No other components.

Dependencies: [FBPITC L tmportof userdata-without security-attributesor
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

FCS_COP.1.1(a) Refinement: The TSF shall perform encryption and decryption in accordance with a
specified cryptographic algorithm AES operating in [assignment: one or more modes] and
cryptographic key sizes 128-bits and 256-bits that meets the following:
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*  FIPS PUB 197, “Advanced Encryption Standard (AES)”

«  [Selection: NIST SP 800-38A, NIST SP 800-38B, NIST SP 800-38C, NIST SP 800-
38D]

[assignment: one or more modes]
- CBC

[Selection: NIST SP 800-38A, NIST SP 800-38B, NIST SP 800-38C, NIST SP 800-38D]
- NIST SP 800-38A

FCS_COP.1(b) (update) Cryptographic Operation (for signature
generation/verification)
Hierarchical to: No other components.
Dependencies: [EDPITC 1 Importof user data-without security attributes, or—
FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys)]

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

FCS_COP.1.1(b) (update) Refinement: The TSF shall perform cryptographic signature services in accordance
with a [selection:

*  Digital Signature Algorithm (DSA) with key sizes (modulus) of [assignment: 2048 bits
or greater],

* RSA Digital Signature Algorithm (rDSA) with key sizes (modulus) of [assignment:
2048 bits or greater], or

*  Elliptic Curve Digital Signature Algorithm (ECDSA) with key sizes of [assignment: 256
bits or greater]]
that meets the following [selection:

Case: Digital Signature Algorithm
*  FIPS PUB 186-4, “Digital Signature Standard”

Case: RSA Digital Signature Algorithm
*  FIPS PUB 186-4, “Digital Signature Standard”

Case: Elliptic Curve Digital Signature Algorithm
*  FIPS PUB 186-4, “Digital Signature Standard”

. The TSF shall implement “NIST curves” P-256, P384 and [selection: P521,
no other curves] (as defined in FIPS PUB 186-4, “Digital Signature
Standard”).

]

[selection:

e Digital Signature Algorithm (DSA) with key sizes (modulus) of [assignment: 2048 bits
or greater],
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e RSA Digital Signature Algorithm (rDSA) with key sizes (modulus) of [assignment:
2048 bits or greater], or

e Elliptic Curve Digital Signature Algorithm (ECDSA) with key sizes of [assignment: 256
bits or greater]]

- RSA Digital Signature Algorithm (rDSA) with key sizes (modulus) of [assignment:
2048 bits or greater]
[assignment: 2048 bits or greater]
- 2048 v k
[selection:
Case: Digital Signature Algorithm
*  FIPS PUB 186-4, “Digital Signature Standard”
Case: RSA Digital Signature Algorithm
*  FIPS PUB 186-4, “Digital Signature Standard”
Case: Elliptic Curve Digital Signature Algorithm
*  FIPS PUB 186-4, “Digital Signature Standard”

. The TSF shall implement “NIST curves” P-256, P384 and [selection: P521,
no other curves] (as defined in FIPS PUB 186-4, “Digital Signature
Standard”).

- Case: RSA Digital Signature Algorithm
*  FIPS PUB 186-4, “Digital Signature Standard”

FCS_COP.1(b)(tls) Cryptographic Operation (for signature
generation/verification)

Hierarchical to: No other components.

Dependencies: [FDPITC 1 Import-of user data-without security attributes; or—
FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys)]

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

FCS_COP.1.1(b)(tls) Refinement: The TSF shall perform cryptographic signature services in accordance
with a [selection:

e Digital Signature Algorithm (DSA) with key sizes (modulus) of [assignment: 2048 bits
or greater],

*  RSA Digital Signature Algorithm (rDSA) with key sizes (modulus) of [assignment:
2048 bits or greater], or
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*  Elliptic Curve Digital Signature Algorithm (ECDSA) with key sizes of [assignment: 256
bits or greater]]
that meets the following [selection:

Case: Digital Signature Algorithm
* FIPS PUB 186-4, “Digital Signature Standard”

Case: RSA Digital Signature Algorithm
* FIPS PUB 186-4, “Digital Signature Standard”

Case: Elliptic Curve Digital Signature Algorithm
*  FIPS PUB 186-4, “Digital Signature Standard”

. The TSF shall implement “NIST curves” P-256, P384 and [selection: P521,
no other curves] (as defined in FIPS PUB 186-4, “Digital Signature
Standard”).

]

[selection:

*  Digital Signature Algorithm (DSA) with key sizes (modulus) of [assignment: 2048 bits
or greater],

*  RSA Digital Signature Algorithm (rDSA) with key sizes (modulus) of [assignment:
2048 bits or greater], or

e Elliptic Curve Digital Signature Algorithm (ECDSA) with key sizes of [assighment: 256
bits or greater]]

- RSA Digital Signature Algorithm (rDSA) with key sizes (modulus) of [assignment:
2048 bits or greater]

- Elliptic Curve Digital Signature Algorithm (ECDSA) with key sizes of [assignment:
256 bits or greater]

[assignment: 2048 bits or greater]
- 2048 bits

[assignment: 256 bits or greater]
- 256 bits, 384 bits, 521 bits

[selection:
Case: Digital Signature Algorithm
*  FIPS PUB 186-4, “Digital Signature Standard”
Case: RSA Digital Signature Algorithm
*  FIPS PUB 186-4, “Digital Signature Standard”
Case: Elliptic Curve Digital Signature Algorithm
*  FIPS PUB 186-4, “Digital Signature Standard”

. The TSF shall implement “NIST curves” P-256, P384 and [selection: P521,
no other curves] (as defined in FIPS PUB 186-4, “Digital Signature
Standard”).
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*  Case: RSA Digital Signature Algorithm
*  FIPS PUB 186-4, “Digital Signature Standard”
*  Case: Elliptic Curve Digital Signature Algorithm
*  FIPS PUB 186-4, “Digital Signature Standard”
*  The TSF shall implement “NIST curves” P-256, P384 and [selection: P521, no
other curves] (as defined in FIPS PUB 186-4, “Digital Signature Standard”).

[selection: P521, no other curves]
- P521

FCS_COP.1(b)(ipsec) Cryptographic Operation (for signature
generation/verification)

Hierarchical to: No other components.

Dependencies: [FDPITC A Import-of user data-without security-attributes,or—
FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys)]

FCS_CKM_EXT .4 Extended: Cryptographic Key Material
Destruction

FCS_COP.1.1(b)(ipsec) Refinement:  The TSF shall perform cryptographic signature services in accordance
with a [selection:

* Digital Signature Algorithm (DSA) with key sizes (modulus) of [assignment: 2048 bits
or greater],

*  RSA Digital Signature Algorithm (rDSA) with key sizes (modulus) of [assignment:
2048 bits or greater], or

*  Elliptic Curve Digital Signature Algorithm (ECDSA) with key sizes of [assignment: 256
bits or greater]]
that meets the following [selection:

Case: Digital Signature Algorithm
*  FIPS PUB 186-4, “Digital Signature Standard”

Case: RSA Digital Signature Algorithm
*  FIPS PUB 186-4, “Digital Signature Standard”

Case: Elliptic Curve Digital Signature Algorithm
*  FIPS PUB 186-4, “Digital Signature Standard”

. The TSF shall implement “NIST curves” P-256, P384 and [selection: P521,
no other curves] (as defined in FIPS PUB 186-4, “Digital Signature
Standard”).

]

[selection:

e Digital Signature Algorithm (DSA) with key sizes (modulus) of [assignment: 2048 bits
or greater],
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¢ RSA Digital Signature Algorithm (rDSA) with key sizes (modulus) of [assignment:
2048 bits or greater], or

e Elliptic Curve Digital Signature Algorithm (ECDSA) with key sizes of [assignment: 256
bits or greater]]

- RSA Digital Signature Algorithm (rDSA) with key sizes (modulus) of [assignment:
2048 bits or greater]

- Elliptic Curve Digital Signature Algorithm (ECDSA) with key sizes of [assignment:
256 bits or greater]

[assignment: 2048 bits or greater]
- 2048 bits

[assignment: 256 bits or greater]
- 256 bits, 384 bits

[selection:
Case: Digital Signature Algorithm
*  FIPS PUB 186-4, “Digital Signature Standard”
Case: RSA Digital Signature Algorithm
*  FIPS PUB 186-4, “Digital Signature Standard”
Case: Elliptic Curve Digital Signature Algorithm
*  FIPS PUB 186-4, “Digital Signature Standard”

. The TSF shall implement “NIST curves” P-256, P384 and [selection: P521,
no other curves] (as defined in FIPS PUB 186-4, “Digital Signature
Standard”).

*  Case: RSA Digital Signature Algorithm
*  FIPS PUB 186-4, “Digital Signature Standard”
*  Case: Elliptic Curve Digital Signature Algorithm
*  FIPS PUB 186-4, “Digital Signature Standard”
*  The TSF shall implement “NIST curves” P-256, P384 and [selection: P521, no
other curves] (as defined in FIPS PUB 186-4, “Digital Signature Standard”).

[selection: P521, no other curves]
- no other curves

FCS_COP.1(c) Cryptographic operation (Hash Algorithm)

Hierarchical to: No other components.
Dependencies: No dependencies
FCS_COP.1.1(c) Refinement: The TSF shall perform cryptographic hashing services in accordance

with [selection: SHA-1, SHA-256, SHA-384, SHA-512] that meet the following: [ISO/IEC
10118-3:2004].

[selection: SHA-1, SHA-256, SHA-384, SHA-512]
- SHA-1, SHA-256, SHA-384, SHA-512
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FCS_COP.1(d) Cryptographic operation (AES Data Encryption/Decryption)

Hierarchical to: No other components.

Dependencies: FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)

FCS_CKM_EXT .4 Extended: Cryptographic Key Material
Destruction

FCS_COP.1.1(d) The TSF shall perform data encryption and decryption in accordance with a specified
cryptographic algorithm AES used in [selection: CBC, GCM, XTS] mode and cryptographic
key sizes [selection: 128 bits, 256 bits] that meet the following: AES as specified in ISO/IEC

18033-3, [selection: CBC as specified in ISO/IEC 10116, GCM as specified in ISO/IEC
19772, and XTS as specified in IEEE 1619].

[selection: CBC, GCM, XTS]
- CBC

[selection: 128 bits, 256 bits]
- 256 bits
[selection: CBC as specified in ISO/IEC 10116, GCM as specified in ISO/IEC 19772, and
XTS as specified in IEEE 1619]
- CBC as specified in ISO/IEC 10116

FCS _COP.1(g) Cryptographic Operation (for keyed-hash message authentication)

Hierarchical to: No other components.

Dependencies: FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

FCS_COP.1.1(g) Refinement: The TSF shall perform keyed-hash message authentication in
accordance with a specified cryptographic algorithm HMAC-[selection: SHA-1, SHA-224,
SHA-256, SHA-384, SHA-512], key size [assignment: key size (in bits) used in HMAC], and
message digest sizes [selection: 160, 224, 256, 384, 512] bits that meet the following: FIPS

PUB 198-1, "The Keyed-Hash Message Authentication Code, and FIPS PUB 180-3,
“Secure Hash Standard.”

[selection: SHA-1, SHA-224, SHA-256, SHA-384, SHA-512]
- SHA-1, SHA-256, SHA-384

[assignment: key size (in bits) used in HMAC]
- 160, 256, 384 bits

[selection: 160, 224, 256, 384, 512]
160, 256, 384

FCS_HTTPS_EXT.1 Extended: HTTPS selected

Hierarchical to: No other components.
Dependencies: FCS_TLS_EXT.1 Extended: TLS selected
FCS_ HTTPS EXT.1.1 The TSF shall implement the HTTPS protocol that complies with RFC 2818.
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FCS HTTPS EXT.1.2 The TSF shall implement HTTPS using TLS as specified in FCS_TLS EXT.1.

FCS_IPSEC EXT.1 Extended: IPsec selected

Hierarchical to: No other components.

Dependencies: FIA_PSK_EXT.1 Extended: Pre-Shared Key Composition
FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys)

FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)

FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)

FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash message
authentication)

FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit
Generation)

FCS_IPSEC_EXT.1.1 The TSF shall implement the IPsec architecture as specified in RFC 4301.
FCS_IPSEC_EXT.1.2 The TSF shall implement [selection: tunnel mode, transport mode].

[selection: tunnel mode, transport mode]
- transport mode

FCS_IPSEC_EXT.1.3 The TSF shall have a nominal, final entry in the SPD that matches anything that is
otherwise unmatched, and discards it.

FCS_IPSEC_EXT.14 The TSF shall implement the IPsec protocol ESP as defined by RFC 4303 using
[selection: the cryptographic algorithms AES-CBC-128 (as specified by RFC 3602) together
with a Secure Hash Algorithm (SHA)-based HMAC, AES-CBC-256 (as specified by RFC 3602)
together with a Secure Hash Algorithm (SHA)-based HMAC, AES-GCM-128 as specified in
RFC 4106, AES-GCM-256 as specified in RFC 4106].

[selection: the cryptographic algorithms AES-CBC-128 (as specified by RFC 3602) together
with a Secure Hash Algorithm (SHA)-based HMAC, AES-CBC-256 (as specified by RFC
3602) together with a Secure Hash Algorithm (SHA)-based HMAC, AES-GCM-128 as
specified in RFC 4106, AES-GCM-256 as specified in RFC 4106]

- the cryptographic algorithms AES-CBC-128 (as specified by RFC 3602) together
with a Secure Hash Algorithm (SHA)-based HMAC, AES-CBC-256 (as specified by
RFC 3602) together with a Secure Hash Algorithm (SHA)-based HMAC

FCS_IPSEC_EXT.1.5 The TSF shall implement the protocol: [selection: IKEv1, using Main Mode for
Phase 1 exchanges, as defined in RFCs 2407, 2408, 2409, RFC 4109, [selection: no other RFCs
for extended sequence numbers, RFC 4304 for extended sequence numbers], and [selection: no
other RFCs for hash functions, RFC 4868 for hash functions]; IKEv2 as defined in RFCs 5996,
[selection: with no support for NAT traversal, with mandatory support for NAT traversal as
specified in section 2.23], and [selection: no other RFCs for hash functions, RFC 4868 for hash
functions]].

[selection: IKEv1, using Main Mode for Phase 1 exchanges, as defined in RFCs 2407, 2408,
2409, RFC 4109, [selection: no other RFCs for extended sequence numbers, RFC 4304 for
extended sequence numbers], and [selection: no other RFCs for hash functions, RFC 4868 for
hash functions]; IKEv2 as defined in RFCs 5996, [selection: with no support for NAT
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traversal, with mandatory support for NAT traversal as specified in section 2.23], and
[selection: no other RFCs for hash functions, RFC 4868 for hash functions]]
- IKEv], using Main Mode for Phase 1 exchanges, as defined in RFCs 2407, 2408,
2409, RFC 4109, [selection: no other RFCs for extended sequence numbers, RFC
4304 for extended sequence numbers], and [selection: no other RFCs for hash
functions, RFC 4868 for hash functions]

[selection: no other RFCs for extended sequence numbers, RFC 4304 for extended sequence
numbers]

- RFC 4304 for extended sequence numbers

[selection: no other RFCs for hash functions, RFC 4868 for hash functions]
- RFC 4868 for hash functions

FCS_IPSEC_EXT.1.6 The TSF shall ensure the encrypted payload in the [selection: IKEv1, IKEv2]
protocol uses the cryptographic algorithms AES-CBC-128, AES-CBC-256 as specified in RFC
3602 and [selection: AES-GCM-128, AES-GCM-256 as specified in RFC 5282, no other
algorithm].

[selection: IKEvV1, IKEV2]
- IKEvl

[selection: AES-GCM-128, AES-GCM-256 as specified in RFC 5282, no other algorithm]
- no other algorithm

FCS_IPSEC_EXT.1.7 The TSF shall ensure that IKEv1 Phase 1 exchanges use only main mode.

FCS_IPSEC_EXT.1.8 The TSF shall ensure that [selection: IKEv2 SA lifetimes can be established based
on [selection: number of packets/number of bytes; length of time, where the time values can be
limited to: 24 hours for Phase 1 SAs and 8 hours for Phase 2 SAs]; IKEv1 SA lifetimes can be
established based on [selection: number of packets/number of bytes ; length of time, where the
time values can be limited to: 24 hours for Phase 1 SAs and 8 hours for Phase 2 SAs]].

[selection: IKEv2 SA lifetimes can be established based on [selection: number of
packets/number of bytes; length of time, where the time values can be limited to: 24 hours for
Phase 1 SAs and 8 hours for Phase 2 SAs]; IKEv1 SA lifetimes can be established based on
[selection: number of packets/number of bytes ; length of time, where the time values can be
limited to: 24 hours for Phase 1 SAs and 8 hours for Phase 2 SAs]]

- IKEvl SA lifetimes can be established based on [selection: number of
packets/number of bytes ; length of time, where the time values can be limited to: 24
hours for Phase 1 SAs and 8 hours for Phase 2 SAs]

[selection: number of packets/number of bytes; length of time, where the time values can be
limited to: 24 hours for Phase 1 SAs and 8 hours for Phase 2 SAs]

- length of time, where the time values can be limited to: 24 hours for Phase 1 SAs and
8 hours for Phase 2 SAs

FCS_IPSEC_EXT.1.9 The TSF shall ensure that all IKE protocols implement DH Groups 14 (2048-bit
MODP), and [selection: 24 (2048-bit MODP with 256-bit POS), 19 (256-bit Random ECP), 20
(384-bit Random ECP, 5 (1536-bit MODP)), [assignment: other DH groups that are
implemented by the TOE], no other DH groups].

[selection: 24 (2048-bit MODP with 256-bit POS), 19 (256-bit Random ECP), 20 (384-bit
Random ECP, 5 (1536-bit MODP)), [assignment: other DH groups that are implemented by
the TOE], no other DH groups]

- 19 (256-bit Random ECP), 20 (384-bit Random ECP)
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FCS_IPSEC_EXT.1.10 The TSF shall ensure that all IKE protocols perform Peer Authentication using the
[selection: RSA, ECDSA] algorithm and Pre-shared Keys.

[selection: RSA, ECDSA]

-  RSA, ECDSA
FCS_KYC_EXT.1 Extended: Key Chaining
Hierarchical to: No other components.
Dependencies: [FCS_COP.1(e) Cryptographic operation (Key Wrapping),
FCS_SMC_EXT.1 Extended: Submask Combining,
FCS_COP.1(f) Cryptographic operation (Key Encryption),
FCS_KDF_EXT.1 Cryptographic Operation (Key Derivation), and/or
FCS_COP.1(i) Cryptographic operation (Key Transport)]
FCS_KYC _EXT.1.1 The TSF shall maintain a key chain of: [selection: one, using a submask as the

BEV or DEK; intermediate keys originating from one or more submask(s) to the BEV or DEK
using the following method(s): [selection: key wrapping as specified in FCS_COP.1(e), key
combining as specified in FCS_SMC_EXT.1, key encryption as specified in FCS_COP.1(f), key
derivation as specified in FCS_KDF_EXT.1, key transport as specified in FCS_COP.1(i)]] while
maintaining an effective strength of [selection: 128 bits, 256 bits].

[selection: one, using a submask as the BEV or DEK; intermediate keys originating from one or
more submask(s) to the BEV or DEK using the following method(s): [selection: key wrapping
as specified in FCS_COP.1(e), key combining as specified in FCS_SMC_EXT.1, key
encryption as specified in FCS_COP.1(f), key derivation as specified in FCS_KDF_EXT.1,
key transport as specified in FCS_COP.1(i)]]

- intermediate keys originating from one or more submask(s) to the BEV or DEK using
the following method(s): [selection: key wrapping as specified in FCS_COP.1(e),
key combining as specified in FCS_SMC_EXT.1, key encryption as specified in
FCS_COP.1(f), key derivation as specified in FCS_KDF_EXT.1, key transport as
specified in FCS_COP.1(i)]

[selection: key wrapping as specified in FCS_COP.1(e), key combining as specified in
FCS_SMC_EXT.1, key encryption as specified in FCS_COP.1(f), key derivation as specified
in FCS_KDF_EXT.1, key transport as specified in FCS_COP.1(i)]

- key combining as specified in FCS_SMC_EXT.1

[selection: 128 bits, 256 bits]
- 256 bits

FCS_RBG_EXT.1(network) Extended: Cryptographic Operation (Random Bit
Generation)

Hierarchical to: No other components.
Dependencies: No dependencies.
FCS_RBG_EXT.1.1(network): The TSF shall perform all deterministic random bit generation services

in accordance with [selection: ISO/IEC 18031:2011, NIST SP 800-90A] using [selection:
Hash_DRBG (any), HMAC_DRBG (any), CTR_DRBG (AES)].

[selection: ISO/IEC 18031:2011, NIST SP 800-90A]
- NIST SP 800-90A
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[selection: Hash_DRBG (any), HMAC_DRBG (any), CTR_DRBG (AES)]
- HMAC_DRBG (SHA-256)

FCS_RBG_EXT.1.2(network): The deterministic RBG shall be seeded by at least one entropy source
that accumulates entropy from [selection: [assignment: number of software-based sources]
software-based noise source(s), [assignment: number of hardware-based sources] hardware-
based noise source(s)] with a minimum of [selection:; 128 bits, 256 bits] of entropy at least equal
to the greatest security strength, according to ISO/IEC 18031:2011 Table C.1 “Security Strength
Table for Hash Functions”, of the keys and hashes that it will generate.

[selection: [assignment: number of software-based sources] software-based noise source(s),
[assignment: number of hardware-based sources] hardware-based noise source(s)]

- [assignment: number of software-based sources] software-based noise source(s)
[assignment: number of software-based sources]

- 1A
[selection: 128 bits, 256 bits]

- 256 bits

FCS_RBG_EXT.1(hdd) Extended: Cryptographic Operation (Random Bit Generation)
Hierarchical to: No other components.
Dependencies: No dependencies.

FCS_RBG_EXT.1.1(hdd): The TSF shall perform all deterministic random bit generation services in
accordance with [selection: ISO/IEC 18031:2011, NIST SP 800-90A] using [selection:
Hash_DRBG (any), HMAC_DRBG (any), CTR_DRBG (AES)].

[selection: ISO/IEC 18031:2011, NIST SP 800-90A]
- NIST SP 800-90A

[selection: Hash_DRBG (any), HMAC_DRBG (any), CTR_DRBG (AES)]
- Hash_DRBG (SHA-256)

FCS_RBG_EXT.1.2(hdd):  The deterministic RBG shall be seeded by at least one entropy source that
accumulates entropy from [selection: [assignment: number of software-based sources] software-
based noise source(s), [assignment: number of hardware-based sources] hardware-based noise
source(s)] with a minimum of [selection: 128 bits, 256 bits] of entropy at least equal to the
greatest security strength, according to ISO/IEC 18031:2011 Table C.1 “Security Strength Table
for Hash Functions”, of the keys and hashes that it will generate.

[selection: [assignment: number of software-based sources] software-based noise source(s),
[assignment: number of hardware-based sources] hardware-based noise source(s)]

- [assignment: number of hardware-based sources] hardware-based noise
source(s)

[assignment: number of hardware-based sources]
- 1A

[selection: 128 bits, 256 bits]
- 256 bits

FCS _SMC _EXT.1 Extended: Submask Combining
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No other components.

FCS_COP.1(c) Cryptographic operation (Hash Algorithm)

FCS SMC _EXT.1.1: The TSF shall combine submasks using the following method [selection: exclusive
OR (XOR), SHA-256, SHA-512] to generate an intermediary key or BEV.

[selection: exclusive OR (XOR), SHA-256, SHA-512 ]

FCS _TLS EXT.1 Extended: TLS selected

Hierarchical to:

Dependencies:

No other components.

FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)

FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)

FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash message
authentication)

FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit
Generation)

FCS_TLS_EXT.1.1The TSF shall implement one or more of the following protocols [selection: TLS 1.0 (RFC
2246), TLS 1.1 (RFC 4346), TLS 1.2 (RFC 5246)] supporting the following ciphersuites:

Mandatory Ciphersuites:

«  TLS_RSA WITH_AES_128 CBC_SHA

Optional Ciphersuites:

[selection:

None

TLS_RSA_WITH_AES_256_CBC_SHA
TLS_DHE_RSA_WITH_AES 128 CBC_SHA
TLS_DHE_RSA_WITH_AES_256_CBC_SHA
TLS_RSA_WITH_AES_128 CBC_SHA256
TLS_RSA WITH_AES 256_CBC_ SHA256
TLS_DHE_RSA_WITH_AES_128 CBC_ SHA256
TLS_DHE_RSA_WITH_AES_256_CBC_ SHA256
TLS_ECDHE_RSA WITH_AES_128 CBC_SHA
TLS_ECDHE_RSA WITH_AES _256_CBC_SHA
TLS_ECDHE_ECDSA WITH_AES_128 CBC_SHA
TLS_ECDHE_ECDSA WITH_AES_256_CBC_SHA
TLS_ECDHE_RSA WITH_AES_128 CBC_SHA256
TLS_ECDHE_RSA WITH_AES_256_CBC_SHA384
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TLS_ECDHE_RSA WITH_AES_128_GCM_SHA256
TLS_ECDHE_RSA WITH_AES 256_GCM_SHA384
TLS_ECDHE_ECDSA WITH_AES_128 GCM_SHA256
TLS_ECDHE_ECDSA WITH_AES_256_GCM_SHA384
TLS_ECDHE_ECDSA WITH_AES_128 CBC_SHA256
TLS_ECDHE_ECDSA WITH_AES_256_CBC_SHA384

1.

[selection: TLS 1.0 (RFC 2246), TLS 1.1 (RFC 4346), TLS 1.2 (RFC 5246)]
- TLS 1.2(RFC 5246)

[selection:

None

TLS_RSA_WITH_AES_256_CBC_SHA
TLS_DHE_RSA_WITH_AES_128 CBC_SHA
TLS_DHE_RSA_WITH_AES_256_CBC_SHA
TLS_RSA_WITH_AES_128 CBC_SHA256
TLS_RSA_WITH_AES_256_CBC_ SHA256
TLS_DHE_RSA_WITH_AES_128 CBC_ SHA256
TLS_DHE_RSA_WITH_AES_256_CBC_ SHA256
TLS_ECDHE_RSA WITH_AES_128 CBC_SHA
TLS_ECDHE_RSA WITH_AES_256_CBC_SHA
TLS_ECDHE_ECDSA WITH_AES_128 CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA
TLS_ECDHE_RSA WITH_AES_128 CBC_SHAZ256
TLS_ECDHE_RSA WITH_AES_256_CBC_SHA384
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_RSA WITH_AES_256_GCM_SHA384
TLS_ECDHE_ECDSA WITH_AES_128 GCM_SHAZ256
TLS_ECDHE_ECDSA WITH_AES_256_GCM_SHA384
TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA256
TLS_ECDHE_ECDSA WITH_AES_256_CBC_SHA384

TLS_RSA_WITH_AES_256_CBC_SHA
TLS_RSA_WITH_AES_128 CBC_SHA256

TLS_RSA WITH_AES 256_CBC_ SHA256
TLS_ECDHE_RSA WITH_AES 128 CBC_SHA
TLS_ECDHE_RSA WITH_AES_256_CBC_SHA
TLS_ECDHE_ECDSA WITH_AES_128 CBC_SHA
TLS_ECDHE_ECDSA WITH_AES_256_CBC_SHA
TLS_ECDHE_RSA WITH_AES_128 CBC_SHA256
TLS_ECDHE_RSA WITH_AES_256_CBC_SHA384
TLS_ECDHE_ECDSA WITH_AES_128 CBC_SHA256
TLS_ECDHE_ECDSA WITH_AES_256_CBC_SHA384
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6.1.4 Class FDP: User Data Protection
FDP_ACC.1 Subset access control
Hierarchical to: No other components.

Dependencies:

FDP_ACC.1.1 Refinement:

FDP_ACF.1 Security attribute based access control

and operations among subjects and objects specified in Table 14 and Table 15.

FDP_ACF.1 Security attribute based access control

Hierarchical to: No other components.

FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialization

Dependencies:

FDP_ACF.1.1 Refinement:

following: subjects, objects, and attributes specified in Table 14 and Table 15.

FDP_ACF.1.2 Refinement:

The TSF shall enforce the following rules to determine if an operation among

F1TH: 2021/03/23

The TSF shall enforce the User Data Access Control SFP on subjects, objects,

The TSF shall enforce the User Data Access Control SFP to objects based on the

controlled subjects and controlled objects is allowed: rules governing access among controlled
subjects and controlled objects using controlled operations on controlled objects specified in

Table 14 and Table 15.

FDP_ACF.1.3 Refinement:

The TSF shall explicitly authorise access of subjects to objects based on the

following additional rules: [assignment: rules that do not conflict with the User Data Access
Control SFP, based on security attributes, that explicitly authorise access of subjects to

objects].

[assignment: rules that do not conflict with the User Data Access Control SFP, based on

security attributes, that explicitly authorise access of subjects to objects]
- Rl

FDP_ACF.1.4 Refinement:

SFP, based on security attributes, that explicitly deny access of subjects to objects].

[assignment: rules that do not conflict with the User Data Access Control SFP, based on

security attributes, that explicitly deny access of subjects to objects]

The TSF shall explicitly deny access of subjects to objects based on the following
additional rules: [assignment: rules that do not conflict with the User Data Access Control

- L
Table 4 — D.USER.DOC Access Control SFP
"Create" "Read" "Modify" "Delete"
Gty | OISR | e et
.. or Release
Operation: | document to , stored stored
. printed
be printed document document
output
Print (note 1)
Lin Job owner allowed allowed allowed
allowed
U.ADMIN allowed denied denied allowed
U.NORMAL allowed denied denied denied
Unauthenticated denied denied denied denied
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Submit a View .
Operation: | document for scanned MOd.Ifj’ De]e.te
. g stored image | stored image
scanning Image
(note 2)

Secan Job owner allowed allowed allowed allowed
U.ADMIN allowed denied denied allowed
U.NORMAL allowed denied denied denied
Unauthenticated denied denied denied denied

View
. d
Submit a seanne .
Operation: | document for unage or MOdIﬁl. 1 .
copvin Release stored image | stored image
PYIng printed
Co copy output
2 (note 2)
Job owner 1 d allowed allowed allowed
allowe
U.ADMIN allowed denied denied allowed
U.NORMAL allowed denied denied denied
Unauthenticated denied denied denied denied
Submit a View .
Operation: | document to scanned MOd.lﬁf De]e}fe
. stored image | stored image
send as a fax Image
te 2
Fa}((i Job owner (11110 © d)l allowed allowed allowed
sen allowe
U.ADMIN allowed denied denied allowed
U.NORMAL allowed denied denied denied
Unauthenticated denied denied denied denied
View fax
. Image or Modify Delete
Operation- ffffle;;frz fx Release Image of Image of
printed fax | received fax | received fax
output
te 3
Fax Fax owner (11110 © 3 allowed allowed allowed
receive allowe
te 4
U.ADMIN (rlllo © 0)1 allowed allowed allowed
allowe
te 4
U.NORMAL (Illlo ¢ 3 denied denied denied
allowe
Unauthenticated allowed denied denied denied
Store Retrieve Modify Delete
Operation: document stored stored stored
Storage document document document
r
te 1
. / Job owner (11110 ¢ ; allowed allowed allowed
retrieva allowe
1 U.ADMIN allowed allowed denied allowed
U.NORMAL allowed denied denied denied
Unauthenticated denied denied denied denied
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Table 15 — D.USER.JOB Access Control SFP
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"Create" * "Read" "Modify" "Delete"
Overation: Create print View print Modify Cancel
P ’ Job queue / log print job print job
te 1
Job owner (note 1) allowed allowed allowed
Print allowed
U.ADMIN allowed allowed denied allowed
U.NORMAL allowed denied denied denied
Unauthenticated denied denied denied denied
Overation: Create scan View scan | Modify scan | Cancel scan
P ’ Job status / log Jjob Jjob
te 2
Job owner (note 2) allowed allowed allowed
Scan allowed
U.ADMIN allowed allowed allowed allowed
U.NORMAL allowed allowed denied denied
Unauthenticated denied denied denied denied
. .| Create copy View copy | Modify copy | Cancel copy
Operation- job status / log job job
te 2
Job owner (note 2) allowed denied allowed
Copy allowed
U.ADMIN allowed allowed denied allowed
U.NORMAL allowed denied denied denied
Unauthenticated denied denied denied denied
Overation: Create fax View fax job | Modify fax | Cancel fax
P ’ send job queue / log send job send job
(note 2)
11 1 11
Fa)((i Job owner allowed allowed allowed allowed
SeR¢ "UADMIN allowed allowed allowed allowed
U.NORMAL allowed allowed denied denied
Unauthenticated denied denied denied denied
. .| Create fax VIEW: fax Modify fax Cancel fax
Operation: .. receive .o .
receive job receive job | receive job
status /log
(note 3) . .
Fax owner allowed denied denied
Fax allowed
i te 4
Yecelve | j ADMIN (nate 4) allowed denied allowed
allowed
te 4
U.NORMAL (note 4 allowed denied denied
allowed
Unauthenticated allowed denied denied denied
S Create View storage | Modify Zfz;ele y
torage Operation: | storage/ / retrieval storage / 81
/ . . . . retrieval
. retrieval job | log retrieval job | .
retrieval Job
Job owner (note 2) allowed denied allowed
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allowed
U.ADMIN allowed allowed denied allowed
U.NORMAL allowed allowed denied denied
Unauthenticated denied denied denied denied

Application notes:
The following Notes that are referenced in Table 14 and Table 15:

Note 1: Job Owner is identified by a credential or assigned to an authorized User as part of the process of
submitting a print or storage Job.

Note 2: Job Owner is assigned to an authorized User as part of the process of initiating a scan, copy, fax send,
or retrieval Job.

Note 3: Job Owner of received faxes is assigned by default or configuration. Minimally, ownership of received
faxes is assigned to a specific user or U.ADMIN role.

Note 4: PSTN faxes are received from outside of the TOE, they are not initiated by Users of the TOE.

FDP_DSK_EXT.1 Extended: Protection of Data on Disk
Hierarchical to: No other components.

Dependencies: FCS_COP.1(d) Cryptographic operation (AES Data
Encryption/Decryption).

FDP_DSK_EXT.1.1 The TSF shall [selection: perform encryption in accordance with FCS_COP.1(d),
use a self-encrypting Field-Replaceable Nonvolatile Storage Device that is separately CC
certified to conform to the FDE EE cPP], such that any Field-Replaceable Nonvolatile Storage
Device contains no plaintext User Document Data and no plaintext Confidential TSF Data.
[selection: perform encryption in accordance with FCS_COP.1(d), use a self-encrypting Field-

Replaceable Nonvolatile Storage Device that is separately CC certified to conform to the FDE
EE cPP]

- perform encryption in accordance with FCS_COP.1(d)
FDP_DSK_EXT.1.2 The TSF shall encrypt all protected data without user intervention.
FDP_FXS_EXT.1 Extended: Fax separation
Hierarchical to: No other components.
Dependencies: No dependencies.

FDP_FXS_EXT.1.1The TSF shall prohibit communication via the fax interface, except transmitting or receiving
User Data using fax protocols.

FDP_RIP.1(a) Subset residual information protection
Hierarchical to: No other components.

Dependencies: No dependencies.
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FDP_RIP.1.1(a) Refinement: The TSF shall ensure that any previous information content of a resource is made
unavailable by overwriting data upon the deallocation of the resource from the following
objects: D.USER.DOC.

FDP_RIP.1(b) Subset residual information protection
Hierarchical to: No other components.
Dependencies: No dependencies.

FDP_RIP.1.1(b) Refinement: The TSF shall ensure that any previous customer-supplied information content of
a resource is made unavailable upon the request of an Administrator to the following objects:
D.USER, D.TSF.

6.1.5 Class FIA: Identification and Authentication
FIA_AFL.1 Authentication failure handling
Hierarchical to: No other components.
Dependencies: FIA_UAU.1 Timing of authentication

FIA_AFL.1.1  The TSF shall detect when [selection: [assignment: positive integer number], an administrator
configurable positive integer within [assignment: range of acceptable values]] unsuccessful
authentication attempts occur related to [assignment: list of authentication events].

[selection: [assignment: positive integer number], an administrator configurable positive integer
within [assignment: range of acceptable values]]

- an administrator configurable positive integer within [assignment: range of
acceptable values]

[assignment: range of acceptable values]
- 15 10 NITEIT B IEOEEE

[assignment: list of authentication events]
- BESFRVEfsTn 7 AT VB P UL oo m 7o VEAT, T
Y B KT A 8 b DRGERTT

FIA_AFL.1.2  When the defined number of unsuccessful authentication attempts has been [selection: met,
surpassed], the TSF shall [assignment: list of actions].

[selection: met, surpassed]
- met

[assignment: list of actions]
- 160 Sy CROE LKA 2R 2 F Ty 77U b

FIA_ATD.1 User attribute definition
Hierarchical to: No other components.
Dependencies: No dependencies.

FIA ATD.1.1  The TSF shall maintain the following list of security attributes belonging to individual users:
[assignment: list of security attributes].
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[assignment: list of security attributes]
- User Name, Role

FIA PMG_EXT.1 Extended: Password Management
Hierarchical to: No other components.
Dependencies: No dependencies.

FIA PMG_EXT.1.1 The TSF shall provide the following password management capabilities for User
passwords:

*  Passwords shall be able to be composed of any combination of upper and lower case
letters, numbers, and the following special characters: [selection: “!”, “@”, “#”, “$”, “%”,
CAT & ek e <y [assignment: other characters]];

e Minimum password length shall be settable by an Administrator, and have the capability
to require passwords of 15 characters or greater;

[Selection: 6‘!”, ‘6@”, GG#”’ €4$7” GE%?” 6‘/\’7, G‘&”, ‘6*”’ ‘4({4’ GG)”’ [aSSignment: Other Characters]]
<« ! » , “@” , “#” , “$” , “%” , «K~» , “&” , (E*” , <« ( “’ “) » ,
[assignment: other characters]

[assignment: other characters]

_ » (Space) » , «K» » , [{%] » , “+” , “’ » , “7 “’ “/” , “:” ,
<« ; » , “<” , “:” , “>” , “(?” , <« I: “’ “¥” , “:l » , “_” , «“™» ,
<« { “’ <« ‘ » , “} » , ({32
FIA_PSK_EXT.1 Extended: Pre-Shared Key Composition
Hierarchical to: No other components.
Dependencies: FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit

Generation)
FIA PSK_EXT.1.1 The TSF shall be able to use pre-shared keys for IPsec.
FIA PSK_EXT.1.2 The TSF shall be able to accept text-based pre-shared keys that are:

e 22 characters in length and [selection: [assignment: other supported lengths], no other
lengths];

e composed of any combination of upper and lower case letters, numbers, and special
Characters (that include: G‘!”’ G‘@”, G‘#?’, ‘€$73, G‘%?S, ‘6/\’7’ G‘&”, G‘*”’ GG(“, and ‘G)”).

[selection: [assignment: other supported lengths], no other lengths]
- [assignment: other supported lengths]

[assignment: other supported lengths]
- 24 XFLINOILT

FIA PSK_EXT.1.3 The TSF shall condition the text-based pre-shared keys by using [selection: SHA-1, SHA-256,
SHA-512, [assignment: method of conditioning text string]] and be able to [selection: use no
other pre-shared keys; accept bit-based pre-shared keys; generate bit-based pre-shared keys
using the random bit generator specified in FCS_RBG_EXT.1].
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[selection: SHA-1, SHA-256, SHA-512, [assignment: method of conditioning text string]]
- SHA-1, SHA-256. [assignment: method of conditioning text string]

[assignment: method of conditioning text string]
- SHA-384

[selection: use no other pre-shared keys; accept bit-based pre-shared keys; generate bit-based
pre-shared keys using the random bit generator specified in FCS_RBG_EXT.1]

- use no other pre-shared keys
FIA_UAU.1 Timing of authentication
Hierarchical to: No other components.
Dependencies: FIA_UID.1 Timing of identification
FIA_UAU.1.1 Refinement: The TSF shall allow [assignment: list of TSF mediated actions that do not conflict
with the User Data Access Control SFP, and do not provide access to D.TSF.CONF, and do

not change any TSF data] on behalf of the user to be performed before the user is authenticated.

[assignment: list of TSF mediated actions that do not conflict with the User Data Access Control
SFP, and do not provide access to D.TSF.CONF, and do not change any TSF data]

- BETF IR aTORA

FIA UAU.1.2 The TSF shall require each user to be successfully authenticated before allowing any other TSF-
mediated actions on behalf of that user.

FIA_UAU.7 Protected authentication feedback
Hierarchical to: No other components.
Dependencies: FIA_UAU.1 Timing of authentication

FIA_UAU.7.1  The TSF shall provide only [assignment: list of feedback] to the user while the authentication is
in progress.

[assignment: list of feedback]
_ *’ .

FIA_UID.1 Timing of identification
Hierarchical to: No other components.
Dependencies: No dependencies.

FIA UID.1.1 Refinement:  The TSF shall allow [assignment: list of TSF-mediated actions that do not conflict
with the User Data Access Control SFP, and do not provide access to D.TSF.CONF, and do

not change any TSF data] on behalf of the user to be performed before the user is identified.

[assignment: list of TSF-mediated actions that do not conflict with the User Data Access
Control SFP, and do not provide access to D.TSF.CONF, and do not change any TSF data]

- ZETy I AT a TOEAN

FIA_UID.1.2  The TSF shall require each user to be successfully identified before allowing any other TSF-
mediated actions on behalf of that user.
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FIA_USB.1 User-subject binding
Hierarchical to: No other components.
Dependencies: FIA_ATD.1 User attribute definition

FIA USB.1.1  The TSF shall associate the following user security attributes with subjects acting on the behalf
of that user: [assignment: list of user security attributes].

[assignment: list of user security attributes]
- User Name, Role
FIA USB.1.2  The TSF shall enforce the following rules on the initial association of user security attributes
with subjects acting on the behalf of users: [assignment: rules for the initial association of
attributes].

[assignment: rules for the initial association of attributes]
- 7L
FIA _USB.1.3  The TSF shall enforce the following rules governing changes to the user security attributes
associated with subjects acting on the behalf of users: [assignment: rules for the changing of
attributes].

[assignment: rules for the changing of attributes]
- 7L

6.1.6 Class FMT: Security Management
FMT_MOF.1 Management of security functions behavior
Hierarchical to: No other components.

Dependencies: FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MOF.1.1 Refinement: The TSF shall restrict the ability to [selection: determine the behaviour of, disable,
enable, modify the behaviour of] the functions [assignment: list of functions] to U.ADMIN.

[selection: determine the behaviour of, disable, enable, modify the behaviour of]
- disable, enable

[assignment: list of functions]
- TLS Wi {bpéne

FMT_MSA.1 Management of security attributes
Hierarchical to: No other components.

Dependencies: FDP_ACC.1 Subset access control
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions
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FMT_MSA.1.1 Refinement: The TSF shall enforce the User Data Access Control SFP to restrict the ability to
[selection: change_default, query, modify, delete, [assignment: other operations]] the security
attributes [assignment: list of security attributes] to [assignment: the authorised identified roles].

[selection: change_default, query, modify, delete, [assignment: other operations] ]
- query, modify, delete, [assignment: other operations]

[assignment: other operations]
- Ccreate

[assignment: list of security attributes]
- Table 16: Management security attributes ¢ I'security attributes | I

[assignment: the authorised identified roles]
- Table 16: Management security attributes @ [ Authorised role(s) | D&

Table 16 - Management of security attributes

security attributes Operation Authorised role(s)
uer U.ADMIN,
User Name query the owning U.NORMAL
create,delete U.ADMIN
uer U.ADMIN
Role query .
create,modify,delete U.ADMIN

FMT_MSA.3 Static attribute initialization
Hierarchical to: No other components.

Dependencies: FMT_MSA.1 Management of security attributes
FMT_SMR.1  Security roles

FMT_MSA 3.1 Refinement: The TSF shall enforce the User Data Access Control SFP to provide [selection,
choose one of: restrictive, permissive, [assignment: other property]] default values for security
attributes that are used to enforce the SFP.

[selection, choose one of: restrictive, permissive, [assignment: other property]]
- restrictive

FMT_MSA 3.2 Refinement: The TSF shall allow the [selection: U. ADMIN, no role] to specify alternative
initial values to override the default values when an object or information is created.

[selection: U.ADMIN, no role]
- norole

FMT_MTD.1 Management of TSF data
Hierarchical to: No other components.
Dependencies: FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions
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FMT_MTD.1.1 Refinement: The TSF shall restrict the ability to perform the specified operations on the

specified TSF Data to the roles specified in Table 17.

Table 17 - Device management Function

Data Operation Authorised role(s)

create, delete U.ADMIN
AN . U.ADMIN

modify ' S

the owning UNORMAL

o= query U.ADMIN
A o/ REZRR E modify U.ADMIN
HDD7 —% L EXHERE query, modify U.ADMIN
—FEI LT —~ delete U.ADMIN
[PSec 3% & query, modify U.ADMIN
TLS 3% & query, modify U.ADMIN
A —hIUTREE query, modify U.ADMIN
7T MR — R E query, modify U.ADMIN
IRAT—RARY L —GRIE query, modify U.ADMIN
Bt/ R E query, modify U.ADMIN
Tr—AT=T modify U.ADMIN

FMT_SMF.1 Specification of Management Functions
Hierarchical to: No other components.
Dependencies: No dependencies.

FMT_SMF.1.1: The TSF shall be capable of performing the following management functions: [assignment:
list of management functions provided by the TSF].

[assignment: list of management functions provided by the TSF]
- Table 18 &

Table 18— Management Functions

Management Functions

a—— PR RE

H o/ REZ R E D BREERE

HDD7 —# L #EHE T EFRE DS FLHRE
7 — 2 —FEQII L EE

IPSec #% & 0 P HE

TLS % E O FHE

Copyright Canon Inc. 2019
62



Canon

F1TH: 2021/03/23

F— VT BEDE FERRE
e
PSAT =RV —BE D FRHRAE
Ffn /7 RRE

wlEHH T Y77 — ME B RE

FMT_SMR.1 Security roles
Hierarchical to: No other components.
Dependencies: FIA UID.1 Timing of identification
FMT_SMR.1.1 Refinement: The TSF shall maintain the roles U ADMIN, UNORMAL
FMT_SMR.1.2 The TSF shall be able to associate users with roles.
6.1.7 Class FPR: Privacy
There are no class FPR requirements.
6.1.8 Class FPT: Protection of the TSF
FPT_KYP_EXT.1 Extended: Protection of Key and Key Material
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_KYP_EXT.1.1 Refinement: The TSF shall not store plaintext keys that are part of the keychain
specified by FCS_KYC_EXT.1 in any Field-Replaceable Nonvolatile Storage Device.

FPT_SKP_EXT.1 Extended: Protection of TSF Data

Hierarchical to: No other components.

Dependencies: No dependencies.
FPT_SKP_EXT.1.1The TSF shall prevent reading of all pre-shared keys, symmetric keys, and private keys.
FPT_STM.1 Reliable time stamps

Hierarchical to: No other components.

Dependencies: No dependencies.

FPT _STM.1.1 The TSF shall be able to provide reliable time stamps.

FPT_TST_EXT.1 Extended: TSF testing
Hierarchical to: No other components.
Dependencies: No dependencies.
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FPT_TST_EXT.1.1The TSF shall run a suite of self-tests during initial start-up (and power on) to demonstrate
the correct operation of the TSF.

FPT _TUD_EXT.1 Extended: Trusted Update
Hierarchical to: No other components.
Dependencies: FCS_COP.1(b) Cryptographic Operation (for signature

generation/verification),
FCS_COP.1(c) Cryptographic operation (Hash Algorithm).

FPT_TUD_EXT.1.1 The TSF shall provide authorized administrators the ability to query the current
version of the TOE firmware/software.

FPT_TUD_EXT.1.2 The TSF shall provide authorized administrators the ability to initiate updates to
TOE firmware/software.

FPT_TUD_EXT.1.3 The TSF shall provide a means to verify firmware/software updates to the TOE
using a digital signature mechanism and [selection: published hash, no other functions] prior to
installing those updates.

[selection: published hash, no other functions]
- no other functions

6.1.9 Class FRU: Resource Utilization
There are no class FRU requirements.
6.1.10 Class FTA: TOE Access
FTA_SSL.3 (LUI) TSF-initiated termination
Hierarchical to: No other components.
Dependencies: No dependencies.

FTA SSL.3.1 (LUI) The TSF shall terminate an interactive session after a [assignment: time interval of
user inactivity].

[assignment: time interval of user inactivity]
- BB SRV EL RV NIRTE DS | BROE B R

FTA_SSL.3 (RUI) TSF-initiated termination
Hierarchical to: No other components.

Dependencies: No dependencies.

FTA_SSL.3.1 (RUI) The TSF shall terminate an interactive session after a [assignment: time interval of
user inactivity].

[assignment: time interval of user inactivity]
- UE—h UL ZEELZ20 IREEAS, 15 43 R
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6.1.11 Class FTP: Trusted Paths/Channels
FTP_ITC.1 Inter-TSF trusted channel
Hierarchical to: No other components.

Dependencies: [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

FTP_ITC.1.1 Refinement:  The TSF shall use [selection: IPsec, SSH, TLS, TLS/HTTPS] to provide a
trusted communication channel between itself and authorized IT entities supporting the
following capabilities: [selection: authentication server, [assignment: other capabilities]] that
is logically distinct from other communication channels and provides assured identification of its
end points and protection of the channel data from disclosure and detection of modification of
the channel data.

[selection: IPsec, SSH, TLS, TLS/HTTPS]
- IPsec

[selection: authentication server, [assignment: other capabilities]]
- [assignment: other capabilities]

[assignment: other capabilities]
- Iy A= AR — N — S ALY —

FTP_ITC.1.2 Refinement:  The TSF shall permit the TSF, or the authorized IT entities, to initiate
communication via the trusted channel

FTP_ITC.1.3 Refinement:  The TSF shall initiate communication via the trusted channel for [assignment: list
of services for which the TSF is able to initiate communications].

[assignment: list of services for which the TSF is able to initiate communications]
- EEVER EAERS R AL —ER

FTP_TRP.1(a) Trusted path (for Administrators)
Hierarchical to: No other components.

Dependencies: [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

FTP_TRP.1.1(a) Refinement:The TSF shall use [selection, choose at least one of: IPsec, SSH, TLS,
TLS/HTTPS] to provide a trusted communication path between itself and remote
administrators that is logically distinct from other communication paths and provides assured
identification of its end points and protection of the communicated data from disclosure and
detection of modification of the communicated data.

[selection, choose at least one of: IPsec, SSH, TLS, TLS/HTTPS]
- IPsec, TLS/HTTPS
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FTP_TRP.1.2(a) Refinement: The TSF shall permit remote administrators to initiate communication via the
trusted path

FTP_TRP.1.3(a) Refinement:The TSF shall require the use of the trusted path for initial administrator
authentication and all remote administration actions.

FTP_TRP.1(b) Trusted path (for Non-administrators)
Hierarchical to: No other components.

Dependencies: [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS _EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

FTP_TRP.1.1(b) Refinement: The TSF shall use [selection, choose at least one of: IPsec, SSH, TLS,
TLS/HTTPS] to provide a trusted communication path between itself and remote users that is
logically distinct from other communication paths and provides assured identification of its end
points and protection of the communicated data from disclosure and detection of modification
of the communicated data.

[selection, choose at least one of: IPsec, SSH, TLS, TLS/HTTPS]
- IPsec
FTP_TRP.1.2(b) Refinement: The TSF shall permit [selection: the TSF, remote users] to
initiate communication via the trusted path
[selection: the TSF, remote users]

- remote users
FTP_TRP.1.3(b) Refinement: The TSF shall require the use of the trusted path for initial
user authentication and all remote user actions.

6.2 X VTRIEEH

Table 19 lists the Security Assurance Requirements for Protection Profile for Hardcopy Devices,  and related
EAL1 augmented by ASE_SPD.1.

Table 199 —TOE Security Assurance Requirements

Assurance class Assurance components

ADV: Development ADV_FSP.1 Basic functional specification

AGD: Guidance documents AGD_OPE.1 Operational user guidance
AGD_PRE.1 Preparative procedures

ALC: Life-cycle support ALC_CMC.1 Labelling of the TOE

ALC_CMS.1 TOE CM coverage

ASE: Security Target evaluation | ASE_CCL.1 Conformance claims
ASE_ECD.1 Extended components definition
ASE_INT.1 ST introduction

ASE_OBJ.1 Security objectives for the operational
environment

ASE_REQ.1 Stated security requirements
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Assurance class

Assurance components

ASE_SPD.1 Security problem definition

ASE_TSS.1 TOE summary specification

ATE: Tests

ATE_IND.1 Independent testing — Conformance

AVA: Vulnerability assessment

AVA_VAN.1 Vulnerability survey

6.3

X2 YT ABERERE AR

6.3.1 The dependencies of security requirements

AT, ST CHAEBED (RAEHEZ =L CL Ve L IO 72 I 2 7Lk S 5,

Table 20— The dependencies of security requirements

BREEAF PP TERL WA | ST TMiZL OSBRI | RFEZHZL QORWEH
FAU_GEN.1 FPT_STM.1 FPT_STM.1 N/A (RAFEZ TS 7L QD)
FAU_GEN.2 FAU_GEN.1 FAU_GEN.1 N/A (KAFEEA 72 TV D)

FIA_UID.1 FIA UID.1
FAU_SAR.1 FAU_GEN.1 FAU_GEN.1 N/A (RAFEEA 72 TV D)
FAU_SAR.2 FAU_SAR.1 FAU_SAR.1 N/A UERAFEMEZ 7L TN D)
FAU_STG.1 FAU_GEN.1 FAU_GEN.1 N/A (RAFEEA 72 TV D)
FAU_STG.4 FAU_STG.1 FAU_STG.1 N/A UERAFEMEZ 7L T D)
FAU_STG EXT.1 FAU_GEN.1 FAU_GEN.1 N/A RAFEEA 72 T D)
FTP_ITC.1 FTP_ITC.1

FCS_CKM.1(a)

FCS_COP.1(b)
FCS_CKM_EXT.4

FCS_COP.1(b)
FCS_CKM_EXT.4

N/A (A7 A 72 LT D)

FCS_CKM.1(b)

[FCS_COP.1(a),

or FCS_COP.1(d),
or FCS_COP.1(e),
or FCS_COP.1(f),
or FCS_COP.1(g),
or FCS_COP.1(h)]

FCS_CKM_EXT.4
FCS_RBG_EXT.1

FCS_COP.1(a)
FCS_COP.1(d)
FCS_COP.1(g)
FCS_CKM_EXT .4
FCS_RBG_EXT.1(network)
FCS_RBG_EXT.1(hdd)

N/A (A7 A 72 LT D)

FCS_CKM_EXT.4

[FCS_CKM.1(a)
or FCS_CKM.1(b)]

FCS_CKM.4

FCS_CKM.1(a)
FCS_CKM.1(b)
FCS_CKM.4

N/A (A7 A 72 LT D)

FCS_CKM.4

[FCS_CKM.1(a)
or FCS_CKM.1(b)]

FCS_CKM.1(a)
FCS_CKM.1(b)

N/A (7272 TN D)

FCS_COP.1(a)

FCS_CKM.1(b)
FCS_CKM_EXT.4

FCS_CKM.1(b)
FCS_CKM_EXT.4

N/A (A7 AT LT D)

FCS_COP.1(b)(update)

FCS_CKM.1(a)
FCS_CKM_EXT.4

No dependencies

FCS_CKM.4 & FEfEL U e
WERHT
TOHDIAEN T ARG THR
AETDDOIRTHDIZ0, K
[ D AN E SN

FCS_COP.1(b)(tls)

FCS_CKM.1(a)
FCS_CKM_EXT.4

FCS_CKM.1(a)
FCS_CKM_EXT.4

N/A (A7 A 72 LT D)

FCS_COP.1(b)(ipsec)

FCS_CKM.1(a)

FCS_CKM.1(a)

N/A (A7 AT LT D)
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BRE PP TERLCWAKAFME | ST TMiZLTWBAERAME | REMEEZHZL QORWEHR
FCS_CKM_EXT.4 FCS_CKM_EXT.4
FCS_COP.1(c) No dependencies No dependencies N/A (RTFIED TR 72 L)

FCS_COP.1(d)

FCS_CKM.1(b)
FCS_CKM_EXT.4

FCS_CKM.1(b)
FCS_CKM_EXT.4

N/A RAEME A7 TV D)

FCS_COP.1(g)

FCS_CKM.1(b)
FCS_CKM_EXT.4

FCS_CKM.1(b)
FCS_CKM_EXT.4

N/A RAEME A7 LTV D)

FCS_HTTPS_EXT.1

FCS TLS EXT.1

FCS TLS EXT.1

N/A RAEME A7 TV D)

FCS_IPSEC_EXT.1

FIA_PSK_EXT.1
FCS_CKM.1(a)
FCS_COP.1(a)
FCS_COP.1(b)
FCS_COP.1(c)
FCS_COP.1(g)
FCS_RBG_EXT.1

FIA_PSK_EXT.1
FCS_CKM.1(a)
FCS_COP.1(a)
FCS_COP.1(b) (ipsec)
FCS_COP.1(c)
FCS_COP.1(g)

FCS_RBG_EXT.1(networ
K)

N/A (A7 A 7L T D)

FCS_KYC_EXT.1

[FCS_COP.1(e),

or FCS_SMC_EXT.1,
or FCS_COP.1(f),

or FCS_KDF_EXT.1,
and/or FCS_COP.1(i)]

FCS_SMC_EXT.1

N/A (EAF A 72 L CUND)

FCS_RBG_EXT.1 No dependencies No dependencies N/ARTF D ER 72 L)
(network)
FCS_RBG_EXT.1(hdd) || No dependencies No dependencies N/A (R AFEE D ELR 72 L)

FCS_SMC_EXT.1

FCS_COP.1(c)

FCS_COP.1(c)

N/A (A7 A 72 LT D)

FCS_TLS_EXT.1

FCS_CKM.1(a)
FCS_COP.1(a)
FCS_COP.1(b)
FCS_COP.1(c)
FCS_COP.1(g)
FCS_RBG_EXT.1

FCS_CKM.1(a)
FCS_COP.1(a)
FCS_COP.1(b)(tls)
FCS_COP.1(c)
FCS_COP.1(g)

FCS_RBG_EXT.1(networ
k)

N/A (IRAEPEZS =L T D)

FDP_ACC.1 FDP_ACF.1 FDP_ACF.1 N/A ETF AT T-L T D)
FDP_ACF.1 FDP_ACC.1 FDP_ACC.1 N/A (A7 272 L TN D)
FMT_MSA.3 FMT_MSA.3

FDP_DSK_EXT.1

FCS_COP.1(d)

FCS_COP.1(d)

N/A (KA 72T D)

FDP_FXS_EXT.1

No dependencies

No dependencies

N/A (I FEHE DB A2 L)

FDP_RIP.1(a) No dependencies No dependencies N/A (RAFE DR AL )
FDP_RIP.1(b) No dependencies No dependencies T

FIA_AFL.1 FIA UAU.1 FIA UAU.1 N/A (A7 272 LT D)
FIA_ATD.1 No dependencies No dependencies N/A (KTFIED TR 72 L)

FIA PMG_EXT.1

No dependencies

No dependencies

(
(
(
N/A (RAFED BR 7R L)
(
(
(

N/A (RAEMEDBER 72 1L)

FIA PSK_EXT.1

FCS_RBG_EXT.1

No dependencies

FCS_RBG _EXT.1 #F3EL T
UWVZRUWNERER

SFR TEERL TV bR
go

FIA_UAU.1

FIA_UID.1

FIA_UID.1

N/A (A7 AT LT D)

FIA_UAU.7

FIA_UAU.1

FIA_UAU.1

N/A RAEE AR 7L TN D)
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G PP TERLCWAKAFME | ST TMiZLTWBAERAME | REMEEZHZL QORWEHR
FIA_UID.1 No dependencies No dependencies N/A (FF D FLR 72 L)
FIA USB.1 FIA_ATD.1 FIA_ATD.1 N/ARTF AL T D)
FMT_MOF.1 FMT_SMR.1 FMT_SMR.1 N/A KAFHEZ 2L T D)
FMT_SMF.1 FMT_SMF.1

FMT_MSA.1 FDP_ACC.1 FDP_ACC.1 N/A KAFHE AL T D)
FMT_SMR.1 FMT_SMR.1
FMT_SMF.1 FMT_SMF.1

FMT_MSA.3 FMT_MSA.1 FMT_MSA.1 N/ARTF AL T D)
FMT_SMR.1 FMT_SMR.1

FMT_MTD.1 FMT_SMR.1 FMT_SMR.1 N/A KAFHE AL T D)
FMT_SMF.1 FMT_SMF.1

FMT_SMF.1 No dependencies No dependencies N/A ERAFEIED TR L)

FMT_SMR.1 FIA_UID.1 FIA_UID.1 N/A (RAFEEA 72 TV D)

FPT_KYP_EXT.1

No dependencies

No dependencies

N/A RAEHEDBER 72 L)

FPT_SKP_EXT.1

No dependencies

No dependencies

FPT_STM.1

No dependencies

No dependencies

N/A RAEHEDBER 72 L)

FPT_TST_EXT.1

No dependencies

No dependencies

N/A (EFEMEDBLR A2 L)

FPT_TUD_EXT.1

FCS_COP.1(b)
FCS_COP.1(c)

FCS_COP.1(b) (update)
FCS_COP.1(c)

(

(

(
N/ARTFEDER 72 L)

(

(

(

N/A (AF AT 72 L TN D)

FTA_SSL.3(LUI)

No dependencies

No dependencies

N/A (KAFPEDBER 7L )

FTA_SSL.3(RUI)

No dependencies

No dependencies

N/A (AFEDBR721L)

FTP_ITC.1

[FCS_IPSEC_EXT.1,
or FCS_TLS_EXT.1,
or FCS_SSH_EXT.1,
or FCS_HTTPS_EXT.1]

FCS_IPSEC_EXT.1

N/A (IRAEEZS =L T D)

FTP_TRP.1(3)

[FCS_IPSEC_EXT.1,
or FCS_TLS_EXT.1,
or FCS_SSH_EXT.1,
or FCS_HTTPS_EXT.1]

FCS_IPSEC_EXT.1
FCS_TLS_EXT.1
FCS_HTTPS_EXT.1

N/A (A7 A 72 LT D)

FTP_TRP.1(b)

[FCS_IPSEC_EXT.1,
or FCS_TLS_EXT.1,
or FCS_SSH_EXT.1,
or FCS_HTTPS_EXT.1]

FCS_IPSEC_EXT.1

N/A (IRAEPEZ 2L T D)
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7 TOE EXM4%
ZODOFETIL, TOE BERIAREZ IR T 5,

7.1 o—Y—FRGEEERE

- X ARSREEE: FIA_UAU.L FIA_UID.1, FIA UAU.7, FIA_ATD.1,FIA USB.1, FIA_AFL.1,
FTA_SSL.3(LUI), FTA_SSL.3(RUI)

TOE 1. EMRO2—V =23 RERGET 272010, 22— =N EE L) —h UL IZBWTT V40
BAEBEBIET DRI —Y —D uihB'JmPﬁ:E:kﬁ‘é Flo, SV a7 AR, 7747 NPC R
DIV A —RTANN—Zl L CEREND L —F —DFBIFRIEET T, AL, 777 AR GV a7 DA
FFAILTW5, [FIA_UAU.L, FIA_UID.1]

:L'_VH-‘—nun WX, LT ORGE TR E R —~ 5,
- NERERGIE
T RA R FRSIN CND 22— —IEFWREFH 325865

TOE (F2—W—3RGEE LT, BE/ SV O —h Ul Oy A B E S L— P4 « /SR — ]\ o
FeTHHIT AL D AN EBERLU T IRELIZ AR Ta— =4 RAT =R R EH L=

Fr =W =B BIFERET D, /NAT—R ATIDOFED/SAT —R T X AT T 1L, #E SR L7*7 ):f:—ﬂ\
U3 @7 573 %, [FIA_UAU.7]

TOE IFIHHFICHL T, 2=V L lu— V&@LU THERF 5, TOE 1%, = — —OiBIFEREIZ AR
H45L, —H =4I Access Control Token(LA# ACT)%%???%:&TE PEAEIDfHT D,
[FIA_ATD.1, FIA_USB.1]

BE v | - BREPRE > 2 — P —EFH > G E
UE—hUl: | - EREPER > Harak € > & B E > o — 0 — & > 38EE B > G E 2 — - —
DGRl e
TOE (. BfE v VE—h Ul K OT VA —=RTANR—ZRBITHL—V =3RRI BT, RIERns

AL FATERS T 20y s T MERER TR A5, [FIA_AFL.1]
2 7 7T MEREDENER EIT U ADMIN O AIRETLL FOMECTE T TX 5D,

BRAUE S | - BRIEPRER > BEERER E > E R E > BX 2T 1 — 3% E > GRS AT — R E/
uqu%% EDRXIE

UJE—h Ul: - E& ﬁ>"‘zaﬁ1)7‘4“— punE//\XU Rax wunIEE{% E&ﬁé

27 7 T MERRIZ LA T ORI NRE TEX, /BT DHEZDT T NIy T IS VD,

- BERFZANE—RUIT Y2 — %74/\%»%0):17 AL RITO R AFE R L, 3 EL
nJ A BRITOFRBIEIZE LG 6. vl A %E&Lt?’ﬁﬁ/b%m/&'fﬁm s A
BRI, 1l 4/;%0);%@4;& :IE 1~10 [FIDORIR xS (HEHEIX 3 [BILLT)

- myZT UL 1-60 572D RTED (HERHEIE 3 2Ll L), iR ELTzmy 77w Mg 23
WTLHET, EH2— P =Dl A ZFRHIRN
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TOE 1X., #BE XLV —h Ul 2 F Ul SN - R RaE % . S EL 22V IRBES R 4540 T
U REH LA — MU TREREZ R, [FTA_SSL.3(LUI), FTA_SSL.3(RUI)]

F =7V TREREDEIERR E L UADMIN DA A HETLL FOMYETEE TED,

BBV | - BB S BEAR IR E > BRETERIE > H A~ — B IBE > A — 7V T BATRH
@ﬁ%’JBE

- RRIEPRER > BRI E > BRIE AR E > A A~ — [ TRRE > A — b U T BATIR ]

UE—FUI: | - BRIERER > BREGRE > A~ —IBIRE > A — MU TRIE
- ERIEPRR > BRETE > A A~ — B IR E > A — 7V T AT E Ol R

F—=bIUTHERRIZLL T ORMENEIE TE, /MFICE BT LTIV NIns TR,

- BEASRNVERBRELIRVIREEDS | A — U TEERE IS TRRIE STV A A LT 0 MRl L7255
Bo AALTUMEMIZ, 10 #-9 45 @%ﬁlf?ﬁi“(é% (RIHME T 2 57)

- UE—bh Ul ZH#/ELZRUVRREA, 15 S MR L= 6

7.2  TreXEHEEE

TOE (%, a7 K O¥a7 HOE T LEITHL T, L FOT 7 e A il GEEZ AL T\D,
- VML EI B RE
- AR YU ALERHI R RE
- I LERI I AE
- T IR BRI R RE
- T ARG KPR HIEBE RE
- CEORAFEE UL R
TOE (3, #BIRRRES NIz 2 — W —2FI TSN TZ ACT ONFIZIEL T, 2—H—£ Oifh L Nz—H—
IZE Y THONToa— L OFRBIEATIROZE T, ZNHD T 7 Al RE S EATT 5,
7.2.1 FVUMLUEFIEBEEE

- ST BEEREEM :FDP_ACC.1, FDP_ACF.1, FMT_MSA.3

TOE X7V MLERIZOUWT, LA FO 7 7B Al REZ 42455, 7V N LER TV AV a7 12 5
SNAHZ—B—L 1%, A a7 BRI F D a7 B R LT — Y — 4 TS TWA, F- 7
VN LER TV a7 I GENza— =4 138 D2 —F —H BT A2 LT TER,

TOE 1%, FV a7 mMBEASNLE FOFEFSV MNEFIC—HHEATET 5, Bz, TV a7 ioft5&
Niza—Y—ZTEOTV a7 OFTaEEZHIEIL, LLFO7 72 AHili#lE2EZE L T,

[V IXEOEA TV a7 DIERK]

TOE ;‘c7°)/l\31£0)§f§27\&0‘7°)/1\)a7°®1’§ﬁ5i%% DFRFEL—H— (a7 A% . UADMIN,
u. NORMAL) ZHFRIL WD, RidaEr—H — anjbfaib‘
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7)/F§Ci@f§27k&U7J/l\/a70ﬂ’Eﬁk TLLFOFBETITDN, FIRfE RS- T =213, 7V b
PEREIZR OB LD,

2= ITTAT N PC LT VA= RIAN—ZB L TV aT BT D, Va7 FARRZ
%EIJHM IJJ‘.E%?‘TI/ N H&BIJH‘LA MA LEEIjJTa"Wi‘j’U ?/]\7‘/\97\6:1“‘4}%% ﬁ){ﬂ"é‘éﬂ TOE /\%Aéﬂéo
AR R T DL TOE ICVa7 B AT HI LT TER,

(B OB T, FIR]

TOE X, Varv A& (B H D2—Y =4 L7V b oad Da—PF =20 —E LN, —HF
ALV a7 OB LEOBBOME, HIRZZF AL T\D,

G DORE, FIRERIZLL T OFBETITHhhd,

HAE SR T AL [TV 8RR T 58, B ITE D EINT —ZBIARNT v 7S5,
TV MR ii‘”&‘)%ai));ht”‘*—5’0)ﬁ{%%r7ﬁ>f%é

TV MERE TR DI T — 2 OFIRIHE R CE B,

TOE i%. UADMIN, UNORMAL, RFBFFEL—H —Tk LT, WO, EIRZFZF T L0,

[V ba—arZHE]
TOE %, Va7 A& . UADMIN |2, ZV e a—/aZ OBEA2ZF LTV,

TV a— T OBEITL TOFRER T Thivs,

Va7 A #E KO UADMIN (3HE v Ao U, R DU B 2> SEVRI T - EIRIEE S a7 0
UAR, BEOW a7 ul iR+ 528N TED, 2L, Pard ira &L, BB a7 iiaE(HH D

A=W LTV aT D—F =L NI G E) > TWDL DD HRFERSIND, HE NV a
THIAE TRV a7 Iz onWTii, Vad 4 - a—V—Z BN~ A7 ENAT20 7V b a—/a s O

BB IXTER,

Cad ETEFIL, BE R ovica s AL, [N RN DL, By FICEOE T — 23

ANT T END,

‘U.ADMIN [ZVE—F Ul lcaZ AL RERE BRI - FRSF a7 OV AR, B8LOVa

Tl EERTHIENTED

TOE (%, UNORMAL, KiBFE2—Y—IZx LT, TV b a—/mr ORI A L2V,

[FVACE, TV ad O%E]
TOE (%, Vav A&~ HO DA TLIZV A LER TV a7 OB LT\,

FURCE R NSV a7 OWEITLL FOFETIThn5,

BRI AL [TV M EBRT D8, B RICROEINIT — 28 ANT v 7 Sha,
7V MERED IR FINHEREN O, ~— VNI OB (HIFR) 23 TE D,
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FRAE ST AL [TV BRI DL, E \Fﬁ ZROEINIZT —ZBIANT v T ED,
Tad BRI DL, a7 M (FIRFRECCFIRIFENE ) 2 L 452813 TED,

TOE /%, U ADMIN, UNORMAL, KiBFEL—H =L T, ZV M LE RISV A arT O L%
ALZRU,

LS|
TOE (%, a7 A& . UADMIN |2, VU NLEKR TV a7 iZxt 3 HHIBREZ LT D,

TV LE RN a7 OFIRITLL FOTFETIThis,

A A FL, BE SRS A LT TN BRI D, B IC O @I N a T
WYANT w7’ END, TV MERED a7 BIFREEEND, 7V hrar KOV CERZ 2 THIBR T
2o

SRVE RN AU AR E S TV a7 BRI L CH IR A2 LT, Z VR SCEMH
FRC&5, VadFraEIIFTAL TSV a7  UADMIN (22— —D 7V ha” O
VR CEZHIBRTED,

‘UADMIN [FVE—F Ul a7 oL RERE DR —F —D 7V hoa7 OV R GE
ZHIFRTEA,

TOE IZ. UNORMAL K OSRERFFL—H —IZk LT, ZVMLER TV a7 Ol EZFaf L7
VY,

7.2.2 RFEp L ALERHI AR
- T AEEREEE: FDP_ACC.1, FDP_ACF.1, FMT_MSA.3
TOE [IAF ¥ MR DOWT, LA T O T 7 B AKIHBEREZ 2T 5, A v LE KX DAF v Va7 I

BXba—HF—LliT Ax Yo Pad EERRICFEO a7 B AR LT —F—4 TR ES I TC0NA,
72 ARV LE R OAF Yo Va7 I EENza— =L XD —F = BT L2 LT TEAR,

AF L Va T RHA T D0 D AT Y Va7 — B EEL LT, [ A~ — 45 1T a—
WD,

[ A~—3%(5 ]

TOE 13, # A~ =R EOREBSNIAF YL Va7 BRASNDE, FRRGOAR L O EEEEFETITHR
TESIIZ RGN E TR D,

[ 7Lt 2—]

TOE X, 7L E 2 —DORENINIZAF Y Vard BDRAINDLE, FftA R T ICEFEETICYary N
RaETVE 2— L THERBLIZZITIEE TED,

[RE¥LEDOHEA - ZAF ¥ Va7 DIERK]
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TOE [ ZAX ¥ LEOH AR PAX v Vay OIEKEY a7 A # . UADMIN, UNORMAL (ZFFA L
T,

Ax v EOBA KR OAF Yo Va7 OIEBIILL FOFEETIThis,

AR I FRRE A B E Sl A LTI ARy U U TR E | 2RI, SE e BIR LAY —
FRZ 243, 565X T 7 AN — R —Z R TE D, AF v a7 WERSH., FRENGAAEN
g T — 2 DMEINSILD, D%, TOE IZHEES Az LAN K0, 77 A P — " —~ 53D,

s 2AX X I FREZ R R S In sl A LT 77 7 2 BTBIR L, S e AR L AZ — R &2
I, WA T 77 ARG CEE NI T T THREEZL ThHIG G Ay Va7 BAERMSIL, R
FAMFEAIAENENE T — X DS D, D%, TOE IZHEFSNTZ LAN K0, S8 ELI=7 7 A /LH—
N—EFEIND,

TOE (%, REBFEZ—H —{Zx L T, AX v LEOF A PAF v Va7 OIERRETF A L2,

[A%v HEB DR E]
TOE [FAF Y BB OB EMHERZ a7 A& I ZHF LT,

AX UG OME I FOFETIThbD,

Ax YIRS AR B EAARICES A LTI AR v o U TR E | BRIV SE e RINT 5, 2D
MR ET, [T L a— | ZHNIL CRE—NRZ 28T, B FHEIOAF L., BT —Z D3 E/ S
FIVIZRREND,

TOE (%, U ADMIN, U.NORMAL, RFBFE2—H —{ZxL T, HEEBROMEEZ T ALV,

[R¥¥rPaZ R/ s O]
TOE (FAF Y Va ki OREWHERE a7 FirA % . UADMIN, UNORMAL (ZFFRILTU 5,

Axy a7 RUa 7 ORITEIELL T OFETIThhS,

HERUIa T AL IRIHERREE O 245 1 T, a7 Rinev a7 BIR DR TX 5, 7277
L. .NORMAL OHE . Va7 R AN DY a7 a7 a7 VAN FoRm TELMN A D27 D
SESCEFEIFRREN R, £2, PaT BREICH B DY a T LSRR ENR Y,

UADMIN [, UEB—h Ul 2l AL REREE O [25E | T, Va7 Rinoya 7 B HeR T
%60

TOE (%, RFBFE2—Y —ITx LT, AF v a7 Ry ORE ] L7,

[AF ¥ LEDOHE]
TOE | IAX ¥ LEO W EMERE a7 Fra FHIZHF A LTS,

A%y LEOUEIILL FOFETITHhND,
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X FREE R B E el A LTI AR v UCEE | BN L, SE5e 58N T 5, [Z#
DMOKERE | FRIE T, 7L 2a—Z2H NI TRAZ—MRE 2404, FFERFi A EI ., BT — M
BE S FNZFIREN TOBIREE T, = OHIRoB@ N TED,

TOE (%, U ADMIN, U.NORMAL, RFBFEL——IZx LT, A%y LEOUEEFTF LRV,

[RFprVas DBE]
TOE | IAF v Va7 OWEMEIREZ a7 A4 . UADMIN IZEF A LT D,

Ay Va7 ODWEITLLFOFETIThND,

AR AL RO OO TE | DT a7 R B CTPa” 28 iR 2, [RETE
W FRSE LSS EE T HIENTED,

TOE (%, UNORMAL., KiBFEL—P—IZx L T, A% v LEOUEZFF LI,

[AFpy LEDHBIR - 2F % Ya7 DY)
TOE I3, A% ¥u LK ORF v Pa7 T HHIRE Va7 FiA . UADMIN ICFFRT LTS,

A v E R RAF v a7 OHIBRIZLL T O FE TIThild,

AX PP FRE A BB SR e/ AU LTI ARy U TG | 2 IR, 58 0B IRLAZ —b
NE 2T, FOAREE CH IEARZ 2T 28T, ZNETHIAATE AT v SCENHIFRS L, A%
Yo YaZbHIRES D,

cAF Y ERE A BB SR AU LTI AR YU LT R I 2@ IR, 5602 & IR 5, [
DOBERE |FXE T, LB a—%H NI CTAY—NRZ %, FRRATEAIAEIL, AF v (E
IMRAE SR FITRENTODIRFE T, EE Va7 DIE 1L A2 TAF v LENHIRESL, A%+
Va7 BHIBREILD,

AX YT FRE A BRI cn A LTI ARy UCHE | 2 IR, 58 62N 5, (2
DO |F% E T, XA~ —EBEEA NI CAY—MRZ U Z/#T, FRSF A TN % R
B DR Va7 R E FREE D, AR Y Va7 28R L, FIERZ L 2§ 2L TAF v ST
EDRHIBRSIL, A v a7 BHIBREND, FRNZT 77 AEE L EE NI T T THREEZL THD
Bt oI T T RAEIAEE T OAF v LEBLOAR v Va7 bHlRSND, 72720, Va7 i
HHDEEE, BH DA~ 4 EAF ¥ Va7 Oa—P— LR~ L1=Va7 DLYIRTES,
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60

F— A — b REIT U ADMIN O LA HETLL T OEETHITTEX S,

BAE SRV | - BRES SR > B E > EHERE > T — 2 E > 2T — 2R E DI

Copyright Canon Inc. 2019
85



Canon

F1TH: 2021/03/23

7.6 HDD R5{bisaE

- X AHEREEM:: FDP_DSK_EXT.1

TOE Wji HDD ~» 7 7% A%, & T TOE Oy ha—F7—R—F R EESND HDD B 5t F o7 %
BHT 5, 2y, a2 b —F—R—KE TOE Wik HDD SO CAH &2 —H—F —2B k&
W TSF 5 —2& 5T 27 — 213G 5{bE ., TOE Wik HDD ~I3iE Sk 7 — 2 MEfESND,
[FDP_DSK_EXT.1.1]

HDD IS {k#REI L. TOE |2 HDD %#efe L CRANSEE B L7 IRe 6 H BV A 2720 | BhYEZ il £
THAL B —T 2 —AIAFAELIRNZEDE U ADMIN 2F i # 1% TOE @ HDD i Sk RE (2% L Tfif
O ETDMET/2 N, [FDP_DSK_EXT.1.2]

2 —P—F —HO TSF 7 —Z% 58 TOE Wik HDD ~EXIATelIE, 479 HDD K 5{bF 7 2
LIF5{b%E1T>TH D TOE W HDD IZEXIAEND, F7-, TOE Wik HDD 2ot 3 Bsh 2 To
HEAIAIDS HDD W5 b F > 7 %8 U TR 52179, B 5 b8 5HEREIZ L > T, TOE W HDD (Z4&
MEND2—Y—F —FBIWNTSF 7 =42 & 2T — X OB AR T D,

7.6.1 HEEALAESHERE

- XHSTAHEEEEA:: FCS_COP.1(d)

TOE |Z. T _XTHOALZ—T7 = — AN TOE Wik HDD 128 b — W —F — X B LN TSF 5 —#
OB 2R T 572012, IROIE S H#/EE2TTV) TOE Mk HDD ITEAMIESNA R THOT — X &I 51k,
9%, [FCS_COP.1(d)]

- TOE W HDD ~EZAENLT —Z &M 51bd 2,

- TOE Wjiik HDD M bt thshnd T —2 %8 572,
E B EICH WD S 7 VTR L | I SEHELL T DL Th D,

- ISO/IEC 18033-3 |ZHt~7=IAES T/LVAYR L)

- ISO/IEC 10116 TgES#7= CBC E—R

- BEENN256 B b DR B

7.6.2 WFEEEHEEE

- XS AHEEREEM: FCS_CKM.1(b), FCS_CKM.4, FCS_CKM.1(c), FCS_CKM_EXT .4,
FCS_RBG_EXT.1(hdd), FCS_KYC_EXT.1, FCS_SMC_EXT.1, FPT_KYP_EXT.1,
FPT_SKP_EXT.1

HDD s 5{LHEREASEL V5 CSP (Critical Security Parameter) (2O Cat 4%,

CSP ##51 | A FAGAT | BSAIREE | AR
I 5 55 D=6 D#E, 5k T | X TOE D&M
w7 ND ANEES
RAM
g —R DRBG OWNEIRAE V LN C THY, B b | EX [ EfE0) T 1
AES K5 58I 35—, | v 7D o] |
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FLASH *#
EJ—

WA WEZEEDTAT YA (AR, BB BFET1R) IZ W TREHT D,

[ 24k oD A % 5 1]

TOE 1%, K5 5{bTF v 7"E TOE 2 ha—Z LW RIFEEGERI (- ED, TOE BLUERE)IC, IROERRIZHED X,
HDD s S VRS RE Tt 328 — R &2 Ak d72, £72, # — R4k % . X OLLEO TOE fCERF KT
A AR T %, [FCS_CKM.1(b)]

- WEEREAEAER T DT ATUR AL, TNIST SP800-90A Hash DRBG(SHA-256) (2 H:-3< Lk L
Y%=V F VN

- B EINARE B EEOHER1X1256 Ev k)
VLW TOE 1%, TOE W&k HDD [THANT 2R THT —H 2 514t 5,

K5 5t F > 71, TOE Wik HDD DOINERFE OFELE % L HO/NN—R T =27 X—2ZAD /A XL T HTU R
e — A kg EE A VT, DRBG ~ A 713°% Entropy Input (512 £"1). Nonce(256 £ N &A% 95, =
b — A AR IC K> TAE AR &S Entropy Input 1, 384 B RO bbb — A K REF > TS, 2
NHOfEZ DRBG IZ A /1952 T DRBG OIS V,C 24 #{k7 %, £ LT, DRBG WNRIkAE V,C
EG SO ILE 72 ok — R EL TR BLT v 7 D FLASH AEY —IZR 1755,
[FCS_RBG_EXT.1(hdd)]

TOE 34> —NR(DRBG WHERikTE V,C)%& DRBG (Z AL, 1 [l BIZA RSN DELEEIEFEL | 2 [[ H O
S AERRIC BV CTNERIREE V,.C 27~ A7 L LT SHA-256 % W=V 7 <~ 275G THZEITLY
256 &' hORF S 8EAH 3%, [FCS_SMC_EXT.1, FCS_COP.1(c)]

WRIAIFEIR ON FfiZ, BB T~ 7 138k — R 25012 H BT S84 A L. RAM (K95,

[ 58D i BRI 1E]
W7~ 27 TéhDH DRBG WHBIREE V,C 121X, = hae—Aki#ie 2 AV CH o7t hae — 2 e
N5, ZOY 7 <A 2% LT FCS_SMC_EXT.1 I2LA Y7~ AZfEAE1THZ L1 XD 256bit =D

FHEARERL CWDZENBEET = A DO BEEIZ IV CIE B8 D R BE (256bit) [TMERF S5,
[FCS_KYC_EXT.1]

TOE X, K 58D T L2 D8 — R & X THRE AT~ 7 N D FLASH AEY) — IR 1FT 5, -, K5
SIS LT 7 ND RAM _EIZOBEEHHESFL, FLASH AEY— 23RS 20,

K5 b F 71X TOE Oz hr—7—R—RIZEESNTEY, B3t F v 7 IND FLASH AEY —(XH]
HAZ MR BEZ R RIS PEA L — D F A A TR | T = AL D — AT CHHIAZ B AT RE/ AR
FERMEAN — D T ANARRAFENHZ LI, [FPT_KYP_EXT.1]

5 T~ 7 ND FLASH AEY =Bl b F v 7N — R e i T A — T = — AT,
TG BALF o7 O RAM DS S LT IR S AT H T A Z—T7 2= R TR | s —
N LU S Hta B OIRFEL TV D, [FPT_SKP_EXT.1]

[ 5 S DR FE ST 1E]

S ITIE AT 7 ND RAM _EICOBAFIET D, I 75 SRR TR SR 272 50T, BIRITIC L
D35, [FCS_CKM_EXT.4/ FCS_CKM.4]
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B —R1%, TOE BEFERF R L& B 3 B 8D AL ELTZ S HIWT LT BRICR B 70 D, S — R DRk
FEX, BB SR DDOFRRTIEITEND, #—RI U CHEEM0)T 1 ol EEE 52Tl —K
ZHYHET %, [FCS_CKM_EXT.4/ FCS_CKM.4]

7.7  LAN F—Z{REMEE
7.7.1 IPSec R 5{LHRE
- T AEEREEME: FCS_COP.1(a), FCS_COP.1(c), FTP_ITC.1, FTP_TRP.1(a),

FTP_TRP.1(b), FCS_IPSEC_EXT.1, FIA_PSK_EXT.1, FCS_COP.1(g)

TOE IX. 77 AN — R~ /Y — N — 2 A LY —/N—L TOE ] CEZETH2—V—FT —H B
KONTSF 75— O ME, S22 MEOMERDT=DIT, TXTO IP 73 e RFC4301 THUE X7 IPSec
\ZCLL PO B4k 545, [FTP_ITC.1, FCS_IPSEC_EXT.1.1]

- LAN ~EET5 IP 7y hOBs S

- LAN DBOZAET 5 IP o b1 SfE
—WRIRHE D, 7TAT 2 PC K0TV 2 —RTA R —HfEWHIREITORRZ, 7747 >k PC 75 TOE
NEEZET DN —TFT —HZBINTSF 7 —XOEE M, SE2MOMAROT-OIZ, TOE 1L XTD
IP /Ny b RFC4301 CTHIES A7z IPSec IZTEL FDXHIZHE ZAb/E 575, [FTP_TRP.1(b),
FCS_IPSEC_EXT.1.1]

- LAN ~EET5 IP 7y hOlE S E

- LANDOEAFE T2 IP /7y bR SR AE
BHEMN, 7478 PC LY Web 77 W &{FH WU E—k Ul O_X—EEA TR, 7947k PC
D TOE ~EEZETH—Y—F —HB LN TSF 7 — X OB | 522 MEOfER07-H12, TOE IX
T _TO IP 7347w RFC4301 THUE S IPSec IZTLL FDO I S b/iE 595, 72B8)E—h Ul
BEDRFEIZ OV TIX, IPSec B BALAKRETS 1T TldZed 512 7.7.3 Fo#k D TLS B S{bikREAZ &b E T
FAWAHZ iy, T&S, [FTP_TRP.1(a), FCS_IPSEC_EXT.1.1]

- LAN ~EET5 IP 7o Ol S E

- LAN DB ET 5 IP o b1 S

TELOKZ T NV XA K 58k4% VT, RFC4303 12 EF+S47 IPSec 7' mhz/L ESP 2328 L T\
%, [FCS_COP.1(a), FCS_COP.1(c)]

cryptographic algorithm cryptographic key sizes list of standards

FIPS PUB 197(AES)
AES-CBC+HMAC 128 bit, 256 bit SP 800-38A(CBC)

FIPS PUB198-1(HMAC)

EFEO HMAC THRIHT 22X 2T/ a7 /LT X A(SHA) X SHA-1, SHA-1 [X. FIPS
PUB198-1 (2 E X417= The Keyed-Hash Message Authentication Code 35X 0" FIPS PUB180-3
\ZHLES 72 Secure Hash Standard Z7ii72 3, Ay —U X AY = AN 160 Bk, HMAC T
FIHEN D8R 160bit, [FCS_COP.1(g)]

IPSec DEMEE—RIX, NIV AR—ME—RDHAZ YR —FLTWD, [FCS_IPSEC_EXT.1.2]

Copyright Canon Inc. 2019
88



Canon

F1TH: 2021/03/23

IPSec ##5ia% i€ 1%, Security Policy Databese(SPD)& L CHEE D /LV— VA B SENANL 2D CEFRL T D,
SPD (i, /v%zv%iﬁﬂﬂﬁ“éﬁﬁmi*ﬁﬁm TRUVA R—hE) &, G FLom(E R (IKE 3%
TEX IPSec X IE) \ /V— /L ZEDLDDE NN EFRS LTS,

IP Sy Nk 525 T 586 . SPD OESENANAZHE Y, FEh72/— A6 IKE DRI T—3g90 27k
%, IKE ﬁiﬁ”éju‘oﬁcﬂmai»%%ciﬁ&’%éhéo

IKE DML UT=356 #ESLLTE IKE ZHERFL7-F % SPD OESCIENL D & BN HH B — v DidlE
1‘@%*1&#@/\?&%& L RN B BTV —L 0 IPSec S EIZIVIBIE 2179, 42T SPD Di@fEHH
FLRMFIZEBLRWD IP Ay NI EES D,

BN AE LT L — L ClE RN TERD ST AT Sy NI EES L, SOITEZEIER O VL— L
LDBEHFRMEOEBUIMRL R, [FCS_IPSEC_EXT.l.S]

IPSec Tx}it 357 m L O HARIZLL T DY T %, [FCS_IPSEC_EXT.1.4-7,9]

- RFC2407. 2408, 2409, 4109, ¥LAiES —/ L A& B D= D RFCA304 K O~y =B D
RFC4868 CiE#=1L7= IKEvV1

- IKEvVl A1 —KK; 5 :RFC3602 THIE 47~ AES-CBC-128/AES-CBC-256
- IKEV1 72— R 1 R HUI AN T —RDOLEFE AT H (T 7Ly 7 E—RIZEHLZRW)

- HR—FF% DH 7 /L—71% Groupl4(2048bit), ECDH256bit, ECDH384bit TV, L4 F
H7575% UADMIN 233 ET D, £ D% 815 R CHEAS i % O L O EJifi 2 LR ESH
50

IKEVl @ SA FAT7ZALIE, 72— 1 D SA T 24 BREILINE 7 =— X 2 @ SA T 8 BEILLNIRE 245
ETHZETHIBRTHZ LN T&ED, [FCS_IPSEC_EXT.1.8]

ATD IKE Fuh=z/Lid, RSA 7L X ECDSA 7L XA, LA #HOWTANEHNT B
T RREE (T 5, [FCS_IPSEC_EXT.1.10]

IPSec DFERTHLAFEIL, SPD D/L— /LT LT ETHIENAIEETH D, [FIA_PSK_EXT.1.1]
FRTHA O SCFHUT, 22 CFLLE 24 SCFLAN TR E FTRE CThD, i H TEXH 0T, KICF-/IN L

TR R T T@), T#1L TS, T%), T T& ) F*J\ [, NDDOMABDOENBIER ATHETH
%, [FIA_PSK_EXT.1.2]

FATHEA LT A=A TER SN b DD A% SHA-1, SHA-256, SHA-384 TSI L Cfif
T 5, RBEMSHIHND ANy 2T VTV X NT, IKE 72— 1 DIy m—92 80 SHA-1,
SHA-256, SHA-384 DO HIBUWNT Iy — D)3 RE U S5, [FIA_PSK_EXT.1.3]

IPsec s BAVEERED R EIX. BE 3 b LITUE—b Ul L0, U ADMIN (2L BRERED DR TE ST
60

BB v | - BREPRER > B asak € > R E > F* v M —2 >TCP/IP 3% E>1PSec X &
VE—hUIl: | - BREEE: > BREERE > F v T —27 >TCP/IP iR E>IPSec iR &
- &fﬁ/ﬁﬁ>fﬁﬁ%ﬁﬁ>*ym~&>TCP/|P R E>IPSec 7% iE > IPSec ARV
_EE
TR
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7.7.2 |PSec W5 E-@E FRIERE

- X TOMEEMH: FCS_CKM.1(@), FCS_CKM.1(b), FCS CKM_EXT.4, FCS_CKM.4,
FPT_SKP_EXT.1

IPSec i 5 PEEERE DS O 4D CSP (Z2W T, LU FIZREA 72,

CSP ##5] Bl FEARSZET | BCWIRAE | IREE T IE
A g IKEVL (2 CHFaidt A TcoiE | HDD e ML
AECHIH T DA 8,
MFP ##~7 | IKEVL IZCT VXV EL T HDD s 2L EL
(RSA, ECDSA) TO#EFETH| A9
% TOE DO#E~T,
IKE K5 IKEVl CTEHT A ZOHORE | RAM L TOE DR
i, RS
DH #~7 DH ##~7 ECDH #~7 DBz | RAM Ny TOE D& Wr
ECDH &t~27 | ERT D BHaE AR i, INEUNEES
IPSec i 54 IPSec ESP THiHT oM 5D | RAM Ny TOE D& Wr
5, 2Lk
IPSec F8GESE | IPSec ESP Tfii 3 27iED72%0 | RAM T TOE O &R
D, AJMNEES

RIZ CSP DT AT AT AT DN TELET D,

(s 28D A R 7 1E]
TOE (%, RDOEARIZE DX, IPSec K S LHEEE T H 3o 82 ARk 35,

ST NIYRL/GFESI TV | B
TYR A
DH(Groupl4) NIST SP800-56A Rev3: 5.6.1.1
Approved Safe-Prime Groups
ECDH(P-256, P-384) NIST SP800-56A Rev3: 5.7.1.2
ECDSA(P-256, P-384) FIPS PUB 186-4
AES-CBC FIPS PUB 197(AES)
SP 800-38A(CBC)
RSA(2048 £~ 1) NIST SP800-56B Rev1:6.3.1.1 rsakpgl-
basic

HATA T, BE S L B LLITYE— Ul XY TOE D& BEEREAFH L T U.ADMIN [C k> T E
CEERIEFIHIBR) NS, el FRIIEA#EHZ AT DO T AN 71T, #E LT3 UE—h
Ul T3 @ CTFER~T 5, [FPT_SKP_EXT.1]

IPSec ZRAFHE/DH #E~2T7/ECDH #7113 IPSec ilER DRI m— a0 Lo TAERSNA, MFP

AT BEEASA LS LT E— Ul 55 TOE O FEEREAF FH L T U.ADMIN 23RS AT RE ThH 5,
[FCS_CKM.1(a)]
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TOE X IKE 558 M O IPSec B 5-#EL LT, IPSec (g DRI — a3 WFIZ 7.7.5 LB R RE
FHVNT 128bit 1 L< I 256bit ™ AES-CBC ki 584445, [FCS_CKM.1(b)]

[ 5- gD i BRI 1K)
w5 B
FATILA L O MFP §~< | HDD K575 {bEREIC LI 75k L TOE Mjik HDD (A& #A
7 Do

IKE I 588/ IPSec B 58 | RAM RIZ3ESC TR 5,
IPSec ZB:FHE/DH 27

BE L HLLIEVE—F Ul LY TOE OFEREREA R H L Cb . Faidfa # & O MFP 87 /IKE K

2458/ 1PSec I -5/ IPSec ZRETHE/DH $#-27/ ECDH $t~7 %382 . & LIZRIE T HHREIT 220,
[FPT_SKP_EXT.1]

[ERERAE igr|
HETHAA N O MFP 887X, K55/ L < TOE Wi HDD IZfR1EL T2,

IKE 5582/ IPSec 5 54/ IPSec FRGF#E/DH 27/ ECDH #2771, IPSec {E# T 1% TOE OEJH
WrlF I Z R B L7220 | EBIRWNZ ZVIE KT 5, [FCS_CKM_EXT.4/FCS_CKM.4]

7.7.3 TLS BEB{uAkhEE
- X T AEEEM: FCS_COP.(a), FCS_COP.1(c), FCS COP.1(g), FTP_TRP.1(a),
FCS_TLS EXT.1, FCS_HTTPS_EXT.1

TOE (%, UADMIN RLL FDHIRT TOE ZFH 32812, 2 Eanb 22— —F —XBXWTSF 7
— X DN SERMEDORELRDT-DIZ, TLS (T THF %ft/@va‘é

% AT —— Faran

Web 7 70 & 572U E—h U.ADMIN TLS/HTTPS
Ul D ~—HfE

TSF /%, U.ADMIN LJ:OT77/1’7/F PC L Web 757 % —75 TOE @ Web ~2— |25 L Tt
ZoRpM TS .TOE £7TA4 7 PC LD T TLS BEDHT L =—a %470, TLS 7' uh
DI DT — 3 —F uﬁﬁwr‘mm TLS ([ZLDEy v a MENLSNI=1%, HTTPS i85 (RFC2818 i
AV Bthd %, [FCS_HTTPS_EXT.1]

7272 LY —b ULHREIZ DUV T, IPSec B SLBERES B I W DAL TEY, TLS B B bAERE I3 7e<
EbIRESND, [FTP_TRP.1(a)]

B S B EIC VAR ST LT R A, B #HILL FOEBVTHS, 708, AES K557 LT XA FIPS
PUB 197 (Z#EHLL TV %, [FCS_COP.1(a)]

cryptographic algorithm cryptographic key sizes list of standards
AES-CBC 128 bit, 256 bit NIST SP800-38A
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TLS TiL. L FO 7 Bh/UH G LTS, [FCS_TLS_EXT.1]
- TLS 1.2(RFC 5246)

TLS Tl. LA FOY A7 7 AL — R —RL TV V%, [FCS_COP.1(a), FCS_COP.1(c), FCS_COP.1(g),
FCS_TLS_EXT.1]

- TLS_RSA WITH_AES_ 128 CBC_SHA
- TLS_RSA WITH_AES_256_CBC_SHA

- TLS_RSA WITH_AES 256_CBC_SHAZ256

- TLS_RSA_WITH_AES_128 CBC_SHA256

- TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA

- TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA

- TLS_ECDHE_ECDSA_ WITH_AES_128 CBC_SHA

- TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA

- TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA256

- TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384

- TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384
- TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA256

TLS B AU DR 1L, BE/ 2 E LUTYE—F Ul 0. U ADMIN [ L& BRSREN DR ES L
50

BB RV | - BRIEPRER > BN E > BREEaX E > Ry N —2 >TCP/IP i% E>TLS 5% &

UE—hUl: | - BREEE> 2y T —27 >TCP/IP 5% E>TLS iR E

7.7.4 TLS RS- FHERE

- XIS THEEEMH: FCS_CKM.1(@), FCS_CKM.1(b), FCS_ CKM.4, FCS_ CKM_EXT 4,
FPT_SKP_EXT.1

TLS $4 BRSHEN BV, CSP 12O\ T, LLFIZEAT %,

CSP 751 B! AT | KOIREE | BREEIE
MFP §f~7 FUHNEL FFACORFETH] | HDD A1k L

325 TOE O#E~7", IPSec TH|

H3 2L 0LFERETHD,
ECDH #E~7 DH DERIZART ARG | RAM P TOE IR

P, SMCES
TLS 7U~A&Zy | TLS @BEICHIAHT27U~A%> | RAM e TOE EJEbT -
—7Lvh —7L vk, BURMEES
TLS Byial8t | WBER SO0 DR Sk, RAM sz TOE EJEHT -

SMCES
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RIZ CSP DFA TV AT DWW TCEEHT D,

(s 2D 4 5% 7 1]
TOE (%, RDOAEARIZIHE-D X TLS W5 S{bAERE Cfif 9 2h5 B8t AL a5,

BT AT L/ LT AT | fEYE
2

ECDH(P-256. P-384, P-521) NIST SP800-56A Rev3: 5.7.1.2

ECDSA(P-256. P-384, P-521) FIPS PUB 186-4

RSA(2048 £ 1) NIST SP800-56B Rev1:6.3.1.1 rsakpgl-basic

AES-CBC(128 i, 256 £™v1) | FIPS PUB 197(AES)
SP 800-38A(CBC)

MFP SE~7 1%, # /S L LLIZVE— Ul 726 TOE & FREHEAZF] L T U.ADMIN 234 5% T HE
T, [FCS_CKM.1(a)]

TOE (X TLS By a4/ TLS 7 V~AX L —Z7L N ECDH #~7 % TLS {5 A6 7.7.5 BLEA
A RER FIVVCAERKR %, [FCS_CKM.1(a), FCS_CKM.1(b)]

[I5 5- S oD & PRI 1]
MFP #2713, HDD K5 5 L REIZ > CRE S{bEH, TOE Wik HDD 12k IS5,
TLS Ty a4 TLS FU~R&Z—27L v N ECDH #~<71%. RAM FIZEC TSNS,

B S B LLIEYE—F UL K0 TOE OFEHEEREZFI L TH, TLS By ial @/ TLS FU~vAZY
—Z7LMECDH #~<7 TOE Wi HDD [ZfRFFSITND MFP T % St 3 LIIME TS
HEEEIZZ2\ N, [FPT_SKP_EXT.1]

ERER QY& s

MFP #2713, 551k LT TOE WjEk HDD IZ{R1EL TV 5,

TLS By a8 TLS 7 U~2AZL—27L v ECDH #2713, TOE OEJRMHHIAREE L0 | BRI
\ZXVH ST %, [FCS_CKM_EXT.4/FCS_CKM.4]

7.7.5 ELEAERRAERE

- R AHEREEE: FCS_RBG_EXT.1(network), FCS_COP.1(c)

TOE (3, IROMAARITHSE | SLBUERRAEITT 5, SLEA BEREIZ &> TAERRS IV ELEU T, TPSec 1575
{EREHE &L OF TLS BE SLBRHE TR S LD,

ELBAERT VTR A =
HMAC_DRBG(SHA-256) NIST SP800-90A
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TOE /X NIST SP800-90A (Z7£-> T HMAC_DRBG (Zx> hat —F& A )3 52 L CRE AR Z1TD.
[FCS_RBG_EXT.1.1(network)]

JARIREL T, 1 DOV T 2T _R—=R |2 LB /ARXPREEL T, Linux @/dev/random M>HEAAL7-fEE
T3, /dev/random (Zi%, TOE W& HDD DJGE R DIELEIZL > Ty I 7 2O L
BRI DX K T2 /A ANERESILTND, TOE 1, ELBAERO ERAZ 1T 58, 384 B b~
Vb —a KRR > = bt —%1%/dev/random 7 HINEEL . O —KRfEEL T HMAC_DRBG IZA )
THIET, 256 BV OEEE LK T D, [FCS_RBG_EXT.1.2(network)]

7.8  BARRGE/AREE
7.8.1 TLS BAARRME

- XS AHEEEEM:: FCS_COP.1(b)(tls) , FCS_COP.1(c)

TLS OB a  MENIRFIZIBU T, FIPS PUB 186-4 (235 S LL FO T LAY X 8A FAWT,, B4 AR AT
729, [FCS_COP.1(b)(tls)]

- RSA FUHNVEL T LAY R L(DSA) THEE 7Y 2048 £ koDt D

- FEM R T VXNV B4 T LAY X (ECDSA) THEE2Y 256 vk, 384 BTk, 521 B ROH,D
B4 A RICIE SHA-256, SHA-384, SHA-512 % 5, [FCS_COP.1(c)]
LTI I ATREZR B4 T VYR L~y v a DA DR E R T,

- RSA2048:SHA-256, RSA2048: SHA-384, RSA2048: SHA-512

- ECDSA-256:SHA-256, ECDSA-256 : SHA-384, ECDSA-256: SHA-512

- ECDSA-384:SHA-256, ECDSA-384:SHA-384, ECDSA-384:SHA-512

- ECDSA-521:SHA-256, ECDSA-521:SHA-384, ECDSA-521:SHA-512

7.8.2 |PSec B4 BRIE/ LA

- XM AHEEREEM:: FCS_COP.1(b)(ipsec), FCS_COP.1(c)

IPSec @ IKEV1 TOREHEEZ HWZREREIZIV T, FIPS PUB 186-4 (235 S<LA T O T VIV AL TES
MRE/E R A1 7729, [FCS_COP.1(b)(ipsec)]

- RSA FUHNVEL T LAY R A(IDSA) THEE S 2048 £ hodE, D

- FEMEhRR T U AV B4 T L) X L(ECDSA) THER 728 256 Bk, 384 ' hDH,D
B4 BRIEIA RIZ I SHA-256 % L<1E SHA-384 TR L 7=/ affiz v 5, [FCS_COP.1(c)]
LU ATREZ R B4 T VA Y R LE Ny 2D BE DR ZRT,

- RSA2048:SHA-256, RSA2048: SHA-384

- ECDSA-256:SHA-256

- ECDSA-384:SHA-384
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7.9 HOETAMERE

- XSS AHEREEE: FPT_TST_EXT.1, FCS_COP.1(b)(update), FCS_COP.1(c)
TOE I, E&EFEICLL T o H &7 A FEhi 45, [FPT_TST_EXT.1]

UTFOHETANCZT =2 EN=35E . TOE I3/ 3xviconT—a—R%a2%F R, TOE OiL#E%
HE95,

Tr— LT DFEEMETF =T

- Tr— A= TITIE, HBAUD FIPS PUB 186-4 17555 RSA(#EE: 2048bit), SHA-256 %
WTEANMTESNTEY, 5o LORFETHIARBEHWTELEZE L TELI Y
Vafil, 7Vr—bv2T BEMNLEH LAy VAL TR ERIET S,
[FCS_COP.1(b)(update), FCS_COP.1(c)]

7.10 EEuSiRE
- XIS AMEEM: FAU_GEN.1, FAU_GEN.2, FPT_STM.1, FAU_SAR.1, FAU_SAR.2,

FAU_STG.1, FAU_STG.4, FAU_STG_EXT.1, FTP_ITC.1, FMT_MTD.1

TOE 1%, L FOARVIBEU BB 7 2 45, [FAU_GEN.1]

Bty O E LR Thd, [FAU_GEN.2]
- AR, Y4 AU NEBI AR (B0

fEL, L FOANCIOBEIZITILL F OB A GBS 2,
- Varv R ToMEas X, vaT
- RRERE OB AR, R T L e — Y —4
- Byl arOESLRRIEOEE T IZIE, By a ML RO B

Bt o 5 RER SBELFEMBE A —T = — A
e HERE D HED TOE EJi ON
(RIKEJFEAA T E v, UE—K UI)
R BEDRE T TOE EJR OFF
(RREIFRAA T #BE/ 30, UE—k UI)
eV NS TV R a T OT
Ax L ad DT

ar—TavZ oT

Ty I AEETaT OKT
Ty I AZAGTaT DT
EORAFTa T DT

% _EFCIE4 T, FDP_ACC.1/FDP_ACF.1 [ZB#E T 51
H—"T x— A

a— R BIERFED SR BE RO T A FRAT

Copyright Canon Inc. 2019
95



Canon

F1TH: 2021/03/23

VE—h Ul bOus A2 31T
7"9?/&“_‘}‘\\?/])/\—75)%0)%7;&% %it’/ﬁi

S 25 PR RE O F FMT_SMF.1 (2B §~ 5 A & —7 = — A ffi ]

S FEEREOF FMT_SMF.1 (ZBEES 51 2 —7 = —AfH ]

TR B — T D /L DX GRS IR BRI B T DA 2 5 — 7 = — A ffE

EAOE T AT/ W22 B O B BL B RE LS B S 5 (2 5 — 7 = — A
H

Ty al OESL R o NI —718{5 TO IPSec & a LD KK

Zy NI —Z(ETD TLS By as ML AL

A O/ SRR S ND B EEFHIE, TOE moifit&insg, TOE @ HEpEHIL, FioEHEEREOR AL
DFENCTRE, bLUIFA LY — =D IEMER H A BUSL CREZI R 52 L CRRESND, 728, ¥
ALY — =T — W — DA T A AR NI Z SN TEY, TOE XA L — " —LDi@EfFIdL, LAN 7
— AR FHEREREIC LD, & TD IP 7y M LT IPSec IC kA0 B0IME 503 T2 b, £7-. TOE D

G BN ZHA LY — X —ZF DR E L, BB 20 LTV E—h Ul D U.ADMIN O 7753 B

BELVRETDHIENTED, [FPT_STM.1]
BB RV | - BRIEPE G > AR E > BREE iR IE > XA~ — B 1% E > B AR E
- RIEPEGT: > RS IRTR T > BREL iR T > v M —27 >TCP/IP 3% %€ >SNTP iR &
UE—hUIl: | - REPREE> X A~—IBIIRE > AL ORE
- BRIEIREE > Ry N —27 >TCP/IP & 7E >SNTP & E
TOE [I5MER 1T M e~ 0/ 21065 T HEREL L CUL AR M35,
07 OREMEED R EIL. VE—h Ul LY, UADMIN O H ) E BEREN D% E S D,
VE—RUIl: | - REPEEE>S T AARER S ER QT DT AR—RIUT >ERas o H#hzs %

W—hRE

A/ 3R ERFANCEEn s — =B ESND, BT PSRRI & (47 1) O 95%IZ#EL
72356 AR BR R EER n 7 — R —(ZEFSND, BB ICRPT 58, BELEER 1T

HEMICHIBRS D, IEE IR LIGA 1T, BRIV A %179, 2V CHRIMLIZS G 13K B O E(E
FEERFRIZEE SD, TOE LA IT Hgnl Dl 51, IPSec K {bAREICLY &2 TR b8 5{bas

F772bs, [FAU_STG_EXT.1][FTP_ITC.1]

TOE (I A 7 ke Ak aE L L CUL 242375,

EHAEIX, VE—N Ul OLLFOBENLEA RS % CSV 77 AV TH AL, BB 52EM8TED, 2
DOHEEEIX U ADMIN O I ZFIHZFF I LCT%, [FAU_SAR.1][FAU_SAR.2] [FMT_MTD.1]

UE—hk Ul:

BEIREE > T ARAAE S ER 0T DT AR —R 70T >SEER QT DT
AR—k
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AAENOEAR TS T —41% TOE Nk HDD (2N I1CHY, HDD B LA REIC Lo THE B M SFD
NTCWD, A TOE ITITEER ODNEEWETHEEK BA X —T 2 —A L7820, HEf=I AR —ME
BEZANILCWD0, BBl o/ & FECHIRR T 52813 TE2, [FAU_STG.1]

Bt o 13 RATT MR FES LD, BEAn 7 Otk EIRBUCEL 725613, b i <tSish - fn
7 EHIBRL ., FrLWEEEn 7 2711775, [FAU_STG.4]

711 BEETY7T —MERE

- XS AHEEEEM:: FPT_TUD_EXT.1, FCS_COP.1(b)(update), FCS_COP.1(c)
[N—TarRiat]

TOE (%, TOE 77 —AU =7 DBLED/R—Va 2S5 6E 714 UADMIN (23R 45,
U.ADMIN [ZLA FOEETUE—bF Ul KL OEE S RIVINE T 77— =7 OBED NN —Va i35
ZLNTES, [FPT_TUD _EXT.1.1]

BE TV | - TS —IBEEREESe— > BEEME R ZOM > TS A AR RS

UE—hUIl: | - RIHEERIPIE > T ARIEH

(77 —NBAtAEE )]

TOE IX. TOE 77— =7 O7 w75 — e Bth35HE /1% U ADMIN (23 7] 9%, U.ADMIN (V&
—hUI DL FOBMETT v 7 T — AT 77— LU =T ZFREL, TENT VT T —h T HIENTED,
[FPT_TUD EXT.1.2]

VE—hUIL: | - BREBE > TR RIZOM > VTR =T OREREF > FET 7T —h

B

(77 —27 =7 fiE]

TOE i%, F8/ 7y 77 —hFIRDO T, T IX /N EL A=A L (FIPS PUB 186-4 |Z3-5< RSA(#E
2048bit)- SHA-256 (L DB A MGE)E W CT 77 —NEH 357 7 — A0 =7 ORGEEIT/29, 77
— AT OIRFEZRILTZGE1E V=R UL IZ= T — Ayt —UNFREN, 7y 7T —MNIH IR
%o 77— LU =T IT 7T — FERMGHT ORI HERF S D, [FPT_TUD_EXT.1.3,
FCS_COP.1(b)(update), FCS_COP.1(c)]

7.12 ‘EVEMSEE
7.12.1 o——FEEE

- XIS THAEEEM: FIAPMG EXT.1 , FMT_MTD.1, FMT_MSA.1, FMT_SMR.1,
FMT_SMF.1

TOEX, L FDEF2 VT 4B 08 e S /cn— /WICIRE T 5, #1FEIE, U E—RUIBHL
ITHBAE SFDD FRLOBEETITHZENTED, [FMT_MSA.L, FMT_SMF.1]
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B R pL | - a— P =i Ia AU BEE LD FICETREND

- /y‘kﬁ>’1&%‘%%§ﬂXﬁ>%@§£ :L““"j‘““'_&@>nm uﬁrﬁfﬁ>nmu :L““"j-““
@;\"ﬁ/fﬁé%(u.ADMlN DIr)

Ve—hUl: | - RECREE > 22—V —FH > RGHE L (U.ADMIN O 4)
-E&Y‘JU?/fE‘I‘i Eé'ﬁz mh Téﬂf_m"—ﬂ/
=4 A ohta U.ADMIN, FTf 9% U.NORMAL
Bh0. HIER U.ADMIN
m—)L RS U.ADMIN
BN, W AR U.ADMIN

TOEL, AT OFT —HITkt T H8F% | TN E B IS — /VIZIRET 5, #Eix, VE—RUIHL
ITHBAE R0 FELOBIETITHZEN TES, [FMT_MTD.1, FMT_SMF.1]

BB SRV | - BRIEPRE > B E > 2 — W — & > R B > SR — RO A
(FTA+% UNORMAL)

- E&i/%ﬁ>%%§§i>%ﬁgﬁﬁ >:L*"]j~*"_&f§> At pE”&ﬁ> At pE:L*‘"j-*‘
DX EIRE (U.ADMIN D)

VEe—hUl: | - REPREE > EHERTE > 22— —EH >HEEH (UADMIN O #4)
X BelE SBRIENT-2—/L
2P X2 —R I AT 9% U.NORMAL

B, A2 HIER U.ADMIN

[—H— 2T —F]
A= AT — R E A REZR ST, 7/1/77/\/F0>j<jz%\ INSCT BT B OV ST

» «“» » €« » “+” «K » « <«

Ky (13 » (13 » <« » (13 » [13 » (13 » [13 » (¥4 [13%24
Y, @7, #, 87, %, N U&7, T U, ), “(space)”, : : c L T

“/” , “:” , “’” , “<” , “7” , “>” , “(?” , “|: “' “¥” , ]37 , “7” , [{] , “{ “, “‘” ,
4T BEDR)THD, Tl /N UFENE. UADMIN (ZXD 15 SCFELLRICERE FTRETH D,
[FIA_PMG_EXT 1]

[2—]

72—/ UL, HHEPED [ _R—2Rm— )L | LT IL5, ”Administrator”, ”Power User”, ”General
User”, “Limited User”, "Guest User”® 5 fE¥ED 11— )L NFLEL TVVD, "Administrator” | 38 FLE [A] 1
—AR—/LTHY ENLS DR — 2 — U T— R HF AT — L Th o,

[_—20— )L | USNDFHLO [ I AS o — )V | 2B T A5 121E, "Guest User” 2 — /LA BRSATEFED
[R—20— )L | ZERREL T, BT HILENTED, 72771, ”Admmistrator”u~/I/Z£~<~X<EL7‘:73?<
H LT — L0 HOENCD D AZ La—)L (G ) L LTSI TV 5 DeviceAdmin”, ”NetworkAdmin”
T UE, —EROE BRMHE R A FF TSI CWOA T L0,

ARERLTIL, L Fo2ffH 01—/ (U ADMIN, UNORMAL) 2 4%, TOE I, ZHHDO&RE A IE
Y7o F B IR EA T, VE—F Ul XK ORE v coar Ao TEnzEiiri 45, [FMT_SMR.1]
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EIMER A A9 Hr— L, Administrator’z— /L2 45,

- U.NORMAL
BRMEIRAE -2 v — L, X—2m— L General User”>OAERL SV D AZ o — L 24 ]

EES

7.12.2 TAAARE KL

- X AEREEM:: FMT _MTD.1, FMT_SMF.1, FMT_MOF.1, FIA PMG_EXT.1

TOE (%, ¥ =27 AHRE A CHERES E o< LUT % Pk AE

FATTDILENTED, #HRIE VT

— R Ul S LISV DORRE PGk > B ERax EDDITHZENTED, [FMT_SMF.1]
Fo X )T BERE[TLS B S HERE] 28N EE/2130% 1L 9582712 U.ADMIN (ZHIFRL TV 5,

[FMT_MOF.1]
G PR RE HH FEA
HAHREZIRED | NE ARG A RR T CE D,
BELkRE o, FALY — S — LT DR ENTED,
B B NV FRE PR Sk > BEAR R E > BREE R E> H AR AR E
PBRAE SO BRE PR > AR i E > BREER E> Ry N — 2 >
TCP/IP #%7E >SNTP % &
UE—hk Ul BRE SR > Z A~ — B 1% E > B TR Of% E
UE—h Ul RER I > BB E > 1 M — 27 > SNTP % iE
HDD7 —# L& | A% TOE Wji HDD @ FHEZHETIEZBIRTED
SMEBEOHE TRl | Bl b i ek > B e > B Bk > 7 — S Bl >
P N—RF AR TR B
VE—h UL G EPR S > BB E>T —F BB > N—RFT A7
SERVHERRE
T —iRIE | WA TOE Wi HDD 7 —# — LA ik z IR L | 1T TE5
et BRI R | BB /b iR > HEak i > B PRk > T — S B >
LT —BIRED T
IPSec X EDEH | W% IPSec #%f5i % iEF: 95 Security Policy Databese(SPD)% & #9-

B HE

%o SPD IZIE, &b a i 4 ol fEH FO&Mt, x93 =—ra
RO S T REDHE NN N EFHRESND,

SPD W IKE 3% & Tl f8iE 7 e L THAT A #O T
REREDOBRIREZATOZ LN TED, GRS LT LT R A
DO ETIE, FRFEA Ny 2L T SHALSHA2(SHA256,
SHA384) DR | 557 b LT AES-CBC D% 7E, &5(Z DH
TN —TF DRI TES, £77 IKE SA DA NI 2R E T
Do

SPD N® IPSec il {5 % & Tl IPSec SA BRI OFEEL.
FOREME AT TV X LDFEEEL T, ESP(SHAL, AES-CBC)
DIFENZD,
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BB B SOV R E PR G > B ek 1 > BREBERR E> R T — 27 >
TCP/IP &% > IPSec % iE

UE—h Ul BB G > BRETEX E > X NI —27 >TCP/IP i 7E
>|PSec & E

UE—h Ul BB G > BRETEX E > Xy NI —27 >TCP/IP i 7E
>|PSec % E > IPSec RY ——HE

TLS R EDOEHE | WA TLS B SASREOEMEBR d F7/- 13 IE BN EFRS D,
AiE F7-. TLS ORG-S 0IE 1 IV ARE B L iR B2 RIN T 22

MTED, ZOTBEIRITL ST, TLS Dy a ML EHIZAWS
FORNBLL T VT XL ENIESND,

BE A B SOV R E PR S > W a ek 1 > B B E > T AR RIZ
DA, >V E—h Ul ® ON/OFF

BBV R TE PSSR > HRR R TE > IR E> Ry NI — 7 >
TCP/IP %7€ >TLS %X &

VE—h Ul: 3R EPB Sk > FBIR E>T AR/ ZDM >Vt —

Ul % E

UE—h Ul 3R B 50 > BB 7E > R N7 — 27 >TLS B &
F—MITHEED | NE A —hIUT AR ETED
B PR RE BERIE BRSO - 2 [k > R BT > PR EE 2 (e A A~ — T )

BE > A — b7 U7 AT Ol R

BB SOV BRE PR > B AR AR IE > BRELR E>Z A~ — [ T]
BE > A — b7V T AT

Ut —h UL B > BB TE>H A~ — B I iE > A —h

I T AT R O H R
VE—h Ul 3R EB G > B > S A~ — B HRRE > A
by T INRIS— | PN by 77 U NERIEE 0y 7 T I N DR E N C XA,
BE D ERARAE By s T YRR 1~10 [EBRIRTE S, (eSS 3 Al
L)
T N

1~60 3O INTE D, (HELEEIX 3 /5Ll 1)

BB TE B SOV R E PR > B ek B > B E> X 2T —
X TE > FRRE S AT — R R E > RIS RE D RY E

VE—h Ul 3R ERGR > B 2T — 5% E > iBGiF/ S AT —RE%
TE > FRREERE DR E

INAT—RR)— | AR B 70 SAT — R DR EZ L— —TRD D012, LLF DD
FRE D PR RE 7R /RAT— RO SE R T DR BE A TR AT D,
~F/NRAT—R % 15 CFELL | 32 SCFLL FICERE CEH1%
HE
- {5 F AT RE SCF

TNT 7 Xy MORILF INCF BF B ORI (7,
“@”, “#”, “$”, «%”, «/\”, «&”’ «*”’ «(“, “)» , “(Space)”,
999 & « | ey « 9y « « IR <, K oy €99 «

EH , 7”, +° , ,7 , _“, /”, .7 , ’”, < , = >n,

“‘7,, <« [“ “¥,, {ZTT) [T3NrY) [{3%Y) 113 {“ <<|,, “},, <<N,,)
. b b 2 2 — b 2 b 2
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BAEE | B E SV RROE SR > BEERRR E > E R E> X 2 ) T —
R E > FRRE SAT — R GE > /XA — R iR E
UE—h Ul 3R EPS G > BB E> X 27— R E > Wik
AT —R O E
a7 E e | WA PEBITASHS L TV D EE R DIV LN TED
e — N EEE 2R E T 070 0 IXE iR ER
THILENTED,
BTk UE—h Ul RER Sk > B BER E>T A ARIE > A7 O
T AR—NIIT
mEETYTT— | AR BH 277 — U =T AR ETD
MEER A BIEFE | VE—k Ul E BT ALy A Z D> 7 =7 ORI E
Fr>FET 7T —h
LR
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