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1 ST introduction

1.1 ST reference

ARHiClX Security Target (UL T, ST &&97) ORgAIE A& Flak 45,

ST 44 Fk: Canon imageRUNNER ADVANCE DX C357/C257 Series 2600 model Security Target
=g 1.06

FEATH v/ oAt

FATH: 2021/02/25

1.2 TOE reference

AHiTIE TOE OipE#A ek 45,

TOE 4 #5: Canon imageRUNNER ADVANCE DX C357/C257 Series 2600 model
IN—Ta 1.0

. A& TOE 1XLA FITRTY 7Ry =7 N—R7= T h bS5 ([)1E TOE #51I1E #ar~1),
*iR-ADV t¥F=U7 1 —F >+ AQI for IEEE 2600 Ver 1.00 (fJ4#1> 7 b7 = 7)
[EF=U7+—F >k for [EEE 2600]
[Arhr—F— =g 2208]
[PCL]
[PS]
-Canon imageRUNNER ADVANCE DX C357/C257 Series 7 77 Af}&
[iR-ADV C357, iR-ADV C257]
[Super G3 FAX Board-AT]
*Canon MFP Security Chip 2.11
[Canon MFP Security Chip 2.11]

LA TR
*iR-ADV Security Kit-AQ1 for IEEE 2600 Common Criteria Certification Ver 1.00(system software)
[Security Kit for IEEE 2600]
[Controller Version 2208]
[PCL]
[PS]
+Canon imageRUNNER ADVANCE DX C357/C257 Series with Fax
[iR-ADV C357, iR-ADV C257]
[Super G3 FAX Board-AT]
*Canon MFP Security Chip 2.11
[Canon MFP Security Chip 2.11]

1.3 TOE overview(TOE #E)

AEiTliX., TOE fE5l]. TOE Offi [l 715, TOE O E B/t X 2V T MBI DWW TRk 45,

1.3.1 TOE &3l

TOE X, 7'V > NERE « A% v UHHE « a B —HERE - 7 7 7 ARKEE « SCEORLT & BD H UHKEE -
HDD W SAbSRE A 2 1= P X VA TH 5,
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1.3.2 TOE fERFEE EE X2V T 1 HEE

TOE 1%, 7V MERE, AFX v HRE, 2 —BERE, | 77 7 AZAGHEEE, 77/ A EHERE, 777 A1X(E
F§HE . 2515 (Universal send) HE, =— W —7R 7 ZHKEE) ZFF> MEP THY, P LAN (2L CHI
H3 %, ZNOOMREZRET A7, Il 250 FRAE T AHEEE . HEFRICEE S<UE T — 2 0MRe
X957 7B AIEIERE, 5215 a7 OEEIEHIR, TOE WO AR — VI RFFSIVDRR E IH S SCE
T —H DI FLHEEE . HDD 7 —Z 52 2{H FHERE . LAN 7 — X HRE. B 7 AMEEE, = — Y —#
VEZEEET 5720 DA BUSHKEE ., & HE ICRESNIEHEREZ RO,

1.3.3 TOE DEFBEE

TOE I, 2" —H§AE - 7"V MEHE - 2515 (Universal Send) #§RE 7 77 ABERE -1 7 7/ AZAGHERE - = —
— Ry 7 AHERE, R H R > A TH D, TOE NS 95 U.S. Government Approved
Protection Profile - U.S. Government Protection Profile for Hardcopy Devices Version 1.0
(IEEE Std 2600.2™-2009) TIiZLL FO LS FI BB A48 EL T2, (“IEEE Standard Protection
Profile for Hardcopy Devices in IEEE Std 2600™-2008 Operational Environment B” “1.1 Scope”
MEOF )

Figure 1 {%, TOE TH5HT ¥/ # &< Canon imageRUNNER ADVANCE DX C357/C257 Series 2600
model >DA 7V ar B THEREZ N T 556 OEM R THY | A LRVERED 555121,
BRI IR R D58 0305,

Figure1 TS 4RJL#EE W< Canon imageRUNNER ADVANCE DX C357/C257 Series 777 AfF&>MER
BRI
TUANERE
= #HE
LR - AR —/ N —

/]
——— SRT L | A—H—
RyyR | RuHR
N
R E—————— HD

— D7 IREIERE(BFA—IL)

&-‘é‘c,_')l’ﬂ'_’ \—

O, REBLAN &3,

0

<A

R yslogtr I\—
k-
X

EERSTRAI7ZAILY—/—
(SMBH—/3—)
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Flgure LR X7 BRI Tl 7 V2 VEAHIINGS LAN IZX> TA— L — " — a2 —H—
FOREY— N — oy [ 7 7 A /L —/3— (SMB #—/3—) 1 Syslog #—/3—2 | PC, Firewall |Z#%
FEINTEY, Firewall 122> Internet 7>HNHES LAN ~OBERZHNTWD, T /&/V%ﬁé\%ﬂi\ 5
B CARANT B A LEE 1 77V AEERE LAV IEE LD, 1 777 AEZAE L1203 5720

— = R—ZEHE T 5, FI2. PC 2V TEF LEE TV, RFETHIENTE, Web 77&47‘375:
PC HIZAV AN VT DL TT UVANERHEVE—MRET DL ATRETH D, 72721, PC 25T
UNEATOY AR, W) TV A — R T A N—% PC IZA VANV L TEH T 20N HDH, USB 7r—
T VTC PC R EEHHE T AZE T PC O DEF LEELTVN RFTHZELARETHD, 7272, USB
Pafpi ©T VA NAE BN PC R0 USB T /A AT — X R AF T DI LIL TERW IR B R E
T2,

F\Z, TOE |34 A L% — =5 1EMe7R H R BUS L CREZI R 21T - 720 SN O — W —F8RE Y —
/\~k@?*?“za TR FE ORGRRHERE A TR L 72032282 I REL L CWD, Fi-, B/ 7
TANY— N RO T Z EIICH )52 8%, Syslog — N—ICEEAR 0 2R ETHZ L TE
%, 7238, TOE I HDD [ZHEMIEND T R CHOT —X &l 5k 3%, HDD Ki5{bAREZ i 2 T\ D,

1 CC FHliZRT DT ANREE Tl & ns A7 74 /¥ —/3—1% Windows Server 2012 R2 Standard Edition ZF]HL
7

2 CC i3 A7 ANEREE Tl Syslog % —~3—{% Windows Server 2012 R2 Standard Edition _F-"C, psyslog v1.04 %
FIHLT,

3 CC FHMiiZ 31T BT ANBREE Cld, Web 777 %1% Microsoft Internet Explorer 11 ZF L 7=,
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1.4 TOE description(TOE i2iR)

TOE &35 U.S. Government Approved Protection Profile - U.S. Government Protection
Profile for Hardcopy Devices Version 1.0 IEEE Std 2600.2™-2009) D %K IAk % FZH 4 5H7-012
PAF D57 TOE a7 %,

TOE O¥y PR #iH SR ERAE P IXLL O Th o,
1.4.1 TOE OipBf&iH

TOE 13IN—RUxT VT I =T DOIERSNTZT VX NVAE A TH D, YERIFPHITILL T Figure 2
R TH 7 ThD,

Figure2 TOE D/N—FK9x7/)I+9x7

HE IO TT
(TOE:YZk9z7)

Canon imageRUNNER ADVANCE DX C357/C257 Series 7 727 Afh&
KEN—FzT
(TOE:/N—F9zx7)

TOE ZHR T oA N—RD =7 T %H< Canon imageRUNNER ADVANCE DX C357/C257 Series 77
JAfFE >LiE, Table 1— ®ET A 7 » 7 —BIZR T Canon 1mageRUNNER ADVANCE DX
C357/C257 Series (Zi#)27 77 AR —R A~ /a/z»i»pﬁﬂ BELUTARIRICEEL, 777 AR — R & ifilis
7LD TH D,

Table 1 — /g4 Ty S—E

BS54 F7vF Canon imageRUNNER ADVANCE DX C357/C257 Series

DT RIZEBEETIV
iR-ADV C357F/iR-ADV C357iF
iR-ADV C257iF

DT RFEEHETIL
iR-ADV C357/iR-ADV C357i
iR-ADV C257/iR-ADV C257i

KT AT T B F RN T VL, 777 AR — R PR EH SN QDI LA R T
KT AT TN ET VL, PCL/PS _R— U530 & B S B H S QAT LRkt

Ty ) AHERET N EEBICHET RET 7V AR —RAFRILL F Oy,
Super G3 FAX Board-AT1

TOE %R 5l Y 7 b 7 = 7 1Z<iR-ADV £¥ = U 7 ¢+ —% > b + AQI for IEEE 2600 Ver 1.00
SNIZT AAZAT AT ICCRMEND (a2 hr—F—1—T g2 V22.08), £7-. PCLPS ®»-2
— VRN EEEAMET AT, MR T A v ARG T a v EHEL, HA X RITHEVEERE
EHINCT DR D D,

TETRETA VAL TV a VARITILLTOWEY TH 5,
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HA : PCLZI=alb—va iESFy b AS 14 PSPLESFY b BF 14
i PCL Printer Kit-CJ14, PS Printer Kit-CJ14
Z Ot Hikk 2L (BEEEH SN TWA DA Ty g L RE)

< Canon imageRUNNER ADVANCE DX C357/C257 Series 777 Af}& >IZ<iR-ADV EF¥ =2 U 7 1
—% > bk + AQI for IEEE 2600 Ver 1.00 >|Z[FRSNAHIEY 78T =T %A A=)V L, TAX AL
DEFEREZITHOZLET TOE T#H5H< Canon imageRUNNER ADVANCE DX C357/C257 Series 2600
model >NFERKT D,

7, TOE ([Z&EN DA X AE<iR-ADV EF=2VU7 r—Fvk+AQI for IEEE 2600 Ver 1.00 >(Z
R S AVHB R ~ AL S D, 30 & IR AR 2 T REICRE#T 5,

*  iR-ADV Security Kit-AQ1 for IEEE 2600 Common Criteria Certification Administrator Guide
[FT6-2662 (000)] (#%)

* iR-ADV t&F¥=2U7r—F% v+ AQI for IEEE 2600 7 RI=AR—&—H AR[FT6-2661 (000)]
(%)

¢ Before Using the iR-ADV Security Kit-AQ1 for IEEE 2600 Common Criteria Certification [FT6-
2663(000)] (#)
(Fn3C4 #R) iR-ADV ¥ 207 —F >~ AQl for IEEE 2600 Z W M/ LRNZIBHEALTES
VY

* imageRUNNER ADVANCE DX C357/C257 Series 2600 model (1.0) User's Guide [FT6-2666
(000)] (CD)

TOE 1%, IRFEStE0HEEES L IXRBIE A #EH L, LLFIZRE#E O — BB G ® 5 S 7%
B EEF ~BLE S LD,
AREN—RT =T BRELT AT T DIG 777 ZAFEREEHTE TV | TR S DS &
e iR-ADV C357F, iR-ADV C357iF, iR-ADV C257iF (VT NDE T LNELESID)
e iR-ADV tF=U7 r—Fvk-AQI for IEEE 2600 Ver 1.00
(E44 F1r - iR-ADV Security Kit-AQ1 for IEEE 2600 Common Criteria Certification Ver 1.00)
e  PCLTI=l—3al Lk yh-AS1 R UPSHLIESYhBF1 (H A _ﬁaiiééné%é\)
AEN—RT =T BT Ty T DOIG 77 7 AIHEH T T L | TR SIS
e iR-ADV C357, iR-ADV C357i, iR-ADV C257, iR-ADV C257i (\ Wﬂﬁx@%f/miﬁaﬁém
%)
¢ Super G3 FAX Board-AT1
* iR-ADV Security Kit-AQ1 for IEEE 2600 Common Criteria Certification Ver 1.00
e PCL Printer Kit-CJ1 }% O} PS Printer Kit-CJ1 (i [E | ZFl 6 S 558
RBRLTA Ty T DB, HARICIK iIR-ADV C357F OABNELESILD, KINIZIE iR-ADV
C357iF/iR-ADV C257iF DWW N DElE S5, #EE X iR-ADV C357/iR-ADV C257 D\
NONELE SN D, Do HiEKIZ 1% iR-ADV C357i /iR-ADV C357iF/ iR-ADV C257i /iR-ADV
C257iF DWW I ELE SN D,

4 S AL AF Ty a Ly OFEBEORKREHIL, IR-ADV X =2U7 r—F>h-AQ1 for IEEE 2600 Ver 1.00 &
L CHRIE SN ARIEY 7 by 2 TIZEEND,
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1.4.2 TOE DiuBAELEE
TOE OimPRRY#iFH% LL T O Figure 3 TR 5 (22— —, 2 —H —FRFEY—/N— A—/LH—r3—

Btrns 7 7 A — 83— Syslog #—/3—_ PC, ZA LY ——%[r<), TOE OEx U7 HRRIE
BOTTRTHES ThHD,

Figure3 TOE D#EEHERL

A—H Y —/\— A— )Lt —13— PC B Lt —13— BEEOYRAITAY-N-

Syslogt—/\—
[(ivmmse |||[ szome ||[[ weousey ||| wewe  ||[ sroesse |
| eanr—smmimte | ||| Lavr—smmmee ||| oave—smmmne || || cave—smmmne ||| Lan—smmme
it | wrxE| wrsxa] s g0
TOE
A 4 A 4 A

| LANT—SREEiHE |

JEExE
| vavmaroexmmmee || a—v—mmmee || rooF—smemmme |
i
[wavaoroexmmme || scravme || szoome | R
| B || mEvaomzee | B eax
1 i EROR
[ Tuormee || oe—me || Rovzimse z
| roomsimse |
[ Rxvomee || wmmme || mEme | I
i i S—
IE;"E | manamie || mome |
— F—50%h
e wxE | #xE
| - |

TOE XL F o —BkRe s 9%,
- aE—HRe
MLELAF v CHirAI, TV HZECED  BSCEEZE T T OHRE Th D,
- U MERE
TUHNEGHENDOET LES PCOKESNDLE T LH LR CEFICT VM DB ThHD,
- 1 77U RZAGHERE

A B =R LT T 77 AEL TET LEEXZETOMIETHD, | 77/ A ESNIZT 7V
T ZERICTVAASNTICV AT ARy 7 AR FSND, RFSNTZT 7 A /WE, HER
LTV b HEE, HIBRNTE D,

- TrIRZAEHERE

77 7 AMEREN LT, BFLELZETIHIRETHD, 777 AZEEINTET7 7 A4V, %
BRFICT Y  FENTIZV AT ARy 7 ARG END, IR ENTZ T 7 A VL, B b X
WY b KE, HIBRBTE D,
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- T o RRIRHRE

L ELEZ ATy L TERSNIZE - LERCL— Ry IR/ AT LRI AR FESNTNDE
FUEET 7 I ARG T HHEEETHD,

- {2 (Universal Send) #fe

ML EL Ay L TUERSNTZE - LERL— =Ry T A/ AT LRI A RIESIL TSR
FEE TIFF <° PDF 77 ANV CTEFA— /LT RL AR PC OIF T3 NZ — 1 777 AL
H(E T DHRE TH D,

R e s

ZOMEREIL, 22—V =R IANA A= T 7 A VAR T DI RE L 2 — — R 7 ADARAFESCEEF]
T DHREIC KRB TED,

- PR I ANA A=V T 7 ANV EARAET DM

AX X T LAt RIA T EA LERL, PCIC TRy AMEF R E LB CE A — Y —
Ry I ANARAFET DHERE Th D,

- A=Y =RV ZADLRAFCE LR 3D AE
A= PRy I ARAFENT A L LT T O#IERTED,
- BFXETVONRE) Ok
- BIXEOTIR
- EICEORRE
- EFLEOHIER
- Ul nE
=P =D SV Z T TOE Z#1ELTZD, TOE 28 E S FUZFIRLTZN 2,

TOE 1%, L T O eX 2T 4serH 7%,
- :L‘_"'j-”_‘nu uiﬁ%éﬁb
BRI D NZE T T2 TOE BRIH SN I, IEN o —H —%38GET 5,

:L’—‘H- mu i i TOE lj\j—(ntu nft@‘élj\] anu nE&%J‘B@:L“—‘H“—nL‘ M qj“_/\’—%ﬁﬁb \Tnu nEﬁ—Z)ﬂ‘
Bnu nE;gqu-‘T ]\‘ﬁ”‘é ﬂ‘nﬂmu M j‘énu nEji‘Jc i Kerberos ity nESYfl:) L/< i LDAP it nls%ﬁﬁl/ \%)

- VadEITT 7 AR RE

PRESN T — =D RN DO T A NVAE B REDOBERER FEAT TERWIDIZ, 2 —HF—Dr—L(Z
U CEFRMSRE D T TH T Al 5,

- BAYaT T eI
BALEY a7 Izt LT AV oV ar v A SOBREEZ a7 B AL o — Y — I ZHITRT 5,
- BEEVg T HE AR

I LTe2a” O LAN ~OREZ il S 5, 77 7 AT A 2 U B %72012, 777
AZAG T a7 DEREEHIRT D,

- HDD 7 —# i L kaE

5 CC RHIZIs1F 57 AMEREE Tl Kerberos #83EEL T Active Directory Domain Services 5| L 7=,
6 CC il 57 AR CTld, LDAP #8FE& L T eDirectory 8.8 SP8 ERIALTS
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Va7 FATRHAER SN A A= T — N FRHENDZ 2B T2, HDD OFEIFA A~V T
— A FEXLCREEMETD,

HDD 5 5{Lp%HE

HDD %##;5 5D HDD 5 —Z ~D T 7B AT AN A0 F DAV E S AR N
SNT-HE LT > 71280 HDD IS DT X TDT — X &5k 35,

LAN 7 —Z{RiERE
LAN 7 —#®D IP /X7y hM~DA=y 77V 7 5RELU T, IP 737 M IPSec (2 THE 51k 975,
H &7 AMERE
FHEOEX 2T AEEEDN IEH CThoZeh  AZ— 7y 7R ICIRGET 5,

B AT B RE

2P OREE R TEH IR 2 AR L, HDD ISR HHHETHY, BICRIFSE
AR R I CXDIOT D, R, BEREEEA RS 7 7L —/S—R Syslog ¥
— N RIFT DL TED,

7\ ELERS D H BEE HUL. TOE 7 Bigf&is, TOE @ H Bl HiL, EEEREOF A, HLUX
KA DA — =B IEME: H B2 BUS U CREZIRIMI 452 L CREESND,

EEEbRE

A= P =Rom— VARG IR T D720 O 2 — W — PR RE L S Tl 2 2 ) T o B RE D R B BN
FTHIDDT ARG HERETHY | LHIZEHE DI NTHERRESILTND

s

et

- H

B

A ST CTIXLA T OmEEE- HEE A5,

Table 2 —WEFE - FIFE

W55 - G GikZ

TUHNAG BN ot —iEE, 777 ARERE. 7V MERE . 255 (Universal Send) B§AEZ2 &% Dt

FOEAKOZ L, ZTNOOREREZ T 572 . RKAEED HDD ZFF,

Hly 7 h =7 AKEAN=FY =T EEIEL B 2D T RO Z 75V 7 =7 Th D,

BE 3L FOINABERERER T AR 72T OOEDTHY, i —L &y F %
NWINDIERRESIL, T AN E A B ET DI SN A X —T = — R
TH D,

JE&—h UI Web 77775 LAN R L CF P2V ESEICT 78 AL, T2V EL

BEOENMERM DO MRV a7 OFE, Ry 7 ATk DHE, KRR EREN
TEAA LB —T =—ATh5H,

HDD T VHVEABITIERSN DN —R T ARI DL, HIEY 7y =7 B LY {7
A PEDRATEND,
17774 T 7 VAL EDEZAZEATI DDA 7ZLL T, BRI Tl A& —

P NAF T DA H— 2N T 7 I AD L,

AA=TT 7 AV IR IAIR TVR, BRI Lo TT VA NVE BN SN EHg 7

\__&O
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W 2t

B!

TURIVARA—=TT
7A IV

abt— P REDO a7 OIBPITAEREISN ., YCad NE T TAHAERE I AA
A—=TT 7 A

n—/L T 72 AHIERERE TR A2 —F — DR THY, K2 —HF—I121FTVED
DOu— LINEFEAHTBND,
HOEMPLD EHRSINTCNWDET 74/ ha— LNz, HAZLa—)LELTT 7 4
IhE— L THRDONT=T 7 B AR Z B L= FR O — L E{ER T 52
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PP TEFEIN TS U.ADMINISTRATOR,
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2 Conformance claims

2.1 CC Conformance claim

Z®D ST 1%, LA F® Common Criteria (UL ., CC &M&4) 12 &1 5,

- Common Criteria version: Version 3.1 Release 5
- Common Criteria conformance: Part 2 extended and Part 3 conformant
- Assurance level: EAL2 augmented by ALC_FLR.2

2.2 PP claim, Package claim

ZOSTIE LLFD PP ICHEET 5,

- Title: U.S. Government Approved Protection Profile - U.S. Government Protection Profile for
Hardcopy Devices Version 1.0 (IEEE Std 2600.2™-2009)

- Version:1.0

Z® ST iZ, LL F® SFR Packages j#& . 1BINTHD,
- 2600.2-PRT il &
- 2600.2-SCN i &
- 2600.2-CPY &
- 2600.2-FAX &
- 2600.2-DSR i &
- 2600.2-SMI BN

2.3 SFR Packages
2.3.1 SFR Packages reference

Title: 2600.2-PRT, SFR Package for Hardcopy Device Print Functions, Operational Environment B
Package version: 1.0, dated March 2009

Common Criteria version: Version 3.1 Revision 2

Common Criteria conformance: Part 2 and Part 3 conformant

Package conformance: EAL2 augmented by ALC_FLR.2

Usage: This SFR Package shall be used for HCD products (such as printers, paper-based fax machines, and
MFPs) that perform a printing function in which electronic document input is converted to physical
document output.

Title: 2600.2-SCN, SFR Package for Hardcopy Device Scan Functions, Operational Environment B
Package version: 1.0, dated March 2009

Common Criteria version: Version 3.1 Revision 2

Common Criteria conformance: Part 2 and Part 3 conformant

Package conformance: EAL2 augmented by ALC_FLR.2

Usage: This SFR Package shall be used for HCD products (such as scanners, paper-based fax machines,
and MFPs) that perform a scanning function in which physical document input is converted to electronic
document output.
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Title: 2600.2-CPY, SFR Package for Hardcopy Device Copy Functions, Operational Environment B
Package version: 1.0, dated March 2009

Common Criteria version: Version 3.1 Revision 2

Common Criteria conformance: Part 2 and Part 3 conformant

Package conformance: EAL2 augmented by ALC_FLR.2

Usage: This Protection Profile shall be used for HCD products (such as copiers and MFPs) that perform a
copy function in which physical document input is duplicated to physical document output.

Title: 2600.2-FAX, SFR Package for Hardcopy Device Fax Functions, Operational Environment B
Package version: 1.0, dated March 2009

Common Criteria version: Version 3.1 Revision 2

Common Criteria conformance: Part 2 and Part 3 conformant

Package conformance: EAL2 augmented by ALC_FLR.2

Usage: This SFR Package shall be used for HCD products (such as fax machines and MFPs) that perform a
scanning function in which physical document input is converted to a telephone-based document facsimile
(fax) transmission, and a printing function in which a telephone-based document facsimile (fax) reception
is converted to physical document output.

Title: 2600.2-DSR, SFR Package for Hardcopy Device Document Storage and Retrieval (DSR)

Functions, Operational Environment B

Package version: 1.0, dated March 2009

Common Criteria version: Version 3.1 Revision 2

Common Criteria conformance: Part 2 and Part 3 conformant

Package conformance: EAL2 augmented by ALC_FLR.2

Usage: This SFR Package shall be used for HCD products (such as MFPs) that perform a document storage
and retrieval feature in which a document is stored during one job and retrieved during one or more
subsequent jobs.

Title: 2600.2-SMI, SFR Package for Hardcopy Device Shared-medium Interface Functions,

Operational Environment B

Package version: 1.0, dated March 2009

Common Criteria version: Version 3.1 Revision 2

Common Criteria conformance: Part 2 extended and Part 3 conformant

Package conformance: EAL2 augmented by ALC_FLR.2

Usage: This SFR Package shall be used for HCD products that transmit or receive User Data or TSF Data over a
communications medium which, in conventional practice, is or can be simultaneously accessed by multiple
users, such as wired network media and most radio frequency wireless media. This package applies for TOEs
that provide a trusted channel function allowing for secure and authenticated communication with other IT
systems. If such protection is supplied only by the TOE environment, then this package cannot be claimed.

2.3.2 SFR Package functions

Functions perform processing, storage, and transmission of data that may be present in HCD products. The
functions that are allowed, but not required in any particular conforming Security Target or Protection Profile,

are listed in Table 3.

Table 3 — SFR Package functions

Designation Definition

F.PRT Printing: a function in which electronic document input is converted to physical document output

F.SCN Scanning: a function in which physical document input is converted to electronic document
output

F.CPY Copying: a function in which physical document input is duplicated to physical document output

F.FAX Faxing: a function in which physical document input is converted to a telephone-based document

facsimile (fax) transmission, and a function in which a telephone-based document facsimile (fax)
reception is converted to physical document output

F.DSR Document storage and retrieval: a function in which a document is stored during one job and
retrieved during one or more subsequent jobs
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Designation Definition

F.SMI Shared-medium interface: a function that transmits or receives User Data or TSF Data over a
communications medium which, in conventional practice, is or can be simultaneously accessed
by multiple users, such as wired network media and most radio-frequency wireless media

2.3.3 SFR Package attributes

When a function is performing processing, storage, or transmission of data, the identity of the function is
associated with that particular data as a security attribute. This attribute in the TOE model makes it possible
to distinguish differences in Security Functional Requirements that depend on the function being
performed. The attributes that are allowed, but not required in any particular conforming Security Target or
Protection Profile, are listed in Table 4.

Table 4 —SFR Package attributes

Designation Definition

+PRT Indicates data that are associated with a print job.

+SCN Indicates data that are associated with a scan job.

+CPY Indicates data that are associated with a copy job.

+FAXIN Indicates data that are associated with an inbound (received) fax job.
+FAXOUT | Indicates data that are associated with an outbound (sent) fax job.

+DSR Indicates data that are associated with a document storage and retrieval job.
+SMI Indicates data that are transmitted or received over a Shared-medium interface.

2.4 PP Conformance rationale

TOE %, ’7“‘\“/\‘5’/1/5@/5\%%@i%fiﬁﬁ%“cﬁéﬂfh TV AFX T T 7 AOBRITIN R SCER
1FFEHE. LAN 7 — X OB5 BAUHRE A 2 352 LD, 2.2 T PP claim, Package claim (23317 % PP
ICEHRSNTWDHTTO SFR Package WATHIEITEY THD,

728 AR ST A& E9E 9% PP 1L, IEEE Standard Protection Profile for Hardcopy Devices in IEEE Std
2600™-2008, Operational Environment B |Zi& 5L, 7> CCEVS Policy Letter #20 |ZE&RIINLDONEL S
NIEHEDTHD,

LLFIZ, 6 @ SFR Packages =@ L7= PP & Z @ ST %t L T <,

%9, Security Problem Definition (ZBJ L T, PP & ST #Z ik 5&, LLTF® OSP 20 & -2iBMLT
WHLISMEFRIC TH D,

P.STORAGE.CRYPT
ZHUE ERBEEEZHRIL TOADOTIERL ., TOE AL TV OSP Tho,

P> T, LA R DRAL T D,
- STOEX 2T (REERZTT-T T X TOTOEIX, PPOEX 2T 4 EHERLIE-LT\A
- PPOEFX )T iR E TR AT - T R COEMAREIL, STOEX 2T iREERLH/-L TS

RIZ, Objective IZBI LT, PP & ST %9 5L, LU T D Objective & U & DiBMNL TWAHIEHNEF
CThd,

O.STORAGE.CRYPTED

A Objective ZFEHL 457, FCS_COP.1(h) % O* FCS_CKM.1(h)2SBINEThd, ZbiE, PP L0t
TOE O 55 F AT 256D ThD, Lo TA Objective 1%, TOE ZHil#IL TV % Objective TH 2D,

PE->T, LR AL T D,
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- STOTOED X 2T 455 T #ai -7 T X THOTOEIL, PPOTOED X 2T (%5 T #Hb i L

NQAYS

- PP OIEMBE O TR 2) T o H 7 ST R TOME AR

*HR FEFD LTS

I HIT, FEREEMCRI LT, PP & ST #Lh#kd 5L, Table 5 DIHIT
CRHEL T, &HI2 ST TlItpe st

() 3RSV E T

NTORRREZE M

7233, PP Package #i#l. PP O%5E

LRIl

FITH:

X, ST OEHBR

EYIEY(NQAYS

Table 5 —PP., ST TOMBEE L InFR

BEovxal)rg

\Z 6 > SFR Packages & 63"

VM T AL ORI NI AR,

PP_Package PP O#reE 4 ST DHREE 4
Common FAU GEN.1 FAU GEN.1

Common FAU GEN.2 FAU GEN.2

Common FAU SAR.1 FAU SAR.1

Common FAU SAR.2 FAU SAR.2

Common FAU STG.1 FAU STG.1

Common FAU STG.4 FAU STG.4

Common FDP_ACC.1(a) FDP_ACC.1(delete-job)
Common FDP_ACC.1(b) FDP_ACC.1(exec-job)
Common FDP_ACF.1(a) FDP_ACF.1(delete-job)
Common FDP ACF.1(b) FDP ACF.1(exec-job)
Common FDP RIP.1 FDP RIP.1

Common FIA ATD.1 FIA ATD.1

Common FIA UAU.I FIA UAU.I

Common FIA UID.1 FIA UID.1

Common FIA USB.I FIA USB.1

Common FMT MSA.1(a) FMT MSA.1(delete-job)
Common FMT MSA.3(a) FMT_ MSA.3(delete-job)
Common FMT MSA.1(b) FMT MSA.1(exec-job)
Common FMT MSA.3(b) FMT_ MSA.3(exec-job)
Common FMT MTD.1(FMT MTD.1.1(a)) | FMT MTD.I(device-mgt)
Common FMT MTD.1(FMT MTD.1.1(b)) | FMT MTD.I(user-mgt)
Common FMT SMF.1 FMT SMF.1

Common FMT SMR.1 FMT SMR.1

Common FPT STM.1 FPT STM.1

Common FPT TST.1 FPT TST.1

Common FTA_SSL.3 FTA_SSL.3(lui), FTA_SSL.3(rui)
PRT FDP_ACC.1 FDP_ACC.1(in-job)
PRT FDP_ACF.1 FDP_ACF.1(in-job)

SCN FDP_ACC.1 FDP_ACC.1(in-job)
SCN FDP_ACF.1 FDP_ACF.1(in-job)

CPY FDP_ACC.1 FDP_ACC.1(in-job)
CPY FDP_ACF.1 FDP_ACF.1(in-job)

FAX FDP_ACC.1 FDP_ACC.1(in-job)
FAX FDP_ACF.1 FDP_ACEF.1(in-job)

DSR FDP ACC.1 FDP_ACC.1(in-job)
DSR FDP_ACF.1 FDP_ACE.1(in-job)
SMI FAU GEN.I FAU_GEN.1

SMI FPT FDI EXP.1 FPT FDI EXP.1

SMI FTP ITC.1 FTP ITC.1

Common - FIA_AFL.1

Common - FIA_SOS.1

Common - FIA_UAU.7

- - FCS_COP.1(h)
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PP_Package PP O#REE 4 ST DHREE 4
- - FCS_CKM.1(h)

SMI : FCS_CKM.1(n)

SMI ; FCS_COP.1(n)

SMI - FCS_CKM.2

PP TiX. FDP_ACF.1(a)IZEB T, +FAXIN @ D.DOC @ Delete, +FAXIN @ D.FUNC @ Delete (Z
x4 % Subject Z UNORMAL & LTV 475, ST TlX FDP_ACF.1(delete-job)IZF3V T, Subject %
U.ADMINISTRATOR & L, UNORMAL @ Access Control rule # [Denied] & L CW\5, F7-, PP
TiE. FDP_ACC.1 {235\ T, +FAXIN ® D.DOC @ Read | %1% Subject # UNORMAL * LT\
%73, ST TliX FDP_ACC.1(in-job)iZ 3\ T, Read (ZX}$ % Subject 2 U.ADMINISTRATOR & L.
U.NORMAL @ Access Control rule 2 [Denied] & L Tu\5,

3R U7z ST OBERE (D EI U £11F1E Delete <> Read AIHE72 Subject D #iFH % %, UNORMAL O
7 7 & AH[HETR: Object 272 < TEIV 17 TH Y PP OFEREE M L 0 L HIIRAR T 7 & AHIA1T
STWAEEZD,

PP TiE. FDP_ACE.1(a)l2#\ T, +FAXIN @ D.FUNC ® Modify |~ %3 % Subject Z UNORMAL
L LTW5H 23, ST Tik FDP_ACF.1(delete-job)IZ 3V T, Subject Z U.User & L, Access Control rule
% [Denied] &L T3,

ST OHEREEMFOE D AT I BEREOFI T &2 £ D Subject IZHFF SRV E S IZT2HIV T THY |
PP OREREZEE X 0 b HIIRAY 72T 7 B Al 21T > T\ 5 EF R D,

PLEOZHBH XY, ST TR TS SFRIZ, PP TRl RENTWA SFR LV IR%E7-13k0
HIRA, THDEWZ D,

T LU ARALT 5,
- STOSFR% i 7239 COTOEIL, PPOSFRL# 7L T

F72. ST DERFEENFIE PP OIRFEEELFRIC THD,

PLEIZEY, 20 ST 1% PP IZH# LT, TOE (2[RI L EOHIFRZFRL . TOE OiFHERERIZ[FE%LL T O
HIFRZRREL CUD,

E>T, ZD ST IL PP Zifikma L C\5,
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3 Security Problem Definition

3.1 Notational conventions

a)
b)
c)

d)

9)

Defined terms in full form are set in title case (for example, “Document Storage and Retrieval”).
Defined terms in abbreviated form are set in all caps (for example, “DSR”).

In tables that describe Security Objectives rationale, a checkmark (“v") place at the intersection of
a row and column indicates that the threat identified in that row is wholly or partially mitigated by
the objective in that column.

In tables that describe completeness of security requirements, a bold typeface letter “P” placed at
the intersection of a row and column indicates that the requirement identified in that row performs
a principal fulfillment of the objective indicated in that column. A letter “S” in such an intersection
indicates that it performs a supporting fulfillment.

In tables that describe the sufficiency of security requirements, a bold typeface requirement name
and purpose indicates that the requirement performs a principal fulfillment of the objective in the
same row. Requirement names and purposes set in hormal typeface indicate that those
requirements perform supporting fulfillments.

In specifications of Security Functional Requirements (SFRs):

1) Bold typeface indicates the portion of an SFR that has been completed or refined in this
Protection Profile, relative to the original SFR definition in Common Criteria Part 2 or an
Extended Component Definition.

2) Italic typeface indicates the portion of an SFR that must be completed by the ST Author in a
conforming Security Target.

3) Bold italic typeface indicates the portion of an SFR that has been partially completed or
refined in this Protection Profile, relative to the original SFR definition in Common Criteria
Part 2 or an Extended Component Definition, but which also must be completed by the ST
Author in a conforming Security Target.

The following prefixes in Table 6 are used to indicate different entity types:

Table 6 — Notational prefix conventions

Prefix Type of entity
U. User
D. Data
F. Function
T. Threat
P. Policy
A. Assumption
0. Objective
OE. Environmental objective
+ Security attribute

3.2 TOE ®D=—#—

TOE ®=—#— (U.USER) %, ATDO 2D 22—V —|ZH0HTE 5,

Table7 — Users

Designation Definition
U.USER Any authorized User.
U.NORMAL A User who is authorized to perform User Document Data processing functions
of the TOE.
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Designation Definition
U.ADMINISTRATOR | A User who has been specifically granted the authority to manage some portion
or all of the TOE and whose actions may affect the TOE security policy (TSP).
Administrators may possess special privileges that provide capabilities to
override portions of the TSP.

3.3 TOE 0¥
%pEIL. User Data, TSF Data, Functions @ 3 fE¥ECTd 5.,
3.3.1 User Data

User Data |X, —H—IZXk > TIEEND TOE O = U T  HEEICITHEL 5.2 70\WTF—X
ThHO, LTO 2 EICHETE 5,

Table 8 — User Data

Designation Definition

D.DOC User Document Data consists of the information contained in a user’s document. This
includes the original document itself in either hardcopy or electronic form, image data, or
residually-stored data created by the hardcopy device while processing an original
document and printed hardcopy output.

D.FUNC User Function Data are the information about a user’s document or job to be processed by
the TOE.

3.3.2 TSF Data

TSFData (X, TOE Dt¥ = V7 4 HREICEEEZ 5257 —XTh LITO2FHEICHETE 5,
Table 9 —TSF Data

Designation Definition

D.PROT TSF Protected Data are assets for which alteration by a User who is neither an
Administrator nor the owner of the data would have an effect on the operational security of
the TOE, but for which disclosure is acceptable.

D.CONF TSF Confidential Data are assets for which either disclosure or alteration by a User who is
neither an Administrator nor the owner of the data would have an effect on the operational
security of the TOE.
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R TOE T4 TSF Data % LL F 2”7,
Table 10 — TSF Data @ E#4k

%A~ | TSF Data HNE RIS
DPROT | = —#—4 o — P —FR R RE TR 5 = — Y — k] | HDD
1 it

7 —/L T 7R A RE TR 35— — DRI HDD
ny 77 NRY Y | vy 7Y MEROREFRTHY, »m >y 77~ | HDD
—RIE DOFREEE v > 77 0 NRFHE O ER ®
WNRAT—RARY v— | 22— =BG CHIHT 232U — ROk ENR | HDD
RIE WMTHY ., F/IRAT— N EHRESCE, A

B BET 2 O E T H
F— R~ 7 U TEHE BERRZLDYE Yy a v H A LT DU O E | HDD

5

oL aVEHBRE | VE—RFUIOEY a3 ¥ A LT O E | HDD
15

H LR & H A & R DR E B RTC

HDD 58k E | HDD 7 —Z e il B EF M Th v . Hred | HDD
ANEEM I BE 9 % B E TS

IPSec &% 7E LAN 7 — 2 fRitkre(c BT o Eff#cH v . # | HDD
RE DA NS BE 9~ 2 BE T
D.CONF | /2T — R — W — G EREMRE TR % = — % — DFRAE | HDD
TH ¥R
e R S D ey () = HDD

R 7 AWEGER S | BAYaT T 7 AR CRIM§ %, = —¥% —& | HDD
T AV RT AR T ASDT 7 & AHIETH A
TAHR Y 7 AEONHEE S

3.3.3 Functions

Table 3 |/~ THEHETH 5,

3.4 Threats agents
This security problem definition addresses threats posed by four categories of threat agents:

a) Persons who are not permitted to use the TOE who may attempt to use the TOE.

b) Persons who are authorized to use the TOE who may attempt to use TOE functions for which they are
not authorized.

c) Persons who are authorized to use the TOE who may attempt to access data in ways for which they
not authorized.

d) Persons who unintentionally cause a software malfunction that may expose the TOE to unanticipated
threats.

The threats and policies defined in this Protection Profile address the threats posed by these threat agents.

3.5 Threats to TOE Assets

This section describes threats to assets described in clause 3.3.
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Table 11— Threats to User Data for the TOE

Threat Affected asset Description

T.DOC.DIS D.DOC

User Document Data may be disclosed to unauthorized persons

T.DOC.ALT D.DOC

User Document Data may be altered by unauthorized persons

T.FUNC.ALT | D.FUNC

User Function Data may be altered by unauthorized persons

Table 12— Threats to TSF Data for the TOE

Threat Affected asset Description

T.PROT.ALT D.PROT

TSF Protected Data may be altered by unauthorized persons

T.CONF.DIS D.CONF

TSF Confidential Data may be disclosed to unauthorized persons

T.CONF.ALT D.CONF

TSF Confidential Data may be altered by unauthorized persons

3.6  Organizational Security Policies for the TOE

This section describes the Organizational Security Policies (OSPs) that apply to the TOE. OSPs are used to provide
a basis for Security Objectives that are commonly desired by TOE Owners in this operational environment but for
which it is not practical to universally define the assets being protected or the threats to those assets.

Table 13— Organizational Security Policies for the TOE

Name

Definition

P.USER.AUTHORIZATION To preserve operational accountability and security, Users will be

authorized to use the TOE only as permitted by the TOE Owner.

P.SOFTWARE.VERIFICATION

To detect corruption of the executable code in the TSF, procedures
will exist to self-verify executable code in the TSF.

P.AUDIT.LOGGING

To preserve operational accountability and security, records that
provide an audit trail of TOE use and security-relevant events will
be created, maintained, and protected from unauthorized
disclosure or alteration, and will be reviewed by authorized
personnel.

P.INTERFACE.MANAGEMENT

To prevent unauthorized use of the external interfaces of the TOE,
operation of those interfaces will be controlled by the TOE and its
IT environment.

P.STORAGE.CRYPT*)

TOEDHDDIZFET 5T — X1, Bk Cnigidiud
AP ATAN

*) MFP |Z HDD K5 S bipE 2 o Z L 2R Y U —ICROBR = E LTz

3.7 Assumptions

The Security Objectives and Security Functional Requirements defined in subsequent sections of this Protection
Profile are based on the condition that all of the assumptions described in this section are satisfied.

Table 14— Assumptions

Assumption

Definition

A.ACCESS.MANAGED

The TOE is located in a restricted or monitored environment that provides
protection from unmanaged access to the physical components and data
interfaces of the TOE.

A.USER.TRAINING

TOE Users are aware of the security policies and procedures of their
organization, and are trained and competent to follow those policies and
procedures.

A.ADMIN.TRAINING

Administrators are aware of the security policies and procedures of their
organization, are trained and competent to follow the manufacturer’s
guidance and documentation, and correctly configure and operate the TOE
in accordance with those policies and procedures.

A.ADMIN.TRUST

Administrators do not use their privileged access rights for malicious purposes.
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4  Security Objectives

4.1  Security Objectives for the TOE

AEITIE, TOE NER LTI bW X 2 ) 7 4 XK Te 2Tk 15,

Table 15— Security Objectives for the TOE

Objective Definition

0.DOC.NO_DIS The TOE shall protect User Document Data from unauthorized
disclosure.

O.DOC.NO_ALT The TOE shall protect User Document Data from unauthorized

alteration.

O.FUNC.NO_ALT

The TOE shall protect User Function Data from unauthorized
alteration.

O.PROT.NO_ALT

The TOE shall protect TSF Protected Data from unauthorized
alteration.

O.CONF.NO_DIS

The TOE shall protect TSF Confidential Data from unauthorized
disclosure.

O.CONF.NO_ALT

The TOE shall protect TSF Confidential Data from unauthorized
alteration.

O.USER.AUTHORIZED

The TOE shall require identification and authentication of Users,
and shall ensure that Users are authorized in accordance with
security policies before allowing them to use the TOE

O.INTERFACE.MANAGED

The TOE shall manage the operation of external interfaces in
accordance with security policies.

O.SOFTWARE.VERIFIED

The TOE shall provide procedures to self-verify executable code
in the TSF.

O.AUDIT.LOGGED

The TOE shall create and maintain a log of TOE use and
security-relevant events and prevent its unauthorized disclosure
or alteration.

O.STORAGE.CRYPTED

TOEIL, HDDI(ZT — ¥ & E & IATBRICE 5L L2 i it 7Ze
SRAdAN

4.2

Security Objectives for the IT environment

COETIE, ATHREO®X 2 U T 4K G L TRtk 5,

Table 16 — Security Objectives for the IT environment

Objective

Definition

OE.AUDIT_STORAGE.PROTECTED

If audit records are exported from the TOE to another trusted IT
product, the TOE Owner shall ensure that those records are
protected from unauthorized access, deletion and modifications.

OE.AUDIT_ACCESS.AUTHORIZED

If audit records generated by the TOE are exported
from the TOE to another trusted IT product, the TOE Owner
shall ensure that those records can be accessed in order to detect
potential security violations, and only by authorized persons.

OE.INTERFACE.MANAGED

The IT environment shall provide protection from unmanaged
access to TOE external interfaces.

4.3

Security Objectives for the non-IT environment

ZOETHEH, FEITREOEX 2 U T oK GFSHIE L TR+ 5,
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Table 17 — Security Objectives for the non-IT environment

Objective Definition

OE.PHYSICAL.MANAGED The TOE shall be placed in a secure or monitored area that
provides protection from unmanaged physical access to the TOE.

OE.USER.AUTHORIZED The TOE Owner shall grant permission to Users to be authorized

to use the TOE according to the security policies and procedures
of their organization.

OE.USER.TRAINED The TOE Owner shall ensure that Users are aware of the security
policies and procedures of their organization and have the
training and competence to follow those policies and procedures.
OE.ADMIN.TRAINED The TOE Owner shall ensure that TOE Administrators are aware
of the security policies and procedures of their organization; have
the training, competence, and time to follow the manufacturer’s
guidance and documentation; and correctly configure and operate
the TOE in accordance with those policies and procedures.

OE.ADMIN.TRUSTED The TOE Owner shall establish trust that TOE Administrators
will not use their privileged access rights for malicious purposes.

OE.AUDIT.REVIEWED The TOE Owner shall ensure that audit logs are reviewed at
appropriate intervals for security violations or unusual patterns of
activity.

4.4  Security Objectives rationale
RETIE, e OB, MO = U7 ¢ e BiREMAER, TOE 0272l b 1l 2OEF2 VT

A XRFETREMSND Z L. ROENLDEFX 2V 7 4 PRSP EEICKTIL, BX2V T 15
e L, AR 2R 5 2 L 2BIRET D,

Table 18— Completeness of Security Objectives

Objectives

OE.AUDIT STORAGE.PROTECTED
OE.AUDIT ACCESS.AUTHORIZED

OE.AUDIT.REVIEWED
OE.INTERFACE.MANAGED

| 0.DOC.NO DIS
0.DOC.NO ALT
O.FUNC.NO ALT
O.PROT.NO ALT
O.CONF.NO DIS
O.CONF.NO ALT
O.SOFTWARE.VERIFIED
O.AUDIT.LOGGED
O.INTERFACE.MANAGED
O.STORAGE.CRYPTED
OE.PHYISCAL.MANAGED
OE.ADMIN.TRAINED

Threats. Policies, and Assumptions

OE.ADMIN.TRUSTED
OE.USER.TRAINED

T.DOC.DIS

<

T.DOC.ALT

<

T.FUNC.ALT

T.PROT.ALT v

T.CONF.DIS v

T.CONF.ALT v

SN NSNS 0.USER.AUTHORIZED
SN NSNS OE.USER.AUTHORIZED

P.USER.AUTHORIZATION

P.SOFTWARE.VERIFICATION v

P.AUDIT.LOGGING AR24R4AR%

P.INTERFACE.MANAGEMENT v v

P.STORAGE.CRYPT v
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A.ACCESS.MANAGED

A.ADMIN.TRAINING

A.ADMIN.TRUST

A.USER.TRAINING

Table 19 — Sufficiency of Security Objectives

25
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Threats. Policies, and
Assumptions

Summary

Objectives and rationale

T.DOC.DIS

User Document Data may be
disclosed to unauthorized
persons.

0O.DOC.NO_DIS protects D.DOC from
unauthorized disclosure.

0.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization.

OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to appropriately
grant authorization.

T.DOC.ALT

User Document Data may be
altered by unauthorized
persons.

O.DOC.NO_ALT protects D.DOC from
unauthorized alteration.

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization.

OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to appropriately
grant authorization.

T.FUNC.ALT

User Function Data may be
altered by unauthorized
persons.

O.FUNC_ NO_ALT protects D.FUNC from
unauthorized alteration.

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization.

OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to appropriately
grant authorization.

T.PROT.ALT

TSF Protected Data may
be altered by
unauthorized persons.

O.PROT.NO_ALT protects D.PROT from
unauthorized alteration.

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization.

OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to appropriately
grant authorization.

T.CONF.DIS

TSF Confidential Data
may be disclosed to
unauthorized persons.

O.CONF.NO_DIS protects D.CONF from
unauthorized disclosure.

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization.

OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to appropriately
grant authorization.

T.CONF.ALT

TSF Confidential Data
may be altered by
unauthorized persons.

O.CONF.NO_ALT protects D.CONF from
unauthorized alteration.

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization.

OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to appropriately
grant authorization.

P.USER.AUTHORIZAT
ION

Users will be authorized to use
the TOE.

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization to use the TOE.

OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to appropriately
grant authorization.

26
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P.SOFTWARE.VERIFI
CATION

Procedures will exist to self-
verify executable code in the
TSF.

O.SOFTWARE.VERIFIED provides procedures
to self-verify executable code in the TSF.

P.AUDIT.LOGGING

An audit trail of TOE use
and security-relevant
events will be created,
maintained, protected,
and reviewed.

O.AUDIT.LOGGED creates and maintains a log
of TOE use and security-relevant events, and
prevents unauthorized disclosure or alteration.

OE.AUDIT_STORAGE.PROTECTED protects
exported audit records from unauthorized access,
deletion and modifications.

OE.AUDIT_ACCESS.AUTHORIZED
establishes responsibility of, the TOE Owner to
provide appropriate access to exported audit
records.

OE.AUDIT.REVIEWED establishes
responsibility of the TOE Owner to ensure that
audit logs are appropriately reviewed.

P.INTERFACE.MANA
GEMENT

Operation of external
interfaces will be
controlled by the TOE
and its IT environment.

O.INTERFACE.MANAGED manages the
operation of external interfaces in accordance
with security policies.

OE.INTERFACE.MANAGED establishes a
protected environment for TOE external
interfaces.

P.STORAGE.CRYPT

HDDIZFtdkd BT — & & if
35,

O.STORAGE.CRYPTED (%, HDDIZT —%#
ZEIRDERICE ST 2,

A.ACCESS.MANAGED

The TOE environment
provides protection from
unmanaged access to the
physical components and
data interfaces of the
TOE.

OE.PHYSICAL.MANAGED establishes a
protected physical environment for the TOE.

A.ADMIN.TRAINING

TOE Users are aware of
and trained to follow
security policies and
procedures.

OE.ADMIN.TRAINED establishes
responsibility of the TOE Owner to provide
appropriate Administrator training.

A.ADMIN.TRUST

Administrators do not
use their privileged
access rights for
malicious purposes.

OE.ADMIN.TRUSTED establishes
responsibility of the TOE Owner to have a
trusted relationship with Administrators.

A.USER.TRAINING

Administrators are aware
of and trained to follow
security policies and
procedures.

OE.USER.TRAINED establishes responsibility
of the TOE Owner to provide appropriate User
training.

27
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5 Extended components definition (APE_ECD)

Protection Profile defines components that are extensions to Common Criteria 3.1 Revision 2, Part 2. These
extended components are defined in the Protection Profile but are used in SFR Packages, and therefore, are
employed only in TOEs whose STs conform to those SFR Packages.

5.1 FPT_FDI_EXP Restricted forwarding of data to external interfaces

Family behaviour:

This family defines requirements for the TSF to restrict direct forwarding of information from one external
interface to another external interface.

Many products receive information on specific external interfaces and are intended to transform and
process this information before it is transmitted on another external interface. However, some products may
provide the capability for attackers to misuse external interfaces to violate the security of the TOE or
devices that are connected to the TOE’s external interfaces. Therefore, direct forwarding of unprocessed
data between different external interfaces is forbidden unless explicitly allowed by an authorized
administrative role. The family FPT_FDI_EXP has been defined to specify this kind of functionality.

Component leveling:

FPT _FDI_EXP.1 Restricted forwarding of data to external interfaces 1

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces provides for the functionality to
require TSF controlled processing of data received over defined external interfaces before these data are
sent out on another external interface. Direct forwarding of data from one external interface to another one
requires explicit allowance by an authorized administrative role.

Management: FPT_FDI_EXP.1
The following actions could be considered for the management functions in FMT:

a) Definition of the role(s) that are allowed to perform the management activities
b) Management of the conditions under which direct forwarding can be allowed by an administrative role
¢) Revocation of such an allowance

Audit: FPT_FDI_EXP.1

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

There are no auditable events foreseen.
Rationale:

Quite often, a TOE is supposed to perform specific checks and process data received on one external interface
before such (processed) data are allowed to be transferred to another external interface. Examples are firewall
systems but also other systems that require a specific work flow for the incoming data before it can be
transferred. Direct forwarding of such data (i.e., without processing the data first) between different external
interfaces is therefore a function that—if allowed at all—can only be allowed by an authorized role.

It has been viewed as useful to have this functionality as a single component that allows specifying the property
to disallow direct forwarding and require that only an authorized role can allow this. Since this is a function that
is quite common for a number of products, it has been viewed as useful to define an extended component.

The Common Criteria defines attribute-based control of User Data flow in its FDP class. However, in this
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Protection Profile, the authors needed to express the control of both User Data and TSF Data flow using
administrative control instead of attribute-based control. It was found that using FDP_IFF and FDP_IFC for this
purpose resulted in SFRs that were either too implementation-specific for a Protection Profile or too unwieldy
for refinement in a Security Target. Therefore, the authors decided to define an extended component to address
this functionality.

This extended component protects both User Data and TSF Data, and it could therefore be placed in either the
FDP or FPT class. Since its purpose is to protect the TOE from misuse, the authors believed that it was most
appropriate to place it in the FPT class. It did not fit well in any of the existing families in either class, and this
lead the authors to define a new family with just one member.

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces
Hierarchical to: No other components

Dependencies: FMT_SMF.1 Specification of Management Functions
FMT_SMR.1 Security roles

FPT_FDI_EXP.1.1 The TSF shall provide the capability to restrict data received on [assignment: list of,
external interfaces] from being forwarded without further processing by the TSF to [assignment:
list of external interfaces].
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6 Security requirements

6.1  Security functional requirements

ZDOETIE, TOEDEF = U7 ¢ #REZ(: (Security functional requirements) (2B L TRtk 95,
W, 2 R—F 2 FikBEROBET L AV MM OBAD () EX1, B0 IR LOBEL RTHF %2

RLTWD,

6.1.1 —¥ —FRAFHERE

FIA_AFL.1

FIA_AFL.1.1

FIA_AFL.1.2

FIA_ATD.1

FIA_ATD.1.1

Authentication failure handling
Hierarchical to: No other components.
Dependencies: FIA_UAU.1 Timing of authentication

The TSF shall detect when [selection: /assignment: positive integer number/, an
administrator configurable positive integer withinlassignment: range of acceptable
values/l unsuccessful authentication attempts occur related to [assignment: Zist of
authentication events).

[selection: [assignment: positive integer number/, an administrator configurable
positive integer within[assignment: range of acceptable values])
* anadministrator configurable positive integer within 1 to 10

[assignment: list of authentication events]

o HMERIXNLELLIZVE—RNUI Zfiol-u A 3T

When the defined number of unsuccessful authentication attempts has been
[selection: met, surpassed], the TSF shall [assignment: /ist of actions].

[selection: met, surpassed]
. met

[assignment: list of actions]
s BYJT UL
User attribute definition
Hierarchical to: No other components
Dependencies: No dependencies

The TSF shall maintain the following list of security attributes belonging to
individual users: [assignment: list of security attributes].

[assignment: list of security attributes].
o a—H—H w—
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FIA_UAU.1

FIA_UAU.1.1

FIA_UAU.1.2

FIA_UAU.7

FIA_UAU .7.1

FIA_UID.1

FIA_UID.1.1

FIA_UID.1.2
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Timing of authentication
Hierarchical to: No other components
Dependencies: FIA_UID.1 Timing of identification
The TSF shall allow [assignment: list of TSF-mediated actions that do not conflict
with access-controlled Functions of the TOE) on behalf of the user to be performed
before the user is authenticated.
[assignment: list of TSF-mediated actions that do not conflict with access-
controlled Functions of the TOE]
o TNNTCIT  TFIAYaT 1 Ty I A aT DA

The TSF shall require each user to be successfully authenticated before allowing
any other TSF-mediated actions on behalf of that user.

Protected authentication feedback
Hierarchical to: No other components.
Dependencies: FIA_UAU.1 Timing of authentication

The TSF shall provide only [assignment: list of feedback] to the user while the
authentication is in progress.

[assignment: list of feedback]
s % @

Timing of identification
Hierarchical to: No other components
Dependencies: No dependencies
The TSF shall allow [assignment: list of TSF-mediated actions that do not conflict
with access-controlled Functions of the TOE] on behalf of the user to be performed
before the user is identified.

[assignment: list of TSF-mediated actions that do not conflict with access-

controlled Functions of the TOE)

o U hVaTd  TrIAVaT 1 TrIATa T DA

The TSF shall require each user to be successfully identified before allowing any
other TSF-mediated actions on behalf of that user.
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FIA_USB.1.2

FIA _USB.1.3
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User-subject binding
Hierarchical to: No other components
Dependencies: FIA_ATD.1 User attribute definition

The TSF shall associate the following user security attributes with subjects acting
on the behalf of that user: [assignment: Iist of user security attributes).

[assignment: list of user security attributes).
o a—H—% w—

The TSF shall enforce the following rules on the initial association of user security
attributes with the subjects acting on behalf of users: [assignment: rules for the
initial association of attributes).

[assignment: rules for the initial association of attributes].
s 2L

The TSF shall enforce the following rules governing changes to the user security
attributes with the subjects acting on behalf of users: [assignment: rules for the
changing of attributes).

[assignment: rules for the changing of attributes]
s L

FTA_SSL.3(lui) TSF-initiated termination

Hierarchical to: No other components

Dependencies: No dependencies

FTA_SSL.3.1(lui) The TSF shall terminate an interactive session after a [assignment: time

Interval of userinactivityl.

[assignment: time interval of userinactivityl.

o BRAEASFOVEERIE LRV IREEDS . BOE AR

FTA_SSL.3(rui) TSF-initiated termination

Hierarchical to: No other components

Dependencies: No dependencies

FTA_SSL.3.1(rui) The TSF shall terminate an interactive session after a [assignment: time

Interval of userinactivityl.

[assignment: time interval of userinactivityl.

o UE— b Ul ZH#ELZRVNRIED, BE i Rt
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6.1.2 ValEITT 7 AHIHEEE
FMT_MSA.1(exec-job) Management of security attributes
Hierarchical to: No other components

Dependencies: [FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT _MSA.1.1(exec-job) The TSF shall enforce the TOE Function Access Control SFP,
[assignment: access control SFP(s), information flow control SFP(s)l to restrict the
ability to [selection: change default, query, modify, delete, [assignment: other
operations/] the security attributes l[assignment: list of security attributes] to
[assignment: the authorised identified roles].

[assignment: access control SFP(s), information flow control SFP(s)]

s 2L

[selection: change default, query, modify, delete, [assignment: other operations|/|
e query, modify, delete, create

[assignment: list of security attributes]
. 7 —/)

[assignment: the authorised identified roles].
* U.ADMINISTRATOR

FMT_MSA.3(exec-job) Static attribute initialisation
Hierarchical to: No other components

Dependencies: FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

FMT_MSA.3.1(exec-job) The TSF shall enforce the TOE Function Access Control Policy,
[assignment: access control SFP, information flow control SFP to provide [selection,
choose one of: restrictive, permissive, [assignment: other property/l default
values for security attributes that are used to enforce the SFP.

[assignment: access control SFP, information flow control SFP

e 2L

[selection, choose one of: restrictive, permissive, [assignment: other propertyll
* Restrictive

[refinement]
*  TOE Function Access Control Policy — TOE Function Access Control SFP

FMT_MSA.3.2(exec-job)  The TSF shall allow the [assignment: the authorized identified roles| to
specify alternative initial values to override the default values when an object or
information is created.

[assignment: the authorized identified roles]
* Nobody
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FDP_ACC.1(exec-job) Subset access control
Hierarchical to: No other components

Dependencies: FDP_ACF.1 Security attribute based access control

FDP_ACC.1.1(exec-job) The TSF shall enforce the TOE Function Access Control SFP on users
as subjects, TOE functions as objects, and the right to use the functions as
operations.

FDP_ACF.1(exec-job) Security attribute based access control
Hierarchical to: No other components

Dependencies: FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialisation

FDP_ACF.1.1(exec-job) The TSF shall enforce the TOE Function Access Control SFP to objects
based on the following: users and [assignment: Iist of TOE functions and the
security attribute(s) used to determine the TOE Function Access Control SFP.

[assignment: list of TOE functions and the security attribute(s) used to determine
the TOE Function Access Control SFP
* objects controlled under the TOE Function Access Control SFP in Table 20,
and for each, the indicated security attributes in Table 20

FDP_ACF.1.2(exec-job) The TSF shall enforce the following rules to determine if an operation
among controlled subjects and controlled objects is allowed: [selection: the user is
explicitly authorized by U ADMINISTATOR to use a function, a user that is
authorized to use the TOFE is automatically authorized to use the functions
[assignment: list of functionsl, [assignment: other conditionsl].

[selection: the user is explicitly authorized by U ADMINISTATOR to use a function,
a user that is authorized to use the TOE is automatically authorized to use the
functions [assignment: list of functions], [assignment: other conditions]]

* [assignment: other conditions]

[assignment: other conditions]
* rules specified in the TOE Function Access Control SFP in Table 20 governing access
among controlled users as subjects and controlled objects using controlled operations
on controlled objects.

FDP_ACEF.1.3(exec-job) The TSF shall explicitly authorise access of subjects to objects based on

the following additional rules: the user acts in the role U ADMINISTRATOR,
[assignment: other rules, based on security attributes, that explicitly authorise
access of subjects to objects].

[assignment: other rules, based on security attributes, that explicitly authorise
access of subjects to objects]
s 2L

FDP_ACEF.1.4(exec-job) The TSF shall explicitly deny access of subjects to objects based on the
[assignment: rules, based on security attributes, that explicitly deny access of
subjects to objects].
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[assignment: rules, based on security attributes, that explicitly deny access of

subjects to objects|

7L

Table 20— TOE Function Access Control SFP

Object Attribute Operation(s) | Subject | Attribute | Access control rule
I(D):ijr?gr %%IJ);? Object @ B M IZ%F L T Subject
7V b +PRT LFvaT U.USER | m—/1 Dr— 173 Operation & & A S4L
P 7 a— L Thb,
17,
+CPY Sgijr?tztr %%IJ);? Object @ B M IZ%F L T Subject
fap e il Ui aT UUSER | m—/L dOr—/L7)3 Operation % 7 Al X4
i 7-a— L Thb,
17,
sson S:ijr?t‘:r %%IJ)ZH? Object @ J& M=% LT Subject
Pl +DSR Ui | JUSER | a—n Dr—/L7)s Operation Z#F A 4L
i 7-a— L Thb,
1T,
I(D):ijr?t(;tr %ﬂg Object @ J& M=% LT Subject
(777 2] +FAXOUT Uf oo | VUSER | m— Dr— /73 Operation Z7F A 4L
i 7-a—/LTChHd,
1T,
I(D):ijr?t(;tr %ﬂg Object @ J& M=% LC Subject
[Zf5hA] +FAXIN Uiy | WUSER | oo Dr—/L7% Operation A 7T A&
i 7-a—)LChHd,
1T,
Object D . . .
; Object @ J&M:1Zxf LT Subject
[ LDORF [ -
Hiﬁ tF77AVOR | heR PLO;Tti j’?i UUSER | m—% | (oo—/L7% Operation Z3F i &Hh
P 72— THD,
17,
o Object D
J— [ =% i -
{)5/1%;[;17%3/; +DSR Pointer ZFIM | | oer | e Subject D= —/L7% Administrator
{l}ﬁﬁj & +FAXIN LievarzE | TohE Operation 23 A HE,
17,

6.1.3 BATaT T eREIHEERE

6.1.3.1 ¥ = THIHEE

FMT_MSA.1(delete-job) Management of security attributes

Hierarchical to:

Dependencies:

No other components

[FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]

FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

FMT_MSA.1.1(delete-job) The TSF shall enforce the Common Access Control SFP in Table 22,
[assignment: access control SFP(s), information flow control SFP(s)] to restrict the
ability to [selection: change default, query, modify; delete, [assignment: other
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operations/] the security attributes [assignment: Ilist of security attributes| to
[assignment: the authorised identified roles|.

[assignment: access control SFP(s), information flow control SFP(s)]
* InThe JOB Access Control SFP in Table 23

[selection: change default, query, modify, delete, [assignment: other operationsl|
o Table21 » [#fE) DA

[assignment: list of security attributes]
e Table21 @ [security attributes| ¢>IH

[assignment: the authorised identified rolesl
e Table21 ® fm—jv] DI

Table 21— Management of security attributes

security attributes e o—)v
a—F—4 delete, create, query U.ADMINISTRATOR
R 7 AREEEE modify, create U.ADMINISTRATOR
HY DRy 7 ARERS | modify U.NORMAL
FMT_MSA.3(delete-job) Static attribute initialisation
Hierarchical to: No other components
Dependencies: FMT_MSA.1 Management of security attributes

FMT_SMR.1 Security roles

FMT _MSA.3.1(delete-job) The TSF shall enforce the Common Access Control SFP in Table 22,
[assignment: access control SFE information flow control SFP| to provide [selection,

choose one of: restrictive, permissive, [assignment: other property/l default values
for security attributes that are used to enforce the SFP.

[assignment: access control SFP, information flow control SFP
e Common Access Control SFP in Table 22
* InThe JOB Access Control SFP in Table 23

[selection, choose one of: restrictive, permissive, [assignment: other property]
*  restrictive

FMT_MSA.3.2(delete-job) The TSF shall allow the [assignment: the authorized identified roles| to

specify alternative initial values to override the default values when an object or information is
created.

[assignment: the authorized identified roles]
*  Nobody
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FDP_ACC.1(delete-job) Subset access control
Hierarchical to: No other components
Dependencies: FDP_ACF.1 Security attribute based access control

FDP_ACC.1.1(delete-job) The TSF shall enforce the Common Access Control SFP in Table 22 on
the list of users as subjects, objects, and operations among subjects and objects
covered by the Common Access Control SFP in Table 22.

FDP_ACF.1(delete-job) Security attribute based access control
Hierarchical to: No other components
Dependencies: FDP_ACC.1 Subset access control

FMT_MSA.3 Static attribute initialisation

FDP_ACF.1.1(delete-job) The TSF shall enforce the Common Access Control SFP in Table 22 to
objects based on the following: the list of users as subjects and objects controlled
under the Common Access Control SFP in Table 22, and for each, the indicated
security attributes in Table 22.

FDP_ACF.1.2(delete-job) The TSF shall enforce the following rules to determine if an operation
among controlled subjects and controlled objects is allowed: rules specified in the
Common Access Control SFP in Table 22 governing access among controlled users
as subjects and controlled objects using controlled operations on controlled objects.

FDP_ACF.1.3(delete-job) The TSF shall explicitly authorise access of subjects to objects based on
the following additional rules: [assignment: rules, based on security attributes, that
explicitly authorise access of subjects to objects).

[assignment: rules, based on security attributes, that explicitly authorise access of
subjects to objects]

e U.ADMINISTRATOR %, 9-XT® D.DOC - D.FUNC D HIERH FIHE
e U.ADMINISTRATOR iZ. +CPY, +SCN, +DSR, +FAXOUT @® D.FUNC ®
Modify 73 7] HE

FDP_ACF.1.4(delete-job) The TSF shall explicitly deny access of subjects to objects based on the

[assignment: rules, based on security attributes, that explicitly deny access of
subjects to objects].

[assignment: rules, based on security attributes, that explicitly deny access of
subjects to objects]
. oL

Table 22—Common Access Control SFP

Object Attribute Operation(s) Subject Access control rule

D.DOC +PRT,+SCN,+CPY, Delete U.NORMAL | Denied, except for his/her own
+FAXOUT, documents
+DSR

D.DOC +FAXIN Delete U.NORMAL | Denied
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Object Attribute Operation(s) Subject Access control rule

D.FUNC | +PRT,+SCN,+CPY, Modify; U.NORMAL | Denied, except for his/her own
+FAXOUT, Delete function data
+DSR

D.FUNC | +FAXIN Modify U.USER Denied

D.FUNC | +FAXIN Delete U.NORMAL | Denied

6.1.3.2 ¥ 3 7 hTIBARIEHERE

FDP_ACC.1(in-job) Subset access control
Hierarchical to: No other components
Dependencies: FDP_ACEF.1 Security attribute based access control

FDP_ACC.1.1(in-job) The TSF shall enforce the In The JOB Access Control SFP in Table 23
on the list of subjects, objects, and operations among subjects and objects covered
by the In The JOB Access Control SFP in Table 23..

FDP_ACF.1(in-job) Security attribute based access control
Hierarchical to: No other components
Dependencies: FDP_ACC.1 Subset access control

FMT_MSA.3 Static attribute initialisation

FDP_ACF.1.1(in-job) The TSF shall enforce the In The JOB Access Control SFP in Table 23
to objects based on the following: the list of subjects and objects controlled under
the In The JOB Access Control SFP in Table 23, and for each, the indicated security
attributes in Table 23.

FDP_ACF.1.2(in-job) The TSF shall enforce the following rules to determine if an operation
among controlled subjects and controlled objects is allowed: rules specified in the
In The JOB Access Control SFP in Table 23 governing access among Users and
controlled objects using controlled operations on controlled objects.

FDP_ACF.1.3(in-job) The TSF shall explicitly authorise access of subjects to objects based on
the following additional rules: [assignment: rules, based on security attributes, that
explicitly authorise access of subjects to objects].

[assignment: rules, based on security attributes, that explicitly authorise access of
subjects to objects|
*  U.ADMINISTRATOR %, +FAXIN/+DSR @ D.DOC @ read 73 FI HE

FDP_ACF.1.4(in-job) The TSF shall explicitly deny access of subjects to objects based on the
[assignment: rules, based on security attributes, that explicitly deny access of
subjects to objectsl.

[assignment: rules, based on security attributes, that explicitly deny access of
subjects to objects]
e 2L
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Table 23— In The JOB Access Control SFP

Object | Attribute(s) Operation | Subject Access control rule

D.DOC | +PRT Read U.USER Denied, except for his/her own documents
D.DOC | +SCN Read U.USER Denied, except for his/her own documents
D.DOC | +CPY Read U.USER Denied

D.DOC | +FAXIN Read U.NORMAL | Denied

D.DOC | +FAXOUT Read U.USER Denied, except for his/her own documents
D.DOC | +DSR Read U.NORMAL | Denied, except for his/her own documents

6.1.4 ZEVa insRRe

FPT_FDI_EXP.1

FPT _FDI_EXP.1.1

Restricted forwarding of data to external interfaces

Hierarchical to: No other components

Dependencies: FMT_SMF.1 Specification of Management Functions
FMT_SMR.1 Security roles

The TSF shall provide the capability to restrict data received on any
external Interface from being forwarded without further processing by the TSF to
any Shared-medium Interface.

6.1.5 HDD 7 —#5EeiHEiEE

FDP_RIP.1

FDP_RIP.1.1

6.1.6 HDD

6.1.6.1

Wi

Subset residual information protection

Hierarchical to: No other components

Dependencies:: No dependencies

The TSF shall ensure that any previous information content of a resource is made unavailable
upon the [selection: allocation of the resource to, deallocation of the resource from] the
following objects: D.DOC, [assignment: list of objects].

[selection: allocation of the resource to, deallocation of the resource from]
* deallocation of the resource from

[assignment: list of objects].
e 2L

i 5 LB RE

eI e

FCS_COP.1(h) Cryptographic operation

Hierarchical to: No other components.

Dependencies: [FDP_ITC.1 Import of user data without security attributes,
or

FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]

Copyright  CANON INC. 2020

39



Canon i
FE77 H: 2021/02/25

FCS_CKM.4 Cryptographic key destruction

FCS_COP.1.1(h) The TSF shall perform [assignment: list of cryptographic operationsl in
accordance with a specified cryptographic algorithm [assignment: cryptographic

algorithm) and cryptographic key sizes lassignment: cryptographic key sizes| that
meet the following: [assignment: list of standards].

lassignment: list of cryptographic operations|
* HDD ~EZIAENDT —F OB SALERE

e HDD 2bHimAHIND T — X DOIE SHAE

[assignment: cryptographic algorithml

e AES
[assignment: cryptographic key sizes]
o 256 bit

[assignment: list of standards]
e FIPSPUB 197

6.1.7 LAN 5 —Z{#HHE
6.1.7.1 IP " v M S LA%RE

FCS_COP.1(n) Cryptographic operation

Hierarchical to: No other components.

Dependencies: [FDP_ITC.1 Import of user data without security attributes,

or
FDP_ITC.2 Import of user data with security attributes, or

FCS_CKM.1 Cryptographic key generation]
FCS_CKM.4 Cryptographic key destruction

FCS_COP.1.1(m) The TSF shall perform [assignment: list of cryptographic operations] in
accordance with a specified cryptographic algorithm [assignment: cryptographic
algorithm] and cryptographic key sizes [assignment: cryptographic key sizes] that

meet the following: [assignment: /ist of standards].

lassignment: list of cryptographic operations]
o LAN ~EET 2 IP 357 v b ORFBALiAE
* LANMOZAET D IP Xy O SHAE

lassignment: cryptographic algorithml]
e Table 24 ® Tlcryptographic algorithm) IH

[assignment: cryptographic key sizes]
s Table 24 @ [cryptographic key sizes| DIH

[assignment: list of standards]
e Table 24 @ Tlist of standards] I

Copyright  CANON INC. 2020
40



Canon

1T H: 2021/02/25

Table 24 — IPSec cryptographic algorithm,key sizes and standards

cryptographic algorithm cryptographic key sizes list of standards

AES-CBC 256 bit FIPS PUB 197

AES-GCM 256 bit SP800-38D
FTP_ITC.1 Inter-TSF trusted channel

FTP_ITC.1.1

FTP_ITC.1.2

FTP_ITC.1.3

Hierarchical to: No other components
Dependencies: No dependencies

The TSF shall provide a communication channel between itself and another trusted
IT product that is logically distinct from other communication channels and
provides assured identification of its end points and protection of the communicated
data from modification or disclosure.

The TSF shall permit the TSF, another trusted IT product to initiate
communication via the trusted channel.

The TSF shall initiate communication via the trusted channel for communication
of D.DOC, D.FUNC, D.PROT, and D.CONF over any Shared-medium Interface.

6.1.8 H O T AMERE

FPT_TST.1

FPT_TST.1.1

FPT_TST.1.2

FPT_TST.1.3

TSF testing
Hierarchical to: No other components
Dependencies: No dependencies

The TSF shall run a suite of self tests [selection: during initial start-up, periodically
during normal operation, at the request of the authorised user, at the conditions
[assignment: conditions under which self test should occurl] to demonstrate the
correct operation of [selection: [assignment: parts of TSH, the TSF].

[selection: during initial start-up, periodically during normal operation, at the
request of the authorised user, at the conditions [assignment: conditions under
which self test should occurl]

e during initial start-up

[selection: [assignment: parts of TSFl, the TSH
e LAN 7 — X {RERRE CRIH T 257 L= U X L (AES)

The TSF shall provide authorised users with the capability to verify the integrity
of [selection: [assignment: parts of TSF, TSF Datal.

[selection: [assignment: parts of TSFl, TSF Datal
* [assignment: parts of TSF]
[assignment: parts of TSH]
o HEABn
The TSF shall provide authorised users with the capability to verify the integrity
of stored TSF executable code.
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6.1.9 BEEEnsHEE
FAU_GEN.1 Audit data generation

Hierarchical to: No other components

Dependencies: FPT_STM.1 Reliable time stamps
FAU_GEN.1.1 The TSF shall be able to generate an audit record of the following auditable events:

a) Start-up and shutdown of the audit functions;

b) All auditable events for the [selection, choose one of: minimum, basic, detailed, not
specified] level of audit; and

c) All Auditable Events as each is defined for its Audit Level (if one is specified) for the
Relevant SFR in Table 25 ; [assignment: other specifically defined auditable events].

[selection, choose one of: minimum, basic, detailed, not specified]
* not specified

[assignment: other specifically defined auditable events]
e oL
FAU_GEN.1.2 The TSF shall record within each audit record at least the following information:
a) Date and time of the event, type of event, subject identity (if applicable), and the outcome
(success or failure) of the event; and

b) For each audit event type, based on the auditable event definitions of the functional
components included in the PP/ST, for each Relevant SFR listed in Table 25: (1)
information as defined by its Audit Level (if one is specified), and (2) all Additional
Information (if any is required); [assignment: other audit relevant information].

[assignment: other audit relevant information]

s 2L
Table 25— Audit data requirements
Auditable event Relevant SFR Audit level Additional
information

Job completion FDP_ACF.1 Not specified Type of job
Both successful and unsuccessful use of the FIA_UAU.1 Basic None required
authentication mechanism
Both successful and unsuccessful use of the FIA_UID.1 Basic Attempted user
identification mechanism identity, if available
Use of the management functions FMT SMF.1 Minimum None required
Modifications to the group of users that are FMT_SMR.1 Minimum None required
part of a role
Changes to the time FPT STM.1 Minimum None required
Termination of an interactive session by the FTA_SSL.3 Minimum None required
session locking mechanism’
Failure of the trusted channel functions FTP_ITC.1 Minimum None required

7 PP Guide ¢ [13.1 IEEE Std 2600.1 Errata) % £
IEEE Std 2600.11Z1%“Locking of an interactive session by the session locking mechanism” & % 2 23, #&ic 2
2T 2 H 03 Ffk
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FAU_GEN.2 User identity association
Hierarchical to: No other components.

Dependencies: FAU_GEN.1 Audit data generation
FIA_UID.1 Timing of identification

FAU_GEN.2.1 For audit events resulting from actions of identified users, the TSF shall be able to
associate each auditable event with the identity of the user that caused the event.

FPT_STM.1 Reliable time stamps
Hierarchical to: No other components
Dependencies: No dependencies

FPT _STM.1.1 The TSF shall be able to provide reliable time stamps.

FAU_SAR.1 Audit review
Hierarchical to: No other components.
Dependencies: FAU_GEN.1 Audit data generation

FAU_SAR.1.1 The TSF shall provide [assignment: authorised users] with the capability to read
[assignment: list of audit information] from the audit records.

[assignment: authorised users]
* U.ADMINISTRATOR

[assignment: list of audit information]
* Table25 |[ZRTEAR DY X |

FAU_SAR.1.2 The TSF shall provide the audit records in a manner suitable for the user to
interpret the information.

FAU_SAR.2 Restricted audit review
Hierarchical to: No other components.
Dependencies: FAU_SAR.1 Audit review

FAU_SAR.2.1 The TSF shall prohibit all users read access to the audit records, except those users
that have been granted explicit read-access.
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FAU_STG.1 Protected audit trail storage
Hierarchical to: No other components.
Dependencies: FAU_GEN.1 Audit data generation

FAU_STG.1.1 The TSF shall protect the stored audit records in the audit trail from unauthorised
deletion.

FAU_STG.1.2 The TSF shall be able to [selection, choose one of: prevent, detect] unauthorised
modifications to the stored audit records in the audit trail.

[selection, choose one of- prevent, detect]
e prevent

FAU_STG.4 Prevention of audit data loss

Hierarchical to: FAU_STG.3 Action in case of possible audit data loss
Dependencies: FAU_STG.1 Protected audit trail storage

FAU_STG.4.1 The TSF shall [selection, choose one of “ignore audited events”, ‘prevent
audited events, except those taken by the authorised user with special rights’,
“overwrite the oldest stored audit records’| and |assignment: other actions to

be taken in case of audit storage failurel if the audit trail is full.

[selection, choose one of “Ignore audited events”, “prevent audited events,
except those taken by the authorised user with special rights”, “overwrite the
oldest stored audit records’]

*  “overwrite the oldest stored audit records”

[assignment: other actions to be taken in case of audit storage failure]
s 2L
6.1.10 EHEBKAE
6.1.10.1 =~ —¥—FHkRE
FIA_SOS.1 Verification of secrets
Hierarchical to: No other components.
Dependencies: No dependencies

FIA_S0S.1.1 The TSF shall provide a mechanism to verify that secrets meet [assignment: a
defined quality metric).

[assignment: a defined quality metric)
 ALTFLLERXTFLUTFOART—
o 3 FUERET D FHIEE DN
o FERUTA~D% 1 XTLULEDD
o JUNLTF(a~2)% 1 LTLLEED D
o HF(O0~9% 1 XFLEEDD
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o TNT 7Ny FSDOLFN-Q[]:, M HS%E )=~ +*) ><)EF 1 LFEL LA
D5

FMT_MTD.1(user-mgt) Management of TSF Data
Hierarchical to: No other components.

Dependencies: FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MTD.1.1 (user-mgt) The TSF shall restrict the ability to [selection: change default, query,
modify, delete, clear, [assignment: other operations/| the [assignment: list of TSF
Data associated with a U NORMAL or TSF Data associated with documents or jobs
owned by a UNORMAL] to [selection, choose one of: Nobody, [selection:
U.ADMINISTRATOR, the UNORMAL to whom such TSF Data are associated]].

[selection: change default, query, modify, delete, clear, [assignment: other
operationsl
o Table26 ®» [HfE] DA

lassignment: list of TSF Data associated with a U.NORMAL or TSF Data
associated with documents or jobs owned by a U NORMAL)
e Table26 ®» [TSFdata) DI

[selection, choose one of: Nobody, [selection: UADMINISTRATOR, the
U.NORMAL to whom such TSF Data are associated]]
e Table26 ® o —/L) DA

Table 26— — ¥ —{FREH

TSF data o—)v BE

o —HF—4 U.ADMINISTRATOR | delete, create, query

0 —/ U.ADMINISTRATOR | modify, delete, create, query
INRAT— R U.ADMINISTRATOR | modify, delete, create
HED/NRZAT— R U.NORMAL modify

FMT_SMR.1 Security roles
Hierarchical to: No other components.
Dependencies: FIA_UID.1 Timing of identification

FMT_SMR.1.1 The TSF shall maintain the roles U ADMINISTRATOR, UNORMAL, [selection:
Nobody, [assignment: the authorised identified rolesl].

[selection: Nobody, [assignment: the authorised identified rolesl]
* Nobody

FMT_SMR.1.2 The TSF shall be able to associate users with roles, except for the role “Nobody” to which no
user shall be associated.

6.1.10.2 M5 =82 HHHE
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FCS_CKM.1(h) Cryptographic key generation
Hierarchical to: No other components.

Dependencies: [FCS_CKM.2 Cryptographic key distribution, or
FCS_COP.1 Cryptographic operation]
FCS_CKM.4 Cryptographic key destruction

FCS_CKM.1.1(h) The TSF shall generate cryptographic keys in accordance with a specified

cryptographic key generation algorithm [assignment: cryptographic key generation
algorithm] and specified cryptographic key sizes [assignment: cryptographic key
sizes| that meet the following: [assignment: list of standards).

[assignment: cryptographic key generation algorithml]
e Hash_DRBG %F|H L7z SP800-90A 233 < LA T v T U X 4

[assignment: cryptographic key sizes]
e 256 b bk

[assignment: /ist of standards]
e fHRERL

FCS_CKM.1(n) Cryptographic key generation
Hierarchical to: No other components.

Dependencies: [FCS_CKM.2 Cryptographic key distribution, or
FCS_COP.1 Cryptographic operation]
FCS_CKM.4 Cryptographic key destruction

FCS_CKM.1.1(n) The TSF shall generate cryptographic keys in accordance with a specified
cryptographic key generation algorithm [assignment: cryptographic key generation

algorithm] and specified cryptographic key sizes [assignment: cryptographic key
sizes| that meet the following: [assignment: /ist of standards].

[assignment: cryptographic key generation algorithm]
* CTR_DRBG(AES-256)% #I|f] L 7= SP800-90A (25D < ELEAER T VT U X A

[assignment: cryptographic key sizesl
e 256t vk

[assignment: list of standards]
s fRERL

FCS_CKM.2 Cryptographic key distribution

Hierarchical to: No other components.

Dependencies: [FDP_ITC.1 Import of user data without security attributes,
or

FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]
FCS_CKM.4 Cryptographic key destruction

FCS_CKM.2.1 The TSF shall distribute cryptographic keys in accordance with a specified
cryptographic key distribution method [assignment: cryptographic key distribution
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method] that meets the following: [assignment: /ist of standards].

lassignment: cryptographic key distribution method|
* DH (Diffie Hellman) 3 & ECDH (Elliptic Curve Diffie Hellman)

[assignment: list of standards]
e  SP800-56A

6.1.10.3 /34 REPEHERE

FMT_MTD.1(device-mgt) Management of TSF Data
Hierarchical to: No other components
Dependencies: FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

FMT_MTD.1.1(device-mgt) The TSF shall restrict the ability to [selection: change default, query,
modify;, delete, clear, [assignment: other operations/] the [assignment: list of TSF
datal to [selection, choose one of: Nobody, [selection: UADMINISTRATOR,
[assignment: the authorized identified roles except U.NORMAL)]]

[selection: change default, query, modify, delete, clear, [assignment: other
operations]
o Table27 ®» [#fE] DA

[assignment: list of TSF datal
e Table27 @ [TSF Data] DIH

[selection, choose one of: Nobody, [selection: U ADMINISTRATOR, [assignment:
the authorized identified roles except U NORMAL]I]
e Table27® Tm—/1] DI

Table 27—7 /34 A EHHRE

TSF Data 7—/l BRAE

A A/ REZRR E U.ADMINISTRATOR | modify
HDDE2IHERE U.ADMINISTRATOR | query, modify
[PSec #% & U.ADMINISTRATOR | query, modify
F—rIVTEE U.ADMINISTRATOR | query, modify
oL al EBEE U.ADMINISTRATOR | query, modify
By 7T URNRY Y — R E U.ADMINISTRATOR | query, modify
INAY =RV — R TE U.ADMINISTRATOR | query, modify
=4 U.ADMINISTRATOR | query, delete
B m/ BB/ AR — M E U.ADMINISTRATOR | query, modify
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FMT_SMF.1 Specification of Management Functions
Hierarchical to: No other components
Dependencies: No dependencies

FMT_SMF.1.1 The TSF shall be capable of performing the following management functions: [assignment: list
of management functions to be provided by the TSF].

[assignment: list of management functions to be provided by the TSF]
o LLT® Table 28 |2/~ 345 PRFEHE

Table 28— The management of security requirements

EESE #E

A /R 5% modify
HDDSEEIHEHRTE query,modify
[PSec 7% i€ query,modify
F—NIUTERE query,modify
ot al R E query,modify
2y 7T NRY Y —ETE query,modify
INAT —RRV L — R TE query,modify
=4 query, delete

EAn s BB =) AR — MR E query,modify

a—H—4 delete, create,query

o —/) modify,delete, create,query
INAT— K modify,delete, create
INRYRZA Y i R R = modify, create
HEDO/NRAT— R modify

H & DR 7 ARG LR modify

6.2  Security Assurance Requirements

Table 29 lists the Security Assurance Requirements for 2600.2-PP, Protection Profile for Hardcopy
Devices, Operational Environment B, and related SFR Packages, EAL 2 augmented by ALC_FLR.2.
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Table 29— IEEE 2600.2 Security Assurance Requirements

Assurance class

Assurance components

ADV: Development

ADV_ARC.1 Security architecture description

ADV_FSP.2 Security-enforcing functional specification

ADV_TDS.1 Basic design

AGD: Guidance documents

AGD_OPE.1 Operational user guidance

AGD_PRE.1 Preparative procedures

ALC: Life-cycle support

ALC _CMC.2 Use of a CM system

ALC_CMS.2 Parts of the TOE CM coverage

ALC_DEL.1 Delivery procedures

ALC_FLR.2 Flaw reporting procedures (augmentation of EAL2)

ASE: Security Target evaluation

ASE_CCL.1 Conformance claims

ASE_ECD.1 Extended components definition

ASE_INT.1 ST introduction

ASE_OBJ.2 Security objectives

ASE_REQ.2 Derived security requirements

ASE_SPD.1 Security problem definition

ASE_TSS.1 TOE summary specification

ATE: Tests

ATE_COV.1 Evidence of coverage

ATE_FUN.1 Functional testing

ATE_IND.2 Independent testing—sample

AVA: Vulnerability assessment

AVA VAN.2 Vulnerability analysis

6.3  Security functional requirements rationale

6.3.1 The completeness of security requirements

Table 30 (X TOE X aU7 xR G E#HE X2V T AR E 2~y T LIcb D ThDH, ZIUTED, K%
2T AREREEE N D7l 1 DD TOE tF 2T 45 R G EHIRIRL TWAZEZRL TN,
FH et BfR%E Bold (R0 (P) THRL, AR —hL TSGR % (S) T/RLT-,

Table 30— The completeness of security requirements

Objectives
o)
G | @ A
Q < i o
E Z |9 |&
w |l 1552|562 |58 |=&
= - < < o < T L i 0] O
a < I I [ I E O o @) i
I I @) O ©] @) 2 < < — 0)
o o zZ =2 Z Z < w = = b
2 12 10 |k |L g | |B |2 |5 |2
S8 |52/ |8 |E|85(5]¢
[%2]
o la |2 |& |3 |c |3 |2 |& |3 |G
SFRs o |lo |o |o |o |o |o |o |o |o |o
FIA AFL.1 S
FIA_ATD.1 S
FIA UAU.1 P P
FIA UAU.7 S
FIA UID.1 S S S S S S P P S
FIA USB.1 P
FTA_SSL.3(lui) P | P
FTA_SSL.3(rui) P | P
FMT_MSA.1(exec-job) S
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Objectives
[m)]
818 |q
0 < o ]
N |2 | =
[ -l |25 (8] |
n = | il 2] | (@] E > o x
= - < < a < T i i O @)
a) < | | I | = O 14 (@) i
| | (@) (@] O (@] o] <L < _] O
o o zZ =2 Z Z < w = - b
Z Z O = L T o o e = p
818135 |2(8 |38 |28 | |55 ]¢
o |a |z |& |8 |c|3]2|8 |3 |8
SERs o |lo |o |lo |o|o oo o |lo |o
FMT_MSA.3(exec-job) S
FDP_ACC.1(exec-job) P
FDP_ACF.1(exec-job) S
FMT_MSA.1(delete-job) S S S
FMT_MSA.3(delete-job) S S S
FDP_ACC.1(delete-job) P P P
FDP_ACF.1(delete-job) S S S
FDP_ACC.1(in-job) P
FDP_ACF.I(in-job) S
FPT FDI EXP.1 P
FDP_RIP.1 P
FCS_COP.1(h) S S P
FCS_COP.1(n) S S S S S S
FTP_ITC.1 P P P P P P
FCS_CKM.1(h) S S P
FCS_CKM.I(n) S S S S S S
FCS _CKM.2 S S S S S S
FPT TST.1 |
FAU GEN.1 P
FAU GEN.2 P
FAU SAR.1 |
FAU SAR.2 |
FAU_STG.1 P
FAU STG.4 P
FPT STM.1 S
FIA_SOS.1 S
FMT MTD.1(user-mgt) P P P
FMT_SMR.1 S S S S S S S
FMT_MTD.1(device-mgt) P P P
FMT_SMF.1 S S S S S S

6.3.2 The sufficiency of security requirements
ARETIE, BF 2T AHERRELED TOE X2V T A5 R G ANl DIC+53 Th ORI AT IR 3D,

0.DOC.NO_DIS iZ, user document data 2382 <472 KO 1T,

FIA_UID.1 TOZ—H—i#BIEHRIZIGC T, FMT_SMR.1 CTEHIN/-0—L08E0 Y CThh, 2o
—JWZHADE,

FMT_MSA.1(delete-job)/FMT_MSA.3(delete-job) , FDP_ACC.1(delete-job)/FDP_ACF.1(delete-job) {Z &
Va7 X AR R NOIIT 78 AR T 52212,
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FDP_ACC.1(in-job)/FDP_ACF.1(in-job).

WZEDEIY a7 D2 — —F —Z~DT 7B AR NOIHITH|IRLIZD, Z LSO a7 HD 2 —
W—TF —H DT 7B ALGEL TERLLTENTHZ LI EBEND,

F7o, Va7 I A R &7 user document data DFEFEAE I, FDP_RIP.1 2KV e &M ESND,
&2, HDD N —H—F — X < TSF 7 — X ~DZ&FE (5L T

FCS_COP.1(h), FCS_CKM.1(h)IZ L ffi#SH,

LAN 25 54 H2—W —F —H% - TSF T — X ~Dh S A TR HL T

FCS_COP.1(n), FTP_ITC.1, FCS_CKM.1(n), FCS_CKM.2 {ZXh RS D,
CBICEE T DA RS AE I FMT_SMF.1 I k> THRfitEH T,

0.DOC.NO_ALT I, user document data 23t X A S/ Eoiz,

FIA_UID.1 TOa—V—iBIEHIZST T, FMT_SMR.1 CTEHESN/-o— L0380 Y Thih, Fon
—UZHAD X

FMT_MSA.1(delete-job)/FMT_MSA.3(delete-job) ., FDP_ACC.1(delete-job)/FDP_ACF.1(delete-job) {Z &
VEMEZRND BT 7B ARIRTHZEIC LD FEBLISND,

IHIT,

LAN #5525 52— —F —X TSF T —H ~DU S A+ 2T XL T

FCS_COP.1(n), FTP_ITC.1, FCS_CKM.1(n), FCS_CKM.2 {Z kWS D,
ZNBICBE T D HEAEAEIL FMT_SMF.1 Ik~ T fit&h T,

O.FUNC.NO_ALT /Z. user function data 73S ASH720 AT,

FIA_UID.1 TO=Z—H—i#BIEHIZIGC T, FMT_SMR.1 TEHIN/-a—/LNE0 Y THhh, Z0on
—IUZHAD X

FMT_MSA.1(delete-job)/FMT_MSA.3(delete-job) ., FDP_ACC.1(delete-job)/FDP_ACF.1(delete-job) {Z &
VEAEERND BT 7B AFIRT 5 LIC LV EBIND,

3BT,

LAN #5525 52— —F —X TSF T — X ~DHR S A 2T 5L T

FCS_COP.1(n), FTP_ITC.1, FCS_CKM.1(n), FCS_CKM.2 (L0 {fi#ESn 5,
ZTHBICBE T A E EEREIE FMT_SMF.1 I~ TRt T D,

O.PROT.NO_ALT i, TSF protected data 7324 A S 720912,

FMT_MTD.1(user-mgt) CEBLXH17- FIA_UID.1 TO—F—i B H 2S00 T, FMT_SMR.1 CEH
Efze—AnEI Y Thi, EOr— LI SE,

FMT_SMR.1, FMT_MTD.1(device-mgt) , FMT_SMF.1 2157 /A A E FEREIC LV FHELESN D,
bz,

LAN %3555 52— —F —HTSF T — X ~DKS A« ZFITxL T

FCS_COP.1(n), FTP_ITC.1, FCS_CKM.1(n), FCS_CKM.2 (L0 {fi#Sn 5,

O.CONF.NO_DIS %, TSF confidential data 73288 S41720 K912,

FMT_MTD.1(user-mgt) C&FESH 7= FIA_UID.1 TO—H—3kBIIERIZIGC T, FMT_SMR.1 T H
SNToe— LB Y THIL, £Or— L ZHESE,

FMT_SMR.1, FMT_MTD.1(device-mgt) , FMT_SMF.1 |Z15 T A A EHRSREIC LD KBS D,
X512, HDD ND—H—F —H+TSF 7 — X ~D (kL T

FCS_COP.1(h), FCS_CKM.1(h)IZ L0 {ri#ESH,

LAN %5525 52— —F —HTSF T — X ~DE S A« ZFITHL T

FCS_COP.1(n), FTP_ITC.1, FCS_CKM.1(n), FCS_CKM.2 (kv {fi#Sn 5,

O.CONF.NO_ALT I%. TSF confidential data 73 & A SRRV,

FMT_MTD.1(user-mgt) C&FESH 7= FIA_UID.1 TO—H—3kBIIERIZIGE T, FMT_SMR.1 T H
ENT-a— 3 EI Y THN, TOr—//WIHESE,

FMT _SMR.1, FMT _MTD.1(device-mgt) , FMT SMF.1 {2157 A A E R AEIC LD FEHLEND,
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IHIT,
LAN 252552 — —F —H% TSF T — X ~DH S A 2T xL T
FCS_COP.1(n), FTP_ITC.1, FCS_CKM.1(n), FCS_CKM.2 {ZXh RS D,

O0.USER.AUTHORIZED /%, FIA_UAU.1, FIA UID.1, FIA UAU.7, FIA_AFL.1 TOBIZERFEAT =
XALK—J:DH‘LA nﬁéﬂfgi"“qj—“‘ﬁ)

FIA_ATD.1. FIA_USB.1. FTA SSL.3(Iui)/FTA_SSL.3(ru)iC kW2 —H =Dy ar NEFEN,
FDP_ACC.1(exec-job)/FDP_ACF.1(exec-job) (ZX2 7 7 AHIMENC LY | MHEMRZ 5 7- K 6E & Fi|
TEAHZEICEFEREIND,

512, FIA_SOS.1, FMT_MSA . 1(exec-job), FMT_MSA .3(exec-job), FMT_SMR.1
EEETD,

(ZEDIEY 2 —H—

O.INTERFACE.MANAGED %, A A% —7 = — 2% B #4555 H#THY . FIA_UAU.L,
FIA_UID.1, FTA_SSL.3(lui)/FTA_SSL.3(rui)ickp 2 —% — A Z—T7=—2DE L FPT_FDI_EXP.1
(128D LAN ~DHRE A LR T DR IC K> TEBLEND,

O.SOFTWARE.VERIFIED (%, FPT_TST.1 ® B .7 AM#REIC L > TEIZND,

O.AUDIT.LOGGED
FAU STG.4 |[ZLDEA 0/ HEREL
REZI T AR 2720

1% . FAU GEN.1. FAU GEN.2 . FAU SAR.1 .
LXoTEHBEND, SHIZ, EE 7+ —~y MY o — —
(Z FIA_UID.1 & FPT_STM.1 IZ&» THR—FEND,

FAU_SAR.2 ., FAU STG.1 .,
e

O.STORAGE.CRYPTED %,
c]: D T%J’EEA é j’bé o

FCS_COP.1(h)D I 5L/ 5 HEEE . FCS_CKM.1(h) D -8 B RELC

6.3.3 The dependencies of security requirements

FTA_SSL.3(lui)

No dependencies

No dependencies

N/A (RAFPMEDBRZ2L)

AT, ST THEEZMEORATIEE N2 L TR EH D72 B 27850 52,
Table 31— The dependencies of security requirements
CC TERL TV | ST TRiLTWAIK
{ -l 7
BEREEME Bk . BRI L QU2 R
FIA AFL.1 FIA UAU.I FIA UAU.I N/A (A7 Z R 72 LT D)
FIA_ATD.1 No dependencies No dependencies N/A (RAFPEDZER L)
FIA UAU.1 FIA _UID.1 FIA _UID.1 N/A (AT AT T D)
FIA UAU.7 FIA UAU.I FIA UAU.I N/A (A2 72 L TN D)
FIA_UID.1 No dependencies No dependencies N/A (AT PEDF R L)
FIA USB.1 FIA_ATD.1 FIA_ATD.1 N/A (IR 7L TV VD)
(
(

FTA_SSL.3(rui)

No dependencies

No dependencies

N/A URTFPEDZESR L)

E;DDPP_I?(? ?]] or FDP_ACC.1(exec-job)
FMT_MSA.1(exec-job) || porov™ FMT_SMR.1 N/A (A E 7L T D)
FMT SMF.1 FMT_SMF.1
FMT_MSA.3(exec-job) 1;?/14?2/[1\33:11 %;—gﬁﬁfexecﬂ"b) N/A (IKTEVEA 72 L CUD)
FDP_ACC.](exec-job) FDP_ACF.1 FDP_ACF.1(exec-job) | N/A (&FFMEATT-L T\ 5)
. FDP_ACC.1 FDP_ACC.1(exec-job) L ot e
FDP_ACF.1(exec-job) FMT MSA 3 FMT MSA 3(exec-job) N/A (TFHEEST-L QD)
. [FDP_ACC.1 or FDP_ACC.1(delete- e 2
FMT_MSA.1(delete-job) FDP TFC.1] job) N/A AL T D)

52
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CC TERL TV | ST CRLTWAIK
1 =L TR
BEREEE Bk R REFMEETRZL TQORWEEH
FMT _SMR.1 FMT_SMR.1
FMT SMF.1 FMT SMF.1
FMT _MSA.1(delete-
FMT_MSA.3(delete-job) Eﬁ%gﬁﬁll job) N/A RAEHEA T2 T D)
- FMT SMR.1
FDP_ACC.1(delete-job) || FDP_ACF.1 FDP_ACF.1(delete-job) | N/A (A7 MEA7-L T 5)
FDP_ACC.1(delete-
. FDP_ACC.1 job) S
FDP_ACF.1(delete-job) FMT MSA.3 FMT MSA 3(delete- N/A (AF AT 72 L T D)
job)
FDP_ACC.1(in-job) FDP_ACF.1 FDP_ACF.1(in-job) N/A RAEHEA T2 T D)
FDP ACC.1 FDP_ACC.1(in-job)
FDP_ACF.1(in-job) FMT MSA3 FMT_MSA .3(delete- N/A RAEHEA T2 T D)
- job)
FMT_SMF.1 FMT_SMF.1 R
FPT FDI EXP.1 FMT SMR.1 FMT SMR.1 N/A (KT HEE T2 LT D)

FDP RIP.1

No dependencies

No dependencies

N/A URAFPEDTR721L)

FCS_COP.1(h)

[FDP_ITC.1 or
FDP_ITC.2 or
FCS_CKM.1(h)]
FCS_CKM.4

FCS_CKM.1(h)

FCS_CKM.4 Z 5L TRV B

K 54813 RAM _EIZAERSHEREULEHA 5, F
f:ﬁé‘%ﬁ%éﬂwthax IR A e e IE L7 o T
%o fE> THERBAYIC IR B 8RR 2 L7 < &b IR B4
s ’m@éa"b“(b B,

FTP_ITC.1

No dependencies

No dependencies

N/A URAFPED TR 721L)

[FDP_ITC.1 or

FCS_CKM.4 ZF 5L TV B
5883 RAM _RICARSNERE 5L 2 5, £

FCS_COP.1(n) iiBSP—ICTCKﬁ, f(rn)] FCS_CKM.1(n) T A D Hj?“_ IR TR & 7> T
FCS_CKM4 o)o ?/t’)(*g%ﬁléé/] %%E&%%biﬁ<k%ﬁ%%%
- X EIEHEI TN,
FCS CKM.4 #FEiEL TV B .
ECS COP.1 K558 RAM RICA RSN EREU5EE 2 5, £
FCS_CKM.1(h) FOS CKM.A FCS_COP.1(h) el iRer UL e BN B NEI VA SRt NG
- %o fE> THERBAYIC IR B 8RR T2 L7 < &b I B4
X2 BIEHSN TG,
FCS CKM.4 #FEiEL TV B .
[FCS_CKM.2 or K55 8E RAM _RICA RSN EREU5EE 2 5, £
FCS_CKM.1(n) FCS_COP.1] FCS_COP.1(n) f:ﬁ%%%%:ﬁ&@tlﬁf k IEAR AT REZe & &7 > T
FCS_CKM.4 %o fEo THERBINIC IS B-RIE FE 2 L7e< LB Iy B
et ”ﬁfiéﬂﬁ/ Do
FCS CKM.4 #FEIREL TV B H:
%%DPP{TTCC;OT W5 S8EIE RAM RIS RSN EIRE DD 2 5, £
FCS_CKM.2 FCS CKM 1 )] FCS_CKM.1(n) Tl ot 2 H Hﬁ“ & IEAR A REZa A IE & 7R o T
FCS CKM.4 %, P> THEREIIC IS B8Rk FE 2 L7e< LB Iy B
- ziﬁéazﬁéiﬁ'&éhﬂ D,
FPT TST.1 No dependencies No dependencies N/A (RIFED B R L)
FAU GEN.1 FPT STM.1 FPT STM.1 N/A RAFEEE 2L TV B)
FAU_GEN.2 Eﬁf_ﬁgﬁ' ! gﬁS_ﬁEDI\I] ! N/A RAFEE 7L TV B)
FPT STM.1 No dependencies No dependencies N/A (RAEVEDE R 72 L)
FAU SAR.1 FAU GEN.1 FAU GEN.1 N/A RAFEA 7L T D)
FAU SAR.2 FAU SAR.1 FAU SAR.1 N/A UERAFMEE T T2 TD)
FAU STG.1 FAU_GEN.1 FAU_GEN.I N/A (RTFEZ T2 T D)
FAU _STG.4 FAU _STG.1 FAU STG.1 N/A RTEEE 2L T D)
FIA SOS.1 No dependencies No dependencies N/A (AT D ERARL)
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CC TERL TV | ST CRLTWAIK
1 =L TR
BEREEE Bk . RFHEERTZL QORNWEE

FMT_SMR.1 FMT_SMR.1 .
FMT_MTD.](user-mgt) FMT SMF.1 FMT SMF.1 N/A RAEHEA T2 T D)
FMT SMR.1 FIA UID.1 FIA UID.1 N/A (A A 72 LT D)
FMT_MTD.](device- FMT _SMR.1 FMT_SMR.1 P

FMT SMF.1 FMT SMF.1 N/AURTFIER =L TD)
FMT SMF.1 No dependencies No dependencies N/A URAFEDOER L)

6.4  Security assurance requirements rationale

This Protection Profile has been developed for Hardcopy Devices to be used in commercial information processing
environments that require a moderate level of document security, network security, and security assurance. The
TOE will be exposed to only a low level of risk because it is assumed that the TOE will be located in a restricted
or monitored environment that provides almost constant protection from unauthorized and unmanaged access to
the TOE and its data interfaces. Agents cannot physically access any nonvolatile storage without disassembling
the TOE except for removable nonvolatile storage devices, where protection of User and TSF Data are provided
when such devices are removed from the TOE environment. Agents have limited or no means of infiltrating the
TOE with code to effect a change, and the TOE self-verifies its executable code to detect unintentional
malfunctions. As such, the Evaluation Assurance Level 2 is appropriate.

EAL 2 is augmented with ALC_FLR.2, Flaw reporting procedures. ALC_FLR.2 ensures that instructions and
procedures for the reporting and remediation of identified security flaws are in place, and their inclusion is
expected by the consumers of this TOE.
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7 TOE Summary specification

ZOEFETIL, TOE ERHARZEFLR 35,

71 a—¥ R
- XS TAHREEM: FIA_UAU.1, FIA _UID.1, FIA_UAU.7,FIA_ATD.1, FIA_USB.1, FIA_AFL.1,
FTA_SSL.3(lui), FTA_SSL.3(rui)

TOE 1%, EH O —HP—ZFARERET 572012, 2—F =2 EE S F AR E—R Ul IZBWTT V¥
NG AR ET DR — Y — ODuihB'JumnE%%:k?“é BL, PV hoard 77 rAxla7 1 777
AVa7 OENTFFAILT%, [FIA_UAU.1, FIA_UID.1]

Z—WP—FHFEE, DU O 2R DG e R —h 45,
- ANERERGE =

:L%_‘j: FRREY— /73— k—y‘kﬁéﬂ‘(b \61%4} rFl ?&%*Uﬁﬁ —j‘ému ulT:jjJ‘ {ﬁJZ_ j: :LF“H—E‘
FRREY—/3—(ZiZ, Kerberos #37lE D Active Directory —/3—X° LDAP §8iE 520 LDAP
P =% T D,

- NEBRERE T
TN AR GFESI TS — Y — 2R 5586 2,

TOE (F2——FBFEEL T, BlE SRV KOV E—h Ul Oul A D HL—H —44 -/ N2 —R 38
AEETHDIa T A HD AT EER LT HRELTe AU B Ca—Y =4 - XA =R R EEH L5
BDOIa— P —Z PRI T D, SAT —R AN DRED/SAT —RFF AU 7%, #3377
VE—hULIZ @R AT D, [FIA_UAU.7]

TOE [IFIHFEIZRIL T, 22— = n— Va2 BMEEL THERF 25, — T —OfRBIFEREIC R B 5 &,
a2 —H—ZLIZ Access Control Token(LL#: ACT)&2 31T T HZETRMELZEI VAT S, [FIA_ATD.1,
FIA_USB.1]

TOE 1%, RIEZ2u T AL BTG T T20OIZLL Oy 7 MEREZT-IL -5, [FIA_AFL.1]
- REULZeyZ TUNOFFRBEICE LG A IE Y 2 — P —IZx L Cay 7 T URSE 5, vy
IT I ROFREEIL, 1~10 [BISEIRTE S, (WIHIfE I 3 [[])

- RELEay I TUREM AL, Y —Y —0ons AU 2RO, vy T MRERIT 1-60
IINHERIR TED, (%)Jﬁ;ﬁfﬁis 7)

TOE (%, #{F "XV R0UE—b Ul Z— ERFMBIELRVIRERNRE S5 TR HED,
[FTA_SSL.3(lui), FTA_SSL.3(rui)]

- ?é?sﬁzf\"*/v@%f’ﬁwm VIREEDS, A — R U THEREIC CRRIESNTZAA LT UMM 2Bl L7z
BA, 10 70-9 /bR c& 5, (WIHfEIL 2 4 )
- JU'—hUI %Tsmfﬁbfm\ﬁﬁ%zi o al EEE EMEREIC TR E SNV Z A LT 0 MR 2%

WU3A 15 47-150 iR TE 5, (fmﬁ;ﬁfﬁilS )

7.2 TVaTETT 7w AR
- ®ISTAHEBEZE Y FDP_ACC.1(exec-job), FDP_ACF.1(exec-job), FMT_MSA.3(exec-job)
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TOE %, #BEiEES Nz — Y —|Z8ITE N2 ACT ORNFITISU T, Ul iy a” 477 7B Al
MEEATRULT 2, ZOva 7 ZITT 7B RGN 35, filiEx R0 BIEIIEEEZOLOTHY, FiZ
[EH ETHD,

BAE VDB DYa7 FELTT 72 AL, ACT Ou— WIS 7 7V r—a#HlR )o@
IS TYay E T2 LT, FNLIANIT 7 B AZ4E BT 5,

UE—h Ul OFEDOTa7 EITT 7 vAF#IL, ACT Oa—L OB EISl TPay OFETEHESL

T FNUSNEIT 78 AETF AT 5,
%72, UADMINISTRATOR %, X THOVa7 FEITRAHETH D,

Table 32— a TEITDOT 7 B AFBERY o —

Ul f#&51 il P & BE
BaE L [’V ] @ Pointer U.USER Or— L7V R | 23R r ST | il 5t G 2 1 YAk
H—/LTHD, TBHZ L TELT A
(=8
[2t"— | O Pointer U.USER Du—/Lnlabt’— @iz | il s G20 b
H—/LTHD, T 5L TELTA
(=8
[ZF% v LTCHEE D | UUSER Ou— N[ A%y UTEE1Z | #5821 4L
Pointer RSN T — L ThD, TAHAZETELTH
BE.
[ 572 ] ®D Pointer U.USER O — LN 2F v L CHEE)Z | #6227 M
AN — L ThHD, THIETHEATA
e,
[Z2{ZRL A D Pointer | U.USER DO — LS {EAET 7 AL OFI | | 480 % 22 % 1& PEAL
RSN — L ThA, THIETHEATA
e,
MEFEZ 7 AVOFIFH | | UUSER Or— L NMRIET7 AL OFI ) | 480 5k 5 % 1% M4k
@ Pointer FHFA SN — /L ThD, T HIETHEITHA
=8
(2% % L THRIE] D | UUSER Ou— L[ 23 UTIRAE) & | 648 % 2 2 15 PR Ak
Pointer FFR SN — /L ThD, FTHZETHELTA
(=8
UE—h Ul [SZEMRET 74V D | UUSER ®a—/ L5 Administrator 2—/ V2L | ELTAA],
KA | D Pointer Ak

7.3 BAY a 7TT7 7 & REEHBRE

TOE (%, 22—V =N ALT=T Vo MNat —/Ax v FAX GO ATa 71Tkt LT RO T 7B Al
DX 2T AEEE T 5,
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7.3.1 EPAPE R Ve dI%;

- XS AHREE A FDP_ACC.1(delete-job), FDP_ACF.1(delete-job), FMT_MSA.3(delete-job)

TOE 1%, a2t —/F Vo NAX Y /T 7 I AR B DV a7 B L T O HFETR vV TEL, b0 Ya~
Da—HPF—Z I A a7 B RFICF DOV a 7 B R LT —F—4 TR S TS,

- UNORMAL L. B DO a7 OYIERI A e
- U.ADMINISTRATOR |Z. TR TOTa7 DYANER L ALED Y a7 OYIFEA AT HE
Jad OF v BEN, Pa I BT A B EL HIFRE NS,

7.3.2 VaTPOEFIE~DT 7 & Rl e
- @ T 5 B8 & 4 :FDP_ACC.1(in-job), FDP_ACC.1(delete-job), FDP_ACF.1(in-job),
FDP_ACF.1(delete-job), FMT_MSA.3(delete-job)
TOE &, ZNENDOTa7 POEF LFEITH L TU FOT 7 B A filifllZ 1295, ZhbDyar7 da—
W= I 2T A RIFIZE DV a7 AR L2 —F—4 T b T,

[V —/AF Y /T 7 I ARG DTV a7 FOEA LE~DT 7 AHIFEFEEE )
- TOE L, abt—Dya7 HOE S LEICKH L CTHEL ST HZ LN TE R,
727U, T #FH B LN U ADMINISTRATOR 1%, ENAMES: 7V NEA{THIZ LN TES,

- TOE 1T A T 7 I ARMED Va7 FOE T LEITH LT, 7.3.3[%EY 3 7 — M1tk
BE I DA EERE, SEL BB THIENTEA,

[V a7 HOET LEAADOT 7B AT EHEEE

TOE 1. 7V hard ngASNLE, ZOFEF VL MEFIC I RET 5, Hio, TV a7 ioft 5
SINTa2—Y—ZTEOT Va7 OFTAEEZHEIL, LLFOT 78 Az EZH L T\ D,

U.USER (. #H%Ef%ﬁbfjij/w@ EFLEICHLT. B O2—F—LZ LTI a7 Da—
P —Z BB T=5HA1T, LA T OBIENAIEE,

- U TB,
- TUNOENEEE LT 5,
- HIBRT D,

U.ADMINISTRATOR %, T _RTCOT VU MERF DTV a7 DOE T LEDVARNFRL, THIZ
SITLUT. LA F O DS T RE

- VarvEHIRT D,

[T 7 I AZAG Va7 DEALE~DT 7B A HERE )

TOE 1%, Z{ELT=T7 77 A/ 1 77V AZAETa7 ODE L EEZOEET VT, — B 77 AVRAFT
LIREEH 5, TNOOE T LEDMRESNDERITIX, BT VAT LRI ARFESINDTD, VAT
LRI ANDT 7 AKIHNZEOEEE - LEOT 7B ARIENZE H XD, VAT LRy 7 ADE -3
E2t NITHRIESN2WINT, VAT ARy Z AU CTHANS 7 HIORFIER 5 A2 ET HIEN T
Do
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VAT DRI ADKGREE S O L, Bk, £ T U ADMINISTRATOR [ZBRESNDHT-8, B 3L
T 7 A e/ 22— Y — X U.ADMINISTRATOR D % Toh 5, L= - T, TOE 1%
U.ADMINISTRATOR Z{RIFSNIZEFLEOFAH LHIEL, UNORMAL & LEDOTVRR
EIE . HIBRE TERWIITT 72 Al A EHL T\,

U.ADMINISTRATOR &, {E XRAMNET 7B AT DA | BiaE & 5A2 AN L7e<Eb, B CEICK
L CELF OEAED FHE,

- TVUNTD,

- EETD.

- HIBRT 2,

U.ADMINISTRATOR (&, VE—h UL 0BT 78 AT DA VAT LRy 7 A U CHANCER E S
ERER 5L VAT LRy 7 A BRI A STV RERER 5708 —BL TS B D 2 LU T DA ATEE,

- TURTS,
- %’T%j‘%)o
- HIBRT D,

[ — R 7 ADE T SCEADT 7 AHIHHHE )

TOE (%, Ot —/AF ¥y Vad DEF L EL, 22—V =Ry A MRTFTHEREL TR 5, ZNnbDE
FILEEAZBETHERICIE, 22—V =Ry I A~DOT 7B A #7558 H S5,

ZTNEND2—Y —Ro 7 A UCHANS THTORER 52 7R ETHIENTED,

Ry ANE A L EERAGT DRI REE 5O ANNIAETHY, TOE [FIELWEEREE 52 A L7
U.USER ZARFGFENTZE - SCEOFTAE LML, 772 AH#%2 LB L D,

UNORMAL %, 22—V =Ry 7 ACHFHRNIRESNIZRFEE 5L, 22— —R o7 ZEERFIZ A T1EH
THFEE Z N B LG E DI, 22—V —R o7 ANDOE A LEITKTLTLL FO#IEN A EE,

AN R

- TVUNREERETETD,

- JLbEa—75,

- HEET5.

- HIBRT 5,
U.ADMINISTRATOR (&, BfE SN BT 7 ¥ AT D86 | WEREE 52 A Lieeb | M1 SCEITA
L CUL T OEAED AT HE,

- VNS,

- TVUNREEREET D,

- TLEa—75,

- EETD.

- HIBRT 5,
U.ADMINISTRATOR &, VE—h UL 67 7 82T 5855, B CEITRL T, FANIERE SIS RE
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Fgl, Ny ABAERHI A SIVRERER 508 — B LT B O F LU T OBRAEAATEE,
- VNS,
- TVUMNREEEETD,
- L a—T5,
- EETD,
- HIBRT 5,

7.3.3 EEY 3 7 —RHR TR
- X4 % #% BE = {4 : FDP_ACC.1(in-job), FDP_ACF.1(in-job), FDP_ACC.1(delete-job),
FDP_ACF.1(delete-job)

PEVa7101%. FAX BHEL2AF v 2 FRIERHY . LB D E a7 1T — R AE T BT Dk
B3 a 7T —RREIFMREL LT, [ XA ~—EZ 1 LT 7L 2— 10355,

(M A~—ik5F ]

TOE 1%, #A~—EEDORENINIZEETVa7 DA SNLE ZOFFEREETITRESNT- R F
T RAFT 5,

UNORMAL X, —HRFLIZEE a7 IZd LT B O2— A LB E Va7 Da—F —44 08—
LU=, LT OBENATEE,

- SEEEETETD
U.ADMINISTRATOR (%, T _XTO—FHRFLIZIEE Va7 IZx LT, L FO#IEN ATHE,

- BEREETTD
12—
TOE 1%, 7L Ea—DORENSNIZEE Va7 NRASHAE, TCICEEETICVavNEE T L E o
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7.6.1 B 2{b/E S Hne

- RS HHEEEE M FCS_COP.1(h)
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- TOE | IWs 582 A pk L7=% . RAM EIZKANT5

728, Seed HhEHALT v T INBEAST A FEIIMFELR, T, B 58I HB AT —THD RAM
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- SP800-56A O #E|ZH-3u /= DH (Diffie Hellman) 33 X 0O ECDH (Elliptic Curve Diffie
Hellman)

7.8 HCT R MERE
- XS TABSEEE M FPT_TST.1

Copyright  CANON INC. 2020
61



Canon

1T H: 2021/02/25

TOE %, EE)FFZLL F O B 7 AN FE i35,
- BT RN(AES)DERET =y
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User”, ”Limited User”® 4 FEXEDO 01— L NFEL TS [R—20— L | IS OFIRD [ A% La— )L |
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- X AEEREEM: FMT_MTD.1(device-mgt), FMT_SMF.1

TOE 1%, BX 2V 7 (HEHEZ A NTHERESE D Table 27 D XH7p B FhiT A AEFEAEDFR T4
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