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bizhub C257i User's Guide 1.00 Jeih (BT%E
ineo+ 2871/227i User's Guide 1.00 #3E | AfHE)
FULL hix ineo+ 2571 User's Guide 1.00 PR
Sindoh D322/D332A/D332E/
D320/D330A/D330E/CM2103/ 1.00 PR
CM2043 USER MANUAL
Sindoh D331E USER MANUAL 1.00 HEE
bizhub C287i = — % — XA A K . |exe 77 | F—E AT UMK
o 1.02 SRS
X2 U T o R AN(*3) | BT 51,
bizhub C2871/C2571/C2271 User's e (BT%&
_ . . 1.02 Y3
Guide [Security Operations] FANEY)
X =2VU 7 | ineot+ 2871/2571/2271 User's Guide B
e 1.02 e
+ FERER [Security Operations]
Sindoh D322/D332A/D332E/
D331E/D320/D330A/D330E/ -
) 1.02 HEE
CM2103/CM2043 User’s Guide
[Security Operations]

FDMFP KRGS DA # A (FULLIE B = U 7 o BERElR) &2 — X~ U NEA 2,
HARGRIR & FERERRAS 8 D) |
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T3,
(*2exe 77 A NEFITTHZEThtml 7 7 A VB ATFT D,
(*3)exe 7 7 A NEFATTHETpdf 77 A NVE ATT D,

1.4.2. TOE OHERIFEH
LITFIZ TOE O % = U 7 1 e & FEAKSRE 2 7Lk 2,

TOE
¥ U =%
oot I h
1 | ) 1
i RIS AEME tEa T ERME || 7 b |
| b .
| 4 £ e L ! !
! T 5 o R e BEEAE o R ¥ v e :
1 | h 1
1 | \ 1
! g L = [= == rn
! S {taE =1ERE L E A E E o s i
1 | \ 1
1 1 1 !
' =/= = s Lk AN B i I
U PR S !
1
| | XEORFLIRY G LEE | |
e RS ’
'y 'y A F Y
h 4 h 4 h 4
FIRE 7747 kPC SMTPH — /< — FAXIE 28
SNEREREL Y — /¥ —
DNSH — /¥ —
a4 4 —s8—
WebDAV ¥ — /3 —
SMBH — /¥ —

X 1-2 TOE PRy %

1.4.2.1. EARHEEE
PATIZ, TOE O FAREEE ALk 35,

Table 1-4 TOE DX ARERE

No. Function Definition
1 | 7V MhE FIHZFE A LAN #H CHE 1 3CE% TOE ([ —FERTEL . FlRl 9 2H%EE,

74Tk PC DT YARTAN—HE LT WC 036, BRAE& 7Y MRy 7 AT
BT L EE W RAFTED, o, WC 226/ AU —RiE 51k PDF A7 A~
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T HEHE—IERIFTED, FIREDEAE SR DD — IR RIELICE T S EOH)
REFATUI A %524 E T 30GEE TORE M HHIBRShA,
2 | AFyHgAE FHE LD BB SR DLOBIEIC LT ML EE A Y THARY, &
F-SCEICEHL T, 2412 (E-mail, WebDAV, SMB) 4% EkfE,
3 | av—pkE FAB LD BRIE SR NEDEEIC K > T ECEE A v TRt A B> T,
Pt B 7 B A TR 2 Re.
4 | 7o ABRE e 7 70 abhad VT, AREIEERA A PSTN) 2/ LT E
TESAG T OHE
T 7 I AKIEHSRE
BB S FDBEIR AR E L, ML EEAT v Ty, BT 3CEICE
UC BB LTINS T 77 A~E(E T D06 RE, BE/ SR d b AR Y 7 AR
FINTWDE T LEET 7V AEETHIELTED,
< T 7 I AZAGHERE
AT 77 2D BERE AR E U CRE T SCEE %5 T HHEHE
5 | XEBORALTVMHUEE | MARYIZR MHIATVZERY A NAT =5t PDF Ry 7 A8 T
EERAE LT RF L E 7 3UEE B H I HRE,
AR Y7 AR LT ELTEEAF v TRt A I, BT SCEICE L TRIT,
IFGAT R PC DTV ZRTAN—HELLIL WC DB T U EERLT, 777 A
BRICES TR LI F a— &7 7 VAL EERF TXD, B ATV ZERYY
W LT, 777 AEREIC > TR A LTI 7 7 7 AL E T TE D, /SAT—R
K51k PDF Ry 7 ZZKL T, 7947 PC ® WC 308 F UEARE T
D
B AR Y7 TR GFES NI B SCEIT, BfE SR LA, SMTP #—/3—
[WebDAV H#—/3—/SMB H#—/_R—~DT77ALE(F, 777 R%E, WC b
SMTP #—/3—/WebDAV #—/X—/SMB H— S—~D77A/LiE[F, X7
O— RN TED, BWHIATYZER Y7 AURF SN T SCEL, BB SR
SR, WC bF U —R N TED, /SAT—RK; 5l PDF Ry 7 AR FS
NI SCER, BB SR NR Y I A~DRIFENRTED,

1.4.2.2. &2 Y) T 1 HEE
LI Rz, TOE OtV F 1 #hea 30k 45,
AR =V F RA A O EAICEE T 2886EIL. TOE MR 22U T AHEREIC & 720,

Table 1-5 TOE O 32) 7 1HEE

No. Function Definition

1 | kAR GERE TOE #FIHLISET2E N HE THAZ LA HE D DB LT 5I7E
FETE A > THREEL . FF TR LIS 72721012 TOE ORI HZFF7
T HMEE, MBIAEVZIBER Y I AT 7EATDHE (T 77 AZE &R . FIH
F OWBIFRFEIIIN Z | 58 ATV ZAF R Y7 ZA/RAT — NI LHRBGED Fhi T2,
FREA UL TOE B & A FAIFEREATO AR L E TR ﬁﬁﬁ&%aﬁ@uh REY—
N T DINBY — N —FREE T 3D D, AEREITIZLL T OMEEN & £
o,

~ HGE L7 R AR BRI A B A S L T 5 B | CRERIE A A 1 T~ DR RE
OT AR, A UTSAT — R %4 :*5(%’62%2“?61%%%
SAT—RDO B ERETHDICERE N TORE LR/ SAT—RED
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FMEZ T T2 LT R AT — R 721 28 k4 DA% RE
TRBFRRES N e e — W — DEREDS — B B2 (B B 2SR B L7 R 72 0)
BA FDOEy L a AT T ARRE

2 | TR EERE

TOE WOLREFEICKIL, FFAISNIRIMFEDOHNT 7 ARREL /2 DI,
RAEZEEE~DT 7B 2%l IR DR,

3 | WE S EHERE

LAN ETOWBEPIC, T —FEE~T 7 EATERWINCHE B9 D188, 7
—ZEEAL DA, EERANERENZR B 7 L) X L0 I L0 IRGE
b,

LAN MR Ry T —27 EOERIC LD A 2P 1k 288, TPsec (2
Lo TBIEKERET D, 7747 PC. SMTP H—/3— SERRGEY — )
—.DNS #r—— wlH—,N— WebDAV #—/3— SMB #—/3—~L TOE
D OBIE 7 =5 &5t T %, 3.0 SLiaeic L > Try N —2 baifinbd
TRAEE PEANT BT D2 THRET D,

WS ABEA O#& I & DR TIT D Z L2 RAET DHERE,

5 TX o UT BB EE

A EFE i R CRAES 1L7 % (UADMIN),, —ftI /i # (UNORMAL)
7R, ENENORENR SN TOE Ot =)7 (HAICET570E, BIR
AR Tl DL E RAET DI RE.

6 | EiAtkne

TOE OFEABLOEX 27 #3554 (LI T, BB FEGL D) our %
AR RS LLbICER RS T — 2L CRldk 9 Di¥fE, 7 ahaLid WebDAV
AT 5, v 77 A E, RIEEBEERELZ AV — R — TR FE
n.aZ = N"—blE T HIENTED, N RS BAREEIE R —R~L
7200,

TOE O77—AU=T 77T —reMthT AR, 7Ty 7T — b ROT77— A
=T DEEMEERIEL, TR IEROL D THHIEE MR T HHRE(T 7T
—b#RE), TOE O BRI B A2 LB EZZ T T RIS T35
ZETT 7 — A= T DM RET D8R (H O 7 AMERR).,

TOE O7 77 A UF 73, PSTN & LAN 07 —# -7V AR T D720 f#
RIPNZ EE ARG T DEERE,

1.4.3. FAE

A ST THMT RO EREZEET D,

Table 1-6 FAEE

Designation Definition

RS B LT TR RE O #EE LI ET —#Thod,

MU ML, TR E DI RAFF OMUEAR D CETH D,

ERYE PRIFEBD L Oxt5 725 (Storage and retrieval IZEAEIED RIS E/RD) B1-3C

777 ASGE T 77 AKERIC I AR A I L CHOMIR T 7 7 AL 6% A5 3530,

EM = Ra b —EEIGEN SN D CENE Y 27, B—DWE 2 2713 1 AR E
DXEZNVHETE D,

WC Web Connection, 7 7 A 7> k PC ® Web 7 Z U %@ L T TOE Z#/E+ %
HERE. A1 X 7= —RA,
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Designation

Definition

YTREYS

TOE #8/ET AT OOEHI Y ha— LT, R, X v FRXRAVERT 4 AT
LA THER S D,

A% xFa=v h

TOE THMXENGKIE, BEEZHARY | BT — X ICEBT D720 DT ™A
Ao

Ty aa=y b

TOE THIRMICZ# Szl 7 — # ZHIRIH 1§ 27 /34 &,

W= bo—ya=y k

TOE Z 9 % 4i&,

Ty—AhU=xT TOE ZHl#H+2Y 7 b7,

CPU HH o5 R LB R

RAM PRI E L CRIA SN DERAE D,

SPI Flash TOE O#EALIET 2 TSF 7 — & BMRAF S 415 BIMAZ AR W 22 R I A £ V)

SSD 256GB OB A AT R FE IR, 77— 0 =7 #E xRy U —
IMEDT 7R RIKTH VAR AETRRTHEOOEESTHET — X
TOE OREMT —% . B LER T 7 A VE LTRIEEN D,

Ethernet I/F TOE & LAN % #fi 25 7-0 DA % 7 =—A, 10BASE-T, 100BASE-TX,
Gigabit Ethernet # ¥ K— + 35,

USB I/F TOE & USB 7\ A A% Hft T HI2dDA B 7 = — A,

RS-232C I/F D-sub9 "> %A LT, TOE ~ U 7 ARG T 5 LN TE LA F T = — R,
TOE #§FEREIC Y — A~ B A T AMRECHAT 5,

SMB %17 AFy LT —4% TOE WIZRIFSN TV OEFLERLEZ, 2 Ba—
B—THWAZDT7ANMIERBRLT, ara—F =P —R—DHkFT 314
—EE T D HERE,

WebDAV {2 AF¥ ¥ LT —4% TOE NICRESNTWOIEFLEREEY, a2 Ba—
2 =T 2D 7 7 A MIZEH LT, WebDAV H—— (27 v 71— N HHERE,
a7 —nN—~a JRET 2HEICBERT 5,

Ry 7 A 7Y MERE, 77 7 ABkRE. SCEOMRTE LT H LEREICB W T, FIHE

S g LR a 77— % % TOE [CERT HHRe, & i, REE& 7Y
VIR I A RAT—RIEELPDF ARy 7 X, I AT Y ZERy 7 A,
ARy 7 ZARFIHTE 5,

HAE& TV ARy 7 R

—MFIVHER, 24T FPCOTY o Z RITAN— b LUZWC HY
U MERER EAT L7cke, B XEN—RRFSN D, —RFIHE L, BEA
FVIN S —BEHRIF S NI B LEDHRZ 3T 5 2 LN TE D,

/SR T — Fif5{t PDF &
v J A

—RFIREN. 7 74T PCDWC 263270 — RTHEB(L & 7= PDF ©
FIRIS U< IZRTFEE EIT LI, B CEN -HRESND, —ERFIFE T,
BAE SIS —HHEE SN B LEOHR S L IR EEFETTDHZ &N
TZ 5,

SR A E U ZARR v 7 A

T AEREICLVZE L F a— RAEESILTWARWT 7 7 A CE LR
T 5, EHENME AT Y ZERECTHEI AT ZELANIRE LGRS
FACTE2CGERTIIADIEHRESINTND), -, BHERE A TV ZER
ETHRELEZBEIAETYZERY 7 ARRAT— RCE#EIND, MHiEAEY 2
BARY 7 ARAT = REHM>TWH—FIHEZ, BiEsxLve s 73470 b
PCOWC L, 77 7 ALEZRYHET I ENTE S,

AR > 7 A

—EAAEDS BEBIFATLEAR Yy 7 2 L, BiESx, 7747
FPCOTI o Z RIAN= b LT WC OB LEERFTED, 77
JABRBICEVZE LY a 7ICF a— FRBESh TV 256, EShi
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Designation

Definition

ARy 7 AT 7 7 AXLELRGET D, —HRAHER, AGBFET HEA
Ry 7 22t L, BE SRV, 275947 F PCOWC »HEFELRY H
w5,

-
el
B
o

T ABEBICL VS E L Fa— R NN EESNT-7 7 7V AXELZ AR Y 7
ARATFT DHERE. AR v 7 ZAOFAETH D —BAIHE & EEED, EA
Ry 7 ZFFADED L BIRZERAAT — REBRETE 5,

Fa—Fk

SUB 7RV ALIA(E ID TSN D, BURZEDSADICHRE SN TOLEAR
v I ANT 7 7 AEET DRI B EAR v 7 ADREFE S L BURZE M
NAT— & Fa— RO SUBTRLVALKEFEID & LTANT %,

0 oA o FATEE, FIRHEICEEMT SN DX 2 U T 0 BEDO#KE], TOE 121,
— % F 7 (U.NORMAL), &3 (U.ADMIN)D&EEINH 5,

— A A
(U.NORMAL)

—FIA#E (U NORMAL) & L CTOEDFIR ZFFaf S -FIRE, FIAE =
— =g, 2P RXRAT— | FHEEHERZR L Tr S A KT LR, —
R #E(UNORMAL) L CilklEND, —V —if TRt &N A1 REA I ©
x5,

(Egiika
(U.ADMIN)

FHE(U.ADMIN) & LT TOE OFAZFFAI S N-FHE, TOE OFHEIC
X, AV HFEOENIZELY, 22— —FHFE (U USER_ADMIN) & £ /LA
VEBF (UBUILTIN_ADMIN) 2362, HHEFAEm CRts2EF 2 71
EEREEAFIHTE D,

o—
(U.USER_ADMIN)

FRAFEN =Y -4, 22— = RT—F FHEHEROY TR AL
i o —H— @ (U USER_ADMIN)E L CERRIIES U5,

B N UEBE
(U.BUILTIN_ADMIN)

BHENATU — REembFHE, FAZPEEE AU —R Tl A AL
B BB HEE (U.BUILTIN_ADMIN) &L TRl &5,

Y-t 2=

P—ERANRRT— NEMBFME, AAERy—EART—RTa /4 iZ
ED L7z, h— e A Cieft S o#iE 2 FIH T 5, TOE ORESC T
TG E Y R— T 5,

User ID

TOENFIHE %33 2805 1. FIAEN e 74 S Licha, FIRER
ﬁtbf%@ﬁﬁ%néo—&ﬂ%%\J~F~§@%®%Q\J~#~ﬁﬁ
BREEDBREFENE VL TEND, EL M VEREIL, SHOEERSNE
DYTHND,

=7 VA

*I %%75 Eyl/T //)V/V%EAX?E‘FLTD&EIJHL HE%BHQ??L/ %Eljuu MA Lﬁjzyjbfli}%A
TOEZF M Arae7RiBIC 228, #AE 3L, WC, TV HRTFAN—=DBETT
EYAN

a4

—%ﬂ%%\1~F—&ﬂ%ﬁ oy A VB LT e LTASIT S
T, AEIEEIRFEOS A, TOEFX2— Y —412 & » TRIHAZE B iFEL—
~m85m%%%¢5oi%#%éﬁ% EC— A AE 28T DERICRHE L
DIBSIZ AT T X220,

oy A RAT— R

FIRFED, a7 A VR LT oy X b LTANT 2820 — K, Rk E
B DE@%Q TOEIZa /A /AU — K|Z J:OVC*IJ)EH%%MA uft—a*%) 3-”_"&'_‘
NRAT— R, EHERZAT— R, $—E 22T — R H 5,

Z—HPF— X2 T— R

—BRIABEOR A AT — K, RREEFIEOGE, BHE T ——%
e C— R AT Bl —F— 2T — REHRETE S, —BFHZEIT. B
HDa—HPF— 2T — RELHETX 5

EPRE R AT — N

E A UEBREDOR A AT — R, TOEHMEL, FTEDEEE 2T
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Designation Definition

— FRRESINTEBY  TOEZRERICE /L A VEHENHENSEET D,
LI, EHENEETE D,

HF—BERRZAT— R P—bER= ORI AU RAT— R,

— IR A I EERE P —WANE OTOEDOR M & 45 1T 28R, EHE T, = —F—E ik
REIC U TSR S 172 User IDFRIC —IFFRI S L DFRE & fiRBRA T & 5, —Iefl)
MF L ARE STz User IDZFF> RFIHAE R 0 7 A 2 AT LT2HE.
TOEZ BT 1 7RI FH B AT 2720 RESFIHFE 1T 71 TR L,
TOEZFIATE 220,

PR HERR BHLHE S — IR SRR E TOTOEDRI M 2774 A ke, &E#IL.
g — P SRR IC B W TR S LTz User IDFFHICE BEEMEIR O R E & fRERAS
TE D, WHEMERNHRE SN User IDEE>— A HENEHEERD D T
a s A R LIEGE, BEERE CTOEZFIHA & 5, HHEMRNSEE
INTWeWUser IDZ RO —BEFIAE N EHEHERH Y Tu /A U EFETL
7286, TOEIXBEfT I - FIAE B2 EET 5720, EFIAF IR 71 v
IR L, TOEZFIATE 220,

B REHI R EHE N —RFIAE ORI FTRE 2R B RE & HIBR 3 2 BRe, BREE 1L, = — VP —&
FHERE I BV TR SR S 7= User IDFEICHEBERI IR D% TE & fRBRA T X 2, HEREHI
IRHFRE S iz User IDZFFO—RAMEDR 0 7 A o 2FT LI2GE, TOEX
FIAZHIR S NIZEREEOULZ HERR S L  ITHEAER R TR T 5720, il
RIS DBERE &2 A T X 7220,
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2. Conformance Claims

2.1. CC Conformance Claims

A ST %, LLF® Common Criteria (PLf§, CC L3097) IS4 5,

CC version : Version 3.1 Release 5
CC Part 2 (CCMB-2017-04-002) extended, CC Part 3 (CCMB-2017-04-

CC conformance
003) conformant

2.2. PP Claim

A& ST 1Z. LLF® PP, Errata (2 &9 5,

PP Name ¢ Protection Profile for Hardcopy Devices
PP Version ¢ 1.0 dated September 10, 2015
Errata ¢ Protection Profile for Hardcopy Devices — v1.0 Errata #1, June 2017

2.3. PP Conformance Rationale

PP R T HLL T O5&MZ L L, PP OFRi#Y [Exact Conformance | Thb, D=8, TOE fE5ix PP &
—HL T\,

* Required Uses
Printing, Scanning, Copying, Network communications, Administration

+ Conditionally Mandatory Uses
PSTN faxing, Storage and retrieval

+ Optional Uses
L
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3. Security Problem Definition

3.1. Users

TOE OFIMHE L, LLF OIS HSND

Table 3-1 User Categories

AR SE4 EE

— R — R a—W—%  2—P— RRT — R GBI AES = F H
(UNORMAL) (U.NORMAL) %, — I A& (UNORAML) D3 £ 245,

. BELE BHF Lo CTEEFERE G G, 2 —V—%, =2—
o )
(U.USER_ADMIN) (U.ADMIN) PR —F | EEE RS CHBIRFES L F]H

- %, & (U ADMIN) DA E 2 Ff -,

VI R EELE B NAY — NI K> TRBIGERES VIR 3, s
(U.BUILTIN_ADMIN) (U.ADMIN) (U.ADMIN) D& E 2,

3.2. Assets

TOE (2B HREE EITLL T DOl ThHD,

Table 3-2 Asset categories

Designation Asset category Definition
Data created by and for Users that do not affect the operation of the
D.USER User Data
TSF
Data created by and for the TOE that might affect the operation of
D.TSF TSF Data the TSF
e

3.2.1. User Data
User Data I%. LA FD 2 SOFERINORE LSS,

Table 3-3 User Data types

Designation User Data type Definition
User Document Information contained in a User’s Document, in electronic or
D.USER.DOC
Data hardcopy form

Information related to a User’s Document or Document Processing
Job

D.USER.JOB | User Job Data

3.2.2. TSF Data
TSF Data (&, LT D 2 SORHINLEKS D,

Table 3-4 TSF Data types
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Designation User Data type Definition
TSF Data for which alteration by a User who is neither the data
Protected TSF . o ) )
D.TSF.PROT Dat owner nor in an Administrator role might affect the security of the
ata
TOE, but for which disclosure is acceptable
) ) TSF Data for which either disclosure or alteration by a User who is
Confidential TSF . . o .
D.TSF.CONF Dat neither the data owner nor in an Administrator role might affect
ata
the security of the TOE

3.3. Threat Definitions

Threats are defined by a threat agent that performs an action resulting in an outcome that has the
potential to violate TOE security policies.

Table 3-5 Threats

Designation Definition

An attacker may access (read, modify, or delete) User Document
T.UNAUTHORIZED_ACCESS Data or change (modify or delete) User Job Data in the TOE
through one of the TOFE’s interfaces.

An attacker may gain Unauthorized Access to TSF Data in the

T.TSF_COMPROMISE
TOE through one of the TOE’s interfaces.

A malfunction of the TSF may cause loss of security if the TOE
T.TSF_FAILURE ] )
1s permitted to operate.

An attacker may cause the installation of unauthorized software

T.UNAUTHORIZED_UPDATE
on the TOE.

An attacker may access data in transit or otherwise compromise
T.NET_COMPROMISE the security of the TOE by monitoring or manipulating network

communication.

3.4. Organizational Security Policy Definitions

TOE 7332819 ~& OSP LA FITRd,

Table 3-6 Organizational Security Policies

Designation Definition
Users must be authorized before performing Document
P.AUTHORIZATION ] o ] ]
Processing and administrative functions.
Security-relevant activities must be audited and the log of such
P.AUDIT actions must be protected and transmitted to an External IT

Entity.

The TOE must be able to identify itself to other devices on the
LAN.

If the TOE provides a PSTN fax function, it will ensure
separation between the PSTN fax line and the LAN.

P.COMMS_PROTECTION

P.FAX FLOW
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3.5. Assumption Definitions

Assumptions are conditions that must be satisfied in order for the Security Objectives and functional
requirements to be effective.

Table 3-7 Assumptions

Designation Definition

Physical security, commensurate with the value of the TOE and
A.PHYSICAL the data it stores or processes, is assumed to be provided by the

environment.

The Operational Environment is assumed to protect the TOE
ANETWORK

from direct, public access to its LAN interface.

TOE Administrators are trusted to administer the TOE
A.TRUSTED_ADMIN

according to site security policies.

Authorized Users are trained to use the TOE according to site
A TRAINED_USERS

security policies.
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4. Security Objectives

4.1. Definitions of Security Objectives for the Operational Environment

Table 4-1 Security Objectives for the Operational Environment

Designation Definition

The Operational Environment shall provide physical security,
OE.PHYSICAL_PROTECTION commensurate with the value of the TOE and the data it stores

Or processes.

The Operational Environment shall provide network security to
OE.NETWORK_PROTECTION . . )
protect the TOE from direct, public access to its LAN interface.

The TOE Owner shall establish trust that Administrators will

OE.ADMIN_TRUST . .. ..
not use their privileges for malicious purposes.

The TOE Owner shall ensure that Users are aware of site
OE.USER_TRAINING ) o
security policies and have the competence to follow them.

The TOE Owner shall ensure that Administrators are aware of
site security policies and have the competence to use

OE.ADMIN_TRAINING ) )
manufacturer’s guidance to correctly configure the TOE and

protect passwords and keys accordingly.
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5. Extended components definition

ARECTIL, JLRL =X 2V T A RE B2 EF T D, 728, JEREM 134T HCD-PP TERINLTWDALDEZED
FEHEHL TS,

5.1. FAU_STG_EXT Extended: External Audit Trail Storage

Family Behavior:
This family defines requirements for the T'SF to ensure that secure transmission of audit data from TOE
to an External IT Entity.

Component leveling:

FAU_STG_EXT.1: Extended: External Audit Trail Storage 1

FAU_STG_EXT.1 External Audit Trail Storage requires the TSF to use a trusted channel
implementing a secure protocol.

Management:
The following actions could be considered for the management functions in FMT:
=  The TSF shall have the ability to configure the cryptographic functionality.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

"  There are no auditable events foreseen.

FAU_STG_EXT.1 Extended: Protected Audit Trail Storage
Hierarchical to : No other components
Dependencies : FAU_GEN.1 Audit data generation,
FTP_ITC.1 Inter-TSF trusted channel
FAU_STG_EXT.1.1 The TSF shall be able to transmit the generated audit data to an External IT Entity using
a trusted channel according to FTP_ITC.1.

Rationale:

The TSF is required that the transmission of generated audit data to an External IT Entity which relies
on a non-TOE audit server for storage and review of audit records. The storage of these audit records and
the ability to allow the administrator to review these audit records is provided by the Operational
Environment in that case. The Common Criteria does not provide a suitable SFR for the transmission of
audit data to an External IT Entity.

This extended component protects the audit records, and it is therefore placed in the FAU class with a

single component.
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5.2. FAU_CKM_EXT Extended: Cryptographic Key Management

Family Behavior:
This family addresses the management aspects of cryptographic keys. Especially, this extended

component is intended for cryptographic key destruction.

Component leveling:

FCS_CKM_EXT.4: Extended: Cryptographic Key Material Destruction 4

FCS_CKM_EXT.4 Cryptographic Key Material Destruction ensures not only keys but also key materials

that are no longer needed are destroyed by using an approved method.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

" There are no auditable events foreseen.

FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

Hierarchical to : No other components
Dependencies : [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys), or

FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction
FCS_CKM_EXT.4.1 The TSF shall destroy all plaintext secret and private cryptographic keys and

cryptographic critical security parameters when no longer needed.

Rationale:

Cryptographic Key Material Destruction is to ensure the keys and key materials that are no longer
needed are destroyed by using an approved method, and the Common Criteria does not provide a suitable
SFER for the Cryptographic Key Material Destruction.

This extended component protects the cryptographic key and key materials against exposure, and it is
therefore placed in the FCS class with a single component.

5. 3. FGS_IPSEC_EXT Extended: IPsec selected

Family Behavior:

This family addresses requirements for protecting communications using IPsec.
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Component leveling:

FCS_IPSEC_EXT.1 Extended: IPsec selected 1

FCS_IPSEC_EXT.1 IPsec requires that IPsec be implemented as specified.

Management:

The following actions could be considered for the management functions in FMT:

There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:
Failure to establish an IPsec SA

FCS_IPSEC_EXT.1

FCS_IPSEC_EXT.1.1
FCS_IPSEC_EXT.1.2
FCS_IPSEC_EXT.1.3

FCS_IPSEC_EXT.1.4

FCS_IPSEC_EXT.1.5

Extended: IPsec selected

Hierarchical to : No other components
Dependencies : FIA_PSK_EXT.1 Extended:Pre-Shared Key Composition
FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)
FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random
Bit
The TSF shall implement the IPsec architecture as specified in RFC 4301.
The TSF shall implement [selection: tunnel mode, transport model.
The TSF shall have a nominal, final entry in the SPD that matches anything that is
otherwise unmatched, and discards it.
The TSF shall implement the IPsec protocol ESP as defined by RFC 4303 using
[selection: the cryptographic algorithms AES-CBC-128 (as specified by RFC 3602)
together with a Secure Hash Algorithm (SHA)-based HMAC, AES-CBC-256 (as specified
by RFC 3602) together with a Secure Hash Algorithm (SHA)-based HMAC, AES-GCM-
128 as specified in RFC 4106, AES-GCM-256 as specified in RFC 4106).
The TSF shall implement the protocol: [selection: IKEV1, using Main Mode for Phase 1
exchanges, as defined in RFCs 2407, 2408, 2409, RFC 4109, [selection: no other RFCs
for extended sequence numbers, RFC 4304 for extended sequence numbers], and
[selection: no other RFCs for hash functions, RFC 4868 for hash functionsl; IKEv2 as
defined in RFCs 5996, [selection: with no support for NAT traversal, with mandatory
support for NAT traversal as specified in section 2.23], and [selection: no other RFCs for
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hash functions, RFC 4868 for hash functionsl].

FCS_IPSEC_EXT.1.6  The TSF shall ensure the encrypted payload in the [selection: IKEv1, IKEvZl protocol
uses the cryptographic algorithms AES-CBC-128, AES-CBC-256 as specified in RFC
3602 and [selection: AES-GCM-128, AES-GCM-256 as specified in RFC 5282, no other
algorithm).

FCS_IPSEC_EXT.1.7  The TSF shall ensure that IKEv1 Phase 1 exchanges use only main mode.

FCS_IPSEC_EXT.1.8  The TSF shall ensure that [selection: IKEv2 SA lifetimes can be established based on
[selection: number of packets/number of bytes; length of time, where the time values can
be limited to: 24 hours for Phase 1 SAs and 8 hours for Phase 2 SAs]; IKEv1 SA lifetimes
can be established based on [selection: number of packets/number of bytes ; length of
time, where the time values can be limited to’ 24 hours for Phase 1 SAs and 8 hours for
Phase 2 SAs].

FCS_IPSEC_EXT.1.9  The TSF shall ensure that all IKE protocols implement DH Groups 14 (2048-bit MODP),
and [selection: 24 (2048-bit MODP with 256-bit POS), 19 (256-bit Random ECP), 20 (384-
bit Random ECE 5 (1536-bit MODP)), lassignment: other DH groups that are
Implemented by the TOE], no other DH groupsl.

FCS_IPSEC_EXT.1.10 The TSF shall ensure that all IKE protocols perform Peer Authentication using the
[selection: RSA, ECDSA] algorithm and Pre-shared Keys.

Rationale:

IPsec is one of the secure communication protocols, and the Common Criteria does not provide a suitable
SFR for the communication protocols using cryptographic algorithms.

This extended component protects the communication data using cryptographic algorithms, and it is

therefore placed in the FCS class with a single component.

5. 4. FGS_RBG_EXT Extended: Cryptographic Operation (Random Bit Generation)

Family Behavior:
This family defines requirements for random bit generation to ensure that it is performed in accordance
with selected standards and seeded by an entropy source.

Component leveling:

FCS_RBG_EXT.1 Extended: Random Bit Generation 1

FCS_RBG_EXT.1 Random Bit Generation requires random bit generation to be performed in accordance

with selected standards and seeded by an entropy source.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
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The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

] There are no auditable events foreseen.

FCS RBG_EXT.1 Extended: Cryptographic Operation (Random Bit Generation)

Hierarchical to : No other components.
Dependencies : No dependencies.

FCS_RBG_EXT.1.1  The TSF shall perform all deterministic random bit generation services in accordance with
[selection: ISO/IEC 18031:2011, NIST SP 800-90A] using [selection: Hash_ DRBG (any),
HMAC DRBG (any), CTRE_DRBG (AES)|

FCS_RBG_EXT.1.2  The deterministic RBG shall be seeded by at least one entropy source that accumulates
entropy from [selection: [assignment: number of software-based sources| software-based
noise source(s), [assignment: number of hardware-based sources| hardware-based noise
source(s)] with a minimum of [selection: 128 bits, 256 bits] of entropy at least equal to the
greatest security strength, according to ISO/IEC 18031:2011 Table C.1 “Security Strength
Table for Hash Functions”, of the keys and hashes that it will generate.

Rationale:
Random bitsmumber will be used by the SFRs for key generation and destruction, and the Common

Criteria does not provide a suitable SFR for the random bit generation.

This extended component ensures the strength of encryption keys, and it is therefore placed in the FCS

class with a single component.

5.5. FDP_FXS_EXT Extended: Fax Separation

Family Behavior:
This family addresses the requirements for separation between Fax PSTN line and the LAN to which TOE is connected.

Component leveling:

FDP_FXS_EXT.1 Extended: Fax Separation 1

FDP_FXS_EXT.1 Fax Separation, requires the fax interface cannot be used to create a network bridge
between a PSTN and a LAN to which TOE is connected.

Management:
The following actions could be considered for the management functions in FMT:
= There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the PP/ST:
= There are no auditable events foreseen.

FDP_FXS_EXT.1 Extended: Fax separation
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Hierarchical to : No other components
Dependencies : No dependencies
FDP_FXS_EXT.1.1 The TSF shall prohibit communication via the fax interface, except transmitting

or receiving User Data using fax protocols.

Rationale:

Fax Separation is to protect a LAN against attack from PSTN line, and the Common Criteria does not provide a suitable
SFR for the Protection of TSF or User Data.

This extended component protects the TSF Data or User Data, and it is therefore placed in the FDP class with a single
component.

5.6. FIA_PMG_EXT Extended: Password Management

Family Behavior:
This family defines requirements for the attributes of passwords used by administrative users to ensure

that strong passwords and passphrases can be chosen and maintained.

Component leveling:

FIA_PMG_EXT.1 Extended: Password Management 1

FIA_PMG_EXT.1 Password management requires the TSF to support passwords with varying

composition requirements, minimum lengths, maximum lifetime, and similarity constraints.

Management:
The following actions could be considered for the management functions in FMT:

*  There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

»  There are no auditable events foreseen.

FIA_PMG_EXT.1 Extended: Password Management

Hierarchical to : No other components
Dependencies : No dependencies

FIA_PMG_EXT.1.1 The TSF shall provide the following password management capabilities for User
passwords:

- Passwords shall be able to be composed of any combination of upper and lower case
letters, numbers, and the following special characters: [selection: “I”, “@”, “#”, “$”, “%”, “*”,
“&”, ¥« ) lassignment: other charactersll;

+ Minimum password length shall be settable by an Administrator, and have the capability

to require passwords of 15 characters or greater;
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Rationale:
Password Management is to ensure the strong authentication between the endpoints of communication,

and the Common Criteria does not provide a suitable SFR for the Password Management.

This extended component protects the TOE by means of password management, and it is therefore placed

in the FIA class with a single component.

5.7. FIA_PSK_EXT Extended: Pre-Shared Key Composition

Family Behavior:

This family defines requirements for the TSF to ensure the ability to use pre-shared keys for IPsec.

Component leveling:

FIA_PSK_EXT.1 Extended: Pre-Shared Key Composition 1

FIA_PSK_EXT.1 Pre-Shared Key Composition, ensures authenticity and access control for updates.

Management:
The following actions could be considered for the management functions in FMT:

= There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

»  There are no auditable events foreseen.

FIA PSK EXT 1 Extended: Pre-Shared Key Composition

Hierarchical to : No other components
Dependencies : FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random
Bit Generation)
FIA_PSK_EXT.1.1 The TSF shall be able to use pre-shared keys for IPsec.
FIA_PSK_EXT.1.2 The TSF shall be able to accept text-based pre-shared keys that are:
+22 characters in length and [selection: [assignment: other supported lengths), no other
lengthsl;
-composed of any combination of upper and lower case letters, numbers, and special
characters (that include: “I”, “@”, “4#”, “$”, “%”, “~”, “&”, “*” “(“, and “)”).
FIA_PSK_EXT.1.3 The TSF shall condition the text-based pre-shared keys by using [selection: SHA-1, SHA-
256, SHA-512, [assignment: method of conditioning text stringl] and be able to [selection:
use no other pre-shared keys:; accept bit-based pre-shared keys; generate bit-based pre-
shared keys using the random bit generator specified in FCS_RBG_EXT.1].

Rationale:

Copyright ©2020-2021 KONICA MINOLTA, INC., All Rights Reserved
28 | 72



KONICA MINOLTA bizhub C287i/bizhub C257i/bizhub C227i with FK-513, DEVELOP ineo+ 287i/ineo+ 257i/ineo+ 2271 with FK-513,
Sindoh D322/D332A/D332E/D331E/D320/D330A/D330E/CM2103/CM2043 with FK-513 t+=U7 15— h

Pre-shared Key Composition is to ensure the strong authentication between the endpoints of
communications, and the Common Criteria does not provide a suitable SFR for the Pre-shared Key

Composition.

This extended component protects the TOE by means of strong authentication, and it is therefore placed

in the FIA class with a single component.

5.8. FPT_SKP_EXT Extended: Protection of TSF Data

Family Behavior:
This family addresses the requirements for managing and protecting the TSF data, such as cryptographic

keys.This is a new family modelled as the FPT Class.

Component leveling:

FPT SKP_ EXT.1 Extended: Protection of TSF Data 1

FPT _SKP_EXT.1 Protection of TSF Data (for reading all symmetric keys), requires preventing symmetric
keys from being read by any user or subject.It is the only component of this family.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

] There are no auditable events foreseen.

FPT SKP_EXT.1 Extended: Protection of TSF Data
Hierarchical to : No other components.
Dependencies : No dependencies.

FPT_SKP_EXT.1.1 The TSF shall prevent reading of all pre-shared keys, symmetric keys, and private keys.
Rationale:
Protection of TSF Data is to ensure the pre-shared keys, symmetric keys and private keys are protected

securely, and the Common Criteria does not provide a suitable SFR for the protection of such TSF data.

This extended component protects the TOE by means of strong authentication using Preshared Key, and

it is therefore placed in the FPT class with a single component.

5.9. FPT_TST_EXT Extended: TSF testing

Family Behavior:

Copyright ©2020-2021 KONICA MINOLTA, INC., All Rights Reserved
29 /[ 72



KONICA MINOLTA bizhub C287i/bizhub C257i/bizhub C227i with FK-513, DEVELOP ineo+ 287i/ineo+ 257i/ineo+ 2271 with FK-513,
Sindoh D322/D332A/D332E/D331E/D320/D330A/D330E/CM2103/CM2043 with FK-513 t+=U7 15— h

This family addresses the requirements for self-testing the T'SF for selected correct operation.

Component leveling:

FPT_TST_EXT.1 Extended: TSF testing 1

FPT_TST_EXT.1 TSF testing requires a suite of self-testing to be run during initial start-up in order to

demonstrate correct operation of the TSF.

Management:
The following actions could be considered for the management functions in FMT:

»  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

] There are no auditable events foreseen.

FPT_TST_EXT.1  Extended: TSF testing

Hierarchical to : No other components
Dependencies : No dependencies

FPT_TST_EXT.1.1 The TSF shall run a suite of self-tests during initial start-up (and power on) to demonstrate
the correct operation of the TSF.

Rationale:

TSF testing is to ensure the TSF can be operated correctly, and the Common Criteria does not provide a
suitable SFR for the TSF testing.In particular, there is no SFR defined for TSF testing.

This extended component protects the TOE, and it is therefore placed in the FPT class with a single

component.

5.10. FPT_TUD_EXT Extended: Trusted Update

Family Behavior:
This family defines requirements for the TSF to ensure that only administrators can update the TOE

firmware/software, and that such firmware/software is authentic.

Component leveling:

FPT_TUD_EXT.1 Extended: Trusted Update 1

FPT TUD_EXT.1 Trusted Update, ensures authenticity and access control for updates.
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Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

=  There are no auditable events foreseen.

FPT_TUD_EXT.1 Extended: Trusted Update

Hierarchical to : No other components
Dependencies : FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification),
FCS_COP.1(c) Cryptographic operation (Hash Algorithm).
FPT TUD_EXT.1.1 The TSF shall provide authorized administrators the ability to query the current version
of the TOE firmware/software.
FPT TUD_EXT.1.2 The TSF shall provide authorized administrators the ability to initiate updates to TOE
firmware/software.
FPT _TUD_EXT.1.3 The TSF shall provide a means to verify firmware/software updates to the TOE using a
digital signature mechanism and [selection: published hash, no other functions| prior to

installing those updates.

Rationale:
Firmware/software is a form of TSF Data, and the Common Criteria does not provide a suitable SFR for

the management of firmware/software.In particular, there is no SFR defined for importing TSF Data.

This extended component protects the TOE, and it is therefore placed in the FPT class with a single
component.
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6. Security Requirements

6.1. Security Functional Requirements

ZOETIE, 41 B THESN-EX 2 U 7 s R/ F#HEZEBRT 57200, TOE OEFX =2V 7 ¢ HaEZELF
RS, AR, X2 U T o BEEEEME. CC Part2 ICHED X2 U T A MREEM L. S5IHT 5,
CC Part2 [IZTHESIN TV RWEX 2 U 7 ¢ #aEE 41X, PP(Protection Profile for Hardcopy Devices 1.0
dated September 10, 2015, Protection Profile for Hardcopy Devices — v1.0 Errata #1, June 201 TIZ IR E
DYLFEE X 2 U T 1 R E NS 51T 5,

< FFLIE>

A=V FERT, PP TR T ELEFEMELIZZ & 2RT,

7% Y 2EFERF, ST &G L IFHI0 T 7280 %217,

Bk P4 & T v 27ERT, PP CTREEEITFEME S 7z SFR O3 Icxt L, ST IZB W TERE N,
Mo/ FEFER SN L BT,

O, ST TEIR & L <IEHFIY (T 72l 2 om 3,

FEIMNIZ ST, BlxiE, @, ), -« -« -0 < L9574 SFR 2 A —x > MME, KL EZ7RT,

JriR=a AR —xr > M, SFREBIC T_EXT) ZEBM0L Ci#Blsi b,

6.1.1. Mandatory Requirements
6.1.1.1. Class FAU: Security Audit

FAU_GEN.1 Audit data generation
(for O.AUDIT)
Hierarchical to : No other components.
Dependencies : FPT_STM.1 Reliable time stamps
FAU_GEN.1.1 The TSF shall be able to generate an audit record of the following auditable events:

a) Start-up and shutdown of the audit functions;
b) All auditable events for the not specified level of audit; and
¢) All auditable events specified in Table 6-1,[7 L].

FAU_GEN.1.2 The TSF shall record within each audit record at least the following information:
a) Date and time of the event, type of event, subject identity (if applicable), and
the outcome (success or failure) of the event; and
b) For each audit event type, based on the auditable event definitions of the
functional components included in the PP/ST, additional information specified in
Table 6-1, [ L].

Table 6-1 Auditable Events

Auditable event Relevant SFR Additional information
Job completion FDP_ACF.1 Type of job
Unsuccessful User authentication FIA_UAU.1 None

Unsuccessful User identification FIA_UID.1 None

Use of management functions FMT_SMF.1 None
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Auditable event Relevant SFR Additional information
Modification to the group of Users that are | FMT_SMR.1 None

part of a role

Changes to the time FPT_STM.1 None

Failure to establish session FTP_ITC.1, Reason for failure

FTP_TRP.1(a),
FTP_TRP.1(b)

FAU_GEN.2 User identity association
(for O.AUDIT)
Hierarchical to : No other components.
Dependencies ¢ FAU_GEN.1 Audit data generation
FIA_UID.1 Timing of identification
FAU_GEN.2.1 For audit events resulting from actions of identified users, the TSF shall be able to

associate each auditable event with the identity of the user that caused the event.

FAU_STG_EXT.1 Extended: External Audit Trail Storage

(for O.AUDIT)
Hierarchicalto : No other components.
Dependencies ¢ FAU_GEN.1 Audit data generation,

FTP_ITC.1 Inter-TSF trusted channel.
FAU_STG_EXT.1.1 The TSF shall be able to transmit the generated audit data to an External IT Entity using a
trusted channel according to FTP_ITC.1.

6.1.1.2. Class FCS: Cryptographic Support

FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys)
(for 0.COMMS_PROTECTION)

Hierarchical to : No other components.

Dependencies © [ECS_CKM.2 Cryptographic key-distribution;or
FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification) }

FCS_COP.1() Cryptographic operation (Key Transport)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction
FCS_CKM.1.1(a) Refinement: The TSF shall generate asymmetric cryptographic keys used for key
establishment in accordance with [
+ NIST Special Publication 800-56A, “Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm Cryptography” for finite
field-based key establishment schemes;

Copyright ©2020-2021 KONICA MINOLTA, INC., All Rights Reserved
33/ 72



KONICA MINOLTA bizhub C287i/bizhub C257i/bizhub C227i with FK-513, DEVELOP ineo+ 287i/ineo+ 257i/ineo+ 2271 with FK-513,

Sindoh D322/D332A/D332E/D331E/D320/D330A/D330E/CM2103/CM2043 with FK-513 t+=U7 15— h

FCS_CKM.1(b)

FCS_CKM.1.1(b)

FCS_CKM_EXT.4

FCS_CKM_EXT.4.1

FCS_CKM.4

+ NIST Special Publication 800-56B, “Recommendation for Pair-Wise Key
Establishment Schemes Using Integer Factorization Cryptography” for RSA-
based key establishment schemes

] and specified cryptographic key sizes equivalent to, or greater than, a symmetric
key strength of 112 bits.

Cryptographic Key Generation (Symmetric Keys)
(for 0.COMMS_PROTECTION, O.STORAGE_ENCRYPTION)

Hierarchicalto : No other components.

Dependencies : [ECS_CKM-2 Cryptographic key-distribution;or
FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)

FCS_COP.1(d) Cryptographic Operation (AES Data
Encryption/Decryption)

FCS_COP.1(e) Cryptographic Operation (Key Wrapping)
FCS_COP.1(f) Cryptographic operation (Key Encryption) }
FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)

FCS_COP.1(h) Cryptographic Operation (for keyed-hash
message authentication)]

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

Refinement: The TSF shall generate symmetric cryptographic keys using a

Random Bit Generator as specified in FCS_RBG_EXT.1 and specified

cryptographic key sizes [ 128 bit, 256 bit] that meet the following: No Standard.

Extended: Cryptographic Key Material Destruction
(for 0.COMMS_PROTECTION, O.STORAGE_ENCRYPTION, O.PURGE_DATA)
Hierarchical to : No other components.

Dependencies : [FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric
Keys)],
FCS_CKM.4 Cryptographic key destruction

The TSF shall destroy all plaintext secret and private cryptographic keys and

cryptographic critical security parameters when no longer needed.

Cryptographic key destruction

(for 0.COMMS_PROTECTION, O.STORAGE_ENCRYPTION, O.PURGE_DATA)
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Hierarchical to :  No other components.

Dependencies :  [FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric
Keys)],

FCS_CKM.4.1 Refinement: The TSF shall destroy cryptographic keys in

accordance with a specified cryptographic key destruction method [

For volatile memory, the destruction shall be executed by [powering off a devicel.

For nonvolatile storage, the destruction shall be executed by a [singlel overwrite of

key data storage location consisting of a static pattern), followed by a [nonel. If

read-verification of the overwritten data fails, the process shall be repeated agains

] that meets the following: [no standard.

FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
(for 0.COMMS_PROTECTION)

Hierarchical to @ No other components.
Dependencies ! [EDPITC I Import-of user-datawithout-security-attributes-
or—

} B} _II g~2 Ii}}peit e£ tser dﬁb& A\l i E}i See&fi E‘& aEE%ib&Ees, of
FCS_CKM.1(b) Cryptographic key generation (Symmetric
Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction
FCS_COP.1.1(a) Refinement: The TSF shall perform encryption and decryption in accordance with

a specified cryptographic algorithm AES operating in [CBC mode] and

cryptographic key sizes 128-bits and 256-bits that meets the following:

« FIPS PUB 197, “Advanced Encryption Standard (AES)”

- [NIST SP 800-38A]

FCS_COP.1(b) Cryptographic Operation (for signature generation/verification)
(for O.UPDATE_VERIFICATION, O.COMMS_PROTECTION)

Hierarchical to : No other components.

Dependencies : [EDPITC A Import-of user-datawithout-seeurityattributes—
or
FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric
keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material

Destruction
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FCS_COP.1.1(b) Refinement: The TSF shall perform cryptographic signature services in
accordance with a [RSA Digital Signature Algorithm (rDSA) with key sizes
(modulus) of [2048 bits, 3072 bits] that meets the following [FIPS PUB 186-4,
“Digital Signature Standard’.

FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit Generation)
(for 0O.STORAGE_ENCRYPTION and O.COMMS_PROTECTION)

Hierarchical to : No other components.
Dependencies ¢ No dependencies.
FCS_RBG_EXT.1.1  The TSF shall perform all deterministic random bit generation services in
accordance with [NIST SP 800-90A) using | CTRE_DRBG (AES).
FCS_RBG_EXT.1.2  The deterministic RBG shall be seeded by at least one entropy source that
accumulates entropy from [[onel software-based noise source] with a minimum of
[256 bits] of entropy at least equal to the greatest security strength, according to
ISO/TEC 18031:2011 Table C.1 “Security Strength Table for Hash Functions”, of
the keys and hashes that it will generate.

6.1.1.3. Class FDP: User Data Protection

FDP_ACC.1 Subset access control
(for 0. ACCESS_CONTROL and O.USER_AUTHORIZATION)

Hierarchical to : No other components.

Dependencies ¢ FDP_ACF.1 Security attribute based access control
FDP_ACC.1.1 Refinement: The TSF shall enforce the User Data Access Control SFP on subjects,

objects, and operations among subjects and objects specified in Table 6-2 and

Table 6-3.

FDP_ACF.1 Security attribute based access control
(for 0. ACCESS_CONTROL and O.USER_AUTHORIZATION)

Hierarchical to : No other components.
Dependencies ¢ FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialization

FDP_ACF.1.1 Refinement: The TSF shall enforce the User Data Access Control SFP to objects
based on the following: subjects, objects, and attributes specified in Table 6-2 and
Table 6-3.

FDP_ACF.1.2 Refinement: The TSF shall enforce the following rules to determine if an operation
among controlled subjects and controlled objects is allowed: rules governing access
among controlled subjects and controlled objects using controlled operations on
controlled objects specified in Table 6-2 and Table 6-3.

FDP_ACF.1.3 Refinement: The TSF shall explicitly authorise access of subjects to objects based
on the following additional rules: [Z L].
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FDP_ACF.1.4 Refinement: The TSF shall explicitly deny access of subjects to objects based on
the following additional rules: [#EFEF/RICHE VT, S BREEFE~DFIHE DT 2 X
e/
Table 6-2 D.USER.DOC Access Control SFP
"Create" "Read" "Modify" "Delete"”
. View image or
. Submit a Release Modify stored | Delete stored
Operation document to .
. printed document document
be printed
Print output
Job owner (note 1)
U.ADMIN denied denied denied
U.NORMAL denied denied denied
Unauthenticated denied denied denied denied
. Submt a View scanned | Modify stored | Delete stored
Operation : | document for . . .
. Image Image image
scanning
Scan Job owner (note 2) denied
U.ADMIN denied denied denied
U.NORMAL denied denied denied
Unauthenticated denied denied denied denied
View scanned
Submit a Image or .
Operation : | document for Release MOd.lfj, L] De]gte e
. . Image Image
copying printed copy
Copy output
Job owner (note 2)
U.ADMIN denied denied denied
U.NORMAL denied denied denied
Unauthenticated denied denied denied denied
. Submit a View scanned | Modify stored | Delete stored
Operation . document to . . .
send as a fax Image Image Image
Fax send | Job owner (note 2) denied
U.ADMIN denied denied denied
U.NORMAL denied denied denied
Unauthenticated denied denied denied denied
View fax
| Receive a fax Image or Modify image Delete image
Operation: . Release of received of received
and store it .
printed fax fax fax
Fax
. output
TECEIVe I pax owner (note 3)
U.ADMIN (note 4) denied denied
U.NORMAL (note 4) denied denied denied
Unauthenticated (note 4) denied denied denied
. Store Retriove Modify stored | Delete stored
Operation . stored
document document document
document
Sto?age/ Job owner (note 5)
retrieval | (7 ApMIN denied denied denied
U.NORMAL denied denied denied
Unauthenticated denied denied denied denied

Table 6-3 D.USER.JOB Access Control SFP
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"Create" "Read" "Modify" "Delete"
) Create print View print Modify print Cancel print
Operation : . ) .
job queue / log job job
; Job owner (note 1) denied
Print : :
U.ADMIN denied denied
U.NORMAL denied denied
Unauthenticated denied denied denied
. Create scan View scan Modify scan Cancel scan
Operation : . ) .
job status / log job job
Job owner (note 2) denied
Scan : .
U.ADMIN denied denied
U.NORMAL denied denied
Unauthenticated denied denied denied
. Create copy View copy Modify copy Cancel copy
Operation : ) . .
job status / log job job
Job owner (note 2) denied
Copy . .
U.ADMIN denied denied
U.NORMAL denied denied
Unauthenticated denied denied denied
. Create fax View fax job Modify fax Cancel fax
Operation: ) . .
send job queue / log send job send job
Job owner (note 2) denied
Fax send - -
U.ADMIN denied denied
U.NORMAL denied denied
Unauthenticated denied denied denied
View £z
. Create fax I,eW ax Modify fax Cancel fax
Operation’ L. receive status .. ..
receive job i receive job receive job
og
F
a,X Fax owner (note 3) denied
FeCEVE 5 ADMIN (note 4) denied
U.NORMAL (note 4) denied denied
Unauthenticated (note 4) denied denied
Creat Modi,
) reate View storage / odity Cancel storage
Operation : storage / ) storage / ] ]
. . retrieval log . . / retrieval job
St / retrieval job retrieval job
A(D)r'agel Job owner (note 6) denied
POV Ty ADMIN denied denied
U.NORMAL denied denied
Unauthenticated denied denied denied

+ Note 1: Job Owner is identified by a credential or assigned to an authorized User as part of the

process of submitting a print or storage Job.

+ Note 2: Job Owner is assigned to an authorized User as part of the process of initiating a scan,

copy, fax send, or retrieval Job.
+ Note 3: Job Owner of received faxes is assigned by default or configuration. Minimally, ownership
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of received faxes is assigned to a specific user or U ADMIN role.

+ Note 4: PSTN faxes are received from outside of the TOE, they are not initiated by Users of the

TOE.

+ Note 5: Fax receive |Z L ¥ create Z#1723XFE D Job owner iZ Note 3. 77147 F PC O H X EE

7-3CFE D Job owner I Note 1. AF¥ v T2 W TAER SN 3ED Job owner 1 Note 2, /XA T —
KEE 51t PDF AR > 7 2035 OLRIFIZ L U create S 317=3CFED Job owner i Notel &35,

+ Note 6: Create storage job |23\ T, Fax receive (Z& ¥ create S 41723 3 7 ® Job owner |3 Note

6.1.

3, V94T FPCIHOLREEENTZY a2 7D Jobowner iF Note 1. AFx v FE2HWTAERINTZY =
Z7'® Job owner I% Note 2. /X2 U — N5k PDF R v 7 2036 DIR(EIZ L Y create Sz a 7D
Job owner |4 Notel &3 %, Create retrieval job ® Job owner % Note 2 &35,

1.4. Class FIA: Identification and Authentication

FIA_AFL.1 Authentication failure handling
(for O.USER_I&A)

Hierarchical to : No other components.
Dependencies ¢ FIA_UAU.1 Timing of authentication
FIA_AFL.1.1 The TSF shall detect when [an administrator configurable positive integer

within [ 1~3]] unsuccessful authentication attempts occur related to [ =z 2~
A NR D — NIE L SR HEH AT VRGN > 7 ANR T — NIZ LB R

FIA_AFL.1.2 When the defined number of unsuccessful authentication attempts has
been [met, surpassedl, the TSF shall [##HE FH S 5 F T4 FlfE D
DA N T — NIZ L BABAF L, FEIRIRIEDSE N X4 S £ THBIA T Y ZER >
2 RANR D — NIZ J: B ¥l & L]

FIA_ATD.1 User attribute definition
(for O.USER_AUTHORIZATION)

Hierarchical to : No other components.
Dependencies ¢ No dependencies

FIA_ATD.1.1 The TSF shall maintain the following list of security attributes belonging to
individual users: [User ID, ZZEZH#IR, HEEEGIIR, #HX T Y ZIGHR > 2 X~DT 2
T XHA.

FIA_PMG_EXT.1 Extended: Password Management
(for 0.USER_I&A)

Hierarchical to : No other components.
Dependencies :  No dependencies
FIA_PMG_EXT.1.1 The TSF shall provide the following password management capabilities for User
passwords:
+ Passwords shall be able to be composed of any combination of upper and

lower case letters, numbers, and the following special characters: [, ‘@,
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FIA_UAU.1

FIA_UAU.1.1

FIA_UAU.1.2

FIA_UAU.7

FIA_UAU.7.1

FIA_UID.1

FIA_UID.1.1

FIA _UID.1.2

FIA_USB.1

FIA_USB.1.1

FIA_USB.1.2

A A Al G Al IR S A e A
S S e (G A Y AT
2 INZ T — RPN

+ Minimum password length shall be settable by an Administrator, and have

the capability to require passwords of 15 characters or greater;

Timing of authentication
(for O.USER_I&A)

No other components.

Dependencies FIA_UID.1 Timing of identification

Refinement: The TSF shall allow [ 7 7 2 X215, TOEDKREGHRL S NERZEDHR
/Z] on behalf of the user to be performed before the user is authenticated.

Hierarchical to

The TSF shall require each user to be successfully authenticated before allowing

any other TSF-mediated actions on behalf of that user.

Protected authentication feedback
(for O.USER_I&A)

Hierarchical to No other components.
Dependencies FIA_UAU.1 Timing of authentication
The TSF shall provide only (A X412 XF T —4 1 XFHIZ “%7 E]1"@" DF

77l to the user while the authentication is in progress.

Timing of identification
(for O.USER_I&A and O.ADMIN ROLES)

Hierarchical to No other components.

Dependencies No dependencies

Refinement: The TSF shall allow [ 7 7 2 X5Z/5, TOEDLHEGHRF J- ONFFRZEDH
7] on behalf of the user to be performed before the user is identified.

The TSF shall require each user to be successfully identified before allowing any

other TSF-mediated actions on behalf of that user.

User-subject binding
(for 0.USER_I&A)

No other components.

FIA_ATD.1 User attribute definition

The TSF shall associate the following user security attributes with subjects acting
on the behalf of that user: [User ID, EZEZHIR, HEGEFIR, il X T VIG5 > 2
RNDT 2R,

The TSF shall enforce the following rules on the initial association of user security
attributes with subjects acting on the behalf of users: [ User ID{Z —H#FFH 1 1l 737

Hierarchical to

Dependencies
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FIA_USB.1.3

EIITOSHE, ZEFEIZFEN T e F =2 V7 o [FIEERERET S, B FEE R
BIGI N TOLRWFIHEDPEHEZHERD V) T oy e ET LG5, #2257
(ZBTES1 772t F 2 U 7 1 G ERFET S

The TSF shall enforce the following rules governing changes to the user security
attributes associated with subjects acting on the behalf of users: [ ##/ % T U Z{54
> I ANR D — FOGEGHILZ) LTG5, B2 FIIHE DHH A T Y RG> 2 Z~D
T RFEEFFIN TS, FEHAE Y ZGD  2 RN T — NOGRAE AL L 75

B ZEFHE DHBF A E Y ZIEDH v 2 X~DT 2 T X fFEE NIz T B).

6.1.1.5. Class FMT: Security Management

FMT_MO¥F.1

FMT_MOF.1.1

Management of security functions behavior
(for O.ADMIN_ROLES)

Hierarchical to : No other components.
Dependencies : FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions
Refinement: The TSF shall restrict the ability to [disable, enable, modify the
behavior off the functions [refer to Table 6-4] to U.ADMIN.

Table 6-4 Management of Security Functions behavior

Security Functions Operations

T VT o R E

disable, enable

A — P —FERES

modify the behavior

B A EE

modify the behavior

B TE S b RE modify the behavior
R A T U =AE modify the behavior
FMT_MSA.1 Management of security attributes
(for 0.ACCESS_CONTROL and O.USER_AUTHORIZATION)
Hierarchicalto : No other components.
Dependencies ¢ [FDP_ACC.1 Subset access control, ex
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions
FMT_MSA.1.1 Refinement: The TSF shall enforce the User Data Access Control SFP to restrict

the ability to [modify, delete, [create, —HFFl/HIEIF,~—HEFIFIZ I DAESR, 14, &
/E]] the security attributes [ Table 6-5Security Attributes] to | Table 6-50
Authorised Identified Roles].

Table 6-5 Management of Subject Security Attribute
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. . Authorized Identified )
Security Attributes Operations
Roles
Create
U.ADMIN Delete
—RERI 5 1 — e A Lk O fiR
U.ADMIN . _ _
User ID AR 7 ZDOHAHEDORE
U.NORMAL
U.ADMIN

WK w7 AD owner T ARy 7 ADOFEZHEDOER
5 U.NORMAL

Delete
EEREHERR U.ADMIN
: 15
Delete
FERE IR U.ADMIN e
X e
FMT_MSA.3 Static attribute initialization

(for 0.ACCESS_CONTROL and O.USER_AUTHORIZATION)

Hierarchical t ¢ No other components.
Dependencies : FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles
FMT_MSA.3.1 Refinement: The TSF shall enforce the User Data Access Control SFP to provide
[restrictivel default values for security attributes that are used to enforce the SFP.
FMT_MSA.3.2 Refinement: The TSF shall allow the [no rolel to specify alternative initial values

to override the default values when an object or information is created.

FMT _MTD.1 Management of TSF data
(for O.ACCESS CONTROL)

Hierarchical to : No other components.
Dependencies ' FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions
FMT_MTD.1.1 Refinement: The TSF shall restrict the ability to perform the specified operations

on the specified TSF Data to the roles specified in Table 6-6.

Table 6-6 Management of TSF Data

Data Operation Authorised role(s)
lassignment: list of TSF Data [selection: change default, query,
owned by a UNORMAL or modify, delete, clear, U.ADMIN, the owning
associated with Documents or [assignment: U.NORMAL.
jobs owned by a U NORMAL) other operations]]
. . [assignment: other operations]
Z— NI DT — N ) U.ADMIN
BR
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Data Operation Authorised role(s)
) U.ADMIN, the owning
modify
U.NORMAL
GG R E Y 2G> 2 XNX 17— | |assignment: other operations]
F B U.ADMIN
modify
[selection: change default, query,
[assignment: list of TSF Data modify, delete, clear,
) U.ADMIN
not owned by a U NORMAL] [assignment:
other operationsl]
BHZ N T — N modify
H 5 R modify
SR TFAG— P Yt FEFRE modify
HEjz 27 o N modify
AR AE A ] [ e modify
FRFALISY T EC
clear
(U.BUILTIN_ADMIN L{5F)
INZ D — NETRT modify U.ADMIN
modify
N EBZRGE Y — N —FE [assignment: other operations]
B
B FRAF IR AL 1L EBRIF ] modify
modify
R D=2 RE [assignment: other operations]
. . [selection: change default, query,
[assignment: Iist of software, )
modify, delete, clear,
firmware, and related ) U.ADMIN
. . [assignment:
configuration datal )
other operationsl]
TOE D> Z N = 7/7 7 =AU
= TR TS 7 — 5 (EHS
BDS TN T/ ATz modify U.ADMIN
7 EEICHEFE T S 2T
—
FMT_SMF.1 Specification of Management Functions

(for 0.USER_AUTHORIZATION, O.ACCESS_CONTROL, and
0.ADMIN_ROLES)

Hierarchical to : No other components.
Dependencies: : No dependencies

FMT_SMF.1.1 The TSF shall be capable of performing the following management functions: [refer
to Table 6-7].

Table 6-7 list of management functions
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management functions

U.ADMIN
U.ADMIN
U.ADMIN
U.ADMIN
U.ADMIN
U.ADMIN
U.ADMIN

U.ADMIN
U.ADMIN
U.ADMIN
U.ADMIN
U.ADMIN
U.ADMIN
U.ADMIN

IZE DT = U T oo bk ERERE

12 & D — P —FEAE

2 & Do — % — R EREBE

12 & DAMMERAE Y — /N — 3 EMBE

12 X 2 5 S B AR

ICE D3Ry NT— T BTEDREE - TR

12K 5 H IR O EHERE
U.ADMIN |2 & 24 v 7 & PRESARE

WL BV AT A4 — Uty SR OZ TR

WL DHEEIR ST U MR O FHRE

2 K 2 B PR PRRE O B EEE IR R BRIRERT 00 28 TR AE

W2k BT — REFZL ERERE

b 1 SR [0 5 B T 0D 22 R M RE

iz i ml% (U.BUILTIN_ADMIN LIS @2 U 7 ise

IZE DR v 7 AEHKHE
U.ADMIN (2 K& %58l 2 € U A5 3% EHERE
U.BUILTIN_ADMIN (2 & 2 B BE /S AU — Rk EHERE
U.NORMAL (2 & 578 v 7 R & HkERE
UNORMAL (2 L5 BH O —F—3 27— R EHKIE

LD
LD

FMT_SMR.1

FMT_SMR.1.1
FMT_SMR.1.2

Security roles

(for 0. ACCESS_CONTROL, O.USER_AUTHORIZATION, and
O.ADMIN_ROLES)

Hierarchical to : No other components.

Dependencies ¢ FIA_UID.1 Timing of identification

Refinement: The TSF shall maintain the roles U.ADMIN, UNORMAL.

The TSF shall be able to associate users with roles.

6.1.1.6. Class FPT: Protection of the TSF

FPT_SKP_EXT.1

FPT_SKP_EXT.1.1

FPT_STM.1

Extended: Protection of TSF Data
(for 0.COMMS_PROTECTION)

Hierarchical to : No other components.

Dependencies :  No dependencies

The TSF shall prevent reading of all pre-shared keys, symmetric keys, and private
keys.

Reliable time stamps
(for O.AUDIT)

Hierarchical to : No other components.
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Dependencies ¢ No dependencies
FPT _STM.1.1 TSF shall be able to provide reliable time stamps.

FPT_TST EXT.1  Extended: TSF testing
(for O.TSF_SELF_TEST)

Hierarchical to : No other components.
Dependencies ¢ No dependencies
FPT _TST EXT.1.1 The TSF shall run a suite of self-tests during initial start-up (and power on) to

demonstrate the correct operation of the TSF.

FPT TUD_EXT.1 Extended: Trusted Update
(for O.UPDATE_VERIFICATION)

Hierarchical to : No other components.
Dependencies : FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification),
FCS_COP.1(c) Cryptographic operation (Hash Algorithm)
FPT_TUD_EXT.1.1 The TSF shall provide authorized administrators the ability to query the current
version of the TOE firmware/software.
FPT_TUD_EXT.1.2  The TSF shall provide authorized administrators the ability to initiate updates to
TOE firmware/software.
FPT_TUD_EXT.1.3  The TSF shall provide a means to verify firmware/software updates to the TOE
using a digital signature mechanism and [no other functionsl prior to installing

those updates.

6.1.1.7. Class FTA: TOE Access

FTA_SSL.3 TSF-initiated termination
(for O.USER_I&A)

Hierarchical to : No other components.
Dependencies ¢ No dependencies
FTA_SSL.3.1 The TSF shall terminate an interactive session after a [Z/E VKL DEFE, > X T A

A=V MEFREIC S o THRE S L SHFI, WC D5, HEim 27 o MFRIZ L -
TRESNSHFR, 7V 8 N4 N—=DGE, Haht g 120
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6.1.1.8. Class FTP: Trusted Path/Cannels

FTP_ITC.1 Inter-TSF trusted channel
(for 0.COMMS_PROTECTION, O.AUDIT)

Hierarchical to : No other components.
Dependencies : [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].
FTP_ITC.1.1 Refinement: The TSF shall use [IPsed to provide a trusted communication
channel between itself and authorized IT entities supporting the following
capabilities: lauthentication server, [SMTP3— ¥—, DNS¥—/¥—, 1724 —,¥—,
WebDAV#—-\—, SMB¥—Y—]| that is logically distinct from other
communication channels and provides assured identification of its end points and
protection of the channel data from disclosure and detection of modification of the
channel data.
FTP_ITC.1.2 Refinement: The TSF shall permit the TSF, or the authorized IT entities, to
initiate communication via the trusted channel
FTP_ITC.1.3 Refinement: The TSF shall initiate communication via the trusted channel for
[authentication service, mail service, DNS service, log transmission service,
WebDAV service, SMB servicel.

FTP_TRP.1(a) Trusted path (for Administrators)
(for 0.COMMS_PROTECTION)

Hierarchical to : No other components.
Dependencies : [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].
FTP_TRP.1.1(a) Refinement: The TSF shall use [IPsec] to provide a trusted communication path
between itself and remote administrators that is logically distinct from other
communication paths and provides assured identification of its end points and
protection of the communicated data from disclosure and detection of modification
of the communicated data.
FTP_TRP.1.2(a) Refinement: The TSF shall permit remote administrators to initiate
communication via the trusted path
FTP_TRP.1.3(a) Refinement: The TSF shall require the use of the trusted path for initial

administrator authentication and all remote administration actions.

FTP_TRP.1(b) Trusted path (for Non-administrators)
(for 0.COMMS_PROTECTION)

Hierarchical to @ No other components.
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Dependencies : [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].
FTP_TRP.1.1(b) Refinement : The TSF shall use [IPsec] to provide a trusted communication path
between itself and remote users that is logically distinct from other
communication paths and provides assured identification of its end points and
protection of the communicated data from disclosure and detection of modification

of the communicated data.

FTP_TRP.1.2(b) Refinement: The TSF shall permit [remote users] to initiate communication via
the trusted path
FTP_TRP.1.3(b) Refinement: The TSF shall require the use of the trusted path for initial user

authentication and all remote user actions.

6.1.2. Conditional ly Mandatory Requirements
6.1.2.1. PSTN Fax-Network Separation

FDP_FXS_EXT.1 Extended: Fax separation
(for O.FAX_NET_SEPARATION)

Hierarchical to : No other components.
Dependencies ¢ No dependencies
FDP_FXS_EXT.1.1  The TSF shall prohibit communication via the fax interface, except transmitting or

receiving User Data using fax protocols.

6.1.3. Selection-based Requirements

6.1.3.1. Protected Communications

FCS_IPSEC_EXT.1 Extended: IPsec selected
(selected in FTP_ITC.1.1, FTP_TRP.1.1)

Hierarchicalto : No other components.

Dependencies ¢ FIA_PSK_EXT.1 Extended: Pre-Shared Key Composition
FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)

FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)

FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)

FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)

FCS_RBG_EXT.1 Extended: Cryptographic Operation

(Random Bit Generation)
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FCS_IPSEC_EXT.1
.1
FCS_IPSEC_EXT.1
2
FCS_IPSEC_EXT.1
.3
FCS_TPSEC_EXT.1
4

FCS_IPSEC_EXT.1
5

FCS_IPSEC_EXT.1
.6

FCS_IPSEC_EXT.1
7
FCS_IPSEC_EXT.1
.8
FCS_IPSEC_EXT.1
.9
FCS_IPSEC_EXT.1
.10

FCS_COP.1(g)

FCS_COP.1.1(g)

FIA_PSK_EXT.1

The TSF shall implement the IPsec architecture as specified in RFC 4301.

The TSF shall implement [transport model.

The TSF shall have a nominal, final entry in the SPD that matches anything that
is otherwise unmatched, and discards it.

The TSF shall implement the IPsec protocol ESP as defined by RFC 4303 using
[the cryptographic algorithms AES-CBC-128 (as specified by RFC 3602) together
with a Secure Hash Algorithm (SHA)-based HMAC, AES-CBC-256 (as specified by
RFC 3602) together with a Secure Hash Algorithm (SHA)-based HMAC).

The TSF shall implement the protocol: [IKEv1, using Main Mode for Phase 1
exchanges, as defined in RFCs 2407, 2408, 2409, RFC 4109, |[RFC 4304 for
extended sequence numbers|, and [RFC 4868 for hash functionsl].

The TSF shall ensure the encrypted payload in the [ZKEvI] protocol uses the
cryptographic algorithms AES-CBC-128, AES-CBC-256 as specified in RFC 3602
and [no other algorithm).

The TSF shall ensure that IKEv1 Phase 1 exchanges use only main mode.

The TSF shall ensure that [IKEv1 SA lifetimes can be established based on [length
of time, where the time values can be limited to’ 24 hours for Phase 1 SAs and 8
hours for Phase 2 SAsl].

The TSF shall ensure that all IKE protocols implement DH Groups 14 (2048-bit
MODP), and [no other DH groups].

The TSF shall ensure that all IKE protocols perform Peer Authentication using
the [2SA] algorithm and Pre-shared Keys.

Cryptographic Operation (for keyed-hash message authentication)

(selected with FCS_IPSEC_EXT.1.4)

Hierarchical to : No other components.
Dependencies ! [EDPITCA Import-of user- datawithout-seeurityattributes—
or

FCS_CKM.1(b) Cryptographic key generation (Symmetric
Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction
Refinement: The TSF shall perform keyed-hash message authentication in
accordance with a specified cryptographic algorithm HMAC-[SHA-1, SHA-2586,
SHA-384, SHA-512, key size [160, 256, 384, 512 bits], and message digest sizes
[160, 256, 384, 512 bits that meet the following:
"FIPS PUB 198-1, "The Keyed-Hash Message Authentication Code, and FIPS PUB
180-3, “Secure Hash Standard.”

Extended: Pre-Shared Key Composition

Copyright ©2020-2021 KONICA MINOLTA, INC., All Rights Reserved
48 | 72



KONICA MINOLTA bizhub C287i/bizhub C257i/bizhub C227i with FK-513, DEVELOP ineo+ 287i/ineo+ 257i/ineo+ 2271 with FK-513,
Sindoh D322/D332A/D332E/D331E/D320/D330A/D330E/CM2103/CM2043 with FK-513 t+=U7 15— h

FIA_PSK_EXT.1.1
FIA_PSK_EXT.1.2

FIA_PSK_EXT.1.3

(selected with FCS_IPSEC_EXT.1.4)

Hierarchical to : No other components.

Dependencies ¢ FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

The TSF shall be able to use pre-shared keys for IPsec.

The TSF shall be able to accept text-based pre-shared keys that are:

22 characters in length and [no other lengthsl;

composed of any combination of upper and lower case letters, numbers, and special

characters (that include: “I”, “@”, “#”, “$”, “%”, “*”, “&”, “*”, “(“, and “)).

The TSF shall condition the text-based pre-shared keys by using [SHA-1, SHA-

256, SHA-512, [SHA-384]] and be able to [use no other pre-shared keys].

6.1.3.2. Trusted Update

FCS_COP.1(c)

FCS_COP.1.1(c)

Cryptographic operation (Hash Algorithm)
(selected in FPT TUD_EXT.1.3, or with FCS_SNI_EXT.1.1)

Hierarchical to : No other components.

Dependencies ¢ No dependencies.

Refinement: The TSF shall perform cryptographic hashing services in accordance
with [SHA-1, SHA-256, SHA-384, SHA-512) that meet the following: [ISO/IEC
10118-3:2004].

6.2. Security Assurance Requirements

The TOE security assurance requirements specified in Table 6-8 provides evaluative activities
required to address the threats identified in 3.3 of this ST.

Table 6-8 TOE Security Assurance Requirements

Assurance Class

Assurance o
Assurance Components Description
Components

ASE_CCL.1 Conformance claims

ASE_ECD.1 Extended components definition

ASE_INT.1 ST introduction

Security Target Evaluation | ASE_OBJ.1 Security objectives for the operational environment

ASE_REQ.1 Stated security requirements

ASE_SPD.1 Security Problem Definition

ASE_TSS.1 TOE Summary Specification

Development

ADV_FSP.1 Basic functional specification

Guidance Documents

AGD_OPE.1 | Operational user guidance

AGD_PRE.1 | Preparative procedures

Life-cycle support

ALC_CMC.1 | Labelling of the TOE

ALC_CMS.1 | TOE CM coverage
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Assurance o
Assurance Class Assurance Components Description
Components
Tests ATE_IND.1 Independent testing — Conformance
Vulnerability assessment AVA_VAN.1 [ Vulnerability survey

6.3. Security Requirements Rationale

6.3.1. The dependencies of security requirements

TOE & =07 (&R ZMH OIRAFBIfR 2 TRITR T,

Table 6-9 The dependencies of security requirements

PEREZL(: K17 BAf% STTH7T=TIRTERR | IKRFFEBIR A 72 L T2
FAU_GEN.1 FPT_STM.1 FPT_STM.1 N/A
FAU_GEN.2 FAU_GEN.1 FAU_GEN.1 N/A
FIA_UID.1 FIA_UID.1 N/A
FAU_STG_EXT.1 FAU_GEN.1 FAU_GEN.1 N/A
FTP_ITC.1 FTP_ITC.1 N/A
FCS_CKM.1(a) FCS_COP.1(b) FCS_COP.1(b) N/A
FCS_COP.1G)
FCS_CKM_EXT.4 | FCS_CKM_EXT.4 N/A
FCS_CKM.1(b) FCS_COP.1(a) FCS_COP.1(a) N/A
FCS_COP.1(d) FCS_COP.1(g)
FCS_COP.1(e)
FCS_COP.1(f)
FCS_COP.1(g)
FCS_COP.1(h)
FCS_CKM_EXT4 | FCS_CKM_EXT.4 N/A
FCS_RBG_EXT.1 FCS_RBG_EXT.1 N/A
FCS_CKM.4 FCS_CKM.1(a) FCS_CKM.1(a) N/A
or FCS_CKM.1(b)
FCS_CKM.1(b)
FCS_CKM_EXT.4 FCS_CKM.1(a) FCS_CKM.1(a) N/A
or FCS_CKM.1(b)
FCS_CKM.1(b)
FCS_CKM.4 FCS_CKM.4 N/A
FCS_COP.1(a) FCS_CKM.1(b) FCS_CKM.1(b) N/A
FCS_CKM_EXT.4 | FCS_CKM_EXT.4 N/A
FCS_COP.1(b) FCS_CKM.1(a) FCS_CKM.1(a) IPsecifi{Z (FCS_IPSEC_EXT.1)
D, T v 7T — MkE
(FPT_TUD_EXT.1) o4
i, FCS_CKM.1(a).
FCS_CKM_EXT.4 | FCS_CKM_EXT.4 FCS CKM EXT4/4i7- & 721 »
N, BAERITEB Z bz i
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PEREZEAT RAFBELR STTi7T-TRFRER |  RAFBRZRTZ L TR0 Ef:
7R,
FCS_COP.1(c) No dependencies No dependencies N/A
FCS_COP.1(g) FCS_CKM.1(b) FCS_CKM.1(b) N/A
FCS_CKM_EXT4 FCS_CKM_EXT4 N/A
FCS_IPSEC_EXT.1 FIA_PSK_EXT.1 FIA_PSK_EXT.1 N/A
FCS_CKM.1(a) FCS_CKM.1(a) N/A
FCS_COP.1(a) FCS_COP.1(a) N/A
FCS_COP.1(b) FCS_COP.1(b) N/A
FCS_COP.1(c) FCS_COP.1(c) N/A
FCS_COP.1(g) FCS_COP.1(g) N/A
FCS_RBG_EXT.1 FCS_RBG_EXT.1 N/A
FCS_RBG_EXT.1 No dependencies No dependencies N/A
FDP_ACC.1 FDP_ACF.1 FDP_ACF.1 N/A
FDP_ACF.1 FDP_ACC.1 FDP_ACC.1 N/A
FMT_MSA.3 FMT_MSA.3 N/A
FDP_FXS_EXT.1 No dependencies No dependencies N/A
FIA_AFL.1 FIA_UAU.1 FIA_UAU.1 N/A
FIA_ATD.1 No dependencies No dependencies N/A
FIA_PMG_EXT.1 No dependencies No dependencies N/A

FIA_PSK_EXT.1

FCS_RBG_EXT.1

il ey MRS EHWZE Y b
N— 2O FFTIH AR BRI L

TR =0,

FIA_UAU.1 FIA_UID.1 FIA_UID.1 N/A
FIA_UAU.7 FIA_UAU.1 FIA_UAU.1 N/A
FIA_UID.1 No dependencies No dependencies N/A
FIA_USB.1 FIA_ATD.1 FIA_ATD.1 N/A
FMT_MOF.1 FMT_SMR.1 FMT_SMR.1 N/A

FMT_SMF.1 FMT_SMF.1 N/A
FMT_MSA.1 FDP_ACC.1 FDP_ACC.1 N/A

FMT_SMR.1 FMT_SMR.1 N/A

FMT_SMF.1 FMT_SMF.1 N/A
FMT_MSA.3 FMT_MSA.1 FMT_MSA.1 N/A

FMT_SMR.1 FMT_SMR.1 N/A
FMT_MTD.1 FMT_SMR.1 FMT_SMR.1 N/A

FMT_SMF.1 FMT_SMF.1 N/A
FMT_SMF.1 No dependencies No dependencies N/A
FMT_SMR.1 FIA_UID.1 FIA_UID.1 N/A
FPT_SKP_EXT.1 No dependencies No dependencies N/A
FPT_STM.1 No dependencies No dependencies N/A
FPT_TST_EXT.1 No dependencies No dependencies N/A
FPT_TUD_EXT.1 FCS_COP.1(b) FCS_COP.1(b) N/A

FCS_COP.1(c) FCS_COP.1(c) N/A
FTA_SSL.3 No dependencies No dependencies N/A
FTP_ITC.1 FCS_IPSEC_EXT.1 | FCS_IPSEC_EXT.1 | N/A
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BRREZL(T: K17 BAR STTi7T-TRFRER |  RAFBRZRTZ L TR0 Ef:

or
FCS_TLS_EXT.1
or
FCS_SSH_EXT.1
or

FCS_HTTPS_EXT.1

FTP_TRP.1(a) FCS_IPSEC_EXT.1 | FCS_IPSEC_EXT.1 | N/A
or
FCS_TLS_EXT.1
or
FCS_SSH_EXT.1
or

FCS_HTTPS_EXT.1

FTP_TRP.1(b) FCS_IPSEC_EXT.1 | FCS_IPSEC_EXT.1 | N/A
or
FCS_TLS_EXT.1
or
FCS_SSH_EXT.1
or

FCS_HTTPS_EXT.1
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7. TOE Summary specification
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TOE i&, = —¥—4% % Kerberos version 5 7' 1 b 2Lz F|H L CRIHE 5

E LTZAMRRRE Y — N —~#E L, RE SN fF R L T2 —HF— 32

U— R BAER LIz —F—8IC L 285217V, FRBIERREE T 5,

AEIEERGE, SN — N —FEEO W CTHBIFEREZ 1T 2, FIFE R =
T A EATRHCERRE S XA BIRT 5,

Y — N — 3

ARARLEE +F1 56— N —FERE

FIA_ATD.1

TOE 1%, = — W — & B RE TR RS — R f 2, R B IMEE LT User ID, & BREHEMR . BERERI R
DT VB AMR TEFRT D, Tlo, FIAFRMELL T, BHIATVZER Y I ANDT 72 AL EFRT D, 1BHl ATV
BRI ASDT 72 AL, TRE| AT ZAE R EMIEIZLDIRHI AT ZER Y7 AR — RO EIZL > TEHRI
N5, F-  EAMUEBEEZEORAE BMELL T, User ID ZEFHT 5,

FIA_USB.1

—FIHE | o —EF B DEBRRREIC B LT85 & TOE 13RI+ B+ %(User ID, EHEHER , B Re
IR, B8R ATV ZAZR Y I A~DT 72 AME) Z BE AT 5, t/bl\/f/”é:fi%‘ﬁ)n&%' RAREICE LT TOE (3]
& BN (User ID) Z R8T 5,

ZOWf, User ID ([Z—Wif|HE LR ESNTODEE. TOE 1355 45 & (BT 75 3 8 M A ik 3
T5, Fo, 22— —FHELLaS 4/%§éﬁbf_4i\llﬂ3% CEHIEMHERI T 5SS TORWEA . 52 4R &I
BEE AT 7= A1 I B A T,

ol R IS CﬁfZIjJLf:?i% R ATV ZAER Y I AT 78 AT B, MBI ATV ZER Y 7 A/ SAT —
NICEDRRFEN B RS, 785 _EJZIJJLK@* &, TOE 1332 4RI H#E ORI HE R THLMBI AT ZFR Y 7 A~
DT I AR NCT D, FREC R LT=5E6 . TOE 133 4RI HE OFHE B THLME| AT ZFER Y7 A
DT VAWML T D,

FIA_AFL.1
TOE %, FIHZEOBBFRIECE W T, BHELNGONUORE LT =y 7R (1~3 [[) LI o Je i
AUTZIRE, B4 R B OFEREAAE 1T 558 RE AR IR RE 242 (372, R I B HEIR DM G- S Q55
AL R LU CORGERME Sl = — W —FHE LU COREGER IR T H SN D,
E/I/f"lj/f@fg%%@wuuEﬁ)f'—ﬂ:éﬂfLiﬁm\TOEO) E % OFF/ON U, EEh) OB EES - fRBREE R 15 E
STV DI A R | CRBREE (R 2 bR 95, —RFIAE D LT — Y —FIE ORGENE LS55, R
AIEAE (PR R CreV Vs BRE S FRRIE AR R I ER DV M AEZ FEAT T 2 2 & CRlRHE 1L 2 bR 35,
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TOE (%, SNV — N —F8GE S AU LD BIFERAE CH [RIERIC, LFLOGRRER I OB EE Eliti 95,

TR ARV ZER Y7 A/RRAT —ROFRBFRIECRB W T, AR H OO R EL-F =7 (1~3 [E)LLE
DG A A LT RE, R ATV ZER 7 AT — R OFEGEEAE L35, | ATV ZER I A AT —RD
FRREMEIES TG A FRAEE IR IE G WV B DS FRGE BRI B DT B RE 2 FEA T D2 L CRBAEE 1L 2 R fR
T 5,

FIA_UAU.7
TOE iZ., x5Ety v al ORFELH (HBE S LUT WC bDrs ) IZBW TR AL/ AT —R | 5Rifi| A
FVZAERY IV ARAT —=R& ASJ 288 ANISNI2FT —4 1 SCP R k" E I @ a2 RK w1 D,

FIA_PMG_EXT.1

TOE THIf#&/SADU—REL Tl AT REZAR ST 7/»77/\*)%@?@5?&4 CF BT G (7, @, #,
I R < ] T T T K G L~
@”ﬁjﬁ;wx&—x)*ﬁ%ﬁ%®7ﬁﬁﬁf%é FRHIATVZIER I ARAT —ROLGA | EFITMz (%7
NI F—T = aNbRTED, BEEIL, /IR —RNE% 8~64 L TFOFPHTRIETHIENTED, Lo,

e/ NSAT =R RELT 16 WP EORIEHETED,

FTA_SSL.3
TOE (I, #fE/ 3L WC THBRRIESNIZFIMZE SN T OSRMam I L&, £ Dyalafk 145,
TVABRTAN=DEE | kel a3 TV ZRTA /8= Eu%i*éht&&fi#i FFenBRIices A
YL, ZOWEDSE T IHRIZZ T RNAT,
BRSO E . FIAFITESEBIEICLD2LEARZE T LThE, Y AT 54— My MRE(Q~9
SO CRERB VR LIZSGE, v 77T v &b,
- WC D56, FIHFITREEBEICLD2AENRTET L TE, BEn 77 ¥ MEE(1~60 73 DM TRIE
AR LB E, v/ T U bahd,

1.2. 79 AFIHBERE

FDP_ACC.1. FDP_ACF.1

TOE (%, Table 6-2, Table 6-3 OF|HHET —# 7 7 & A H-S&, Table 7-3~Table 7-14 (ZFE# D
WO, FIHECET =% CRHE Y 3 77— 2 ~OFEEHIRT 5, FFi SN0 EECSWTL, 1>
X7 2 —A%IERRH L IXBMERFRRECEIR, F2id, BEERITK U CTHERD 2 W= DEETE 72
WEDA vt —VhERR LEBELZEST 5,

R BREREIC XV FF P& — % FI 3 (U.NORAML) 723, Table 7-3~Table 7-14 @ Create #:{E% 17 L 7=
e, ¥ a 7T (Job owner) & 72V | TOE (330EF D LIXY a 7OFraAEHE#H E LT User ID #5t8k7
%, TOE X, E#FH(U.ADMIN)A Create #/E&2 FATTHA v ¥ 7 = — A& L2V, 77 7 AZ(EH
fiE(Fax receive)iZ. TOE O#AER LIZ, A7 7 7 2 b D7 7 7 A2 X 0 Create BENFITEN
LI, 777 A% Tif@ii%b< IYa7ova TirEEE. BEEAECEY YT A5, F
A= RBEEINTWRWT 7 7 AZEOEE, 7 7 7 ZALETIRE A€V ZER y7 ANRIEEIND T
W, 77 I AZERETHOY a THHAEFIL, Bl ATV ZERy 7 ARXRAT— NE2md —BFRE L 725
(*2), Fa—RBBESINTWD 7 7 7 AZEOEE, 77 7 ALEIIEESNIZBAR v 7 A~MRES N
L0, 77 7 AZEHBOY a TIHAFIX, MARY 7 AORAFETHL—BEFHENY a TiaH L 72
5(*3) INA T — RIEEAL PDF R v 7 206 DR (Storage/retrival) (X, A L7 b7 U > FFEITH

. REPRBRESNTLEE /SR — RS PDF Ry 7 ANHED H L, BIEEOFEAR v 7 A~EAF
ﬁ‘Z) Z LT LY Create BAENFEITESND, RFFEITHOLEL LFYa7ova 7EaHEIL, MAR Y
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JADHEETH D —RAIHE LD,

TOE 1%, = — " —EBIEREIC IR T, BB 03— A 38 (S F ) AT REZe M RE 2 1] R 3~ 2 B RE Il BR % 7E (i
ZCW%, TOE 1%, FIAFE JEMEOBERERI RN T, SR SRR DA ¥ 7 = — A% FEFR RS LT EA vlik
RETFIRT D, Lo T, BREERIBRSER E S 7= — M FI &1L, Table 7-3~Table 7-14 ¢ 5 b il [Rxt S E4EE %
W B EEFIH T HZEIETE AN,

TOE I, Hii| ATV ZA5 3R ERREIC W T, EHE D — BRI HH OREI ATV ZE R 7 A~DT 72 A% IR
T IR AT ZE R E L2 TR EM IIIREIATYZER Y7 A SAT —R Ik >TT 7B ARFIREA TV
%o TOE 1Z, FIHE BIEOMRBIATVZAER Y I ANDT 7B AMEITEN T, A207854 . 7% S5 H i3 OiiH A€y
ZAER Y I ANDT 7R AZFFAIL, N6 | 3L 4RI OBH ATV ZER Y I A~DT 78 AEES T 5, &
ST, BHIAEYZAZRY I AR =R & L2V — i FI 1L, Table 7-3~Table 7-14 @ 9 HiEH| 2 € U %Z{3
RNy I ANDT 7 APLELRBIEEZRIHT5ZL3TERN,

TOE i, Ry 7 AEHREEEIZ B W T, FHLE D LU FIHE D, ARy A0 H#E (User ID)&7%ET 5
BERE. BEEE D LUIMEAR YV ADOFT A H THLH A RE D AR 7 2O % (User 1D) %2 3 S F46E
2 TR AR 7 AL\ AR 7 ARNITRAF SN2 LEA~DOT 78 A% IR 5, TOE X, 8 ARy 7 ADFT
HE User IDNZFEWT, —&FIHELFL User ID ZEFOLAITIE, 40 ARV I ADA L H T 2— A% HRfk L
TS NN I ASNDT 78R 5, — 7, —RFIHFE R R725 User ID ZF>85121%, TOE 137% 4
TENR YT ADA BT 2 — A% IR RIZT D20, Table 7-3~Table 7-14 TZUEH AR v 7 ZA~DT 7 & A
VERBMEZRIAT 22 LI TERN,

<Table 7-3~Table 7-14 D4l &>
TOE N2 47 = — XX FRED@y,
PN: #/E x/L, WC:Web Connection, PD: 7V ZRT A/ —

F P ORI TREOm@Y,
O:TOE 239K —=rF 256D, -:TOE 239K —hL7R2NHD

HFERLIZ T RE DAY,

*1:U.ADMIN

*2 R ATV ZAER 7 A AT — K% H7% U.NORMAL

*3:F a—R CTHRESNIZE AR Y7 AOFT A # Tihs UNORMAL

Table 7-3 D.USER.DOC(Print) D7 7 & X il {#l
HiE BMEFRERFIHE | A F 72—
PN | WC | PD
Create Job owner - - O | Fikl% %17,
U.NORMAL - @) - | AV N N EFELT,
O - | XA U— FEf 5k PDF (cxh LT, HIRIZ45E L TH A
L7 T v N BELT,
Read Job owner O - - PAE& Y ARy 7 AL EEER LT, XE SV
[ER S N
O - - | BREE& TV MRy 7 ANDLELRIRL, HIRZE
G

(FORIZE TIZ L 0 SCETHIBRE N S,)

BAEST ik
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O RAYT — Rt PDF &R v 7 26 0EZER L, A/
Fill & 3247,
(FIRNC I3 8 A T — R AN RE, FIRISE TIZXL Y 3T
FITHIFREND,)
Modify Job owner O HRE& T Y v MRy 7 A b OHIBNZ BT, HIRIER
E & FAT,
Delete Job owner O RAE& 7Y v bR 7 A0 6 A HIER,
o ISAY — RIEFAL PDF R v 7 A0 5 L E & IR,
Job owner O O ¥ a THIBRICAE 5 SCERIRR,
U.ADMIN
Table 7-4 D.USER.DOC(Scan)® 7 7 & A il
HBAE HAERTREZ2 A & P;/ 5\;(::: “—:D S
Create Job owner O AFyFa=my MIFEfEEY LT ARY /777
U.NORMAL AA=a—HENOIE (77 v 7 Z5aakk<) &
LT, #1152 ET,
Read 2L,
Modify Job owner O Create #/E TS R E & FEAT,
Delete Job owner O O ¥ a THIBRITHE S SCEHIBR,
U.ADMIN
Table 7-5 D.USER.DOC(Copy)® 7 7 & A Hl{#l
= 0 = 5 —
RE BRE R RE 22 PL v 5\;03: ;(D P,
Create Job owner O A¥xFa=y MIFEfREEy LT, a—A=a—
U.NORMAL WA 5 2 B — % E1T,
Read Job owner O Create #:4F % 3217,
Modify Job owner O Create #/ECIG R E & 517,
Delete Job owner O O ¥ a THIBRIZPE 5 SCEHIER,
U.ADMIN
Table 7-6 D.USER.DOC(Fax send) D7 7 & A il
HBiE BRERTRE 22 A & P/I(\I/ 5\;(;: _;D Py
Create | Job owner O A¥yFamy MUFEREZEY FLT AR Y /777
U.NORMAL ARAZa—EENPD T 7 7 A aBIR L CERE A FE
17,
Read 2L,
Modify Job owner O Create #/E TS HERE & FEAT,
Delete Job owner O O ¥ a THIBRIZHE S SCEHIER,
U.ADMIN

Table 7-7 D.USER.DOC(Fax receive) D 7 7 & Z |
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e | BETRERRIRE | A FT7=—2R

PN | WC | PD PR
Create Job owner(*1) - - - | TOE O#fEe L, M7 7 7 Ainb F a— FatEEL
TWeW7 7 7 A %313,
TOE O#fEe L, M7 7 7 Zipb F a2— F&fEEL
1277 7 A%z,
Read Job owner O O - | R AEVZERY 7 AN T 7 7 ALERTR L, X
BV E2—2F£R,
o | O - AR Y I AN T 7 7 ALEEERL, XES L
—EFIR,
O - - | BEAEVRER Y I AN T 7 7 ALEZERL, H
Tl FEAT 2 AT,
(FIBIZE TIZ LD 7 7 7 ZACETHIBR S L D,)
O - - ARy 7 ADD T 7 7 ALEEBR L, FIRIFATE %
7o
(FIRIZETIC LD 7 7 7 ACEITHIBR SN D,)
Modify Job owner O - - ARy 7 A0S 77 7 ALEZFRT 212, 6%
& FAT,
O O - ARy 7 RS T 7 7 ALEERINL, Rk,
Delete Job owner O O - | BEAEYZERY I ADD T 7 7 AL EZHIBR,
U.ADMIN
Job owner O O - | ARy 7 ADG T 7 7 ALEEHIR,
Job owner O O - | T 7 ALEORRY a THIRICED 7 7 7 AEO
U.ADMIN HIlBR,
o | O - | ARy 7 ZAOHIBRICHE S 7 7 7 ASLEDHIER,

Table 7-8 D.USER.DOC(Storage/retrieval) ® 7 7 & & |4

ik PAERRERFIHE | A1 Z7=—X
PN | WC | PD

BAETT IR

Create Job owner - - O | RNy 7 AMpA7% FAT,

U.NORMAL - O - | Ry T ARFERELTYA LY T v b aELT,
O - - | AF ¥ Samy MIEREAEY LT, Ay 7 AR ==
—HEE N OEAR Y 7 AEHEL T, Ry 7 AMRAFEE
17,

O - /AT =Rt PDF IZXLC, Ry AMEFEEEL TX
AL INT Vo M EAT,

O RAY—REEFBAL PDF Ry 7 ZAnBCERIRL ., R1FEE
1T (BINSNTSCENEAEE O ARy 2 A H))

Job owner(*2) - - - | TOE O#fER L, SMB7 7 7 26 F a— F&fEL
TWen7 7 7 2%5%, Ml A€ ) ZERy 7 2A~7
7 7 AL E TR,

Job owner(*3) - - - | TOE O#fEe L, A7 7 7 2Ainb F a— FafaEL
777 7 A5, MEINIEAR Y 7 A~T 7 7 2
WEZ R AT,

Read Job owner O O - ARy 7 APEXEEZRIRL, XETLE2—%2FK
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o

(77 7 ALEERLS, 777 ANLEOLES L Ea—
X, Table 7-7 ® Read #{Elc X v il b, )

@) - - AR > 7 A EEZFTR L, HIBL, #E, 777 A&
Ik BE, BE, avr—0WnTnng T,

(77 7 ALEOHMMEZRLS, 77 7 AEORRI
Table 7-7 ® Read #BEIC L D #lfEISND,)

O - ARy 7 AN ILEEBIRL, #E, ¥ Uyra— K,
BE)., 2 —onFnrk E17,

O - | BHE AT Y ZER Y I AN LEEERL, ¥y o —
N % FAT,

@) - - INAT — RIEEIL PDF R > 7 Ao 3CEA IR L, R
7% 347,

RIFITIZANA T — RADDBME, RIEFFTICLY X
ZITHIBRE D)

Modify | Job owner O O - | ARy 7 AnBICEEEINL, WE,

(77 7 AXEERL, 77 7 AXEOHEIX, Table
7-7 @ Modify #EIC LV HlfH S5, )

O O - Read #/EGEIE. FIRDICIRWTC, SR E 2 E17,

(7 7 7 AXEBOHRZRL . 7 7 7 AXEOHIRNZ BT
LI AR E, Table 7-7 @ Modify #1EIC & 0 Hilf# X

nas, )
O - - | EHIAEYZER Y I AN T 7 7 ALEEEIRL,
HEHET),
Delete Job owner @) O - EHNR v 7 A5 30E % HIBE,

(77 7 ALEDOHIREZRS . 77 7 AXEOHIBRIX
Table 7-7 ® Delete #{EIC L W HlI & 5,)

O - - XA T — RiEEA PDF R > 7 255 L&A HIE,
Job owner O O - AR > 7 ZADOHIRIZLE S SCEDHIFR,
U.ADMIN (77 7 ALEOHIBRERL . 7 7 7 ALEOHIBRIE

Table 7-7 ® Delete BEIZ LV HlfHI XL 5,)

Table 7-9 D.USER.JOB(Print) 7 7 = & il

HiE BEFBERFIRE | A ¥ T7x—2R

BRI
PN | WC | PD
Create Job owner - - O | 7747V MPCHLIXEERIRL, 7YV &2 KT AN
U.NORMAL — CHEI % FEATH , BB SRV TRAE&E 7Y bRy 7

BRI ST SCE A BRI L, FN & 5297,

(FIRISE TIC & 0 SCEITHIBR S L D,)

O - 774 T PCOWCHLILEERRL, XA L7 b

TV EFATR, BREARNVTRAEK TV Ry 2
RN — R AT ST SCEE BN L, HInll & 5447,

(FIRIZE TIZ X 0 SCEITHIBRE N S,)

O - 2747k PCOWC b 8AT— RigE4k PDF 3¢

EEEIRL, HREZRELCHF A L2 b7 v b &EFELT
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%, BAERFNLTANAT — RSk PDF RNy 7 A0 6
— IR RAF ST SCE BN L, FIR & 4T,

(FIRNZIZ N A T — R AT DB, FIRISE TS & 0 3
FHIERS L D,)

Read Job Owner O O
U.ADMIN Va TRIRERR,
U.NORMAL (RAT— RiE5{L PDF O EH Y 2 7 %FR<,)
Unauthenticated O
Modify L,
Delete Job owner O O Va TRREDL Y a 7T EHIER,
U.ADMIN GRAE& TV > bR v 7 AL OHIRY a 7O%HE, ¥
a 7THIBRIC L W SCEBHIBREND,)
Table 7-10 D.USER.JOB(Scan) D7 7 & A #il4#
BfE B AERrRE 72 A UET=—A Py,
# PN | WC | PD
Create | Job owner O A¥yFa=y MIFEREEY FLT, XXX /777
U.NORAML AA = a—HENBIE (77 v 7 25k a k<) &
EL T, #EE2FET,
Read Job owner O O
U.ADMIN o e — _
Va TR E R,
U.NORMAL
Unauthenticated | O
Modify 2 Lo
Delete Job owner O A%y Fa=y MY REFEHAID Pz, JRFEH
AR CEIEEZFETL LUEA My X —%2TF L,
1EIER Y 3 7 OEIRE FEAT,
(Ya7HIBRICEV SCELHIBREIND,)
Job owner O O Va TREDL Y a T EHIRR,
U.ADMIN (Va 7HIRIC L0 XHELHIBRSND,)
Table 7-11 D.USER.JOB(Copy) D7 7 & 2 il
B E BAERTREZRAIAE | A& T7=—2A e
PN | WC | PD
Create Job owner O AF¥ySfa=y MIFfxtEy FLT, 28— A=a—
U.NORAML [ 2> 6 2 B — % AT,
Read Job owner O O
U.ADMIN . . .
U NORMAL Va TRIREFRR,
Unauthenticated O
Modify 2L,
Delete Job owner O AF®p =y MIEYEBEHAIY R, RfEHA I

D P TR EE TS LUIA Py 7R —2 T L,
Ik Y 5 7 OHIRE 1T,
(¥ a ZTHIBRIC L W SCEBHIBRS N D,)
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Job owner O O Ua T RKIRDS Y a 7 EHIR,
U.ADMIN (Va 7HIBRC L CEBAIRISND,)
Table 7-12 D.USER.JOB(Fax send)® 7 7 & A #ifH
AR BAEFBERFIRE | A FT72—2A Sl
PN | WC | PD

Create Job owner O A¥yFa=y MIFFZEY FLT, A¥x /77

U.NORMAL JARAZa—@ENDT 77 AL EERNL CTEEE
FEAT,

Read Job owner O O
U.ADMIN . e .
U NORMAL Va T RIRE LR,
Unauthenticated O

Modify L,

Delete Job owner O A¥yFa=y MCE YRR I, G
DRI CEILEEZFITL LIEA My 7R —%2 T L,
1EIEH Y a 7 OFIRE FAT,

(Va 7HIBRIZE W SCELHIBR SN D,)
Job owner O O Ta T RIERND Y a7 EHIBR,
U.ADMIN (Y a 7HIBRIC L W CELHIBRESND,)
Table 7-13 D.USER.JOB(Fax receive) D7 7 & A #llf#
BAE BAEVREZRFIHE | A F 72— p——
PN | WC | PD

Create Job owner(*1) TOE O#fER L, A7 7 7 AnE F a— REREL

TWRWT 7 7 A%5AE,
TOE O#fER L, ST 7 7 7 AMB F a— FEEEL
777 ARZE,
Job owner(*2) O BRI ATV ZAER Y 7 ZAinh 7 7 7 ALEEBINL B
Rl FEAT % FAT,
(FIRZETIZ XD 7 7 7 ALEFHIRENLD,)
Job owner(*3) O ARy 7 26T 7 7 ALEZERIR L, FRIFATEHE
17
(FORIZETIC LY 7 7 7 ALETHIBREND,)
Read Job owner O O
U.ADMIN . e .
U.NORMAL Va T RRERR,
Unauthenticated O
Modify 2L,
Job owner O O TaTdRENLY a7 EHIBR,
U.ADMIN (FIR> a 7o%a, ¥ a THIRICE Y 77 7 A0ES

HIBRS L %,)

Table 7-14 D.USER.JOB(Storage/retrieval) > 7 27 & & il
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BAE BE R REZ2 A A UB Tz —R

BER L
=1 PN | WC | PD
Create Job owner - - O | Ry U 215 %2 F17,
U.NORAML - O - | Ry 7 AREFEEEL ALY R TY v R EELT,
O - - | AF v Famy MIEfEEY FLT, Ay 7 A A==
—HEAENSEAR Y 7 AZBEL T, Ry 7 ARFELE
17,
O - | Ry 7 AMRIFEEIEE L TRA T — FIES{t PDF © & A
L7 h7Y N EFET,
Job owner(*2) - - - | TOE O#AEZRL, M7 772038 F a—REHEL TV Vg
WO 7 I AZAG R, 77 VAL EERBFIATVZFR Y7 A~
TRAFs
Job owner(*3) - - - TOE O#AERL, ST 77206 F a—REIRELT- 777
ARGt 77 I ASLEE TR E SN AR 7 AT,
Job owner O - - ARy 7 ZApbXEEZZHR L, Hib, EE, 777 X
U.NORMAL CXDERE, B, av—0WnFnsreFT,

(77 7 AXEOHMERLS, 77 7 ACEOHRX
Table 7-13 @ Create BAEIZ X W flfEI S 5,)

O - | ARy 7 AN XEFEELRINL, FEF, Fvrr—F,
B, 2 —0WFnk ET,
Job owner - O - BHI ATV ZERY 7 AN T 7 7 ALELRINL, ¥
U.NORMAL 7 — R ESELT,
Job owner O - - NAT— RiESk PDF AR > 7 A0 630E BRI L ARATF
U.NORMAL % FEAT,
(BRAFIZIT SR T — RATIDBRE, (RAFFETIZL VD 3E
ITHIBR SN D)
Read Job owner O O
U.ADMIN Va TRIRERT,
U.NORMAL (AT — FiE 5k PDF O%{EH Y a 7%2k<),
Unauthenticated | O
Modify | - B
Delete Job owner O - - AF®pFa=y MY REFEHAID Pz, JRFEH

O PEE CHLEEZ TS LA by 75— 2T L,
Ik 3 7 DB E %A,

(V3 7HIRIC L 0 CELEIRENS,)

O - | - | WAy s 2pbompEETLES, 2 by FE—%
MT L, F1Lhy s 7 OllRE 4T,

(¥ =2 7HIBRS b CEITHIR Shau,)

Job owner @) @)
U.ADMIN

TaTRENDLY a3 T EHIR,

7.3. EESbHtae

FCS_CKM.1(a)
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TOE 1. IPsec i#{E DO#EHEST TR IPsec FEBHZ DA ik IZ T, NIST SP800-56B, Revision 1 ™ 6.3.1.3
BZFEH O rsakpgl-crt 7 UTFRH O HIET, $EE 2048bit O RSA It #a A k35, £/, IPsec il{F O
Fe~TIZ BT, NIST SP800-56A, Revision 3 @ 5.6.1.1.1 HilZit#?® Using the Approved Safe-Prime
Groups (ZF#D 55T, Diffie-Hellman 7 /v —7 14 ([Z XD FERFREEE LR35,

FCS_CKM.1(b)

TOE (3., IPsec i@{5 Di{E B A, H LT SA T4 7 2 Lk OFEELI BT, FCS_RBG_EXT.1 (TFE
#H > RBG THELEAARLL. 128bit & LLIL 256bit D% Frlfs =84 4 k45, TOE 1. DRBG PBE%%(CTR
DRBG(AES-256))Z - 422 ¢ EFE RBG ##LEIL ., #lLEZ AR 15,

FCS_RBG_EXT.1

TOE iZ., NIST SP 800-90A |Z#E§il3-% CTR DRBG(AES-256)&, 1 DDV 7 k=T T2 bt — bk S
N5 RBG #%E#94 5, Eid CTR DRBG (. Derivation Function & Reseed % %9 573, Prediction
Resistance #§REIFENEL 22\, Y7y =7 = b —iX, CPU OWNERIBIC B L 5. 2 5565l — R
FAEL Ty RS AL A L — T ALER N FEEE L TR L — LR SR TR D i%oé?%?ﬂ‘/ﬁﬁ?
VH—EHTHEASL, raw T —#%&155, V7MNERALE XOR #HWVWT raw T —ZIZEFENA T bt —EE v 4
RICHEHR, BT 2 Tava=0 7 aE L By MEED T hat —RE Bk, oo hre —{HELTH)
AR

TOE %, 20 RBG #FIHL TELEZ AL, miEEEEHEOR 5 HERE 256bit & 128bit)ERIZFI A7
%, TOE M ELE AR T 28, CTR DRBG Ty —R~7U7 /L (Entropy Input & Nonce) B3V |Z/p~7= 54, =2
fae—JREL TR T2y 7y 2T AR E L, LB A XD hee—EEBE L CRIAT 5, 2oy —{E
X, NIST SP800-90A ™ 10.2.1 iZ/r&EN 5 Instantiate & Reseed |2 B i/ =2 hat™—&(TOE 4. &
FaUTATREELFIL 256bit)Afili/-L CTHY, +m72mr b —NE £ TWD,

FIA_PSK_EXT.1
TOE 1%, IPsec HOFRIHLAHELL T, TiL7F AN —AOFFI LA EIFIH TEDH, TFAM—AD R
HHIE. Fao s 2T TR AEFNTE Y M~ X5,
T XA h = 2 O F AT
>REE 22 0T
> R ATRESC T « ASCII 30741, % 7-13 HEX &
> AT o5 - SHA-1, SHA-256, SHA-384, SHA-512

FCS_COP.1(a)

TOE %, IPsec {5 ® ESP K57 A3 YA LEL T, FIPS PUB 197 & NIST SP 800-38A (2 A L7 R
128bit & 256bit © AES-CBC ##F|H 75, £7-. TOE iX, IPsec i#i{g ® IKEv1 K57 /L TVXLEL T, FIPS
PUB 197 & NIST SP 800-38A (T & L7-## & 128bit & 256bit > AES-CBC #F 3%,

FCS_COP.1(b)

TOE i, 775 —MERED T 7— L7 = 7 iFEIC T, FIPS PUB 186-4 (Zi# & L7285 2048bit ® RSA
FUINBL T NAY X LER 5, 72, IPsec @O T BFEICIB VT, FIPS PUB 186-4 (A L7-#EERE
2048bit @ RSA TV HNVEZL T NIAVAL(BLAR) B, T PNV BLRARCIBW T, FIPS PUB 186-4 ([ZiE &
L7-8# 2048bit & 3048bit D RSA 7 VX /VEL T VAV R L (B4 MBEE) 2 F 35,

FCS_COP.1(¢)
TOE (%, 7.7.1 TITEHOT v 7T —MERRIZBW T, L FDOIIINCLTT PHVBL FGEE W=7 7— A0 =
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T F =B DOREFETY, FOH T, ISO/MEC 10118-3:2004 |ZH#E#L3 5 SHA-256 (2L 5y B0 E HAaEIT79
%6

(1) TOE 723#:> RSA AR EEE 2048bit) TF VXNV EL F — 251G 535,

(2) SHA-256 T 7—LU=T T —XD v 2 iz 4%,

(3) DEQ@OEHE T D, —HTIET7—20 =TT —ZNIER THIHEHIMT 5,

F72. TOE /%, IPsec (D IKEv1 FRGE7 /LAY XLEL T, ISO/IEC 10118-3:2004 (2 #EHL$ 2 SHA-1, SHA-
256, SHA-348, SHA-512 (ZL 5> 2 ED R & FATT 5,

FCS_COP.1(g)

TOE i, IPsec {5123 T, FIPS PUB 198-1 TiE# =415 The Keyed-Hash Message Authentication
Code. FIPS PUB 180-3 TEF315 Secure Hash Standard (ZHEHLT 5 Nt/ v 2 Ay —URGEIC L
% ESP #5484°2%,

cAv—TUH ATV A MR 160, 256, 384, 512
- 2K - 160, 256, 384, 512
cBEET I Y XA HMAC-SHA-1, HMAC-SHA-256, HMAC-SHA-384, HMAC-SHA-512

FCS_CKM.4. FCS_CKM_EXT.4

TOE (%, IPsec 15 THIH 328, $E BLORIF I LAEFED J7 1% Table 7-15 (T 7, HEHIZL o TRRIES
M- FRIIA#E, IPsec AEAED T T4 _X—M L, BLHIAZ A 772 SSD [ZRIFEND, B HE NI NOHDOHEDH]
bRz FEATUIZRE, 0x00 C_EEXHIBRT 5, IPsec TSNSy a E(—RF7Z2HF 54813, RAM EIZfR7FES
N5, 2ol TOE OFEP OFF [ZEW KRB /2570 HIBRES D,

Table 7-15 SRDIRIFES & BEZE

i PRAFSE WX AT WIED 51k

i BHEICXL > CRESNIZFA] | SSD BHEEIC X 2 FaiAHEIER - | 0x00 T LE

EAZEE BHE (REHEEEET R /| HIBR

BHHICL > CRESNZFR | RAM | BIF OFF —

S22 L CAERR L7
poprinad IKE HIH:A Fihs g RAM I OFF —

(IKEvl 7 =— X 1 TR S

%)

IPsec FH 364 % RAM IR OFF —

(IKEVl 7 =— X 2 TAR Eh

%)
7T ARk Psec A DT 5 4 ~— it SSD %g%tiéﬁ%%m@(%ﬁ ngfL%%
i HEIETE A BREERE) I HIlBR

IPsec ® Diffie-Hellman 7' A RAM I OFF —

N R

(IKEvl 7 =—X 1 THERSHh

%))
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1.4 BIEFEEHAE

FTP_ITC.1
TOE 4, Table 7-16 |2/~ 9" IT #gsE DB IZHBW T, IPsec 7' uha/LaFIH T 5728, Fv LT —H D3
WTCTHEEENDZ LT,

Table 7-16 IT #28 L D@IE

TSF 2357 F 35 IT % 7r han
SMTP ¥ —/3— IPsec
IR RRRE Y — N — IPsec
DNS #—/3— IPsec
o YN — IPsec
WebDAV H#—/3 — IPsec
SMB #—/3 — IPsec

FTP_TRP.1(a)

TOE (%, HEH 2 TOE 2VE—NMEH I 5 H5IEEL T, 79478 PC O7 IUH CTEIET S WC 2235,
TOE 2947k PC D313, SEHEEE /2 Th 5 IPsec b LA H4%, UE—MNEHD-DIZrT
A7 >k PC 236 TOE ~7 78 ALK, TOE 1% IPsec 7 u bV CORHIBIEZFIEL . WS 0iRE ., @ET —X
RN HDOHEL | BET — AW E DR ZARFET 5,

FTP_TRP.1(b)

TOE &, BELE TROWFIHEN TOE ~VE— 778235 HELLT, 7947~ PC O7 I ClfET %
WC L7V BRTA N —%24t3%, TOE L2547k PC Bl O@E1L, SEHLEE /XA ThD [Psec 7 mhaL %
M2, VBE— T 7 BADT=DIZ7T7A4T 2k PC 735 TOE ~7 278 ALT-F, TOE X IPsec 7' h=/L COI i@
fE2BAEL M ORI, BE T — XML OLREL BE T — XYW E DR EIRIET D,

FCS_IPSEC_EXT.1
TOE 1%, RFC4301 [Z¥EHLT 5 IPsec 7—F T/ F v 2 FIET D, EEHED LD, IPsec b/l LT Rtk
EMEEZRE, ZETEDLN, Pt OR EEEF AT 28T TEA0,

«IPsec H 7 ®/ALRE : TV AR—FE—F
X =2UF 7 ki ESPRFC 4303 |2 #EH#L)
» ESP 5 =5k 7 /L2 X4 AES-CBC-128. AES-CBC-256(RFC 3602 | ##lL)
> ESP #aE7 /LY X4 : HMAC-SHA-1, HMAC-SHA-256, HMAC-SHA-384, HMAC-SHA-
512
- HEAzH X IKEv1(RFC 2407,2408,2409,4109 (2 L)
> IKEv1 5=k 7 v 2 X4« AES-CBC-128, AES-CBC-256(RFC 3602 |2 %E#lL)
> a3 —3 g F— K : Main Mode
»SA TATHA L
® 7 -—X1® SA : 600~86400 F»
® 7 -— X270 SA : 600~28800 F»
> Diffie-Hellman Group : 7 /v —7 14
> ESN : #%, A2h(RFC 4304 |2 #EfiL)
< IKE 3EF 5 T X LV ZL4RSA). T F A MR_— 2 OFERFLA R
> T UK LEL
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® RSA-2048 (BA AR, B4 ML)
® RSA-3072 (B4 WiE)
@ :HFFT /LY X4 . SHA-256, SHA-384, SHA-512(RFC 4868 |Z #E#L)
» 7% A F_— 2 DO HFTILAG R
® HHIE PR ET D FHAMAHE : 22 LT OXFHIASCI 74, %7213 HEX fi)
® UFET LY XA SHA-1, SHA-256, SHA-384, SHA-512(RFC 4868 |Z #E{iL)
> 7u k3 ViRE
® 7 il fRE/R L (Any)
> IPsec i HE% &
® DefalutAction : A¥3E
® LA ERMFESRE R E - AR - WD
PR VE  RER L2
F—r : GEAEDO R EHERT S
IR L FEER L 72w

%72, TOE 1% IPsec t¥x =7 4RV —F —&~_X—A(SPD) 2 £ L TRV, HFEHFIZIVU FORENTED,
«IPsec RV > —  IP N7y hOFHEEZFREL T, TRNENOFRMEIEE LT IP N7 v Mxh LI
- EIE - BEFED S L EDOENWEERAT O RINTE 5, IPsec N v —DBLENDA T KXy
MeT D RN Ry NI, FULV—VTRE NS, IP X7 FOZKRMEE L TIL Any 7'
han, @ERIPT7 FLA (HR, £/23Y 7%y MEE) BDRETE 5,
IPsec RV 2 —ZIPRY > —F N —F1~10 D 10 VYV —F ETHRETE 5, 1 OO\BEMFIC, E
D IPsec IR U —NRESINTZHE., [Psec N > — 7 —7 1~10 OEEENEFICED S, Tl
DESENEAL CEVE B S 41 5,
R & g > mE > @8 B - K
T I FNET I ar s IPsec R U—IZBBTHREN RN T2GEOEEL Tt HiBIRTE
5o (ZOBREIZHOWTEREICR L, EELABRT I I TA X ATHERLTND,)
> BEFE : IPsec R Y V—DFREICEE L2V IP X7 MIKET S
> i : IPsec RV U—DREICABE LW IP Ny MBI 5

1.5, €% a7« EEHAE

FMT_MOF.1, FMT MSA.1, FMT MSA.3, FMT_MTD.1, FMT_SMF.1, FMT_SMR.1

TOE I, FIHF IR L C IR MR A2 032, K8 BEERRIL, SLiliSh oA 27 = — A0 DD BRI HE
ThD, TVAARTAN—L, BEHREA R L), BfE b LT WC T TRl EEREL 1T 2 Eim
(BT DRI, TOE ~OkBIFRREN B RS, RRAECHEGEZFIH T 52813 TER W, Bl AR, F)
H#F12%HI(U.ADMIN, UNORMAL) % BT, BT b/ &ENIa s 7o NETHER 5, FIHE O&E
IR BES U TR WS BRSRE 2 A F A2 & 13 T& 72U, TOE 1, Table 6-2, Table 6-3 D7 7 AN IBUNT,
X2V —BEOVMIEE L CRIABE CET — &, FIAE Y 3 77 — X BBk LT —BFIH#H © User ID %
VY TDH, 777 AZEHEICL Y AR SINDFAELET—%, FI#HY a2 77— %1%, TOE 4 oFH
FIZRLoTEREN DT, X2 T 4 —BEOYIHIE S L TEEED User ID #HIV 4T, 777 A%
BHOT 72 AR EFZ_T 5, 7 7 7 AZEZTHIZF 2— KBREESN TV RWT 7 7 AZEDLA,
77 7 ALETHEE ATV ZER Y 7 AMREESND 2D, BEBH AT U ZER Y 7 2ADT 7 & AHETOHIH
70 XU T o —BEEEBRR Y, W EEE O UserlD BEIV YU THEND, Fa— RBFES
NTNWD T 7 7 ZAZEOEE, X207 4 —BEOHEIEE L TRESNTZEAR Y 7 20 User ID H3E|
DUTHND, M, (7.2 7 7 v AHlfH] 22802 L, TOE X, #I#fEE LTHEIVY 4 Toi7z User ID
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 EEXTAHEEE -0,
Table 7-17 BEEF RS A EHEMERE
B HEHE R PRS- | BefERTRER A&
1E LS

— YR

TOE OF| A B User ID #Ff > — — DX fik
THIBR, Y — R RAT — RO BRGRAET | — FF s
D% TEMRERR . BEREHI IR O E/MEbR, & EEHEIR
DO EIBIBRETT, 22— — B kSR D3
F BB Va7 BER LR, vXa) T — @M
DOHMEELEL T User ID M ESH, Table 6-2.
Table 6-3 OFIFHT —#7 72 AHIHNE w4
Do B, 22—V —EHIRTDE, Yk —V — 35
HHETHHLELEIFRESNS,

HIlBR:

BE L W

BT AT — NI TR | BHE SR — R AR TS, T8, @@% A BE 2V
e PNAT—=RIZIET 7 AV MENRR ESN TV, i#EAH
BRAAIF DR E TR ZITB W T, BV EHE N
BREETTH,
a— W IR EREE | = — PR OB EETT), REEERE, 7 | £F B2V WC
Y — N —FRRE, AR AN — N —FFED
WFNNERIRT 5, EL b OB HEIL, HI
AREE B RAE CRBIRERE S N D,
SMEERAE T — N —FRE | ANV — S —FRGEH TR A T2 — N | B ek A E | #BE S, WC
Mg —DEEEIT). E[IES
FORIE 2K B (B H B i oD PR ORIMEZ X ET D, FIREOER L | £F B2V WC
HRE RRERRLE D, Z DR EEIZELRE, TOE (33%
BRIAE KT 2R AT IR T2,
BIRE FRALDBRAEEE I | JE 5 L7 FRAE IR s BRI L ?‘5’& ke | 2% B2 WC
FRBRIRETR] D28 TEHERE M EEE ORFEIME ILSNIZIBA | BFEHE A
fRERESNDECTOREFZHET D,
AL R E L (C A | REERIK B 5 A 7V T § 5808, ZOBRMEICEY, v | FT BiE 2 WC
VEBELUIOIIT | VA EBRE LS ORI FE ORGEE 1L E R TS
Hihe ZLINTED,
NAT—=RHRKIOEERE | SRV =N (SR =R/ N CFHREbET) | B2F B2 WC
He DFRE EEEITD,
X2V T ML ER | BX 2T 8 LR EDOE R AR ET D, Al B2V WC
e BNCHRE LI, X2 ) T A HBEOSDEWN
IR T DR EE X 2 7 REIC—FEREL, £
OBREEMRFT D, 1y NI—2 % L= TOE
HosRE, A T AHRE (RS-232C I/F % {f
M) xRy b U — 7 REE YRR & OFI
NEEEEND, FIRENEEIE SN HRE ST O
EEEZFRITLIGE, BhmmzRr L, FIH
HNEEOM AR R LSS, X2 T 09
LR E TN AEE IND,
H HREI D 28 SR RE HEFERERET 5, BAENGERNRAELY | AH BIE 2V WC
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B PR RE F AP S | BAERTRER A2
1E Tr—2A
A 20 A RE R AR /ISR RS LD,
VAT IA =N M | BESRAEBRER DY AT LA — N Uy MR | BE B2 WC
D Zs Rk BE DFREEIT I,
HEhe s 7O RMER DL | WC BAEh o BBY= 7 U MER OB EZTTI, A WC
e
S IE (P EEHREHAE THD IPsec WMIEORELITI, | Bok, B E . | #iESx1 WC

IPsec #{EEXE . FATILA T, IPsec REAIERR | HIBR
TEDRGK, 2B HIER,
o b — 73R Fvh7—2FE (TOE @ IP 7R A, DNS $h—/3 | Bk, £ 8 Bt S xL WO
—® IP 7RV A R—F &4 NetBIOS £4%5) D
Bk, EEEITI,

BT B B MO E IS, AR OB L, nrY | B AT | BE SR, WC
N AR R OREL, BERS OREY
HIRETD,

o AT FIHE AR 2 AD B T (R 7 AL DT Koy | gk, K0, | Bl 5L, WO

ANAT =R OBERIEE | Prad 2 — Y —DEEZR | Hikk
)\ HIBREATD,
SR ATV ZAZ R EMRRE | A ATVZEOH /TS, M ATYZERy IR | Bk, EH R L WC
ISR — R DOXERIEHEATD,

Table 7-18 —&F|AE ICR SN2 EEIRE

B ERSRE NE TP ST | BETREZR AV &
s Tz —A
AP NRAT—RRE | 22—V — AT =R DR EEITO, MAEIL, AR | 5 BfE xv WC
HihE A, A O — Y — RAT—REERTHIENT
=2,
R ARE ERRE AR 7 ADBEREITH, o, FIRAEDRFIAE TS | Bék, £F ., | BE 0L, WC

AR Y7 KL TEFE (R 7 A OEE Ryr | Bl
ANRAT —ROBERE T, i HL—F —DEH 7
OV EHIRETT,

FPT SKP_EXT.1

TOE 1. IPsec ##{E THRIHT AR E-40 L | BEE Lo TR ESI-HATIL G #L TPsec ZEAED S5 A~
— MEA B SR T RER R R AR — TH D SSD ITIRTET D, TN LA ORE S41T, RAM IZIR1FT5
(Table 7-15 Z:8), TOE [XRTFSN - FRiLAHE, 7 T4 —ME, B 52 FE T oM 1Rt L7720 | Fil
F#723 TOE O#EIZ 0 ENSEF AT 2T TERW, TOE 1, MFP A{K|Z RS-232C IF 233 TWHA3,
1 TS LS CAT=  FIHENRZOA 27 2—25F LT, SSD OWHT —# &Ry 4+ L3 T
720, F£72. RS-232C IF LIAMZ, TOE DAL ERAM SSD ONIELT — 2 2B 4 AL X7 = — A& FEEL T,
SSD [ ZHHATHA A 2R AR — U T DT, FIHE D SSD #H04 L CNHE T — 2 &2 B0 32 L3 T&Eeun, LA
FoZENES, FIAB RSN FRI a8, 7T N, B A St T I T TEAR D,
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7.6. EEEHAE

TOE (3, BE A R RIT LTl n 2B, fifkL, o/ — =~k 572,
FAU_GEN.1, FAU_GEN.2

TOE (%, U FOFRREEANRFEREL, FLIAERLIEEA ARESR), FROMRH, 72 =7 NI
FLROMRE IR D,

Table 7-19 EEEXREHHE—F

B R HR ID (7 V=7 NRkBIEHR *1) it

S Admin ID/User ID/R % % OK/NG
ID

SR ATV ZAZR 7 A/ SAY — R RFED FEifi User ID OK/NG
PP T LD Gk, 2 HIER Admin ID OK/NG
LY — XA —ROLEH User ID OK/NG
B SAT—R DA Admin ID OK
PR E DA Admin ID OK
ANEGRRE Y — N —RIED Bk, B H Admin ID OK
LS SiEECHlERryd Admin ID OK
P ERE DA FEE IR BRI FE] D22 T Admin ID OK
FRFFSRE A% (U.BUILTIN_ADMIN LISk 27U 7 Admin ID OK
PRAT—RE 2 T RE Admin ID OK/NG
X2V TAHRLE—RREDEE Admin ID OK
HRF G R D25 5 Admin ID OK
AT KA — Ny MO FE Admin ID OK
HEins 7 MO Admin ID OK
TS I AR E DB Gk, R HIBR Admin ID OK/NG
TN — IR E DGR, A Admin ID OK/NG
B A u 7 IS RE O B 4G Admin ID OK
B 7 U RE DR T Admin ID OK
e/ S PR OB Gk, A Admin ID OK
Ry 7 A PRIERRIC LD ARy 7 A% Gk, Z8H | Bl Admin ID/User ID OK/NG
TR ATV A EHERE DR IR, 2 Admin ID OK/NG
TV Y a TORTE User ID OK/NG
VvV a T OHIK User ID OK/NG
Ax ¥ Vg TOEE User ID OK/NG
b — 3 7 ORI User ID OK/NG
Ty AKEY a T OEE User ID OK/NG
Ty I AZEY a T OFAE VAT A ID OK/NG
77 I AZIEY a 7 ORI User ID OK/NG
RAEY 2 7 OIRAE User ID OK/NG
77U AZIEY a T ORIT VAT 5 ID OK/NG
RAEY a 7 OHIKI User ID OK/NG
BRAFY a 7OEE User ID OK/NG
RFEY a7 D7 7 7 ARG User ID OK/NG
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EEA RIS ID (7 =7 NEAIER *1) i A
REYar7oxyra—FR User ID OK/NG
RIFEY a 7 OB#E) User ID OK/NG
RAFY a 7 OER User ID OK/NG
BRAFY a 7 OHIER User ID OK/NG
IPsec v ¥ a U HESL D SRW AT A ID errNo(*2)

CDRRBIFRGERTNC R AE LT BT RELRO IDH 7 V7 Mg #)IE, AREE ID SV EEE 7Lk T 5,
T 7 ARG BFREE AR THO 72\ b T AT AID (E Bl : AT 2 (MFP)) Zitdk 35,
IPsec o al ML DI TH I AT AID (EEfE : > A7 A (MFP)) Z5t8k 15,
(*2)"1414" (¥ =7 15 (IPSec) DK /2 E O FTE D=7 — N FskI 5,

FAU_STG_EXT.1

TOE 1%, & A /S, A n 7 OBUS ik, v/ h— " — BEEERGORREL, BEhrs DE(E
CHIBRZ S B N FE ST DB A e /i SRR AR it D, 2/ — X — (X, WebDAV H— —ZFIH 75, Ehn
7 OEAFHIETHEEEEHEL., [Psec BEZFAL Yy —N—~EHEn/%i%EF 55, TOE LurH—-
—F D IPsec l1E 1%, B HHE(E & BEUEREICIVRET D,

TOE li uﬁ‘“%a*s&%mﬁ“774zvtbf TOE HNOa— I NARAFFEBIC —RERAFL . BB E S CRRIELTCH
RO LR E LT SR EICGELZE A DIKIIE A NEEn /R EL2F TS AT, XML 7 — X2 A #
LTD&%wvvwxékﬁ%

TOE WIZ—RHEIEENTZ0 S 7 7 1%, XML 75— 085S LTS E N EAn S ﬁUﬁ%&%ﬁLtﬂ# Hl
b %, XML 7 —X%, o7/ —N"—~DEETETH%, RO 7744V D XML 7 —2ZHOBRICHIERT 5,
TOE NI —IRIFSN=n s 7740 XML 5 —X~7 7B ATHA L H T 2—Ad, EEE I CLDERE 0 DEE
EHIFRDZTHY, —FIHESLCHBEE N RIEIZT 7 EATHZ LI TERN,

F T —JfEERETas Y — = Ia/EREEETET, TOE Woa— U RIFEIR ISR 7235 5
FATCXDHMERRIZLL T OBREIZHIBRE LD,

- IR OFF I L 2B v V' USHERE DR T

- TR ON (C L DA v 7 BUSHERE D B 1E

c 2 — P (BE RIS DOEHE 0 A L DIEFA)

EHFICL DA VG, b L ITHIBR
R NEER O/ EL LT /IR AT . 0— b AR O FRIREE DM XD 2 G PR Mg
FRENS,

Table 7-20 BE&ERS T —F DA%

Ehu 7T —2OR0 Hn S
7 7RO R A fE Ik SSD IZf&fFT 5
a7 fERiEe 777 A E LT RBHREF L, XML 57— ZIZZE#: LT
0 g2 T D,
777 7 A MIEK 40MB RFATRE T, TitWInroZ A I 7
T, B — =~ DEEDD XML 7 — & ([ZE BT 5, Lk,
WMHa 77 7 A VITHIBRT 5,
CEHENRE LA H%% LIEEERIGE LSS
- 36MB (27 L1728
-ﬁﬁﬁﬂﬁﬁmyﬁhéi? Vet o=
XML 5 —# {dn 79— "— |2k E %k, J’ZCD XML 7 — & BNAER XD
BRICHIBR T 2, RERMDOGE. &K 76MB (1277 7 1 /L 40MB,

B ZERORE A X
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A0 75— OBV H e
XML 7+ —# 36MB) 7 TOE HNIic —H{EfEE N5,

FPT STM.1
TOE |37y /i aH L, BHE ORI TOE ORFZEZ AT ¢ DRI 5, BB/ IR ek T 214015
W7oy TRERENBIRIEE NS,

1.7. BIEETERBEE
7.71. 7y T T— MR

FPT_TUD_EXT.1
BEEIL, BE SRS LT WC TilBIRERER, FHE WM C7 7 — AV =7 /N —Va OfERE FIT T,
T EHE L, 77— AU T TR T VANV EL T — R EEHILT. USB AEV%A TOE (235, i SxL
THkBIRRRERL BB T 77—V =T OT v 7T —MEREZ FEIT TED, 77— LU =T T —XIZiE, VAT A
arha—IR 7V harta—Jb 0o K fliT 77— LAy 27 & SHA-256 ([CX-> TRIHLIEE 77— A0 =7 DNy
TR (7.7.2.12508 0 B 7 AMERE TR T2) BNEEN TS, TUXNVELT —H1L, SHA-256 CTHIH
LIz 7 7= =7 T —H Dy 2fE81IZ% LT, FIPS PUB 186-4, “Digital Signature Standard”iZit# > RSA
FOHNELL T ITV X LR 2048bit, B4 A% —25 PKCS #1 Ver 1.5) TE44 LT —H4 Th D,
BHHENT ST —MEREZ FATUIZKE, TOE 134V Ab—/LZBRtGT 5R1IC RSA ZABR#E (#E 2048bit, HifHf
KFZ TOE ([ZAVAN— SN TWD) ZEAL T, 77— L0 =T T =X DT VX IVEL BGEE Tl T 5, B4 Gk
RECUT-SG AT B E RS2 TR L, 77— A0 =7 OFBEHZALENIITOR\V, B4 RIEDS KL
BalE. 7y U =T R T 7 — LT =T Oy affifF A A AN VT D, T UHVEARGEOFIRIL, TR
D",
(1) TOE 73> RSA ABI#EEER 2048bit) TF VXN B4 7 — 241G 5k 5,
(2) SHA-256 C77—LU =TT —HD vy afixF 5,
(3) DEQDEELET D, T IUET 77— =T T —FNIEE THHEHET 5,

7.7.2. BB TR M#EE

FPT TST EXT.1

TOE 1%, EIR ON K2, LT ORITRLIZT AN ERICFE ML, BEN/RESNIZGE . BE S L%
FoRU, BMEZ IR B EEZ I NT 2RV IRBB IS T35, ZhUCkY, TSF 2FEhi§ 57 7 —L7 =7 Deets
MR TE5,

Table 7-21 HE.T R b
No. PSS VA
SHA-256 CHIML7eEK 77— 02T Oy vafil, Ty 77—
VAT A han—T750% MEEET TOE ~A V' A h— L ENTony Vo EERICESE I T

! 77 —bv =7 WAHEN—ET 5 2 L 28, TOE TRIHT 247U %
Ny Y 2 BRFEDX G L 72 D,
EREFS T3 XLTHT B EEfET A b KAT test for SHA-1,

0 WE7 477 KAT test for SHA-512, KAT test for HMAC SHA-256, KAT test

T2 Y X4 SHA,HMAC % | for AES encryption (CBC, 128-bit key). KAT test for AES
decryption (CBC, 128-bit key). KAT for RSA 2048-bit (PKCS #1
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No. PIES T A b

v1.5). KAT for DSA (signing P=2048/N=256; verification
P=1024/N=160). KAT for Diffie-Hellman % Fjii,

T hrE—RELTHIATS Y 7 by =T 2 E L, DRBG B4k

3 B b71477Y D~V AT A K (NIST SP800-90A @ [11.3 Health Testing] (2}
71=Y X : DRBG 3% . Instantiate. Generate., Reseed MDFEREIZ DU CTREZNMFET A
k) % Elii,
7.8. FAX &> Bt # RE

FDP_FXS_EXT.1

TOE NEIET D77 VAL 527 2 —AOFIH FiiEEL T, AREHRE I LT FAX &m0 D07 7 7 A 5L,
FIRE DB SRS FATT DT 7 VAR E R DD, 77V AA BT 2— AR CTEZE RIS TN T —4
1. ESCRIVAFIEIOR LI 7 7 ACEL T THD,

TOE I%, 777 AET MERER FEEL TRV, Super G3 7 ubh=a/L BLWN G3 Fuba/L eV R—hd 5, 777 AE
T NT, T 7V AEZAGE DI FATL, AREFRE N LT thoa~ RiZ—WsziF 720, £72, TOE (%, PSTN &
LAN BDO Ry "I =277 )P % R AR RE A FR 12720,

U EDZENS FIFHED TOE D777 AA BT 2— A FANWTHI A TEADL, 777 RAEZIEDHTHD,

Uk
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