JISEC-CC-CRP-C0711-01-2021

V4
JISEC

-
o
i

sos A A2 1 AR A

MSTATEE N AL

PEE EE Rk
IT#% (TOE)

FEEftH (&) SFTE12H 120 (TERFF9732)
EREEER R JISEC-C0711
AR RICOH IM C8000/C6500

N=T g VRN ) —RFF J-1.00
5 A2 ALY a—

FERE L A Tasrsvaryauar A )EEe. CCR— F2YLIE

U.S. Government Approved Protection Profile - U.S.
Tar s varyrazyAN Government Protection Profile for Hardcopy Devices
Version 1.0 IEEE Std. 2600.2™-2009)

(REE S r— EAL2 K ONEMOREE = > R —+% > FALC_FLR.2

ITEF = U7 ¢ iR D4 Fr | &4 ECSEC Laboratory #fAfit > % —

ERROTOEIZ DWW TOFHGIX, UTDOLEEY THDHZ LE2RIELTZOTHE L ET,
BF3FE3H10H
X207 08— X2 T ¢ BEEMED
BErE s R E

mEREE : [[TEX=) 7 FHEROCRBIEHEOERFRE] TED S TRROBKITEIH
Tl &S iz,

O FREREX 2V T 4T EOT-DDaEL 7545V T "= 5231 Y IJ—2R5

@ HERENEx 2V 7 4O 7D 0HE HE N—T 2231 VY —25

FHmAE R - A%
RICOH IM C8000/C6500 /X—= = > J-1.00] 1. IS TEOE NG RAAFEHEERIE N T 5

ITtx= VT ¢ BEEEEICR T A ESRFIEIZIEV, EO LB IES S G 2% 0. FTED
PRAE A A3 7= L 7=,



JISEC-CC-CRP-C0711-01-2021

B R
T R ettt ettt ettt ettt et ettt et et ae et et aeeaeaes 1
L1 AR R E T oottt 1
111 a7 73 ar7ua7 7 A VETITRIE S Y 77— 1
1.1.2  TOEE T X 2 U T A BEEEME oot 1
1121 B E TR 2 U T AR IRITEE oo 2
1.1.2.2 BB B e 2
11,3 BEETHIH oottt ettt ettt aae 2
1.2 BEAMODTZH coovieieeeeeeeeeeece ettt ettt 2
1.8 BHAI DD RERIE oottt ettt ettt ettt ettt ettt et et e ettt et te et e nreenee s 3
2 TOETEB vttt ettt 4
e SR R G 5 2 LSOO SRRSO 8
3.1 B U T A BEBE T BT oottt 9
311 B E B DU T ABERETT B 9
B L1l BT oottt ettt 9
3.1.1.2  BBUTT DX 2 U T A BERETTEE o, 10
3.1.2 MO EX a2 VT AR E T2 U T ABEBETTE oo 11
3.1.2.1 DB 2 U T £ TR e, 11
3.1.22 MO EF 2 VT 4 HEHIToEF 2 U T A BERETTEh e 12
4 TR & FTARMBEIH D BHFEAL coovoveeeeeeeeeeeeeeeeeeee ettt 15
4.1 R OB BT D RIHE IR oo 15
4.2 TEFBRBE LA oottt ettt 15
4.3  GEFABRBEICISIT DTOERIH ...ooeeeieeeeeeeeeeeeeeeee ettt 17
SR A A L 1 = i oY I < SOOI 19
5.1 TOEBEFRE T2 TR L PEER oot 19
5.2 TTERET oottt ettt ettt ettt 20
6 BUETRIT B0 2 A L B ettt 21
FEATFERE I & 2 BT FEHE L OV T oottt 22
TL BB .ottt ettt nens 22
T2 BT T ettt ettt ettt 22
7.8 R FEREMET «.ooooeeeeeeeeeeeee ettt aeas 22
7.4 LETT 2 B ettt ettt ettt 23
TA L BAFEFET A D ettt 23
T.4.2 G TENTT A R ettt 25
T.4.3  FHEEIR AT A B ettt 28
7.5 BB IZ DU N T ottt ettt ettt eanas 30

T8 A IR e 31



JISEC-CC-CRP-C0711-01-2021

O L 2 B B A N - OO 32
8 FBRIETEME cvovovvevereeeeee ettt ettt ettt ettt ettt a et ettt 33
8.1 B R ettt bttt ettt b st b et bt s enas 33
8.2 T TH oottt ettt ettt ettt et ae st et et et e s et et ean st eaneneaas 33
D BB T ettt ettt se e 34
10 B U T A F 7 0 B ettt 34
IL B ettt ettt ettt nneee 35

12 = 38

..........................................................................................................................................



11

111

1.1.2

JISEC-CC-CRP-C0711-01-2021

EREN

OFSFERE L, BRASHY = —233% L7z TRICOH IM C8000/C6500 /3—
Yar J-1.00] (LLF IRTOE] Ev9H,) (oW T &1 ECSEC Laboratory
iz 2 — (LLF TEHIEE) &vH,) B34 2 H 19 HICETLEIT &
F a7 o TR L. ZFONEORGER A HiEE Ch DAY a—c@ld
T5&EbIZ, K TOE IZBLAFFOFEECHEFT I LEX 2 U 7 ¢ fHR A7
T2 0TH D,

ZIKHALAFJE%& n}h 0:1\ 10 %@‘{Z:}\"JU%/{ &“‘b:‘\/ ]\ (BLT ’—STJ kl/\50)
%ﬁmémtmo%:KTOE@%%;U%4%%E@«%ﬁ%#&@%@+%@@
FRALZ, STIZBW RS T3,

ARFFEHREEFIL, RS D A TOE 2T 2 — il K OGHES Z5id &
TE LTV D, REGERSEX, A TOE 23569 2 PR BRI ISV 738G R A
AT HOTHY, RO IT WEZDOLDOEFIAET D HO TRV LITEE SN
720,

Ff > R R E

A TOE Ofne, HEHASEOMEA LTI RT, 58l 2 BUBFASRO Z &,
JOoTooarIadrANERLIERIESyr—2

AKTOE X . kD7 mT s varrya7yA[14][15] (LLFHEA PP &V ,)
;J@/El\jﬂéo

U.S. Government Approved Protection Profile - U.S. Government Protection

Profile for Hardcopy Devices Version 1.0 IEEE Std. 2600.2™-2009)
A TOE OfRGE Ny 7r— 1%, EAL2KNEINOMRGE= >R —>x > b ALC_FLR.2
T D,
TOEEL oY) T 1 e

ATOEZ, MLFEDOE b, CEE, HAZ 3572003 B —#RE, A% v —
RE. 7'V o x—HkRE. 7 7 7 ARE T IR oAt ) a—HoTF O EE
% (LUF IMFP] 2 5,) Tho,

MFPIZ, v —#REIC AT v F—, TV o F—, 777 ADOKMELHAE DY
THERL S ARG TH Y . — AT 7  AOLANICHSSG S, R¥ oA ho
AT - B - BRI EN S,

ATOE!L, HEPPTERINDEF 2 U T 1 i, M OTOEAEM =412 A%



1121

1.1.2.2

1.13

1.2

JISEC-CC-CRP-C0711-01-2021

BRTDEF2V T 4 8t 2LHT 00 F2 U T 4 ezt 5,

INHLDEF YT 4 EEENMEICOWT, ZORRENTEMO 241 & FEAED IEMENES
DUWTERGE N » 7 — Y OFi P TRH 23T oA 72, ATOEDMHIE T 2 &M ORI
DWTIIRIED EBY TH D,

BR LX) TR AH

ATOEIZ, ITOEBAZEL TEBY, LUK T 28 F = U T « HREZ 2k
ERAR

TORAH 5 LHRE % = U 7 4 BEAEIC BT 5 BN 5 O BRI L C,
TOE~DARIET 78 ARF y NU—7 LOWBET —F ~ODRIET 78 AL D, %
B S A OBEAEET B,

ATOETIE, TN OMREEEICKT HRERBEBRBLUSAZBIET 57200k
F a7 R RIT D,

BREH EHREY
AP RS IE, RO KD RER CTHEMT 2 Z & 2 MET D,

AKRTOEX, TOEOWHBERIER oA 5 7 = —ABRIERT 7 ¥ A biR#E SN D
KOMRBREICREIND Z LA MEL WD, £/, TOEOEMIZHZ>TiE, #
A F U ALETHE - THYNCRE L, MERFEE L hide 57w,

REFHE

ATOE T, BLTOD%%*%EQW: LTOEMRT D ZENHiiRE 0D, ZORELE
BLCGER SN E. THLBRIIARMNIC BT DIRFEDO R RIN & 72D,

c PRSFREBE~DRAT
« IP-Faxt¥ie. K OInternet Faxt&rEDfF

- N— w7 G (ZIK{Z’KnunEH#) 'U\ﬂ‘@nu nEjiJEGD{f)EH

sl ToEd

s ui*&%ﬁ)@fﬂj—é ITEx=V T A uq:{ﬂﬁ))—llo\nu HEFE'JTP %O% /.A\i%jti T
X2 U T o A O RIEH FE D FABIFR | [1]\ MT %= V7 4 85EEICET 5
ZORF] [2], TIT &%= U 7 ¢ I RGRAE B3 2 Bk F ) [BlICHE S



1.3

JISEC-CC-CRP-C0711-01-2021

NI NEIHE, ISR IC L > TA TOE (ZF8 0 A HEREE I K OMEEFE S I FaD
WTIT =27 4l FE S, DM 3E2 HIZw T Lz,

_:F1ﬁ 0) A IJ

RREREBIE, FEAMEERE AN ERL U 7o Rl (18], pr RS &, K OBSE S 2 3l
FEVE R A REEL . R TOE OFHENETE D FHE X ITih > TITON e Z L 2R L
7o BRAFOWERICBWTCRALIN-BBEICOWTIL, BRIV E 2 —2Efk L=, R
AIEAEB MRS L 7= BESE, TR S, 2> o, TOE OFEMiA CC ([4l[5][6] %
72 1Z[7181[9]) KUt CEM ([10][11]0>u\ﬂ“n73)) RS L CHEUICE RSN TS Z
&R LT, RGEREBII RS S B S ATGERE E A ER L, RAHEE K
T L7,



JISEC-CC-CRP-C0711-01-2021

TOEZ A
ATOE (X, LT LBVEIISh D,

TOE4:# :  RICOH IM C8000/C6500
N—=Tar: J1.00
PHYEE ALY =2 —

% Z))il:{ﬂﬁ uAL‘uE%X j—f_K TOE THAZ & 7% %I)EH%A iJQL‘Fo)ji{f J:’Jfﬁﬁ
BTHIEMWTE D,

o HINAIEIZFRINTWALF) TRICOHIM C8000] F7-1% TRICOHIM
C6500] &—7 5 L a2fkilT 5,

@ Ty UAFTTarOMEE DTV — LR SN [FAX =
=y b AT MA2] & —ET DL EMERT D,

® WSO A XU ADFHNGES THEAE L, B OBEAE SR VICERENT=4
rEN—2 g v EHFE(EH O BITITEEN V)N E2-1, £2-2, #2-3 |
RTHDE—ETH I EEMERT D,

#2-1 AKIEKDOYV 7 N7 =T ORI R

g2y N—=T g A
System/Copy 1.04 DOCN5760H
Fax 01.00.00 DOCN5762C
RemoteFax 01.00.00 DOCN5763C
Scanner 01.01 DOCN5764D
Web Uapl 1.00 DOCN5766D
NetworkDocBox 1.01.1 DOCN5770D
animation 1.00 DOCN5767C
Printer 1.01 DOCN5771D
RPCS 3.24.6 DOCN5773B
RPCS Font 1.01 D0C95466A
IRIPS PS3 1.00 DOCN5780B
IRIPS PDF 1.02 DOCN5&777C
IRIPS Font 1.27 DOCN5782
PSFont JIS2004 1.04 D2895592
Option MSIS 0.46 DOCN5779C
GraphicData 1.01 DOCN5784D




JISEC-CC-CRP-C0711-01-2021

2R N—g e
MovieData 1.01 DOCN5785C
MovieData2 1.01 DOCN5786C
MovieData3 1.01 DOCN5787C
HelpData 0.03 DOCN5788A
Network Support 19.21 DOCN5769D
Web Support 1.03 DOCN5765G
OSS Info 1.00 DOCN5789A
Data Erase Onb 1.05 D2625244
GWFCU3.8-25(WW) 01.00.00 DOCN5755A
PowerSaving Sys F.L3.25 DOCN5761
CheetahSystem 1.04 DOCN1537E
appsite 3.02.01 DOCN1576A
bleservice 1.02 DOCN1568A
camelsl 1.00 DOCN1597A
cispluginble 4.0.1 DOCN1548
cispluginkeystr 3.03.02 DOCN1547A
cispluginnfc 3.03.02 DOCN1546A
decolet 3.00.02 DOCN1541A
ecoinfo 1.00 DOCN1564A
faxinfo 1.00 DOCN1562A
helpservice 1.00 DOCN1596A
iced 3.08.02 DOCN1578A
introductionset 0.41G25 DOCN1584B
iwnnimelanguage 2.8.2 D0OBQ1456A
iwnnimelanguage 2.8.2 D0BQ1454A
iwnnimelanguage 2.8.2 D0OBQ1455A
iwnnimeml 2.8.201 D0BQ1453C
kerberos 1.07.03 DOCN1595A
langswitcher 1.00 DOCN1560A
mediaappappui 1.00 DOCN1574A
mlpsmartdevicec 4.1.0 DOCN1542
multidevicehub 2.01 DOBM1472A
optimorurcmf 1.1 D0OBQ1499B
programinfoserv 1.00 DOCN1569A
remotesupport 1.00 DOCN1598A
simpleauth 3.05.03 DOCN1540A
simpledirectcon 1.18 DOCN1549




JISEC-CC-CRP-C0711-01-2021

AN NR=Lg ¥ i
simpleprinter 1.00 DOCN1570A
smartcopy 1.01 DOCN1571B
smartfax 1.00 DOCN1573A
smartprtstored] 1.00 DOCN1575A
smartscanner 1.00 DOCN1572A
smartscannerex 2.03 DOCN1593A
stopwidget 1.00 DOCN1543A
tonerstate 1.00 DOCN1561A
traywidget 1.00 DOCN1577A
voicecontrolser 1.00 DOCN1513A
Engine 1.04:02 DOCN5520G
ADF 01.040:02 D3HA5260C
TDCU 0.07.1:05 DOCN5530
#£2-2 AEDN—FT =7 ORHITFE#R
447 IN—= 2] A
Ic Ctlr 03 P
Ic Key 01024704 P
MITEBER L

#2-3 BEA AR NAZ=Y OV T T =T ORGIEHR
g2y N—=T g A
Firmware 1.04 DOCN1537E
Keymicon 9.10
Bluetooth#— "2 1.02 DOCN1568A
Bluetoothi#fE~7 7 7 A 4.0.1 DOCN1548
CSPF 3.00.02 DOCN1541A
GraphicData 1.01 DOCN5784D
ICCardDispatcher 3.08.02 DOCN1578A
iWnn IME 2.8.201 D0BQ1453C
iWnn IME Korean Pack 2.8.2 D0BQ1456A
iWnn IME SimplifiedChinesePack 2.8.2 D0BQ1454A
iWnn IMETraditionalChinesePack 2.8.2 D0BQ1455A
KerberosService 1.07.03 DOCN1595A
LegacyUIData 1.00 DOCN5767C
Multi DeviceHub 2.01 DOBM1472A
ProgramInfoService 1.00 DOCN1569A




JISEC-CC-CRP-C0711-01-2021

YN Ne= 5 ¥ W
RemoteSupportService 1.00 DOCN1598A
RicohScanGUIService 2.03 DOCN1593A
USBH— RYU —=F—xta7 7 7 A 3.03.02 DOCN1547A
VoiceControlService 1.00 DOCN1513A
DT AT — RRGERR E 3.05.03 DOCN1540A
D> ATz A SCEFT 1.00 DOCN1575A
TV = a A bk 3.02.01 DOCN1576A
N IN V) 4.1.0 DOCN1542
aE— 1.01 DOCN1571B
FAR— hEE 1.00 DOCN1596A
A ) 1.00 DOCN1572A
AbhyT 4V b 1.00 DOCN1543A
ZA v N 1.18 DOCN1549
N LA BE AR & 1.00 DOCN1577A
77U A 1.00 DOCN1573A
7 o Z—IE AR 1.00 DOCN1570A
ATFAT TV F&AF ¥ 1.00 DOCN1574A
VE—haxs hHAR—k 1.1 D0BQ1499B
ARE 0.41G25 DOCN1584B
AN ] ) 0D 12 R PR A 1.00 DOCN1597A
BEHEICH — KT Z 7 A 3.03.02 DOCN1546A
STV RV b 1.00 DOCN1560A
ecoV Y=y b 1.00 DOCN1564A
¥7° AR B IR4Y 2y b 1.00 DOCN1561A
TTIRZAG SLEIY 2y b 1.00 DOCN1562A
KITEFE 2 L



JISEC-CC-CRP-C0711-01-2021

txal) T4 A

ARETIL, A TOE PNEBUICKHTT AT DI LIt X 2 U T ( BERE T804
WovX=a VT 4 HEtEHHT 5,

TOEIZMFPIZHERE SN LFHITH T HRERT 7 B AT 570Dt F 2
U7 1tie. MOFRy U —2 LOBET —Z 2T 57200 x 2 U 7 1 e
ZiEftd 5,

TOEIXMR DX 2 U T 4 FEtaiiil-3 70, WEORET — 4 2 EEXHET
HI%6E. HDDOGLERT — ¥ 5 b3 8RB, L OV 7 7 AUF % #%H L 7= &5 B
MO DORIET 7 & 2% R A LT 5,

o, kit F®a ) 7 ARSI /R ECEHEDOHRIMTAD & O HlRS
52&T, BEXxa VT A BREDOEOANEM 2B 5,

ATOEDOE X = U7 4 HEERICE W TREON R E T HEEEZFRS 1, KUFES-21C
R,

#&3-1 TOEMREEPE (M)

vl BRENE
LEER | TOXMEENTTOEDEE FICH 5 CE, HIBRS - 3cE, —FE
REDDHVTEOW A,
BRelE® | FIAERE R LY a7, (BT, TRIAEY a7 &vw),)

#&3-2 TOEMGEEPE (TSFEH)

i) BN
PRATTH | ENERR % % o 7 RUR 4 LU O 2SS0 & B3 L 72 17 B 7
e

o/ A ya—F—4 vl RAT— RANFERK., A B, B
G, NAT— RE/WEER G EN D,

(LLF. ITSFiReEF®RI &vo,)
FETEER | TMEMEIRZFF S T2RIRE SN OEE N OIRE L, SRMERZ FF > 72 F
RFELS DT LS R L2 HIE7R B R WIE R,
vy A L NRAT— R, Efus HDDE;E#1H 5,

(LR, ITSFREEH) L o,)




3.1

3.1.1

3.1.1.1

TXa )T o eESE

JISEC-CC-CRP-C0711-01-2021

TOE 1%, 3.1.1 I RTEBICHH L., 8.1.2 I RTHMOEX 2 U T « Fetai-
TExa VT HREE BT 5,

BR LX) T aBEAE

B

A TOE (%, £ 3-3 1T EBEBE L, ZHICHPLT DiEE K2 5, £ 33D
BT, WA PP CERINIBWE ., JFXOIINE AARFEICEHRLIZLDOTH
0. WE ORZEMEIZOWDTHEHRHME ORI W THER STV 5,

#3-3 BETHEH

(TSFLRE S R OWA)

il (%
T.DOC.DIS TOEREH L TWHLEN v /A a—F =R EF-7
(CEDHR) WE, HDHWERr T A v a—F—ZIFFR o TV A BRZE DL
BADT 7 AMEREFRTZ 2 0VEICL > THES LD 0
H LALZeuy,
T.DOC.ALT TOENEH L TWALILEN, v /A v a—F—4 %l
(CEOYE) WE. HLWER T A =T TV ANREDL
FEADT 7B AR EFZRNVEICL > THESH D D)
H LAz,
T.FUNC.ALT TOENEH L CWARIFAEY a 78, n /A ra—F—4
FIRE Y 2 7 OwZE) BRI VWE, HDHWE, a A =Y =4I T
HINEDRNHAE Y a T~DT 7 & AR & FFT- 72012
Ko THEIND D LitZeuy,
T.PROT.ALT TOEMEH L TWATSFREF RN, v /A v a—H—4

BRIV E, HOWE, n A v a—YP—ZiTRo T
D INE DTSFIRH#EGRA~DT 7 2 AMER & FF =72V E 1T
Yo TUWEENDEINE LR,

T.CONF.DIS
(TSFRLE 7 DBE7R)

TOENEH L TWAHTSFRAE RN, v /A v a—H—4
BRIZIVWE, HDOWIE, v s A va—P =L TR o T
% INZE DTSFREER~DT 7 & AMERE Ff12 72 WH I
FoTHEIND NS LiLZew,

T.CONF.ALT
(TSFRLE R D)

TOENEH L TWATSFRUEF RS, v /A v a—H—4
ERIZIWE, HDHWIE, v A ra—P LT Tw
LB DOTSFREFRA~DT 7 & AERE FF2 72 0F I
LoTHES NI Ltz

X (e r g ra—P—4zfEod) LIZTOEDRMZFFr Sl E 2R,




3.1.1.2

JISEC-CC-CRP-C0711-01-2021

BRICxd 5tF1 )T 1 #EeAE

# 3-3 1R TATOEBIL. TOE OEYSARFHELSOE ., b L IXIEY 2 HER
AR SRWHEICL DR HENS . TSF FHR~0RE (&, &SA) IZETH0
Tbh 5,

INOEBITRH LTI FROEF =2 U 7 4 #REIC L W dtHiT 2,
(1) FIHH ORGFRRE

FHZFICR LT A va—P =4, vl A AT — RO ASEREZITV, A
HENTAEENTOENE CHEE SN TV DRI HE OFBGEERIC—F T2 2 & & ff
BTHZET, TOEZHML LS & T 28N FAHETHLINEMHIET 5, AT
FE L L TlE, TOERIKEAE SIS D AT, 7547~ "PCOWeb7 7 U7 |
DHDNF, TV B —FEREMH R OPC Y 7 7 AREREMFAIF D BT A N—fkH T
DANITINED %o

TR RERETRIE A TR 5 FB & L T PRt DMREZ 1R 192

- MFPEEEIC L VR E SN BLERIEGER: U CRRAEICKRIRT 5 &, 20—
W—Thor NMIvy 7o hEnd (my 2770 SRS, £ 23R
INHETEFO—Y =T H Uy MIFEHTE R 225)

c BT AN AT = RZOWTIEZEORS (M), CFRENCE L T—EME L
EObLORBIERICER SN D
17 A N AT — ROIEYSYEDHEGE S NFF IR HE &l s n -6, £ OFH
HOBEECTORE SNIZTOEDORIHMERD 5 2 i, TOEORIM 3T S5,
TOEMFFET H&ENT [£4-2TOEFIME | (- &R0, —MAME, MFPEERE
FH A== AP —=TH %,
Fio, WO RE T AR — M D B L LT FREOKEEZ AT 5,
c ANEEICAN SN 7 A /XA — RIZH LT, I —NFE2HRRT D

s 0 7o R ERFRTORIZA T 2 B EMT O R WA IIZHBINIC e 77 9
N

2 77 FIAEEFHRIGT 27 7 & 2465

FIRZE S ORBESRIZH LT, TORME O 7 A a—F—4 &EEOHE
PRZ el o CEE W, KOFIAE Y a 7 ~O8IEICKR LT 7 & A6l 2 FEhi T 5,
EROCEICIE, EORMEITH L THE (HIBR, FIR, ¥ U re—NE) 27
LERBET HIEm CCERMMAE Y 2 b)) BEEMTONATEY ., —BAHEND

10



3.1.2

3.1.21

JISEC-CC-CRP-C0711-01-2021

DEFERICH L TEOR 7 A o a—F—4 ECEFME YV X FOFRNG, 7]
b L <ITEG ORI 21T 5, MFPEBE OFRCEITHH T 28EL LTI, &2To
o AESCET U CTHIBRMERR D 23 5- 2 BV %,

FIRFED a 71 LTh, 20OV a TaER LT r 7 A v a——4 R
LNTEY, nr A ra—PF AN 2 - BFHFIILEY Y 3 7 OHIBRERME
WNEFA &N %, MFPEEEE 2K L CIZETORIHE Y a 712k L THIBRHER M 5 2
bND, A= = P—Zxh LTI, FIABEERICE L TR ToRENEIEIN
Do

(3)  FRAFMHHIbR

HDDIZFAFS 2 Bl O 30EF, — BRI S 3CE . £ OB ICk+ 21
ER7 78 A zBi <o), XEDPHIRSN DR ET — 7 & LEE LEFE#S
KHRWEDIZT D,

@) v hU— gk

WEREOE=2 Y o ZIZLERRZVERSTed, TOEE 7 T4 7 > MED
Web 7 Z 7 i COEIEICEET D@(E, 7V o # —HEEXR 'PCT 7 7 AHRE AL
M LT2@EI2 W TCTLSIE S{bidfE 23 %5, £7z. TOELHHFSE L D@EFEI2I
IPsecififs. M OS/MIMEE(E 2 H9 5,

(B) tXx=2VUTEH

TSFREHICHT 5, FIHFOHREBZ - ARIERT 7 &2 &0 < T2 O TOEFIA#H
DEENZ L > CTOERERHROSI - K2, FIHEHROBMGS, SEFITHS
D7 7R ARIEEAT 5. HROKE (KE) T LHERORY —& LT, —
BAREIIE ORI A LSRR T — RYUEDHFEREF L, A—/3—f F—3H

5. MOMFPEHED T /A AT — RUEDOBIERZH L TWD, LSO
WEIIMFPEBLE IO LT S 5,

HBOEX1 )T AftEEXa ) T 1 HEEAS
HBOEF) T4 58

K TOE OFIHIZY > TERINDMBEOE X2 ) 7 4 Fi$t&2FR 3-4 12”7,
P.STORAGE.ENCRYPTION %#[&< X 2 U T 4 FeHE, @4 PP IlCEE < Tu
HHDLEFRIETHD Z ENFHEOIREE CHER I LTV 5,

P.STORAGE.ENCRYPTION (X HDD ~0O 7 —# EH X AL % | [HHEGH TR
BRTITR o 22 ELEX 2T 4 HE#Th 2,

11



3.1.2.2

JISEC-CC-CRP-C0711-01-2021

&34 HEOEX) T 1A

el MO Ex =2V T 1

P.USER. TOEFIH OFF Al 252\ I FHH 72 N TOEZ R4 % Z
AUTHORIZATION EMTEDLLDICLRTNITZR B0,
(R ORI FERIE)

P.SOFTWARE. TSFOFET=— F&2 HOMAETE 2 FRAFZRTT
VERIFICATION 72BN,
(Y7 U =7 HEE)

PAUDIT.LOGGING |TOEIXTOEDEA KO EFx 2V 7 4 ICBET 2 H5 40 n
(Efn Ve | Z72EAn /& UGl L, A o V)R & R 72
WEIZE > TR 2 WIEIHEINRNE D IZEHTE
RFTR B0, EHITHEREZRSH DN, 20O 7%
METE 2 Lo L b iz,

PINTERFACE. TOEDHNERA > X 7 = —APKERS O L DIZFIH S D
MANAGEMENT ZEEPSTED, ENHDOA 2T 2 —AXTOE & ITER
(OEERA 2 7 = — | BRI KD @i S TWh R T iz 6,

A )

P.STORAGE. TOEDHDDIZFEEK L TV HT — X, b Tuna
ENCRYPTION TR B0,

(RLRHEE R 5k)

MEBOEX21) T4 AEHITHITHEF2) T 1 HEEEGS
TOE |%, # 3-4 (RO X2 U T ¢ it &/ ez BH T 5,

(1) #MEEkoOEXx =Y T ¢ 558t TPUSER.AUTHORIZATION| ~®O%fi&
ZOEvFX2 VT 4 HEHE, TOEIC ERICEEGE SN -2 ——DAIZTOEAfEH &
HBHZEERODTVD,

TOETIZZ DO H#t% Tt X o U T ( HEEE CEBT 5,
(a) FIHFE ORI

3.L12ICREHMOBAIFRREIZ LV TOEZRMM L L 9 LT 2ENFHFAIRMETH D
1z R DB BT U7 RERENT A - THGE L. #FrIRIE &l S e
G DI, Z OFHE OREFIZ T OBE S - TOEDOF| MR 2 5 2 TOED ]
MEFFT 2,

(2) HEEOEX= VT ¢ 8t TP.SOFTWARE.VERIFICATION | ~® %}
ZOEX2 VT 4 FEHE., TOEOEI T2 — FOESHEIZHONWT, HEMIETE S

12



JISEC-CC-CRP-C0711-01-2021

ZEERDTNE,
TOETIZZOF#t% Tt X o U T HEETEET 5,
(@ BT A b

TOE (FCULISOAERLEEFR) 1X, BIREAZOWHNLDL BIFFICECT A F &5k
7L, MFPHIEE Y 7 v D = 7 R OBEAE SV Y 7 7 = 7 OFE[Ta— ROES
P EYSEOHEREITY), HOTANCIETZ 7 —L T =T Oy ¥ a iz Bk LE
fTa— ROZBEEEHR L, &7 7V r—va s LT, BAR— 2 TORGE
EITWIITa— FOIESEAHERT 5,

HO7 A MIZMFPHIE Y 7 b D = 7 60D RE DD BN GEIE, #BiE
IRENZ T —FRR &7, —RFIHFE DBTOEZFIJH T & 2V IREE CEVEF LT 2,
Flo. BAEASRVHEIE Y 7 b U =T OREPRD b GEIE. —RAHE D ERIE
NENVPHTOEZFIA TERWVIREEICe D, HET A R TRENRRBD LN o7
Srald, S BT AT LRI S TOEZ A T & 2KRBICT 5,

FCUIZ W T, FBEMMREEZAT 9 7o O OMGEE 2 FI & D3 fHEd T & 58 Tt
kL. FIHE D Z OF#E LI 21TV, BN R WISEICTOEZ T 2,

B ffkOEx=V T 1 lEt [PAUDIT.LOGGING) ~®D%fit
ZOEX2 VT 4 FEHE, TOEOEXx 2 VT  HLICEATAERED V25 L.
WYNEBLT 5 Z L& RDTV D,

TOETIXZ OFet% Tt ¥ =2V 7 4 MiE TEIT 5,
(@ X2V T A

TOEIL, ARG LR DX 2 U T 0 FRPBAELTERIC, FMEN], FIRE
B, AR, BREOHEENORAIER /7 24EK L, BEa S 7 7 A VBN
RAFT 2, B LR T 77 7 A JVIEEARRREIZ ) L 7 MFPE BLE O A e
L. & #Fa T 5, BEn 77 7 A LD LIZY 547~ FNPCOWeb 7 5 7+
ZILTTFAMERXTITY,

£, BAv 7 OERBEARLLET 5720, A, KEE#RZTOED Y 27
WA S WY TS o RN

(4) #MFEotx =V T 4 )78 TPINTERFACEMANAGEMENT | ~® %}t
ZOtFx 2T ¢ FEHE TOER#REET 54801 > % 7 = — X (HfF/xL  LAN

A BT 2=, USBA &7 x=—A EahlE#R) BARERFHE LN S g
FOCHEUNCEH T 5 Z L 2RO TND,

TOETIZZ D Jiet%E Fitdtv X = U T A HEETHBT D

13



JISEC-CC-CRP-C0711-01-2021

(a) *Uﬁﬁ%o)%%”nu M

3.1.1.2ICFEHOFMAIFRFEIC L v, TOEZFHAL L5 & T 2F7NFHAFHETH D
D, FIRAZE DO EUG U7 R A o> CRGE L . 3FaFIHHE & S he

BN D I, Z ORI HHE OBEEIZ T OBUE ST TOEDF|HHER % 5- 2 TOED
Mz 5,

(b) AMEBA > B 7 =— A R D1 s e A

m@% TREEAY R A N = X LDFEETIIR L AV H T 2= ADT —F T 7
YREE LTRHIGT 2 6 DT, S D AT) SIS KT 208, KON

A UHE T 2 —APHIEE SN DIEROFIEI SN TIEN e 5T TOERE 535 2

IRV, AN A v H T 2 — AR TCARIERERIRENE SN D Z 2[5 <,

USBA % 7 =—AIZHOWTIL, fEHEZENET 2R ETEHAT LI LICLD,
DA HE T 2 — AT LI ARIE R GRS 2T <,

(5) kDO EX =2V T 1 58 TPSTORAGE. ENCRYPTION| ~®DOx%ti&
ZOBX 2T 4 HEHE. TOEIZNE T 2HDDOFEHNE I k35 2 & &3k
DTS, TOETIZZOH#Z Tt tx =2 U 7 4 e THEIT 5,

(a) #RET — & RikrkaE

HDDIZxf L CTEZ AR, i LEIT O 2 TOT — X ZXRICAESIC L 5551k,
PR ATT 5, Kb, H 5B ORI IXE A B X 0 )RR E R /ERR &
NTOENIZKMN SN 5256y hEOEMDMERH S5,

14



4.1

4.2

JISEC-CC-CRP-C0711-01-2021

AR &M & ST MR D AR

ARETIE, BET DHHE DA TOE OFFHOHWICAH M2 1FHE LT, A TOE
w5 720 ORHR R L OEM BRI DWW TREE 5,

FERARVIREICET SAREH

AR TOE ZiEH T HEOFHESRME 2R 4-1 17T, £ 4-1 ORHRSRMEIL, @5 PP
TERINT-HIESME %2, JBXXOE LS ARFEICERR LD THY . mH DIFE
EMEIZOWTIFHMIH OB I B W CTHER STV 5,

ZIBORHESRMEN T S WS, R TOE Ot X = U7  BEENFNICE)
TET 2 Z LITRRES U720,

®4-1 AHREH

5Bl AR
A.ACCESS.MANAGED | A # > 224> CTOE %#%&& T FIZBT 25T
(7 7 & AEH) WCRRE L, MERRZ - WE BT 78 A E NS

EEHIELTWA D LT 5,

A.USER.TRAINING MFP ZBFHEH L, FIHEP MO xR 2 T 4R

FIMEHE) VRFIEEEFET DL O A XL RS THE L,
FIAFEIZENAL DR Y —FHIZH > TNDHHD EF
Do

A ADMIN.TRAINING | FEEITHBE O X 2 U T 4 R o —LZ DO FIEAE Rk

(BEHEHE) LTHBY, TAX L RAE>TENLLDORY —FE
W2 T2TOE O ERUH N TELHHD LT 5,

A.ADMIN.TRUST MFP ZEBEEAEH X, A X2 AhE > TE ORE A T

(FHE T HEHE) FALARWE ) REHELZRTLTWALEDET 5,

ERIRE &R

ATOE 347 4 RZi&EIN, n—HLx=Y 7y hU—27 (LIF, [LANJ &
W9, ) THEHE S AL, TOE RIEO#E/E SV K ONARRIZ LAN (S Sie s 747
Y RFPCOOAIHIN D, KTOE O—fiy B HERE A 4-1 12T,

15



JISEC-CC-CRP-C0711-01-2021

P —

LAN (TCP/IP)

A F—Fvhk
MRy T —2)

T7AT I+ —)v

MFP II7AT v

‘ﬁ‘*—/\\-—
TV B —RFA 3~
T YARTGAIN—
EREER P Web”7 774

4-1 TOEDERIRER

ATOEIZ. M4-11T7R- T X 5 72— IR 3D A4 7 4 2O EW 24 5 BREEIZ BV
THEAINAZEZEELTWA, TOEIZIE, LAN, MOVEFERREDER I NS,

TOE% A > % —F v NEOIER v b T — 7 28k SV LANICE BT 256
X, *y NT—2 &@LU T, SMER Y NV =7 MOETOE~BEN KT/ L 912,
SRy h T — 27 ELANOBRRIC T 7 A4 7 7 4+ — /&% LT, LANK OTOE % &
#9425, LANIZIX, FTPY— 3—_ SMBY¥—/3—_ SMTPY%— _R—ZEDH—/—a
VEa—% ROV T4 T NPCHEER S L, TOE & 3CE, SMEEHRIESED®E
179,

TOED#AEIL, TOEQ#EAE XNV T 2565 E. 7747 FPCEMEHT 5
BEaEtnbs, 7747 FPCIZT VA —RITIAN—HDWNET7 77 ARTA
N A VA N=NTHZEIWZEST, 7747 FPCrHE—ANVZ YT Xy b
U — 7B LICHIREZ1T 9 2 LN TE D,

16



4.3

JISEC-CC-CRP-C0711-01-2021

EHBREE OB OBEITLLTO LB TH D,

e /747 KPC

OS : Windows 8.1/10

Web~ 7 7 : Internet Explorerll, Microsoft Edge 44
Y2 — K74 3— tRPCSK7 A 3— 1.1.0.0

777 ARTA3— 1 PC FAX Generic N7 A1 /73— 9.4.0.0

® SMTP#—/3— : Windows Server2012 P-Mail Server Manager

® FTP¥—/3— : Windows Server2012 (IIS8), Linux (Fedora20) vsftpd

® SMBH¥—/3— : Windows Server2012

B, AR EN T DHEN— T =27 FOHEEST 5 Y 7 U = 7 OFHEME
AR OHFEIA TIZA2WA, +ACFEHTE 20D LT 5,

o, KREICBWTTOEZRMT 5IH 720 . B 2R ME 2 5£4-212R7 7,

#4-2 TOEFIM#E

FIREER A B
. alliE TOEDMEHAZFFRI SN FHE, no A ra—%—
£ &G-S il E OMFPHSEE ORI N T 5,
EHE AR R P | MFPEBEE DO 7' A VR A T — REWET D HERE
o,
MFP# B TOEDE B ZFF vl S ALT- R, — MR & OEHL,
WIRE R, SCEEH, Xy N — 7 FHOEHES S
179,

FA4-21R T BV, TOEORMAE T —AIHE, FEHEICHEIN, EHIZED
BENZ L » TEHFE I A — /= P — EMFPERE L (2 I N5, TOEA Hi%
FIAT 2RHHF & LIRS 21RT EBY TH DL, TSN MFPERE KO
AR S P — DR HEIR & B OMFP B 254 A TOE D 2R 2 R # & L
THET 5, MFPERE(LHILERABRRICBIT 2O ETHEEZHEL WD,

ERIRIRICEH 1T HTOESEH

TOE &7 47> k PC.TOE & &Y — —DBERE LT —4 DIR#ED -
OIZIX, 7747 b PCRKFY—R_R— 2B THEE Y2 Fa/LRIE L < #fE
TAHLOICEXF2TIEHSINAZ EDBRVETHD,

17



JISEC-CC-CRP-C0711-01-2021

7547k PCREFEY—NR_R—RNEXoa7ICEHEINAZ LT, EHEOET
LB,

18



JISEC-CC-CRP-C0711-01-2021

5 7—XTOF ¥ IZET 5EHR
A#ETIX, A TOE O & AR 23+ 5,

5.1 TOEER L aVR—x 2 MERK

TOE O£ 14 51 1274, TOE 1 MFP B /K Th 5.

T ] [ wmem ) | mx=m ) [ mmon |

F 3

2

TOE
b L —_—
v 3 '
BE/ISRIL TUSUAgh
a=vhk AF¥vF— Ty
I S ?777\_
20 el TUSY EEE -k
=7
miniU5B f
AL~ | | |
| ahO—2R—F
e Flash
JOtwt RAM NVRAM Ic Key ROM
Ic Ctir fn’;b_’j};? T —

LAN

X5-1 TOEER

LU IC AR O 2 7R,

[BfE~xra=y b (LLF, THE L) L)) ]

BE R LIE, TOERIZEY £ B CTunb, TOEDOF| HE BNTOE#EREIAHE 4
HAUHE T 2 —RETHDH, N— FF—, LED, # v F % VRIERT 4 A7
LA L BE SOV — R TR S LD, BRE SROVHIEIAR — RIZi, #fE3
VY 7 BT = T HRA A M= E D,

[mrvra=vy 1]

BCEEZFOAL O DT SA A THDHAX ¥ —x Vv SCEEHIR LHEH
TETNAATHLTV v H—2 Dy KEx VUl 52 il
RN— ROk IND,

19



JISEC-CC-CRP-C0711-01-2021

[ => 1]
k= = MI A BERRE Y & ADF) (i [F R 2B 0 ) Th 5,
(77722 hr—F2=y MFCU)]
BT LEREARFOEEREMR LB L, G3BUE T 7 7 7 RIEBEBE 7 7 7 2D
EZEET L 2= R,
[2v br—FR—F]
oy hr—7HR— RiZ7 et v, RAM, NVRAM, Ic Key, FlashROM 73:#~
TR TH D, FEFROMRLHIIILLTD LB,

Zutyt . MFPEWMEICI T B HAN R HENH A 1T 5 HERT v 7,

RAM G AEY E LTRSS N HBEMEAEY,

NVRAM : MFPOEME A R E 9 5 MFPHIHT — & 25 A o 7o R FEME A
U,

Ic Key D ELBOEA. B RER O REZ R D, MFPHIEY 7 b o =T

DI AN SN EX 2V T 4 F v,
FlashROM : MFPHfl Y 7 h 0 = 73 A > A b —/L STV D REERME

AEY,

[HDD]

AA=TT—=Z RGN HAT e /A va—F - a A L RAT—

NEAENDNN—FRT 4 A7 FTA4 T Th b,

[Ic Ctlr]

HDDIZRFT 2 @A KBk L, HDD bt IE R A2 E 53 DifE 2 R o

lttx=2 V7 4F 7 THD,

[y hU—27 2= }]

EthernetZ ¥ — k LZZLANH O A v % 7 = —ATH D,

LAF OREREFR L, @ ERICIS OIS,
USBzu vy (v hr—FR—K)
SDA—FKAwmy b (BfE"xra=y )
USBAEYU 21 v b (R L2=Y )
USBzxu v b (fEXxr=2=v )
miniUSBZu v + (e ixl=z=v )
NFC% 7

5.2 ITIREE

TOE(Z, LANIZ#5¢ & 41, FTPH—/3— SMBH#—/3— SMTPH —/—E D4 —
N Ba—2 JO7 747 FPCLBEZIT 5, £7-TOEIL, FEFHHIM CTHefot
SNTHEIRDT 7 7 ZALE L HIBEE1T O,

20



JISEC-CC-CRP-C0711-01-2021

LANZ#H LT Sz 7 747 FPClE, 7V X —RIANRN—=, 777
A RTAN— Web”7 7 U H# %I LCTOEZRMT %5, 7 747 hPCIE, (FEE
WOREZIFIZT TR Web7 7 U 24 L TEEIERED — M O B/ESLTOED K HE

B zATH Z LB TE D,

BT rFa AL

AR TOE IZHAT &N D R¥F 2 A hOB & LL Tz rd, TOE OFH#E X, A
FMEEMT-TTEO TR X o A N+ RBfig & BN ERkan s,
R X b4 TN
AT ABRAETTA R DOCM-7002
AR LA TRV 72 < el DOCM-7019
A E BV OB EREA~ DOCM-7020
AL 2 B D BEERA~ DOCM-7021
RO THE DOCM-7026
X227 49—V 77 LA DOCM-7075
Yy hT v DOCM-7039
ARBE DRI & FEALEAE DOCM-7028
ap— DOCM-7029
RE¥F=a A bRy 7 A DOCM-7030
77 A DOCM-7031
Axy T — DOCM-7032
TV K — DOCM-7033
AT IR DOCM-7034
TEo b xR DOCM-7035
R DOCM-7036
(AR DOCM-7037
XL UTF 4 — DOCM-7038
RIAN—A VA=)V A K DOCM-7074
X2 VT — R BT D B~ DOBQ-7504
IEEE Std 2600.2T™-20097EHL TR\ NI 72 2 FHHE D J7~ DOCM-7403
~VF 83NHELJAR
1.00 v251

21




7.1

7.2

7.3

JISEC-CC-CRP-C0711-01-2021

IR IS & SRR E KR UHER
Bl 3¢

PG 2 F2h L 728k &4t ECSEC Laboratory #ffiz v % —ix, ITk®F=VU T ¢
FEAM K OBGERI I K 0 &GRS D & & b, ILAC (ERERBRIEE W g o
FAHEAGRITINEE LT 238 EHRE I NZAT BOE A S GB A B ity AR g iR e & v
=) ICKVRBEEZZTTEY, A EM R OTOD~ R A N R OEEFED
HWUIEIZ DWW COBERFIEAN - LT D 2 ENEHICHER SN TN D,

ERRiipapes

i X, CC 73—k 3 DIRFEESFIZHOWN T, CEM IZHUE SN ofH i 754 AV T
o, FHMETEEOREMIT, FHlEE F BV THE SNz, i & T
AKTOE OWZE L . CEM DU —27 2=y | T & Ol & OIS R 2 595,

FEEEHE
LU RS EC & 2 Rl S0 O JE IR 2 74

A, BT 12 HIZARE D . 5 3 4 2 ARl H0%EMz b - TR T
L7, %Wﬁﬁ’r%%%ﬁ@i\ PASEE 2> D RFMC 229 % FHl IR i — Xt 2. —
DFHIZ IS VT DAL Z A L7e, BRI ~OIMEIIC O W TITAE S,
%@.wuﬁﬁﬁfﬁnﬂﬁﬂﬁer@ﬁ%lJﬂﬂ#T ETH D & O FAEIZ IV THIMr =
TWD,

Fo, 2410 A, KOV 12 A IZFHEERIN E 72138 E Y A P CTRREEDOT
2 NBEAEHAL, ARETANOY TV v F v 7 ROGHEE T A N & £
L7,

FHEESE IR R S VR AIE, FTRAEE L L TOITS N, BIRE ICHE S
N7z, TNHOMBEAE, BRFICED ARELMTDIL, BEHIZ, X TORME
SRR STV B,

7o, EREREBE 2N Ao T T RHIl ORI, SRRV Ea— L LTRBR ST, FF
MBI~ S 7o, TS OFEMIE, FHEKRE &K OBIZRE G Lizo b, FHiliH
HEICKBR S NI,

22



JISEC-CC-CRP-C0711-01-2021
7.4 METR

ML, BAREOFEM LT A FOESMEMER L, RO TR I
LLBARE DT A N EAMEE LR RS, LB LW SNZHE - BT A b RO
MasatRP eI S IRAT A M FAT LI,

7.4.1 BFEETA b

FEMEE X, BRI NFEME LB E T A hOsEetE & EEOT A MEROLE
Bt Rl U7z, R 255 L7 E T 2 F OWNAZ LU FIZHHT 2,

(1) FARETX MR

BRA DN EM LT-T A FORRZXT-11C, FERlEH 2 RT-1UTRT,

MFP B 77 A
PSTN Tlab—F PSTN
AL FTP
N i

REpRy T —7

A 3 SMB
Yiin AR P

X7-1 FAEETR MERE

23



JISEC-CC-CRP-C0711-01-2021

R7-1 TAMMERES

KSR G
TOE MFPAE D4 #2SRICOH IM C65000 %56 DAL
MFPAE D4 #2SRICOH IM C80007 354 DAL
(HERR D BARAY 72 N 1L 2B S )
747> KPC | OS : Windows 8.1/10
Web~ 7 7 . Internet Explorer1l, Microsoft Edge 44
Y B — KT A3—: RPCSKT A4 /3—1.1.0.0
77 7 A RZA/3—: PCFAX Generic N7 A1 /3— 9.4.0.0
A —)LY—,3— | Windows Server 2012 P-Mail Server Manager version 1.91
(SMTP# —/3—)
FTPH#—/ 3— Windows Server 2012 IIS8 V8.0.9200.16384
Linux(Fedora20) vsftpd 3.0.2-6
SMBH—/3— Windows Server 2012
[FHRT X = L—% | XF-A150 (3F Y = 7 4h)
77 7 ARk MP C6503

BIRET A N THEASN/-TOEIZX, STT#A SN TWAEEOMFPDO 4T

DOEFETH D,

ZDZ
BT o8

(2) FAFEETX MR

EMD | BAFRET A ME ASTIZBW TR LTV 2 TOEM K & —
BECOEE S L7z Z & AEHIE I LD R S T,

FFE T A FOBMEUIL FDO LB Th D,

a) TAMEIE

BFET A NOMEIL, LFTD LB Th D,

<BARET A bFIE>

BAYEE T 2 Ml OTOEDMHICE W THE SN DHINEA v & 7 = — R
(BB SV, Web ™7 7 7 5) 2R L., &R 4 BRBIET 2 ko, £
RSN 7 ROT Ny T a7 7 =2 O, X7y bRy T F ¥l
X527 7472 FPC, KOS FEY —/N\— L TOEMD@EE 7 7 b 2 /L O,
TSFHEIED 2 did U CTRE A X N ERAESEDLRERT A FNEHAT

PNLTND,

24




JISEC-CC-CRP-C0711-01-2021

<BHFFZ T A NV —L >
BIRET A MZBWCHIH LY — V2% 7-2 1R T,

®7-2 BARTAEMY—I

LFr (N—T 3 ) RS
Wireshark (2.2.5,3.0.11) | X7 v bF ¥ 7F ¥V —)L

<BEAFET A b D FEHE >

PR H M RAE L 727 A MEAREICRIH SN WS N D7 X MEROE & |
[ U< BARE D RAE L7 2 MERBEFICHHMINHEET X FORER
DEZE L LT, ZORFE, MRS DT A MEROME & EBEOT A MERD
EN—F L T\D Z &R SN,

b) BIRETR FOEHEHHE
BT A MEBIRFT L - THRIS00ME B FHi S iz, H/3L—J5HHc Lo
T BRI 30 ST TR T O % 2 U T HEAE L ANA v 8 7 = — RS T
2 b ST b BB S T,

c) R
A 1L, BARE T 2 R OFEM T, EREE OTSMEA IR L, T A N EHE
BRSNSk & EBROERTED BT 5 2 & EMER LT, FEE L.
BAREHE DHIRE LT 2 MER L BIRFIC L > TER ST 2 MERS B L
TWHZ &R Lz,

7.4.2 FEMEEIRII T R +

FHEE L, BARE T A RO L7 A FEEZ A L CRGOEX 2T 7 o
BEENFEHR SN TN D Z Ll T 20 7T A M et o & & bic, FHi
DR TR SRS, B OEF 2 U 7  BEEDSHERICERL SN TWDL Z L
X VMR T 2720 ORMEZE ML T 2 b (LLF THSLT A by & D) 2% LT,
SN 23 FEhE U727 A R &2 LU FIZE 3 5,

(1) I TR MRE

AFEA 2N FE 0 LI ASET A b ORERKIE, X 7-1 IR LIZBAFEHR T A b & [ABROHE
RTH D,

25



JISEC-CC-CRP-C0711-01-2021
(2) LT R MEER
SEAIE O H L7 ST 2 NI RO & B0 Th b,

a) MITRFDER
Al 25, BAFERE T A b RO S FHIlEEILE B 5 B R LN T R b
DR ZLUFITRT,

<WNZT A S OBLS >

O AT A2 OFENR L <, MEEOBLACHBE T A MBARZELTND
Ll bILD TSFLICB LT, /T A X OflAaGoE, BEME, B o
T A MNHEHZBNT 5,

@ B D TSF OFEITH A I 7 FATOMAE DI L THREZBML
T A NEHZFET D,

@ FISMLEL, v B ARBICBE L CHBET A L RR LN 2— g
2B L7727 A NEA ZF M D,

@YV TV T TANMIBOWTITREEANST A NEE Z®RINT 5,
- HREMEDBLE NS . 2 TO TSF, TSFI NS ENA L 9 ICHEA 28R+
Do

BB T A NRE TANREEZMEET D L) ICHE Z®IRT 5,

- %< D SFR Bxtftir b, R LT A MR FEfE TE % TSFI (2B
T HIEE 2 EAIEIRT S,

b) TR MMEE
FEAMAE 3 FEHE L7227 A R OBEIILL T O LB Th D,

<WNLT A N TFHE>

MSZT A M, BIREET A N EIXR R DV RMEORERCE IR D /T AL
ZEA L7z BT, %O TOE OEHIZBWTHESNDIMNEA v ¥ 7 = —
Z (BE 2 v, Web 77 U 45) 2RI L kR4 B BB 2 ik o,
R SNTER T 7O, X7y "y 7 Fxickb7 747 PC,
J OVEFEY— 3— & TOE B OiifE 7' v ~ a LV OfERENTHh T\ D,

<JESTT A N DENE >
MSET A FOBSIZIESE MNET A S 231k, oY T AR 19
T 2 N PNEE I -,

26



JISEC-CC-CRP-C0711-01-2021

e SN2 ERMSET A MU L | ST DMILT A hOBIREZRK T7-3

2R,
R7-3 EELI-ELMHITR F
N7 F R T A MR
~ OB
D A=Y =THT L hry ZICET BB AR EBY THDHZ L

M EEER LN OiERT 5,

FERSCEOT 7 AHIEBHER B THH LR T/ RBEADT
Bt O AE DRI L CHERRT 5,
CBERSINVDOEROD AT A AR F 2 )T 4 FEREICEE L7
WZ & xR T %,

@ s R —OFPENRFERICE 7 A LTWDIREETAH— b 77 7 b
WUBRAMERR E B 0 ICEMET D 2 & 2R T D,

A A= a7 U MNEREZEETLIHE D50 E0HR
R EBY THD Z & &R T 5,
-£ﬁ54/&7i—xﬁ%W%*ﬁii IR BT 7 ' AMERD
W L NS SCEOEREL L2 E, HEERBY 07 7 & Al
PITOID Z & 2R T 5,

X2 VT 4 ICEHTOREE RAIHE DA TCE RN L x, #
BoOA BT 2—ANLIHERT D,

©) - AR OFEH E A AW 256 OIPsecDALEE A AR KR 0 T
BHbH T EEMERT D,

- Va T FETPICYV Yy T U EFER LIRS O S B
DThHHZ LEERT 5,

TV B = RTAN=EDRERANZH L THHAERERLY O
BIAMLEL N RN S D 2 & 2GR+ 5,

- 77 7 AMRED = T —IAERE, FEREDS 7 L ORERIZE W T,
77 7 ABEREOEMENMEERR E B THDH Z & AR T D,

cBRAE UK L TRESN OB E, NT A Z A1 TR TS
HERE B D OMBENE I D Z &%%E?é

ST ERTE LT HBRRIZ DWW T, ERRICIEZhIC /e > TN D 2 & Z kR
T 5,

c) #ER

SEME N EME LT _RTOMNTT A MITELLET L, #HMi#EIx TOE O.55F
WEHEER LT, fHliE 1L, T XCOT A MER LU/ EINDISDIFVR—FK LTV
HI L EMER LI,

27



JISEC-CC-CRP-C0711-01-2021

7.4.3 FMEERATR b

AEAME A, REAR O TR SAVIZREILN D . RRE S LD B HIBRES L IR L~V
BOWTBREINOMIINEL R D RN H 5 B DIZHONWT, BE L Bbh 5F A
RAT AL (AT MRAT AR EWo,) 2BFRUFEM LIz, FHhE 2 EM LR
AT A bz LA FICEAT 5,

(1) BATR MR
A 2N FE i L 72 RAT A ORI TO LB TH D,

a) BEIhdHH
M 1T, R SRR RO R EI O I K V| IBIERY e EsatE A BRR L,
RAT A & E LT 5 LT OMesstE 2] L7,

@ FEELAROA V¥ 7 = —ABEE L, £ ZHBTORILT 7 & A TX 5 hE
PR B,

@ A > 57 =—Ak LTTORAER LAV, BROT—2 Ahns(Toh
P, X a )T RS SR SRS TN B B

@ X a7 F v RAOREMBRESFEL, #ERELTTOEDEX = Y
T A BEREDS A N SND FTREMEDS B D 6

@ WAMRETCTOEZEHTHZ LICLD, BX 2 U 7 A HEN A /32X
N AR B 5

b) BATA FOHE
S L, EER e METE S SN D AR A T A -0z, LT ORA
T A MEFEM LT,

<URAT A FErbE >
BAT A BME, B 7T-1ICRUEBRET A b, KOGHEE ML T A b &
[k DBREE THEM ST,

BATANCHEA LR —VEE T-4 177,

R7-4 RATAMEHY —

AR (N—Ta ) W
ZAP (2.7.02.8.0) 71 % U O Weblfa R — L
nmap (7.70) R—hAF ¥ Y —/L
Netcat (1.12) Ny MBI Y —L

28




JISEC-CC-CRP-C0711-01-2021

AR (== V)

B

Nessus (8.8.0)
Plugin 202012010205

MEFgtE R ¥ ¥ o —L

Burp Suite Professional
(1.7.37)

7w RO Webggg MR A Y — L

Wireshark (2.2.5,3.0.11)

Nry bR TF ¥ —)b

OpenSSL 1.0.1j

SSL/TLS 7' v hanzfRft425 Y 7 h o=
TIA4T7 7Y

PRET (0.40) PJL. Postscript7 A K> —/L
Android Debug Bridge Android OSZ#H#H L7=F A ZAHDOF Ry
(1.0.41) 7 —)u

(TOEIZAndroid OSHENMET BDE N5 7=
D S 7z)

<ARAT A b OERHEA >
RSN D HegatE & KIS T HRAT A MEEZE 7-5 127, dHliE 1
BAERY 7 e e B S5 TREME D G IEZ I ET 2720, 15 DR AT

AN A5 LT,

R7-5 RAT A MY

faga

T A MR

60

A—FAF v oY —b JEEEAT Y Y —IL TRy I — )L Al
H LU, BENOFIHTRE R A v ¥ 7 = — APFIE L7 L B

Do

TOE~D7T 7 ¥ 2 %47 5 WebA > & 7 = — AN O Wasith 2 fE(E
LW Z & &R T 5,

Web~” 7 7 Hik i COTOE~DO Kt FIZHEE T 2URLICE W ¥ =
UT A HEERANA NRASNNWZ L 2R T 5,

PJL. PostScript, SQLIZBE L CEEE EDOfeggi:nin 2 & iR

ZHERBT D,

TLS. IPsecZ M L7l i@{5I2 B L TR EOWEHIIEN RV &

WebA( > 57 = —=ATHM END5/3T7 A X OELEMERGEZTV, B
ICHERl SN2 & 2R T 2,

UV — 2GR RE
ZhER T 5.

BWTTOER T & o 7 R RBIC A b RN b

29



7.5

JISEC-CC-CRP-C0711-01-2021

O R
FRAGE ST LT ARAT R bk, ARG T 5 O ) B o O 47 T T T
7ML ERR S T o 7,

BRI DN T

KRG OFTE & 72 D TOE OREREIIE, 5 6 IR LIc A ¥ ARk S
TNW5EBVTHDL, KATOEDEX=2 U7 4 HEEZ AN L, ZRIHEHT 2720
Wi, HA X ADFERD LBV IZ TOE 3% E LR TR b0, A X AL
BRI DHEEIT LTISElE, ARHEIC X 2 RAEDE TIEZR W,

30



JISEC-CC-CRP-C0711-01-2021

7.6 BREEES

AL, AR EA S > TR TOE 2 CEM OV —7 2=y MR T A1z
LTWo & L7,

P TIZLL I DWW TR S 47z,

PP & :

U.S. Government Approved Protection Profile - U.S. Government
Protection Profile for Hardcopy Devices Version 1.0 IEEE Std. 2600.2T-
2009)

F7o, EREPPTERIS NI FOSFR ANy r— VI ET 5,

- 2600.2-PRT, SFR Package for Hardcopy Device Print Functions,
Operational Environment B

- 2600.2-SCN, SFR Package for Hardcopy Device Scan Functions,
Operational Environment B

- 2600.2-CPY, SFR Package for Hardcopy Device Copy Functions,
Operational Environment B

- 2600.2-FAX, SFR Package for Hardcopy Device Fax Functions,
Operational Environment B

- 2600.2-DSR, SFR Package for Hardcopy Document Storage and
Retrieval Functions, Operational Environment B

- 2600.2-SMI, SFR Package for Hardcopy Device Shared-medium

Interface Functions, Operational Environment B

X o UT s EEE: . awL T4 T YT S— F2EIE
X VT A REHEM . 3T TATVT N— R 3EA

P OFER L LT UL FORGEa VR —3 2 MZHOWT 8K HIEN ST,

EAL2/ N r— Y DOFT X TOMREGET R —F 2 b
BIMOEGE= AR —>*> b ALC_FLR.2

P OORE RIT, 2 ISR EN NS —8T 25 TOE 2 L » THk &= b
DOOIZHEA I N5,

31



1.7

FHliE o A > MENE
TR T R RS I, FRCR,

32

JISEC-CC-CRP-C0711-01-2021



8.1

8.2

JISEC-CC-CRP-C0711-01-2021

ﬂlb\ IJIE % ﬁﬁ

PORERERAIE, R O TR L D IRIN SN OB ER A B LT, LT OB
TRERIEZ ZEME L7,

O PFrRBEETRSNEHEHRNENZYTHD Z &,
@ PrRWEETRINIIHMNAENFHRS LTS Z L,

@ SN EEZY 7Y 7L, TONREZMREL, T2V —7r o
= FREHMERGEE T RINZ L OICEHME S TWAD Z &y

@ PSS EIOR SR ORI ORMN L TH D Z L,

® Rl ER SRS ORI EACEM TR SN TV D HIEIZHEA L
TWsZ &,

I ORFEICB W T A SN BEFE M£VE;—&LTWWL P
MBI T Uz, PRREREETIE. AR ST M ORI # 2 BWT, WiFL ¥ =2 — T
ENTZEEMRIRENTWS Z L 2R L ﬁmﬁﬁ%%%%ﬁbto

ﬁu..\ nIE !f‘l:l

FEAMEEES & 0 PR SRl . PR EE E R OBE  AEMR L R 2
EE Lf:%%\ At nJ_T:*FL%F;"g j: ZI: TOE @n‘T‘ﬁﬁiﬁ) CC x—}F 3» EAL2 &O\T%ui:[ VIR—
* > b ALC_FLR.2 IZxt T D RGEEH A =T 6 O LT 5,

IEEE

RSTFRERE 2 ML LT3, FNLIEOEH TOA TOE Ot F 2 U T ¢ e~
@%@kowfiﬁﬁﬁ®ﬁﬂ®mlﬂkﬁét@\%ﬂ@xfkm_owfm%
HE OBELICB O THBT S L7z,

72K TOE OFEIL, T4.3 HEHEEEICHKT S TOE #H] ORHENAEZSMR
L. A TOE DFFAffikf S Ao BRFHAFEER O TOE & A BRI 50 T
JEATREDN & D T OWTHE T 2 MER D 5,

2 BT L72 X 912 TOE #BomEZRICiZ. TOE OFFE 2Nz T, #HEHE L
DT ) — )V DOFERBPVLETH D, TOE d%”é"ﬁﬁﬁ I CED LT H=DiIT, 7
AT VCREE S VTV D IERZ R T AMENH DL DO T, EEDPMLETH D,

33



10

JISEC-CC-CRP-C0711-01-2021

MES

Briz7a L,

XT3 —Fvk

AKTOE Dtx =V 74 #—57y Mi2lid, AEZELITHILEFEL L TUTDOL
BoiRftsn s,

RICOH IM C8000/C6500 tx = U7 4 #—7 v b A=V 5 1.00 2021 4 2
H9R A&t 22—

34



11

FHzE

JISEC-CC-CRP-C0711-01-2021

KEETHEN SN CCIZHET DIEFEZ LI FIRT,

CC Common Criteria for Information Technology Security
Evaluation (&3 = U 7 ¢ fHAli A 1E)

CEM Common Methodology for Information Technology Security
Evaluation (&% = U7 ¢ #HliJ71%)

EAL Evaluation Assurance Level (FHi{RGEL /L)

PP Protection Profile (7 u7 7 a7 a7 7 A)L)

ST Security Target (Z¥ = U7 4 ¥ —4 > k)

TOE Target of Evaluation (FFli%}42)

TSF TOE Security Functionality (TOE& = U 7 ¢ #iig

AEECTHEH SN/ TOE 1T 218352 L NIRRT,

FCU Ty Aaryra—7a=yv N O,

HDD N=RTF 4 AT RTA T OWEFR, AKET, HIZHDD & ft# L7255
EHIETOENIZELY £+ 5 7=HDD %57,

IPsec Security Architecture for Internet Protocol

G H A2 VT, IPNT v NHRALTT — 2 O S AP IEORHE

BREZ it 57 r ha L Th b,

MFP T VB NAEE B DIETR,

PSTN Public Switched Telephone Networks Dl T, ABRAZHAE ZENE D

S/MIME Secure / Multipurpose Internet Mail Extensions

NSRRI L ABELA—NDORERILE T X NVEBELIZBT 5
TEHERRS T 5,

AEEEHTHEA SO ERZ LU TITRT,

Internet Fax

A= VIESZAR DAL A 2 > TT 7 7 Z3@15 21T O HERE,
A v F =%y FRREFHAY %,

IP-Fax

EFFEAEITU-T T.38E S ICHEIL L 72V a—D ) 7L X A LT
VHE =y T 7 T ADKFR,
77 7 A EORDVITHTHEOIPT KL AEIRET 5,

35




JISEC-CC-CRP-C0711-01-2021

PC7 7 77 A1#%%E T7 7 AERED 1D, 7 T7A T PCEDT 7 7 ART A /13—
EFHLT, 777 ZAFE, CEEREIT O Hie,
HEEEE MFPEHEICE D U THZ ENTE D TOERSNI&E,
LUF OAFEFHOE ERBNER I, T2 O HEIZH
DETHIEMARETH DN, ATOEIZIB W TTETOREIDN
O Y THNTMFPERE Z8E L T\ 5D,
(Mo S N B ERE B GO 7 7 & A HI#EIEATOE O FEAl %
BN LI D)
- BERRE TR (MEEREH, EEOERAITO)
s PRI (—RFIHE OB AT D)
« v MU — 7 B
(TOED 3 v U — 7 5 EEZ1T D)
- CEEHE
(FBEMGE., KOSCGERIAZE Y A hOE#HZ1T D)
EENE R¥a X bRy 7 ZMERE, 77U % —H8RE. A% ¥ - —HiE.
K7 7 7 ZARERE TR 5 72 DICTOENICER ST 5 3T
& TOE ) 5 #3CE, B 30E D,
TRATRERE TRSTHEBE I T SR B BRI DO LR ST — B R MLBR A FAT T DB CdH
%, ATOEDMEMIZIBWTIX, AHEREA LT 2 IRSFHEGER
ITEEIERR EDN TONTWD Z EDHiTE L 72 D,
FAEY a7 TOEO =2t — R¥ =2 AU MRy 7 A AX Yy — 7Y Z—
77 7 ADEEREDIE DT £ CTOEE, FIFF Y 3 7%,
BRI DT OMICFIAZIC L > T—RpEIE, Tyt
HZENDD, FIAEY a 7Rxy e ani-H4e. FAE
VaZldKT LD,
arAv HrrA va—PF—ZITxHE LTz RA T — R,
INAT— R

AL INAT —

BRI 22— —T A 7> MRE v 7 70 h &SNS ETIC

R AJTRFR AL R EIND, b R n 5,

1~5EDOFH EEAZMFPEBLE NHRET 5,
aJAv —fRFIHE ., MFPEEE, K OA— = _A P — 252 5T
a—H—4 WA T, TOEIXZ OBz X W FIHE 2 BET 5,
oy 77Tk a—WF =T h o hMERATE R A BIRTE,

36



JISEC-CC-CRP-C0711-01-2021

a2y 77Uk
R ]

a—HP—=THh oy Ra v 7T T MRENS BEIIZER S U
A E TOREH,

37



12

[10]

[11]

[12]

[14]

[15]

JISEC-CC-CRP-C0711-01-2021

W

FAMAY

ITE % = U7 o 54l K& ORRER B O BABIRE, SERRB0ETH, MSZATBUE NEHRAL
e, CCS-01

ITEF = U7 ¢ RBAEFIZBT 2 ZREFIH, FAL3099H , MNAATBUE NG MALEEHE
HeRAE, CCM-02

ITE¥ =2 U7 ¢ AR ARE S I B9 2 TR 4 IH, SFRk304E9 A, MNTATBUA AT
AL HEERAS, CCM-03

Common Criteria for Information Technology Security Evaluation Partl1:
Introduction and general model Version 3.1 Revision 5, April 2017, CCMB-
2017-04-001

Common Criteria for Information Technology Security Evaluation Part2:
Security functional components Version 3.1 Revision 5, April 2017, CCMB-
2017-04-002

Common Criteria for Information Technology Security Evaluation Part3:
Security assurance components Version 3.1 Revision 5, April 2017, CCMB-
2017-04-003

BN 2 ) T A TEOT-dD T T FA4F YT 23— b1 3L —i%E
T N— = 8.1 WETHBIR, 201744 H, CCMB-2017-04-001

CER294ETH IR 1.0

BNt 2V 7 Ml 7-DDaET L 75457V T N—F2 EX2 T ¢
REE= R —x > b /"= 3 8.1 UETHBIR, 20174F4H, CCMB-2017-04-002
CER 2947 A FHFREE 1.0/

RN X2V T A FMBDTDDaETL 754 F VT A= 13 £Fa T4
RAE= R = b =3 8.1 YWETHBIR, 20174F4 5], CCMB-2017-04-003
CEA294 7 IR A5 1.050)

Common Methodology for Information Technology Security Evaluation :
Evaluation methodology Version 3.1 Revision 5, April 2017,
CCMB-2017-04-004

fHaEart = U 7 4 sHilio 7o @ik fHii s S—32 3 3.1 WETHSD
fi, 201744 4, CCMB-2017-04-004 CF-% 2947 A FHAR &5 1.0%)

RICOH IM C8000/C6500t F = U 7 4 Z—7'v k /3= =3 > 1.00 20214F2H
9H HRAZEY =2—

RICOH IM C8000/C6500 #Ffili¥k ™ 52.0f 20214F2H24H R4
ECSEC Laboratory #FHiitz > & —

U.S. Government Approved Protection Profile - U.S. Government Protection
Profile for Hardcopy Devices Version 1.0 IEEE Std. 2600.2™-2009)

CCEVS Policy Letter #20, 15 November 2010, National Information Assurance

Partnership

38



