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1.  ST#EER (ST Introduction)
AETIE.STSHE. TOESHR. TOEBIE., $LU TOE G ICOVWTEER T B,

1.1. ST S (ST Reference)

AEITIE ST OFAFHELIRT D,

Fuji Xerox ApeosPort-VII 5022/5021/4021

R4 M- JAE— TV TPDR AFvY AL —JD L EEFHEMEEREHTET I
t¥aUr13-5vhk

IACEVE VvV 1.08

*¥17H: 2021 %1 H 128

ERE ETOVIAMK =1

1.2. TOE £HE (TOE Reference)
AHITIZ TOE OFANEHZECHT S,

Fuji Xerox ApeosPort-VII 5022/5021/4021
IE—=. FYV R, TPDA AFvD, ARL—YD EEFBHEREERHETT I
TOE ®/)N\—¥Y3v: | Controller ROM Ver. 1.5.3

TOE %&:

A TOE [F. L FOVNINHDERTHD.

BARLmE(T

7 N—=I3y

ApeosPort-VII 5022 JE—, FUV b, I7DA. 2AFv . AL—YD | Controller ROM Ver. 1.5.3
FEFHEHEREETI

BALSME@T

7 N—=I3y

ApeosPort-VII 5021 JE—, FUU bk, 77D, A¥v>, AL—I® | Controller ROM Ver. 1.5.3
LEEFHEEREREETIL
ApeosPort-VII 4021 dE—, UV, 77D, AFv, ARL—ID
EEFHEHERERETI
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TOE #1% (TOE Overview)
TOE MF&%| (TOE Type)

A TOE (&, HHEA-NILIVP %y kD=0 (LAN) ABEfiehn . DE—H#RE. AFvUikae. TV MERE. O

POARE XEDRFEEL LiRE. 29— +9% MFD TH%,

1.3.2. TOE OfEREEEELF1)T118E

(Usage and Major Security Features of TOE)

______

4 AL ER )
‘\\ 29bD=0
S
1
Q —BREEISATUE ) !
A FUVB— 4 r
-Web 7594 : I74T ]
— iR FRE Y. i A=)l ]
Q YAFLEEE ) l /TOE N\
D47k - b-- -
Y51 J . .
EEE [ Yo . |
Mail 5—/)% = 1
\ A /
=3

= ———'a

@%&%ﬂ? /' 9 Q
—EFIRE AT
EIEE

1 TOE 0EFE T 3 ERIRE
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MFD (&, 774 70A—)UCL2 T, A 8RRV D =D b D BESNTZH #RA— NIV TP 2y bDO—D (LAN)A
ERchRECHERAINS,
Fe. 7D AERERIETIEE . ARBEFEERHEICERINS,

FIAEE. MFD O#ENRIR—RFBEIFMTY MOYATLEEEDS17 D Web T390

JUR— R34 NNEMR LT, MFD OFBEAREEEEF AT S,

MFD (&, FIRZEOHZRIXZCHK L, AE—, AFvUEE. TUV M A, TPDATHOERZE . XEVRE

tHS(O.':Ijb BEDHREZRT 5. cNODXEDHS ., BALVVERLLT B8, MFD (3, FIFAEZHA

FRAL S BIEAE. HEMRICE (X ET —APHEBEICH T 7D AR, MFD ADARL—JICRTF-BIES

NAHREFHRPIXET - INOESIE. LAN LOBIETHORE. EBEHICRELLLFIUTERERE

B&. MFD 0t F1) 71t aenF| REREE MFD RERICIREFT 25— 7. TOFIAEEE MFD 41 DEE

BY-1\MOEIAVVTTREF 1) T4 BEEREE. TSF 70— FE TSF F—ADT &M REE. TSF X

72— FPy7TL— FREOETI- FOEIEMREE. 777 ARRE LAN O BEtaE. AL —JICETES

NERFEGEROLEESHEEHEEE TS,

REEGEROLESHEREZFIATICLE., T I LEESHEFIINEBEBAL. AN -JDLEE

HEMEREZADLTILENDD,

ZK TOE ZHBM T 2R M. SMEREREEA T Vav e BMA VA M-IV BE(CED, FRREAHKEL T, KK

AREEESNEREREE Y IR— T BN, K TOE BRE CEIARARRIEDH EEHT 2.

)

-HRINVDAICE SA, —RFIREMERT IBEARBRVIAL EHEBEMERTIHARENR
VDAL HBM, K TOE TRIAMIVATHERBRYIADFIRERILELTIVS, L. A ST ATHEA
SNBTHERYIZ IV RFERBEABRRRYIAERET .

-FIAED, MFD (CEANIBA N —IT A AGR=ETINIFVVAARITIMAE) &I 510571
— Al LN,

1.3.3. TOE LSDN—RII7HEREY T I 7# AL (Required Non-TOE Hardware
and Software)

1 ITRTFARRICHEVT TOE (& MFD THY, TEED TOE USNDN—FIIPHLVYT b ?PH
#ETS,

(1) —R&FAZBIFATPUH
N—=FOI7ERAD PC THS.
TVIRDF4T7 0 RELTRIAT 35HA (& MFD [CHULTXXET ATV MEKREITIEH. PCILIZT
UUR—FIANEA VAT IRENDHD,
MFD @ Web #—/\t8e2FIAT 315 &S, PCICAVAR—ILEN TS Web F50H 2 RT3,
(2) YATLEEBEDFATUL
N—=FOI7ERAD PC THS.
TOE [CXULT TOE BRET—ANSEWPEE, J7—LIIPDEFHEITIHIC, Web TSOTFHLE
E3%,
(3) Mail =N\
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AFPUXERA—ITEIETBICE. Mail =1\ EERE S, \—FD17/0S (LA PC F=(34
—)I\THN, TLS TRESNT= SMTP JORILEYR— TS Mail Y —EREA VA M=ILTIRLEDRH
%o

(4) BEY-—N
MFD THAEUVEEBAINV MRETSEH., BEEY— )1\ EERS, \—Fo17/0S ([FRAD PC
FEH—=NTHD, MFD (FEZES—NOEXRICIGUT, HTTPS 7O IVER T, BEEY—-NICEF
AT EEATDEEETD.

A TOE OFHAITlE. LEEEDON—FII7HLUVVIMIIFELT. LT EFERAT S,

(D). Q)O—MEFAEDFAT I FeVATLERBEDZM47V 0 OS (& Windows 10 &, Web 757
#&ULT Microsoft Edge #{# A7 %,

(3)® Mail 4—/5lZ Postfix version 2.10.1 #FEHT 3,

(4)DEZEY—)\® OS [F Windows 10, OV ENH LOESTEREELT PowerShell Version 5.1
BERAT?, £, VATLEBENTIHVAIHK->TER 200 ENE UAD PowerShell 207 bz
HETIVENDHD.

(LIEBEVWT. ERATETIVA— M NEELT EOVIAMR T I B HIEROLT FA N —&EH
335,

BALEIF: "ART EX F54)3— (Microsoft® WHQL FREEEE K51 /5—)"

BALSMERIT: “64bit Windows Print Driver (PCL)”

-4 - Copyright® 2021 by Fuji Xerox Co., Ltd.
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1.4. TOE §&;t (TOE Description)
ARETIZ. TOE OFIAE®KE. TOE OREMEE . HLUYEMEREICOVTEERT S,
1.4.1. TOE BAEDFIAE®El (User Assumptions)
A STT.TOEICHULTEETSFAEREIZ Table 1 [CEE#hT 3,
Table 1 FIAHE%&E

B FIRET 55 EE
U.NORMAL —HRFIRE BAISN. SREESNFIRET, EEERE
ERIBVFIAE
U.ADMIN EEE BAISN ., RSN RETEEAREE
HOMME

(TOE M=E# T3, Key Operator £ SA &
LWOREINHD., X ST £ TE U.ADMIN &L
THHIFEND, )

1.4.2. TOE Oiw¥EMEF (Logical Boundary of the TOE)

2 (C TOE OmBEME R ESL R TS,
MIBMEFEL ORSNHAEDSIS ., THRBLDHEIEAKEE. TROVOKAELR 1T AEE
X

-5- Copyright® 2021 by Fuji Xerox Co., Ltd.
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b g FH El
TOE
#8u7 EREIE Tk
7 e ~
ABBEE S > POLABIE AFvy -
VATLEEE
TSk JE—
PSTNI7DA-Ry b TR - > ;ﬁ@ﬁ?
O—DRID5 B “FUE— KA
Mail ¥— /% ) XEOBRIE +Web 7597
BEEY-—N " =EE0ER EOHL
AbL=VOEEE EE#EEE VATLEBRE
£ < "\ DI4TFVb
— -Web 750
X1V T1EE
X1V T1ERE
A=Y
FAE @ XE B TOE
HXE | TN [0 B
F—B T4 T3

2 TOE DmI2aIE Ak

1.4.2.1. TOE MR IIEAREE (Basic Functions)

(1) FUub: —BABEBIFAT7VIDTIVA—RANDOEONZBEFXEEZ(TIS., . B1E
RRIVDODIETRICHEN, ZITE-ZBFXEE/N- FIE-FRXAEHT S,

(2) AFvy: BENSRIDLOIETRICHED, AFvF—LEON-FIE-XBZHHAH . EFHAA
KT,
A TOE Tld, AX v UHBEICIN TSN EFXEICH L. Mail -/ INE2HEE. XENDR
FEMOH U BEICINBE BRI AICREF T S HAENFET B,

(3) JE—: BESRIDLDIERICHELD, AFvF—LEON-FIE-XEEHT S,

(4) PSTN 77025 : #BESRIVDODIERICHED. AF v —LORTEEFRHAH | 24 PSTN
T7HATORVERVT PSTN #2H T PSTN 770 AN ENEIET S,

-6 - Copyright® 2021 by Fuji Xerox Co., Ltd.
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(5) PSTN 770A%{8: PSTN fZHTHEMBEFHNOEONLIFIVIIXETHEZEL. XE
DERFERDE UBREICED. FrE DFBRINYDANEINT B,

(6) XEMRFEMOILEL: EFXEETHRRVIACREFL. BERIDLDIETR, FlE—ARF
REDIATV M oDIERICEIE, RESNLEFXEICHLT, UTOLIBIRFERTREET S
HWEETHD,

A TOE Tl BRRVIACREFINIEFXEMR . AFvIUHBECI TAFvUSNIZBFX
E.PSTN J7DAREHEEICIHTRIELETFIVIUXET-IOVTNATHS.

MR B4R SRV DDIERICED . BRRVIACRESNEEFXEEZTIV M.

OB —RFAEIFM7Y oD RICED, —RFIAEDSA 7Y MEDET,

HIBR: 1B24E1 RV —RFIAFEDSM 7Y M oDIERICED RESNZEFXEZHIRT S,

1.4.2.2. TOEHWR#ETEIF1YUT1H8E (Security Functions)
1.4.2.1 DEKREEEEZIETERH, TOE [E. L TOEF 1T H4EEHIRILET S,

(1) FHAIERE
FIFAEDH AR . RUHERT 5. MFD O#EEN ., EEB(CL - THERM SSNEFIAEDH(C
PDEARRECTHB_EZRIET %, FIFHEDRANEFRELE . PO AFIEEEBRERIIDRMNELTH
FIASN. EX1)T(EESBRE MFD OFERAEHEOF AECAEM TS LTOXIRICLES, #
R EEREEE. MFD [C£->TETEND,
PRELER1TRE . B U CEREE AR LG & . BRI ITE=Z(HT (1<%,
A TOE 2RI & M(E. SAEBEREEA T Va3V Z BMA VA M—ILT B EICED., BEEARELT, K
AREBELESV EREREE 2 R — R BN, R TOE R E ClEARAZILDH &EEHAT S,

(2) 7D AwHE
POLAKIEIG, XEPXENEICEET SFR. CF1UTBET AN, BULB YO AERER
DHRABDHICPILARRETHIEEIRIET .

(3) TAEE1E
T—AMEE1Eld. TOE AEBICREFETEITAPBEET K LT HWBENTRERAVATI—AD
7’3127\'6'%%%\:&’&1%?&3'50
- RUD—CED. TS ENR M-SR AT REB T IEERMEA N —IT M A LOXERUBEDY
AT LIERERELLD, COLOLET A AN MFD hofRESNENTBRIHEEIC. COLOBT—I%RE
FBHEHICERAINS,
- TAREEEDA M. BEEMICERRINLES 7TV LOERICENRIEEINS,

(4) SEEEE
NEBRYII—DEICEETIXET A, VaER. X171 BEEODIT ALV TOE BRET—4
EVWOTZBIET—HZRET D,
—iRBERE S BIET/O PV (TLS/HTTPS, TLS)ICH ST %,

(5) tFI)T(EHE
VATLEBEHEEVTEMNSLURISNEFAZOH N, BENRVFLRIATLEBEDIATU
ho, TOE DEF1UT1#REICRET 3R EDS BB LU L EZAREICT B,

(6) EXIVT1EE
WD, EEN, EDIIBERZITOIENEIVNBRPEERBAAY MHIZATESPHERERE. 1-Y—1&

-7 - Copyright® 2021 by Fuji Xerox Co., Ltd.
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ERE)E, EF1)TABEEOT T AELTEERY — ) \NEE SN R ESNS, tX1)TEEDT T4
B S HTTPS JORVICSL-THESEEN S,
Fz. EEATT-A0REEIX TOE AEICLBRSN. YATLEBBEL CGHAIFREISNLEFIAED
VAT LEBEDFMT D Web T30t 00— RFBIENTES,

(7) BIEEER
MFD ADI7—LOI7D7Y7T—ME Py7T— bOBERARTCY T M7 DEIE 4RI T B72h(C1R
FESN 3. Fc MFD (3, EDERN R A Re G fEF (LD P BTSNV CEEREET 372, BE T
AMERITT S,

(8) PSTN J77D2A-%y+I—DREID5 B
MFD (&, PSTN 77D A-2y hD =D D5 BECREL ., PSTN 770AET Lh' PSTN & LAN DT —
8TV IERERT BIHIEZBVCEZRIET S,

(9) APL—YDEEEEE
AE—. TV EBLUFAF v U FOBKEEDENMER . REIA N —VICBESNLEFIRFHOXET 4
DEEEHEET,

1.4.3. TOE 0#E#EEE (Physical Boundary of the TOE)

TOE 0¥EHGIR AL MFD HR 2K THS, 71 ZIvFNTLF1UTALLEBERDZT a0 d7 RF
VlE. TOE [C&E &3, Table 2 i Table 4 [C TOE Z#8R Y ¥V R—2% Y MEEEH T 3,

MFD KRS, EER . BAE SRIVCR TSNS HEIE R EBERIVIC L THAISN S,

Table 2 TOE Z# k¥ 3 ¥IRHIVR—2RY F(MFD A{K)

T ¥V N=vay = BLfT A%

BA ApeosPort-VII 5022 JF—. | Controller ROM | M FUERXDT7—L | BLZ(FEL
IV TPOA AFvU, ARL— | Ver.1.5.3 D17 EHHANIZN-
JDLEEEHEMERETETI RHT7?

BAZALIS | ApeosPort-VII 4021 JE—. | Controller ROM | MM FURHKDT7—L | B#Z(FEL
FUVR. TPDA AF v ARL— | Ver. 1.5.3 DIV A ANTEN-
JDLEEEHEMERETETI RHT7?

BAZALS | ApeosPort-VII 5021 JE—. | Controller ROM | MM FURHKDT7—L | B#Z(FEL
FUV. TPDA AF v ARL— | Ver. 1.5.3 DIV HANTEN—
JDEEEHEMEREETI ko1 7

A TOE OBAH VAL, Table 3, Table 4 (TR &N, BAFEREEFZRAHN, BARLERITIEB ARG
iR, BARLSME@EIFEEERAFIAECRASNS,

Table 3 TOE Z#r Y 3 ¥WEHIAVR—2 Y (B ARFBRIIHVR)

REES i Beft AR HAHY 24 NyYafE
ME8788J1-1 | HTML 774 | IRih=(FEL | ApeosPort-VII 5022 -
7 1-Y-XHAF
-8 - Copyright® 2021 by Fuji Xerox Co., Ltd.
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ME8793]1- PDF 274JL | Web B2f¥ ApeosPort-VII 5022 d1f613c53ab371a5f
120210112 TX1)TAEEER R AR 743451087a541548
14034babb3da66c5
90512f1c69c¢7580
Table 4 TOE Z#E T 3BTV R—R Y MEEBRAIHAVAR)
RERS ek Beft A A3V A% NwafE
ME8791E2-1 | PDF 771)l | B2 (HEL ApeosPort-VII 5021 | —
ApeosPort-VII 4021
User Guide
ME8794E2- PDF 774)l | Web E&{t ApeosPort-VII 5021 | 401a4b4bf3clbld5b
120210112 ApeosPort-VII 4021 | 0c820c38f798a0a4c
Security Function 1151542d411c29f93
Supplementary 0504947f0039e

Guide

Copyright® 2021 by Fuji Xerox Co., Ltd.




2. 1.

2.2.

Fuji Xerox VII 5022/5021/4021 t¥a1)743—-45'vt

#4& F3k (Conformance Claim)

CC#& X3k (CC Conformance Claim)

A STHLU TOE O CCEE EIRIE, ULTDESNTHD,
STETOE @A EERT S CCDN—-Yay:

Common Criteria for Information Technology Security Evaluation

Part 1: Introduction and general model (April 2017 Version 3.1 Revision 5)
Part 2: Security functional components (April 2017 Version 3.1 Revision 5)
Part 3: Security assurance components (April 2017 Version 3.1 Revision 5)

CC Part2 extended
CC Part3 conformant

PP 3k, /\ws—3JE5R (PP claim, Package Claim)

2.2.1. PP xsk (PP Claim)

AR ST (&, Ti2 HCD-PP AOZLEESEERT D,

"4 bJL: Protection Profile for Hardcopy Devices
NN—33v: 1.0 dated September 10, 2015
Errata: Protection Profile for Hardcopy Devices - v1.0 Errata #1, June 2017

2.2.2. I\wr—IZEsk (Package Claim)

A STHLUVTOE &, /Wr—JBREERLEL,

2.2.3. #EEIRH (Conformance Rational)

A STHLU TOE (&, PP HERTIEHEHELTLVD,

PP A ERTILUTOEHEEEEL. PP DEXRENExact Conformancel Thd, TNz, TOE i
AlE PPE—EBLTLVS,

Required Uses

Printing, Scanning, Copying, Network communications, Administration
Conditionally Mandatory Uses

PSTN faxing, Storage and retrieval, Field-Replaceable Nonvolatile Storage.
Optional Uses

Internal Audit Log Storage, Image Overwrite
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tX1UT1EEEESE (Security Problem Definition)

ARETE., BE. ot 1UT1H 8. FHREHIOVTEER TS,
3.1. &R (Threats)
3.1.1. TOE & (Assets Protected by TOE)

A TOE WMRETIEERLUTOERITHS,

Table 5 Assets for User Data

Designation

User Data type

Definition

D.USER.DOC User Document Data Information contained in a User’s
Document, in electronic or hardcopy
form

D.USER.JOB User Job Data Information related to a User’s

Document or Document Processing
Job

Table 6 Assets for TSF Data

Designation

TSF Data type

Definition

D.TSF.PROT

Protected TSF Data

TSF Data for which alteration by a
User who is neither the data owner
nor in an Administrator role might
affect the security of the TOE, but
for which disclosure is acceptable

D.TSF.CONF

Confidential TSF Data

TSF Data for which either disclosure
or alteration by a User who is
neither the data owner nor in an
Administrator role might affect the
security of the TOE

3.1.2. &R (Threats)
A TOE [T BEBE. Table 7 [CEE#h T B,

Table 7 Threats

Designation

Definition

CESS

T.UNAUTHORIZED_AC

An attacker may access (read, modify, or delete) User
Document Data or change (modify or delete) User Job
Data in the TOE through one of the TOE’s interfaces.

T.TSF_COMPROMISE

An attacker may gain Unauthorized Access to TSF

- 11 -

Copyright® 2021 by Fuji Xerox Co., Ltd.




Fuji Xerox VII 5022/5021/4021 t¥a1)743—-45'vt

Data in the TOE through one of the TOE’s interfaces.

T.TSF_FAILURE

A malfunction of the TSF may cause loss of security if
the TOE is permitted to operate.

T.UNAUTHORIZED_U
PDATE

An attacker may cause the installation of unauthorized
software on the TOE.

T.NET_COMPROMISE

An attacker may access data in transit or otherwise
compromise the security of the TOE by monitoring or
manipulating network communication.

3. 2.

HEnt+a1)T1548t (Organizational Security Policies)

AR TOE HlESF LB N0 RO X1 T4 8tZ Table 8 (CEEiR T %,

Table 8 Organizational Security Policies

Designation

Definition

P.AUTHORIZATION

Users must be authorized before performing
Document Processing and administrative functions.

P.AUDIT

Security-relevant activities must be audited and the
log of such actions must be protected and transmitted
to an External IT Entity.

P.COMMS_PROTECTI
ON

The TOE must be able to identify itself to other
devices on the LAN.

P.STORAGE_ENCRYPT
ION

(conditionally
mandatory)

If the TOE stores User Document Data or Confidential
TSF Data on Field-Replaceable Nonvolatile Storage
Devices, it will encrypt such data on those devices.

P.KEY_MATERIAL
(conditionally

Cleartext keys, submasks, random numbers, or any
other values that contribute to the creation of

mandatory) encryption keys for Field-Replaceable Nonvolatile
Storage of User Document Data or Confidential TSF
Data must be protected from unauthorized access and
must not be stored on that storage device.
P.FAX_FLOW If the TOE provides a PSTN fax function, it will ensure
(conditionally separation between the PSTN fax line and the LAN.
mandatory)

P.IMAGE_OVERWRIT
E
(optional)

Upon completion or cancellation of a Document
Processing job, the TOE shall overwrite residual image
data from its Field-Replaceable Nonvolatile Storage
Devices.
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3.3. HIREMH (Assumptions)
K TOE OEE. :ER. bLUFIAICET R E 4 Z. Table9 ([CRE T 5,

Table 9 Assumptions

Designation Definition
A.PHYSICAL Physical security, commensurate with the value of the
TOE and the data it stores or processes, is assumed to
be provided by the environment.
A.NETWORK The Operational Environment is assumed to protect
the TOE from direct, public access to its LAN interface.
A.TRUSTED_ADMIN TOE Administrators are trusted to administer the TOE
according to site security policies.
A.TRAINED_USERS Authorized Users are trained to use the TOE according
to site security policies.
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tFa)T4xtEKAE (Security Objectives)

AETE. ERREOEF YT RARAHICOVVTERT B,
ERBREMEF1)T1x %K E% Table 10 (CEEHT S,

Table 10 ERIRHEQTF1) T4 3 KA &

Designation Definition
OE.PHYSICAL_PROTE | The Operational Environment shall provide physical
CTION security, commensurate with the value of the TOE and

the data it stores or processes.

OE.NETWORK_PROTE | The Operational Environment shall provide network

CTION security to protect the TOE from direct, public access
to its LAN interface.
OE.ADMIN_TRUST The TOE Owner shall establish trust that

Administrators will not use their privileges for
malicious purposes.

OE.USER_TRAINING The TOE Owner shall ensure that Users are aware of
site security policies and have the competence to
follow them.

OE.ADMIN_TRAINING | The TOE Owner shall ensure that Administrators are
aware of site security policies and have the
competence to use manufacturer’s guidance to
correctly configure the TOE and protect passwords and
keys accordingly.
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YRsRIVIR—2V b EZE (Extended Components Definition)
COEDYRRIVIR—2RY ME, HCD-PP TEERINZLDTHB,

TR REEH TR
1. Class FAU: Security Audit

FAU_STG_EXT Extended: External Audit Trail Storage
Family Behavior:
This family defines requirements for the TSF to ensure that secure transmission of

audit data from TOE to an External IT Entity.

Component leveling:

FAU STG EXT.1 Extended: External Audit Trail Storage 1

FAU_STG_EXT.1 External Audit Trail Storage requires the TSF to use a trusted
channel implementing a secure protocol.

Management:
The following actions could be considered for the management functions in FMT:
e The TSF shall have the ability to configure the cryptographic functionality.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FAU_STG_EXT.1 Protected Audit Trail Storage
Hierarchical to: No other components.
Dependencies: FAU_GEN.1 Audit data generation,

FTP_ITC.1 Inter-TSF trusted channel

FAU_STG_EXT.1.1 The TSF shall be able to transmit the generated audit data to
an External IT Entity using a trusted channel according to FTP_ITC.1.

Rationale:

The TSF is required that the transmission of generated audit data to an External IT
Entity which relies on a non-TOE audit server for storage and review of audit
records. The storage of these audit records and the ability to allow the
administrator to review these audit records is provided by the Operational
Environment in that case. The Common Criteria does not provide a suitable SFR
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for the transmission of audit data to an External IT Entity.

This extended component protects the audit records, and it is therefore placed in
the FAU class with a single component.

5.1.2. Class FCS: Cryptographic Support
FCS_CKM_EXT Extended: Cryptographic Key Management
Family Behavior:
This family addresses the management aspects of cryptographic keys. Especially,

this extended component is intended for cryptographic key destruction.

Component leveling:

FCS CKM EXT.4 Extended: Cryptographic Key Material 4

FCS_CKM_EXT.4 Cryptographic Key Material Destruction ensures not only keys
but also key materials that are no longer needed are destroyed by using an
approved method.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FCS_CKM_EXT.4 Cryptographic Key Material Destruction
Hierarchical to: No other components.
Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction

FCS_CKM_EXT.4.1 The TSF shall destroy all plaintext secret and private
cryptographic keys and cryptographic critical security parameters when no longer

needed.

Rationale:
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Cryptographic Key Material Destruction is to ensure the keys and key materials
that are no longer needed are destroyed by using an approved method, and the
Common Criteria does not provide a suitable SFR for the Cryptographic Key
Material Destruction.

This extended component protects the cryptographic key and key materials
against exposure, and it is therefore placed in the FCS class with a single
component.

FCS_HTTPS_EXT Extended: HTTPS selected

Family Behavior:

Components in this family define requirements for protecting remote management
sessions between the TOE and a Security Administrator. This family describes

how HTTPS will be implemented. This is a new family defined for the FCS Class.

Component leveling:

FCS_HTTPS_EXT.1 Extended: HTTPS selected 1

FCS_HTTPS_EXT.1 HTTPS selected, requires that HTTPS be implemented
according to RFC 2818 and supports TLS.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e Failure of HTTPS session establishment

FCS_HTTPS_EXT.1 HTTPS selected
Hierarchical to: No other components.

Dependencies: No dependencies.

FCS_HTTPS_EXT.1.1 The TSF shall implement the HTTPS protocol that complies
with RFC 2818.

FCS_HTTPS_EXT.1.2 The TSF shall implement HTTPS using TLS as specified in
FCS_HTTPS_EXT.1.

Rationale:
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HTTPS is one of the secure communication protocols, and the Common Criteria
does not provide a suitable SFR for the communication protocols using
cryptographic algorithms.

This extended component protects the communication data using cryptographic
algorithms, and it is therefore placed in the FCS class with a single component.

FCS_KYC_EXT Extended: Cryptographic Operation (Key Chaining)
Family Behavior:
This family provides the specification to be used for using multiple layers of

encryption keys to ultimately secure the protected data encrypted on the storage.

Component leveling:

FCS KYC EXT.1 Extended: Key Chaining 1

FCS_KYC_EXT.1 Key Chaining, requires the TSF to maintain a key chain and
specifies the characteristics of that chain.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FCS_KYC_EXT.1 Key Chaining
Hierarchical to: No other components.
Dependencies: [FCS_COP.1(e) Cryptographic operation (Key
Wrapping),

FCS_SMC_EXT.1 Extended: Submask Combining,
FCS_COP.1(i) Cryptographic operation (Key Transport),
FCS_KDF_EXT.1 Cryptographic Operation (Key
Derivation), and/or

FCS_COP.1(f) Cryptographic operation (Key
Encryption)].

FCS_KYC_EXT.1.1 The TSF shall maintain a key chain of: [selection: one, using

a submask as the BEVor DEK; intermediate keys originating from one or more
submask(s) to the BEV or DEK using the following method(s): [selection: key
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wrapping as specified in FCS_COP.1(e), key combining as specified in
FCS_SMC_EXT.1, key encryption as specified in FCS_COP.1(f), key derivation as
specified in FCS_KDF_EXT.1, key transport as specified in FCS_COP.1(i)]] while
maintaining an effective strength of [selection: 128 bits, 256 bits].

Rationale:

Key Chaining ensures that the TSF maintains the key chain, and also specifies the
characteristics of that chain. However, the Common Criteria does not provide a
suitable SFR for the management of multiple layers of encryption key to protect
encrypted data.

This extended component protects the TSF data using cryptographic algorithms,
and it is therefore placed in the FCS class with a single component.

FCS_RBG_EXT Extended: Cryptographic Operation (Random Bit
Generation)

Family Behavior:

This family defines requirements for random bit generation to ensure that it is
performed in accordance with selected standards and seeded by an entropy
source.

Component leveling:

FCS RBG_EXT.1 Extended: Random Bit Generation 1

FCS_RBG_EXT.1 Random Bit Generation requires random bit generation to be
performed in accordance with selected standards and seeded by an entropy
source.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FCS_RBG_EXT.1 Random Bit Generation
Hierarchical to: No other components.
Dependencies: No dependencies.
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FCS_RBG_EXT.1.1 The TSF shall perform all deterministic random bit generation
services in accordance with [selection: ISO/IEC 18031:2011, NIST SP 800-90A]
using [selection: Hash_DRBG (any), HMAC_DRBG (any), CTR_DRBG (AES)].

FCS_RBG_EXT.1.2 The deterministic RBG shall be seeded by an entropy source
that accumulates entropy from [selection: [assignment: number of software-
based sources] software-based noise source(s), [assignment: number of
hardware-based sources] hardware-based noise source(s)] with a minimum of
[selection: 128 bits, 256 bits] of entropy at least equal to the greatest security
strength, according to ISO/IEC 18031:2011 Table C.1 “Security strength table for
hash functions”, of the keys and hashes that it will generate.

Rationale:

Random bits/number will be used by the SFRs for key generation and destruction,
and the Common Criteria does not provide a suitable SFR for the random bit
generation.

This extended component ensures the strength of encryption keys, and it is
therefore placed in the FCS class with a single component.

FCS_TLS_EXT Extended: TLS selected
Family Behavior:
This family addresses the ability for a server and/or a client to use TLS to protect

data between a client and the server using the TLS protocol.

Component leveling:

FCS TLS EXT.1 Extended: TLS selected 1

FCS_TLS_EXT.1 TLS selected, requires the TLS protocol implemented as
specified.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

o Failure of TLS session establishment

FCS_TLS_EXT.1 Extended: TLS selected
Hierarchical to: No other components.
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Dependencies: FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)

FCS_COP.1(b) Cryptographic Operation (for signhature

generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash
Algorithm)

FCS_COP.1(g) Cryptographic Operation (for keyed-hash

message authentication)

FCS_RBG_EXT.1 Extended: Cryptographic Operation

(Random Bit Generation)

FCS_TLS_EXT.1.1 The TSF shall implement one or more of the following
protocols [selection: TLS 1.0 (RFC 2246), TLS 1.1 (RFC 4346), TLS 1.2 (RFC
5246)] supporting the following ciphersuites:

Mandatory Ciphersuites:
TLS_RSA_WITH_AES_128_CBC_SHA

Optional Ciphersuites:

[selection:

None

TLS_RSA_WITH_AES_256_CBC_SHA
TLS_DHE_RSA _WITH_AES_ 128 CBC_SHA
TLS_DHE_RSA_WITH_AES _256_CBC_SHA
TLS_RSA_WITH_AES_128 CBC _SHA256
TLS_RSA_WITH_AES_256_CBC_ SHA256
TLS_DHE_RSA WITH_AES 128 CBC_SHA256
TLS_DHE_RSA WITH_AES _256_CBC_SHA256
TLS_ECDHE RSA WITH_AES_128 CBC_SHA
TLS_ECDHE _RSA WITH_AES_256 CBC_SHA
TLS_ECDHE _ECDSA_WITH_AES_128 CBC_SHA
TLS _ECDHE_ECDSA _WITH_AES_256 _CBC_SHA
TLS ECDHE_RSA WITH_AES 128 CBC _SHA256
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384
TLS ECDHE_RSA WITH_AES 128 GCM_SHA256
TLS_ECDHE _RSA _WITH_AES_256_GCM_SHA384
TLS_ECDHE_ECDSA_WITH_AES_128 GCM_SHA256
TLS_ECDHE _ECDSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA256
TLS_ECDHE _ECDSA_WITH_AES_256_CBC_SHA384
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Rationale:

TLS is one of the secure communication protocols, and the Common Criteria does
not provide a suitable SFR for the communication protocols using cryptographic
algorithms.

This extended component protects the communication data using cryptographic
algorithms, and it is therefore placed in the FCS class with a single component.

5.1.3. Class FDP: User Data Protection
FDP_DSK_EXT Extended: Protection of Data on Disk
Family Behavior:
This family is to mandate the encryption of all protected data written to the

storage.

Component leveling:

FDP DSK EXT.1 Extended: Protection of Data on Disk 1

FDP_DSK_EXT.1 Extended: Protection of Data on Disk, requires the TSF to
encrypt all the Confidential TSF and User Data stored on the Field-Replaceable
Nonvolatile Storage Devices in order to avoid storing these data in plaintext on the
devices.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FDP_DSK_EXT.1 Protection of Data on Disk

Hierarchical to: No other components.
Dependencies: FCS_COP.1(d) Cryptographic operation (AES Data
Encryption/Decryption)

FDP_DSK_EXT.1.1 The TSF shall [selection: perform encryption in accordance
with FCS_COP.1(d), use a self-encrypting Field-Replaceable Nonvolatile Storage
Device that is separately CC certified to conform to the FDE EE cPP] such that any

- 22 - Copyright® 2021 by Fuji Xerox Co., Ltd.



Fuji Xerox VII 5022/5021/4021 t¥a1)743—-45'vt

Field- Replaceable Nonvolatile Storage Device contains no plaintext User
Document Data and no plaintext confidential TSF Data.

FDP_DSK_EXT.1.2 The TSF shall encrypt all protected data without user
intervention.

Rationale:

Extended: Protection of Data on Disk is to specify that encryption of any
confidential data without user intervention, and the Common Criteria does not
provide a suitable SFR for the Protection of Data on Disk.

This extended component protects the Data on Disk, and it is therefore placed in
the FDP class with a single component.

FDP_FXS_EXT Extended: Fax Separation
Family Behavior:
This family addresses the requirements for separation between Fax PSTN line and

the LAN to which TOE is connected.

Component leveling:

FDP FXS EXT.1 Extended: Fax Separation 1

FDP_FXS_EXT.1 Fax Separation, requires the fax interface cannot be used to
create a network bridge between a PSTN and a LAN to which TOE is connected.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FDP_FXS_EXT.1 Fax separation
Hierarchical to: No other components.
Dependencies: No dependencies.

FDP_FXS_EXT.1.1 The TSF shall prohibit communication via the fax interface,
except transmitting or receiving User Data using fax protocols.

Rationale:
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Fax Separation is to protect a LAN against attack from PSTN line, and the
Common Criteria does not provide a suitable SFR for the Protection of TSF or User
Data.

This extended component protects the TSF Data or User Data, and it is therefore
placed in the FDP class with a single component.

5.1.4. Class FIA: Identification and Authentication
FIA_PMG_EXT Extended: Password Management
Family Behavior:
This family defines requirements for the attributes of passwords used by

administrative users to ensure that strong passwords and passphrases can be
chosen and maintained.

Component leveling:

FIA PMG EXT.1 Extended: Password Management 1

FIA_PMG _EXT.1 Password management requires the TSF to support passwords
with varying composition requirements, minimum lengths, maximum lifetime, and
similarity constraints.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FIA_PMG _EXT.1 Password management
Hierarchical to: No other components.
Dependencies: No dependencies.

FIA_PMG _EXT.1.1 The TSF shall provide the following password management
capabilities for User passwords:
Passwords shall be able to be composed of any combination of upper and lower

“I 7N ”
L4 /

case letters, numbers, and the following special characters: [selection:
T ONET "0, AT N&” MR NN M) [assignment: other characters]];
Minimum password length shall be settable by an Administrator, and have the
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capability to require passwords of 15 characters or greater.

Rationale:

Password Management is to ensure the strong authentication between the
endpoints of communication, and the Common Criteria does not provide a suitable
SFR for the Password Management.

This extended component protects the TOE by means of password management,
and it is therefore placed in the FIA class with a single component.

5.1.5. Class FPT: Protection of the TSF

FPT_KYP_EXT Extended: Protection of Key and Key Material
Family Behavior:
This family addresses the requirements for keys and key materials to be protected

if and when written to nonvolatile storage.

Component leveling:

FPT KYP EXT.1 Extended: Protection of key and key material 1

FPT_KYP_EXT.1 Extended: Protection of key and key material, requires the TSF to
ensure that no plaintext key or key materials are written to nonvolatile storage.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FPT_KYP_EXT.1 Protection of Key and Key Material
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_KYP_EXT.1.1 The TSF shall not store plaintext keys that are part of the
keychain specified by FCS_KYC_EXT.1 in any Field-Replaceable Nonvolatile Storage
Device, and not store any such plaintext key on a device that uses the key for its
encryption.
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Rationale:

Protection of Key and Key Material is to ensure that no plaintext key or key
material are written to nonvolatile storage, and the Common Criteria does not
provide a suitable SFR for the protection of key and key material.

This extended component protects the TSF data, and it is therefore placed in the
FPT class with a single component.

FPT_SKP_EXT Extended: Protection of TSF Data
Family Behavior:
This family addresses the requirements for managing and protecting the TSF data,

such as cryptographic keys. This is a new family modelled as the FPT Class.

Component leveling:

FPT SKP EXT.1 Extended: Protection of TSF Data 1

FPT_SKP_EXT.1 Protection of TSF Data (for reading all symmetric keys),
requires preventing symmetric keys from being read by any user or subject. It is
the only component of this family.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FPT_SKP_EXT.1 Protection of TSF Data
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_SKP_EXT.1.1 The TSF shall prevent reading of all pre-shared keys,
symmetric keys, and private keys.

Rationale:

Protection of TSF Data is to ensure the pre-shared keys, symmetric keys and
private keys are protected securely, and the Common Criteria does not provide a
suitable SFR for the protection of such TSF data.

This extended component protects the TOE by means of strong authentication
using Pre- shared Key, and it is therefore placed in the FPT class with a single
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component.

FPT_TST_EXT Extended: TSF testing

Family Behavior:

This family addresses the requirements for self-testing the TSF for selected correct

operation.

Component leveling:

FPT TST EXT.1 Extended: TSF testing 1

FPT_TST_EXT.1 TSF testing requires a suite of self-testing to be run during initial
start-up in order to demonstrate correct operation of the TSF.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FPT_TST_EXT.1 TSF testing
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_TST_EXT.1.1 The TSF shall run a suite of self-tests during initial start-up
(and power on) to demonstrate the correct operation of the TSF.

Rationale:

TSF testing is to ensure the TSF can be operated correctly, and the Common
Criteria does not provide a suitable SFR for the TSF testing. In particular, there is
no SFR defined for TSF testing.

This extended component protects the TOE, and it is therefore placed in the FPT
class with a single component.

FPT_TUD_EXT Extended: Trusted Update
Family Behavior:

This family defines requirements for the TSF to ensure that only administrators
can update the TOE firmware/software, and that such firmware/software is
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authentic.

Component leveling:

FPT TUD EXT.1 Extended: Trusted Update 1
FPT_TUD_EXT.1 Trusted Update, ensures authenticity and access control for
updates.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FPT_TUD_EXT.1 Trusted Update
Hierarchical to: No other components.
Dependencies: [FCS_COP.1(b) Cryptographic Operation (for signature

generation/verification), or
FCS_COP.1(c) Cryptographic operation (Hash
Algorithm)].

FPT_TUD_EXT.1.1 The TSF shall provide authorized administrators the ability to
query the current version of the TOE firmware/software.

FPT_TUD_EXT.1.2 The TSF shall provide authorized administrators the ability to
initiate updates to TOE firmware/software.

FPT_TUD_EXT.1.3 The TSF shall provide a means to verify firmware/software
updates to the TOE using a digital signature mechanism and [selection: published
hash, no other functions] prior to installing those updates.

Rationale:

Firmware/software is a form of TSF Data, and the Common Criteria does not
provide a suitable SFR for the management of firmware/software. In particular,
there is no SFR defined for importing TSF Data.

This extended component protects the TOE, and it is therefore placed in the FPT
class with a single component.
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PX1UT4EH (Security Requirements)

AETE, tFa )T ES. tF1 )T RAEZEHS LT T ZEHRIUCONTEERT B,
BH. AETHATSAENERLLUTOEENTHS,

e
iN—JL FEKIZ, HCD-PP TR FLIFEFFMIL SN SFR O A ERL, JEV DA TIZN—-F 2 DK
k0 SFR EEFZIFHERIVIR—2Y FERICEELTNS.
=N F18Y)0 023 . HCD-PP TR FSEF ML SNz SFR 0# R Z, KeFaUT43—TvMIH
WOERSN., M0/ FEFFTEMRSNT SFR ADTXANERT,
PIRA=F4A2ER—IV FEEKICEKORD A=W F15 )y 0& 72— 71> E#1E . HCD-PP TFERMEN
Tz SFR O& 53 &. REF1UTAA-TYMIBVTEFMIESN T SFR ROTF AL ETRT,
1EYyOE RS KeF1)T48-TYMIBWGERSN  hD/ FIFTERSNTE SFR ADTFAMETR
RS

(E. XEFIUTI3-DYMIBNT, BIRSNGH-%Z SFR ROTFANERT
18YwD & P =54 2 REF1UTAR—HYMIBVTEIDM FoNz SFR ROTFAMETRT

ENRLO(a). (b)IE PP TERINTLSED, SHICEMRTHAE(al). (a2)DLIICLTLVD,

tXa1UTH#EEEH (Security Functional Requirements)
A TOE MR T2 EF1) T/ HEEEHZLUTICEERT D,

6.2.1. Class FAU: Security Audit

FAU_GEN.1 Audit data generation
(for O.AUDIT)

Hierarchical to: No other components.
Dependencies: FPT_STM.1 Reliable time stamps
FAU GEN.1.1 The TSF shall be able to generate an audit record of the

following auditable events:

a) Start-up and shutdown of the audit functions;

b) All auditable events for the not specified level of
audit; and

c) All auditable events specified in Table 11,
[assignment: no other auditable events].

FAU_GEN.1.2 The TSF shall record within each audit record at least
the following information:
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a) Date and time of the event, type of event, subject
identity (if applicable), and the outcome (success or
failure) of the event; and

b) For each audit event type, based on the auditable
event definitions of the functional components included
in the PP/ST, additional information specified in
Table 11, [assignment: no other relevant information].

Table 11 Auditable Events

Auditable Events

Relevant SFR Additional

Information

Job completion FDP_ACF.1 Type of job
Unsuccessful User authentication | FIA_UAU.1 None
Unsuccessful User identification FIA_UID.1 None
Use of management functions FMT_SMF.1 None

Modification to the group of Users | FMT_SMR.1 None
that are part of a role

Changes to the time

FPT_STM.1 None

Failure to establish session

FTP_ITC.1, Reason for
FTP_TRP.1(a), failure
FTP_TRP.1(b)

FAU_GEN.2

Hierarchical to:
Dependencies:

FAU_GEN.2.1

FAU_SAR.1

Hierarchical to:
Dependencies:

FAU_SAR.1.1

User identity association
(for O.AUDIT)

No other components.
FAU_GEN.1 Audit data generation
FIA_UID.1 Timing of identification

For audit events resulting from actions of identified
users, the TSF shall be able to associate each auditable
event with the identity of the user that caused the

event.

Audit review
(for O.AUDIT)

No other components.
FAU_GEN.1 Audit data generation

The TSF shall provide [assignment: U.ADMIN] with the
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FAU_SAR.1.2

FAU_SAR.2

Hierarchical to:
Dependencies:

FAU_SAR.2.1

FAU_STG.1

Hierarchical to:
Dependencies:

FAU_STG.1.1

FAU_STG.1.2

FAU_STG.4

Hierarchical to:
Dependencies:

FAU_STG.4.1

FAU_STG_EXT.1

capability to read all records from the audit records.

The TSF shall provide the audit records in a manner
suitable for the user to interpret the information.

Restricted audit review
(for O.AUDIT)

No other components.
FAU_SAR.1 Audit review

The TSF shall prohibit all users read access to the audit
records, except those users that have been granted
explicit read-access.

Protected audit trail storage
(for O.AUDIT)

No other components.
FAU_GEN.1 Audit data generation

The TSF shall protect the stored audit records in the
audit trail from unauthorised deletion.

The TSF shall be able to prevent unauthorised
modifications to the stored audit records in the audit
trail.

Prevention of audit data loss
(for O.AUDIT)

FAU_STG.3 Action in case of possible audit data loss
FAU_STG.1 Protected audit trail storage

Refinement: The TSF shall [selection, choose one of:

“overwrite the oldest stored audit

records’] and [assignment: no other actions to be
taken] if the audit trail is full.

Extended: External Audit Trail Storage
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Hierarchical to:
Dependencies:

FAU_STG_EXT.1.1

(for O.AUDIT)

No other components.
FAU_GEN.1 Audit data generation,
FTP_ITC.1 Inter-TSF trusted channel.

The TSF shall be able to transmit the generated audit
data to an External IT Entity using a trusted channel
according to FTP_ITC.1.

6.2.2. Class FCS: Cryptographic Support

FCS_CKM.1(a)

Hierarchical to:
Dependencies:

FCS_CKM.1.1(a)

Cryptographic Key Generation (for asymmetric
keys)
(for O.COMMS_PROTECTION)

No other components.

[FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification), or

FCS_COP.1(i) Cryptographic operation (Key Transport)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall generate asymmetric
cryptographic keys used for key establishment in
accordance with [selection:

- NIST Special Publication 800-56A,
"Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm
Cryptography” for elliptic curve-based key
establishment schemes and implementing "NIST
curves” P-256, P-384 and [selection: P-521

] (as defined in FIPS PUB 186-4,
“"Digital Signature Standard”)
- NIST Special Publication 800-56B,
"Recommendation for Pair-Wise Key
Establishment Schemes Using Integer
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FCS_CKM.1(b)

Hierarchical to:
Dependencies:

FCS_CKM.1.1(b)

FCS_CKM.4

Hierarchical to:
Dependencies:

Factorization Cryptography” for RSA-based key
establishment schemes

] and specified cryptographic key sizes equivalent
to, or greater than, a symmetric key strength of
112 bits.

Cryptographic key generation (Symmetric Keys)
(for O.COMMS_PROTECTION,
O.STORAGE_ENCRYPTION)

No other components.

[FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption), or

FCS_COP.1(d) Cryptographic Operation (AES Data
Encryption/Decryption), or

FCS_COP.1(e) Cryptographic Operation (Key Wrapping),
or

FCS_COP.1(f) Cryptographic operation (Key
Encryption), or

FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication), or

FCS_COP.1(h) Cryptographic Operation (for keyed-hash
message authentication)]

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

Refinement: The TSF shall generate symmetric
cryptographic keys using a Random Bit Generator
as specified in FCS_RBG_EXT.1 and specified
cryptographic key sizes [selection: 128 bit, 256
bit] that meet the following: No Standard.

Cryptographic key destruction
(for O.COMMS_PROTECTION,
O.STORAGE_ENCRYPTION, O.PURGE_DATA)

No other components.

[FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or
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FCS_CKM.4.1

FCS_CKM_EXT.4

Hierarchical to:
Dependencies:

FCS_CKM_EXT.4.1

FCS_COP.1(a)

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)]

Refinement: The TSF shall destroy cryptographic keys
in accordance with a specified cryptographic key
destruction method [selection:

For volatile memory, the destruction shall be
executed by [selection: powering off a device

11

For nonvolatile storage, the destruction shall be
executed by a [selection: single

] overwrite of key data storage location
consisting of [selection: a pseudo random pattern
using the TSF’s RBG (as specified in
FCS_RBG_EXT.1) ], followed by a
[selection: none]. If read-
verification of the overwritten data fails, the
process shall be repeated again;

] that meets the following: [selection:
no standard].

Cryptographic Key Material Destruction
(for 0O.COMMS_PROTECTION,
O.STORAGE_ENCRYPTION, O.PURGE_DATA)

No other components.

[FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)],

FCS_CKM.4 Cryptographic key destruction

The TSF shall destroy all plaintext secret and private
cryptographic keys and cryptographic critical security
parameters when no longer needed.

Cryptographic Operation (Symmetric

encryption/decryption)
(for O.COMMS_PROTECTION)
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Hierarchical to:
Dependencies:

FCS_COP.1.1(a)

FCS_COP.1(b1)

Hierarchical to:
Dependencies:

FCS_COP.1.1(b1)

No other components.

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform encryption and
decryption in accordance with a specified
cryptographic algorithm AES operating in
[assignment: CBC, GCM] and cryptographic key sizes
128-bits and 256-bits that meets the following:
FIPS PUB 197, “Advanced Encryption Standard
(AES)”
[Selection: NIST SP 800-38A,

NIST SP 800-38D]

Cryptographic Operation (for signature
generation/verification)
(for O.UPDATE VERIFICATION)

No other components.

FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform cryptographic

signature services in accordance with a [selection:

RSA Digital Signature Algorithm (rDSA) with key
sizes (modulus) of [assignment: 2048 bits

1

]

that meets the following [selection:

Case: RSA Digital Signature Algorithm FIPS PUB
186-4, "Digital Signature Standard”
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FCS_COP.1(b2)

Hierarchical to:

Dependencies:

FCS_COP.1.1(b2)

FCS_COP.1(cl1)

Cryptographic Operation (for signature
generation/verification)
(for 0.COMMS_PROTECTION)

No other components.

FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform cryptographic
signature services in accordance with a [selection:

7

RSA Digital Signature Algorithm (rDSA) with key
sizes (modulus) of [assignment: 2048 bits, 3072
bits], or

-Elliptic Curve Digital Signature Algorithm
(ECDSA) with key sizes of [assignment: 256 bits,
384bits, 521bits]]

that meets the following [selection:

Case: RSA Digital Signature Algorithm FIPS PUB
186-4, "Digital Signature Standard”

Case: Elliptic Curve Digital Signature Algorithm
FIPS PUB 186-4, "Digital Signature Standard”
The TSF shall implement "NIST curves” P-256,

P384 and [selection: P521 ] (as
defined in FIPS PUB 186-4, "Digital Signature
Standard”).

1-

Cryptographic operation (Hash Algorithm)
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Hierarchical to:
Dependencies:

FCS_COP.1.1(c1)

FCS_COP.1(c2)

Hierarchical to:
Dependencies:

FCS_COP.1.1(c2)

FCS_COP.1(d)

Hierarchical to:

Dependencies:

FCS_COP.1.1(d)

(selected in FPT_TUD_EXT.1.3, or with
FCS_SNI_EXT.1.1)

No other components.
No dependencies.

Refinement: The TSF shall perform cryptographic
hashing services in accordance with [selection:

SHA-256 ] that meet the
following: [ISO/IEC 10118-3:2004].

Cryptographic operation (Hash Algorithm)
(for 0.COMMS_PROTECTION)

No other components.
No dependencies.

Refinement: The TSF shall perform cryptographic
hashing services in accordance with [selection:
SHA-1, SHA-256, SHA-384, SHA-512] that meet the
following: [ISO/IEC 10118-3:2004].

Cryptographic operation (AES Data
Encryption/Decryption)
(for O. STORAGE_ENCRYPTION)

No other components.

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)]

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

The TSF shall perform data encryption and
decryption in accordance with a specified
cryptographic algorithm AES used in [selection: CBC,
] mode and cryptographic key sizes
[selection: 256 bits] that meet the
following: AES as specified in ISO/IEC 18033-3,
[selection: CBC as specified in ISO/IEC 10116,
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FCS_COP.1(f)

Hierarchical to:
Dependencies:

FCS_COP.1.1(f)

FCS_COP.1(g)

Hierarchical to:

Dependencies:

FCS_COP.1.1(g)

FCS_HTTPS_EXT.1

Cryptographic operation (Key Encryption)
(selected from FCS_KYC_EXT.1.1)

No other components.

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform key encryption
and decryption in accordance with a specified
cryptographic algorithm AES used in [[selection:
CBC, ] mode] and cryptographic key sizes
[selection: 256 bits] that meet the
following: [AES as specified in ISO /IEC 18033-3,
[selection: CBC as specified in ISO/IEC 10116

1.

Cryptographic Operation (for keyed-hash
message authentication)
(selected with FCS_IPSEC_EXT.1.4)

No other components.

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform keyed-hash
message authentication in accordance with a
specified cryptographic algorithm HMAC-[selection:

SHA-1, SHA-256, SHA-384 1,
key size [assignment: 160, 256, 384], and message
digest sizes [selection: 160, 256, 384 ]

bits that meet the following: FIPS PUB 198-1, "The
Keyed-Hash Message Authentication Code, and
FIPS PUB 180-3, “"Secure Hash Standard.”

HTTPS selected
(selected in FTP_ITC.1.1, FTP_TRP.1.1)
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Hierarchical to:

Dependencies:

FCS_HTTPS_EXT.1.1

FCS_HTTPS_EXT.1.2

FCS_KYC_EXT.1

Hierarchical to:
Dependencies:

FCS_KYC_EXT.1.1

FCS_RBG_EXT.1

Hierarchical to:
Dependencies:

FCS_RBG_EXT.1.1

No other components.
FCS_TLS_EXT.1 Extended: TLS selected

The TSF shall implement the HTTPS protocol that
complies with RFC 2818.

The TSF shall implement HTTPS using TLS as specified
in FCS_TLS_EXT.1.

Key Chaining
(for O.STORAGE_ENCRYPTION)

No other components.

[FCS_COP.1(e) Cryptographic operation (Key
Wrapping), or

FCS_SMC_EXT.1 Extended: Submask Combining, or
FCS_COP.1(f) Cryptographic operation (Key
Encryption), or

FCS_KDF_EXT.1 Cryptographic Operation (Key
Derivation), and/or

FCS_COP.1(i) Cryptographic operation (Key Transport)]

The TSF shall maintain a key chain of: [selection:

intermediate keys
originating from one or more submask(s) to the BEV or
DEK using the following method(s): [selection:

key encryption as
specified in FCS_COP.1(f),

1] while maintaining an effective strength
of [selection: 256 bits].

Cryptographic Operation (Random Bit Generation)
(for O.STORAGE_ENCRYPTION and
0.COMMS_PROTECTION)

No other components.
No dependencies.

The TSF shall perform all deterministic random bit
generation services in accordance with [selection:
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FCS_RBG_EXT.1.2

FCS_TLS_EXT.1

Hierarchical to:
Dependencies:

FCS_TLS_EXT.1.1

NIST SP 800-90A] using
[selection:
CTR_DRBG (AES)].

The deterministic RBG shall be seeded by at least one
entropy source that accumulates entropy from
[selection: [assignment:1] software-based noise
source(s)

] with a
minimum of [selection: 256 bits] of entropy at
least equal to the greatest security strength, according
to ISO/IEC18031:2011 Table C.1 “Security Strength
Table for Hash Functions”, of the keys and hashes that
it will generate.

TLS selected
(selected in FTP_ITC.1.1, FTP_TRP.1.1)

No other components.

FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)

FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)

FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)

FCS_COP.1(c) Cryptographic Operation (Hash
Algorithm)

FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)

FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

The TSF shall implement one or more of the following
protocols [selection:

TLS 1.2 (RFC 5246)] supporting the following
ciphersuites:

Mandatory Ciphersuites:
TLS_RSA_WITH_AES_128_CBC_SHA

Optional Ciphersuites:
[selection:
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TLS _RSA _WITH_AES_256_CBC_SHA

TLS_RSA_WITH_AES_128 CBC_SHA256
TLS _RSA _WITH_AES_256_CBC_ SHAZ256

TLS _ECDHE_RSA_WITH_AES_128 CBC_SHA
TLS_ECDHE_RSA _WITH_AES_256_CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES 256_CBC_SHA
TLS_ECDHE_RSA _WITH_AES_128 CBC_SHA256
TLS _ECDHE _RSA_WITH_AES_256_CBC_SHA384
TLS _ECDHE RSA_WITH_AES_128 GCM_SHA256
TLS_ECDHE_RSA _WITH_AES_256_GCM_SHA384
TLS _ECDHE _ECDSA_WITH_AES_128 GCM_SHA256
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHAZ256
TLS _ECDHE _ECDSA_WITH_AES_256_CBC_SHA384

1.

6.2.3. Class FDP: User Data Protection

FDP_ACC.1

Hierarchical to:
Dependencies:

FDP_ACC.1.1

FDP_ACF.1

Hierarchical to:
Dependencies:

Subset access control
(for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

No other components.
FDP_ACF.1 Security attribute based access control

Refinement: The TSF shall enforce the User Data
Access Control SFP on subjects, objects, and
operations among subjects and objects specified in
Table 12 and Table 13.

Security attribute based access control
(for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

No other components.
FDP_ACC.1 Subset access control
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FDP_ACF.1.1

FDP_ACF.1.2

FDP_ACF.1.3

FDP_ACF.1.4

FMT_MSA.3 Static attribute initialization

Refinement: The TSF shall enforce the User Data
Access Control SFP to objects based on the following:
subjects, objects, and attributes specified in Table 12
and Table 13.

Refinement: The TSF shall enforce the following rules to
determine if an operation among controlled subjects
and controlled objects is allowed: rules governing
access among controlled subjects and controlled
objects using controlled operations on controlled
objects specified in Table 12 and Table 13.

Refinement: The TSF shall explicitly authorise access of
subjects to objects based on the following additional
rules: [assignment: none].

Refinement: The TSF shall explicitly deny access of
subjects to objects based on the following additional
rules: [assignment:_none].

Table 12 D.USER.DOC Access Control SFP

"Create" "Read" "Modify" "Delete"
i View image . Delete
Submit a Modify
. or Release stored
. Operation: document to . stored
Print . printed documen
be printed document
output t
Job owner (note 1) denied
U.ADMIN denied
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied
ed
Scan Submit a View Modify Delete
Operation: document for | scanned stored stored
scanning image image image
Job owner (note 2) denied
U.ADMIN denied
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied

ed
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Copy View
) scanned .
Submit a . Modify Delete
. image or
Operation: document for stored stored
. Release . .
copying . image image
printed copy
output
Job owner (note 2) denied
U.ADMIN denied
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied
ed
Fax send Submit a View Modify Delete
Operation: document to | scanned stored stored
send as a fax | image image image
Job owner (note 2) denied
U.ADMIN denied
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied
ed
Fax View fax
. . Modify Delete
receive . image or . .
. Receive a fax image of | image of
Operation: _ Release f |
and store it . received received
printed fax
fax fax
output
Fax owner (note 3) denied
U.ADMIN (note 4) denied
U.NORMAL (note 4) denied denied denied
Unauthenticat | (note 4) denied denied denied
ed
Storage/ . . Delete
i Retrieve Modify
Retrieval ) Store stored
Operation: stored stored
document documen
document document ¢
Job owner (note 1) denied
U.ADMIN (note 5) denied (note 5)
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied

ed
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Table 13 D.USER.JOB Access Control SFP

"Create" * "Read" "Modify" "Delete"
. Create print View print | Modify Cancel
Operation: . .. .
job queue/log | print job print job
Print Job owner (note 1)
U.ADMIN
U.NORMAL denied denied
Unauthenticat | denied denied denied denied
ed
Scan . Create scan View scan | Modify Cancel
Operation: . . .
job status/log | scan job scan job
Job owner (note 2) denied
U.ADMIN denied
U.NORMAL denied denied
Unauthenticat | denied denied denied denied
ed
Copy . Create copy View copy | Modify Cancel
Operation: . . i
job status/log | copy job copy job
Job owner (note 2)
U.ADMIN denied
U.NORMAL denied denied
Unauthenticat | denied denied denied denied
ed
Fax send View fax . Cancel
) Create fax _ Modify fax
Operation: . job it fax send
send job send job .
status/log job
Job owner (note 2) denied
U.ADMIN denied
U.NORMAL denied denied
Unauthenticat | denied denied denied denied
ed
Fax . . Cancel
. View fax Modify fax
receive . Create fax i . fax
Operation: L. receive receive .
receive job . receive
status/log | job .
job
Fax owner (note 3) denied
U.ADMIN (note 4) denied
U.NORMAL (note 4) denied denied
Unauthenticat | (note 4) denied denied denied

ed
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Storage/
Retrieval

ed

View Modify Cancel
Operation: Create. stor.::rge stor:age / stor:age / stor:age /
/ retrieval job | retrieval retrieval retrieval
log job job
Job owner (note 1) denied
U.ADMIN denied
U.NORMAL denied denied
Unauthenticat | denied denied denied denied

Note 1: Job Owner is identified by a credential or assigned to an authorized User
as part of the process of submitting a print or storage Job.
Note 2: Job Owner is assigned to an authorized User as part of the process of
initiating a scan, copy, fax send, or retrieval Job.
Note 3: Job Owner of received faxes is assigned by configuration. Ownership of
received faxes is assigned to a specific user.
Note 4: PSTN faxes are received from outside of the TOE, they are not initiated by
Users of the TOE.
Note 5: Key Operator can operate the DOC/JOB of all users, while SA can operate
the DOC/JOB of his/her own only.

FDP_DSK_EXT.1

Hierarchical to:
Dependencies:

FDP_DSK_EXT.1.1

FDP_DSK_EXT.1.2

FDP_FXS_EXT.1

Protection of Data on Disk

(for O.STORAGE_ENCRYPTION)

No other components.
FCS_COP.1(d) Cryptographic operation (AES Data
Encryption/Decryption).

The TSF shall [selection: perform encryption in
accordance with FCS_COP.1(d)

1,

such that any Field- Replaceable Nonvolatile Storage
Device contains no plaintext User Document Data and
no plaintext Confidential TSF Data.

The TSF shall encrypt all protected data without user

intervention.

Fax separation
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Hierarchical to:
Dependencies:

FDP_FXS_EXT.1.1

FDP_RIP.1(a)

Hierarchical to:
Dependencies:

FDP_RIP.1.1(a)

(for O.FAX_NET_SEPARATION)

No other components.
No dependencies.

The TSF shall prohibit communication via the fax
interface, except transmitting or receiving User Data
using fax protocols.

Subset residual information protection
(for O.IMAGE_OVERWRITE)

No other components.
No dependencies.

Refinement: The TSF shall ensure that any previous
information content of a resource is made unavailable
by overwriting data upon the deallocation of the
resource from the following objects: D.USER.DOC.

6.2.4. Class FIA: Identification and Authentication

FIA_AFL.1

Hierarchical to:
Dependencies:

FIA_AFL.1.1

FIA_AFL.1.2

FIA_ATD.1

Authentication failure handling
(for O.USER_I&A)

No other components.
FIA_UAU.1 Timing of authentication

The TSF shall detect when [selection: [assignment:_5]
] unsuccessful

authentication attempts occur related to [assignment:
User authentication (with local authentication)].

When the defined number of unsuccessful
authentication attempts has been [selection: met

], the TSF shall [assignment: Identification
and authentication of relevant user is inhibited until
TOE is cycled.].

User attribute definition
(for O.USER_AUTHORIZATION)
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Hierarchical to:
Dependencies:

FIA_ATD.1.1

FIA_PMG_EXT.1

Hierarchical to:

Dependencies:

FIA_PMG_EXT.1.1

FIA_UAU.1

Hierarchical to:

Dependencies:

FIA_UAU.1.1

FIA_UAU.1.2

No other components.
No dependencies.

The TSF shall maintain the following list of security
attributes belonging to individual users: [assignment:
User Identifier, User Role].

Password Management
(for O.USER_I&A)

No other components.
No dependencies.

The TSF shall provide the following password

management capabilities for User passwords:
Passwords shall be able to be composed of any
combination of upper and lower case letters,
numbers, and the following special characters:
[selection: "7, “"@”, “#”, "$”, "%”, "N, "&”, "*”,

V/ AN\ /|

“(“/ n II/ [assignment: ” (SDace)lll “////, “//I, “+ f 7

VYA S-S ST A AV S/ R
R AV S/ S/t I

Minimum password length shall be settable by an
Administrator, and have the capability to
require passwords of 15 characters or greater;

Timing of authentication
(for O.USER_I&A)

No other components.
FIA_UID.1 Timing of identification

Refinement: The TSF shall allow [assighment: storing
the fax data received from public telephone line] on
behalf of the user to be performed before the user is
authenticated.

The TSF shall require each user to be successfully
authenticated before allowing any other TSF-mediated
actions on behalf of that user.
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FIA_UAU.7

Hierarchical to:
Dependencies:

FIA_UAU.7.1

FIA_UID.1

Hierarchical to:
Dependencies:

FIA_UID.1.1

FIA_UID.1.2

FIA_USB.1

Hierarchical to:
Dependencies:

FIA_USB.1.1

FIA_USB.1.2

FIA_USB.1.3

Protected authentication feedback
(for O.USER_I&A)

No other components.
FIA_UAU.1 Timing of authentication

The TSF shall provide only [assignment: @] to the user
while the authentication is in progress.

Timing of identification
(for O.USER_I&A and O.ADMIN_ROLES)

No other components.
No dependencies.

Refinement: The TSF shall allow [assighment: storing
the fax data received from public telephone line] on
behalf of the user to be performed before the user is
identified.

The TSF shall require each user to be successfully
identified before allowing any other TSF-mediated
actions on behalf of that user.

User-subject binding

(for O.USER_I&A)

No other components.

FIA_ATD.1 User attribute definition

The TSF shall associate the following user security
attributes with subjects acting on the behalf of that
user: [assignment:

User Identifier, User Role].

The TSF shall enforce the following rules on the initial
association of user security attributes with subjects
acting on the behalf of users: [assighment:_none].

The TSF shall enforce the following rules governing
changes to the user security attributes associated with
subjects acting on the behalf of users: [assignment:
nonel].
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6.2.5. Class FMT: Security Management

FMT_MOF.1

Hierarchical to:
Dependencies:

Management of security functions behavior
(for O.ADMIN_ROLES)

No other components.
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MOF.1.1 Refinement: The TSF shall restrict the ability to
[selection: disable, enable,
modify the behaviour of] the functions [assignment:
List of security functions in Table 14] to U.ADMIN.

Table 14 List of Security Functions

Function Operation

User Authentication enable, disable

Auditing enable, disable

Trusted communications enable, disable,
modify the behavior

Storage Data Encryption enable, disable

Overwrite Storage enable, disable,
modify the behavior

Firmware update enable, disable

Self Test enable, disable

FMT_MSA.1 Management of security attributes

Hierarchical to:
Dependencies:

FMT_MSA.1.1

(for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

No other components.

FDP_ACC.1 Subset access control

FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

Refinement: The TSF shall enforce the User Data
Access Control SFP to restrict the ability to [selection:

query, modify, delete, [assignment:
creation]] the security attributes [assignment: the
security attributes listed in Table 15] to [assignment:
the roles listed in Table 15].
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Table 15 Security Attributes and Authorized Roles

Security attributes Operation Role

User identifier (Key Operator modify Key Operator

case)

User identifier (General case) modifi U.ADMIN
delete, creation

User Role (Key Operator case) query Key Operator

User Role (General case)

query, modify U.ADMIN

FMT_MSA.3

Hierarchical to:
Dependencies:

FMT_MSA.3.1

FMT_MSA.3.2

FMT_MTD.1

Hierarchical to:
Dependencies:

Static attribute initialization
(for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

No other components.
FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

Refinement: The TSF shall enforce the User Data
Access Control SFP to provide [selection, choose one
of: restrictive ] default
values for security attributes that are used to enforce
the SFP.

Refinement: The TSF shall allow the [selection:

no role] to specify alternative initial values
to override the default values when an object or
information is created.

Management of TSF data
(for O.ACCESS CONTROL)

No other components.
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MTD.1.1 Refinement: The TSF shall restrict the ability to
perform the specified operations on the specified
TSF Data to the roles specified in Table 16.
Table 16 Management of TSF Data
Data Operation Authorised
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| | Role(s)
TSF Data owned by U.NORMAL or associated with documents or
jobs owned by U.NORMAL.

U.NORMAL Password modifi U.ADMIN, the
owning
U.NORMAL.

TSF Data not owned by a U.NORMAL

Key operator Password modify U.Admin (Key
Operator)

SA Password modify U.ADMIN

Data on use of password entered | guery, modify U.ADMIN

from MFD control panel in user

authentication

Data on minimum user password | guery, modify U.ADMIN

length

Data on Private Charge Print qguery, modify U.ADMIN

Data on Access denial due to query, modify U.ADMIN

authentication failure

Data on Customer Engineer qguery, modify U.ADMIN

Operation Restriction

Data on date and time query, modify U.ADMIN

Data on Autoclear query, modify U.ADMIN

Data on Report Print qguery, modify U.ADMIN

Software, firmware, and related configuration data

Controller ROM | modify U.ADMIN

FMT_SMF.1 Specification of Management Functions

(for O.USER_AUTHORIZATION, O.ACCESS_CONTROL,
and O.ADMIN_ROLES)

Hierarchical to: No other components.
Dependencies: No dependencies.
FMT_SMFE.1.1 The TSF shall be capable of performing the following

management functions: [assignment: Security
Management Functions listed in Table 17].

Table 17 Security Management Functions

Management Functions Operation
Registration of U.NORMAL /SA query, modify, delete
creation
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Data on User Authentication query, modify
Key operator identifier modify
Key operator Password modify

Data on use of password entered from | query, modify
MFD control panel in user

authentication
Data on Private Charge Print query, modify
Data on Trusted communications guery, modify
Data on date and time query, modify
Data on Auditing query, modify
Data on Storage Data Encryption query, modify
Data on Overwrite Storage query, modify
Data on Customer Engineer Operation | query, modify
Restriction
Data on Self Test query, modify
Data on Access denial due to query, modify
authentication failure
Data on minimum user password query, modify
length
Data on Autoclear query, modify
Data on Firmware update qguery, modify
Data on Report Print query, modify
Controller ROM modify
FMT_SMR.1 Security roles

(for O.ACCESS_CONTROL, O.USER_AUTHORIZATION,
and O.ADMIN_ROLES)

Hierarchical to: No other components.

Dependencies: FIA_UID.1 Timing of identification

FMT_SMR.1.1 Refinement: The TSF shall maintain the roles
U.ADMIN(U.ADMIN, SA, Key Operator),
U.NORMAL.

FMT_SMR.1.2 The TSF shall be able to associate users with roles.

6.2.6. Class FPT: Protection of the TSF

FPT_KYP_EXT.1 Protection of Key and Key Material
(for O.KEY_MATERIAL)
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Hierarchical to:
Dependencies:

FPT_KYP_EXT.1.1

FPT_SKP_EXT.1

Hierarchical to:

Dependencies:

FPT_SKP_EXT.1.1

FPT_STM.1

Hierarchical to:
Dependencies:
FPT _STM.1.1
FPT_TST_EXT.1
Hierarchical to:

Dependencies:

FPT_TST_EXT.1.1

FPT_TUD_EXT.1

Hierarchical to:
Dependencies:

No other components.
No dependencies.

Refinement: The TSF shall not store plaintext keys that
are part of the keychain specified by FCS_KYC_EXT.1 in
any Field-Replaceable Nonvolatile Storage Device.

Protection of TSF Data
(for 0.COMMS PROTECTION)

No other components.
No dependencies.

The TSF shall prevent reading of all pre-shared keys,
symmetric keys, and private keys.

Reliable time stamps
(for.0.AUDIT)

No other components.
No dependencies.

The TSF shall be able to provide reliable time stamps.

TSF testing
(for O.TSF_SELF_TEST)

No other components.
No dependencies.

The TSF shall run a suite of self-tests during initial
start-up (and power on) to demonstrate the correct
operation of the TSF.

Trusted Update
(for O.UPDATE_VERIFICATION)

No other components.

FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification),

FCS_COP.1(c) Cryptographic operation (Hash
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FPT_TUD_EXT.1.1

FPT_TUD_EXT.1.2

FPT_TUD_EXT.1.3

6.2.7. Class FTA:

FTA_SSL.3

Hierarchical to:
Dependencies:

FTA_SSL.3.1

Algorithm).

The TSF shall provide authorized administrators the
ability to query the current version of the TOE
firmware/software.

The TSF shall provide authorized administrators the
ability to initiate updates to TOE firmware/software.

The TSF shall provide a means to verify
firmware/software updates to the TOE using a digital
signature mechanism and [selection:

no other functions] prior to installing those updates.

TOE Access

TSF-initiated termination
(for O.USER_I&A)

No other components.
No dependencies.

The TSF shall terminate an interactive session after a
[assignment:

Auto clear time for the control panel: 10 ~ 900
seconds

Login timeout for the Web UI: 1 ~ 240minutes

There is no inactive time with printer driver

1.

6.2.8. Class FTP: Trusted Paths/Channels

FTP_ITC.1

Hierarchical to:
Dependencies:

FTP_ITC.1.1

Inter-TSF trusted channel
(for O.COMMS_PROTECTION, O.AUDIT)

No other components.

[FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

Refinement: The TSF shall use [selection:
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FTP_ITC.1.2

FTP_ITC.1.3

FTP_TRP.1(a)

Hierarchical to:
Dependencies:

FTP_TRP.1.1(a)

FTP_TRP.1.2(a)

FTP_TRP.1.3(a)

TLS, TLS/HTTPS] to provide a trusted
communication channel between itself and authorized
IT entities supporting the following capabilities:
[selection: [assignment:
Audit Log Server, Mail Server]] that is logically distinct
from other communication channels and provides
assured identification of its end points and protection of
the channel data from disclosure and detection of
modification of the channel data.

Refinement: The TSF shall permit the TSF, or the
authorized IT entities, to initiate communication via
the trusted channel

Refinement: The TSF shall initiate communication via
the trusted channel for [assignment:_mail service, and
audit transmission service].

Trusted path (for Administrators)
(for O.COMMS_PROTECTION)

No other components.

[FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

Refinement: The TSF shall use [selection, choose at
least one of: TLS/HTTPS] to
provide a trusted communication path between itself
and remote administrators that is logically distinct
from other communication paths and provides assured
identification of its end points and protection of the
communicated data from disclosure and detection of
modification of the communicated data.

Refinement: The TSF shall permit remote
administrators to initiate communication via the

trusted path

Refinement: The TSF shall require the use of the
trusted path for initial administrator authentication
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FTP_TRP.1(b)

Hierarchical to:
Dependencies:

FTP_TRP.1.1(b)

FTP_TRP.1.2(b)

FTP_TRP.1.3(b)

and all remote administration actions.

Trusted path (for Non-administrators)
(for O.COMMS_PROTECTION)

No other components.

[FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

Refinement : The TSF shall use [selection, choose at
least one of: TLS, TLS/HTTPS] to
provide a trusted communication path between itself
and remote users that is logically distinct from other
communication paths and provides assured
identification of its end points and protection of the
communicated data from disclosure and detection of
modification of the communicated data.

Refinement: The TSF shall permit [selection: the TSF,
remote users] to initiate communication via the
trusted path

Refinement: The TSF shall require the use of the
trusted path for initial user authentication and all
remote user actions.

6.3. tF1UT(RILEH (Security Assurance Requirements)
Table 18 [CEF1UT1{REIEHZRRIRT S,

Table 18 t¥a1UT/{RIIEH

Assurance Class Assurance Assurance Components
Components Description
ASE_CCL.1 Conformance claims
ASE_ECD.1 Extended components
Security Target definition
Evaluation ASE_INT.1 ST introduction
ASE_OBJ.1 Security objectives for
the operational
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Assurance Class Assurance Assurance Components
Components Description
environment
ASE_REQ.1 Stated security
requirements
ASE_SPD.1 Security Problem
Definition
ASE_TSS.1 TOE Summary
Specification
Development ADV_FSP.1 Basic functional
specification
Guidance Documents | AGD_OPE.1 Operational user guidance
AGD_PRE.1 Preparative procedures
Life-cycle support ALC_CMC.1 Labelling of the TOE
ALC_CMS.1 TOE CM coverage
Tests Independent testing -
ATE_IND.1
Conformance
Vulnerability AVA_VAN.1 Vulnerability survey
assessment

NoNEFIITARIIZHERIRT SR, Z/NROTLFIITAR-AFA VIR BEDRESINSG B
BLAVCEINTSCE, TOE [CHITHERRROCF 1) T MERSN TSN, 12 TOE B H0ff
BICREI TV EEZRSNTBETHS,

6.4. tF1UT1EHEH (Security Requirement Rationale)
6.4.1. &kFHDREE (Dependencies of Security Functional Requirements)

TFIVTFHERREMMREFEL VIR S . SITRFRFREH R UGV EEEHL . IRFEFRNE
IEENBCTEHREN G MRHLE ., Table 19 (CRET 3.

Table 19 t#1U7 (HAEE# IV R—%> hOfRTFH

HEEEHIVR—2VE RIFIEOBBERHIVR—2V b
EFEERRELTCVG | ERM
BEHBLUEHEH PP THRESNTLVSEH NEHEZOE St

FAU_GEN.1 FPT_STM.1 - OK
BEET 5%

FAU_GEN.2 FAU_GEN.1 - OK

I A& B AIESROBER 1 FIA_UID.1

FAU_STG_EXT.1 FAU_GEN.1 - OK
HR3R : 51 DB R BAAE N FTP_ITC.1
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BEEHEIVR—2RVF KEHOBEZEHIVR—RV
kEEEBRRLTUVG | M
BEHRBIUEHRHET PP THRESNTIVSEH NEHEZOE St

FCS_CKM.1(a) [FCS_COP.1(b) Zkl2 ] OK
2 4 R (SR FRER ) FCS_COP.1(i)]

FCS_CKM_EXT.4
FAU_SAR.1 FAU_GEN.1 - OK
BEELE1—
FAU_SAR.2 FAU_SAR.1 - OK
BEEELE1I—
FAU_STG.1 FAU_GEN.1 - OK
RESNE B HMEM
FAU_STG.4 FAU_STG.1 - OK
BEETHEROML
FCS_CKM.1(b) [FCS_COP.1(a) #( _ oK
EERER(IFAEEA) FCS_COP.1(d) #F#=l&

FCS_COP.1(e) I

FCS_COP.1(f) F7=(&

FCS_COP.1(g) Fklit

FCS_COP.1(h)]

FCS_CKM_EXT.4

FCS_RBG_EXT.1
FCS_CKM.4 [FCS_CKM.1(a) - OK
&SR $%(2 FCS_CKM.1(b)]
FCS_CKM_EXT.4 [FCS_CKM.1(a) ZFfl& - OK
PLoR  FE SR AL OB ZE FCS_CKM.1(b)]

FCS_CKM.4
FCS_COP.1(a) FCS_CKM.1(b) ] OK
ESRE(I B S{L 8% ) | FCS_CKM_EXT.4
FCS_COP.1(b) FCS_CKM.1(a) ] OK
BESIRE(BRERREL) FCS_CKM_EXT.4
FCS_COP.1(c) BL - OK
ESRE(\YYATITIXL)
FCS_COP.1(d) CS_CKM.1(b) _ oK
ES121E (AES T—AmES1E 18 | FCS_CKM_EXT.4
)
FCS_COP.1(f) CS_CKM.1(b) - OK
BB 1R (BErES1E) FCS_CKM_EXT.4
FCS_COP.1(g) CS_CKM.1(b) - OK
BEEIRE(BMT)\v 1 AvE— YRR | FCS_CKM_EXT.4
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BEZEHIVR—2RUE

REFEOBBEEHIVR—KD b

EkEEEBRLAUVG | M
BElhBSLUEHRRTR PP THRESNTLVSEH NEHEZOE L

i)
FCS_HTTPS_EXT.1 FCS_TLS_EXT.1 - OK
PLeR EIRSNTZ HTTPS
FCS_KYC_EXT.1 [FCS_COP.1(e) Fl& - OK
Yook - SFT(Y FCS_SMC_EXT.1 F&l&

FCS_COP.1(i) =&

FCS_KDF_EXT.1

kU&=

FCS_COP.1(f)]
FCS_RBG_EXT.1 BL -
Yook - BE SR 1E (BLEEY MERL
FCS_TLS_EXT.1 FCS_CKM.1(a) - OK
PLeR EIRSNTZ TLS FCS_COP.1(a)

FCS_COP.1(b)

FCS_COP.1(c)

FCS_COP.1(qg)

FCS_RBG_EXT.1
FDP_ACC.1 FDP_ACF.1 - OK
UPASL LA PY ]
FDP_ACF.1 FDP_ACC.1 - OK
tHIUTABHEICLE 7O ASE | FMT_MSA.3
FDP_DSK_EXT.1 FCS_COP.1(d) - 0K
PeER : TARAD LT —HRE
FDP_FXS_EXT.1 BL -
YRaR: TPD A5 B
FDP_RIP.1(a) 1L -
Iy MEFERIRE
FIA_AFL.1 FIA_UAU.1 - OK
FREE R BB DER DR LY
FIA_ATD.1 BL -
FRERMER
FIA_PMG_EXT.1 L -
ek : NAD— REHE
FIA_UAU.1 FIA_UID.1 - OK
REEDAAIVY
FIA_UAU.7 FIA_UAU.1 - OK
RESNTI1—F)\YD
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BEZEHIVR—2RUE

REFEOBBEEHIVR—KD b

KEMERRELCUVGE | EREH
BEHBIUVERBTH PP CHESNTI\OEH NEHEZOE St

FIA_UID.1 L -
HADRIUY
FIA_USB.1 FIA_ATD.1 - OK
FRE-YIIIOMES
FMT_MOF.1 FMT_SMF.1 - OK
THITIHEBEDSBEVDEE | FMT_SMR.1
FMT_MSA.1 FDP_ACC.1 - OK
XTI BHENEE FMT_SMF.1

FMT_SMR.1
FMT_MSA.3 FMT_MSA.1 - OK
BEEMEDHE FMT_SMR.1
FMT_MTD.1 FMT_SMF.1 - OK
TSF 7—3NEE FMT_SMR.1
FMT_SMF.1 L -
gt Ok
FMT_SMR.1 FIA_UID.1 - OK
T¥a1)T1%E
FPT_KYP_EXT.1 L -
Lok REUREMHORE
FPT_SKP_EXT.1 L -
PLsk:TSF T—HA0D{RE
FPT_STM.1 L -
SIS LAY T
FPT_TST_EXT.1 L -
Y53 :TSF A
FPT_TUD_EXT.1 FCS_COP.1(b) - OK
kS ERE7YIT—h FCS_COP.1(c)
FTA_SSL.3 L -
TSF E3CLHT
FTP_ITC.1 [FCS_IPSEC_EXT.1. - OK
TSF M&EBET vzl F7z(d FCS_TLS_EXT.1.

F7z(d FCS_SSH_EXT.1,

F7z(d FCS_HTTPS_EXT.1]
FTP_TRP.1(a) [FCS_IPSEC_EXT.1. - OK
=iEENA(EEER) F7z(& FCS_TLS_EXT.1.

F7z(d FCS_SSH_EXT.1.

F7zld FCS_HTTPS_EXT.1]
FTP_TRP.1(b) [FCS_IPSEC_EXT.1. - OK
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BB U2 R OMBEEHIVR—% b
_ KEMERRLTLVE | TR
EHBLUEHETH PP THESNTUSEM |
=IEENAGEEEER) F72(3 FCS_TLS_EXT.1.
F7z(3 FCS_SSH_EXT.1.
F7=(3 FCS_HTTPS_EXT.1]

6.4.2. tFa1)T IRIIEHIER (Security Assurance Requirements Rationale)

NoNEFIVTARIIZHERIRT SR, Z/NROTLF1IITAR-AFM VIR BEDORESINSG B
BLAVCEINTSCE, TOE (CHITHERRROCF 1) T MERSN TSN, 1D TOE B H0ff
EICRE TS EERINTNBETHS. PP DHLWBZETAICHIRIEPITAETA3 X2 T/REE
BEUEERT SIHDRAEGHAFEICOVTORIONMF VAR ETIEHICEASN TS,
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TOE E#{t+#k (TOE Summary Specification)
AE T, TOE MBHT 3 0F 1T (BB MOV TR LTS,
¥ a1UT1#8E (Security Functions)

Table 20 [CTOE t¥a1THeEE X 1) T HRBEEH DRI ETT o
AEICEBATS TOE tXa)T/#EE 6.1 HlCEERSNZ X 1) TR/ ERT LD TH D,

Table 20 TOE t¥al)T1#aet X1 T4 REE H DXt IS B &R
1) TH5E

F] =
ot A,

¥E13 B
5SS

1%

a

f

PSTNZ 7 D Z2-%vy b7 =5 EO 75
AbL—=—YDLEEZFHEE

VAORDE i
t¥a1ly 714 EHE

a8l
=
=
=

SFRs

FAU_GEN.1

FAU_GEN.2

FAU_STG_EXT.1

FAU_SAR.1

FAU_SAR.2

FAU_STG.1

;
NN NN AR =R

FAU_STG.4

FCS_CKM.1(a)

FCS_CKM.1(b)

FCS_CKM.4

FCS_CKM_EXT.4

FCS_COP.1(a)

FCS_COP.1(b1)

FCS_COP.1(b2)

FCS_COP.1(c1)

FCS_COP.1(c2)

FCS_COP.1(d)

AN NN N N N Y VY N N

FCS_COP.1(f)
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1) TH5E

SFRs

=X
=Y

RIS

EEDEPE

7Dt A I

i1
{ELERER
PSTNZ 7 D Z2-%v b0 =5 B0 75

AbL—=Y0DLEEEHEE

t¥a1ly 714 BHE
E)
=

FCS_COP.1(g)

FCS_HTTPS_EXT.1

FCS_KYC_EXT.1

FCS_RBG_EXT.1

FCS_TLS_EXT.1

FDP_ACC.1

FDP_ACF.1

FDP_DSK_EXT.1

FDP_FXS_EXT.1

FDP_RIP.1(a)

FIA_AFL.1

FIA_ATD.1

FIA_PMG_EXT.1

FIA_UAU.1

FIA_UAU.7

FIA_UID.1

FIA_USB.1

N ENENENENENAN

FMT_MOF.1

FMT_MSA.1

FMT_MSA.3

FMT_MTD.1

FMT_SMF.1

FMT_SMR.1

NIANENENENEN

FPT_KYP_EXT.1

FPT_SKP_EXT.1

\

FPT_STM.1
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tE¥aUT18EE
o
R
=
o
D>
|
o
- B
A #u
Kl i T | #o
- & ~ HE e o S
k| ¥ Ik b op | o N
i D < D -ltbl .EE ?E; Y |
ma H N H R R = A
B & | o | & | W | L s A
SFRs G- NN | IE | k| | & ~<
FPT_TST_EXT.1 v
FPT_TUD_EXT.1 v
FTA_SSL.3 v
FTP_ITC.1 v
FTP_TRP.1(a) v
FTP_TRP.1(b) v

1.1.1. @RIEEGE

BRI AR EF R SN2 E DRI AEBTIFC MFD OREREZERT HERZHFZEHIC, #1E
NIV FIREDFA7V MO CWIS, TUUE8— R34 1\ —H—ID £1—H—)AT— F2 A hSETH
A EELT HHEAETH B,

MFD [CESFSNTVSFI AEFEHREEMA LT, #AIFREE1T,

(1) FIA_AFL.1 Authentication failure handling (FREE&BEDEDIRLY)
TOE 3FIAEN TOE A7DEAT BHIC, FIAEDRELZ1TON, FRELEA TR D FREE K Bt [
REEIRHLTULVS,
FAEOARRRILCH(TRRA AR EZRE L. PIEAMER R THRESN TS 5 BED:E#TERKIC
ETE. LEFIABEOHERRIICELTIE. TOE OERUIM/BIRAFEF TR I3,

(B8:&9 % TSFI]
BENRRIDERFRE
CWIS M AI535
TIVB— R4
SEEEEY N

(2) FIA_ATD.1 User attribute definition FIREBH TS
FIA_USB.1 User-subject binding FIRZE-HJIIHMES
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TOE BFAEICH LT, 1-H—-ID tZBNERMELTERL., ENOEH AN B LR AE(CHL
TEINFT3.

(FIA_ATD.1 [CEd&E ¥ % TSFI]
BAENRIDEEKEE

CWIS nEE#aE
[FIA_USB.1 [CBE#E ¥ TSFI]
# 1’Fl?*)l«0)uﬁkﬂﬂuun

CWIS 0z 5l Z85
HEREEEY N

(3) FIA_PMG_EXT.1 Password Management /{AD—REE
TOE [CHEWT. B EEED\AD— FEBRR, FLEAKRARIOF AEEF -TRFO)IAT—F
(. L TOXFDHAENETIERTEIIENTED,
NAD— RICHEE ATRER X F:
PIWITPRYPDRXFENXF  F . RURDFFHXF
(“17, “@”, “#7, “$7, “%7, N7, &7, kT, 4, )7, " (space)”, M, N R

A\Y \\ A\NY A/ A\ U / A \ U / 4 \\<II w__#@ \\>II \\?II nruw \\¥II A\ /Y I/28\\ NN/ R\ A\Y \\|II A\Y ” II)
/ root / / rT roo ’ ro—

. VAT LEBEEIRLNAD-FEE 0~63 )‘C%@ﬁulﬁ&?ﬁ?‘é&b\f%éo
TOE (FCDEZRFEICED 15 XFL EICRETEZENTES,

(B8 T 3 TSFI]
BENRINDOEIREAE
CWIS & B e

(4) FIA_UAU.1 Timing of authentication ERFEDRMIVY.
FIA_UID.1 Timing of identification EAIDA1IVY

TOE BFIAZEDEARIAXELT. KRR AKX EYR— M3,
BRI EE R SNBM AT — AL B1ENRIV. FIREDFAT72 bD Web T30, FIUA—F
AN EEBY-)1\D 4 FEENDHD.
BAENRIV. FIAEDZM47Y MO Web J59HTld, MFD BEEEDIR(EREFRI T B HIIC, ID &/TAD
—REAASET, ADENE ID ENAT—FHY, TOE [CEFSNTVSFIAEFRE—HTI "
ALY %,
BEET-NTE. VATLEEEZD ID &£/\AT— FZiEik Uiz PowerShell 207 bedHoh U &R
L. BE&Y—/NETZ0 PowerShell 20)7 232179 %, PowerShell 207 ha3E1793CE(CL
N, BE&Y—)\h5 TOE [C https AL ET ID E/SAT—EHEIESN ., TOE (FZELE ID &N
AD—RICEDEHARAEEITT 5.
Fe D347V F PCHoDF)Y F=RICF 53N ID &NAT— FICENTFA K= TV MDA
REENITHND,
FRRE(FIA_UAU.1)&ERI(FIA_UID. 1) 3 EBFICEITSN. A - REEDE AN LIZB DA 1
ENEERISNS,
NREFEN LD FAX DZEICDOLTIE, TOE (&, HBAIFREIETIC. FAX T—3%2{ET 3,
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(BH:&E 92 TSFI)
BIENRIVOBRIERE
CWIS D RIEFER
TIUB— R4
HEREEY N
ANREFEEIER

(5) FIA_UAU.7 Protected authentication feedback {RESNERIIT1—F/\wD
TOE (21— —EBEERF(Z. /SAD— RERTEDHIC, SAT— RELTA DSNEXFHERBDIELX
="@ (bullet) "%, ##4E/ IR Web J5IH(CR RS DHEEHIZILT S,

(RH&E9 % TSFI]
**«Elﬁ*)l/@ngtg” At I:l
CWIS G)Egkﬁ”nu Y]

(6) FTA_SSL.3 TSF-initiated termination TSF #ZEHCL3&T
TOE (3 Web 75085 CWIS (C—ERHE(1~240 92 TR ERIRE)D7HE AN E NG S ZO014
V(FREEEYYav) D)7 LB EERT B,
FARENRIDO—ERFREI(10~900 M TERERTHE ) DIRENE IS E (. BIEIRIVDEEEND
D7 SNRELEENR S,
TVR—=RIANEDTYIaVIRFHET. 7)Y MOERDBEZLLICEYIaVER T T,

(BH:&E9 % TSFI]
BAEIRILOFB R ERE
CWIS m#iRIF23

1.1.2. €F¥1)748&

tFIUTIEERER, YATLEBECINVATLEREE - FTRESNEIEEOTRE ICHL.
AT TOE FAEICHLT, L2, HEN EQLIBERETODEVDERPEELBIAY M (HIZE
PEEPEREE. I-YRFBE) &, BIF IR T IHOMAEEIRM TS,

(1) FAU_GEN.1 Audit data generation (B&ET—34%R)
FAU_GEN.2 User identity association (FI|f#&#71&EHROBEER(T)

TOE (&, J370# T PR AEDHE B FRIED K. AR SN R AEICLIEEEEOF AL
E.Table 21 [CRTEEMROERIOVNT, BEEOVERHRT D, FLREET L. FRHE
OB, EROER . BRE5IFRLLFAE (AIRETHNE) . BLUEROBERNEHSIN
%o
TOE BEBRSINZEBERRIAY MEEOT I71IARERT IEFC. TORRAELEFRAEDH
BIEHRICBEE M TERERLTLS,

(BH:#E9 % TSFI]
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BAENSRIVOHERFRE
CWIS M AIERE
TIUB— R4
BENSRIDEEEE
CWIS nEEREEE
BRRAY

BAENRIOIE—ERE, TUY MERE. AT v UBEE. AT v UIRYD ARTERERE. 7D A RE. XXEE

N Likae

BENRINDIITEER -BREDRREERE
CWIS MJaJikEE - BREDR RHLHRE
CWIS OERBRYDANLDOXET—SENH Uikse

SHHEREEET—N
CWIS O77—Lo177y7T— MiEE
AREFEER
Table 21 EEEOT DM
HRER RHINIEEFERA EESEREH
EEEHREDREIEIR T System Status/ Started
normally (cold boot),
System Status/ Started
normally (warm boot),
Shutdown requested
VEDIOL g Job Status/ Completed, Print
Job Status/ Canceled by Copy
User Scan
Fax

Mailbox [Storage and
Retrieval Job #%& 9]

R FAE SRR Login/ Failed

F A& BRI K BL (Invalid UserID),
()%, CWIS. BEZE | Login/ Failed

H—=1\hn) (Invalid Password)
FIFAEFERE XK Job Status/ Print /Aborted
FI A& BRI KB

(FIVBRES1)1 D)

EEEREDFIF

Device Settings/ View
Security Setting

Device Settings/ Change
Security Setting

Device Settings/ Switch
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Authentication Mode

Device Settings/ Edit User

[ZEESNEZEHELTID”,
“Password”, “Name"h'i2 ks
h3]

Device Settings/ Add User

Device Settings/ Delete
User

Device Config/ Software

Audit Policy/ Audit Log/
Enable,
Audit Policy/ Audit Log/
Disable

®EID—ERCTHBIFIAEY | Device Settings/ Edit User
W—TDRE
[ZEESNEEHEELT Role"

FLEREN3]
BZINZEE Device Settings/ Adjust
Time
tYavHEIL DK Communication/ Trusted Failed
(TLS) Communication [0, BIEFE. KD
BLR7F]

(2) FAU_SAR.1 Audit review (BE&ELE1—)

YATLEEERF, CWIS [CATM V%, CWIS hoMIREICED, EF1UT(4BEENT T—AICEEHESN

LI RTOEREZRH HT N TEDS,

EFIVTAEEATT-RRATRYINOTF AR I7AILELTHADYO—-FEnd, EX1UT(BEEQT T—

BEHIUO-FTBI5EE. TLS BENAMICERENTVILENHD,

(B8:E9 % TSFI]
CWIS OEE##E

(3) FAU_SAR.2 Restricted audit review ([REEZELE1-)
TFIFAEEDTT-A0FEH B U, RSNV AT LEBREOHICRESNDS.

Fe. EFIUTAEBEDTT-ANDTOE AR, Web T30 DHERARET. &I RILDDPIEA

FHEIFHERL,

(B8:E9 % TSFI]
CWIS OEE##E
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(4) FAU_STG.1 Protected audit trail storage (fRE&SN/=EEE IEFEH)
EFXIVTAEEATT-ANDTIEAL, Fid H UEEDH THD. BHIBRE LB ERMRERIFELEL.
CNIEED, EFIVTABEEODT T DR ELHIBREBENDRESN TV,

(B8:E9 % TSFI]
CWIS OEE##E

(5) FAU_STG.4 Prevention of audit data loss (B&T—448%&DMHLL)
BEBEOTHZEDIRY ML, TOE AEBDA ML —IVEEICRFIND AL —IJEE(ICF. &K
15,000 $DIRY MeRTETBCENH KD, X 1T BEEOTTF—ANEMRICE-I5E . &ZEEC
REERSNLEEERTAICLEEEZLT HILLEETANMERTE LR EHREIND,

(R8:&9 3 TSFI]

BRI OH R ERE

CWIS 0z 5l Z88

TVIB—=FIAN

BIESRINDOEEEE

CWIS OE#EEE

BIRRAY

BAESRILOIE—HEE. TUY MERE. 2FvUiEE. AXvURYD AR EFHEEE. J7DAMAE. XER
N Likae
BENRIDIITER - BREOR TR

CWIS @ Ya7 K& - BEDR THERE

CWIS OFHBNYIANDDXET—SERDH Likae
HEREEEY—N

CWIS O77—LoI77y77— Mihe
DR B MR

(6) FAU_STG_EXT.1 Extended: External Audit Trail Storage #}&BE52 SEBHHE A
XM EENTT-AE. S REET— ) \hbDBERICEIE, ATRYIINDTFASTI7MILELT.
NEREEE Y — ) INEH SN, TOE IS EREEE Y — )\ oBEENT T-AMBEREZ(15E. TOE
[CRTFENTWZ 2OV TN EERY — ) \NEHEIND, SMEEEY— ) INEH TR
TLS/HTTPS 7O THESIEEND,

X TMEEOTT-ADFHEHH LI, RSNV ATLEEREDH RESND,
TOE REIC—HRESNIEEOTARDIAY FOBRKEHE. RAGHERBBLUFOEEL.
(5) FAU_STG.4 [CEBikEnd.

(RH:&E9 % TSFI]
HEREEY N

(7) FPT_STM.1 Reliable time stamps &{E#E341 LARYT
EREINLEERRIAY MEEEDNT 771G T B, TOE TS IOYIHEEIC LSS
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1 LAV TEeHITT DMAEEIRIET S,
FETDERE L E(E FMT_MTD.1 (C&DVATLEEZDH N AIEETHD .

(BiEY % TSFI]
FAU_GEN.1, FAU_GEN.2 OF8:& TSFI [C#9'%

1.1.3. POLRAHIE

BRI R LIE R AE OB DT seDRe & AR AeE3%, TSF [CPDEAT M VRT1—ACZE(C,

FI AT REICTI B HREN RS,

a) AKEEESRIVTHIEISN D HEEE
AE—#RE. TrDABEEGEIR). AT vUiRE. XEORFEEDL LikEE. TU MERE(TUVR
— RS NTORELE DR EN KM THIENRIFFIRIE/ SRV TEREET 3) . IIKEORTR.
JaTREE - BEOR THEE. £ TOE RET-HOSHR/REMAE(VATLEEREDH)

b) CWIS THlfEHIicNSHEaE
HWHAKEORTR, Va7 K- BEOR THEE. BRI ANGOXET - LiAE. TOE
BRETHADSR/REREE(VATLEEEDH) . 77— LUIT77VTT— MERE (VAT LEE
EDH)

c) FABIIMTUEDTIE— A NEERTHHHEE
FABEBFIREDIA 7Y DT IVEI— FIAN TR EEERTE LIRRETTUY METRET BL.
MFD (3R ZREEN Y LIEH B COH ZET —REEY My T T—AICE#(TIVR-X)LTa
—H—ID CEQORERINY MIICETET B,

(1) FDP_ACC.1 Subset access control %7ty 70t 2%

FDP_ACF.1 Security attribute based access control t¥iUT(4BH&(CLZ 70t A%
TOE (3, Table 12, Table 13 (ZfEL), HIEEKRBEED VITEXET-ADTHEAKIHES )
3, LT . XKRND()AD note MiEik(E Table 12, Table 13 @ note #58LTLV3,
ERRERBEETIRONDG JaJEXET A EHEETEES LR AEET - - LRI T 7
—F—FRVATLEBELINTOE AR §EE13, RELIPHARIEREDFM1TPU M PC o Z2{E
EBROT—RE, YVATLEBELTNPOEAAEEERS,

TUVMEBEICBWTIE. D347V F PCH AN TV MTF—ARICRIREEZHET3HO1—
F—ID &EN3, TV MEREICH TR UadmMBE &R, TV M —RCEFENE1—T—ID [LL2T
H¥ESN3(note 1),

AFvUHEE JE—#EE. J7D AR EHEEICHTD V3T, BIENRIUIOT MY LIz 21— —1D #¥,
EFDNA—F—ELTEINDIFONS, (note 2)

JPDAREF DI, TPV AR EEES VLA AENMFETERVZH., VATLEBENT—F
—&LTEINDFoN 3, (note 3)

TPDARELVTREFSNSGI7DARET A RETIHRRINVIACENDHTON TS 1-Y-ID
WA —+—ELTEINDF5N %, (note 3)

IPHAREDY3THT A% TOE Sk o3, TOE OFIRAFETHZININOI—F—+. 77
DAZEDVITELUVT—HZERK T HEFTERGLY, (note 4)

XEORFEMNH UHEER ., AFvUXE. J7VAZEXENHRNVIAREFCZOIMDE UikEE
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BAIREET B, ATV UBEE(CHUVTIE, BT ERICOTI VRENDLETHE . HERIDAICAFYUX
EZEE IR BHEBEQIIRTOHEBRYIAN, — R AEFE SATEENMETIH
BRYD AL T BIRATREE D FIAZB R AT X EEREFIIHBRIIAEERL, AFvUIRE
ERTTIN ERUVEBEBRYIAOMBE BN AT XEDREEICLED, (note 1) FERAYIA
(CREFSNEZT-AOEDE L. TV MER. BIER. 7)Y MERTIEOH M CRAMBDERIE. FiE
BFIHBEEELINREITTES, SARVATLERELN, h AOBRBRYIARNDT—H(3 R
ETERL, (note 5)

TV AFvy, 6=, T7DAEE . TPUAZIE . XEORFETRDHL, WINOEEEICH T,
XET-HERET IR BESNE,

AFvY | TPHAEE . IPDAZEDNRE VT eRE T IR IRESNGL,

(BH:&9 % TSFI]

TUIB=FAN

BAESRILOIE—HEEE. TUY MERE. AFvUEE. AXvURYD AR EHERE. J7DAMEE, XEE
N Likae

BAENRIDYITIRE - BEDR THAE

CWIS nYa7 k& - BEOR RHAE

CWIS OFBRNYIANODXET—SERDH Likae

DR EIEEER

1.1.4. 171 EHE

(1) FMT_MOF.1 Management of security functions behavior tFaJT(#EEDH3F\D
&
FMT_MTD.1 Management of TSF data TSF F—A20&EE
FMT_SMF.1 Specification of Management Functions &EEH#EEDETE
FMT_MSA.1 Management of security attributes tFi1UT1BHEDEE
FMT_MSA.3 Static attribute initialization F#EIEHE#IHAE
FMT_SMR.1 Security roles t¥a1)71 D& E|
TOE (FEAIEREESNEVATLEEEDHIC, TiC Table 22 [5RY TOE X 1T #EEICBE &R
TREFL)TAEEBBEEDSRERTER .. BLURHEEDHMERZRE TSI —10871—
AziRHT S,
Fz, BAREN L —RFIAEIETDNRAT-FERDHATHETHD,
CNDODHEREICED, BRENZ X1V T EEBEEZIRIE TS,
TOE (3. Table 12, Table 13 [CHEL), BFEEAREEETRIONDG V3T EXET IO BEH
BERDT 74 MEEL T, BHBETEB LR AEHANERZETE S %, a5 [7.1.3. 7oEA
%% (1) FDP_ACC.1 Subset access control Y7y 7Dt 2%l FDP_ACF.1

Security attribute based access control t¥aUT(EBHICLR7OEAHIE I ESEBOCE,
TOE (. M EEE . SA VATLERE  — A AEORINEELLFAECEEMT., The
I3,

TOE (&, MIAE®RACELEF 1T BHEDT I MEELT, —RFIBEZRET 5.
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(FMT_MOF.1, FMT_MSA.1, FMT_SMR.1 (CR8:# ¥ % TSFI]
BRI DOEEEE

CWIS OE#ERE

[FMT_MTD.1, FMT_SMF.1 (CB§&ET % TSFI]
BAENRIDEEKEE

CWIS OEE##E

CWIS O77—LII77v7T— MkEE

[FMT_MSA.3 [CR8# Y % TSFI]

TIVR—=FIAN

BAENRIDEEKEE

CWIS OEEeE

BAENSRILOIE—HEE, AT vUBRE. AT vUINYD ARTEEE. T7D ABERE

DR BT AR

Table 22 %171 EEHAECIE{ERIAER Ul

¥ )T EEIER BRI CWIS

ARL=YDEEEHEKREDKTEESHRL, AR/ E. LEESEH v v

=

NEHREEITD

<

APL-URESEHREDREESRL. AR/ BIDREEITD

RENSRIDLOFBFERF D) \AT— FMERDREESEL. B2/ HEN v -
DREEIT

FAERERRICLD PV AEBRREESHL. A/ E. EEMH v v
HOREETD

HWHMEESE ID &)\AD)-RFOREEITY HMEEEDH AL v v

FAZED ID OFREESEU ID &AAT—-FOEREZITI. . FIA v v
BICEDHTREZSRU. SA FZR—EAABEORENEZHRET
%

1-Y—-1AV—- RFOR/NCFHHIRESBUREETY v v

AN
AN

BIET IS EEEROREESR L. AR/ BEIHLUFRFROD
REETD

TLS H4—)\GEBAZE DR EES R L. /ERl/ EH DR EEIT, - v

A FREE A RE DR EES IR U . AMRFEEL/ B DR EZ1TH

TIAR— TV MERRDIREES L., BR/HIRIOREZ1T

B, BRIESRUREE1TI

BETAMEREDREESRL. AN/ EINOREET

I7—LOIP7YIT— MEREDRE TSR, AR/ EMDREEITI

Z—DUPHERE BRE)IRIB LU CWIS) DS HRERTE

AN NE I NE I NI N N BN

Lik—MHADREESEL, VATLEBRERE/FAEDREET
3

AN
AN

DANR—IVIZTREFIRIEREDS BER T ZITO(HAEDA 21/
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/RFIAT—F)
LR BEREOREESELAMN EAOREET : v
(AR, LF1UTABEDYT- 58T EYNDTHANTPAIT,
B/ SGEETBIEN A A, )

(2) FPT_SKP_EXT.1 Protection of TSF Data TSF 7—AM{R#E
TOE (3. #r5 S8 (KEK: Key Encryption Key)%#3¥F3X T NVRAM2 ([CRTFT BH, TATOF
RAFECRLT, CORBSREFRHEZTEHDIUITI—AERELTVEL, £z, NVRAM2 RlEAED
(TSN TS EMRIE. AL—I BB ELEZERTIEEL,
ARL—UREE##(DEK: Data Encryption Key)ld. i) KEK TAES-CBC A THES1EL
T.NVRAM1 BRU HDD IZ{&7F 9%, HDD ([CR7FT % DEK ORI /N\YHI7YvTTHD,
TOE O#2E1FF. NVRAML [CRFSNEELSNEA N — IS S 8E. NVRAM2 [CHDRRIFE
RBTEBILIN. BB EFEXDIKET DRAM [LRFSND,
ERL. IRTOFAFCK LT, TOE (&, DRAM [CRFSNLEEXDA N - I EREGZHLTA
RII-ATRBEL TG, Fo. DRAM CRFSNTVSEXDAMN - I ERIE, BRZEET
CEICENIEESND,
TLS BIEEFICFERTIMERBTEDOEAE. 7.1.6 (15)DHEIEBICLNESLSNIRRET
NVRAM1 [CRFEN. IATOMAB(CH L THBERESH HTAU371— AR BLTIVE,
BEICFIASINS TLS tyYaViE kU TLS EC Diffie-Hellman ##Z1{E(XF X T DRAM IR TF
SNBD, TRTOFAEICK LT, TOE (X, DRAM [CRESNEEXD LY VaVBERAETI3
JI—AERELTVEL, £, DRAM [CRFSNTVSIFEXD YAV G, BREHRETELLD
WEIND,

[(BS5&9 % TSFI]
TR L

1.1.5. SIERELER

(1) FPT_TST_EXT.1 TSF testing TSF 7Ak
TSF (& Controller ROM D220 77— LIIPICENEIRSNTHED. CNb2D2DT7—LIITVDTE
HERIITB2ECED, TSF OEEEBERRIET 5,
TOE (Z#2&1#%(C Controller ROM (I 4byte DF v LEFTE LA EDEE—HT BHh EfEE
L. EEFERENRIUIIS— 2R RUEEIZEL TS, £/z. DRBG [CBILT [1]11.3 [CERHEHOD
ANVATAMEEITL. TAMMKBLEE &
BENRRIVCIS-Z2RRUESZE1LT S, 5H DRBG OfL#k(E 7.1.6 TRY,

(F8:&9 3 TSFI]
BIRNIY

(2) FPT_TUD_EXT.1 Trusted Update {777

FMT_MTD.1 Management of TSF data TSF F—20 & &
FMT_SMF.1 Specification of Management Functions EIE#EEDIETE
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VATLEBER . BESRIDODREICED BIENRIN L TEEFOI7—LOI7N—J3 %
RIBENTED, T, BEER YA MZENFH NTBHEICE THIFEF O TOE 21K T 577—
LOI7PON—I3V R T HENTED,

Fe, BARMENLE VAT LEBEOH N, VATLEBEEIIMATY MO Web T390 b,
Controller ROM &)\ —JULiNMF U774 V% TOE (GEET B EICED. 77— LOI7E79 T
—FFBIENTES,

TOE F. VAT LEEBEDSM7Y D Web T30 o2 ESNd 77— LII 72 &)\ MFUT71)
EZETRE MFIIPANNCHFSNEBEFERERALL. REAECKRR LIS &R, 7yTIT— M
It BIENRIUCIS—BHMULTRLT D, N FUTPIUF EENTVIEFE R, 1\MF)7
74)V% SHA-256 T/\voalLfz)\wiafEzi#R 2048bit O ZEHETHES1L Lz RSASSA-
PKCS1-v1.5 A RSA TIURINERATHE . JOTREEDFIEIL. 1)\ M FITPMIUTHATESNTE
BFERAZI7—LII7ERAWMRIA RSA 2RBICTES. 2))\1FJ)771)l%% SHA-256 T/\vY
1. 3)EERRE)\WWIAEELEE L, —BITNEREEKT . F—HTHNIEHRIILBKREL D,

(FPT_TUD_EXT.1 [CE8:& %% TSFI]
BAENSKINDT7— LI 7 N— I3 VFERR

CWIS O77—Lo177v7T— MikEE
[FMT_MTD.1, FMT_SMF.1 (CR§:&ET % TSFI]
BAENRIVDOEEKEE

CWIS OEHE##E

CWIS O77—LOI77yFT— MiRE

1.1.6. T—HEES1E

(1) FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys) FES#4
B GEX &)
TOE (3 TLS KES-@{E0$eRESL (EC Diffie-Hellman) TRV ERTRERELT, [2]ICREB0E
MRS EAND, FEAMBKRBOER A A, [3]5.6.1.2.2 BRU [2]Appendix B.4.2 [CH
5, TLS EC Diffie-Hellman #Z{E(Z. Linux ®/dev/random Mok E%EY— KT 3(14)IC
SCE (D AES-256 CTR DRBG THRUEELEITHD . FBMBR#RELT [2]Appendix.D [CEE &k
0 P-256, P-384, P-521 #HR—kL, TLS 2TV I—Yav@ETHHETE—DOhiRES,

TOE (3 TLS H—/)\GEBAZE(CRIAT2IEMHEEL T, [2]ICEEEHDFEMBIRE. L LA, [4]IC
S2EHD RSA #EA WS, CNHDIER TR CWIS hoD1—H—38 R CEMIND, FEMABh iR
DERAZEIE [3]5.6.1.2.2 RU [2]Appendix B.4.2 [CHt5, RSA #(d [4]6.3.1.3 HiD4
A EICHD, Z0HRTEONZZHIE [2]0 B.3.3 ([CENERKEND ., EABRELT
[2]Appendix.D [Z32# P-256. P-384. P-521 %, RSA #E£LT 2048bit. 3072bit &4
iR— kL. CWIS ho1—HF—HNINH—DFIEELTERIERT D, T, REURHOEL A RKIC
(£(14)(CE2E D AES-256 CTR DRBG ZH L%,

ERRUVZRAERICBNT, TOE HADIRPRBEORELG,
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(R8:&9 % TSFI]

CWIS m#iRIF2E

TUVR—=FIAN

CWIS & HE#gE

BAESRIVDAF v UHERE

CWIS Va7 K& - BEDR THERE

CWIS OFBRNYIANODXET RN LikaE
NEEEY N

CWIS OI77—LOI77v7T— MékE

(2) FCS_CKM.1(b) Cryptographic Key Generation (symmetric keys) KES 84 K
(RIFREEA)

TOE AN -V BRREUSEBEEENTYYaVRELT. FTEDOEY MIDELEZRALVS, BK
BIICIE. AFL— YRS (DEK: Data Encryption Key)® 256 £+, DEK &5t 376D
ErE S8 (KEK: Key Encryption Key)® 256 Bk, TLS tyYavBOIA—ELTRIVI—
DAV TRE VS ARICIEUT 128-256 EVMEENENER T 5, BELEIL(14)(CEEEHD AES-
256 CTR DRBG T4 7%, 3H. 20 DRBG HIFUHENZ O, (12)[CREHBLERTFIAUE
AR, R TLS BEEYIaVRRRR THD.

(R8:#E9 % TSFI]

CWIS mzi A2z

TUI8— RN

CWIS nEEHEE

BIRRIY

BAESRIVD AT v B RE

CWIS O Ya7 K5 - BEDR THEAE

CWIS OFRINYIANLDXET 2D H LikEE
HNEEEY N

CWIS OI77—LOI77v7T— MékE

(3) FCS_CKM.4 Cryptographic key destruction IES5#HZE
FCS_CKM_EXT.4 Cryptographic Key Material Destruction BS## ¥ 0HE
TOE BEXRFESNIERUVEMBERBICL LA THETS(*), TOE [CFEXREFESNDHE
BRUBMBEEDIEFESEZ Table 23 (TR, Fo. INoNRERUEM BB SLEDOEITEIC
RAM EDT—=DABRINENIE-SNTRIASNSN, RAM LOT—4(3 TOE OEREELICTE
ERDAEIRRENS,

(¥) ARL—URESE(E NVRAM1 R U HDD [CfRTFSN M, (10)([CREEMBEDEE S L SN,
AKEHORENET D, Fol (1)ICEEEHD TLS —)GERAE(CRIAT3IEx TR, (15)DANZ
ALICED NVRAML EICEESIELTREFSNSTZH . REH DR RINET B, T7—LII7ERIRILE
(CAWS BRI, MER., T51R— MES#E. BSI)ThLEF1) T4 5 30NN EE Y

LBLVEOEREHDR RN THS.
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(R8:&9 3 TSFI]
BAENRIDEEKEE
BIRNIY

Table 23 FXRFNIBREUBMHOBESE

BEFE R RiEFE B R EE N

BERE S5 NVRAM2 | #1ERIDEBEEZEAZ1—-h o TIHHFEROKE
(KEK:Key (CRTIETRELEZRE. T—5%(14)[C5EH D DRBG T
Encryption Key) ERUEELBT1R EEETS,

T FHRORECRT CLET(R LO2TOT
~BEWESBCLEEKL, T IR RIS
#E)-TVaVERUIE SR CES T EBEN
LVzsh, DEK B U KEK (FAREICES,

TLS tyvavi RAM TOE OERM CTHET S,
TLS EC Diffie- | (1B%)
Hellman #%Z & TOE (FERMOE A TEMG TLS yYaVyERL

31z8.TLS yYaviER U TLS EC Diffie
Hellman #MZEERFEICLS,

(4) FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
ESRIEIMRIESI1E1ES)
TOE (& TLS Oxt#r##rg&/E=5LT [5](CEEEHD CBC E— FR U [6]ICEEEHD GCM E—FD
AES(128bit. 256bit)&zHiR— 3%, AES [ [7]HEMTHD,

(R8:&E9 % TSFI]

CWIS 0z RIEEE

TUVR—=FSAN

CWIS nEE#aE

BAESRIVDAF v UHEEE

CWIS O Va7 R - BEDR THEAE

CWIS OFHBENYIANODXET IR LikaE
NEEEY N

CWIS OI77—LOI77v7T— Méke

(5) FCS_COP.1(b1) Cryptographic Operation (for signature
generation/verification) BESR2{E(FRERK1REL)
TOE (377—Lo177y77— FOEIEMRRIECH T, [2]ICEEED RSA TIURIINELEHR— T
%, BRI 2048bit Thd, BRIA—IYME [2]5.5(F)ICEEH D RSASSA-PKCS1-v1.5(Z
€5,
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(RH&E9 % TSFI]
CWIS O77—Lo177v7T— MikE

(6) FCS_COP.1(b2) Cryptographic Operation (for signature
generation/verification) BESEE(ERERK.KREL)

TOE (3 TLS OABFEREE. KU, EFERER/RIEICH T, [2](CEEEHD RSA TIIIINEL K
UHEABRIRT YAV EB RIS IGLIZE R E MR VIREEZ1TI. BH . RSA KL 2048bit FzI
3072bit. NIST t5MBh#2(Z P256, P384, P521 #HiR— 9%, RSA T IR ERDER T+—
Iy M [2]5.5(F)ICEEED RSASSA-PKCS1-v1.5 (LD, F. AT VI ELDE S
A R/HRREE [2]6.4 (C6ED, CNold TLS BIERICEEFERFLOXTVI-Yay, EFERYE
BEFICIE - —DIEEICLD. TNENFEATIZER AN RFD,

(BH:&E9 % TSFI]
CWIS OEEHEE
BAESRIVDAF v UHEEE

(7) FCS_COP.1(c1) Cryptographic operation (Hash Algorithm) BE&S#&E(\voa7?
WAV L)
TOE B 77— L0177y 77— FOEIEEMRIERDI7— L1777V TT— M A—=IF =30 )\v a5t
HIZSHA256 %93, CD SHA256 /\WYa1{BEERIED RSA ESHERZLLETEIETE
BRIAERITTS. 85 \Wwoa7ITUIALIE [8]ICEMT S,

(BH:&E9 % TSFI]
CWIS O77—LI177y7T— MkEE

(8) FCS_COP.1(c2) Cryptographic operation (Hash Algorithm) BEES#4E ()\wYa7?
VIV L)

TOE ([F(11)ICE#EHD TLS [CHFT2 T EAE— VR A XD/ \WY1EHEIC
SHA1/SHA256/SHA384 ZHR—+9%, BIEICERTE/\wYa7I TV LIIEF EEOXTVI
—9avIld TRET S, F2. TOE BEFE L ERK/RIED/\wYast&EIC
SHA256/SHA384/SHA512 #HR— L. BLERKFO1I—F-DIEEICEINERATE/\v217
IWTVZLHRET B,
TLS [CBFBRFEAVE—IREEARDN\Y V15t EEBFER ER/AREED)\Y D15t BIZIRILL
THNERICHAENERIIENTES,

(F8:&9 3 TSFI]

CWIS 0z 5l Z85

TV8=FAN

CWIS DEEHEE
BAESRINDAF v B HE

CWIS Va7 R - BEDR THEAE

-77 - Copyright® 2021 by Fuji Xerox Co., Ltd.



Fuji Xerox VII 5022/5021/4021 t¥a1)743—-45'vt

CWIS OFEINVI AN DX ET—FERDH LIk RE
SHEREEE Y —N

CWIS O77— L1777 7— MkeE

Hx‘.:

=]

(9) FCS_COP.1(d) Cryptographic operation (AES Data Encryption/Decryption)
F1&E (AES T-AmEE{L1&S)
TOE BARL—VBREEDIESARELT, [9]ICEBEINSE AES. RU. JOVIRESE—RELT
[10](CEE& SNz CBC &Hh— T3, B#BRIE 256 EYRTHD, IV AN —IDEHAEFE
DEK zmIcEH T3,

(R8:&9 3 TSFI]

TVI8—=FIAN

BAENSRIOIE-HEE. TV MERE. 2T vURERE. A v IRV D AREEHEE. D7D AR . XEH
N LikaE

BAENRIDOYITIRE - BEDR THAE

CWIS OFBNYIANODOXET SN Likae

DR EBIEEER

(10) FCS_COP.1(f) Cryptographic operation (Key Encryption) BS54/ (SEHEE
1)
TOE ([#(12)ICEE#D@N. A FL— UISE L #E:0 DEK(256bit)% [9]lCR#ans AES Azt
THES1ET 3, 8K 256bit THN. TOYIREFE— RIE [10](CRRE SNz CBC 2HiR—+T3,
BRI 256 EYNTHD, IV (E(14)ICEEED AES-256 CTR DRBG W' ELETHD,
(12)ICEBEHDED, AML—UREBS{L#EED DEK(256bit) 255t T2DIE. AL —JEEHFT
A VH 3\ TOE O EIREENF CTHD o

(R8:&9 3 TSFI]
BIRNIY

(11) FCS_COP.1(g) Cryptographic Operation (for keyed-hash message
authentication) BESEEERT) WY1 AvE—JEREE)
TOE [F TLS [CHF2 8 fF EAvE— IR ARELTUTEYR— T3,
& (bit):160. 256, 384
N\wYa1:SHA-1, SHA-256, SHA-384
Avt—IH4J1AMR(bit): 160, 256, 384
N7V TVZLIE [11]. BFENY DAV E— IR 7LV X L(HMAC)IE [12]IC#EMT B,

(BH:&E9 % TSFI]

CWIS D525
TV8—=RAN

CWIS OEEHEE
BAESRIVDAF v UHERE
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CWIS Va7 R - BEDR THERE

CWIS OFBENYIANDDOXET—SERDH Likae
NEEEY N

CWIS OI77—LOI77v7T— MkE

(12) FCS_KYC_EXT.1 Key Chaining #F1/Y
TOE (@A ML — Vg S82(DEK) & U DEK %85 21L T 3 DE2rs 2 52 (KEK) 2R F 10T 3,
BE&RMICIE TOE FA M-I EHRTFIM VNG WEEIRF(BAMNICIE. TIHEEVREERF., £t
FBENRINOEBEA 1o TISHAHORECRTIREEUVLROEEIRF)(C(14)IC5EEH
? DRBG T DEK & KEK %4 L. DEK [F KEK (Z£D(10)(CR-THES1EL NVRAML R U
HDD [Z, KEK [FSE3CIKEET NVRAM2 (2. ZNENRET 3, 2 [E B OB NVRAM1
([CEEB{ELTHRF L]z DEK Z NVRAM2 Mok H Lz KEK T(10)ICRE-TEE T3, K
DEK. KEK £4(2 256 £y FC#H% . DRBG IClF(14)ICE2 H LB+ 9 IV MOE— Mt aENn3
F=hBEDIEE(L 256 EVNTHD., BFIM VDT 256bit BEHLHIFIND,

(F8:&9 3 TSFI]
BRNY

(13) FPT_KYP_EXT.1 Protection of Key and Key Material B8R U HDIFE
TOE (F(12)ICEE & Lim@D, ARL—IREE#|FIM N3 TOE ORI ENRF(IC#Z M) DRBG T
DEK & KEK Z4& U, DEK (& KEK THES1EaN T NVRAM1 R U HDD (Z, KEK [FFEXIKEET
NVRAM2 [CENFNRET D, ZDHMDA L —UIZ DEK, KEK iMR7FESNDZEF L, NVRAM2
FER AR ATREA FL—ITHBLH. (12)DEF MV D— DTt IR ATRELG A ML — JITFE X
TREINDZEEGLY,

(F8:&9 3 TSFI]
BRI

(14) FCS_RBG_EXT.1 Cryptographic Operation (Random Bit Generation) &
1R ELEEY MR

TOE [$ELE A RKIC [1]10.2.1 [C#E#LT= AES-256 CTR DRBG %FIH7%. Z0O DRBG (&
Derivation Function. Reseed ##t%%& L. Prediction Resistance #&EEFZI0, Ft.
Linux —xJL®/dev/random Ho1&7zEL. ¥z Y — FET %, /dev/random DIRETTTHS
Linux Random Number Generator(LRNG) R U LRNG [SEATR0O090H09030F5H H U
FibE/ 1 AEEH2EEIY ME—RET 3, CO/M XFVT MIT7ICENERMICEREDESDESR
FHETDILDTHD, DRBG (F/dev/random hifitfaEhizo— k& entropy_input & U
nonce ELTHFIATEH, ELEDIV FOF—=(E 256 By b x1.5 #88Z. [1]8.6.7 OE#EHH+
NEERD,
TOE 320 DRBG ZHWVCA M —VKEE#E., TLS tyav#aEHT 3,
(12)ICEBEm@EN ., AFL— IS BEHDHIC DRBG iZ#sNdDIE, AL — IS B FI(
VN0 TOE O EIREEIRF CHB o
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(R8:&9 % TSFI]

CWIS m#iRIF2E

TUVR—=FIAN

CWIS & HE#gE

BIRRAY

BAESRINDAF v B HE

CWIS Va7 K& - BEDR THEAE

CWIS OFBNYIANODOXET SN Likae
HEREEY—N

CWIS OI77—LOI77v7T— MhE

(15) FDP_DSK_EXT.1 Protection of Data on Disk F1AD LDTF—H{R#&

1.1.1.

TOE BAL—=ITNAALDT—RTOVD B THESL/EE1L TS, EFMICE, ARL—IT)N1
AL DEEFERIRI—T41 23V T B TP IR UAIT—A0 Read/Write Zh L TT—ADE
SL/BELEMREL. B3/ T4 2avICHLTT—A270Ov0% Read/Write 33, BES1L AR
FCS_COP.1(d)ICH5, BB AL MR —T12aVEEEAMN — I T M AZBR R AT BETS
NVRAM1 KU HDD T#HMD. NVRAM1 KU HDD LISMIER# R ATREG A ML — I T )1\ AR
LYo

EROAN IS, EEACI O TAMN - VESEHERENA IR ESNLE. TOE #]E
RCENRFHDENIET D, BES1L/EBLICRIA TS DEK (3(12)ICEEEH L/ZED. SR FIMUH L
EEERFICE RSN,

ECHEXDFAET—F. EFXOWED TSF T—4513 NVRAM1 XU HDD L0513t R) -
TA4DAVICEFRAFNIHIEFTIESNS, NVRAM1 RU HDD EDOFEESIERIRDI N —T13Y
(CE. TOTILAA=Y, HliES5A—5+ KEK Z8EL(10)ICRREDENRE S LSN T DEK O H
B, EXOFAEXET ARVEXOWED TSF T2 EF B 3. DEK OFS1tE
($(12)ICEEE L72@) TOE DEES R8T 11 VDB LEBRFICITON S, 2. X KEK ORFET
H3 NVRAM2 (3R TR ATREB A R L— YT N AT,

(F8:&9 % TSFI]

TV8=FAN

CWIS OEEHEE

BIRRAY

BAESRILOIE—HEE. TUY MERE. 2FvUiEE. AXvURYD AR EFHEEE. J7DAMRE. XEER
N Likae

BAENRINDYITIRE - BEDR THEAE

CWIS OFHBRNYIANODXET—ERDH LikaE

DR BRI

=S &R

(1) FCS_HTTPS_EXT.1 HTTPS selected #iREN7z HTTPS

Web 75905, BoUICEEY—NeDETDEIE F57190% HTTPS TEF17FvrILUETBLIIC
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SRHI TR ENFIHETH D, CORE(L CWIS o EEBEDHNITAS, HTTPS (& [13]ICHE7
RETHD,

D347k PC D Web F50%hb CWIS AD#EiRERERZ(THE, TOE D317V PCHT
TLS BIEQOXTVI—YavekELIL, HTTPS BIEZRBT 5. V517V PC hod TOE @
CWIS ([CHT2 A RS LV TATOVE- MEEICH LT, HTTPS BENERIND, I, BEE
F-N\DoEENTT-ARMBERERT, BEEOTT-AEEET - NSEET I, HTTPS EEN
BAINS,

(BH&E9 % TSFI]

CWIS m#iRIE23

CWIS nEHE##aE

CWIS Va7 K& - BEDR RHERE

CWIS OFBNYIANDDXET—SERNH Likae
HEREEY—N

CWIS OI77—LoI77v7T— Méke

(2) FCS_TLS_EXT.1 TLS selected &iR&nk TLS

TLS @BIEELT [14]0 TLS1.2 BHik— 3,

TLS BIETHERATIEEAM— MISAT7Y b H=)E0D TLS IRHYavhcxTVI—- N3,

TOE (3 TLS ZFIHT %:@E(CHLTIE. TOE (FBEBEICISE UTHZM 7Y MY —NICE1EDES, fi

ZIE. CWIS PHEATIRY—)8, AF vy XEA— LR IERICENTI 7Y ML TIRBED.

TOE 03470 M iRESNEZREE AM — bOhhotiR— 2@t 0% 1 2:FRT S, TOE

Y R— T BB A —MILL T THD,
TLS_RSA_WITH_AES_128_CBC_SHA
TLS_RSA_WITH_AES_256_CBC_SHA
TLS_RSA_WITH_AES_128_CBC_SHA256
TLS_RSA_WITH_AES_256_CBC_ SHA256
TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA
TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA256
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384

(BH:#9 % TSFI]
CWIS 0zl 325
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TV8=FAN

CWIS n'EE##aE

BAESRIVDAF v UHERE

CWIS @ Ya7 K& - BEDR THERE

CWIS OFBENYIANDDOXET—SENH Uikae
HEREEEY N

CWIS OI77—LOI77v7T— Mk

(3) FTP_ITC.1 Inter-TSF trusted channel TSF &{EEF vl
TOE (3 TOE £EEE Y —/\. Mail H— /DT, L TOZEBEREIO NI ZETR—FFS, IS
&0, IV RRI Y PDBRIEBIET—IDRBERSHNLDIRENRIESN D,
BEEY—)\: TLS/HTTPS
Mail H—)\: TLS

(BH:#E9 % TSFI]
BAESRINDAF v B RE
HEREEEY—N

(4) FTP_TRP.1(a) Trusted path (for Administrators) SE{EE/\A(EEEMR)
TOE FEEEDUE— FPCHHODETIERMVATI—-AICH L, U TOEEEEETOrILEYR
— ;9% CNICED. IV FRAI Y FDBAIEBIET —ADRBEHRS DO DRENMRIESNDS,
CWIS: TLS/HTTPS

(R8:&9 3 TSFI]

CWIS ma#iAIEEE

CWIS nEE###E

CWIS O Ya7 KRB - BEDR THAE

CWIS OFRINYIANoDXET RN LikaE
CWIS OI77—LII77v7T— ke

(5) FTP_TRP.1(b) Trusted path (for Non-administrators) ={E#E/\AGEEEER)
TOE BIEEBEEDUYE—FPCHODET7IEAMVATI—AILK L, LTOEEERAE SO NIILEY
R—bF B, TNICED TV FRAY FOFERNERIET - INDRBERS WD DDRENRIIESND,

CWIS: TLS/HTTPS
TVUB— RS54 1\ bDENRI: TLS

(F8:&9 3 TSFI]

CWIS Dz 5I 8

TVI8=FAN

CWIS O Ya7 R - BEDR THEAE

CWIS OFBRNYIANODXET—FERDH LikaE
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1.1.8. PSTN 77DA-2y rI—DRED 5 B

(1) FDP_FXS_EXT.1 Fax separation 77925 B
TOE (. 77DA®T LR z5 . ARBERRENUL T I7DAT-IDEZEHAEEIRLT S,
HR—r337ARUE ITU-T G3 E=—RFDHTHD,
T7DAAVRII—ATEZENHFINTVIDE. FIRFEDIFDIIUXEDH THD.
T—AET LBSREIFL T SRR oD B BT —AEEIVY ME— IR (T Fa Vs TP AREED
p TOE [CRIECTPHEATBEITELL, . TOE [F. AR EFZRIEMBERNIRY FI—DETT
—REZTETHEELLEVVEYD, AREBERRZENZELVLARERT -2 EREBRYFI—D
EEITELBLY,

(RH:#E9 % TSFI]
NREFEME R

1.1.9. AML—YDLEEFHE

(1) FDP_RIP.1(a) Subset residual information protection %7ty EFIEHRIEE
TOE (. YVATLEBE(CINVITRTROA N —ID LEEFHERENEDILIN TS, I
—HERE. TUY MERE. AF v UMEE, J7D AMBED R 3T T RICAEN\— RTA AV EB(CERES
NEFREANET A2 LEEFEETD.

XEQREFHEETHRAINEXET A BERRYIZENOOERIZIERERDE UIRE. HIBRE
{EICL-THIBRSN, 2D, TOE L EEHEEERT 3,

A=V LEEFHEMEEG EEEZEE 1 E(70(FA)ICLBLEEE)E, 3 E(0-1-ELEICLD
FEFLREL) OFIRNEXRD, 2L BEIEBEENENIESN TS IEE . MELAILTE. 8
=750, 1, ELE) FEELSNRETEERAEND T N\—RFTIAVEBE LI, LEEH
EFEDHAZFAXET—IN—EXIEFS. TOE 2EBBFIC—EEFIVILT HERTOMAFEH
XET-INGFETIEER. LEFEELEEETT.

(F8:&9 % TSFI]

BRNY

BAENRIOIE—HEE, TV MERE, AT vURERE. T7DAMRE, SXEERDH UikaE
BAENRIO Y TRE - BEDR THEEE

CWIS O Ya7 K& - BEDR RH#E

CWIS OFBRYIANOOXET DT UiaE

8. ST B&EE- FHEE (Acronyms And Terminology)

8.1. HB&EE (Acronyms)
K ST [CHITBEEEEE LI TICEREAT B,
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B EENE

CcC JEVD3547)7(Common Criteria)

CWIS tUR—0174 03—y MF—EA(CentreWare Internet Services)

DRAM HA4+39D5 5 L7DE2AEY(Dynamic Randam Access Memory)

FIPS PUB K EDEFRFRLIEIZEDH ¥ (Federal Information Processing
Standard publication)

IIT B A H3—3F)L(Image Input Terminal)

MFD FIRIEE#(Multi Function Device)
TERMESIVHLT7DEAAEY(Non Volatile Random Access

NVRAM
Memory)

PDL R—Yitah 5 i&(Page Description Language)

PP J0753> 70774 )L (Protection Profile)

SFP X178 A $1(Security Function Policy)

SFR X1 T H#EEE #(Security Functional Requirement)

SMTP BEFA—ILXETOL(Simple Mail Transfer Protocol)

ST tFa1Y713—5y ~(Security Target)

TOE FTifixf % (Target of Evaluation)

TSF TOE tFa1")7/#8E(TOE Security Function)
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8.2. HEE (Terminology)

A ST [CHITHREELITICEREAT B,

2 %8R
WETD TPAIVOAT L BHEMEARIN O ROBERUNGWLIITHETEEEET .
KEK Key Encryption Key OB&, ZETIE. AL —UIESREZES1LTHHOESED
CEEIET,
DEK Data Encryption Key OB, KETIE. ANL—JBEEROEEIET,
7991 AEY SD F7=(x eMMC %357,
Web UI FAEDSA7Y D Web TS50 ENLT, TOE [T RIRENTEZIH—EATHB,
HERYIA HERYDALIIER A ANEAF YL EPTPIARIEXER TOE NICREFETIHEFIDC

Eo
FRETIEITRERBRYDACHEMSN X EERY I—D LDIVE1-8hHERD
HYZENRTEETH B,

TIAR—=rTUV b
(Private Charge
Print)

TV MEREICH VT, FIRIT -7 IVR—ZX U TR LIZEY bRy T T—5% . MFD O
Fo—UREIC—BEREL., BEESNZRAEMEERIVINIE TR 5 THIRIZHA
ER:PAVA P

FAFHIXETH

MFD QA RL—JEBICEFESNLR., FIRNE T L7/ IVIBHIBRSNZH, AR —Y
EBRNCRT-SBEEELTVSREOXET -4,

XET—H
(Document data)

— % FIFAE (U.NORMAL). SA h* MFD OOE—#48E. 7)) MigE. AFvUBEEE. 7
DARE. XEDRFHEEEFI AT SMRIC. MFD RAEE BT 22 THERIFEHRES
OT 3% MMULTXE T HERET S,

AFvUXE AT UBEEIC LS T, BEFHAAEREINLEXE TS, A TOE BAF+UXEZ Mail
F—)INEELED. XEORFCIDH UEEICINHRBRYIAICRT T IHEEER D,

TPIAZIENE TP ABEBEICLHTRIESN.. N TOE THRIMNBBEFHADXET A THS, K TOE
TlE. FHERDEREICEN., ZIELETPDAT—AZHON UHERESNTEHBRYDAICGFR
FIHENTES,

TXIVTAEEDTT WO, HR EOIIBEEEIT NV BRPEERIAY MHIZSEEPERE

-3 B, 1-Y-BERE)E. BMEHEINZT-4,

MAEERE HAIEREELERIAECEINZ TONSRE|, A TOE Tld. M EEE®RE. SA &2,

(User Role) —RFABREDERINTND,

HHEEERE W EEEN TOE 2R AT 3RICHERLIERZRT , SFR ATIE Key Operator

(Key Operator
role)

role ERI|WSNS,

SA & ZI
(SA role)

SA ' TOE &FIAT 3R ELERERT

— A AERE
(U.NORMAL role)

— &% AE(U.NORMAL)H TOE ZFI AT 3RICHERBERZRT .

FIAEHAER
(User Identifier)

FIREEHANTIHOER, 1—F-1ID,
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MW EEREHAE
£

(Key Operator
identifier)

BREEE R EENY TOHNE1—Y—ID, SFR ATIE Key Operator Identifier
ERBEND,

MWEESE
(Key Operator)

MFD O EE® TOE tX1UT(HEEDR EZITOEEE,

SA

W EEEHSVMIBRICER SNz SA B TPHVY MelER T HENTE, MFD DR
EIEP TOE tFa1 T HEEDR EETOEESE,

VATLEBRE Key Operator & SA D#FF,

(U.ADMIN)

CWIS TOE N®D Web H—/I\THD. FIEEDF17V +D) Web 7505 EMH LT, TOE [CXT3

(EVA—917 403 KEHEDR.BEER. XEORNEU/HRIZERNTESZT—EATHS,

—%yk H=ER) Windows DiZ# Web J30Y TERTIENTES,

s TOE Q& HEEEE AT BHIIC. FIFAEDH AR Z21T7>C TOE OF A ECHIRZEH

(User (FRTHDHEEETHS .

Authentication) SNEREREEA T Va3V EA VA=V TBIEICEN . RARFREIESMEREREE D2 DD E— FEHR
— ;BN A TOE TRIARAKRRIIE— FTEIET S,

PN N H

(Local TOE M1—HY—525F% MFD (L& & L1 —EHREFERAL RIS EETIE—F,

Authentication)

%ﬁr‘ﬂhﬂ

TOEU)J_‘& nl..nl—tz'%ﬁlznunl—tﬂ /\(4_ fibrl ‘U- 'lﬁ*&’&ﬁﬁﬁbtnunl—tmii’&

(Remote. | SE—F.
Authentication)
AL—UREE REEED—HERTFIDAN —JZEEILTIHEEETRT .
R—YER ik E B (PDL) CHERSNIZENRIT—AZ 4T L. EV by TT—R(CE T 548

FAUH- i

Hbo

FAVK-Z

TAVR—ABEREICED, R— U TR EEE(PDL) CRERSNTZT— A2 L. Ev by T T
—BICEBTIE,

YATLEBEEE-F

—&FIRED MFD O#EEEFI AT 2 E/EE— REAIC, YATLEEEN TOE OfE
RIRBEICEDHE T, TOE #BRDBERTE® TOE CXa1UT R E DS R/ EHEL
oz REMBOEEETOIBEE-F,

A=) HRE
(Auto Clear)

BAENRIVB LU CWIS hof bR EZLEB VKRBT —E QR ENRBLIEE . BEIH
(CEREED'OT 77 FENBHEETHS.

NARR—-IVIZ7

(Customer MFD QRsF/MEEBEITIIVIZT,

Engineer)

WEE WEBELIE, TOE FLARESNTVDEECTELGFEEZRELTIIEATEIETHD,
(attacker) WEEICE., KBSNLHABTEHIN ., FOERERLTTIERATEIEEEFEND,
BRI

(Control Panel)

MFD DIRMEICHEIIINEY  SVT BvFRRIVTARAT VA ERE SN RV,
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—MRFIREDFATY
b

—IRFIRENFATEIVIATU b,

YATLEERE
DTV

VATLEBENFIETEDIAMT7VE, YATLEEEIE Web 750 %LV MFD (C
s UT. TOE BRET—HDHERPEEF I E1T).

TVOR—=FFAN
(Printer driver)

—RFIREIFA 7Y b LDT %, MFD h'RIR AT 8EG R — 5Lk 555 (PDL) TR
SNTEERIT—RICE#TZYIIIIT T, MAEDIA PV NCERT S,

MFD DMEIRETBEBAR— YL E55(PDL) TRERENTZT 4, HIRIT—4(3, TOE ®

ENRI T —
7= TIVIR—ZHRETE Y bYv T T —RCE SN D,
OE—HREICSDFERAENLET —4 . BLUTUY MEBECLNRIBEDFATY MBS
EYrIYITF—4 NEERIT—5%7 VK- XHEETERUET -8, EyryITF—R3E A TEE

EMELTN-FTAADEEICRE SN,

&

AE—HEET IIT hoDied A B DR REB S XEPIRE . EEBEERT .

TOE BEF—%

ZNIE TSF F—5D—EBTHN. TOE [CL->THER SN TOE [CBIL TR SN =T —
5THY. TOE O F1UTHEEICH BE5 AP MRERODIRET 2.

ATy

BEERIND 256 EYRDT—R, ARL—VEBEADXET-IDRFEIC. COHET
—AEFERLTESEEITI.

2ykDJ—5

NEBRY FI—DERERRY M) -DERETI—RMICERTIHEORE,

NERRYRI=H

TOE 2 &2 I 2B CIEENERLB L RERY FI-DLUNDRY FD—-DEFET

RERRY FI—D

TOE h'ERE SN2 BBORERCHD, SAERRY FI—Dh oD X1 T1DEBICH L TR
ESINTLRRYMI—DROD, MFD & MFD A7DE AWM ER)E—- MOSERGY—N
PHOS47U b PCRDFYRIVETRT

AREBFEER TPDAEE . TPIAZEDT AN TN B EIFREAE RSN,

AR EBFEEIRIE

PSTN

(public telephone

line)

NRERT—H J7HAN AR B ERNDEZEDT 4,

(fax data)

LS ITU-T #1500 X.509 [CEZSNTHD. KAFEM(FTEMEH. HAla. Ba1FE). 26
8. AEAR. DITPIFVN, DTRFYENREFNTVBIER,

Data on TOE ET—ATHN., RMARIIFFICH(T2FIRBEBDNAT— R ERFOR/NIFHOD

minimum user
password length

(g

Key operator

TOE RET—HTHY. HMEEEZFDTHD) AT — FIEH

Password

SA Password TOE BET—HTHN. SA RIEDT=HD) AT — RiFHR

U.Normal TOE :RET—HATHN. —A&FIFHZE (U.NORMAL)ZRFEDT=H D) S AT — FiEHR
Password

Data on access
denial due to

TOE BRET—HTHN. FIAE ID KR ERICERT M AEDH T/ BN DFEERE KK
[B1 24 1H R

- 87 - Copyright® 2021 by Fuji Xerox Co., Ltd.




Fuji Xerox VII 5022/5021/4021 t¥a1)743—-45'vt

authentication
failures

Data on Auditing

TOE BRET—HTHN. LV, M, EDLIBERET NIV ERPEERGIAV
(BIZIZFEEPEREE., 1-Y—1RFBE) &, BT SHAEDH I/ BHDFE
o

Data on User
Authentication

TOE FRET—HTHD. MFD OIE—#aE. AFvUHRE. T7DAMRES LUTY MiaE
EFIRATBMRIC, 1Y —REERMICTREA T AN AR/ BB LUK EDER.

Data on use of
password
entered from
MFD

control panel in
user
authentication

TOE EBXET—HTHN. RKI I EDFREERFD/ T2 — R
Pt REDH 21/ FESNDIEER

Data on Private
Charge Print

TOE BRET—HTHN., TV bF—IZERTTIMR— U MIBRSE SN EIRISE
DD E H o

Data on Trusted
communications

TOE BRET—ATHN, RERYMI—D LICEETEIXET X, YaJEHR. t+a1U71

BEENTT-ABLU TOE BRET—IEVTLBIET—IERETHLHICH G T H— A
BEESLRETOINOER/ BEINESUREDEFRSSULEAE. BEERA/MBESEN
AD—F, #£@EH/ AT FER,

Data on TOE BRET—ATHI DA —IVIZPIREHIREREDF 2/ BN DIFR R VR
Customer NAT—FDIER,

Engineer

Operation

Restriction

Data on TOE BRET—ATHN. AL—ID EEEHEMKEECRRT SMEEDA R/ EHODIE
Overwrite .

Storage

Data on Storage
Data Encryption

TOE BRET—HTHN. ArL— UGS ILHEEE(C
R 2 EEDH T/ EHHDER,

Data on date and
time

TOE RET—HTHI. 81 LY —-V/93—31 LEREFRERER LT -2 THD,

Data on Auto
Clear

TOE FRET—HTHI. BIENRIA— MUPHBED AR/ BINELUD) PRI DTEER.
BLU CWIS 0A— MUTHBED AR/ BANDIERB LUV 7D IEER

Data on Self Test

TOE BRET—HTHN. BETAMERRDER/ENDIER.

Data on Report
Print

TOE FRET—HTHY. Lik— M W HREDEREH .

Data on
Firmwareupdate

TOE BRET—ATHN., I7—LIIT77v7TT— MEREDER E HR.
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