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(AC770Y0-F000-G00-31)) IZ FAX 2>k (R4 FK-514., ZAUSKHS T 2kl i A883) Z5# L1-b D Th
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THRETHEEEBEKE. BEEBEREICE VTR T — X O S{LIZF A 328 5 LiEE, PSTN &
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Table 1-1 FEAHEARR

N—=RY =TIV T U=xT FECHERA Lz N—Ta %
7 747~ hPC(OS) Windows 10 Pro
Web~7 7 7 Microsoft Internet Explorer 11
TV RTAN— KONICA MINOLTA 650iSeries
PCL / PS Version 2.1.13.0
IPsec OSSP
IERFRRE Y — /N — Microsoft Windows Server 2012 R2iZ#4# X 41 5 ActiveDirectory
DNS#—/3— (i) OSH ik
IPsec OSH
SMTPH— 33— Postfix 3.4.5
| IPsec strongswan 5.8.0
DNSH—/ 31— bind9 9.11.5
| IPsec strongswan 5.8.0
a7 —N— apache2 2.4.38
| IPsec strongswan 5.8.0
WebDAV H—/3— apache2 2.4.38
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(1) SN EBERGEA 4 2354 1%, Microsoft Windows Server 2012 R2 @ DNS #— X —&{ [T A NERHD E
KR

1.4. TOE Description

AFETIZ TOE OWEEAIHEPH , FnEEAY#EPH OB A TR 975,

1.4.1. TOE O ¥ EEE

TOE O¥FERIHFIFHIL, MATA 7 v a Thd FAX v e L7z MFP KK Ths, TOE 13, MFP A&7 7
— LT =7 Njik), FAX v b AL ADOBAL TR SND, TOE MR D N— Ry =7 /YT =7 AL
A% TR T,

MFP A&{&ZiZ USB IF MRFEEINTODA, EHTILT v 77 —MERR TO LGN DT=s | FIHE HME
NHIZRAN =D T HRAR(R— LT NT T2 2 AR DT ISARE) 2 ffii U TR 952 813 TE7R0, F72, MFP A
{RIZIT RS-232C IF 2ANEIELSHTHDH08, A TSN TS FIHEDARA L ZT7 == 2R T 52
LITTERN,

Table 1-2 TOE ##K 435N~y =7 /Y7 =T

RN A P4 N— a VIERLE R B BeA ¥R
bizhub 4501 | 77 TAU =T A=Y Ay
Jy— bizhub 360i ACT770Y0-F000-G00-31 ) st |
(4 0 v~ o, | Pizhub 300 T AL BAMICHRE LT3
. ineo 450i o K FIZEVBLET D,
ineo 3601
ineo 3001
FAX % o | FK-514 a5 RN Erfﬁ%ﬁﬁlﬂﬂiﬂbf%
A883 FICLVBLET D,
Table 1-3 TOE % &+ 20 A 4 R
[N A HA Ko A N—=T g v =5 EX Bl At 5 iR
bizhub 6501/5501/4501 =— ¥ — R Jj . exe 77 | B R UMK
1 ¥ L0 IR ey | s a6,
bizhub 3601/3001 =—H—ZXH A 1.00 H A (BT%&
FULL hi bizhub 6501/550i/450i User's Guide 1.00 HEE FANECY
bizhub 360i/300i User's Guide 1.00 YR
ineo 6501/5501/450i User's Guide 1.00 YEFE
ineo 360i/300i User's Guide 1.00 Y
X2 U7 bizhub 650i1/5501/4501/3601/3001 = 102 A s exe 77 | —E A< U
+ HERETR — WP —XHA R Xz U T 1 HEREMR A3 | BT 5,
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bizhub 650i/550i/450i/360i/300i L0 (EF%E
User's Guide [Security Operations] ' 411 5)
ineo 6501/5501/4501/3601/3001 User's

Guide [Security Operations]

i
k=m0
o

1.02

b
=110
o

(*1DMFP KKz xtisT 5454 2 A2 (FULL R & BX 2 U7 1 #ReiR) 29— A~ DA%, HAZE
S IGEIIEAE ORLEIZL D,

(*2exe 7 7 A NV EFETTHZEThtml 7 7 A VEAFT S,

(*3)exe 7 7 A NEFATTH L Tpdf 77 A VE ATT D,

1.4.2. TOE D iwErEE

AT IZ TOE Ok % = U 7 1 Hihe & AR R4 TRk 5,
TOE
________________ CXAVTAMBE L, oo EAME
| HIBIRIE A w¥a ) EBEE | 7Y v bk :
| 7o e sl Rttt Lo 2% v e |
i RS {oiga sESELERRE | Qe — 5
| BIEEBERE FAXS) BE A2 i i S 5
A R |
| | XBORHFERY LR | |
- R oo ’
3 A A A
y A Y Y
HRE 2747 hPC SMTPH — /8 — FAXI 28
SEBRREEY — 13—
DNSH —/3—
054 — =
WebDAVH — /3 —
SMBH —/¥—

X 1-2 TOE 0z PRAY &I
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1.4.2.1. EARHERE
PATIZ, TOE O FEAREEAE T35,

Table 1-4 TOE D EAHAE
No. Function Definition
1 | UM RE FIFHZE S LAN #8H C&E 7 3CE% TOE ([ —FRIFL . FIRl328%6E,
IFAT R PC DT VHRTGAN—H LT WC 05, BEE& TV MRy 7 AIT
L EE—BHRIETED, £, WC 235/ 82T —FiF 51k PDF Ry 2 A7 %j(i
B —IRHRAF CTE 5, FIAE DBAE AR NE— R RAF LT E T CEO RN A EAT
L7cBA . 34 E 1 3E1E TOE M BHEIREND,

2 | AxvHgRE FIUAE L DBAE S DOBIEIC L > T, BCEE AT v The A B0,
SCENZEHLL T, 12518 (E-mail, WebDAV, SMB) 9 584hE,

3 | = e FIHB CEDBAE I DEOBIEIZL ST, MLEE A v THARS T,
BT TG 248 B3 D% RE,

4 | Ty U AR e 77T abha T, AR BRI A HEPSTN) %/t LT E%
G T DR,
<77 I AL HERE

BAEARINDLEEREREL ML E LAY CHATY B UFICEHBRL
T IRE LTI T 77 A~TEE T D8, BRIESRADD, AR Y7 ZRAFE
NTCNDETLEET 7V ALETHIELTED,

<77y AZAGHERE

SNER T 7o A D EEE AR E N L CE T UEEZ(E T HHEEE,

5 | XEORALEOHUMKEE | MARYIZA Bl ATVZER I A, SAT—REB{L PDF ARy AZE T LES
BRAF LI LI E 7 3CEE B H 3,

B AR 7 ATk T M EE A v TRt A B0, 1 3CE W@L’C%T 7
FAT R PC DTVARTANR—HE UL WC INSE T SUEERIE, 7 77 AhE
FoTRAEL F a2 —RMET7 7 VAL EERIFTED, BRGI ATV ZER Y7 AL ﬁ
LT, 77/ AEREIC L > TG LI T 7 7 AL ERRIFTE D, AU — NI 51k
PDF Ry Z RZKFLT, 7547 b PC D WC SE T ERRETES,

EH AR > 7 ANARTE ST B A LT B E SRV BEIR, SMTP 4 — /3 —
/WebDAV H#—/3—/SMB #— R—~DT77A/LEE. 777 2%EE . WC 2D
SMTP #—/3—/WebDAV #—/3—/SMB ¥ — /R —~D7 7 A LiE(F, 7 m—
RRTED, BHAEVZER Y 7 A RESN B CEIL, BIE LD BH]
Rl WC 224 70m—RRC&ED, /AT —REE5(t PDF Ry 7 AIRIFSNIZE
TFICET BB SR DBENR Y 7 ZASDIRAERTED,
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1.4.2.2. %) T 1 HEE
D\TGZ\ TOE O)-{Zaf‘j_y?‘/rg{%ﬁlé gaﬁ_g_éo

AL =TT SAZ L OWESAIZ BT 5 REIT. TOE 22§ 2% 2 V7RI & Enauy,

Table 1-5 TOE Ot =5 1#hE

Function

Definition

AR ATHE A

TOE #FIHLELHETHE D AIFAE CThHZ LRI HE N LIBT3k BIFEAE
TERAE - CTRFEL ., 7 ATF R & SIS B 721002 TOE ORI A E7F A 958
HE, W AEVZBER Y IANT 7R AT HIBE (777 A% E5 56 | FIHZE DR
SUERITINZ . I ATV Z(ER Y7 ASAT — R L B3REE E i35, 2L HF =T
% TOE B &3 AIREGEATTO A MEEERGE S NESMN B OFEFET — N — 2
DANERH — N —FRRE ST D35, ARBEREIIZLL T OMRED & F D,

G By 1N VA1 N el [N NS A D ek e N X o | e Y 1=

B I AU, AT LI SAT —R a4 3— TR IR T DERE

AT —ROEERETLDIEENRNTORE L/ NV SAT—REDSE
P12 LT S AT — N2 2 B gk DR E

TRAIRRRES e 2 —F — OBAEN — BRI eV (FEEE DR E LR 7220 35
B FDRyL A KT THRE

AL

TOE WNORFEGPEITH L., 7 SNHMMEZ OHRRT 7 e A REL/2 DI, TR
R PENDT e A% IR D HERE,

LR

LAN ECOMIEPIC, 7S HE~T /LA TERO IS B BT B,
TS B ALO AL, [ RRRS IR 57 VY R SO B I LD BRAE
sna.

LAN FIRRHIAY R —2 EOEIZ IS @I W ER L3218, 7747k
PC. SMTP #—/3— SEFRFEY —/N—  DNS #—— o/ ¥ —,—
WebDAV #—/3—_ SMB #—\—& TOE OMD@EET —# &5 T 5, 3.
B SALBRREIC L > TRy MY — 2 Ll DR E EEA T 5L 22 & TRET D,

WEDBEA D& & DR TIT D Z L2 RAET DB RE,

TR VT BB

PR RE CRGES N B B (U ADMIN) D& B AR SR #0473, TOE
DEF 2T AEEEICB T 280E . ZRASTRETH D Z L2 RAE T DB RE,

TOE OEMBEIOEF2VTAZBETL2HFL (LU, BAFLRLV)) Orr % |
R ML b ICl ARy 7 —2 LU CRedk T 288, nr 77 A /Uid, @G HERE
R Vo — = ZEFS, nZ Y — =R 5 IENTED,

S 7R R AE

TOE O77—A0=7 77T —beBthT R0, Ty 7T — G0 77— L0
=T DEIEMZRIEL, TN IEROL DO THAZ L2 MR T HEE(T v 77 — Mk
#8). TOE OIEM I rIEE7 2 S a2 12 L0 Pl S e WD EERGET 2720 DR
HE(H .7 AMERE),

TOE ®»7 77 AUF #, PSTN & LAN DT —# - 7V P& AT 272012 72
W EERAET DI RE,
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1.4.3. R
A ST T2 HGEO E®AEERT D,

Table 1-6 FzE

Designation Definition

T E B ULFIT LFRHIERE D REE LT LET —2ThD,

MCE HECEIT, ORI E DS AR SHUE R D L ETH D,

BHEE BRIFEBV L O35 L7025 (Storage and retrieval (ZXAEHEOXGL725) E T
E,

7y ) ANE 77 I AREREICZD AR AN L COINI T 7 7 AL RS (R T 50 #,

=M N— R B —EE IR SN D CENE Y X7, B—OWE Y 273 1 AKLLED
XELZNHTE D,

WC Web Connection, 7 74 7> s PC® Web 77 7% % i LT TOE Z#{ET 2%
HE. A ¥ 7 x—2RA,

o (A V% TOE Z#/ET A7 00HEHA I ha—/LF A R, # v F_NRIVEET 4 A7 L
A THERR S 415,

AF¥yfa=v b TOE THXENGHE, BEZHARY \EFT —ZICEMT DH72DDT A A,

Ty A=y b TOE CHIRIMICEH SNz m%g T — % ZHIRIL T 27 31 X,

flfl= br—72=y | TOE ZHlfHf7 2 %iE

Tr—hu=T TOE #4257 b =7,

CPU H T R AL PR A i

RAM RIS L CRIF SN DR AT,

SPI Flash TOE OEEZIRET 2 TSF 7 — X BRAF S 2 B A 72 RTE A€

SSD 256GB OBIMA AR LG BER, 77 — L7 =T BE SRRy U —7

INBDT 7 AT D VAR AFETRRT D120 DOFEFFET — 4 TOE O
REMT —%, EBFLERT 7 AL E LTRES LD,

Ethernet I/F TOE & LAN ##8ktd 572890 A % 7 =—Z, 10BASE-T. 100BASE-TX,
Gigabit Ethernet ¥R — h 35,

USB I/F TOE & USB 7 3A A&l T 57O DA H T 2 — A,

RS-232C I/F D-sub9 L&A LT, TOE ~3 VU T AEHET A ENTELL VX T2 — R,
TOE M c Y — B A~ U N A T F v AMRE T 5,

SMB 18 AXx LT —4% TOE NIZRTFEINTWAEBE T EREEZ, avBa—X
—TWAD T 7 ANMIEHL T, AL Ea—F =P —"—DIF 7 4 L —~
T DRk

WebDAV 2%{5 AXx LT —4#% TOE WIZRFESN TV EFXEREEZ, 2 Pa—X

—THRZDT 7 ANWVIEERL T, WebDAV ——(Z7 v 7' a— FT HHE, &

T —=nN—m TEETHHEICHERT 5,

Ry o A 7V MERE. T 7 7 ABkRE. CEORMFLIY M LERRIC B W T, FIREICE
T—ARRMME Y a 77— %% TOE ICEMET Hi6e, EHFIX, FRiE& 7Y &~
FRy 7 A NAT— RS PDF AR > 7 2 il ATV ZERy 7 A, HAR
vV ABFATE D,

WAE& 7TV v Ry 7 A —RFNHEZED, 7 TFA T RPCOT VX RTANR— HLIITWC 567
v MERE R FEAT Lok, B CEN—RRFEIN D, — AP EIL, BE 2L
Mo —RHRIE SN EBEFCEOHIMEEIT T LN TE S,
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Designation

Definition

/NAY — RiE 51k PDF &R >

7 A

—RFHER, 7747~ PC D WC »H/NRAT— FTH Sk S 417z PDF O
FIRIS U <EPRAFZ AT L 72y, B 3CEDS —RRFEN D, —RFHHE L, #
PRSI S — W RTE SN BTSCEORIN S L IXRFEEITT 2N TE
ap

R A E Y ZAER v 7 A

Ty ABRICEVZEFELEF 2 — RPBESNTORNWT 7 7 ALEERFT
Do BHHEFDRE A E U ZAGHE T A E U ZEEANERE LG IR A
TELGEHTIIANIHEINTND), Fiz, BEHHENRH AT Y ZERET
RELFEBEIAFTY)ZER Y 7 A2 — ROHR#EIND, BEHAEYZERy
J ANAY — R&HI> T D —BRFIHEIL BEsxve 7 547 FPCOWC
MH, 77 7 ALEERYHTENTX S,

AR 7 A

—EFIVHFED, BEBFIAET ARy 7 2125t L, BIE SRV, 774470 b
PCOTV U HRTAN— LT WC NOEFLELRFETED, 777 A
HEEIC LV ZE LAY a 7ICF a— RN RESR WA EGA., BESNZ@AR
P ANT 7 J ALEBRGET D, —HAAER, BERFETH2EAR Y 7 X
Wit L, BiE %, 27547 F PCOWCNSEFLEZRY HED,

s
e
K
i

Ty I ALV ZELEF a— RBBESNZ 7 7 7 ALEEEAR v 7 2
~MRIET DGR, AR Y 7 AOFEHE CTH L MAAE L EEER, MAKR Y
7 ZBITHNEN L BRZEHNSATV— RERETE D,

Fa—F

SUB 7 RLALE(E ID TR SID, BURSZENADNCBIES N TODEAR >
I ANT 7 7 ZARETHBUTIE B EAR v 7 2 OB EFE G L BIRZE A
J—FK%Fa— KO SUBTRLREEEID & LTANT S,

P&l

07 A FELTRE, FIRAFICEEMT SN2 U T 4 BiEO®RE, TOE 121X,
—EFHE(U.NORMAL), HEE (U ADMIN)O&EEI NS 5,

— R A
(U.NORMAL)

—fi%FI & (UNORMAL) & L CTOEDFI & 7F ] & =R &, FIHE N2 —
—H, =P RRT— R EFRHEMERR L Tr 7 A TP LTk, —fRFIH
#(U.NORMAL)EL Gkl E g, — W — i Tt o 2R T& 5,

B
(U.ADMIN)

EH#F(U.ADMIN) & LT TOE OFIHZ7 Al Sni=FIH#, TOE OFHE I,
07 A IFEOENILY . 22— —FHE (U USER_ADMIN) & £ /L& B
#(U.BUILTIN_ADMIN) 385, HHEE E CHRIE SN DX 2 U 7 ¢ F R
EHHTE D,

A i
(U.USER_ADMIN)

FIAE R 2=V =4 22— — 2T —F FEEWHERDH) Tl A AR LR,
a—Y— P E(U.USER_ADMIN)EL TR RIS N5,

Bl b A EEE
(U.BUILTIN_ADMIN)

BHENRAT— FEMAFINE, FIRHENEHE AT =R Tas (L
B, BV A5 B (U.BUILTIN ADMIN) &L GBI S5,

Y-t R~

P—ERRAT— REMBHHAE, FIHER Y —EARXRT—RTa s A Ik
LT E, — e R TRt SN2z FIHTx %, TOE ORES K7 71
sHsz P R— 45,

User ID

TOENRFIMZE 2534 280+, FIHER v 71 Ak Liza. FIHE B
ELTHEEMT NG, —FIHE, 22— —EBHEOLE, = —¥ — & HKE
DREFEENED LB TOND, BV b CEHEIL, FHOBEEESNE YT
bho,

ayAy

FABENSILT eV BSL CGRBIFRRER FTL . SBIRRREIC LT 58
TOEZFIH AR/ IRRBIC 22 &, Bl b WC, TV R TANR—IpLFITTE
Do
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Designation Definition

Z—F—=4 —EFRE, 2= EEEN, v A VBRI LT Yy b LTADT Dk
B, AREERIEOY G, TOBE2—¥ =412 L > THAE S Bk ——n»
ESMmEHT D, 2— VBT RFINE 2 BT SBICBOE L, LI
FEETE20,

m7AYRAT—F FHENR, v 7 A PR LT oy e v E LTANT 5820 — R, RIREHEZE
SO, TORIXE /A L RAT— NI ko> CRIRE 2RI 5, 22— S %
U— R, BHERSZAT =R, = RART— R R3bH 5,

Z—P— N2 T —F —EFHB O T A L RAT — R, RIREEFIEOLA, BHEE X2 —F—FH
BRECT—RAAEG I C—F— 2T — RERETEX S, —FAFIL. A5
=P —RRATU— REEETE 5,

EPEHENRAT — R BN A VEBREOO T A RAT— R, TOEHRHE, FTEDEHE /AT —
FRBREINTEHEY ., TOERERIZE L M VEEENPMENOLEET S, DL
e, BHENEFTEX D,

P ARAT— R HY—t2xwrOul AL RAT— R,

— IR 2 L BN — A AE OTOEDOFIH &5 1§ ik, ZEFE 1L, = — ¥ —EHiikhe
IZBWTHEER SN /-User IDFIZ—REFIHE DR E & fERNTE 5, —REFIA
FIEAFRE SN T=User IDEFFO—BFIAEN 1 7 A %2 FETLIHEA. TOEX
BEELAH T 7o FIAE B A TRIEST 2720, BNFAT T2 7 A ikl L, TOE%
FIHTE 220,

LA MR EHE P —RAAEZ G BRERE TOTOEDOR A 23 v 4 Hiee, BHE L. =
— P —E RISV TR GRS 7z User IDMEICEBREHER DR E & bR T X
D, EHAEMERDPHRE SNz User IDZFFO—RFIHE P EHEHERDH Y T 7
AN LT GE ., BEERBITTOEAMMTE 5, HEHEHRPHEEIN T
Wi User IDZFFO—fFIHENEBEMERD YV T /A 2 FETLIESA,
TOEZBEAT I 7= MM FH B 2T 270, M FIE T 7o TR L,
TOEZFIH TE 22\,

FEREHI R BELE SRS ORI FTREZR AR RE 2 I IR 2 dkaE, BREIE T, 22—V
BEREIC W TR Gk S 7z User IDfEITHEREMIIR ORBE & MRFRS T X 5, BRREMIIR
WRE SN T=User IDZFF>EAME D v 74 2 F4T LT2HE . TOEXFIA
ZHIRENTHEREDOUTZ IER S L < ITHRAER DR TER$ 5720, HlIRA 5
DOHEBEZFITE 720,
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2. Conformance Claims

2.1. CC Conformance Claims

A ST 1%, LLF® Common Criteria (L&, CC L589) ICE ST 5,

CC version : Version 3.1 Release 5
CC Part 2 (CCMB-2017-04-002) extended, CC Part 3

CC conf
contormance (CCMB-2017-04-003) conformant

2.2. PP Claim

A& ST 1Z. LLF® PP, Errata (2 &7 %,

PP Name ¢ Protection Profile for Hardcopy Devices
PP Version : 1.0 dated September 10, 2015
Errata : Protection Profile for Hardcopy Devices — v1.0 Errata #1, June 2017

2.3. PP Conformance Rationale

PP NERTHLL FOSMZ L, PP ©#K@Y) [Exact Conformance] Thb, £ D7, TOE Fj1L PP &
—HBL T\,
+ Required Uses
Printing, Scanning, Copying, Network communications, Administration
+ Conditionally Mandatory Uses
PSTN faxing, Storage and retrieval

+ Optional Uses
7L
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3. Security Problem Definition

3.1. Users

TOE OFHE X, LTI SN D,

Table 3-1 User Categories

L Fp Pag LA E2=
— %R — R E a—P K PSR =R CRRBIERGES LR
(U.NORMAL) (UNORMAL) —5F) 2 (U.NORAML) D& £ %5,
. EEE BHE LS CEBEERE S8, 2—Y—4, 2—H
2P . SNNEE
(U.ADMIN) —/RAT—R | EBE MRS CRRBIFR ISR T, &
(U.USER_ADMIN)
2 (U.ADMIN) D& £l 2+,
BV B R EHLE BHE AU —RIZE o CTlRBIRIEE N =R &, S HE
(U.BUILTIN_ADMIN) (U.ADMIN) (U.ADMIN) D% %48,

3.2. Assets

TOE (2B LR E EILLL T Dl ThHD,

Table 3-2 Asset categories

Designation Asset category Definition
Data created by and for Users that do not affect the operation of the
D.USER User Data
TSF
Data created by and for the TOE that might affect the operation of the
D.TSF TSF Data TSF

3.2.1. User Data
User Data 1%, L TD 2 >OFERDDEERLS D,

Table 3-3 User Data types

Designation User Data type Definition
User Document Information contained in a User’s Document, in electronic or hardcopy
D.USER.DOC
Data form
D.USER.JOB | User Job Data Information related to a User’s Document or Document Processing Job

3.2.2. TSF Data

TSF Data (%, LLF®D 2 SOFERHRERRSILD,

Table 3-4 TSF Data types

Designation

User Data type

Definition

D.TSF.PROT

Protected TSF

TSF Data for which alteration by a User who is neither the data
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Designation User Data type Definition

Data owner nor in an Administrator role might affect the security of the

TOE, but for which disclosure is acceptable

) . TSF Data for which either disclosure or alteration by a User who is
Confidential TSF . . o .
D.TSF.CONF neither the data owner nor in an Administrator role might affect the

Data .
security of the TOE

3.3. Threat Definitions

Threats are defined by a threat agent that performs an action resulting in an outcome that has the

potential to violate TOE security policies.

Table 3-5 Threats

Designation Definition

An attacker may access (read, modify, or delete) User Document
T.UNAUTHORIZED_ACCESS Data or change (modify or delete) User Job Data in the TOE
through one of the TOE’s interfaces.

An attacker may gain Unauthorized Access to TSF Data in the
TOE through one of the TOE’s interfaces.
A malfunction of the TSF may cause loss of security if the TOE is

T.TSF_COMPROMISE

T.TSF_FAILURE ]
permitted to operate.

An attacker may cause the installation of unauthorized software
on the TOE.

An attacker may access data in transit or otherwise compromise
T.NET_COMPROMISE the security of the TOE by monitoring or manipulating network

communication.

T.UNAUTHORIZED_UPDATE

3.4. Organizational Security Policy Definitions

TOE 7332819 ~& OSP LA TR,

Table 3-6 Organizational Security Policies

Designation Definition

Users must be authorized before performing Document Processing
P.AUTHORIZATION
and administrative functions.

Security-relevant activities must be audited and the log of such
P.AUDIT actions must be protected and transmitted to an External IT
Entity.

The TOE must be able to identify itself to other devices on the
LAN.

If the TOE provides a PSTN fax function, it will ensure separation
between the PSTN fax line and the LAN.

P.COMMS_PROTECTION

P.FAX FLOW

Copyright ©2020 KONICA MINOLTA, INC., All Rights Reserved
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3.5. Assumption Definitions

Assumptions are conditions that must be satisfied in order for the Security Objectives and functional

requirements to be effective.

Table 3-7 Assumptions

Designation Definition

Physical security, commensurate with the value of the TOE and
A.PHYSICAL the data it stores or processes, is assumed to be provided by the

environment.

The Operational Environment is assumed to protect the TOE from
ANETWORK . . . .
direct, public access to its LAN interface.

TOE Administrators are trusted to administer the TOE according
A TRUSTED_ADMIN ) ) o
to site security policies.

Authorized Users are trained to use the TOE according to site
A.TRAINED_USERS . o
security policies.

Copyright ©2020 KONICA MINOLTA, INC., All Rights Reserved
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4. Security Objectives

4.1. Definitions of Security Objectives for the Operational Environment

Table 4-1 Security Objectives for the Operational Environment

Designation Definition

The Operational Environment shall provide physical security,
OE.PHYSICAL_PROTECTION commensurate with the value of the TOE and the data it stores or

processes.

The Operational Environment shall provide network security to
OE.NETWORK_PROTECTION ) ) ] )
protect the TOE from direct, public access to its LAN interface.

The TOE Owner shall establish trust that Administrators will not

OE.ADMIN_TRUST ) L o
use their privileges for malicious purposes.

The TOE Owner shall ensure that Users are aware of site security
OE.USER_TRAINING o
policies and have the competence to follow them.

The TOE Owner shall ensure that Administrators are aware of
site security policies and have the competence to use

OE.ADMIN_TRAINING . )
manufacturer’s guidance to correctly configure the TOE and

protect passwords and keys accordingly.
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5. Extended components definition

ARECTIE, IR X 2V T A RE B2 T D, 728, JEREM 134T HCD-PP TERSNTWDEHLDEZED
FEFEHL TS,

5.1. FAU_STG_EXT Extended: External Audit Trail Storage

Family Behavior:
This family defines requirements for the TSF to ensure that secure transmission of audit data from TOE
to an External IT Entity.

Component leveling:

FAU_STG_EXT.1: Extended: External Audit Trail Storage 1

FAU_STG_EXT.1 External Audit Trail Storage requires the TSF to use a trusted channel

implementing a secure protocol.

Management:
The following actions could be considered for the management functions in FMT:
=  The TSF shall have the ability to configure the cryptographic functionality.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

= There are no auditable events foreseen.

FAU _STG_EXT.1 Extended: Protected Audit Trail Storage

Hierarchical to : No other components
Dependencies : FAU_GEN.1 Audit data generation,
FTP_ITC.1 Inter-TSF trusted channel
FAU_STG_EXT.1.1 The TSF shall be able to transmit the generated audit data to an External IT Entity using a
trusted channel according to FTP_ITC.1.

Rationale:

The TSF is required that the transmission of generated audit data to an External IT Entity which relies
on a non-TOE audit server for storage and review of audit records. The storage of these audit records
and the ability to allow the administrator to review these audit records is provided by the Operational
Environment in that case. The Common Criteria does not provide a suitable SFR for the transmission of
audit data to an External IT Entity.

This extended component protects the audit records, and it is therefore placed in the FAU class with a

single component.
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5.2. FAU_CKM_EXT Extended: Cryptographic Key Management

Family Behavior:
This family addresses the management aspects of cryptographic keys. Especially, this extended

component is intended for cryptographic key destruction.

Component leveling:

FCS_CKM_EXT.4: Extended: Cryptographic Key Material Destruction 4

FCS_CKM_EXT.4 Cryptographic Key Material Destruction ensures not only keys but also key materials

that are no longer needed are destroyed by using an approved method.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

" There are no auditable events foreseen.

FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

Hierarchical to : No other components
Dependencies : [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys), or

FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction
FCS_CKM_EXT.4.1 The TSF shall destroy all plaintext secret and private cryptographic keys and cryptographic

critical security parameters when no longer needed.

Rationale:
Cryptographic Key Material Destruction is to ensure the keys and key materials that are no longer
needed are destroyed by using an approved method, and the Common Criteria does not provide a

suitable SFR for the Cryptographic Key Material Destruction.

This extended component protects the cryptographic key and key materials against exposure, and it is
therefore placed in the FCS class with a single component.

5.3. FGS_IPSEC_EXT Extended: [Psec selected

Family Behavior:

This family addresses requirements for protecting communications using IPsec.
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Component leveling:

FCS_IPSEC_EXT.1 Extended: IPsec selected 1

FCS_IPSEC_EXT.1 IPsec requires that IPsec be implemented as specified.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

»  Failure to establish an [Psec SA

FCS_IPSEC_EXT.1 Extended: IPsec selected

Hierarchical to : No other components

Dependencies : FIA_PSK_EXT.1 Extended:Pre-Shared Key Composition
FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)
FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random
Bit

FCS_IPSEC_EXT.1.1 The TSF shall implement the IPsec architecture as specified in RFC 4301.

FCS_IPSEC_EXT.1.2 The TSF shall implement [selection: tunnel mode, transport mode).

FCS_IPSEC_EXT.1.3 The TSF shall have a nominal, final entry in the SPD that matches anything that is
otherwise unmatched, and discards it.

FCS_IPSEC_EXT.1.4 The TSF shall implement the IPsec protocol ESP as defined by RFC 4303 using [selection:
the cryptographic algorithms AES-CBC-128 (as specified by RFC 3602) together with a
Secure Hash Algorithm (SHA)-based HMAC, AES-CBC-256 (as specified by RFC 3602)
together with a Secure Hash Algorithm (SHA)-based HMAC, AES-GCM-128 as specified
in RFC 4106, AES-GCM-256 as specified in RFC 4106).

FCS_IPSEC_EXT.1.5 The TSF shall implement the protocol: [selection: IKEV1, using Main Mode for Phase 1
exchanges, as defined in RFCs 2407, 2408, 2409, RFC 4109, [selection: no other RFCs for
extended sequence numbers, RFC 4304 for extended sequence numbers], and [selection:
no other RFCs for hash functions, RFC 4868 for hash functionsl; IKEv2 as defined in
RFCs 5996, [selection: with no support for NAT traversal, with mandatory support for
NAT traversal as specified in section 2.23, and [selection: no other RFCs for hash
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FCS_IPSEC_EXT.1.6

FCS_IPSEC_EXT.1.7
FCS_IPSEC_EXT.1.8

FCS_IPSEC_EXT.1.9

FCS_IPSEC_EXT.1.10

Rationale:

functions, RFC 4868 for hash functionsl].

The TSF shall ensure the encrypted payload in the [selection: IKEvI, IKEvZ protocol
uses the cryptographic algorithms AES-CBC-128, AES-CBC-256 as specified in RFC 3602
and [selection: AES-GCM-128, AES-GCM-256 as specified in RFC 5282, no other
algorithm).

The TSF shall ensure that IKEv1 Phase 1 exchanges use only main mode.

The TSF shall ensure that [selection: IKEv2 SA lifetimes can be established based on
[selection: number of packets/number of bytess length of time, where the time values can
be limited to: 24 hours for Phase 1 SAs and 8 hours for Phase 2 SAs|; IKEv1 SA lifetimes
can be established based on [selection: number of packets/number of bytes ; length of
time, where the time values can be limited to' 24 hours for Phase 1 SAs and 8 hours for
Phase 2 SAs]].

The TSF shall ensure that all IKE protocols implement DH Groups 14 (2048-bit MODP),
and [selection: 24 (2048-bit MODP with 256-bit POS), 19 (256-bit Random ECP), 20
(584-bit Random ECP 5 (15636-bit MODP)), |assignment: other DH groups that are
implemented by the TOE], no other DH groups).

The TSF shall ensure that all IKE protocols perform Peer Authentication using the
[selection: RSA, ECDSA| algorithm and Pre-shared Keys.

IPsec is one of the secure communication protocols, and the Common Criteria does not provide a suitable

SFR for the communication protocols using cryptographic algorithms.

This extended component protects the communication data using cryptographic algorithms, and it is

therefore placed in the FCS class with a single component.

5.4. FCS_RBG_EXT Extended: Cryptographic Operation (Random Bit Generation)

Family Behavior:

This family defines requirements for random bit generation to ensure that it is performed in

accordance with selected standards and seeded by an entropy source.

Component leveling:

FCS_RBG_EXT.1 Extended: Random Bit Generation 1

FCS_RBG_EXT.1 Random Bit Generation requires random bit generation to be performed in

accordance with selected standards and seeded by an entropy source.

Management:

The following actions could be considered for the management functions in FMT:

*  There are no management actions foreseen.

Audit:
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The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

] There are no auditable events foreseen.

FCS RBG EXT.1 Extended’ Cryptographic Operation (Random Bit Generation)

Hierarchical to : No other components.
Dependencies : No dependencies.

FCS_RBG_EXT.1.1 The TSF shall perform all deterministic random bit generation services in accordance with
[selection: ISO/IEC 18031:2011, NIST SP 800-90A] using [selection: Hash DRBG (any),
HMAC _DRBG (any), CTR_DRBG (AES).

FCS_RBG_EXT.1.2 The deterministic RBG shall be seeded by at least one entropy source that accumulates
entropy from [selection: [assignment: number of software-based sources| software-based
noise source(s), [assignment: number of hardware-based sources| hardware-based noise
source(s)] with a minimum of [selection: 128 bits, 256 bitsl of entropy at least equal to the
greatest security strength, according to ISO/IEC 18031:2011 Table C.1 “Security Strength
Table for Hash Functions”, of the keys and hashes that it will generate.

Rationale:
Random bits/number will be used by the SFRs for key generation and destruction, and the Common

Criteria does not provide a suitable SFR for the random bit generation.

This extended component ensures the strength of encryption keys, and it is therefore placed in the

FCS class with a single component.

5.5. FDP_FXS_EXT Extended: Fax Separation

Family Behavior:
This family addresses the requirements for separation between Fax PSTN line and the LAN to which TOE is

connected.

Component leveling:

FDP_FXS_EXT.1 Extended: Fax Separation 1

FDP_FXS_EXT.1 Fax Separation, requires the fax interface cannot be used to create a network bridge
between a PSTN and a LAN to which TOE is connected.

Management:
The following actions could be considered for the management functions in FMT:

= There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the PP/ST:
= There are no auditable events foreseen.
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FDP_FXS_EXT.1 Extended: Fax separation

Hierarchical to : No other components
Dependencies : No dependencies

FDP_FXS_EXT.1.1 The TSF shall prohibit communication via the fax interface, except transmitting
or receiving User Data using fax protocols.

Rationale:

Fax Separation is to protect a LAN against attack from PSTN line, and the Common Criteria does not provide a
suitable SFR for the Protection of TSF or User Data.

This extended component protects the TSF Data or User Data, and it is therefore placed in the FDP class with a single

component.

5.6. FIA_PMG_EXT Extended: Password Management

Family Behavior:
This family defines requirements for the attributes of passwords used by administrative users to

ensure that strong passwords and passphrases can be chosen and maintained.

Component leveling:

FIA_PMG_EXT.1 Extended: Password Management 1

FIA_PMG_EXT.1 Password management requires the TSF to support passwords with varying

composition requirements, minimum lengths, maximum lifetime, and similarity constraints.

Management:
The following actions could be considered for the management functions in FMT:

*  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

] There are no auditable events foreseen.

FIA_PMG_EXT.1 Extended: Password Management

Hierarchical to : No other components
Dependencies : No dependencies
FIA_PMG_EXT.1.1 The TSF shall provide the following password management capabilities for User passwords:
+ Passwords shall be able to be composed of any combination of upper and lower case letters,
numbers, and the following special characters: [selection: “I”, “@”, “#”, “$”, “%”, “r”, “&”, “*”,
“(“, “y, [assignment: other charactersl];
* Minimum password length shall be settable by an Administrator, and have the capability

to require passwords of 15 characters or greater;
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Rationale:
Password Management is to ensure the strong authentication between the endpoints of
communication, and the Common Criteria does not provide a suitable SFR for the Password

Management.

This extended component protects the TOE by means of password management, and it is therefore

placed in the FIA class with a single component.

5.7. FIA_PSK_EXT Extended: Pre-Shared Key Composition

Family Behavior:

This family defines requirements for the TSF to ensure the ability to use pre-shared keys for IPsec.

Component leveling:

FIA_PSK_EXT.1 Extended: Pre-Shared Key Composition 1

FIA_PSK_EXT.1 Pre-Shared Key Composition, ensures authenticity and access control for updates.

Management:
The following actions could be considered for the management functions in FMT:

= There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

] There are no auditable events foreseen.

FIA PSK EXT1 Extended: Pre-Shared Key Composition

Hierarchical to : No other components
Dependencies : FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random
Bit Generation)
FIA_PSK_EXT.1.1 The TSF shall be able to use pre-shared keys for IPsec.
FIA_PSK_EXT.1.2 The TSF shall be able to accept text-based pre-shared keys that are:
+22 characters in length and [selection: [assignment: other supported lengths), no other
lengthsl;
-composed of any combination of upper and lower case letters, numbers, and special
characters (that include: “I”, “@”, “#”, “$”, “%”, “*”, “&”, “*”, “(“, and “)”).
FIA_PSK_EXT.1.3 The TSF shall condition the text-based pre-shared keys by using [selection: SHA-1,
SHA-256, SHA-6512, [assignment: method of conditioning text stringl] and be able to
[selection: use no other pre-shared keys; accept bit-based pre-shared keys; generate
bit-based pre-shared keys using the random bit generator specified in FOS_RBG_EXT.1].
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Rationale:
Pre-shared Key Composition is to ensure the strong authentication between the endpoints of
communications, and the Common Criteria does not provide a suitable SFR for the Pre-shared Key

Composition.

This extended component protects the TOE by means of strong authentication, and it is therefore

placed in the FIA class with a single component.

5.8. FPT_SKP_EXT Extended: Protection of TSF Data

Family Behavior:
This family addresses the requirements for managing and protecting the TSF data, such as

cryptographic keys.This is a new family modelled as the FPT Class.

Component leveling:

FPT SKP_EXT.1 Extended: Protection of TSF Data 1

FPT SKP_EXT.1 Protection of TSF Data (for reading all symmetric keys), requires preventing

symmetric keys from being read by any user or subject.It is the only component of this family.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

] There are no auditable events foreseen.

FPT SKP EXT.1 Extended: Protection of TSF Data

Hierarchical to : No other components.
Dependencies : No dependencies.

FPT _SKP_EXT.1.1 The TSF shall prevent reading of all pre-shared keys, symmetric keys, and private keys.

Rationale:
Protection of TSF Data is to ensure the pre-shared keys, symmetric keys and private keys are
protected securely, and the Common Criteria does not provide a suitable SFR for the protection of such
TSF data.

This extended component protects the TOE by means of strong authentication using Preshared Key,

and it is therefore placed in the FPT class with a single component.
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5.9. FPT_TST_EXT Extended: TSF testing

Family Behavior:
This family addresses the requirements for self-testing the TSF for selected correct operation.

Component leveling:

FPT_TST_EXT.1 Extended: TSF testing 1

FPT_TST_EXT.1 TSF testing requires a suite of self-testing to be run during initial start-up in order
to demonstrate correct operation of the TSF.

Management:
The following actions could be considered for the management functions in FMT:

= There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

] There are no auditable events foreseen.

FPT TST EXT.1 Extended: TSF testing
Hierarchical to : No other components
Dependencies : No dependencies

FPT_TST _EXT.1.1 The TSF shall run a suite of self-tests during initial start-up (and power on) to demonstrate
the correct operation of the TSF.

Rationale:
TSF testing is to ensure the TSF can be operated correctly, and the Common Criteria does not provide

a suitable SFR for the TSF testing.In particular, there is no SFR defined for TSF testing.

This extended component protects the TOE, and it is therefore placed in the FPT class with a single

component.

5.10. FPT_TUD_EXT Extended: Trusted Update

Family Behavior:
This family defines requirements for the TSF to ensure that only administrators can update the TOE

firmware/software, and that such firmware/software is authentic.

Component leveling:

FPT_TUD_EXT.1 Extended: Trusted Update 1
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FPT TUD_EXT.1 Trusted Update, ensures authenticity and access control for updates.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

] There are no auditable events foreseen.

FPT TUD_EXT.1 Extended: Trusted Update

Hierarchical to : No other components
Dependencies : FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification),
FCS_COP.1(c) Cryptographic operation (Hash Algorithm).
FPT_TUD_EXT.1.1 The TSF shall provide authorized administrators the ability to query the current version of
the TOE firmware/software.
FPT_TUD_EXT.1.2 The TSF shall provide authorized administrators the ability to initiate updates to TOE
firmware/software.
FPT _TUD_EXT.1.3 The TSF shall provide a means to verify firmware/software updates to the TOE using a
digital signature mechanism and [selection: published hash, no other functions] prior to

installing those updates.

Rationale:

Firmware/software is a form of TSF Data, and the Common Criteria does not provide a suitable SFR
for the management of firmware/software.In particular, there is no SFR defined for importing TSF
Data.

This extended component protects the TOE, and it is therefore placed in the FPT class with a single

component.
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6. Security Requirements

6.1. Security Functional Requirements
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6.1.1. Mandatory Requirements
6.1.1.1. Class FAU: Security Audit

FAU_GEN.1 Audit data generation
(for 0.AUDIT)
Hierarchical to : No other components.
Dependencies ¢ FPT_STM.1 Reliable time stamps
FAU_GEN.1.1 The TSF shall be able to generate an audit record of the following auditable events:

a) Start-up and shutdown of the audit functions;
b) All auditable events for the not specified level of audit; and
c¢) All auditable events specified in Table 6-1,[ 7% L].

FAU_GEN.1.2 The TSF shall record within each audit record at least the following information:
a) Date and time of the event, type of event, subject identity (if applicable), and the
outcome (success or failure) of the event; and
b) For each audit event type, based on the auditable event definitions of the
functional components included in the PP/ST, additional information specified in
Table 6-1, [ L].

Table 6-1 Auditable Events

Auditable event Relevant SFR Additional information
Job completion FDP_ACF.1 Type of job
Unsuccessful User authentication FIA_UAU.1 None

Unsuccessful User identification FIA_UID.1 None

Use of management functions FMT_SMF.1 None
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Auditable event Relevant SFR Additional information
Modification to the group of Users that are | FMT_SMR.1 None
part of a role
Changes to the time FPT_STM.1 None
Failure to establish session FTP_ITC.1, Reason for failure
FTP_TRP.1(a),
FTP_TRP.1(b)

FAU_GEN.2 User identity association
(for 0.AUDIT)
Hierarchical to @ No other components.
Dependencies ¢ FAU_GEN.1 Audit data generation
FIA_UID.1 Timing of identification
FAU_GEN.2.1 For audit events resulting from actions of identified users, the TSF shall be able to

associate each auditable event with the identity of the user that caused the event.

FAU_STG_EXT.1 Extended: External Audit Trail Storage

(for 0.AUDIT)
Hierarchical to : No other components.
Dependencies ¢ FAU_GEN.1 Audit data generation,

FTP_ITC.1 Inter-TSF trusted channel.
FAU_STG_EXT.1.1 The TSF shall be able to transmit the generated audit data to an External IT Entity using a trusted
channel according to FTP_ITC.1.

6.1.1.2. Class FCS: Cryptographic Support

FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys)
(for 0.COMMS_PROTECTION)

Hierarchical to : No other components.

Dependencies : [ECS—_CKM-2 Cryptographie key-distributionor
FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification) |
FCS_COP.1() Cryptographic operation (Key Transport)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

FCS_CKM.1.1(a) Refinement: The TSF shall generate asymmetric cryptographic keys used for key
establishment in accordance with [
+ NIST Special Publication 800-56A, “Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm Cryptography” for finite
field-based key establishment schemes;
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« NIST Special Publication 800-56B, “Recommendation for Pair-Wise Key
Establishment Schemes Using Integer Factorization Cryptography” for
RSA-based key establishment schemes

] and specified cryptographic key sizes equivalent to, or greater than, a symmetric
key strength of 112 bits.

FCS_CKM.1(b) Cryptographic Key Generation (Symmetric Keys)

(for 0.COMMS_PROTECTION, O.STORAGE_ENCRYPTION)

Hierarchical to : No other components.

Dependencies : [RCS_CKM-2 Cryptographie key-distributionor
FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)

FCS_COP.1(d) Cryptographic Operation (AES Data
Encryption/Decryption)
FCS_COP.1(e) Cryptographic Operation (Key Wrapping)
FCS_COP.1(f) Cryptographic operation (Key Encryption) }
FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)
FCS_COP.1(h) Cryptographic Operation (for keyed-hash
message authentication)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction
FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

FCS_CKM.1.1(0) Refinement: The TSF shall generate symmetric cryptographic keys using a Random

Bit Generator as specified in FCS_RBG_EXT.1 and specified cryptographic key sizes

[128 bit, 256 bif] that meet the following: No Standard.

FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction
(for 0.COMMS_PROTECTION, O.STORAGE_ENCRYPTION, O.PURGE_DATA)
Hierarchical to @ No other components.

Dependencies : [FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric
Keys)],
FCS_CKM.4 Cryptographic key destruction
FCS_CKM_EXT.4.1  The TSF shall destroy all plaintext secret and private cryptographic keys and

cryptographic critical security parameters when no longer needed.

FCS_CKM.4 Cryptographic key destruction

(for 0.COMMS_PROTECTION, O.STORAGE_ENCRYPTION, O.PURGE_DATA)
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Hierarchical to :  No other components.

Dependencies :  [FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric
Keys)],

FCS_CKM.4.1 Refinement: The TSF shall destroy cryptographic keys in

accordance with a specified cryptographic key destruction method [

For volatile memory, the destruction shall be executed by [powering off a devicel.

For nonvolatile storage, the destruction shall be executed by a [singlel overwrite of

key data storage location consisting of a static pattern), followed by a [nonel. If

read-verification of the overwritten data fails, the process shall be repeated again;

] that meets the following: [no standard.

FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
(for 0.COMMS_PROTECTION)

Hierarchical to : No other components.

Dependencies ¢ [EDPITC A Import-of user-datawithout-seeurityattributes;or
FCS_CKM.1(b) Cryptographic key generation (Symmetric
Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

FCS_COP.1.1(a) Refinement: The TSF shall perform encryption and decryption in accordance with a

specified cryptographic algorithm AES operating in [CBC mode] and cryptographic

key sizes 128-bits and 256-bits that meets the following:

- FIPS PUB 197, “Advanced Encryption Standard (AES)”

- [NIST SP 800-38A]

FCS_COP.1(b) Cryptographic Operation (for signature generation/verification)
(for O.UPDATE_VERIFICATION, O.COMMS_PROTECTION)

Hierarchical to @ No other components.

Dependencies © [EDPITC A Import-ofuser- datawithout-seeurity-attributes, or
FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

FCS_COP.1.1(b) Refinement: The TSF shall perform cryptographic signature services in

accordance with a [RSA Digital Signature Algorithm (rDSA) with key sizes (modulus)

of [2048 bits, 3072 bits]that meets the following [FIPS PUB 186-4, “Digital Signature

Standard’.
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FCS_RBG_EXT.1

FCS_RBG_EXT.1.1

FCS_RBG_EXT.1.2

Extended: Cryptographic Operation (Random Bit Generation)
(for O.STORAGE_ENCRYPTION and O.COMMS_PROTECTION)

Hierarchical to : No other components.

Dependencies ¢ No dependencies.

The TSF shall perform all deterministic random bit generation services in accordance
with [NIST SP 800-90A] using [CTR_DRBG (AES).

The deterministic RBG shall be seeded by at least one entropy source that
accumulates entropy from [[onel software-based noise sourcel with a minimum of
[256 bits| of entropy at least equal to the greatest security strength, according to
ISO/IEC 18031:2011 Table C.1 “Security Strength Table for Hash Functions”, of the
keys and hashes that it will generate.

6.1.1.3. Class FDP: User Data Protection

FDP_ACC.1

FDP_ACC.1.1

FDP_ACF.1

FDP_ACF.1.1

FDP_ACF.1.2

FDP_ACF.1.3

FDP_ACF.1.4

Subset access control
(for O.ACCESS_CONTROL and O.USER_AUTHORIZATION)

Hierarchical to : No other components.

Dependencies ¢ FDP_ACF.1 Security attribute based access control
Refinement: The TSF shall enforce the User Data Access Control SFP on subjects,
objects, and operations among subjects and objects specified in Table 6-2 and Table
6-3.

Security attribute based access control
(for 0.ACCESS_CONTROL and O.USER_AUTHORIZATION)

Hierarchical to : No other components.
Dependencies ¢ FDP_ACC.1 Subset access control

FMT_MSA.3 Static attribute initialization
Refinement: The TSF shall enforce the User Data Access Control SFP to objects
based on the following: subjects, objects, and attributes specified in Table 6-2 and
Table 6-3.
Refinement: The TSF shall enforce the following rules to determine if an operation
among controlled subjects and controlled objects is allowed: rules governing access
among controlled subjects and controlled objects using controlled operations on
controlled objects specified in Table 6-2 and Table 6-3.
Refinement: The TSF shall explicitly authorise access of subjects to objects based on
the following additional rules: [Z L].
Refinement: The TSF shall explicitly deny access of subjects to objects based on the
following additional rules: [#EFEFIRICHE VT, S REEFE~DFHE DT 2 & X & /).

Table 6-2 D.USER.DOC Access Control SFP
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Operation : | document for . . ;
. Image Image Image
scanning
Scan Job owner (note 2) denied
U.ADMIN denied denied denied
U.NORMAL denied denied denied
Unauthenticated denied denied denied denied
View scanned
Submit a Image or .
Operation : | document for Release MOd.Ify sz De]gte 2z
. . Image Image
copying printed copy
Copy output
Job owner (note 2)
U.ADMIN denied denied denied
U.NORMAL denied denied denied
Unauthenticated denied denied denied denied
0 . Submit a View scanned | Modify stored | Delete stored
)peration . document to . . .
send as a fix Image Image Image
Fax send | Job owner (note 2) denied
U.ADMIN denied denied denied
U.NORMAL denied denied denied
Unauthenticated denied denied denied denied
View fax
. Image or . .
Operation: Receive a fze'zx Release Mod1fjf image De]ete' Iimage
and store it . of received fax | of received fax
printed fax
Fax
. output
TECEIVe I pax owner (note 3)
U.ADMIN (note 4) denied denied
U.NORMAL (note 4) denied denied denied
Unauthenticated (note 4) denied denied denied
. Store LRI Modify stored | Delete stored
Operation : Stored
document d document document
ocument
Storjage/ Job owner (note 5)
retrieval U.ADMIN denied denied denied
U.NORMAL denied denied denied
Unauthenticated denied denied denied denied
Table 6-3 D.USER.JOB Access Control SFP
"Create" "Read" "Modify" "Delete"
; Create print View print Modify print Cancel print
Operation : . . .
. job queue / log Job Jjob
Print -
Job owner (note 1) denied
U.ADMIN denied denied
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U.NORMAL denied denied
Unauthenticated denied denied denied
) Create scan View scan Modify scan )
Operation : . . Cancel scan job
Jjob status / log Jjob
Job owner (note 2) denied
Scan : .
U.ADMIN denied denied
U.NORMAL denied denied
Unauthenticated denied denied denied
; Create copy View copy Modify copy .
Operation : . ) Cancel copy job
Jjob status / log Jjob
Job owner (note 2) denied
Copy . -
U.ADMIN denied denied
U.NORMAL denied denied
Unauthenticated denied denied denied
) Create fax View fax job Modify fax | Cancel fax send
Operation: ) . .
send job queue / log send job Job
Job owner (note 2) denied
Fax send - -
U.ADMIN denied denied
U.NORMAL denied denied
Unauthenticated denied denied denied
View £z
. Create fax I,eW ax Modify fax Cancel fax
Operation: .. receive status o, L.
receive job /log receive job receive job
o
F
a,X Fax owner (note 3) denied
receive -
U.ADMIN (note 4) denied
U.NORMAL (note 4) denied denied
Unauthenticated (note 4) denied denied
Creat Modifs
) reate View storage / e Cancel storage
Operation : storage / . Storage / . .
. . retrieval log . . / retrieval job
St / retrieval job retrieval job
:rfjlgel Job owner (note 6) denied
FERHEVAL Ty ADMIN denied denied
U.NORMAL denied denied
Unauthenticated denied denied denied

+ Note 1: Job Owner is identified by a credential or assigned to an authorized User as part of the
process of submitting a print or storage Job.

+ Note 2: Job Owner is assigned to an authorized User as part of the process of initiating a scan, copy,
fax send, or retrieval Job.

+ Note 3: Job Owner of received faxes is assigned by default or configuration. Minimally, ownership of
received faxes is assigned to a specific user or U ADMIN role.

+ Note 4: PSTN faxes are received from outside of the TOE, they are not initiated by Users of the
TOE.

+ Note 5: Fax receive |Z £ ¥ create #1723 EHD Job owner X Note 3, 7 74 7> K PC 6L EE S
72 3E D Job owner I Note 1, A% ¥ & W TARR I N LFED Job owner | Note 2, /XA T — K
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i 54t PDF R > 7 A5 DREIFIZ LY create &i7=XED Job owner | L Notel &4 %,

+ Note 6: Create storage job (23T, Fax receive (2 X ¥ create S#1722 a 7 @ Job owner I3 Note 3,
7747k PCIHBLERESINZY 3 7D Jobowner X Note 1, AFx v &2 HNWTEREINTZYa T
Job owner IZ Note 2. /S AU — RS54k PDF R v 7 2035 ORAFIZ L D create 7= 3 7 Job
owner | Notel &35, Create retrieval job @ Job owner (% Note 2 & § 5,

6.1.1.4. Class FIA: Identification and Authentication

FIA_AFL.1 Authentication failure handling
(for O.USER_I&A)
Hierarchical to : No other components.
Dependencies ¢ FIA_UAU.1 Timing of authentication
FIA_AFL.1.1 The TSF shall detect when [an administrator configurable positive integer

within [ 1~3]] unsuccessful authentication attempts occur related to [ =z 27
SN T — FIZ e BEEFE, WA F Y RG> 2 AN T — N ) SRR,

FIA_AFL.1.2 When the defined number of unsuccessful authentication attempts has been
[met, surpassed, the TSF shall [#5p#E/E73 Ell X1 3 F TH2AFHZE Dz 2 2oy
R = FIZ L BF8AFZ FEIE, FESRIRIEDPZER S S E THAIAT Y ZER > 2 INZ D
— FIZ L BRRGFF 1.

FIA_ATD.1 User attribute definition
(for O.USER_AUTHORIZATION)

Hierarchical to @ No other components.
Dependencies : No dependencies

FIA_ATD.1.1 The TSF shall maintain the following list of security attributes belonging to
individual users: [User ID, EPEZHEIR, HEREHIIR #HH| A TV ZEH > 2 X~DT 2 &
RHA.

FIA PMG_EXT.1 Extended: Password Management
(for O.USER_I&A)

Hierarchical to : No other components.
Dependencies :  No dependencies
FIA_PMG_EXT.1.1 The TSF shall provide the following password management capabilities for User
passwords:
+ Passwords shall be able to be composed of any combination of upper and lower

case letters, numbers, and the following special characters: [/, ‘@”, ‘%", “$”,
A el A A el R i i i A
B T i S S i i N € 1 B A S S S S
— Koty

* Minimum password length shall be settable by an Administrator, and have the

capability to require passwords of 15 characters or greater;
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FIA_UAU.1

FIA_UAU.1.1

FIA_UAU.1.2

FIA_UAU.7

FIA_UAU.7.1

FIA_UID.1

FIA_UID.1.1

FIA _UID.1.2

FIA_USB.1

FIA_USB.1.1

FIA_USB.1.2

FIA_USB.1.3

Timing of authentication
(for O.USER_I&A)

No other components.
FTA_UID.1 Timing of identification
Refinement: The TSF shall allow [ 7 7 2 X Z/5, TOED JREEHZRE S NFREDFE]

on behalf of the user to be performed before the user is authenticated.

Hierarchical to

Dependencies

The TSF shall require each user to be successfully authenticated before allowing any

other TSF-mediated actions on behalf of that user.

Protected authentication feedback
(for O.USER_I&A)

Hierarchical to No other components.
Dependencies FIA_UAU.1 Timing of authentication
The TSF shall provide only [A 7 & 7172 X F7—5 1 L FHEIZ “* "E 72117 @ DZF] to

the user while the authentication is in progress.

Timing of identification
(for O.USER_I&A and O.ADMIN_ROLES)

Hierarchical to No other components.

Dependencies No dependencies

Refinement: The TSF shall allow [ 7 7> 2 X 2215, TOED L iER#7ZSF & VFRZEDRE]
on behalf of the user to be performed before the user is identified.

The TSF shall require each user to be successfully identified before allowing any

other TSF-mediated actions on behalf of that user.

User-subject binding
(for O.USER_I&A)

No other components.

FIA_ATD.1 User attribute definition

The TSF shall associate the following user security attributes with subjects acting on
the behalf of that user: [User ID, EZZHIR, HEGEFIR, WX T VIG5 > 2 X ~D
7ot XA,

The TSF shall enforce the following rules on the initial association of user security
attributes with subjects acting on the behalf of users: [ User ID{Z —HFEF/FIZ 1L D37E
ST SBEE, LT HEICBES 7 F =2 T B RTET 5, EPEE IR
G-I TR DFPHZ P EHZHERD V) T 2 a2 T L EBE Z R B
1177 tF= V7 FlEGHIET S

The TSF shall enforce the following rules governing changes to the user security
attributes associated with subjects acting on the behalf of users: [##/ X & U 215 >

Hierarchical to

Dependencies
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D RNR D — NOGRAFIZHEE) L 7255 2SR E DHEH A T VRG> 2 X ~DT 2
T REFHINT B, B X F YZER > 2 XN T — NOFRFFIZ I L 7= B4 7247
HHE DY AT Y ZIGH > 2 X~DT 2 RGN 5.

6.1.1.5. Class FMT: Security Management

FMT_MOF.1

FMT_MOF.1.1

Management of security functions behavior
(for 0.ADMIN_ROLES)

Hierarchical to : No other components.
Dependencies ¢ FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions
Refinement: The TSF shall restrict the ability to [disable, enable, modify the
behavior off the functions [refer to Table 6-4] to U.ADMIN.

Table 6-4 Management of Security Functions behavior

Security Functions Operations

T VT RIERRE

disable, enable

= — — S R

modify the behavior

s AR RE modify the behavior
B S R modify the behavior
il ATV Z(E modify the behavior
FMT MSA.1 Management of security attributes
(for 0.ACCESS_CONTROL and O.USER_AUTHORIZATION)
Hierarchical to : No other components.
Dependencies :  [FDP_ACC.1 Subset access control, ex
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions
FMT_MSA.1.1 Refinement: The TSF shall enforce the User Data Access Control SFP to restrict the
ability to [modify, delete, [create, —H#FF/HIZ i~ —HFEFIHIZ 1 DAFER, 114, &
the security attributes [7able 6-5Security Attributes| to [ Table 6-5Authorised
Identified Roles).
Table 6-5 Management of Subject Security Attribute
. . Authorized Identified .
Security Attributes Operations
Roles
Create
U.ADMIN Delete
User ID — IR A 1k — R F 2 L O i B
U.ADMIN . ~ .
THAR v 7 ZDFHE DRE
U.NORMAL
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. . Authorized Identified .
Security Attributes Operations
Roles
U.ADMIN
YAy 7 A0 owner TH | ARy 7 AOFAEDIEHE
%5 U.NORMAL
R U ADMIN Delete
) ..
: (55
Delete
G ATETHIIIUES U.ADMIN e
X AE
FMT _MSA.3 Static attribute initialization

(for O.ACCESS_CONTROL and O.USER_AUTHORIZATION)

Hierarchical t : No other components.
Dependencies ' FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles
FMT_MSA.3.1 Refinement: The TSF shall enforce the User Data Access Control SFP to provide
[restrictivel default values for security attributes that are used to enforce the SFP.
FMT_MSA.3.2 Refinement: The TSF shall allow the [no rolel to specify alternative initial values to

override the default values when an object or information is created.

FMT MTD.1 Management of TSF data
(for O.ACCESS CONTROL)

Hierarchical to : No other components.
Dependencies : FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions
FMT_MTD.1.1 Refinement: The TSF shall restrict the ability to perform the specified operations on
the specified TSF Data to the roles specified in Table 6-6.

Table 6-6 Management of TSF Data

Data Operation Authorised role(s)

[assignment: list of TSF Data )

[selection: change default, query, .
owned by a UNORMAL or . ) U.ADMIN, the owning
. . . modify, delete, clear, [assignment:
associated with Documents or jobs U.NORMAL.

other operationsl]
owned by a U NORMAI)

[assignment: other operations]

U.ADMIN
Z— =N T — N
. U.ADMIN, the owning
modify
U.NORMAL
TN AT Y ZGH 2 RNR T — [assignment: other operations]
F BER U.ADMIN
modify
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Data Operation Authorised role(s)
. . [selection: change default, query,
[assignment: Zist of TSF Data . )
modify, delete, clear, [assignment: | U.ADMIN
not owned by a U NORMAL] )
other operations]]
EHENR T — ] modify
HIF 5 #R modify
SR TFAL— Pt PR modify
HEjr 27 o P IFR] modify
ks ﬂf%ﬂ‘@ﬁg/y IHOdIfy
PRI [
clear
(U.BUILTIN_ADMIN L{#t)
INR T — NHIRT modify U.ADMIN
modify
IR aE Y — N —ZE [assignment: other operations)
B TR A DR FAE I AERIF modify
modify
R D=2 RE [assignment: other operations]
B
[assignment: list of software, [selection: change default, query,
firmware, and related modify, delete, clear, [assignment: | U. ADMIN
configuration data) other operations|]
TOE D> 7 p Dz T7/7 7 —ADx
TRHHNZB TS T — 5 (FHHRD .
| modity U.ADMIN
ST T/ T =AY T BE
BT &2 7 g 77—

FMT_SMF.1 Specification of Management Functions
(for O.USER_AUTHORIZATION, O.ACCESS_CONTROL, and
O.ADMIN_ROLES)
Hierarchical to No other components.
Dependencies: No dependencies
FMT_SMF.1.1 The TSF shall be capable of performing the following management functions: [refer to
Table 6-7].
Table 6-7 list of management functions
management functions
U.ADMIN |2 L 5% = U 7 ¢ ifbEt EieE
U.ADMIN (Z & % = —F — & FHERE
U.ADMIN (Z & % = — % —FRiER% E e
U.ADMIN (T K D AMBRERE T — /N — R EHERE
U.ADMIN (Z & % {5 fHis (5 & B RE
U.ADMIN (Z X 5% > FU— 7 3RE DG - 25 HHERE
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management functions

U.ADMIN
U.ADMIN

12 &5 A IRFE RO ZE FEHERE

2 & DA 7 R

UADMIN 2L B> AT A4 — Uty MO THHEE
UADMIN (L 5 EBE a2 77 v R 28 e
U.ADMIN (Z & 2 & PR RRRE O A (- AR BRI ] 00 22 TR e
U.ADMIN |7 & % /82 U — REIHIZS THHELRE

U.ADMIN (Z 1 2 3G R M B Rl O 28 EikRE

U.ADMIN |(Z & % F8RERF#k (U.BUILTIN_ADMIN L4V @2 U 7 #%aeE
U.ADMIN (2 K 57 v 7 A& PRk RE

U.ADMIN (Z L 2 5l 2 € V ZAZ 3 EHERE
U.BUILTIN_ADMIN (Z & 2 EFHE N2 T — Nk ErnRe
U.NORMAL IZ L 57K v 7 ZAE MR

UNORMAL IZ X 2B D2 —W— 2 U — FREREE

FMT_SMR.1 Security roles

(for 0.ACCESS_CONTROL, O.USER_AUTHORIZATION, and
0.ADMIN_ROLES)

Hierarchical to : No other components.

Dependencies ¢ FIA_UID.1 Timing of identification
FMT_SMR.1.1 Refinement: The TSF shall maintain the roles U ADMIN, U.NORMAL.
FMT_SMR.1.2 The TSF shall be able to associate users with roles.

6.1.1.6. Class FPT: Protection of the TSF

FPT SKP_EXT.1 Extended: Protection of TSF Data
(for 0.COMMS_PROTECTION)

Hierarchical to @ No other components.
Dependencies ¢ No dependencies

FPT_SKP_EXT.1.1 The TSF shall prevent reading of all pre-shared keys, symmetric keys, and private

keys.
FPT STM.1 Reliable time stamps
(for 0.AUDIT)
Hierarchical to : No other components.
Dependencies : No dependencies
FPT_STM.1.1 TSF shall be able to provide reliable time stamps.

FPT TST EXT.1 Extended: TSF testing
(for O.TSF_SELF_TEST)

Copyright ©2020 KONICA MINOLTA, INC., All Rights Reserved
43 | 71



KONICA MINOLTA bizhub 450i/bizhub 3601/bizhub 3001 with FK-514, DEVELOP ineo 4501/ineo 3601/ineo 3001 with FK-514

Hierarchical to @ No other components.
Dependencies ¢ No dependencies
FPT_TST _EXT.1.1 The TSF shall run a suite of self-tests during initial start-up (and power on) to

demonstrate the correct operation of the TSF.

FPT_TUD_EXT.1 Extended: Trusted Update
(for O.UPDATE_VERIFICATION)

Hierarchicalto @ No other components.
Dependencies : FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification),
FCS_COP.1(c) Cryptographic operation (Hash Algorithm)
FPT_TUD_EXT.1.1  The TSF shall provide authorized administrators the ability to query the current
version of the TOE firmware/software.
FPT_TUD_EXT.1.2  The TSF shall provide authorized administrators the ability to initiate updates to
TOE firmware/software.
FPT _TUD_EXT.1.3  The TSF shall provide a means to verify firmware/software updates to the TOE using
a digital signature mechanism and [no other functions prior to installing those

updates.

6.1.1.7. Class FTA: TOE Access

FTA_SSL.3 TSF-initiated termination
(for O.USER_I&A)

Hierarchical to : No other components.
Dependencies : No dependencies
FTA_SSL.3.1 The TSF shall terminate an interactive session after a [£2/E/ N F/L-DLHE, > X 7L

=~ Ut MEFIC & o TRIE X SHFH, WC D56, HE)r 27 0 FIFRIIC L > TH
JESNSHE, 7 5 FZ A N—DG G, Mt > o AZR.
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6.1.1.8. Class FTP: Trusted Path/Cannels

FTP_ITC.1

FTP_ITC.1.1

FTP_ITC.1.2

FTP_ITC.1.3

FTP_TRP.1(a)

FTP_TRP.1.1(a)

FTP_TRP.1.2(a)

FTP_TRP.1.3(a)

FTP_TRP.1(b)

Inter-TSF trusted channel
(for 0.COMMS_PROTECTION, O.AUDIT)

Hierarchical to : No other components.
Dependencies : [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].
Refinement: The TSF shall use [IPsec] to provide a trusted communication channel
between itself and authorized IT entities supporting the following capabilities:
lauthentication server, [SMTP¥— N—, DNS#—-N—, 12— N—, WebDAVY—
¥—, SMB# —~v—]| that is logically distinct from other communication channels and
provides assured identification of its end points and protection of the channel data
from disclosure and detection of modification of the channel data.
Refinement: The TSF shall permit the TSF, or the authorized IT entities, to initiate
communication via the trusted channel
Refinement: The T'SF shall initiate communication via the trusted channel for
lauthentication service, mail service, DNS service, log transmission service, WebDAV

service, SMB servicel.

Trusted path (for Administrators)
(for 0.COMMS_PROTECTION)

Hierarchical to : No other components.

Dependencies :  [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

Refinement: The TSF shall use [ZPsed to provide a trusted communication path

between itself and remote administrators that is logically distinct from other

communication paths and provides assured identification of its end points and

protection of the communicated data from disclosure and detection of modification of

the communicated data.

Refinement: The TSF shall permit remote administrators to initiate communication

via the trusted path

Refinement: The TSF shall require the use of the trusted path for initial

administrator authentication and all remote administration actions.

Trusted path (for Non-administrators)
(for 0.COMMS_PROTECTION)

Hierarchical to :  No other components.
Dependencies ¢ [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
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FTP_TRP.1.1(b)

FTP_TRP.1.2(b)

FTP_TRP.1.3(b)

FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].
Refinement : The TSF shall use [7Psec] to provide a trusted communication path
between itself and remote users that is logically distinct from other communication
paths and provides assured identification of its end points and protection of the
communicated data from disclosure and detection of modification of the
communicated data.
Refinement: The TSF shall permit [remote users| to initiate communication via the
trusted path
Refinement: The TSF shall require the use of the trusted path for initial user

authentication and all remote user actions.

6.1.2. Conditional ly Mandatory Requirements

6.1.2.1. PSTN Fax-Network Separation

FDP_FXS_EXT.1

FDP_FXS_EXT.1.1

Extended: Fax separation
(for O.FAX_NET_SEPARATION)

Hierarchical to : No other components.
Dependencies ¢ No dependencies
The TSF shall prohibit communication via the fax interface, except transmitting or

receiving User Data using fax protocols.

6.1.3. Selection-based Requirements

6.1.3.1. Protected Communications

FCS_IPSEC_EXT.1

FCS_IPSEC_EXT.1.

Extended: IPsec selected
(selected in FTP_ITC.1.1, FTP_TRP.1.1)

Hierarchical to : No other components.

Dependencies ¢ FIA_PSK_EXT.1 Extended: Pre-Shared Key Composition
FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)
FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

The TSF shall implement the IPsec architecture as specified in RFC 4301.
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1

FCS_IPSEC_EXT.1.

2

FCS_IPSEC_EXT.1.

3

FCS_IPSEC_EXT.1.

4

FCS_IPSEC_EXT.1.

5

FCS_IPSEC_EXT.1.

6

FCS_IPSEC_EXT.1.

7

FCS_IPSEC_EXT.1.

8

FCS_IPSEC_EXT.1.

9

FCS_IPSEC_EXT.1.

10

FCS_COP.1(g)

FCS_COP.1.1(g)

FIA_PSK EXT.1

The TSF shall implement [£ransport model.

The TSF shall have a nominal, final entry in the SPD that matches anything that is
otherwise unmatched, and discards it.

The TSF shall implement the IPsec protocol ESP as defined by RFC 4303 using [the
cryptographic algorithms AES-CBC-128 (as specified by RFC 3602) together with a
Secure Hash Algorithm (SHA)-based HMAC, AES-CBC-256 (as specified by RFC
3602) together with a Secure Hash Algorithm (SHA)-based HMAC!.

The TSF shall implement the protocol: [IKEV1, using Main Mode for Phase 1
exchanges, as defined in RFCs 2407, 2408, 2409, RFC 4109, | RFC 4304 for extended
sequence numbersl, and |[RFC 4868 for hash functionsl].

The TSF shall ensure the encrypted payload in the [IKEv1] protocol uses the
cryptographic algorithms AES-CBC-128, AES-CBC-256 as specified in RFC 3602 and
[n0 other algorithml).

The TSF shall ensure that IKEv1 Phase 1 exchanges use only main mode.

The TSF shall ensure that [IKEv1 SA lifetimes can be established based on [length of
time, where the time values can be limited to: 24 hours for Phase 1 SAs and 8 hours
for Phase 2 SAs]].

The TSF shall ensure that all IKE protocols implement DH Groups 14 (2048-bit
MODP), and [no other DH groups).

The TSF shall ensure that all IKE protocols perform Peer Authentication using the
[RSA] algorithm and Pre-shared Keys.

Cryptographic Operation (for keyed-hash message authentication)
(selected with FCS_IPSEC_EXT.1.4)

Hierarchical to : No other components.
Dependencies © [ERDPITC I Import-of-user-data-without-security-attributes,or
FCS_CKM.1(b) Cryptographic key generation (Symmetric
Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction
Refinement: The TSF shall perform keyed-hash message authentication in
accordance with a specified cryptographic algorithm HMAC-[SHA-1, SHA-256,
SHA-384, SHA-512, key size [160, 256, 384, 512 bits], and message digest sizes [160,
256, 384, 514 bits that meet the following:
”FIPS PUB 198-1, "The Keyed-Hash Message Authentication Code, and FIPS PUB
180-3, “Secure Hash Standard.”

Extended: Pre-Shared Key Composition
(selected with FCS_IPSEC_EXT.1.4)

Hierarchical to : No other components.
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FIA_PSK_EXT.1.1
FIA_PSK_EXT.1.2

FIA_PSK_EXT.1.3

Dependencies ¢ FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

The TSF shall be able to use pre-shared keys for IPsec.

The TSF shall be able to accept text-based pre-shared keys that are:

22 characters in length and [no other lengthsl;

composed of any combination of upper and lower case letters, numbers, and special

characters (that include: “I”, “@”, “#”, “§”, “%”, “*”, “&”, “*”, “(*, and “)”).

The TSF shall condition the text-based pre-shared keys by using [SHA-1, SHA-256,

SHA-512, [SHA-584]] and be able to [use no other pre-shared keysl.

6.1.3.2. Trusted Update

FCS_COP.1(c)

FCS_COP.1.1(c)

Cryptographic operation (Hash Algorithm)
(selected in FPT_TUD_EXT.1.3, or with FCS_SNI_EXT.1.1)

Hierarchical to @ No other components.

Dependencies :  No dependencies.

Refinement: The TSF shall perform cryptographic hashing services in accordance
with [SHA-1, SHA-256, SHA-384, SHA-512) that meet the following: [ISO/IEC
10118-3:2004].

6.2. Security Assurance Requirements

The TOE security assurance requirements specified in Table 6-8 provides evaluative activities required
to address the threats identified in 3.3 of this ST.

Table 6-8 TOE Security Assurance Requirements

Assurance Class

Assurance o
Assurance Components Description
Components

Security Target Evaluation | ASE_OBJ.1 Security objectives for the operational environment

ASE_CCL.1 Conformance claims
ASE_ECD.1 Extended components definition
ASE_INT.1 ST introduction

ASE_REQ.1 Stated security requirements
ASE_SPD.1 Security Problem Definition
ASE_TSS.1 TOE Summary Specification

Development

ADV_FSP.1 Basic functional specification

Guidance Documents

AGD_OPE.1 Operational user guidance
AGD_PRE.1 Preparative procedures

Life-cycle support

ALC_CMC.1 Labelling of the TOE
ALC_CMS.1 TOE CM coverage

Tests

ATE_IND.1 Independent testing — Conformance

Vulnerability assessment AVA_VAN.1 Vulnerability survey
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6. 3. Security Requirements Rationale

6.3.1. The dependencies of security requirements

TOE &=l 7 ABRREZM MO FRIFRZ T RITR T,

Table 6-9 The dependencies of security requirements

BEREE{F RTFRIfR ST Ciili 7= TR 1F B RIFBMR &l 72 LT A
FAU_GEN.1 FPT_STM.1 FPT_STM.1 N/A
FAU_GEN.2 FAU_GEN.1 FAU_GEN.1 N/A
FIA_UID.1 FIA_UID.1 N/A
FAU_STG_EXT.1 FAU_GEN.1 FAU_GEN.1 N/A
FTP_ITC.1 FTP_ITC.1 N/A
FCS_CKM.1(a) FCS_COP.1(b) FCS_COP.1(b) N/A
FCS_COP.1()
FCS_CKM_EXT.4 FCS_CKM_EXT.4 N/A
FCS_CKM.1(b) FCS_COP.1(a) FCS_COP.1(a) N/A
FCS_COP.1(d) FCS_COP.1(g)
FCS_COP.1(e)
FCS_COP.1(f)
FCS_COP.1(g)
FCS_COP.1(h)
FCS_CKM_EXT.4 FCS_CKM_EXT.4 N/A
FCS_RBG_EXT.1 FCS_RBG_EXT.1 N/A
FCS_CKM.4 FCS_CKM.1(a) FCS_CKM.1(a) N/A
or FCS_CKM.1(b)
FCS_CKM.1(b)
FCS_CKM_EXT.4 FCS_CKM.1(a) FCS_CKM.1(a) N/A
or FCS_CKM.1(b)
FCS_CKM.1(b)
FCS_CKM.4 FCS_CKM.4 N/A
FCS_COP.1(a) FCS_CKM.1(b) FCS_CKM.1(b) N/A
FCS_CKM_EXT.4 FCS_CKM_EXT.4 N/A
FCS_COP.1(b) FCS_CKM.1(a) FCS_CKM.1(a) IPsecififg (FCS_IPSEC_EXT.1) &
Wb, T v T T — MkkE
(FPT_TUD_EXT.1) o413,
FCS_CKM.1(a), FCS_CKM_EXT.4
FCS_CKM_EXT.4 FCS_CKM_EXT.4 T S AU BRI © 7
RN OB N,
FCS_COP.1(c) No dependencies No dependencies N/A
FCS_COP.1(g) FCS_CKM.1(b) FCS_CKM.1(b) N/A
FCS_CKM_EXT.4 FCS_CKM_EXT.4 N/A
FCS_IPSEC_EXT.1 FIA_PSK_EXT.1 FIA_PSK_EXT.1 N/A
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PEREZE AT RIFBELR ST i 7o 9 A7 Bf% RIFBIGR AT 72 L QUi
FCS_CKM.1(a) FCS_CKM.1(a) N/A
FCS_COP.1(a) FCS_COP.1(a) N/A
FCS_COP.1(b) FCS_COP.1(b) N/A
FCS_COP.1(c) FCS_COP.1(c) N/A
FCS_COP.1(g) FCS_COP.1(g) N/A
FCS_RBG_EXT.1 FCS_RBG_EXT.1 N/A
FCS_RBG_EXT.1 No dependencies No dependencies N/A
FDP_ACC.1 FDP_ACF.1 FDP_ACF.1 N/A
FDP_ACF.1 FDP_ACC.1 FDP_ACC.1 N/A
FMT_MSA.3 FMT_MSA.3 N/A
FDP_FXS_EXT.1 No dependencies No dependencies N/A
FIA_AFL.1 FIA UAU.1 FIA UAU.1 N/A
FIA_ATD.1 No dependencies No dependencies N/A
FIA_PMG_EXT.1 No dependencies No dependencies N/A
FIA_PSK _EXT.1 FCS_RBG_EXT.1 — S E Y Mg E AW E Yy B
— A DOFEAPIATRAEZER L T
RN,
FIA_UAU.1 FIA_UID.1 FIA_UID.1 N/A
FIA_UAU.7 FIA _UAU.1 FIA_UAU.1 N/A
FIA_UID.1 No dependencies No dependencies N/A
FIA_USB.1 FIA_ATD.1 FIA_ATD.1 N/A
FMT_MOF.1 FMT_SMR.1 FMT_SMR.1 N/A
FMT_SMF.1 FMT_SMF.1 N/A
FMT _MSA.1 FDP_ACC.1 FDP_ACC.1 N/A
FMT_SMR.1 FMT_SMR.1 N/A
FMT_SMF.1 FMT_SMF.1 N/A
FMT_MSA.3 FMT MSA.1 FMT MSA.1 N/A
FMT_SMR.1 FMT_SMR.1 N/A
FMT _MTD.1 FMT_SMR.1 FMT_SMR.1 N/A
FMT_SMF.1 FMT_SMF.1 N/A
FMT_SMF.1 No dependencies No dependencies N/A
FMT_SMR.1 FIA UID.1 FIA UID.1 N/A
FPT_SKP_EXT.1 No dependencies No dependencies N/A
FPT_STM.1 No dependencies No dependencies N/A
FPT_TST_EXT.1 No dependencies No dependencies N/A
FPT TUD_EXT.1 FCS_COP.1(b) FCS_COP.1(b) N/A
FCS_COP.1(c) FCS_COP.1(c) N/A
FTA_SSL.3 No dependencies No dependencies N/A
FTP_ITC.1 FCS_IPSEC_EXT.1 | FCS_IPSEC_EXT.1 | N/A
or
FCS_TLS_EXT.1
or
FCS_SSH_EXT.1
or
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T )T H— P

P RE R

R A7BER

ST Tl 7= TR AFBALR

R TEBR AT 72 LT 2 B

FCS_HTTPS_EXT.1

FTP_TRP.1(a)

FCS_IPSEC_EXT.1
or

FCS_TLS_EXT.1

or

FCS_SSH_EXT.1

or
FCS_HTTPS_EXT.1

FCS_IPSEC_EXT.1

N/A

FTP_TRP.1(b)

FCS_IPSEC_EXT.1
or

FCS_TLS_EXT.1

or

FCS_SSH_EXT.1

or
FCS_HTTPS_EXT.1

FCS_IPSEC_EXT.1

N/A
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7. TOE Summary specification

TOE H2fk 95 2 U7 A RED 2R AR T,

Table 7-1 EXx=2UT (Hhe—&
Nt EW P A

z
o

Ak ER L A

77 A RE

IR 5L RE

5 S e
X2 U7 ERE
AR RE

e (5 RE R T R RE
FAX 7y Bif e

O [0 [3 [0 |[U |k | D |

7.1, GBI EREEH A

TOE (&, FIME NIV T2 2 V2 BUG L CGRBIGBREZT TV MREEDRE R, 7F I & SHr S 72001
TOE OFI Mz 7T nl 4 asnl i it re a2 it 472,

FIA_UAU.1, FIA_UID.1

TOE (. Table7-2 (2779 3 DDFIE T NA TR —FL, BEHE N2 — P —Z8FER EHEAE TRE TE D,

BB 2B LLIE WC 225 TOE 2R H T 256, 2—W—4, :L*ﬂf%/\xv R, EHEMERE A7 5,
ENVMUEEE LU THRIE SZALLUIWC 2L TOE 2RI AT 256, ENVM U EEEHoOus A EE»HE
BHE AT —RE AT D, TV HRTA/3—5 TOE %%IJ)EH’J“E)%E\ 2—W—4 22— —RRT—RKEAT)
T 5,

TOE 3. Aﬁé:hf:av?“/wrw%:fn \FRBIERGEE EL . [RTILT23A DA TOE OFHEZFF A 45, S
P R—FREHF RADPRESNTDGE, FIHE e — Y — A Lo — P — AT — NI AT, SRR REY —
ID %A 719 %, TOE i, =—H— Z.%:?a ST RRREY — N — 2280 | IRE ST B ERICRL T, :l—“b”—
IRAT —RIPBER LTz — Y — I L DE B2 B> TE SRR UGG ICRRER ), B0 R 7=
VZRBRE R BT 3%, BV A EBEE OFRBIFRGEI, FRRE T RO EIZ E@b%aﬂ ANV mftjfcfaé
fEXib,

TOE i, 5&H| ATV ZE R EMEICIH W T, HEE DREIATVZER Y7 AR — R &% E T D8R A (it
L. ARG AT ZER I A SAT — R E S TS, #E St LLIE WC 2Bl BRRREIC R Eh L 7=
*ﬁxﬂﬁﬁ%# FREIATYZZR I AT 7B AT DHE, BHIATYZER Y7 ARAT =R L HRBFENE RS,
AR LT 8 DT 7B AT A &5, Lo T, BB ATV ZAER Y7 A/ AT — R &I — | FHE1X
éﬁﬁ%ﬂx%foaTﬂx RSN T 7 VAL E L BET AT LM TER, BRI ATV ZAZHR Y 7 ARAT —ROFR
AR, BRRES RO EICROL T, WICARKEEFRFE A X TESND,

WAERGEEL EReA v ZT =— AT %ﬁmﬁ%ﬂi&) BHEE DY WC 25U —MNE BWERE 5256 iz, —ixFI A
INFNPOEBIGRRAEAE FHEL . I L= 6 TOE 24 (ET 52N TED, 72120, BHEE N A I, o
B OB IENEE LSS T8 2)\LJL0>~@£EE%L75)|_JH%E TOE ZFHT5L13TE70,

TNV HRTAN—=D TOE 2R HT556 . diityraiize, TOE 75>@%3Ci%rx1p.uiﬁ% B CEI
GENDHILT L (a—P— %\:L~47‘~/\;<’7 RICEVERRBIFRRER F i T 5, BB LT=5A . FIHE 0%
LT A HE(UNORMAL) 2V Y T, 3 — A HE DI EE 58 7 XELLTTOE Jﬁéf T5, K
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WMLT-555 . =G LTI-E 7 30E% TOE ISR TITHEE T 5, TV AR IAN—X, BEE ) TOE 28I H 45 F
Bea L7 vy,
Ak BRRREZ AT T AR AT e/ BBl TREOEY
T 7 I RZAE,
- TOE OIRRERERER L ORTREOHRE & LT Fi#IEN THE,
> BB SFN D DBEEFRER(T 77— LT =T ONR—V g VEIRRY)
> BERR AN DY g 7R
> BRE SRS DPERFTRERE
» WC ORREFEOEID %

Table 7-2 =—¥'— ‘?nﬁ‘“ﬁﬁﬁb

Al S5 SRS
TOE 2SfBIFRGEETT 5, 22— Y- La—P—RRT— |} FHESAT— R,
ARLEERRE R AT Y ZER Y 7 ANAT— A, TOE DRSS TV HERE —8T 2
Z L 2R D,

TOE MAMTFEFEY— 3 —(Active Directory) Z I L CikBIFRFEZ 4T 9, TOE 1.
o —W—4 % Kerberos version 5 7' k 2 /LK L CRIHE MEE L72SMER

FEY— S—~FEF L, RESNTEERICH L Ta—F =" 2T — Fh B AR L

lea—Y @I L DEEEITV. WBIRRAEE EiT 5.

ARAFYHEFRRE, ANV — S —FBIED WAL THBIGEREZAT 5. FIHER B 7 A

CRATRHICRERE T A IR 2,

SN — S — 7

ARARLEE + F Y — S —FERE

FIA_ATD.1

TOE i, = — % —FEERE TR GRS — A B o, FIAE BEEL T User 1D, 4 BREHEFR, FEREHIBR
DT VY AR EFeT D, iz, FIHAE BIEEL T, BE AT ZIER I A~DT 7 CAMEL EFRT D, ZHUT, 2—
PR COBRERESN BRI E DT, BBHEIATYZZR Y7 AT 78 AT D720 DEHI ATV ZFR Y7 A
IRAT —REBEEDA L H—T7 = — A% L | ZOFBFEICR I L7 — R # BB b, Fi2, BV U
HEORHEREMELLT, User ID #EHT 5.

FIA_USB.1

—FIHE 22— —EEE DRI L7255 A TOE (3R HE @M (User 1D, & EREMERR ., HEREH
R, FREIATVZAER I ANDT 7 AME) % BT 5, BV B B DR BIRRREIC T LT-554 . TOE 13F)
& B (User ID) ZREEAT 1T 5,

Z O, User ID IZ—WFFAE (LR EESNTODEA . TOE 135% 45 # 2 BEA T 7= & B A a4
Bo Flo, P —EFHFLL Tl AL FATUIR AT ITE B MR 53 TV WG4 sS4 F I 10 R
BT R E B E ST 2,

— i F B DR BIFRFEIC R D LTt . BRI ATV ZAZ R Y I AT 72 AT DR SR ATV ZZR Y7 A/ SAT —
RIZEARBEENELR S, FBEEICRPILT254A . TOE (33247 HE ORI AE B CTHLIEH ATV ZER 7 A~
DT I AR N TS, BIECKRLIZEGA . TOE 1Xi% 4R & O HE B THLHME| AT ZIER Y7 A
DT TR AL TN T D,

FIA_AFL.1

TOE %, FIHFZE OFAERIEZBWT, BFEENHONLDREL-F = 7B (1~3 [B) L EoE g iz
LTI, 34 I D RRAE & 1 13 5 AR BB A I RE AR T2, B B B HE IR 5S4 TV D
/\ *ﬂx*”ﬁﬁ%kb“(@wu uft%ﬂ&@i&kiw-ﬁ‘w—r@fiﬁkbf@m S e B[ H i*ﬂ;kﬂ—éﬂé

BV B ORGES S I ST 6, TOE Ol OFF/ON L, B i (48 AR IR E it
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STV DR ZRR 4 I FEREE (L2 7B 35, —BFIHE L LT —F —FBE ORGENE LS55, iR
RIS IR R BB TR VF B DS FRRIE IR B B D 1 BHEREZ 34T T D Z &L CRRBRIEIE 1L 2 iR BR 35,

TOE 1%, #MEBH— N —3BGE 7 U L D5 BIRERE CH Rk IZ, LR oFRRE LR OB EE F 95,

TR ATV SZIER Y7 A RAT — RO BIFRIEIZFB VT, ﬁfi%%)&b%b L% EL=F =y 7a$(1~3 )L L
@@%ﬁ%ﬁ&ﬁﬁ%ﬂbhﬁ# SR ATV ZAFR Y I A SAT =R OFRFEAIE LT 5, B ATVZER Y7 A/SAT—RD
PREEME IS A . FRAEE IR RE T VE LS 3SR GE A B Bk O 1Y HHERE A 24T 97D 2 & CRliEE Ik A fif bR
ﬁ“éo

FIA_UAU.7
TOE %, ®5Ety v ar ORFALE FEE SR B LT WC I bDrs A ) IZBW TR AL /32T —R | GRifi A
FUVZAERY I ANRAT =R AT DB ANSNILFT —2 1 CFRI " E L @R w15,

FIA_PMG_EXT.1

TOE THIHZ /AT —REL T ATREZR SCRIE, T T 7 Xy RO RSN CF BT, 505 (1, “@”, ‘¢,
B i e () e e ] T i Tl I T (T (O S
P COBIORAN—R) B SCTH(IT LT THD, SEE|ATVZAER Y I ARAT —RORE . BRIz (Z~
NI —T =2 aVbRIHTED, BHEIL, /AT —FEE 8~64 XFOHEHIPH CTRETHIENTED, Lo T,

B/ NSAT =R RELT 15 WL EORSERETED,

FTA_SSL.3
TOE (%, #fE/ 3L, WC THBIRRIESNIFIHZE L T OSRMGAT LI & . 2Dty a2/ 715,
TV BZRIAN=DY G kGEEy a3 TV FRTAN =B RSN Z T BT BRIicn 7 A
YL, ZOWEDSE T IEHRIZZ T RNAT),
. T%Eéf’ﬁfﬂ’*/b@%/a\ FIAE TREMEBRIEIC DA RE T LThD, Y AT 54— MY &y MRE#(1~9
5y DI CTRGERTRR) SR L7236, v 77U hEhd,
- WC D56 FIAFITREEBECLD2AHENRET LThb, BEim 77 v MEH(1~60 53 DM CRE
BB L7=hE., mo 7 U bEhd,

1.2. 79 X Fl{H#RE

FDP_ACC.1, FDP_ACF.1
TOE I%. Table 6-2, Table 6-3 DFIHFT —# 7 7 & A%, Table 7-3~Table 7-14 |[ZFCH D
HREXET—H EFIHEY a 77— ~OBELHIRT 5, FFaf SR WEIEIZOWTIE, A ¥
72— A% IEFT D L ATBERFRIE CERIR, F72id, BEERICH U THERRDS WD BETE eV E
DA vE—VhFR ULBIEEZELR T 5,

AR BREREIC XV FF &7 — %R 2 (U.NORAML) 723, Table 7-3~Table 7-14 @ Create #/E % 51T L 72 FE,
Y a 7 E Jobowner) & 72 W TOEIXCEL LY a 7oA EEH & LT User ID Z5t#kd 5, TOE
X, EPE(UADMIN) A Create B{EZFATT 24 2 7 = — A% 4R LV, 77 7 A5 (EH6E(Fax
receive)|X. TOE O#{ER LIZ, AN 7 7 7 ABED 7 7 7 A%Z{Z12 X 0 Create SIENEITIN D72
77 AZEFET ETOXLES L< XY ar7ova 7iAEE, FEECEHVYTOND(), Fa— M)
BEINTWRWT 7 7 AZEDEE, 77 7 AXEITREIA TV ZER Yy 7 ANMFEINDLT2D, 777
AZEETHOY a THAEIL, BH ATV ZERY 7 AR T — REMb—AHE &2 5(2), Fa—
RBEINTWD T 7 7 AZEOHE, 77 7 ALETREINIFEAR Y 7 AMMEEND T2, 77

AZEHROY a THAEEX, BAR Y 7 AOFAEHETHL —BAHEN Y a TiAH £ 70 5(*3), /AU
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— N5 51k PDF R v 7 2025 O%4F (Storage/retrival) 1Z, # A L7 F 7V v FEFTRHII, RENRE S
NI LEENAT — R S{E PDF Ay 7 260 L, BIEFOBAR Y 7 AMRFTHZLI2XD
Create BENFITEIND, REFITHOLEL LIV a 7OV a TArEREIZ. AR Y 7 AOMEHETH
LH—FIRE L 725,

TOE 13, = — ¥ — BRI 35U T, BB 05— AR T 3 AR T FTAE b 2 5 2 M A PR A A 2 0
%C\%, TOE i, FIAI# B O AERIIRIC IS T IR SRR DA 7 = — A% FEFTb L TR E R TR

HECHRIRT %, ko T MRS i SV — R I % 1%, Table 7-3~Table 7-14 0 5 & i[RI Sekighe & L
T HRE A R B LT TR,

TOE I, i AV Z A5 3 ERREIC W T, BHE B — R AF OREI ATV ZER I A~DT 72 A% IR
T IR ATV ZAF R E A 2 TRY ., EA FILEH ATVZER Y I A SAT —RIZE-> TT 7 BARFIREN TS,
TOE i X, FIAE BIEOTRHI ATVZAGR Y I ASNDT 7R AN T, H75E . 34 FAE OREI AT ZAF
R IANDT 7R R%FF AL, Weh72356 | 34 FIHF OREI ATV ZAER Y I A~DT 7B AZER T 5, LT,
SR ATV SZAZR Y 7 ANAT — R & B2 — B F 3 1%, Table 7-3~Table 7-14 @ 9 L] 2 € U ZFH »

I ANDT I RAPGERBEEZRINT5ZLI3TER,

TOE 1%, Ry 7 AEBFEREIC VT, FHLE D LT —FIHE D, BAR 7 A0 A % (User ID)Z 3% E T 5
FERE, BEEE O LI AR YV ADOFTAH THHL—FIRAE D, AR 7 AOF A # (User 1D) %2 53 A4 6E
22 TR AR 7 AL E AR 7 ANIRAF SN SCEA~DOT 78 2% IR 5, TOE 1Z. 8 ARy 7 ZADFT
H#H (User IDIZHNT, —fZFIHFE R User ID ZFFO5A 121X, 40 AR v IV ADA L 2T = — A4
TS ENR Y I ANDT 7B AEFF o5, —J7, —EFIHE 38725 User ID #Ri 2551218, TOE 133%4
AR I ADA L BT 2— 2% I LRI T 5728, Table 7-3~Table 7-14 TiZUE AR v 7 A~DT 77 AN
VEREE R 22813 TERY,

<Table 7-3~Table 7-14 O &>
TOE BT 21 ¥ 7 =— XX FRedi@v,
PN:#/E %L, WC:Web Connection, PD: 7V ZRT A/ —

FHOFTLEIL FELo@EY,
O:TOE 23 %R —r4 280, -:TOE 23¥ 3R —hL720E D

FERLIE T REOEY,

*1:U.ADMIN

*2 R ATV ZAFR v 7 ARAT —R &2 515 UNORMAL

*3:F a— R CTIRESNIE AR v ADFTA # TéhbH UNORMAL

Table 7-3 D.USER.DOC(Print) D7 7 & A &4

HRAE BERTRERAINE | (2 T7=—2R -
PN | WC | PD
Create Job owner - - O | FlA FE4T,
U.NORMAL - O - | FAVT NTY b ERFET,
O - | X2 U— R 5Bk PDF (2% LT, HIRIZfEELTH A L
7 NTU v b ERFELT,
Read Job owner O - - | BWFE& TV U MRy I ANLLEERINL T, XETLE
2 —E R,
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O - - | BEE& TV U Ry 7 ANSIEA RN L, HIRE 3T,
(FIRZE TIZ &0 SCEITHIBRS N D,)
O - - | RAT— REFEAL PDF AR v 7 A6 CEEZRINL, HIR
& FEAT,
(FIRNZ I N2 T — R A EE, FIRISE TIC X0 3CET
HikrSh5,)
Modify Job owner O - - | BEE& TV v R 7 A OHIRNC W T, HIRIERE %
F1T,
Delete Job owner O - - | BRE& TV v ARy 7 A IIEAEHIBR,
O - T | XA T — B PDF R » 7 200 6 SCE A HIBR,
Job owner O O - ¥ a THIBRIZEE 5 SCEHITER,
U.ADMIN

Table 7-4 D.USER.DOC(Scan)® 7 7 & A il

BRfE BRAFFIRERFIHE | A HT7x2—R -
PN | WC | PD
Create Job owner O - - AxyFa=y MIFEfEEY LT AF Y /777 X
U.NORMAL A= a—@lENDIE (77 v 7 25z bk<) ZHEEL
T, H™MEEFT,
Read - - - - 7L,
Modify Job owner O - - Create #/E TR E % F1T,
Delete Job owner O O - ¥ a THIBRITHE S SCEHIER,
U.ADMIN

Table 7-5 D.USER.DOC(Copy) D7 7 & R 4]

- = = . _
HRAE BRERTRE 22 A A P; % 5\;(:: ;D SR

Create Job owner O - - Ak yFa=y MIFfEEy FLT, ab—A=a—
U.NORMAL D 3 B —% 51T,

Read Job owner O - - | Create #{E% 317,

Modify | Job owner O Create #/FE T R E & F17.

Delete Job owner O O - ¥ a THIBRIZPE 5 SCEHIER,
U.ADMIN

Table 7-6 D.USER.DOC(Fax send)> 7 7 & Al

HRAE BERTRERAINE | (2 T7=—2R R
PN | WC | PD
Create Job owner O - - 22Xy o=y MIEfEEY LT AF Y /1777
U.NORMAL A= a—HENS T 7 7 A5ESEE IR L TEE 2 ET,
Read - - - - 2L,
Modify Job owner @) - - Create #/ECILHER T % F1T,
Delete Job owner O O - ¥ 3 THIBRICHE 5 SCEATER,
U.ADMIN
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Table 7-7 D.USER.DOC(Fax receive) D 7 7 & Z i

HRAE B RERAIAE | A2 T7x—2A P
PN | WC | PD
Create Job owner(*1) - - - | TOE O#fEl L, ST 7 7 ZAb F a— REHELT
WRWT 7 7 ZE AR,
TOE O#AE/R L, #MNBT7 7 7 A0 F a— REEE L
77 Az,
Read Job owner O O - W AEVZERY 7 ANG T 7 7 AXFEZERL, FE
T a—E TR,
o | O - AR Y I AN T 7 7 ALEEZERL, LEF LV Ea—
B IR,
O - - | REIABYZERY I AN T 7 7 ALEEZRIRL, Hi
FAT & FAT,
(FHIMIZETIZL Y 7 7 7 ACEZHIBR SN S,)
O - - ARy I ANRDL T 7 7 AXEERR L, HIRETEZE
1T,
(HIRZE TIZ LY 7 7 7 ALEITHIBRESLD,)
Modify Job owner O - - BAR Y 7 ZANnE 7 7 7 ALELZFRT 28I, ISHERE
# EAT,
o | O - | AR Y 7 AND T 7 7 ALERBRIRL ., Rk,
Delete Job owner O O - | BHEIAEYZER YV ADD T 7 7 ALEZHIBR,
U.ADMIN
Job owner O O - | ARy 7 ADG T 7 7 ALEEHIR,
Job owner O O - 77 7 AXEOHR Y a THIBRICHE S 7 7 7 ALEOH|
U.ADMIN b,
O O - | ARy 7 ZOBIBRIZEED 7 7 7 ALEDHIER,

Table 7-8 D.USER.DOC(Storage/retrieval) D 7 7 &z & 4l

HlE BAERRERFIHE | 1 ¥ T7=—2
PN | WC | PD

BAETIE

Create Job owner - - O | Ry 7 2Mifra FET,

U.NORMAL - O - | Ry 7 AMRETFEERELTYA LY MU v R & FAT,

O - - | AF xSy MIEMEEY LT, Ry 7 AA=a—
EENASEAR Y 7 ZEBEL T, BNy 7 AREE FELT,
O - | ZNRU—FIEE{L PDF (ZX LT, By 7 ARFEFREL TH A
LINTV M FEAT,

O RAT =R Bt PDF Ry 7 AnE0EZRIRL, R1FEE
1To (RINSNISCENRAEE O ARy 7 A 8))

Job owner(*2) - - - | TOE O#fER L, ST 7 7 2D F a— REHELT
WRWT 7 7 25 R, REIAE Y ZER Y 7 AT 70
AL E AR

Job owner(*3) - - - | TOE O#fEla L, ST 7 7 Z3b F a— REfEE L7
Ty 0 AZAEHR, WESNIEAR Yy 7 AT 7 7 ZA0E
Z R AT

Read Job owner @) O - AR > 7 ADELEEBINL, LE S E2—%FT,
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(T 7 7 AXEERFRLS, 77 7 ALFEOLET L E 2 —IX,
Table 7-7 @ Read #AEIZ L W HlfHI S LD, )

O - - | ARy 7 ANGICEARINL, B, XE, 7727 R
LDHE. B, 3 —0nFhrg F:1T,

(77 7 ZAXFEOHMAZRS . 77 7 2AXEFEOHIRNIL,
Table 7-7 @ Read #{EIC LV il S 41 5.)

O - AR 7 ANSIEERIRL, #E, Fvra—FK &
&, a—oWnFhng FET,

O - | REIAEYZER Y 7 ANLXEERINL, Furn—K
% FE1T,

O - - | MR T— RIEBAL PDF R v 7 A0 b CEERIR L, 17
% F1T,

(BRAFITIZ AN AT — R AT REL, RAF5E TIZ L 0 30T
Hikkx5,)

Modify Job owner O O - ARy 7 ANEXELRINL, HFHE,

(777 AXEERL, 777 AXEOHFEIL, Table 7-7
@ Modify #fEIC X v S D, )

O O - | Read #EGEE. FIRDICIWT, IEHRRE & FEAT,

(7 7 7 ZAXEOHI AR . 7 7 7 ALEOHRMIZEB T 2
SRR E X, Table 7-7 @ Modify B EIC L W HlEI SN D,)

O - - | BHEIAEYRER Y I ANDL T 7 7 ALEEBRIR L, WE
@ HLETE),
Delete Job owner O O - BANR > 7 25 30E & HIBR,

(77 7 AXEZEOHIRERLS, 77 7 ALEOHIBRIZ,
Table 7-7 ® Delete #{EIZ L v HlEI =5, )

O - - XA YT — KRB 54 PDF 3R » 7 A5 5 SCE 2 BB,
Job owner O O - AR > 7 ZADEIBRIZHE D SCEOHIFR,
U.ADMIN (77 7 AXZEOHIRERLS, 77 7 AXEOHIBRIE,

Table 7-7 @ Delete #{EIC L D HlfI S5, )

Table 7-9 D.USER.JOB(Print)® 7 7 & R i

#BfE BETRERFINE | A T7=—X

BEHE
PN | WC | PD
Create Job owner - - O | 7747 FPCHLXEEERL, Y H KT A~
U.NORMAL THI A E471% ., BEASARLV TR TV v ARy 7 AT

—RHRIF S NI SCEA BN L, HIR % 51T,

(FIRIZE T & 0 SCETHIBR S D)

O - 77347 NPCOWCHOLXEELRINL, ¥1 L7 T
U v b EBETH, BESRLVTRIEE T Y v bRy 7 A
—HERAF SN CE A BN L. BRI 9347,
(FIRISETIZ L 0 SCEITHIBRS L D,)

O - 747 s PCOWC 53R T — RiEE{k PDF X#
ZBRIRL, HMZRBELTHA LI N7V v N ZETHE,
BAE AR N THRRT — RIS PDF AN v 7 206 — KRR
fFENTCEEBIR L, HINZ EAT,

Copyright ©2020 KONICA MINOLTA, INC., All Rights Reserved
58 / 71



KONICA MINOLTA bizhub 450i/bizhub 3601/bizhub 3001 with FK-514, DEVELOP ineo 4501/ineo 3601/ineo 3001 with FK-514

(FIRNZ I3/ S AT — R A ASEE, FIRISE 712 &0 S0
HIBRS U 5,)
Read Job Owner O O
U.ADMIN Va TRIRERR,
U.NORMAL (XA DU — RiF 5L PDF OZEH Y 2 7% kR<,)
Unauthenticated O
Modify - - - - 2L,
Delete Job owner O O - Ta TERRNLY 3 7 EHIBR,
U.ADMIN GRAE& 7'V v Ry 7 AL OHIRY a 704, Va
THIBRIZ Z D XELHIBREND,)

Table 7-10 D.USER.JOB(Scan) D7 7 & Z &

HBfE BAETRERFINE | A FT7=—X

BAE STk
PN | WC | PD
Create Job owner O - - AF¥y =y MIFEfRZEY FLT . AF Y /777 A
U.NORAML A= a—WEEN OIS (77 v 7 A5 abiR<) Z4EEL
T, EEEFET,
Read Job owner O O
U.ADMIN . e .
U NORMAL Va TRIREFTR,
Unauthenticated O
Modify - - - - L,
Delete Job owner O - - AFyF =y MY FERMIEARY T, FiETEARY
HEE CEIEZIITHLLIEA Ny X —2M T L, &Ik
Y a 7 ORIBRE FELT,
(Ya 7HIBRIZE Y ICEBHIBRESND,)
Job owner O O - Ta T RIENDL Y a T EHIER,
U.ADMIN (Va THIBRIZ L SCEBHIBRS L D,)

Table 7-11 D.USER.JOB(Copy)® 7 7 & A&l

AR BMEFRERFIHE | A FT7x2—R A
PN | WC | PD
Create Job owner O - - A¥yFa=y MIFEfEZEY FLT, a8—2A=a2—H
U.NORAML s a v—%FELT,
Read Job owner @) O
U.ADMIN . o .
Va TR TR,
U.NORMAL
Unauthenticated O
Modify - - - - 72 Lo
Delete Job owner O - - AFyF o=y MTEY RGP, RS
i CELEEZETH LXA by P2 —2# T L, #1k
H Y a 7 ORI E FAT,
(¥ a 7HIBRICE Y SCELHIBRENS,)
Job owner O O - Ta T RENDL Y a T EHIBR,
U.ADMIN (Y a ZHIFRIZ L 0 CEBHIBRS1LD,)
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Table 7-12 D.USER.JOB(Fax send)® 7 7 & 2

= 5 20 ; -
Bk BRAERTRE 72 A P4I’\] N 5’\;(:1 :D P,
Create Job owner O Ak yFa=my MIFfEEYy FLT . AF Y /777 X
U.NORMAL A= a—@END T 7 7 AGESEERIR L CEE % FE1T,
Read Job owner O O
U.ADMIN . NI .
U.NORMAL A TRRER
Unauthenticated O
Modify L,
Delete Job owner O AFyFa=y MTEVEREZEARY IS, RGN
PEECEEEZRITH LUIA My 7R —2M T L, Eik
Y a 7 OHIBRE AT,
(¥ a 7HIBRIZ LV CEBHIBRS N D,)
Job owner O O Va TRRNG Y a T EHIR,
U.ADMIN (¥Va 7HIRIC XL 0 XEBHIBREND,)
Table 7-13 D.USER.JOB(Fax receive) > 7 7 & A #l|f
HRAE BERTRERFNE | (2 T7=—2R R
PN | WC | PD
Create Job owner(*1) TOE O#AER L, M7 7 7 AH F a— RERELT
WD 7 7 A RAE,
TOE OEE/R L, SMRBT7 7 7 Anb F a— REHEELRZ
777 AR,
Job owner(*2) O WHEIAEYZER Y 7 A0D 7 7 7 AXEEZBRIRL, AR
FAT & FAT,
(FHIRIZETIZ LY 7 7 7 ACEFHIBR S S,)
Job owner(*3) O ARy 7 ANDT 7 7 AXELZRINL ., HIBEIT A E
1T,
(FIRIE TIZ L0 7 7 7 ZACEITHIBR S 1 D,)
Read Job owner O O
U.ADMIN . NI .
U.NORMAL 73 TRRER
Unauthenticated O
Modify 2L,
Job owner O O Ta TERRNLY 3 7 EHIBR,
U.ADMIN (H> a2 7 o6, Ya 7HIBRICEY 77 7 2A30E LA
Fraid,)
Table 7-14 D.USER.JOB(Storage/retrieval) D7 7 & & |
R AE BRI RERAIAE | A2 T7x—2A e
PN | WC | PD
Create Job owner O | Ny 7 AMREEET,
U.NORAML O Ry 7 ARFERBELTHA LY VT U v N EFELT,
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O - - A¥yFa=y MIFfZEY FLT, Ry AA=a—
2 DEANR Y 7 AEEE LT, ANy 7 AMRFEFET,
O - | Ry AMRGEEE L TSR U — RiF5{L PDF O & A L
7 NFY v b EELT,
Job owner(*2) - - - TOE O#AERL, ST 77200 F a—REHEL TN
Ty I AZAGH T VAL EE BRI ATV ZAE RNy 7 AR
1o
Job owner(*3) - - - | TOE O#EAERL, SMB7 77 20 F a—R&faELT=7 77 A
ZAG%, T 7 I ASCEERRESNTAE AR v 7 AMELF,
Job owner O - - | EAR Y 7 ANGICEEARIR L, B, %5, 7727 A
U.NORMAL LDEE, BE), av—0nFhhgae T,

(77 7 AXEBOHMEZRLS, 77 27 AXEDRBIX
Table 7-13 @ Create #/EIZ L filffl S 5,)

O - ARy 7 ZANLELZRERL, #E, F¥vre—R B
B, 2 =Wtk ET,
Job owner - O - W ATV ZER Y I ANL T 7 7 ALEEZERL, ¥V
U.NORMAL va— R&E ST,
Job owner O - - NAT— RiEEIE PDF Ry 7 A0 E CEZRIR L, RIAF
U.NORMAL & FAT,
(BRIFITIE AN AT — RATIB R, RAFFZETIZ L D CEIT
Hikkxi5,)
Read Job owner O O
U.ADMIN Va T EREETR,
U.NORMAL (/XA YU — KBk PDF OZ{EH Y a 7<),
Unauthenticated O
Modify - - - - 2L,
Delete Job owner O - - AF¥pF=y MY FERHHAED FIC, FfEmAERY

HEHE CTEEZETH LUIA Ry IR —2 M T L, F1k
1 a 7 OHIBRZ FET,

(¥ a ZHIBRIZE W XEBHIBRSND,)
O - - | AR Y 7 AN OHIBIZIAT LR, A by TR — 2
L. fFIkH Y 3 7 OHIBR % EAT,

(¥ a3 ZHIERE & SCEEHIBR S 2 n,)

Job owner O O
U.ADMIN

T aTERRND Y a T aHIER,

1.3. BEES{bine

FCS_CKM.1(a)

TOE X, IPsec i@{E D #fE 7. TH D IPsec sEIAZED A pkIZ BT, NIST SP800-56B, Revision 1 ™ 6.3.1.3
EZFe#E D rsakpgl-crt J7UCERHE D 1A T, 5 2048bit O RSA FEXIFREE L5, £7-. IPsec i#1{5 D#E
TESLIZBWT, NIST SP800-56A, Revision 3 @ 5.6.1.1.1 HiiZit#i® Using the Approved Safe-Prime
Groups (ZF2# D 75T, Diffie-Hellman 7 /L —7 14 (2L AR FRéEE ARk 35,
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FCS_CKM.1(b)

TOE I, IPsec i#{5 Oi@{5 BAAEH, HLIE SA T4 7 XA Lk % O#EMET 2B\ T, FCS_RBG_EXT.1 (252
#Hoo RBG THEEAEARL. 128bit $L<IE 256bit Ot #5844 k4%, TOE 1. DRBG % (CTR
DRBG(AES-256)) MO 42 LT 158 RBG 22 #hL . Sl Ak 15,

FCS_RBG_EXT.1

TOE /%, NIST SP 800-90A |Z#E#L 9% CTR DRBG(AES-256)&, 1 DY 7 hy =7 T2 " —JEA DIk E
N5 RBG #%E342%, Eid CTR DRBG i, Derivation Function & Reseed %F|f 3 273, Prediction
Resistance #§EEITENEL 72V, V7 Yy =7 = bt —JFIE, CPU OWNERIRRBIZR B A 52 556 m il —RED
AL a0 B — EEUG LB R L — T RLBR N S EE L TR | L — I AT R OIX S D& A Iy I 1T
VHE—EHTHEAL, raw T — X %1585, V7 MEBELE XOR AWV Craw T —XICE ENSH T hat — & v MK
WZHHR, MG T2 T aia=u T RFERL, By MRRO T hae — £ E BT, ey —EELTH AT
Do

TOE L, ZORBG ZFIH L CELEZ AR L . @5 BHIE FERE DI 58 (8 & 256Dbit & 128bit) 4 AUHI H 35,
TOE 23ELEAE 3585, CTR DRBG ¢ —K~7U7 /L (Entropy Input & Nonce) 3% B Z/e~7254, = ha
E—JREL TR T2V 7 =7 RE L, LBV A RO et — 2 B L TR 3%, 2oz hae —fElL,
NIST SP800-90A ™ 10.2.1 IZ/R&E15 Instantiate & Reseed (2SR F/ o b —&E(TOE OFE. X2
VT AR LRIC 256bit) At/ TV, +437 kT hrE—R3 g £ T\,

FIA_PSK_EXT.1
TOE %, IPsec AOFATHAHLEL T, Tt 7FAM—AOHFIHLAHIF) A TED, THFAMI—AOFHR[H
FHHEL, Tt wia7 LTV R L% HWTE Y M~ InD,
* T XA RR— 2O FRIIAT
>EX 22 T
> A ATRESC T« ASCII 30741, 7213 HEX fi
> REAHT O FEE - SHA-1, SHA-256, SHA-384, SHA-512

FCS_COP.1(a)
TOE IZ., IPsec 18@{5 ® ESP i 75k 7 /12U X LL LT, FIPS PUB 197 & NIST SP 800-38A |2 & L7 8t
128bit & 256bit ® AES-CBC ZFI| 4%,

FCS_COP.1(b)

TOE I%. 7y 75 —MERED 77— L0 =T BFEICB W T, FIPS PUB 186-4 (i & L7-#& 2048bit ™ RSA
FUINBZT NIV RALERFT 5, £, IPsec 5O TFEIEIZHB VT, FIPS PUB 186-4 (A L7z fRE
2048bit D RSA 7 V2 NVEL T NAVRAN(BEL LK) &, 7 U FNVEXL RV T, FIPS PUB 186-4 25 &L
7-8EF 2048bit & 3048bit D RSA FIU XNV BL T NIV L (BA e 2R H 5,

FCS_COP.1(c)

TOE (%, 7.7.1 FEIIEEHOT v 7T —MERRIZBW T, L FOINCL CT PHVBA BGREE W7 7— A0 =
T T —HDOREEE T, TDOH T, ISO/IEC 10118-3:2004 [ZHEHL95 SHA-256 (285 v 2l DR H &£ T
B
(1) TOE 735> RSA ABRSEGEHE 2048bit) TF Y2V BX T — 2518 535,

(2) SHA-256 T77—ALUxT T —ZD i aflizBZ 45,
3) WEQDEAET D, —B T T 7 — L =T 5 — 2R IER ThoH LW 5,

%7, TOE 1%, IPsec #ifE D IKEv1 #FiE7 VTV LEL T, ISO/TEC 10118-3:2004 [ZH#EHLT 2% SHA-1,
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SHA-256, SHA-348, SHA-512 |ZL5/ w2 BRI EFATT 5,

FCS_COP.1(g)

TOE /%, IPsec ##{3 (23 T, FIPS PUB 198-1 TE# 3115 The Keyed-Hash Message Authentication
Code, FIPS PUB 180-3 TEF%X415 Secure Hash Standard (L2 Fitdd Ny v a Xy —U38GEIC 3D
ESP 54545,

cAvE—UH ATV AN 160, 256, 384, 512
- 2K - 160, 256, 384, 512
ST I Y XA HMAC-SHA-1, HMAC-SHA-256, HMAC-SHA-384, HMAC-SHA-512

FCS_CKM.4, FCS_CKM_EXT.4

TOE (%, IPsec 15 CTHI A 928k, S B OLRIFICEKIED J715% Table 7-15 17T, HHHICIoTRES
Nz FEpi g8, IPsec fEED T T — M, BLHIZZ R 7178 SSD IZERIFSND, HERHE BSOSO
BrAFATL 72, 0x00 T EEXHIFRT S, IPsec TSNSy a i (— A2 581X, RAM _LICfRfFS
N5, 2ot TOE OEJE OFF (2L RE R 50 BIREND,

Table 7-15 SEDIRTEL & KEE

i PRAFSE WS A I T REFED 715
A g BHHIZ L - TRESNT-HHT | SSD FHFIC LD F AR -2 | 0x00 TLESE
A g T (EETHIEEE ) R HillB
BEHEIZL > CGRESNTZFH] | RAM IR OFF —
H A LB L TR L 78
PagN-: IKE F 3L A fias g RAM i OFF —
(IKEvl 7 =— X | TAERREN
%)
[Psec A Fis gt RAM R OFF —
(IKEvl 7 =— X2 TH SN
%)
7T A=k IPsec ZEWI LD 75 4 ~<— 4 SSD %fiﬁ%a:i % REAEAIBR (RS 9x00 TLEEX
i WEEHRE) IF HilBR
IPsec @ Diffie-Hellman 77 A X | RAM i OFF —
— N
(IKEvl 7 =—X 1 THK SN
%)

1.4. BIEFEEIERAE

FTP_ITC.1
TOE i%. Table 7-16 |\Z7+3 IT el Did{Z 1288\ T, IPsec bV ZFHT 5720 | Fy /LT —Z RS
TREEENDILITR,

Table 7-16 IT 28 & D&
TSF 23 5 IT #as “a hajn
SMTP #—/3— IPsec
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TSF #37Fr 35 IT K25 Za k=
SMRRRRE Y — N — IPsec
DNS #—s3— IPsec
77— N— IPsec
WebDAV #—/3 — IPsec
SMB #—/3— IPsec

FTP_TRP.1(2)

TOE (%, & ## 7 TOE ZVE—MEH T 5 HIELL T, 7947 PC DT U TEIET S WC Z4i 32,
TOE L7747k PC [FO#E 1L, mEHEE /A THD IPsec 7 b=V 2RI T2, VE—MEEDTZDIZITA
7R PC > 6 TOE ~T 7 EALTZRE, TOE 13 IPsec 7RV TOHIEEZBALAL . IR ORI &, 8IE 7T — 2

NSO #

FTP_TRP.1(b)

WIE T — W E ORI RAET D,

TOE %, & TRWAIAED TOE ~E—hr7® 245 51kELT, 7947 s PC O7I0% TEIET S
WC EFVHRTANN—% 4245, TOE £277A47 b PC BMOBEIL, BEfEIBE/ A THD IPsec 7 b=/l %
RS2, VBE—FT 7 BADT=DIZ7FA4T >k PC 7136 TOE ~7 78 AL7-H, TOE I% IPsec 7 1ha/LTD A
E2BIAAL . S ORBIE, W15 T —ZIRRNDOIRHEL W15 T — X E DB ERFET 5,

FCS_IPSEC_EXT.1
TOE 1%, RFC4301 [ZHEHLT 5 IPsec 7—F T/ F va IS5, BEHEDHN, IPsec 7mha/LEL T REE%
EMEA R E, B TEXDHN, Tt OREMERI T3 TEZR0,

«IPsec I LB E : FFT L AR— FE—FK
kX2 UTF 07 m han s ESP(RFC 4303 (ZHERL

> ESP I

LT =Y XA AES-CBC-128, AES-CBC-256(RFC 3602 (2 %)

> ESP #GE7 /L =Y X2 : HMAC-SHA-1, HMAC-SHA-256. HMAC-SHA-384, HMAC-SHA-512
- a5 IKEv1I(RFC 2407,2408,2409,4109 (2 HEHL)

» IKEv1 I

BT LAY X4 AES-CBC-128, AES-CBC-256(RFC 3602 | #E#iL)

> Xxdv T —3 g F— K : Main Mode
»>SA TAT7HA N
® 77— X100 SA : 600~86400 f»
® 7 -— X200 SA : 600~28800 f»
» Diffie-Hellman Group : 7/ —7 14
> ESN : %, H(RFC 4304 (ZHEHL)
- IKE #aFH : TV ZVELRSA), T F A FX— 2O FATHA
> FUHINVEL
® RSA-2048 (BA AR, B4 MEE)
° RSA-3072 (B4 RIE)
AT LY X4 . SHA-256, SHA-384, SHA-512(RFC 4868 |2 #EHL)
>T#XF“%Z@$W LA
® HELH N ET D EFAHLAHE 22 LT OLTHIASCI LTS, F£721F HEX H)
® WAFT /LY X4 - SHA-1, SHA-256, SHA-384, SHA-512(RFC 4868 |2 %)
> 7'a b aViEiE
® 7 ki FEEZ L (Any)
> IPsec fif HF% &
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® DefalutAction : %

® SEHEMRGEIRERR E - AR « iR 5
SR - MR L7
Fro—  FFAEONRR R TS
SEIHERR  FESR L7220

F7-. TOE % IPsec X =2V TRV —F —H~N—Z(SPD) #FIEL TEY, HFHEIZIVU T ORENTED,
«IPsec RV > —:IP X7y hOFHEZREL T, ENENOFMICEE LI IP N v MIxF LIRE -
Wi - AFEED D B EOEMERIT O INBINTE D, IPsec KU —DBLENHA LN Ry b &
777 KX Ry BT, RICV— L TE SRS, TIPSy hOSMEE LTCE Any D78 k=
CIEEHRIP T RLA (B, £ 732y MEE) BNRETE S,
IH%?JVNﬂMPT)/~7w~71]O@107w~7if METX S, 1 OOWEMTIC, B
D IPsec R U v —0NREINT=HE., IPsec N o —7/—7 1~10 OEGEFIEFIZEDL 59, Tid
DESENEA CEVEN B S L5,
B E fRAE > REE > il LK
T IANET I ar: IPsec R U—ICHET HREN Lo et OEEL TR HRINTX 5,
(ZOBREIZOWTERFICH L, HEARIRT L LI VA X ATHERLTNS,)
> %ZE : IPsec R U V— DR EIZEE LW IP X7 » b iﬁﬁ%@fé
> #i#E : IPsec Y V— DR EIZAEE L72WIP Xy MIEE S5

1.5. %2 ) 7« EEHEE

FMT_MOF.1, FMT_MSA.1, FMT _MSA.3, FMT _MTD.1, FMT_SMF.1, FMT_SMR.1

TOE %, FIHF IR L CF R B A2 032, B F AR, SLlSN oA ¥ 7 = — A DD B EFTHE
Thb, TVAHRTAN—F, BEREREZ IR L 720, #/E S b LUZ WC C FREO % B REA -1 T3 2 i 12
BT D21, TOE ~OfBIRRGEN B RS, RFRGECHEEEEEZFIH T 52813 TERW, ur/ A FH
FIZAE(U.ADMIN, UNORMAL)Z BT, BT O/ EN T 77 7 N ETHERF 75, FIHE O&EFN
RSN TORWE B RE AR 5213 T& 7\, TOE [Z, Table 6-2. Table 6-3 ©7 7 A HIHICIHBNT, &
X7 —BHEOYIMEL L CRIRFE SCE T — %  FIAE Y 3 77 — 2 2 1Epk L= — &R O User ID % H|
WY TDH, 777 AZEHRBICLVAERSNDRAE CET—4%, &Y a 77— %1%, TOE S ORI H#F
R TERENDT=D, EX =2 U7 o —BIEOWHIEE L TEHED User ID 2FIV T, 77 7 A%[E
WoOT 7 A6l EFET D, 777 AZERETHIE, Fa— R EEESRTWRWT 77 AZEDOHA.
T 7 7 ALETHHI ATV ZER Y 7 ABEEND D, Bl AT Y ZER Y 7 2ADT 7 & AHETOHIE
70 BX o U7 o — @R, WIHIEITEEE O UserlD BEV Y4 THND, F a— KRB EES
NTCNDET7 7 7 AZEOEE, EXa V7 ¢ —RBYEOYIEME L L THRESNIEAR >y 7 2D User ID H3E|
DY THND, BT, 727 78X4lf#] 22Oz L, TOE (%, #IHHELE L CEHY ¥ T/ User ID
T EEXTHEEEE R 700,

Table 7-17 EHE RSN EHERE

B EREEE N FrAl ST B | BAE ARl A
= Tz —A
o —— B IR TOE OFAEEME User ID ZFfo2—V — 0%k | X8k, 28, Hl | B 2L, WC
BB, o— W — /R AU — R OB G/ — BRI | B
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FFA ST

fE

BAERREIR A &
Tse=2

FRE MR MERE T PR D% E/fRER, & A HERR
@HEHEJ'JIS%%??% I — Y= BRI FI A E
FL LTV a7 BAER L=, EX 2T — @D
FIHEELL T User ID 23 ES 4L, Table 6-2, Table
6-3 OFIHE T =T 7w AHIHNEREND, 723,
a—YP—ZHIRT 2L, YZa— =N EETHD
SCELHIBRS LD,

BT — R b

L
Ae

BTHEH AT —RER Tfﬂ“é T35 A IR, A Bl X
AT —RIZET 74V MENR ESITWD, AR
REORE FHRIICBW T, EALNMUVERENRER
HI 5,

(A

a— Y —REERR E R RE

2= —FRFEH ROFREETTH, ARIEE TG, SR
P R—FFE, ARIERE + S — R —FFEO W
NERIRT 5, BV A EBEEIL, FICAKRE
EFRRE CRBRRRE S L B,

BE R WC

I ERFRFEY — N — R E
HERE

%ﬁﬁ#_/\ uunﬂijitf*”ﬁﬁ@—éﬂ‘uﬁwuu P—r—
DR EEIT),

Bk, ALK, HI
S

Bl L, WC

AR S B D 2 | FERE BRI S o A7 E T 5, FIAE ORI L | £ H BE L WC
HRERE PRRERPR RIS, 2O EFIZE LI, TOE 133%
BRIHE KT DR EZ IR 5,
BB R ORI ﬁbf_ubuﬁ%ﬁﬂzlﬁliﬁmxﬁﬁfﬁ ETLILICKoe v | EH BE L WC
BRI ] D25 S A HE BHE ORGENME LS5 A . BFEE L2 R
F»’?éhéif@ﬂ%ﬁf’% T D,
e N VA IR {0 S A I ﬁ%%lﬁl%@ﬁ)?a‘é%@ﬁéo ZOBIEIZED, EL | FEET BE L WC
BELE LIS DIV T HERE BELE LA ORI HE OFGHE L2 R T 2260
T%Zao
SN2 —REFIDOLEFRE | SRT =R (ORRU— N/ N CFHEREL S T) D | £ F BE L WC
HE BRE B EEIT),
XU T LR ER | B2V TR EDOE R, W ERET D, A BE 2L WC
e BEMNCERE LM, X2 U T A HEED 5D EWNT
BRI o EE X2 7 REIC—EREL, 20O
ExEHERFT D, *v bU—27 %4 L7 TOE O ¥ #Hr
ke, AT AMRE (RS-232C U/F ).
Xy U — 7 REEAYIE R & ORI 2 AR
L&D, FIHE NI SN ASRE R TR T AL H
EEITLGS, BEEmERTR L, %IJH%%M;M’E
Ok fER LT2A, B %= U 7 1 sk el
MIEFEIND,
F RE D2 B R HEEE AR T T 0, EREMREGPRBELLGS, | £F BE L WC
ZO HEERAERE /| RSN,
VAT LF =Ry R | BAEARIAVBET O AT LA — Yty FREH | £E BE L WC
D2 T RE DOREEIT,
H#ho/7 7 UMM O | WC EB(Eho B #ns 7y MR OREE1T gl WC
EXiTE
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(e s N2 FrAl S o e | BRERTRE A &
fE Tx—A
1 TR A B R EEEBEHKETHD IPsec BIEOREEITI, | Bk AH HI | BfE 311, WC

IPsec iB{E 7% &, FATHA B E ., Psec FAEFEFRE | BR
DGR, BT, IR,
T NI — 7 3% ERSRE Fo b —7%E (TOE @ IP 7R A, DNS $r— 38— | Bk A F BfE v WC
» IP 7RVA, R—RE5%, NetBIOS 41 %) D X%
fr, EEEIT,

B AL P RE EAERREOF /MR, B OWMGHIE, n /¥ | Bk, £H s, WC
—— BERERIFOREL, HhnT D%(ELH
BRE1T9,

TRy 7 ARE BERRRE ARy 7 ZADR Gk, ZHEE 7 AL OEE Ry s A | Bk, ZH A | #ExLr, WC

5
NAT—=ROBEIEL TAE L=V —DLEER | B
). HIBREATD,
SRIFIAE)ZIE R EMEE | R ATYABOARNIEL), BHIATYZER 7 A8 | Bk, LH Bt e WC
AT —R DXR Gk EZATD,

Table 7-18 —&F|AE IZIRHEINDE %R

B HERE N PP ST | BRIEFRERA X
& Tx—2A
AP RAT—RBE | 22— — 2T — R OB EEITY, FIAZ T, ®E | &5 BE 2L WC
Béne % A D — P SR —REEE AL N T
Do
Ry A PR HE AR 7 ADXGRAATY, Flo FIRENIATHME | Bek, 2, Hl | #iE xr, WO

a2
AR T AR L TERE(R Y I AL DETE Ry 7 A | B
AT —ROBEGRIEE TaAE2— P —DEERE)E
HIBREAT,

FPT SKP_EXT.1

TOE . IPsec {5 CHRIH T 20 58D D | HHEE 2L TR ESN-FAT A #L IPsec AEAED T T A~
— MR B SR AT RE R R R AR — Y Td D SSD ITIRTET D, TN LA DOE 58T, RAM IZIR1ET 5
(Table 7-15 ), TOE (XRIFSNI=FRGILAHE, 7T — Nk, B S8 AF B T AR 2 1R L7222 | FI
AN TOE OEEICIDZFN AT A T ZEILTERW, TOE (X, MFP A{KIZ RS-232C IF 232451 TUV\523,
EHPITELS SN TWEEZD  FIHENZOA 27 2—2ZHHL T, SSD OWNT —4 2RO H+Z&13 T
20, 77, RS-232C IF LISk Z, TOE DAL 0 SSD ONE T —# 2B 4 AL Z 7 2 — A& FEEL TR0,
SSD | ZBLH AT A R[22 AL — U TH D728, FIHHE D SSD #H0A L TN T — 2 2B 42 LT T/, U
FoZENS, FIHB RSN FRI G 8, 7T —RMiE, B S At T oI TEAR,

1.6. BEEHAE

TOE /%, B R HELITH L TR 24, ikl n/ I — N —~kE T2,

FAU_GEN.1, FAU_GEN.2
TOE (3. DL FOHRREHAMNRFRLL, FRBEAENLGEN BRDR), FROMN, Y72 =7 NEhIfE®,
FROMRETLHA D,
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Table 7-19 BEEXNREL—E

AR ER ID (B7 v =7NEAIEHR *“1) il
o — W —FRFED F i Admin ID/User ID/Z£%$% 1D OK/NG
TR ATV SZAZ AR 7 A SAY — RERFED F i User ID OK/NG
— P —EF IR T LA ek, 22T HIBR Admin ID OK/NG
2P AT —RDE T User ID OK/NG
Mfi‘%/\“z7~ ROLEHE Admin ID OK
2R ED LT Admin ID OK
SMNEBFRAL T — N —ERE DB R, B Admin ID OK
RIS P A B i oD 28 B Admin ID OK
BRI TRRE O HAEES 1L R R ] D28 B Admin ID OK
SRR EL P %% (U.BUILTIN_ADMIN LIAN) 27U 7 Admin ID OK
PNAY — R iR Admin ID OK/NG
X2V T TN EDE R Admin ID OK
ELSSEREHOY Y Admin ID OK
AT LA — RNy MR RIOZEE Admin ID OK
BEhes 7D MR OZE Admin ID OK
SRR S A BERUE Ok, 2 F, HIBR Admin ID OK/NG
Ry T —IRRIE DGR, B Admin ID OK/NG
EA w7 TS EERE DB LA Admin ID OK
A 7 IS RE DR T Admin ID OK
B o 7 E P RE O B Rk, B Admin ID OK
Wy 7 AR PREREIZ LD E ARy 7 ARGk, 225, HIBR Admin ID/User ID OK/NG
SR AT AT R ERE DB R, B Admin ID OK/NG
7TV v RV a T OB User ID OK/NG
A= A User ID OK/NG
AFx vV a TOKE User ID OK/NG
av— g 7 OHIR User ID OK/NG
Ty U AREY a T ORE User ID OK/NG
Ty I ARG a T O AT A ID OK/NG
77 7 AZAEY a 7 O User ID OK/NG
BAFY a 7 ORAF User ID OK/NG
77 AZAFY a T DIRAF AT A ID OK/NG
17 a 7 OHIRI User ID OK/NG
WAEY a 7 DHEE User ID OK/NG
BFETa T DT 7 7 A User ID OK/NG
BRIFva7oxryra—R User ID OK/NG
BRAEY a 7 O E) User ID OK/NG
RIFY a 7 DR User ID OK/NG
B1FEY 2 7 Ol User ID OK/NG
IPsec & v 3 a VHESLODSRK VAT L ID errNo(*2)

(* 1) PR FRRERTICE A LT

EESRESRO IDH TV sk
770 ARG IR BRI R T O/ U AT AID ([ EfH : & A7 4 (MFP)) %
IPsec By a L ORBIZBWTH Y AT AID (B EE : > 27 A (MFP)) %

ek T D,

AITEHT, A ID LUV [E EfEE
ZRLEKT D,

RLERT D,
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(*2)"1414" (3273815 (IPSec) D L) 72X OFTE DT —NGLEkRI D,

FAU_STG_EXT.1

TOE 1T, BEMEEDO AL, A as OBUG HE, v/ — " — HEWEERMOBREL, B/ O%(FL
HIl bR B NI DA n /B RE AR (195, 1/ — N —%, WebDAV H— \—%F| 32, BEhns
OB EIT BB EE2#EL, IPsec @EEFHL TS —NR—~EA 0/ % %G T 5, TORE Lu/H— R —
> IPsec #0513, M5 fEH {5 & B RE I LR E T D,

TOE I, v/ §#ETs 7741 LT TOE NO o — i VARAEREIRIC —FRHRAEL . B 8EE SR EL- H
HLUTRE LI/ EREICELZS S bLITE A DA/ S EE2FETLIEE A, XML 7 —X (A #L
Tus Y —_—~k515,

TOE NIZ—IHREIFSN 207 7 7 A VE, XML 7 — 2B 5L LTS HA N A v/ BB A T U, H
brd 2%, XML 7 —Z%, 7 h—"—~DFEEFE T %, ROuT 774D XML 7 —2EHOBRIZHIFRT 2,
TOE NI —BHREIFESNTZnS 77 A0 XML 7 —Z~T 7B AT HA L Z T 2 — AL, EHA I LDERE 0T DO%E
EHIBRD A THY, — BRI E B BEE DA LT 7 AT LI TER,

Fv T —fEERE T R —2u /A E(E TE T, TOE NOu— ) URIFEIR A 27255
FAT CEHMEBEITLL T OMEEICHIRE LD,

- HEI OFF I L A v VS RE DK T

- BIF ON |2 L DA v 7 BUSHEEE D BRE

c 2— W —FEE (BE SR NSDEHE O T A L DIEFT])

CEEEICLDEA D ZEE, b L ITHIER
BHENEEEELLUTERE 0 HIB2IITL ., 0— b R IE R O AR BB MR SN HZE T, HIFRAME
BrEnDd,

Table 7-20 BEE&ERS 5 —Z DLk

BAn 77— 2 OB B
7 7GR O U AE e SSD (21T %

a7 77y A E LCRRFE L, XML 7 — X ICE ] L Cr 7
P—N—IZKET B,

077 7 A ViTRK 40MB {RIFAIRET, TRtV X A I 7T,
07— = ~DEFE DTS XML 7 — X (AT 5, Bk, Y%ua 7
77 A MTEIBRT 5,

v ZEROREF A X CEREPRELEARD LS IEERMRIGELERA

+ 36MB ICEL -4

CEHENEE 0 SEEEEITLEEE

XML 57— idm 79— " —CEE#%, RO XML 7 — % B3 ERKR S 5 B
WZHIBRT 5, BERBOLA. &K T6MB (2277 71 /L 40MB, XML
7 —% 36MB) 78 TOE NIz —MHREIFES N5,

FPT_STM.1
TOE 137y 7itEa AL, BHA DA TOE ORZIZ A W9 HREZ IR M4 5, Bl n s ISRtk D21
HiFr vy 7EERENDIREENLD,
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1.1. &EFETERHRE

7.71. 7 v 77— hERE

FPT TUD_EXT.1
BHET, BAE SR B LT WC Tkl FREER B HL A ﬁ“(77-@7:7/\~/a/®ﬁﬁu B FTTED,
Fo EHEIL, VAT T T UHNVEL T —HEEMLT USB AEVE TOE (ZHE5 L | BB/ b
THBFRIER . BB WA T 77—V =T OT v 7T —MEREE FIT CTED, 77— LU =T T —HIZIE, VAT A
b —FRF Y bar b —Ft WS KT 7 — A =T L SHA-256 ([CLoTHEH LS T 7— LT Dy
T fEIE R (7.7.2.1Z50# 0 A 7 AMERECTRIA 32) BREEN N5, TUXVESL T —ZI, SHA-256 THIHH
L1277 — 20T T =2 Doy 2 kLT, FIPS PUB 186-4, “Digital Signature Standard”(ZiC#i> RSA
T UHNBZT TR LR 2048bit, HFH AF—2 PKCS #1 Ver 1.5) TEA LT — X ThD,
BHHENT 7T — MEREZ FEITLIIF, TOE |31 Ah—/L 2 BT A1 RSA ABH#E (JEE 2048bit, [HfAf
B2 TOE IZAV A= ENTWA) AL T, 77— AU =T T =X DT DX IVEBL il a FEii 5, B4 WGk
BT A R, B SR S 2 Rk L, 77— A = 7 OEXWZ TR, BAMREE R LT
A ES 77%@7:7&%77%&717@/\‘/ YafilEHE AL ANV T B, T VXV ELRGEO FIEIL, TR
D",
(1) TOE »#> RSA AR # R 2048bit) TF VX IVEL T — 25 515,
(2) SHA-256 T77—ALU=T T —HD v affizBd5,
3) DEQDEAHET D, =BT T 7 — L= T F —ZRIER ThoH LW 5,

7.7.2. BCT X MHEE

FPT_TST_EXT.1

TOE 3, &I ON FFZ, L FORITRLIET AMENRFIZ T ML . BE BRSNS E | BE S &S %
FORL, BEZAT I B EZ AT 2R IR BBICBAT 970, ZAUCEY, TSF 258457 7 — 20 =7 Oeaetit
R TE D,

Table 7-21 BE.7 X b
No. PIE 7 A b
SHA-256 TR LA 77— U =T Oy vafil, 7y 77— 1
VAF AL FE—FEDEFE | EETTOE ~A v 2 h—L &Ny ¥ 2 RIS SN TV B IE
T7—=bLU=xT N—8T 5 & &R, TOE THHT 2SI A 7T by va
EMEEDOR G & 725,
BT T T Y X DR D BEHfET A b KAT test for SHA-1, KAT
test for SHA-512, KAT test for HMAC SHA-256, KAT test for AES
Wb A4 770 encryption (CBC, 128-bit key). KAT test for AES decryption (CBC,
TaAaY XA SHA,HMAC % | 128-bit key). KAT for RSA 2048-bit (PKCS #1 v1.5), KAT for DSA
(signing P=2048/N=256; verification P=1024/N=160). KAT for
Diffie-Hellman % /i,
Tz bhr b=l LTRIHTE Y 7 by =T 23 E L, DRBG B%o
Wb 4 770 ~VAT A N (NIST SP800-90A ¢ [11.3 Health Testing| (ZH-3 %,
7A=Y X4 DRBG Instantiate, Generate, Reseed DFEREIC DWW CEEMfiET A ) &%
i,
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7.8. FAX 9 B #8E

FDP_FXS_EXT.1

TOE NEHET DT 77 A 47 = —ADOF| A JFIEEL T, ARERRE N LTI FAX B8R0 D07 7/ A% AZ L,
FIRE DB SRS FATT DT 7V AEE N DD, 77V AA BT 2 — AR CTEZE RIS TS T —X
1. BRIV FIEIORLIZ 7 77 ALER T Th D,

TOE 1%, 777 AET LMEREZFEEL TEY, Super G3 7 ubh /L BLWNG3 bV eV iR—hd 5, 777 AE
T NE, TV REZEDREFITL, AREHRE N LI thoa~<  RiE—8= 3720, £72, TOE (X, PSTN &
LAN D%y T —2 7 Vo P T DR RE 2R 7720,

PLEDZENS RIS TOE O7 77 AA BT =— 2% FAWTHII TEHDIX, 777 AEZIEDHTHD,

DN
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