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1 | VU MRE FIF#E 7S LAN & T 1 30E% TOE (2 — R EL ., HIRIHRERE,
IFGAT R PC DT VAARTANR—=HLLIL WC 2D, FREE& TV MRy 7 AT
AR —RHRIETXD, $72. WC 225327 —RIE{k PDF Ry A~E %jzi
% —RHRAT CTE D, FIHE DB SRV D — R R AF LT 7 SCE O EN A 21T
L7z A . #4 BT CEIT TOE M HEIREns,
2 | AxvUHkRE FIRABICLEDBEE I DDDOBRIEICE > T CGEEZ ATy T TR AR, B
SCEICZEHL T, 2415 (E-mail, WebDAV, SMB) - 56,
3 | aE—HhE R ICEDBAE ST DEOBRIEIZL - T L EE AR YT THAT ST, 7t
B T G A 18 T FN RIS DR RE.
4 | Ty ABRE e 77T a b2 T, AREFREFRAZHEPSTN 2 LT EE
AT DI RE,
T 7 I AEIEHERE

BAE S DLREEREREL L EEAT Y CHARY, B SCEICEHL
T BELIANR T 7 7 ANIEE T8, BB SR ARy 7 AR TFEE
NTCWBEF L EL T 7V ARETHIELTED,

< T 7 AZAG R RE

SN 7 7 AN EFRRERE L CE T SUEE 2R T DR,

5 | CEORFEBOHLIEEE | BARY I A BHIATVZERYIA, AT =KL PDF Ry 7 A B L EE
PRAE, B U U - SCE A ) H 3 RE,

B AR 7 2T LT MR E AT v CRiA Y | S ’Nﬁbﬂ%@
FAT I PC DTV ARTAN—H L WC NSHE T SCEEIRTE, 7 77 A%hE
FoTZELE F a— &7 7 /AL EEZRIFTED, 9§%U%%)§1§n“\y77\6_x¢
LT, 777 AL L > CR B LT Y 7 VAL BT CTED, /SAT =R 51L
PDF "Ry Z A2k LT, 79A4T s PC D WC o EF L ELRETED,
TENR > 7 ANRAF ST 7 3CEIL, BE S0 BHR, SMTP H— /83—
/WebDAV #—/3—/SMB % —/_R—~D 77 AV, 777 2%E, WC 225
SMTP ¥ —/3—/WebDAV #—/X—/SMB ¥ — _R—~DT7 7 A /LiE[F, X 7rm—
RATED, MHIAEVZAZR Y 7 AARIFE B A CET, BIE SR DBH]
R, WC mHF7m—RRTED, /AT —RIE 24k PDF 3R w7 AICRAFSNTZE
FXEL, BE SR AR Y T ASDRIERTED,
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1.4.2.2. %) T 1 HEE
LTIz, TOE ®OtX VT 8REZ 3045,

Table 1-5 TOE Ok =2U T (HHE

No. Function Definition

1 | WHIFRGEHERE TOE ZFRIHLLEHETHE N AIFIHE ThHHZEEFIHE DB IS L= ik BIRERE
A > TREEL . #F AT SIS NI B 72012 TOE OFIHEFF AT 351
ﬁEo 9ﬁfﬁﬂ7‘%U§%f‘y72J\77?XTé%é}(7772§1§%5?<) R i
AT A, BB ATV ZAZGR Y 7 A SAT —RIZLHRFES EHa T2, 87k Uz
% TOE H & A58 ui%ﬁﬁzliﬁiﬂl_nh uﬁﬁﬁk%.ﬂi@uh FEY— N —ZAL
DANER Y — N —FRRE ST D D, ABEREIZIZLL T OBERENY & £41D,

+ 8 L 72 BRAE SRR B E AN R B BT %L?‘JE'/\ [ g = e Y5

O T AU, A UTeRAT —REHI— L THRRT D6

SRV —=ROWEERET DIOICEEE N TORE LR/ IAT —NEDS
itz Lie/ SAT — R 2 5 3 D e

S HONRRRES AL = — W — DBEAEA — TERFE e\ (F BRE 33 LI 72 \0) 35
B ED'Yy A EK T T HERE
2 | T ARIEEE TOE WNOMREEPEIZKIL, FF ISR B OBNRT 7 EAAREL7ebIH0C,
G IE~OT 7 REAIRT DR,
3 | Wre{bikag LAN ECTOBEFRIC, T —FEHENT 7 BATERNIIINCT DR 509 HHHE
T =G SAL DA L, EEREN KRSV 57 LY R LOM FHIZ KO PREE
Sy 4N
4 | EfEEREEEE LAN FIABHZ Ry N —2 EOETEIZ Z DGR 2\ &R I3 2888, 7747 b
PC. SMTP #— "— SHFRAEY —3— DNS $— — g/ ¥ —,—
WebDAV H#—/3—_ SMB #—/3—& TOE OFO@ET —22k5{7 5, 3.
WS ERB IS Lo TRy N — 7 RN DIRE R FEA I BT 22 TRET D,
BEDBEE O E DI TIT LD T EERFET HI¥RE,

5 | F=VUT B FHHE PR RE CRGES N/ & BEE (U ADMIN) D& EI %2 R ORI D 253, TOE
D) T AR T ORRIE . B THE TH DT LARAET DHERE,
6 | ERALAAE TOE OfMBLUIEF2VTAICHETLHFL (AT, BEEFRLN)) Ons %z [

REEMELLDICE AR/ LU CRigRL | FLsk LA n s A A X5 ATt
TORERE, =Y 77 AV, EEEEEKRELZ Vv Crsh— =0 ESh, rY
P N—=ORE T HIENTED,

7 | EEEAE R TOE O77—2b0=77v7 7 — BT DRI, Ty 7T — bR DOT 77— L0
=7 DEFMEZRIEL, ZUBNEHOLD THLHZ LA TR T HMERE(T v 7 F — M
#8). TOE OIEA3 M rl R bR 5 12 K0 IS e W S RGET D728 D
HE(E O F AMERE),

8 | FAX /rRfttdng TOE ®»7 77 ATF 3, PSTN & LAN 05 — %« 7)o a4 k57201 2 e
W EERFET DHEEE,
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1.4.3. FHEE

AR ST THEMTLHMFEOEREERT D,

Table 1-6 5

Designation Definition

T E BALFHIT, LTFRHERE DN REE L LI EHET — 2 ThD,

HWOE ML, CTFRMIE A E DR AR MU R D L EHTH D,

LEHCE PRAFETD H L D% L7027 (Storage and retrieval [ZEDHIEDxEE702) B
==

77 I ANE 77 AREREIC KO ARIEIRRE ST U CONER 7 7 7 AL 6T T 530

Yars A= Rab—EEEICEHEIND LELE X A7, M—OW0E Y 27131 AR ED
XELWITE D,

WC Web Connection, 7 74 7> k PC ® Web 77 7% %i@ L C TOE % #/E3 5%
. A&7 x—2,

o YA % TOE ##/ETH1-00HHa > ha— LT X0 A, X v FRXFNRET 4 A7 L

A THERL S LD,

A%y =y b

TOE THIXTENOXE, BEEZHARY BT T — X IEBTD72DDT A A,

Ty =y b

TOE THIMMICE S =ity 7 — Z ZHIRIH 1§ 2 7 /31 Z,

M= k== h

TOE % il % i,

Ty —bLxT

TOE il 2Y7 ko =7,

CPU Hh e AL S [

RAM EZEMIRE L CRIH SN AR AT,

SPI Flash TOE OEEEZRET 5 TSF 7 — # BMRAES I D BIHIZT AR R e KR AT Y,

SSD 256GB OBMAMAF RFLIREEL, 77 — 20 =7, BfE Ry R T—2
DHDT I RHACKT D VARV AETERRT HOOEEZHET —# . TOE ©
REMT—F, BFLERT7ANVELTRESNS,

Ethernet I/F TOE & LAN %Z#f5d 572001 % 7 =—A, 10BASE-T. 100BASE-TX,
Gigabit Ethernet Z R — 35,

USBI/F TOE & USB 7 A R&EHHET DT dDA L H T 2 — R,

RS-232C I/F D-sub9 L &N LT, TOE ~ U T AHERTHZEMTEDZL LB T2 — R,
TOE [ — B A~V in A T F o ZBRE TR 5,

SMB %15 AF X LT =4 TOE NIRGFESNTWAETIEREE, v Ea—%
—TRAD 77 ANMIERL T, arBa—F =R —N"—0LFT 4L F—
1T DHRE,

WebDAV 2%{5 AXx ¥ LT =4 TOE NIZRFEENTWEETXEREE, arBa—4
—T|A DT 7 A LB LT, WebDAV H—_— |27 v Fu— R4 5k, &
T —N—a TEETHHEICHEAT 5,

Ry o A TV MERE. T 7 ABERE. CEORMEL T H LEERRIC W T, FHESCE

F— ALY a 7 F— %% TOE \CEHET Aiee, EHPIE, Ra&7 Y v
FRY 7 A, NRAT— FEEB{L PDF R v 7 A, Ml AT U ZER Y 7 A, HAR
v 7 ANFIHTE 5,

WA&LT Y v PRy 7 A

—MEFAER, 7747 P PCOTY 2 RTA-—= LI WC 6T
v MEREA EAT LW, BT CHS—MRES NS, —RAIMEE, BE oL
5 —BHRIE S BT CEHOFRBZ FATY 5 2 LN TE B,
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EF2 YT S~

Designation

Definition

/NA U — K5/ PDF A >
7 A

—fEFIFEDN, 7 T4 T2k PC O WC 226327 — KT Bk & 7= PDF @
IS U <I3RGFEZEIT LR, B 3CED —RRFEIND, —BFIHEIT, #
VERZ S — R SNTE T STZORRB G L IR GEEFEITTH2 LR T
Do

JRE AT VUZER Y 7 A

Ty AERICEVEZEFELEF a— RPEESNTWRNT 7 7 ALEEZRIFT
%, EEREDIREI A TV ZAFRE THRIE A £ ) ZE 2B IRE LI2GHE IR
TELCEHFITADNIHREINTND), Eiz, FEHHEDWEH AT Y ZERET
BELEREIATYZER Yy 7 AR - N THREIND, BH AT ZERy
JANRAT — RE&Ef o> THH— A& L BE 2L s 5407 FPCOWC
Mo, Ty 7 AXELZMY T ENTED,

AR v 7 A —fRFIHED, BEBTATHMAR Y 7 226 L, BES%L, 275472 b
PCOFV U ZRKTANR— H LLIZ WC NOEFLELRETED, 777 A
REIC LV ZE LY a 7ICF a— RBBEESN TV ARG, BESNBEAR
VP ANT 7 I ALEERGT D, —BFIRED., BEBIFTAETHEAR Y 7 A
WXL, 8%, 2547 F PCOWCHSEFLEZRY HE 5,

BlRZE 77 AERRICEVEZEFELEF a— RPEESNZ T 7 7 AXLEEZMAR Y 7 A
~MREIFT HHERE, ARy 7 2AOFHE TH 5 —BAIHE L EEHER, HARY
I AFIZHNIERD) E BB SA T — REFETE D,

F=—F SUB 7RLALFE ID THERLSIND, BURZENAHICHE SN TWDHHEAR
P ANT 7 7 ARETHERTIEL, EEAR v 7 AORGEE T L BESZEH/ X
J—RZFa— RO SUBTRLVALEEEID & LTANTS,

P& 0 s A CETHR, FIAFICEEMNT ONE X2 U T ¢ BEOKE, TOE Zid,
—f%FH#E (UNORMAL), E¥#H(U.ADMIN)D&EEINRH 5,

— R & —%FI A& (UNORMAL) & L CTOEDOF| A & #F vl SN7-FAHE, FIAE N2 —V

(U.NORMAL) —4, =P X2 T— R EEEHERL L Ta 7oA S LR, R
#(U.NORMAL) L Cihllan s, = — W —lif CHES A BREZ R T& 5,

EHE E## (U.ADMIN) & LT TOE OFIHZF A Shi-FIH#E, TOE O&EHHEITIL,

(U.ADMIN) 0L HEOENILY, 2 — Y —FHHE (U USER_ADMIN) & £ /L b A &3
#(U.BUILTIN_ADMIN) 3%, & ERF Wi TSN D X2 U 7 ¢ B EHAE
ZRIHTE 5,

=P —EEH FIRE R =4 22— —RT —F  FHEREHERDH) Tul AR LI F

(U.USER_ADMIN)

%P (U.USER_ADMIN) - L GBS 5,

BV kA EEE
(U.BUILTIN _ADMIN)

BHENRRAT — REMDFIHE, AIHAENEBEE AT —RTal AR LT
BV P (U.BUILTIN_ADMIN) &L GBS 415,

Y-t 2=

P —EARRU— REHMDFHE, FIHERY—E AR T —RKTu /A Ik
Ly L7=We, — b Rl RSN DEEE2FIH T %, TOE ORESL N7 7L
Stz R — N5,

User ID

TOEAFIH i+ 280+, FRHEDr 7 A AR Licga, FIRERNE
ELTHEMT OND, —BRFIHE, 2—F—EHEORE, = —V & HKE
DRGFEENEND B THND, B b CEHEFIL, FHOBEEESNED YT
Lo,

=7 VG

FIREBENLILT oo VB CRBIRRREZ AT L, B FBREIC R L7255 &
TOEZAFH AIREZRIRBRIZ T D2 &, #AE b WO, TV HZRTAN—IPDEATTE
Do
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Designation Definition

o — BRI, 2P —EEER, A VR LT L E LTANT Dk
BFe APREEBIEOY S, TOBIZ2—F—412 & o THAF Rk —F — M
EO @Bl o, 22— P EHERE T RFINE 2T OBCERE L, Dk

IIEFETERN,
0y AR — R FIFAZEN, a7 A V7 LT ooyl LTANT 320 — R, AREER

FEOSE, TOEE R 74 L /82D — RIZ k> TRH 2L 5, 2—H—3%
J— R, BHENRAT — R, F—ERARRT— KR H 5,

AV SV —EFIHZE O 74 L RAT — K, RIKEBEFRIEOSRE, BHE L2 —F —F 8
BEREC— R FBIC 2 —F— 2T — RERETE S, —MBAHAZTIZ. BHD
2—P—RRAT— REERETE 5,

BEEHENAT— R EN M CEBEOR 7 A XA T— R, TOEHRHIL, FrEDEBH /SAY —
RARESNTE Y, TOERERIZ BV kA S EHE P OHENOEET 5, U
Me, BEENEETE D,

HF—BERRZAT— R HY—t2xwrou AL RAT— R,

— IR IR EHE D —RKFINE OTOEDFIH 45 14 D eE, BEE 1L, = — ¥ —E ik
BV TR S 7z User IDfC — BRI S L ORGE L #EERAS TE 5, —WpFIH
fFIEDSBOE S iz User IDZFFO—RFIME D v 7 A > 23247 L2546, TOEIX
BT 72 R E BV 2 e o720, A AIAE T e 7 A 2kl TOE%
FIFTE 220N,

B R EHE N RAAE EBERE TOTOEDOR H 2 #F 4 D kkhe, &HA 1L, =
— P —E R ISRV TR SNz User IDMICEHAHEIR DR E & BRI T&
5, EREMERNPRE SN =User IDERO—RFIHE N EHEHRH Y Tr J
A THB LTI GE . BEEAETTOEZ R T& %, EHEEHBRIZESNT
WpWUser IDZ FFo—fFIAZE N EEFHHERD D Ta /A4 V2 ETLIZGEA.
TOEZBIEAH T =R HHBIEEWEET 2700, EUFAE T 71 IR L,
TOEZFIHT& 72\,

HERE R EHE DRI RE ORI A T ae 2 e & IR 3 2 HRE, HHE X, = —VF—FH
FERBIZ W TR SR ST User IDMEICHERERITR DR E & bR T& 5, HEREMHIIR
WERE SN T-User IDZFFO—FIHEN 2 7 A % FAT LIZE4A. TOETFIA
ZHIR SN HREOULZ IR T S L IFBEAR DRI CERRT D720, BRI 4
DR FIHTE 22U,
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2. Conformance Claims

2.1. CC Conformance Claims

A ST %, L F® Common Criteria (LA, CC L32) 1T A9 5,

CC version : Version 3.1 Release 5
CC Part 2 (CCMB-2017-04-002) extended, CC Part 3

CC f
contormace (CCMB-2017-04-003) conformant

2.2. PP Claim

A ST 1. LLF® PP, Errata (259 5,

PP Name ¢ Protection Profile for Hardcopy Devices
PP Version : 1.0 dated September 10, 2015
Errata ¢ Protection Profile for Hardcopy Devices — v1.0 Errata #1, June 2017

2.3. PP Conformance Rationale

PP NERTHLLFOSM%NE L, PP OERKiEY [Exact Conformance | ThHho, D7z, TOE fjl]i1: PP &
—HL T3,

* Required Uses
Printing, Scanning, Copying, Network communications, Administration

+ Conditionally Mandatory Uses
PSTN faxing, Storage and retrieval

+ Optional Uses
L

Copyright ©2019-2020 KONICA MINOLTA, INC., All Rights Reserved
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3. Security Problem Definition

3.1. Users

TOE OFIAFE X, LA FOI NTHEESIND,

Table 3-1 User Categories

L PagEA EZ
— R A — R a—P—H =P SR — R CHERBIRGES =R E,
(U.NORMAL) (U.NORMAL) —fEF 2 (U NORAML) D& &I &,
.o (=3 BHE LS CEBEERE 58N, 22—V —4 22—
TR ° . EualiEeEr =
(U.ADMIN) —XAT—R | FHEMHERHY CHBFRAES IR A, &
(U.USER_ADMIN)
& (U ADMIN) D% £l 2+,
EVN B EE BHE ST =PI Lo TR E SN =R T &, HE
(U.BUILTIN_ADMIN) (U.ADMIN) (U.ADMIN) D& EI 2>,

3.2. Assets

TOE [ZB I HRFEEEITLL T D@ ThHD,

Table 3-2 Asset categories

Designation Asset category Definition
Data created by and for Users that do not affect the operation of the
D.USER User Data
TSF
Data created by and for the TOE that might affect the operation of the
D.TSF TSF Data TSF

3.2.1. User Data
User Data 1%, A TD 2 2OFERDDHERR SIS,

Table 3-3 User Data types

Designation User Data type Definition
User Document Information contained in a User’s Document, in electronic or hardcopy
D.USER.DOC
Data form
D.USER.JOB | User Job Data Information related to a User’s Document or Document Processing Job

3.2.2. TSF Data

TSF Data (%, LA F D 2 SORERIN DR SILD,

Table 3-4 TSF Data types

Designation

User Data type

Definition

D.TSF.PROT

Protected TSF

TSF Data for which alteration by a User who is neither the data

Copyright ©2019-2020 KONICA MINOLTA, INC., All Rights Reserved
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Designation User Data type Definition

Data owner nor in an Administrator role might affect the security of the

TOE, but for which disclosure is acceptable

) . TSF Data for which either disclosure or alteration by a User who is
Confidential TSF . . . .
D.TSF.CONF neither the data owner nor in an Administrator role might affect the

Data .
security of the TOE

3.3. Threat Definitions

Threats are defined by a threat agent that performs an action resulting in an outcome that has the

potential to violate TOE security policies.

Table 3-5 Threats

Designation Definition

An attacker may access (read, modify, or delete) User Document
T.UNAUTHORIZED_ACCESS Data or change (modify or delete) User Job Data in the TOE
through one of the TOE’s interfaces.

An attacker may gain Unauthorized Access to TSF Data in the
TOE through one of the TOE’s interfaces.
A malfunction of the TSF may cause loss of security if the TOE is

T.TSF_COMPROMISE

T.TSF_FAILURE .
permitted to operate.

An attacker may cause the installation of unauthorized software
on the TOE.

An attacker may access data in transit or otherwise compromise
T.NET_COMPROMISE the security of the TOE by monitoring or manipulating network

communication.

T.UNAUTHORIZED_UPDATE

3.4. Organizational Security Policy Definitions

TOE 7332819 ~& OSP LA FIZR7,

Table 3-6 Organizational Security Policies

Designation Definition

Users must be authorized before performing Document Processing
P.AUTHORIZATION
and administrative functions.

Security-relevant activities must be audited and the log of such
P.AUDIT actions must be protected and transmitted to an External IT
Entity.

The TOE must be able to identify itself to other devices on the
LAN.

If the TOE provides a PSTN fax function, it will ensure separation
between the PSTN fax line and the LAN.

P.COMMS_PROTECTION

P.FAX_FLOW

Copyright ©2019-2020 KONICA MINOLTA, INC., All Rights Reserved
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3.5. Assumption Definitions

Assumptions are conditions that must be satisfied in order for the Security Objectives and functional

requirements to be effective.

Table 3-7 Assumptions

Designation Definition

Physical security, commensurate with the value of the TOE and
A.PHYSICAL the data it stores or processes, is assumed to be provided by the

environment.

The Operational Environment is assumed to protect the TOE from

ANETWORK
direct, public access to its LAN interface.

TOE Administrators are trusted to administer the TOE according
A.TRUSTED_ADMIN . . .
to site security policies.

Authorized Users are trained to use the TOE according to site
A.TRAINED_USERS . o
security policies.

Copyright ©2019-2020 KONICA MINOLTA, INC., All Rights Reserved
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4. Security Objectives

4.1. Definitions of Security Objectives for the Operational Environment

Table 4-1 Security Objectives for the Operational Environment

Designation Definition

The Operational Environment shall provide physical security,
OE.PHYSICAL_PROTECTION commensurate with the value of the TOE and the data it stores or

processes.

The Operational Environment shall provide network security to
OE.NETWORK_PROTECTION
protect the TOE from direct, public access to its LAN interface.

The TOE Owner shall establish trust that Administrators will not

OE.ADMIN_TRUST
use their privileges for malicious purposes.

The TOE Owner shall ensure that Users are aware of site security
OE.USER_TRAINING o
policies and have the competence to follow them.

The TOE Owner shall ensure that Administrators are aware of
site security policies and have the competence to use

OE.ADMIN_TRAINING . )
manufacturer’s guidance to correctly configure the TOE and

protect passwords and keys accordingly.

Copyright ©2019-2020 KONICA MINOLTA, INC., All Rights Reserved
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5. Extended components definition

AFETIE, JLEL X 2V T AR RE B2 T E R T D, 728, JEIRE 342 T HCD-PP TERSNTWDHLDEZED
FERHAL TS,

5.1. FAU_STG_EXT Extended: External Audit Trail Storage

Family Behavior:
This family defines requirements for the T'SF to ensure that secure transmission of audit data from TOE
to an External IT Entity.

Component leveling:

FAU_STG_EXT.1: Extended: External Audit Trail Storage 1

FAU_STG_EXT.1 External Audit Trail Storage requires the TSF to use a trusted channel

implementing a secure protocol.

Management:
The following actions could be considered for the management functions in FMT:
= The TSF shall have the ability to configure the cryptographic functionality.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

"  There are no auditable events foreseen.

FAU_STG_EXT.1 Extended: Protected Audit Trail Storage

Hierarchical to : No other components
Dependencies : FAU_GEN.1 Audit data generation,
FTP_ITC.1 Inter-TSF trusted channel
FAU_STG_EXT.1.1 The TSF shall be able to transmit the generated audit data to an External I'T Entity using a
trusted channel according to FTP_ITC.1.

Rationale:

The TSF is required that the transmission of generated audit data to an External IT Entity which relies
on a non-TOE audit server for storage and review of audit records. The storage of these audit records
and the ability to allow the administrator to review these audit records is provided by the Operational
Environment in that case. The Common Criteria does not provide a suitable SFR for the transmission of
audit data to an External IT Entity.

This extended component protects the audit records, and it is therefore placed in the FAU class with a

single component.
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5.2. FAU_CKM_EXT Extended: Cryptographic Key Management

Family Behavior:
This family addresses the management aspects of cryptographic keys. Especially, this extended
component is intended for cryptographic key destruction.

Component leveling:

FCS_CKM_EXT.4: Extended: Cryptographic Key Material Destruction 4

FCS_CKM_EXT.4 Cryptographic Key Material Destruction ensures not only keys but also key materials
that are no longer needed are destroyed by using an approved method.

Management:
The following actions could be considered for the management functions in FMT:

= There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

=  There are no auditable events foreseen.

FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

Hierarchical to : No other components
Dependencies : [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys), or

FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction
FCS_CKM_EXT.4.1 The TSF shall destroy all plaintext secret and private cryptographic keys and cryptographic

critical security parameters when no longer needed.

Rationale:

Cryptographic Key Material Destruction is to ensure the keys and key materials that are no longer
needed are destroyed by using an approved method, and the Common Criteria does not provide a
suitable SFR for the Cryptographic Key Material Destruction.

This extended component protects the cryptographic key and key materials against exposure, and it is
therefore placed in the FCS class with a single component.

Copyright ©2019-2020 KONICA MINOLTA, INC., All Rights Reserved
22 /70



KONICA MINOLTA bizhub C650i/bizhub C5501 with FK-514, DEVELOP ineo+ 650i/ineo+ 5501 with FK-514
A

5.3. FGS_IPSEC_EXT Extended: IPsec selected

Family Behavior:

This family addresses requirements for protecting communications using IPsec.

Component leveling:

FCS IPSEC_EXT.1 Extended: IPsec selected 1

FCS_IPSEC_EXT.1 IPsec requires that IPsec be implemented as specified.

Management:

The following actions could be considered for the management functions in FMT:

= There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in

the PP/ST:

= Failure to establish an IPsec SA

FCS_IPSEC_EXT.1

FCS_IPSEC_EXT.1.1
FCS_IPSEC_EXT.1.2
FCS_IPSEC_EXT.1.3

FCS_IPSEC_EXT.1.4

FCS_IPSEC_EXT.1.5

Extended: IPsec selected

Hierarchical to : No other components
Dependencies : FIA_PSK_EXT.1 Extended:Pre-Shared Key Composition
FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)
FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random
Bit
The TSF shall implement the IPsec architecture as specified in RFC 4301.
The TSF shall implement [selection: tunnel mode, transport model.
The TSF shall have a nominal, final entry in the SPD that matches anything that is
otherwise unmatched, and discards it.
The TSF shall implement the IPsec protocol ESP as defined by RFC 4303 using [selection:
the cryptographic algorithms AES-CBC-128 (as specified by RFC 3602) together with a
Secure Hash Algorithm (SHA)-based HMAC, AES-CBC-256 (as specified by RFC 3602)
together with a Secure Hash Algorithm (SHA)-based HMAC, AES-GCM-128 as specified
in RFC 4106, AES-GCM-256 as specified in RFC 4106).
The TSF shall implement the protocol: [selection: IKEvI, using Main Mode for Phase 1
exchanges, as defined in RFCs 2407, 2408, 2409, RFC 4109, [selection: no other RFCs for
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FCS_IPSEC_EXT.1.6

FCS_IPSEC_EXT.1.7
FCS_IPSEC_EXT.1.8

FCS_IPSEC_EXT.1.9

FCS_IPSEC_EXT.1.10

Rationale:

extended sequence numbers, RFC 4504 for extended sequence numbers), and [selection:
no other RFCs for hash functions, RFC 4868 for hash functionsl; IKEv2 as defined in
RFCs 5996, [selection: with no support for NAT traversal, with mandatory support for
NAT traversal as specified in section 2.23), and [selection: no other RFCs for hash
functions, RFC 4868 for hash functionsl].

The TSF shall ensure the encrypted payload in the [selection: IKEvi, IKEvZ protocol
uses the cryptographic algorithms AES-CBC-128, AES-CBC-256 as specified in RFC 3602
and [selection: AES-GCM-128, AES-GCM-256 as specified in RFC 5282, no other
algorithml).

The TSF shall ensure that IKEv1 Phase 1 exchanges use only main mode.

The TSF shall ensure that [selection: IKEv2 SA Iifetimes can be established based on
[selection: number of packets/number of bytes; length of time, where the time values can
be Iimited to: 24 hours for Phase 1 SAs and 8 hours for Phase 2 SAsl; IKEv1 SA lifetimes
can be established based on [selection: number of packets/number of bytes ; length of
time, where the time values can be limited to’ 24 hours for Phase 1 SAs and 8 hours for
Phase 2 SAs]].

The TSF shall ensure that all IKE protocols implement DH Groups 14 (2048-bit MODP),
and [selection: 24 (2048-bit MODP with 256-bit POS), 19 (256-bit Random ECP), 20
(384-bit Random ECE 5 (1536-bit MODP)), lassignment: other DH groups that are
Implemented by the TOE, no other DH groupsl.

The TSF shall ensure that all IKE protocols perform Peer Authentication using the
[selection: RSA, ECDSA| algorithm and Pre-shared Keys.

IPsec is one of the secure communication protocols, and the Common Criteria does not provide a suitable

SFR for the communication protocols using cryptographic algorithms.

This extended component protects the communication data using cryptographic algorithms, and it is

therefore placed in the FCS class with a single component.

5.4. FGS_RBG_EXT Extended: Cryptographic Operation (Random Bit Generation)

Family Behavior:

This family defines requirements for random bit generation to ensure that it is performed in

accordance with selected standards and seeded by an entropy source.

Component leveling:

FCS_RBG_EXT.1 Extended: Random Bit Generation 1

FCS_RBG_EXT.1 Random Bit Generation requires random bit generation to be performed in

accordance with selected standards and seeded by an entropy source.

Management:

The following actions could be considered for the management functions in FMT:
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=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

. There are no auditable events foreseen.

FCS RBG EXT.1 Extended: Cryptographic Operation (Random Bit Generation)

Hierarchical to : No other components.
Dependencies : No dependencies.

FCS_RBG_EXT.1.1 The TSF shall perform all deterministic random bit generation services in accordance with
[selection: ISO/IEC 18031:2011, NIST SP 800-90A] using [selection: Hash DRBG (any),
HMAC DRBG (any), CTR_DRBG (AES)\.

FCS_RBG_EXT.1.2 The deterministic RBG shall be seeded by at least one entropy source that accumulates
entropy from [selection: [assignment: number of software-based sources| software-based
noise source(s), [assignment: number of hardware-based sources] hardware-based noise
source(s)] with a minimum of [selection: 128 bits, 256 bits] of entropy at least equal to the
greatest security strength, according to ISO/IEC 18031:2011 Table C.1 “Security Strength
Table for Hash Functions”, of the keys and hashes that it will generate.

Rationale:
Random bits/number will be used by the SFRs for key generation and destruction, and the Common

Criteria does not provide a suitable SFR for the random bit generation.

This extended component ensures the strength of encryption keys, and it is therefore placed in the

FCS class with a single component.

5.5. FDP_FXS_EXT Extended: Fax Separation

Family Behavior:
This family addresses the requirements for separation between Fax PSTN line and the LAN to which TOE is
connected.

Component leveling:

FDP_FXS_EXT.1 Extended: Fax Separation 1

FDP_FXS_EXT.1 Fax Separation, requires the fax interface cannot be used to create a network bridge
between a PSTN and a LAN to which TOE is connected.

Management:
The following actions could be considered for the management functions in FMT:

= There are no management actions foreseen.

Audit:
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The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the PP/ST:
= There are no auditable events foreseen.

FDP_FXS EXT.1 Extended: Fax separation

Hierarchical to : No other components
Dependencies : No dependencies
FDP_FXS_EXT.1.1 The TSF shall prohibit communication via the fax interface, except transmitting

or receiving User Data using fax protocols.

Rationale:

Fax Separation is to protect a LAN against attack from PSTN line, and the Common Criteria does not provide a
suitable SFR for the Protection of TSF or User Data.

This extended component protects the TSF Data or User Data, and it is therefore placed in the FDP class with a single
component.

5.6. FIA_PMG_EXT Extended: Password Management

Family Behavior:
This family defines requirements for the attributes of passwords used by administrative users to

ensure that strong passwords and passphrases can be chosen and maintained.

Component leveling:

FIA_PMG_EXT.1 Extended: Password Management 1

FIA_PMG_EXT.1 Password management requires the TSF to support passwords with varying

composition requirements, minimum lengths, maximum lifetime, and similarity constraints.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

= There are no auditable events foreseen.

FIA_PMG_EXT.1 Extended: Password Management

Hierarchical to : No other components
Dependencies : No dependencies

FIA_PMG_EXT.1.1 The TSF shall provide the following password management capabilities for User passwords:
+ Passwords shall be able to be composed of any combination of upper and lower case letters,

numbers, and the following special characters: [selection: “I”, “@”, ‘#”, “$”, “%”, “A”, “&”, “*”,
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“(“, Y, lassignment: other charactersl];
+ Minimum password length shall be settable by an Administrator, and have the capability

to require passwords of 15 characters or greater;

Rationale:

Password Management is to ensure the strong authentication between the endpoints of
communication, and the Common Criteria does not provide a suitable SFR for the Password
Management.

This extended component protects the TOE by means of password management, and it is therefore

placed in the FIA class with a single component.

5. 7. FIA_PSK_EXT Extended: Pre-Shared Key Composition

Family Behavior:
This family defines requirements for the TSF to ensure the ability to use pre-shared keys for IPsec.

Component leveling:

FIA_PSK_EXT.1 Extended: Pre-Shared Key Composition 1

FIA_PSK_EXT.1 Pre-Shared Key Composition, ensures authenticity and access control for updates.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

. There are no auditable events foreseen.

FIA PSK EXT 1 Extended: Pre-Shared Key Composition

Hierarchical to : No other components
Dependencies : FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random
Bit Generation)
FIA_PSK_EXT.1.1 The TSF shall be able to use pre-shared keys for IPsec.
FIA_PSK_EXT.1.2 The TSF shall be able to accept text-based pre-shared keys that are:
-22 characters in length and [selection: [assignment: other supported lengths, no other
lengthsl;
-composed of any combination of upper and lower case letters, numbers, and special
characters (that include: “I”, “@”, “#”, “$”, “%”, “*”, “&”, “*”, “(“, and “)").
FIA_PSK_EXT.1.3 The TSF shall condition the text-based pre-shared keys by using [selection: SHA-1,
SHA-256, SHA-512, [assignment: method of conditioning text stringl] and be able to
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[selection: use no other pre-shared keys; accept bit-based pre-shared keys; generate

bit-based pre-shared keys using the random bit generator specified in FCS_RBG_EXT. 1].

Rationale:
Pre-shared Key Composition is to ensure the strong authentication between the endpoints of
communications, and the Common Criteria does not provide a suitable SFR for the Pre-shared Key

Composition.

This extended component protects the TOE by means of strong authentication, and it is therefore
placed in the FIA class with a single component.

5.8. FPT_SKP_EXT Extended: Protection of TSF Data

Family Behavior:
This family addresses the requirements for managing and protecting the TSF data, such as
cryptographic keys.This is a new family modelled as the FPT Class.

Component leveling:

FPT SKP_EXT.1 Extended: Protection of TSF Data 1

FPT_SKP_EXT.1 Protection of TSF Data (for reading all symmetric keys), requires preventing

symmetric keys from being read by any user or subject.It is the only component of this family.

Management:
The following actions could be considered for the management functions in FMT:

= There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

. There are no auditable events foreseen.

FPT _SKP_EXT.1 Extended: Protection of TSF Data

Hierarchical to : No other components.
Dependencies : No dependencies.
FPT_SKP_EXT.1.1 The TSF shall prevent reading of all pre-shared keys, symmetric keys, and private keys.

Rationale:
Protection of TSF Data is to ensure the pre-shared keys, symmetric keys and private keys are

protected securely, and the Common Criteria does not provide a suitable SFR for the protection of such
TSF data.
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This extended component protects the TOE by means of strong authentication using Preshared Key,
and it is therefore placed in the FPT class with a single component.

5.9. FPT_TST_EXT Extended: TSF testing

Family Behavior:
This family addresses the requirements for self-testing the T'SF for selected correct operation.

Component leveling:

FPT_TST_EXT.1 Extended: TSF testing 1

FPT_TST_EXT.1 TSF testing requires a suite of self-testing to be run during initial start-up in order

to demonstrate correct operation of the TSF.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

. There are no auditable events foreseen.

FPT_TST_EXT.1 Extended: TSF testing
Hierarchical to : No other components
Dependencies : No dependencies

FPT_TST_EXT.1.1 The TSF shall run a suite of self-tests during initial start-up (and power on) to demonstrate
the correct operation of the TSF.

Rationale:

TSF testing is to ensure the TSF can be operated correctly, and the Common Criteria does not provide
a suitable SFR for the TSF testing.In particular, there is no SFR defined for TSF testing.

This extended component protects the TOE, and it is therefore placed in the FPT class with a single

component.

5.10. FPT_TUD_EXT Extended: Trusted Update

Family Behavior:
This family defines requirements for the TSF to ensure that only administrators can update the TOE

firmware/software, and that such firmware/software is authentic.

Component leveling:
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FPT_TUD_EXT.1 Extended: Trusted Update 1

FPT_TUD_EXT.1 Trusted Update, ensures authenticity and access control for updates.

Management:
The following actions could be considered for the management functions in FMT:

= There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

= There are no auditable events foreseen.

FPT _TUD_EXT.1 Extended: Trusted Update

Hierarchical to : No other components
Dependencies : FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification),
FCS_COP.1(c) Cryptographic operation (Hash Algorithm).
FPT_TUD_EXT.1.1 The TSF shall provide authorized administrators the ability to query the current version of
the TOE firmware/software.
FPT TUD_EXT.1.2 The TSF shall provide authorized administrators the ability to initiate updates to TOE
firmware/software.
FPT_TUD_EXT.1.3 The TSF shall provide a means to verify firmware/software updates to the TOE using a
digital signature mechanism and [selection: published hash, no other functions] prior to

installing those updates.

Rationale:

Firmware/software is a form of TSF Data, and the Common Criteria does not provide a suitable SFR
for the management of firmware/software.In particular, there is no SFR defined for importing TSF
Data.

This extended component protects the TOE, and it is therefore placed in the FPT class with a single

component.
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6. Security Requirements

6.1. Security Functional Requirements
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6.1.1. Mandatory Requirements
6.1.1.1. Class FAU: Security Audit

FAU_GEN.1 Audit data generation
(for 0.AUDIT)
Hierarchicalto @ No other components.
Dependencies i FPT_STM.1 Reliable time stamps
FAU_GEN.1.1 The TSF shall be able to generate an audit record of the following auditable events:

a) Start-up and shutdown of the audit functions;
b) All auditable events for the not specified level of audit; and
¢) All auditable events specified in Table 6-1,[2 L].

FAU_GEN.1.2 The TSF shall record within each audit record at least the following information:
a) Date and time of the event, type of event, subject identity (if applicable), and the
outcome (success or failure) of the event; and
b) For each audit event type, based on the auditable event definitions of the
functional components included in the PP/ST, additional information specified in
Table 6-1, [ L].

Table 6-1 Auditable Events

Auditable event Relevant SFR Additional information
Job completion FDP_ACF.1 Type of job
Unsuccessful User authentication FIA_UAU.1 None

Unsuccessful User identification FIA_UID.1 None

Use of management functions FMT_SMF.1 None
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Auditable event Relevant SFR Additional information
Modification to the group of Users that are | FMT_SMR.1 None
part of a role
Changes to the time FPT_STM.1 None
Failure to establish session FTP_ITC.1, Reason for failure
FTP_TRP.1(a),
FTP_TRP.1(b)

FAU_GEN.2

FAU_GEN.2.1

FAU_STG_EXT.1

FAU_STG_EXT.1.1

User identity association

(for O.AUDIT)
Hierarchical to : No other components.
Dependencies ¢ FAU_GEN.1 Audit data generation

FIA_UID.1 Timing of identification
For audit events resulting from actions of identified users, the T'SF shall be able to

associate each auditable event with the identity of the user that caused the event.

Extended: External Audit Trail Storage

(for O.AUDIT)
Hierarchical to @ No other components.
Dependencies ¢ FAU_GEN.1 Audit data generation,

FTP_ITC.1 Inter-TSF trusted channel.
The TSF shall be able to transmit the generated audit data to an External IT Entity using a trusted
channel according to FTP_ITC.1.

6.1.1.2. Class FCS: Cryptographic Support

FCS_CKM.1(a)

FCS_CKM.1.1(a)

Cryptographic Key Generation (for asymmetric keys)
(for 0.COMMS_PROTECTION)

Hierarchical to : No other components.

Dependencies : [ECS_CKM.2 Cryptosraphic key-distribution—or
FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification) }

FCS_COP.1() Cryptographic operation (Key Transport)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall generate asymmetric cryptographic keys used for key

establishment in accordance with [

*+ NIST Special Publication 800-56A, “Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm Cryptography” for finite
field-based key establishment schemes;
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« NIST Special Publication 800-56B, “Recommendation for Pair-Wise Key
Establishment Schemes Using Integer Factorization Cryptography” for
RSA-based key establishment schemes

1 and specified cryptographic key sizes equivalent to, or greater than, a symmetric
key strength of 112 bits.

FCS_CKM.1(b) Cryptographic Key Generation (Symmetric Keys)

(for 0.COMMS_PROTECTION, O.STORAGE_ENCRYPTION)

Hierarchical to : No other components.

Dependencies : [ECS_CKM-2 Cryptosraphic key-distributionor
FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)

FCS_COP.1(d) Cryptographic Operation (AES Data
Encryption/Decryption)
FCS_COP.1(e) Cryptographic Operation (Key Wrapping)
FCS_COP.1(f) Cryptographic operation (Key Encryption) }
FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)
FCS_COP.1(h) Cryptographic Operation (for keyed-hash
message authentication)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction
FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

FCS_CKM.1.1(b) Refinement: The TSF shall generate symmetric cryptographic keys using a Random

Bit Generator as specified in FCS_RBG_EXT.1 and specified cryptographic key sizes

[128 bit, 256 bif] that meet the following: No Standard.

FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction
(for 0.COMMS_PROTECTION, O.STORAGE_ENCRYPTION, O.PURGE_DATA)
Hierarchical to : No other components.

Dependencies : [FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric
Keys)],
FCS_CKM.4 Cryptographic key destruction
FCS_CKM_EXT.4.1 The TSF shall destroy all plaintext secret and private cryptographic keys and

cryptographic critical security parameters when no longer needed.

FCS_CKM.4 Cryptographic key destruction

(for 0.COMMS_PROTECTION, O.STORAGE_ENCRYPTION, O.PURGE_DATA)
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Hierarchical to :  No other components.

Dependencies . [FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric
Keys)l,

FCS_CKM.4.1 Refinement: The TSF shall destroy cryptographic keys in

accordance with a specified cryptographic key destruction method [

For volatile memory, the destruction shall be executed by [powering off a devicel.

For nonvolatile storage, the destruction shall be executed by a [single] overwrite of

key data storage location consisting of a static pattern), followed by a [nonel. If

read-verification of the overwritten data fails, the process shall be repeated again;

] that meets the following: [no standard.

FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
(for 0.COMMS_PROTECTION)

Hierarchical to @ No other components.

Dependencies : [EDPITCI Import-of user-datawithout-seeurityattributes,or
FCS_CKM.1(b) Cryptographic key generation (Symmetric
Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

FCS_COP.1.1(a) Refinement: The TSF shall perform encryption and decryption in accordance with a

specified cryptographic algorithm AES operating in [CBC mode] and cryptographic

key sizes 128-bits and 256-bits that meets the following:

- FIPS PUB 197, “Advanced Encryption Standard (AES)”

- [NIST SP 800-38A]

FCS_COP.1(b) Cryptographic Operation (for signature generation/verification)
(for O.UPDATE_VERIFICATION, O.COMMS_PROTECTION)

Hierarchical to : No other components.

Dependencies : [EDPITC A Import-ofuser-datawithout-seeurity-attributesor
FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

FCS_COP.1.1(b) Refinement: The TSF shall perform cryptographic signature services in

accordance with a [RSA Digital Signature Algorithm (rDSA) with key sizes (modulus)

of [2048 bits, 3072 bits] that meets the following [FIPS PUB 186-4, “Digital Signature

Standard?.
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FCS_RBG_EXT.1

FCS_RBG_EXT.1.1

FCS_RBG_EXT.1.2

Extended: Cryptographic Operation (Random Bit Generation)
(for 0.STORAGE_ENCRYPTION and O.COMMS_PROTECTION)

Hierarchicalto @ No other components.

Dependencies :  No dependencies.

The TSF shall perform all deterministic random bit generation services in accordance
with [NIST SP 800-90A] using [CTR_DRBG (AES).

The deterministic RBG shall be seeded by at least one entropy source that
accumulates entropy from [[onel software-based noise sourcel with a minimum of
[256 bitsl of entropy at least equal to the greatest security strength, according to
ISO/TEC 18031:2011 Table C.1 “Security Strength Table for Hash Functions”, of the
keys and hashes that it will generate.

6.1.1.3. Class FDP: User Data Protection

FDP_ACC.1

FDP_ACC.1.1

FDP_ACF.1

FDP_ACF.1.1

FDP_ACF.1.2

FDP_ACF.1.3

FDP_ACF.1.4

Subset access control
(for O.ACCESS_CONTROL and O.USER_AUTHORIZATION)

Hierarchical to : No other components.

Dependencies ¢ FDP_ACF.1 Security attribute based access control
Refinement: The TSF shall enforce the User Data Access Control SFP on subjects,
objects, and operations among subjects and objects specified in Table 6-2 and Table
6-3.

Security attribute based access control
(for O.ACCESS_CONTROL and O.USER_AUTHORIZATION)

Hierarchical to : No other components.
Dependencies ¢ FDP_ACC.1 Subset access control

FMT_MSA.3 Static attribute initialization
Refinement: The TSF shall enforce the User Data Access Control SFP to objects
based on the following: subjects, objects, and attributes specified in Table 6-2 and
Table 6-3.
Refinement: The TSF shall enforce the following rules to determine if an operation
among controlled subjects and controlled objects is allowed: rules governing access
among controlled subjects and controlled objects using controlled operations on
controlled objects specified in Table 6-2 and Table 6-3.
Refinement: The TSF shall explicitly authorise access of subjects to objects based on
the following additional rules: [ L].
Refinement: The TSF shall explicitly deny access of subjects to objects based on the
following additional rules: [FEFEFIRIZH VT, SN BREEFE~DFIHE DT 2 & X &),

Table 6-2 D.USER.DOC Access Control SFP
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"Create" "Read" "Modify" "Delete"
. Submioa VAR R 6 Modify stored | Delete stored
Operation : | document to Release
) ] document document
be printed | printed output
Print Job owner (note 1)
U.ADMIN denied denied denied
U.NORMAL denied denied denied
Unauthenticated denied denied denied denied
Submit a . .
Operation :  document for VIeW" scanned Mod'lfj’ stored De]e"te stored
. Image image image
scanning
Scan Job owner (note 2) denied
U.ADMIN denied denied denied
U.NORMAL denied denied denied
Unauthenticated denied denied denied denied
View scanned
Submit a Image or ]
Operation : | document for Release Mod_zf_y Gz De]e.te ez
. ; Iimage Image
copying printed copy
Copy output
Job owner (note 2)
U.ADMIN denied denied denied
U.NORMAL denied denied denied
Unauthenticated denied denied denied denied
. Submit a View scanned | Modify stored | Delete stored
Operation : document to . . .
send as a fax Image Image Image
Fax send | Job owner (note 2) denied
U.ADMIN denied denied denied
U.NORMAL denied denied denied
Unauthenticated denied denied denied denied
View fax
. image or p .
Operation: Receive a f{zx Release Modu‘j:' image De]ete' Iimage
and store it . of received fax | of received fax
F printed fax
a.x output
TECEIVE " Pax owner (note 3)
U.ADMIN (note 4) denied denied
U.NORMAL (note 4) denied denied denied
Unauthenticated (note 4) denied denied denied
. Store etz Modify stored | Delete stored
Operation : stored
document document document
document
Sto?age/ Job owner (note 5)
retrieval "y ADMIN denied denied denied
U.NORMAL denied denied denied
Unauthenticated denied denied denied denied
Table 6-3 D.USER.JOB Access Control SFP
"Create" "Read" "Modify" "Delete"
) Create print View print Modify print Cancel print
Operation : . . .
. Job queue / log Job Job
Print -
Job owner (note 1) denied
U.ADMIN denied denied
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U.NORMAL denied denied
Unauthenticated denied denied denied
. Create scan View scan Modify scan .
Operation : . . Cancel scan job
Job status / log Job
Job owner (note 2) denied
Scan : .
U.ADMIN denied denied
U.NORMAL denied denied
Unauthenticated denied denied denied
) Create copy View copy Modify copy .
Operation : . ) Cancel copy job
Job status / log Job
Job owner (note 2) denied
Copy . .
U.ADMIN denied denied
U.NORMAL denied denied
Unauthenticated denied denied denied
. Create fax View fax job Modify fax Cancel fax send
Operation: ) . .
send job queue / log send job Job
Job owner (note 2) denied
Fax send - -
U.ADMIN denied denied
U.NORMAL denied denied
Unauthenticated denied denied denied
View £z
. Create fax I,eW ax Modify fax Cancel fax
Operation’ L. receive status L L.
receive job i receive job receive job
og
F
a'x Fax owner (note 3) denied
FECEVE Ty ADMIN (note 4) denied
U.NORMAL (note 4) denied denied
Unauthenticated (note 4) denied denied
Creat Modi;
) reate View storage / odify Cancel storage
Operation : storage / . storage / . .
. . retrieval log . . / retrieval job
St ; retrieval job retrieval job
;)r'agel Job owner (note 6) denied
FERHEVEL Ty ADMIN denied denied
U.NORMAL denied denied
Unauthenticated denied denied denied

+ Note 1: Job Owner is identified by a credential or assigned to an authorized User as part of the
process of submitting a print or storage Job.

+ Note 2: Job Owner is assigned to an authorized User as part of the process of initiating a scan, copy,
fax send, or retrieval Job.

+ Note 3: Job Owner of received faxes is assigned by default or configuration. Minimally, ownership of
received faxes is assigned to a specific user or U ADMIN role.

+ Note 4: PSTN faxes are received from outside of the TOE, they are not initiated by Users of the
TOE.

« Note 5: Fax receive |2 X ¥ create &#17-CE D Job owner (X Note 3, 7 74 7> k PCH 48
72 3CE D Job owner X Note 1, A% ¥ F % HWCTARK S 1172 3CE D Job owner X Note 2, /XA T — R

Copyright ©2019-2020 KONICA MINOLTA, INC., All Rights Reserved
37 /170



KONICA MINOLTA bizhub C650i/bizhub C5501 with FK-514, DEVELOP ineo+ 650i/ineo+ 5501 with FK-514
A

i 51t PDF R » 7 A5 DEAFIZ L Y create &i72XED Job owner |E Notel &4 %,

+ Note 6: Create storage job {23\ C, Fax receive |2 & ¥ create X #1723 2 7 @ Job owner I Note 3,
7747 FPCOHLEESNTZY a 7D Jobowner i Note 1, AFx v FE2HWTAEKINZYa T
Job owner (% Note 2, /XA U — K54t PDF R v 7 205 DRIFIZ L D create 7= 5 7D Job
owner |& Notel &9 5%, Create retrieval job @ Job owner | Note 2 &3 %,

6.1.1.4. Class FIA: Identification and Authentication

FIA AFL.1 Authentication failure handling
(for O.USER_I&A)

Hierarchicalto : No other components.
Dependencies ¢ FIA_UAU.1 Timing of authentication
FIA_AFL.1.1 The TSF shall detect when [an administrator configurable positive integer

within [ 1~3]] unsuccessful authentication attempts occur related to [z 27
SN D — NI L BFEFE, B AT VRG> 2 AN T — FIZ LB FEGH.

FIA_AFL.1.2 When the defined number of unsuccessful authentication attempts has been
[met, surpassed, the TSF shall [fkr#e/F7 £l 15 F T4 FHE D 7 2o 20N
R T — FIZ L BBl # 11k, FEREREDP TN S 5 F THH A F Y ZIEH 2 XNR D
— FIZ - B aBFFE FEIE].

FIA_ATD.1 User attribute definition
(for O.USER_AUTHORIZATION)

Hierarchical to @ No other components.
Dependencies ¢ No dependencies

FIA_ATD.1.1 The TSF shall maintain the following list of security attributes belonging to
individual users: [User ID, EPEZHEIR, HEREHINR, 0] A T U ZGH > 2 X~DT 7 ¥
R A

FIA_PMG_EXT.1 Extended: Password Management
(for O.USER_I&A)

Hierarchicalto : No other components.
Dependencies ¢ No dependencies
FIA_PMG_EXT.1.1 The TSF shall provide the following password management capabilities for User
passwords:
+ Passwords shall be able to be composed of any combination of upper and lower
case letters, numbers, and the following special characters: [, “@", ‘%, “$”,

G 2 A P 93 dikrr Gfc @) [k 33 GE\/I7 GE[IT 6677 66.77 66.IT 66 I3 K6 T GE[EE GE1IT G633 GE__3)
i e G e I

‘ll’]l ll"], ‘l{’l’ ‘l}’l’ ‘5+!7l ll<!7l ll>lll ll?!’l ll_!” 7 17] (‘gjé‘,%‘///%y%/gﬁ‘y;x/\ox 7
- /\o@l}ﬂgé\)nnn]];
+ Minimum password length shall be settable by an Administrator, and have the

capability to require passwords of 15 characters or greater;

Copyright ©2019-2020 KONICA MINOLTA, INC., All Rights Reserved
38 /170



KONICA MINOLTA bizhub C650i/bizhub C5501 with FK-514, DEVELOP ineo+ 650i/ineo+ 5501 with FK-514
A

FIA_UAU.1

FIA_UAU.1.1

FIA_UAU.1.2

FIA_UAU.7

FIA_UAU.7.1

FIA_UID.1

FIA _UID.1.1

FIA_UID.1.2

FIA_USB.1

FIA_USB.1.1

FIA_USB.1.2

FIA_USB.1.3

Timing of authentication
(for O.USER_I&A)

No other components.
Dependencies FIA_UID.1 Timing of identification
Refinement: The TSF shall allow [ 7 7 2 X215, TOED KEEMHZR 5 S O Zn 4 DFE]

on behalf of the user to be performed before the user is authenticated.

Hierarchical to

The TSF shall require each user to be successfully authenticated before allowing any

other TSF-mediated actions on behalf of that user.

Protected authentication feedback
(for O.USER_I&A)

Hierarchical to No other components.
Dependencies FIA_UAU.1 Timing of authentication
The TSF shall provide only [A 7 &1/ XF7—5 1 XFAEIC %" F /213" @ D] to

the user while the authentication is in progress.

Timing of identification
(for O.USER_I&A and O.ADMIN_ROLES)

Hierarchical to No other components.

Dependencies No dependencies

Refinement: The TSF shall allow [ 7 7 2 X 5215, TOED IfBERER %5 L N2 DE]
on behalf of the user to be performed before the user is identified.

The TSF shall require each user to be successfully identified before allowing any

other TSF-mediated actions on behalf of that user.

User-subject binding
(for O.USER_I&A)

No other components.

FIA_ATD.1 User attribute definition

The TSF shall associate the following user security attributes with subjects acting on
the behalf of that user: [User ID, EFPEEHEIR, HEREFIIR, FHI A T VRGN » 2 X~D
Tt X

The TSF shall enforce the following rules on the initial association of user security
attributes with subjects acting on the behalf of users: [ User ID/Z —#EFF 11l P ZE
SATNSEE, LT HZIZBRE 172 F= V7 o G ERIET S, EPEE R
GERTORVFIHE D EEEZHEIRD 0 T 2 & T LG, R HE 12
i tFa 7 s FlEEHET 3.

The TSF shall enforce the following rules governing changes to the user security
attributes associated with subjects acting on the behalf of users: [##] X & J 32154 >

Hierarchical to

Dependencies
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D RNR D — NOGRAFIZHEE) L 2G5 225 FHE DA T VRG> 27 X ~DT 2
T REZHINNC TS, AT Y ZER > 27 ZANR DT — NOGRFFISHR L =555 72257
JHE DG X T Y ZE 0 2 X ~D T 2 X fEF NI T3]

6.1.1.5. Class FMT: Security Management

FMT_MOF.1

FMT_MOF.1.1

Management of security functions behavior
(for O.ADMIN_ROLES)

No other components.

FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions
Refinement: The TSF shall restrict the ability to [disable, enable, modify the
behavior off the functions [refer to Table 6-4 to U ADMIN.

Hierarchical to

Dependencies

Table 6-4 Management of Security Functions behavior

Security Functions Operations
X2 VT o WILEE disable, enable
a2 — =LA K modify the behavior
s AR RE modify the behavior
miEEBE e modify the behavior
i A U ZAE modify the behavior
FMT_MSA.1 Management of security attributes
(for 0.ACCESS_CONTROL and O.USER_AUTHORIZATION)
Hierarchical to No other components.
Dependencies [FDP_ACC.1 Subset access control, ex
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions
FMT_MSA.1.1 Refinement: The TSF shall enforce the User Data Access Control SFP to restrict the
ability to [modify, delete, [create, —HFFEFIFIEIL~—HFEFIFIZIE DAFER, 15, #E]]
the security attributes [Table 6-5Security Attributes| to [Table 6-5¢>Authorised
Identified Roles].
Table 6-5 Management of Subject Security Attribute
. . Authorized Identified )
Security Attributes Operations
Roles
Create
U.ADMIN Delete
User ID — IR A 1 — R A 1 O R
U.ADMIN . _ B
AR v 7 ZDOFTHAH DORIE
U.NORMAL
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. Authorized Identified .
Security Attributes Operations
Roles
U.ADMIN
YAy 7 A0 owner TH | AR v 7 AOFAHEDERE
%5 U.NORMAL
Delete
PR MERR U.ADMIN
: 55
. Delete
N U.ADMIN e
X &

FMT _MSA.3 Static attribute initialization
(for 0.ACCESS_CONTROL and O.USER_AUTHORIZATION)
Hierarchical t ¢ No other components.
Dependencies ' FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles
FMT _MSA.3.1 Refinement: The TSF shall enforce the User Data Access Control SFP to provide
[restrictive] default values for security attributes that are used to enforce the SFP.
FMT_MSA.3.2 Refinement: The TSF shall allow the [no rolel to specify alternative initial values to
override the default values when an object or information is created.
FMT MTD.1 Management of TSF data
(for 0.ACCESS CONTROL)
Hierarchicalto : No other components.
Dependencies : FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions
FMT_MTD.1.1 Refinement: The TSF shall restrict the ability to perform the specified operations on
the specified TSF Data to the roles specified in Table 6-6.
Table 6-6 Management of TSF Data
Data Operation Authorised role(s)

lassignment: list of TSF Data

[selection: change default, query,

owned by a U NORMAL or U.ADMIN, the owning

modify, delete, clear, [assignment:

associated with Documents or jobs U.NORMAL.

owned by a U NORMAI)

other operationsl]

[assignment: other operations]

U.ADMIN
Z— = NX 7 — N
U.ADMIN, the owning
modify
U.NORMAL
R A E Y G 2 2 AN T — [assignment: other operations]
N BER U.ADMIN
modify
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Data Operation Authorised role(s)
. . [selection: change default, query,
[assignment: ist of TSF Data ) )
modify, delete, clear, [assignment: | U ADMIN
not owned by a U NORMAIL) )
other operationsl]
BHZ N DT — ] modify
H 5 R modify
SR TN — P YT MR modify
HE)j=z 27 o FMFR] modify
R AERRLEIE T E modify
ARAFRRL AT
clear
(U.BUILTIN_ADMIN L{#})
INR T — NHR modify U.ADMIN
modify
IR alE V— N —ZE [assignment: other operations]
BhR
B HEZ R AL DO PR F2L I A RRIF L] modify
modify
Ry U — 2 RE [assignment: other operations]
[assignment: list of software, [selection: change default, query,
firmware, and related modify, delete, clear, [assignment: | U.ADMIN
configuration datal other operationsl]
TOE D> 7 p Dz 7/7 7—ADx
TR T S T — 5 (BEARD ]
| modify U.ADMIN
TN T/ T AT T, B
ICBGE T B2 g T — &

FMT_SMF.1 Specification of Management Functions

(for O.USER_AUTHORIZATION, O.ACCESS_CONTROL, and
O.ADMIN_ROLES)
Hierarchical to No other components.
Dependencies: No dependencies
FMT_SMF.1.1 The TSF shall be capable of performing the following management functions: [refer to

Table 6-71.

Table 6-7 list of management functions

management functions

UADMIN ([ X 5t ¥ = VT ¢ s bR ERERE
U.ADMIN (Z & % = — — & B HE

U.ADMIN |Z & % = — —BGLR% EHEHE

U.ADMIN {Z & % SMHEGE— /N — 3R EERE
U.ADMIN |2 X % &5 #HiE1EE Pk ee

UADMIN (2 X %% v U — 7 B E DB - 25 FHERE
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management functions

U.ADMIN
U.ADMIN

(2K % AR 2 B RE

Ik DA n 7B PR

UADMIN (2 X BV AT hFd— bt Ut v MR OZ T RERE
U.ADMIN (2 k2 HEhm 77 v MR D28 T HERE
U.ADMIN (T & % & B GRRE O B AEEE 1 fig BRIRe [#] 0> 28 T M e
U.ADMIN |Z X 5 /82 T — FIHKZE FH%HE

U.ADMIN (Z & % 5RGEA M R 5 B i o> 22 B B

U.ADMIN (Z & 2 7GEARE# (U.BUILTIN_ADMIN LI4h) @2 U 7 H6E
U.ADMIN (2 X 5 AR v 7 A ERRE

U.ADMIN T & % 58] 2 € V A5 3 EHERE
U.BUILTIN_ADMIN (T & 2 EFHE /N2 T — Nk EHRE
UNORMAL IZ & 578 v 7 2 & ¥k RE

UNORMAL I X5 HH Dz —HF— 2T — R EBE

FMT_SMR.1 Security roles

(for 0.ACCESS_CONTROL, O.USER_AUTHORIZATION, and
O.ADMIN_ROLES)

Hierarchical to : No other components.

Dependencies ¢ FIA_UID.1 Timing of identification
FMT_SMR.1.1 Refinement: The TSF shall maintain the roles U ADMIN, U.NORMAL.
FMT_SMR.1.2 The TSF shall be able to associate users with roles.

6.1.1.6. Class FPT: Protection of the TSF

FPT SKP_EXT.1 Extended: Protection of TSF Data
(for 0.COMMS_PROTECTION)

Hierarchical to : No other components.

Dependencies . No dependencies

FPT_SKP_EXT.1.1 The TSF shall prevent reading of all pre-shared keys, symmetric keys, and private

keys.
FPT_STM.1 Reliable time stamps
(for O.AUDIT)
Hierarchicalto @ No other components.
Dependencies . No dependencies
FPT_STM.1.1 TSF shall be able to provide reliable time stamps.

FPT TST EXT.1 Extended: TSF testing
(for O.TSF_SELF_TEST)

Copyright ©2019-2020 KONICA MINOLTA, INC., All Rights Reserved
43 /1 70



KONICA MINOLTA bizhub C650i/bizhub C5501 with FK-514, DEVELOP ineo+ 650i/ineo+ 5501 with FK-514
A

Hierarchical to @ No other components.
Dependencies ¢ No dependencies
FPT_TST EXT.1.1  The TSF shall run a suite of self-tests during initial start-up (and power on) to

demonstrate the correct operation of the TSF.

FPT TUD_EXT.1 Extended: Trusted Update
(for O.UPDATE_VERIFICATION)

Hierarchical to : No other components.
Dependencies :  FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification),
FCS_COP.1(c) Cryptographic operation (Hash Algorithm)
FPT TUD_EXT.1.1 The TSF shall provide authorized administrators the ability to query the current
version of the TOE firmware/software.
FPT _TUD_EXT.1.2  The TSF shall provide authorized administrators the ability to initiate updates to
TOE firmware/software.
FPT _TUD_EXT.1.3  The TSF shall provide a means to verify firmware/software updates to the TOE using
a digital signature mechanism and [no other functions] prior to installing those

updates.

6.1.1.7. Class FTA: TOE Access

FTA_SSL.3 TSF-initiated termination
(for O.USER_I&A)

Hierarchicalto @ No other components.
Dependencies . No dependencies
FTA_SSL.3.1 The TSF shall terminate an interactive session after a [Z2/E N F /L DL, > X T A4

— PVt MFRIZ o TRIE I SHF, WC D5 &, HEm 27 0 MFHIIZ Lo TR
JESINSHFE, 7V 5 FZ A4 N=DGE, ekt a A3,
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6.1.1.8. Class FTP: Trusted Path/Cannels

FTP_ITC.1

FTP_ITC.1.1

FTP_ITC.1.2

FTP_ITC.1.3

FTP_TRP.1(a)

FTP_TRP.1.1(a)

FTP_TRP.1.2(a)

FTP_TRP.1.3(a)

FTP_TRP.1(b)

Inter-TSF trusted channel
(for 0.COMMS_PROTECTION, O.AUDIT)

Hierarchical to : No other components.
Dependencies :  [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].
Refinement: The TSF shall use [ZPsed to provide a trusted communication channel
between itself and authorized IT entities supporting the following capabilities:
lauthentication server, [SMTP#—/N—, DNS¥—/N—, 1 2"%—,¥—, WebDAVH—
/¥—, SMB# —-3y—]] that is logically distinct from other communication channels and
provides assured identification of its end points and protection of the channel data
from disclosure and detection of modification of the channel data.
Refinement: The TSF shall permit the TSF, or the authorized IT entities, to initiate
communication via the trusted channel
Refinement: The TSF shall initiate communication via the trusted channel for
lauthentication service, mail service, DNS service, log transmission service, WebDAV

service, SMB servicel.

Trusted path (for Administrators)
(for 0.COMMS_PROTECTION)

Hierarchicalto : No other components.

Dependencies :  [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

Refinement: The TSF shall use [ZPsed to provide a trusted communication path

between itself and remote administrators that is logically distinct from other

communication paths and provides assured identification of its end points and

protection of the communicated data from disclosure and detection of modification of

the communicated data.

Refinement: The TSF shall permit remote administrators to initiate communication

via the trusted path

Refinement: The TSF shall require the use of the trusted path for initial

administrator authentication and all remote administration actions.

Trusted path (for Non-administrators)
(for 0.COMMS_PROTECTION)

Hierarchical to :  No other components.
Dependencies :  [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
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FTP_TRP.1.1(b)

FTP_TRP.1.2(b)

FTP_TRP.1.3(b)

FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].
Refinement : The TSF shall use [IPsed to provide a trusted communication path
between itself and remote users that is logically distinct from other communication
paths and provides assured identification of its end points and protection of the
communicated data from disclosure and detection of modification of the
communicated data.
Refinement: The TSF shall permit [remote users] to initiate communication via the
trusted path
Refinement: The TSF shall require the use of the trusted path for initial user

authentication and all remote user actions.

6.1.2. Conditional ly Mandatory Requirements

6.1.2.1. PSTN Fax-Network Separation

FDP_FXS_EXT.1

FDP_FXS_EXT.1.1

Extended: Fax separation
(for 0.FAX_NET_SEPARATION)

Hierarchicalto @ No other components.
Dependencies ¢ No dependencies
The TSF shall prohibit communication via the fax interface, except transmitting or

receiving User Data using fax protocols.

6.1.3. Selection-based Requirements

6.1.3.1. Protected Communications

FCS_IPSEC_EXT.1

FCS_IPSEC_EXT.1.

Extended: IPsec selected
(selected in FTP_ITC.1.1, FTP_TRP.1.1)

Hierarchicalto @ No other components.

Dependencies i FIA_PSK_EXT.1 Extended: Pre-Shared Key Composition
FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)
FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

The TSF shall implement the IPsec architecture as specified in RFC 4301.
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1

FCS_IPSEC_EXT.1.

2

FCS_IPSEC_EXT.1.

3

FCS_IPSEC_EXT.1.

4

FCS_IPSEC_EXT.1.

5

FCS_IPSEC_EXT.1.

6

FCS_IPSEC_EXT.1.

7

FCS_IPSEC_EXT.1.

8

FCS_IPSEC_EXT.1.

9

FCS_IPSEC_EXT.1.

10

FCS_COP.1(g)

FCS_COP.1.1(g)

FIA_PSK_EXT.1

The TSF shall implement [transport model.

The TSF shall have a nominal, final entry in the SPD that matches anything that is
otherwise unmatched, and discards it.

The TSF shall implement the IPsec protocol ESP as defined by RFC 4303 using [the
cryptographic algorithms AES-CBC-128 (as specified by RFC 3602) together with a
Secure Hash Algorithm (SHA)-based HMAC, AES-CBC-256 (as specified by RFC
3602) together with a Secure Hash Algorithm (SHA)-based HMAC!.

The TSF shall implement the protocol: [IKEVI1, using Main Mode for Phase 1
exchanges, as defined in RFCs 2407, 2408, 2409, RFC 4109, |[RFC 4304 for extended
sequence numbers), and [RFC 4868 for hash functionsl].

The TSF shall ensure the encrypted payload in the [ZJKEvI] protocol uses the
cryptographic algorithms AES-CBC-128, AES-CBC-256 as specified in RFC 3602 and
[no other algorithml.

The TSF shall ensure that IKEv1 Phase 1 exchanges use only main mode.

The TSF shall ensure that [IKEv1 SA lifetimes can be established based on [length of
time, where the time values can be limited to: 24 hours for Phase 1 SAs and 8 hours
for Phase 2 SAsl].

The TSF shall ensure that all IKE protocols implement DH Groups 14 (2048-bit
MODP), and [no other DH groups).

The TSF shall ensure that all IKE protocols perform Peer Authentication using the
[RSA] algorithm and Pre-shared Keys.

Cryptographic Operation (for keyed-hash message authentication)
(selected with FCS_IPSEC_EXT.1.4)

Hierarchicalto @ No other components.
Dependencies : [EDPITC 1 Import-of user datawithout-securityattributes,or
FCS_CKM.1(b) Cryptographic key generation (Symmetric
Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction
Refinement: The TSF shall perform keyed-hash message authentication in
accordance with a specified cryptographic algorithm HMAC-[SHA-1, SHA-256,
SHA-384, SHA-512], key size [160, 256, 384, 512 bits], and message digest sizes [160,
256, 8384, 512 bits that meet the following:
"FIPS PUB 198-1, "The Keyed-Hash Message Authentication Code, and FIPS PUB
180-3, “Secure Hash Standard.”

Extended: Pre-Shared Key Composition
(selected with FCS_IPSEC_EXT.1.4)

Hierarchical to @ No other components.
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FIA_PSK _EXT.1.1
FIA_PSK_EXT.1.2

FIA_PSK_EXT.1.3

FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

The TSF shall be able to use pre-shared keys for IPsec.

The TSF shall be able to accept text-based pre-shared keys that are:

Dependencies

22 characters in length and [no other lengthsl;

composed of any combination of upper and lower case letters, numbers, and special
characters (that include: “!”, “@”, “#”, “$”, “%”, “*”, “&”, “*”, “(“, and “)").

The TSF shall condition the text-based pre-shared keys by using [SHA-1, SHA-256,

SHA-512, [SHA-584]] and be able to [use no other pre-shared keys).

6.1.3.2. Trusted Update

FCS_COP.1(c)

Cryptographic operation (Hash Algorithm)

(selected in FPT_TUD_EXT.1.3, or with FCS_SNI_EXT.1.1)

Hierarchical to

Dependencies

FCS_COP.1.1(c)

10118-3:2004].

6.2. Security Assurance Requirements

No other components.
No dependencies.
Refinement: The TSF shall perform cryptographic hashing services in accordance
with [SHA-1, SHA-256, SHA-384, SHA-512) that meet the following: [ISO/IEC

The TOE security assurance requirements specified in Table 6-8 provides evaluative activities required

to address the threats identified in 3.3 of this ST.

Table 6-8 TOE Security Assurance Requirements

Assurance ..
Assurance Class Assurance Components Description
Components
ASE_CCL.1 Conformance claims
ASE_ECD.1 Extended components definition
ASE_INT.1 ST introduction
Security Target Evaluation | ASE_OBJ.1 Security objectives for the operational environment
ASE_REQ.1 Stated security requirements
ASE_SPD.1 Security Problem Definition
ASE_TSS.1 TOE Summary Specification
Development ADV_FSP.1 Basic functional specification
) AGD_OPE.1 Operational user guidance
Guidance Documents -
AGD_PRE.1 Preparative procedures
) ALC_CMC.1 Labelling of the TOE
Life-cycle support
ALC_CMS.1 TOE CM coverage
Tests ATE_IND.1 Independent testing — Conformance
Vulnerability assessment AVA_VAN.1 Vulnerability survey
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6. 3. Security Requirements Rationale

6.3.1. The dependencies of security requirements

TOE & 27 AR BT M ORAFRERZ FRITR T,

Table 6-9 The dependencies of security requirements

BEREZE RAFRALR ST T 7= J A7 B IRAEBILR & 72 L T W
FAU_GEN.1 FPT STM.1 FPT STM.1 N/A
FAU_GEN.2 FAU_GEN.1 FAU_GEN.1 N/A
FIA_UID.1 FIA_UID.1 N/A
FAU_STG_EXT.1 FAU_GEN.1 FAU_GEN.1 N/A
FTP_ITC.1 FTP_ITC.1 N/A
FCS_CKM.1(a) FCS_COP.1(b) FCS_COP.1(b) N/A
FCS_COP.13G)
FCS_CKM_EXT4 FCS_CKM_EXT4 N/A
FCS_CKM.1(b) FCS_COP.1(a) FCS_COP.1(a) N/A
FCS_COP.1(d) FCS_COP.1(g)
FCS_COP.1(e)
FCS_COP.1(f)
FCS_COP.1(g)
FCS_COP.1(h)
FCS_CKM_EXT4 FCS_CKM_EXT4 N/A
FCS_RBG_EXT.1 FCS_RBG_EXT.1 N/A
FCS_CKM.4 FCS_CKM.1(a) FCS_CKM.1(a) N/A
or FCS_CKM.1(b)
FCS_CKM.1(b)
FCS_CKM_EXT4 FCS_CKM.1(a) FCS_CKM.1(a) N/A
or FCS_CKM.1(b)
FCS_CKM.1(b)
FCS_CKM.4 FCS_CKM.4 N/A
FCS_COP.1(a) FCS_CKM.1(b) FCS_CKM.1(b) N/A
FCS_CKM_EXT4 FCS_CKM_EXT4 N/A
FCS_COP.1(b) FCS_CKM.1(a) FCS_CKM.1(a) IPsecififz (FCS_IPSEC_EXT.1) &
Y. 77T — ME
(FPT_TUD_EXT.1) o4&,
FCS_CKM.1(a), FCS_CKM_EXT.4
FCS_CKM_EXT.4 FCS_CKM_EXT.4 i & 7S, BVERR IS T b
RN ORIEZR N,
FCS_COP.1(c) No dependencies No dependencies N/A
FCS_COP.1(g) FCS_CKM.1(b) FCS_CKM.1(b) N/A
FCS_CKM_EXT.4 FCS_CKM_EXT.4 N/A
FCS_IPSEC_EXT.1 FIA PSK _EXT.1 FIA PSK _EXT.1 N/A
FCS_CKM.1(a) FCS_CKM.1(a) N/A
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PEREZE AT RAFRALR ST i 7= § A7 BIHR RIFBIMR AT 72 L QU e W
FCS_COP.1(a) FCS_COP.1(a) N/A
FCS_COP.1(b) FCS_COP.1(b) N/A
FCS_COP.1(c) FCS_COP.1(c) N/A
FCS_COP.1(g) FCS_COP.1(g) N/A
FCS_RBG_EXT.1 FCS_RBG_EXT.1 N/A
FCS_RBG_EXT.1 No dependencies No dependencies N/A
FDP_ACC.1 FDP_ACF.1 FDP_ACF.1 N/A
FDP_ACF.1 FDP_ACC.1 FDP_ACC.1 N/A
FMT_MSA.3 FMT_MSA.3 N/A
FDP_FXS_EXT.1 No dependencies No dependencies N/A
FIA_AFL.1 FIA UAU.1 FIA UAU.1 N/A
FIA_ATD.1 No dependencies No dependencies N/A
FIA_PMG_EXT.1 No dependencies No dependencies N/A
FIA_PSK _EXT.1 FCS_RBG_EXT.1 — B ey MEgSEHWZE Yy b
— ADHEFTEFRAER A EIRL TH
ARV SN
FIA UAU.1 FIA UID.1 FIA UID.1 N/A
FIA UAU.7 FIA UAU.1 FIA UAU.1 N/A
FIA_UID.1 No dependencies No dependencies N/A
FIA_USB.1 FIA_ATD.1 FIA_ATD.1 N/A
FMT _MOF.1 FMT_SMR.1 FMT_SMR.1 N/A
FMT_SMF.1 FMT_SMF.1 N/A
FMT MSA.1 FDP_ACC.1 FDP_ACC.1 N/A
FMT_SMR.1 FMT_SMR.1 N/A
FMT_SMF.1 FMT_SMF.1 N/A
FMT_MSA.3 FMT MSA.1 FMT MSA.1 N/A
FMT_SMR.1 FMT_SMR.1 N/A
FMT_MTD.1 FMT_SMR.1 FMT_SMR.1 N/A
FMT_SMF.1 FMT_SMF.1 N/A
FMT_SMF.1 No dependencies No dependencies N/A
FMT_SMR.1 FIA UID.1 FIA UID.1 N/A
FPT_SKP_EXT.1 No dependencies No dependencies N/A
FPT_STM.1 No dependencies No dependencies N/A
FPT_TST_EXT.1 No dependencies No dependencies N/A
FPT_TUD_EXT.1 FCS_COP.1(b) FCS_COP.1(b) N/A
FCS_COP.1(c) FCS_COP.1(c) N/A
FTA_SSL.3 No dependencies No dependencies N/A
FTP_ITC.1 FCS_IPSEC_EXT.1 | FCS_IPSEC_EXT.1 | N/A
or
FCS_TLS_EXT.1
or
FCS_SSH_EXT.1
or
FCS_HTTPS_EXT.1
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EF YT B =2

PR

A7 Bk

ST Tiifi 7= TR AFBELR

B 2T 72 L T2 W B

FTP_TRP.1(a)

FCS_IPSEC_EXT.1
or

FCS_TLS_EXT.1

or

FCS_SSH_EXT.1

or
FCS_HTTPS_EXT.1

FCS_IPSEC_EXT.1

N/A

FTP_TRP.1(b)

FCS_IPSEC_EXT.1
or

FCS_TLS_EXT.1

or

FCS_SSH_EXT.1

or
FCS_HTTPS_EXT.1

FCS_IPSEC_EXT.1

N/A
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7. TOE Summary specification

TOE &4 2% 2V 7 e D EAI AR E 7R T,

Table 7-1 X =2V 7 ke —&

No. X2 YT o BEEA R
1| Wl FRRERERE
2 | T EAHIEEGE
4 | W55{bpkRE
5 | miEEBE R
6 | BX=UT o EHRHE
7 | EEAHRE
8 | @ EHFRE
9 | FAX ZyBlER%AE

7.1, BRI SRRERAE

TOE . FIHENLIVT ooV BAFL ClBIRRAEZATV Y BIREDRE A, #F AT FI & LS =B 20
TOE ORIz ol 3 Ll it RE A TR At 972,

FIA_UAU.1, FIA UID.1

TOE X, Table7-2 {Z7R T 3 ODFFE ST XAV R —FL | FEE N — —FBFER EHERE TR ETX 5,

e SR2 LB LT WC 7205 TOE ZRH4258 4, 22— —4, :L~47L~/\xy N, EHEHERE AT T D,
ENVR B L TERIE SR BLUITIWC 205 TOE Z R H T 2356 ENAV U EEE Hoas A mE»nE
BHSAT—RE AT D, TV HZRTA =5 TOE %ﬂﬂﬁ‘é%é\ 2—H—4 =P —RRT—FE AT
T2,

TOE 3. Aj}é:h?i?l/T//wlf%ffm: CHBIRRREE FEREL . R LI=5 A D TOE OFHEFF Al 45, S0
P N—FRREF AR ESNTODEA, FIHH I — — 4 Lo — P — AT — RN 2 T, AMERERAEY— 3
—ID % A 7%, TOE X, ;_4}_@%&, SNTANBERRE Y — N =128 | IKE SN BRIz LT, 2—W
— RAT =R ER LIz —F — LA 52 B> TEED RS LG ISRRER T, 50N R L=
BICRRRERIL B35, BV B OFBIFERAEIT, F8RE RO EICRE DL T, W ICARRIEERGE T
Ehisnbd,

TOE 1%, M AT ZFREKEICIS VT, BEEDRE ATVZER Y 7 A SAT — R 23R E T D Re 2 1 it
L. A HFIIREI ATV ZER I A SAT — KRR ESIV TS, #E SR LT WC 25k BIRRREIC R Eh L 7=
*ﬂxﬂﬁﬁ%‘ﬁ) SRHIATVZIER Y I ANT 7B ATHE, I ATVZAFH Y I A SAT —RIZ L DFBRENE R E I,
PREIZRF LT & DB T 72 AT I SND, Lo T, MRl ARV ZAFGR Y7 A/ SAT — R & F D72\ — % F 1
SR AEVSZAZ R Y 7 ANRAFS NI T 7V ASLE L BAET HIENTER, HBIATVZER Y7 A NAT —R D
A, FRREA RO EICEDL T, WA R EGERE S N CESND,

FOBERREIE EREA v F T = — AT ﬁrm“'émb BHEN WC oVt —NMEEMEREI I, — BRI HE 2N
ISP BIFRREE FREL | WL T=35 6 TOE 28 /E9 22813 CT&D, 1220, EEE B0 AL, o
B OB IENEE LI NDT280, 2AML@££§&%7§>HH§ TOE ZF|H T 5L1FTEAe0,

TV HRTG AR —5 TOE #F 4584 . Wittty ariizil. TOR niﬁ%jci%ﬁ%w:lﬁ BT IEI
BENDILT UL (— Y — %\J—#~/\XU—F) ZRVFRRBIERREE T 5, PILT-SE | R 0%
FEL T A AE(UNORMAL A EIV Y C, 34 — BRI AE DRI A E 358 7 3XEELTTOE J%%‘?ﬁ“‘éo US

Copyright ©2019-2020 KONICA MINOLTA, INC., All Rights Reserved
52 / 70



KONICA MINOLTA bizhub C650i/bizhub C5501 with FK-514, DEVELOP ineo+ 650i/ineo+ 5501 with FK-514
L ) H— S

WMLT=356 . ZELIE 7+ XEE TOE ICRFE TICEE T 5, TV ARTAN— T, EHEN TOE R HTHF
EX%TE@%L@V )
FFREER AT DN AT BEZR BREIX, FRCOIEYD
T 77 RAZAE,
- TOE OIREEMER IS LOFRREORE L LT Nt B/EN AlHe,
> BEARSIADL DEEERFR(T 7 — LT =T ONR— 3 YRR E)
> BE RIS DY a TR
> BRE SRS DJERFTRERE
> WC ORREFEOEID %

nmhmzn~$—%ﬁ%ﬁ%*

FRE S il
TOE 2N#BIFEEA T H, = — WA L2 —F—RRT— R FEHEASRT— R
AR HEETER RN AETY ZER Y 7 ANAT— A, TOE DS TV HERE —8T 2
L mERT D,

TOE MBHMERFEFEY— 3 —(Active Directory) Z % H L CikBIFRFEE 4T 5, TOE 1L,
o —H —4, % Kerberos version 5 7' 12 k /L&KM U TR 36 E L7257

FAEY— N—~EFE L, RESHIERRICH L Ta— =" 2T = Fh b AR L

T —F—gC X DEEZITV., BARRREE EET 5,

AEIEEFIRE, MY — N —BREO W TN THBEREZ1T 5, FIHERr 7 A

CRATRHCERE T A IR 2,

%%K‘H-'—/{'—E{ju

AARLEE + S — N —FERE

FIA_ATD.1

TOE I%, =—% — & HRE TSz — R HE I, FIHE EMEELC User 1D, & BEEHEIR , FEREHIFR
RE ATV ZER I ANDT I AMEL EFT D, F-. BN UEREOFAE BMELL T, User ID #7E#H
éo

FIA_USB.1

—FIHE 22— —EERE DRI L7255 A TOE (3R HE B (User 1D, & EREHERR . FERETH
(R, JREIAEYZIER Y 7 ANDT 7B AME) % AT 5, BV S B DSk B AR I S L= & . TOE [ 3F)
A% B (User ID) Z BT 5,

ZOW, User ID (2 —FER| A 1L B3R E SN COD5A . TOE 135% 24 R H B 2 B AT 7= 3 B A a4
%o Flo, =P —EFHEFLL TrI A2 FTUIRHE B EF MR 53 TORWIGA | 4RI 2B
ﬁﬁftﬂ%%@ﬁ%@ﬁTé

—WFIHE DSFRERREIC AP LT ﬁﬁﬂ%’%%) BFARYIANT 7 AT HEE, MG ATYZAEHR Y7 ANAT —
RIZEDRRFEN B RS, FREICRHI L7354, TOE (33 47 HZE ORI HE B THLEH AT ZF Ry 7 A~
DT 7 AR RN T D, WFEL %%Lﬁﬁm\ﬂﬂlﬁﬁ%ﬂ%%ﬂﬁﬁﬁ?@@f%é%%u%yﬁﬁﬁyﬁx
DT TR AR TN T D,

FIA_AFL.1

TOE (%, FIF#E OHAGRIEIZIHWT, HHE RHONCORELT2T =y 7 EE(Q~3 [ 2L Lo K iE ik
HUTZIE 5% 4R ORRREZAF 13 HR8RERAEAE IR RE A 12 L 9° %, R B B MR DM S-S TV D5
B —IRFIHE LLToR ﬁﬁ%ﬂﬁ(@?&kiwﬁwﬁﬁ%‘&bf@m AR BT RE R S D,

BV R EFE OFR ﬁﬁ\%ﬂ:éﬂt & TOE O &% OFF/ON L. Bz 5 B AR kAR ERIR R E I SR E
S TWDIER] Z R 2 1258 th%t%’rﬁ*ﬁ?ﬁ“é —RFIAES LT —F—EHE ORFENME LS 5E | @
AIEAS LR TG TR VE B 3 RRRIE I R 3 D1 B RE R FEAT D 2 L TRBREIF L 2 MR FR 5,
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TOE (%, #MEB Y — =38 uﬁﬁt _oténé‘k%' ARAECH [FRRIC, RRLORRRERIRF OB EZ i 2,

SR ATV ZAZ AR Y 7 ARAT — R OFERBIFRREIC I T, Hﬁi@%ﬂ%%b)b@&“ﬁbh%:/?lﬁlﬁl(lva ENIYES
DRI B LT R ﬁﬁu‘”%%) (EAR Y7 ZAT =R OFRGEZASF 1L T %, SBEI ATV ZAZHR Y7 A/ SAT —R D
RAEDME LS55 6 | BRI R HE TV B D3R AE SRR BB D 1 B RE & FEAT T~ 5 2 & CREGIEIS L & R BR
EXE

FIA_UAU.7
TOE 1%, x5y a O (B E/ S 2B LU WC 5b0ul A ) 12BN\ Tas AL /7R AT —R | i A
TVZAER I ARAT —R% AT HEE. ANTESNTZFET —F 1 LFEFI R F @ 2FE T 5,

FIA_PMG_EXT.1
TOE THIH#E AU —REL T AIREZR SCFRIE, TV 7 7 Xy MO R ICFENICF T Gis (1, “@”, ‘¢,

“$” ©Q/ WA “&” 234 “(“ “)7’ [T Vol “[” “]” I U U ALY LU [ L “l” [1332} “{” “}7’ AR NS I TN {3
’ A] ’ ’ > ’ > > ¥ ’ ’ P I ) ’ > > > > ’ > ’ + ’ < ’ > ’

“PCOBIOANN—R) B CT(T LT THD, SR ATVZAER I A RAT —ROEA ERICIz(F T
NI F—T—2aNVbFHTED, BHEIL, /AT —FE% 8~64 XFOHEIPH CTRETHIENTED, Lo T,
I/ NVRAT—RELLT 15 LFLL LOEIERIETES,

FTA_SSL.3

TOE 1T, #fE 3L, WC CilkBIRGESI-FIHBE DL, FOFRMER LGS, 20ty ar 2 T35,
TV BRTAN—DGE Xty iaidzel, TV ZRTAN—NEEREN AN T T b BRica s A
YL, OB OTE T EAZIIRT T UNATI,

cBEASINVOGE, FIHEIIREBIEICE DN ET LTHEL, VAT 54— &y MEEFQ~9

OB THRETENFRBLIZEE, n /77 h&hb,
« WC DA, FIHBIIREBRIEICL2UENZT LTS, e 77 v MEEF(1~60 53 O TR E Al
RRRE L-GA, v/ Ty hEhb,

1.2. 79 A HlHbEeE

FDP_ACC.1, FDP_ACF.1
TOE /%, Table 6-2, Table 6-3 OF|HZFT —% 7 7 & Al -5 % | Table 7-3~Table 7-14 [ZFC# D
WY, FIRECGET =2 ERHEY a 77 — 2 ~OBEEZHIRT 2, #FASNRWEBIEIC DN TIE, A%
72— A%IHFRY L ATERERANRIECEROR, 7203, BEESRICH L THERD W OETEX 20V E
DA ve—ThFRRUBELZEST 5,

FRBIFRREIC KW EF A&7 — % FI FH 3 (U.NORAML)23, Table 7-3~Table 7-14 @ Create #:fF % 1T L 72,
Y a 7 A Job owner) & 72 0 TOE X XEL LTV a 7OFEEEHR & LT User ID % itékd 5, TOE
%, EHE(U.ADMIN)A Create #{E&2 EITTH A ¥ 7 = — A &M L2, 7 7 7 A% EHREFax
receive)lX, TOE O{ER LIZ, #MERT 7 7 AMED T 7 7 AZ(ZI12 L Y Create BAIENFEITENDH 720,
77 7 A%AE Ti“(@)ﬁi%b< XY a7ova 7iaE L. BEFCEHVYTOENLH(D, Fa— Ry
BESNTWARWT 7 7 ZAZEDSE. 77 7 AXFITBHN ATV ZER Yy 7 AMRESNDTZO, 777
AR THOY a THIEHIL, WK ATV ZER Y 7 AR — K25 —BFHAE L7025 (#2), Fa—
RPHEESNTWDL T 7 7 AZEDOEE, 77 7 ALEITRESNTFEAR v 7 ZANMAESND T, 77
I AZAEHRDOY a TITHEIL, AR Y 7 AOMAZETHL —HEAAENY a TITEE £ 72 5(%3), /XA T
— FKF 54k PDF R v 7 2055 O{%4F (Storage/retrival) 1L, #A L7 F 7 U v MEITRHD, RENRE S
NI LEENAT— RS PDF Ry 7 A6l L, BIEEDOBEAR Y 7 AMMETHZ LITED
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Create B{ENFEITIN D, REFATHOXEFEL LTV a 7OV a VFAFIL BAR Y 7 2AOAETH
o MFIME L2,

TOE 1%, = — ¥ —FIREERE IV T B ERE YR F 2 (SR RTRE 7 B RE 4 1 PR 3~ 2 B RE il BR X & % fi
ZTCW5, TOE %, FIHEBIEOHREHIFRICEEN T, HIFRK GHERED AL 27 = — 2% JER RS LITHRAEAR ANk
R CHRIRT D, Lo T, HEEHIIR SR E STz —fixFI HF 1L, Table 7-3~Table 7-14 ® 5 LR %I S EERE A H
T BEE R 58T TE R0,

TOE I, S8 AT ZF5% EMEEIC B W BHEE D R A FH OB ATV ZE R I ZA~DT 72 A% IR
T DI ATV ZAF R E L A TR, AT IIRE| ATVZAER I A SAT —RIZE S TT 7 BADH| RSN TS,
TOE 1%, FIAEBYEOTRH ATVZAGR Y I ANDT I AR N T, B GE . 34 FIAE OMREI ATV ZAE
NI P ANDT 7 RAZFFAIL, N2 A sL 4RI E O ATV ZER Y I A~DT Ve A%ES T 5, Lo,
FR ATV ZAFR v 7 AR — R &2 H SO — &K # 1%, Table 7-3~Table 7-14 @ 5 L] A €V ZEH »
JANDT 72 ABGERBEEZRIRAT 52 LT TER,

TOE 1%, Ry 7 AEHEREIC BT, BHE DL LT MAIAE D, ARy 7 2O A% (User ID) &% ET 5
HERE, BB L LUIMEAR YV ADOFTAH THH— A RAE D, HAR 7 ZAD T # (User ID) %24 5 3 A4 RE
w2 TEY, AR 7 AL AR 7 ANIRIES NI LEA~DT 72 A% HR$ %, TOE 1%, fl AR w27 AD T
H#HUser IDIZHENT, —fEFHELFC User ID 2 235A121E, s 4B AR v I ADA L 2T 2 — ZZ4RAEL
TS ANR Y I ANDT 7B AEFF A5, — 7, —EFIHE D872 5 User ID 8 255121%, TOE 137% Y
TENAR YT ADA L BT 22— A% FEFK RIS H7280, Table 7-3~Table 7-14 TiZ 4 E AR v 7 A~DT 7 AN
VB B EE R T 5283 TER,

<Table 7-3~Table 7-14 D &>
TOE 22T A1 FT7 2— R X T EDHEY,
PN: /B, WC:Web Connection, PD: 7V ZRK T A/ —

P ORI T RLOEY,
O:TOE 239 AR —=r9 56D, -:TOE 23R —FL7R2NHD

ERCIE FREDEY,

*1:U.ADMIN

*2:BRHI ATV ZAER v 7 A/ AT —R % 5% UNORMAL

*3:F a—RTHESNTME ARy 7 A0 A4 TéhsH UNORMAL

Table 7-3 D.USER.DOC(Print) > 7 7 = R il

#fE BAERTRERRINE | A F T =2—R .
PN | WC | PD
Create Job owner - - O | Fkl% 17,
U.NORMAL - O - AV 8T NEFELT,
O - | NRU—FHEEAL PDF IZ LT, HIRZEEELTEA L
7 N7 bR FELT,
Read Job owner O - - FRE&E TV MRy 7 AN LEEZRIRL T, XESLE
o — % RIR,
O - - | FRRE& T AR v 7 A D CEZEIR L, HIRA FET,
(FMBISE TIZ & 0 SCETHIBRE N D,)
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O - - | NATU—=REESAL PDF R v 7 A6 LEABIR L, FHII
% AT,
(EIRNZIZ S A T — RA NN KE, HIRlZE TIC LD 3B
HIBRE415,)
Modify Job owner O - - FRE& TV v bR v 7 A0 B OHIFNZ W T, HIRIEEE %2
FAT,
Delete Job owner O - - | BRAE& T AR 7 A D ICEEHIER,
O - T | SAT— REEEA{L PDF 7R v 7 A6 30E 2 HilBR,
Job owner O O - | ¥ a THIBRICHE S SCEHIBR,
U.ADMIN

Table 7-4 D.USER.DOC(Scan)® 7 7 & A #if#

R BAETRERFIANE | AT =—XR

BRI
PN | WC | PD

Create Job owner O - - AXyFfa=y MIEfMEZEY LT AF Y /777

U.NORMAL A= a—lENDIEE (77 v 7 A5z kw) ZEEL

T, H™MEEFT,

Read - - - - L,
Modify Job owner O - - Create #/E Tt HEX € % F1T,
Delete Job owner O O - 2 a THIBRIZ M S SCEAIBR,

U.ADMIN

Table 7-5 D.USER.DOC(Copy) ® 7 7 & A i

5 e . —
HRAF BAERTRE 2RI & Pf; 5 \;CI ;D -

Create Job owner O - - AXyFfa=y MIEfMEZEY FLT, ab—RA=a—f
U.NORMAL D 2 B — % FAT,

Read Job owner O - - Create #{F % %17,

Modify | Job owner O Create B/FE CISHERE & FAT,

Delete Job owner O O - | ¥ a THIBRIZEE S SCEHIBR,
U.ADMIN

Table 7-6 D.USER.DOC(Fax send)® 7 7 &= Z i {#l

RAE BERRERFIRE | A1 ¥ T7=—X

>N | we | Bo BET ik
Create Job owner O - - AFyFa=y MIFEfREEY FLT . AF Y /777 X
U.NORMAL A= a—EEND T 7 7 AGESEE RN L TR & E17,
Read - - - - | L,
Modify Job owner O - - Create #/FE CICHR E & F4T,
Delete Job owner O O - 2 a THIBRIZ M S SCEAIBR,
U.ADMIN
Table 7-7 D.USER.DOC(Fax receive) D7 7 &z A #lf#l
B BAErRERAIAE | A2 T7x2—2R | BET ik
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PN | WC | PD
Create | Job owner(*1) - - - | TOE 0o#fE72 L, ST 7 7 2035 F a— R&HEELT
WRWNWT 7 7 2R,
TOE O#fEZR L, ST 7 7 Zpb F a— RafaiE L
777 Ak,
Read Job owner O O - BEIA TV ZERY I ANLT 7 7 ALEEFTRL, (H
LB a—%FER,
O O - N BEARY I ADDL T 7 7 ALEERBRIRL, LE S Ea—
TR,
O - - | ERHEIAEYRER Y I AND T 7 7 ALEEZRRL, FIR
FAT % FAT,
(FIRISE TIZ &Y 7 7 7 ZACERHIBRS N D.)
O - - AR Y 7 ADG T 7 7 ALEEZRINL, FHIRIESTZ2 5%
17,
FRIZETICE Y 7 7 7 AXETHIBREND,)
Modify | Job owner O - - EAR Y T ANG T 7 7 ACE AT A BRI, SAHRE
% AT,
O O - N EAR Y T AN T 7 7 ALEFERRINL, R,
Delete Job owner O O - WBEI ATV ZERN Y 7 AND T 7 7 AXEEHIR,
U.ADMIN
Job owner O O - | ARy 7 ANE T 7 7 ALEEZHIER,
Job owner O O - 77 7 ALEOHIRY a THIRIZME D 7 7 7 ALEOH
U.ADMIN 5
O O - | ARy 7 ZOHIBRIZHE D 7 7 7 ASCEDOHIBR,

Table 7-8 D.USER.DOC(Storage/retrieval) D7 7 & & |4

BIE | BAETRESRAIAE | A FTx—2R
PN | WC | PD

BAET Ik

Create Job owner - - O | Ny 7 AMRLEEET,

U.NORMAL - O - Ry 7 ARHFEERELTHA LI MY N EFEAT,

O - - | AFxy T amy MIEfREEY LT Ry 7 A A= —
EHEAOEAR Y 7 ZEEEL T, Ny 7 AMREE FELT,

O - N2 —REE{t PDF 2% LT Ry 7 AMRGFEREL TH A
LNV N FEAT,

O RAYT — Rt PDF RNy 7 AN 6 CEZRIRL | 7F
ZHELT, (BRENTSCERBIEE OEAR v 7 2B H#)
Job owner(*2) - - - | TOE O#fE7 L, M7 7 7 A5 F a— REHEL T
WIRWT 7 7 ARk, MBI A T Y ZER Yy T AT 77
AL E 2R

Job owner(*3) - - - | TOE O#fEle L, SMBT7 7 7 A6 F a— REHEE LT
77 I AZER, WESNTEAR Yy 7 AT 7 7 2A0E
Z R AT,

Read Job owner O @) - ARy 7 A0S LELBIRL, LET VLV Ea2—%2FER,
(77 ALEEHRL, 777 ALEOLET L E 22—,
Table 7-7 ® Read #{EIC L v SN D, )
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O - - | AR Y 7 AL LEABIRL, HIRL, #EF. 77 7RI
L 2HE B, a E—onhng 1T,

(77 72 AXFEOHMAZRLS . 77 7 AXEOHIRNIL,
Table 7-7 ® Read #fEIc L v filEI s 5,)

O - EAAR Y 7 ANLICEERINL, RE5, Fvrr—R B
g, I =W g FET,

O - | EHATYVZER Y 7 AN LEERRL, Fvra—FK
% FEAT,

O - - | RRU— KK B{L PDF R v 7 AL ICGEERIR L, 717
% FEAT,

(BRIFIZE AT — RATIDRME, REZETICL Y ET
HifrEh5,)

Modify Job owner O O - ARy 7 ANEXEEZRINL, MHE,

(77 7 2B ERL, 77 7 ALEORKEIX, Table 7-7
@ Modify #{EIZ X D HfE S5, )

O O - | Read #EGEE. HIRDICRWC, & HFRE & 517,

(77 7 ALFEOHMEZRL , 7 7 7 AXFEOHRNZBT 5
ISR E I, Table 7-7 @ Modify #{EIC L vl S 5,)

O - - HHI ATV ZER Y 7 ANLT 7 7 ALEEBRINL, Wk
@A),
Delete Job owner @) O - 8 AR > 7 A5 SCE A HIER,

(77 7 AEDHIBRZ RS, 77 7 AXEDOHIFRI,
Table 7-7 ® Delete #{EIC LV HliH S %,)

@) - - IRA T — Rif54k PDF AR v 7 296 CE & HI R,
Job owner O O - NN > 7 ZOHIBRICHE S CEOHIBR,
U.ADMIN (77 7 AXLEOHIRERLS, 77 7 AXEOHIFRIX.

Table 7-7 @ Delete #{EIC LV HliHl S D,)

Table 7-9 D.USER.JOB(Print) 7 7 &= & il

FRAE BAERRERFIRE | 1 ¥ 7=—X

BIES 1L
PN | WC | PD
Create Job owner - - O | 7747 FPCHLXEEZSERL, 7Y T A 13—
U.NORMAL THIMZ 2171, BE SRV TRIE& TV > bR w7 A

—RERIF SN CEE BN L, HIR % 3217,

(FIRIZE T X 0 CEITHIBRS 1L D.)

O - 77347 NPCOWCHOLXELRINL, XA L7 NS
U b EBFETR, BAE SRV TRAEE T Y v bRy 7 R
—IRHRAF SN CE AR L, Hb 2 51T,

(FIRIZE TIC & 0 CEITHIBR S L D.)

O - | 279472 F PCOWC »H/RRAT — RS PDF &
BIINL, FHIRZEELCTHX A VY MU v b & FEITE.
BAE ARSI TANAT — Rk PDF R v 7 26—k
TFENTCEEBIR L, HIRE F1T,

(FIRNZ I3 82 T — R AR, FIRISE TIC & e
HiRs2.)
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Read Job Owner O O
U.ADMIN Va TEIREFR,
U.NORMAL (/AT — Rig 5L PDF OZf59 Y a 7 &R <)
Unauthenticated O
Modify 2L,
Delete Job owner O O VaTRRENGY a T EHIER,
U.ADMIN GRRE& TV v bR v 7 ANSOHIMY 2 704, ¥ a
THIBRIC &0 CEBHIBRELD,)
Table 7-10 D.USER.JOB(Scan)® 7 7 &z A il
HRAF BRI RE 2R A Pf; 5 \;CI ;D i
Create Job owner O AXyFfa=y MIEfMEEY LT AF Y /777
U.NORAML Azma—EEMGIE (77 v 7 A5EERS) ZHEEL
T, HMEEFAT,
Read Job owner O O
U.ADMIN g S .
Va TRIRE IR,
U.NORMAL
Unauthenticated O
Modify L,
Delete Job owner O AFyFa=y MTEYFREZEATRY I, RS
PR CEEEZRITH LUIA My 7R —%2 T L, Ik
H Y a 7 OFIRE T,
(Y a 7HIBRIZ L W CEBHIBR S D,)
Job owner O O Va T RENLY a T EHIBR,
U.ADMIN (Ya 7HIRICE D CEBHIBRSND,)
Table 7-11 D.USER.JOB(Copy)® 7 7 &= R #l{#l
38 BRAEFIRERFIHE | A FT7x2—2R Py
PN | WC | PD
Create Job owner O AFyFa=y MIEfEEY FLT, ab—A=a—MH
U.NORAML [N D =2 B — & FAT,
Read Job owner O O
U.ADMIN e _
U NORMAL Vg TRRERTR,
Unauthenticated O
Modify 2L,
Delete Job owner O AZFyFa=y MTEVFERBEAERY I, RS
HEE CEEEZETH LUIA My IR —%2M T L, Eik
1 a 7 OHIERE FE1T,
(Ya 7HIBRICE D CEBHIBRSN D)
Job owner O O Va T RENLY a T EHIRR,
U.ADMIN (¥ a 7HIBRIZ XL W CEBHIBR SN D,)

Table 7-12 D.USER.JOB(Fax send)® 7 7 & A ##
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= 5 2 s —
#fE BRAE T RE 22 R I P;/i;cl :D Py
Create Job owner O AXyFa=y MIEMEZEY LT AF Y /777 A
U.NORMAL A= a—EENS T 7 7 ARG A BRI L TEE % 17,
Read Job owner O O
U.ADMIN g e .
U.NORMAL Va T RIRE IR,
Unauthenticated O
Modify L,
Delete Job owner O AF v Fa=y MTEYFREZEARY I, RS
PR CEEEZRITH LUIA My IR —2 T L, Ik
1 a 7 OEIERE FET,
(¥ a 7HIBRIZ XL W CEBHIBR S D,)
Job owner O O Va T RRENGY a T EHIR,
U.ADMIN (¥ a 7HIBRIZ L W CEBHIBR S D,)
Table 7-13 D.USER.JOB(Fax receive) D7 7 & A il##l
HRAE HAEFTRE 2R I;/i;; ;) I
Create | Job owner(*1) TOE O#fER L, M7 7 7 AMEH F a— REHEELT
WRWNWT 7 7 2R,
TOE O#fER L, 47 7 7 AmvDH F a— REBELE
777 Ak,
Job owner(*2) O BHEIAEYZER Y 7 ZAMb 7 7 7 AXFELERL, Hk
FAT & FEAT,
(HIRIZETIC LY 7 7 7 ALEITHIBR SN D,)
Job owner(*3) O ARy 7 ZAinB 7 7 7 ASLEE BRI L, FIRETE E
17,
(FIRISE TIC LY 7 7 7 ZACEFHIBRS N D,)
Read Job owner O O
U.ADMIN . o B
U NORMAL Va T RIREFIR,
Unauthenticated O
Modify L,
Job owner O O Va T RRENGY a T EHIR,
U.ADMIN (FIRY a 7o%a, Ya 7HIBRICE Y 77 7 ACELHI
FrREid,)
Table 7-14 D.USER.JOB(Storage/retrieval) D7 2 & A |4
= 5 2 s —
FRAE BRAERTRE 72 P; ¥ 5\;(31 :D Py
Create Job owner O | Ny 7 AMRLEEET,
U.NORAML O Ry 7 ARFEELTEA LI 7Y b EFET,
O AFyFa=y MIFfEEEY FPLT, Ry 7 ARXA=a—

B2 DEAR 7 ZAZ48E LT, Ky 7 AMpffa 4T,
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O - | Ry AMREFEERIEE L TR U — RIS PDF % A L
7 NTY b ERFET,
Job owner(*2) - - - | TOE O#EfERL, SN 7 77 A8 F a—REFREL TN
Ty I AZAG e T VAL EERFI AT ZAER Y 7 AR
1o
Job owner(*3) - - - | TOE O#efERL, SMBT7 7 VAL F a—REfRELI T 77 A
S5 77V AL EEARESIIAB N v 7 AR
Job owner O - - AR Y 7 206 3CEEZERL, Hb, #E. 777 A
U.NORMAL LDE. BE), aE—onFnng %7,

(77 7 2AXFEOHIMZ RS, 77 7 ZA3XEHEOHRIX
Table 7-13 @ Create #/EIC &L 0 Hilffl 41 5,)

O - AAR Y ANLICEERINL, RE5, Fvrr—R &
g, a—oWnTFhrrET,
Job owner - O - W ATV ZERY 7 AN T 7 7 ALEZERRL, ¥
U.NORMAL vu— R&EJET,
Job owner O - - | XRAU— K5k PDF R v 7 AnHXEEZTIRL, #RF
U.NORMAL & FAT,
(BRIFITIT SRR T — R AN BT, ARAE5E TIZ X 0 S0
HIfREh5,)
Read Job owner O O
U.ADMIN Va TRREFER,
U.NORMAL (XA T — NSk PDF OZ{5H Y a 72 %R<),
Unauthenticated @)
Modify | - - - - | 2
Delete Job owner O - - AFpFa=y MIIUFERHEAIY I, FfEHEAARY

T CHIE A TS LR by PR — % F L, 121k
1Y s T ORI E FEAT.

(Y3 THIBICE Y OB BHIBR SN S.)

O | - | - | AR 7 20 b OFMIEESTF LT, A b o T — %0
FL, #1Eh Y s 7 ORI E £,

(¥ 3 THIB% b SCEEFHIR S 20,)

Job owner O O TaTEENSY g T EYIE,
U.ADMIN

1.3. EES{cHlRE

FCS_CKM.1(a)

TOE 1%, IPsec #8818 DA ST THVS IPsec fIEBAED A miZ BV T, NIST SP800-56B, Revision 1 ¢ 6.3.1.3
iRk O rsakpgl-crt S RUTFLHE O H LT, #ER 2048bit O RSA FERIFr#EE £k T%, F7-. IPsec il {5 DO #E
ST 2T, NIST SP800-56A, Revision 3 @ 5.6.1.1.1 HiiZit#i® Using the Approved Safe-Prime
Groups (ZFL# D /1L 7T, Diffie-Hellman 7 /b —7 14 ([Z XD IERIFREEE ARk 55,

FCS_CKM.1(b)
TOE IZ. IPsec J#{2 DiEEBAAARE, HLUE SA FA 7 XA LR % O I3 C, FCS_RBG_EXT.1 (252
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#H O RBG TEIAZAAKL. 128bit & L<IT 256bit DX B84 42K T %, TOE 3. DRBG B%(CTR
DRBG(AES-256))ZFE O 42 & 30 RBG Z#t#EL | SLEE E 5,

FCS_RBG_EXT.1

TOE 1. NIST SP 800-90A (Z#£#L4-% CTR DRBG(AES-256)&. 1 DY 7 =7 T bt —JENSOERKE
3 RBG #3¥#3%, Ei CTR DRBG . Derivation Function & Reseed %Fl|f 9 573, Prediction
Resistance ¥EREIZEEL 72\, Y7 =7 = bt —JiiZ, CPU ONERREEIZ 8% 5.2 B4 E oy o — N4
REELTuy I T — RS ALER L — T ALER NS SR EE L CRY L — LB S TR oD i%0§%7ﬁy7i7'7
V&“%XEE“C“HX?%L raw 7 — X &155, Y 7MEFE XOR ZH W Craw 7 —ZIZ& A= hat—&E v bk

ZHLER, B a7 a=mr VT EFERL, By MRRO s hat— Ry i %, o —EELTH T
Do

TOE (X, ZORBG ZF AL TELEZE AL . w3 BUE(E BERE OIS 5-#E(JER 256Dbit & 128bit) A2kl :%Uﬂ%a‘é
TOE 2 ELEAER T 5EE. CTR DRBG T —F '77‘)711/(Entropy Input & Nonce) 3L E(Z7e 7256, = ha

E—REL TR T2V 7 =T 2R, LES A XD hat —HA L TR 2, J)i/bm: —fEix
NIST SP800-90A ™ 10.2.1 (Z/-R&EN S Instantiate & Reseed (2 E /= b —&(TOE D4, ‘IZﬂF:L
U7 AR EELFIC 256bit) 2L T, 7T Mt =R E £ T,

FIA_PSK_EXT.1
TOE %, IPsec HHOFFIEAHEL T, Tt 7 FAN—2OFFI LA HIFIHTED, TFANI—AOFH{IH
HHEZ, TiewiaT7 VIV A L& ANV TE v RMI~EREIND,
« TF A M — 2O H AT
>RE 22
> FIFH A RESCT « ASCII X%, F£7-1% HEX fi£
> SR o5 - SHA-1, SHA-256, SHA-384, SHA-512

FCS_COP.1(a)
TOE i%. IPsec #{ED ESP K 5{t.7 /LY R AL T, FIPS PUB 197 & NIST SP 800-38A |Zili & L7- 4t
128bit & 256bit ® AES-CBC ZF| 3%,

FCS_COP.1(b)

TOE I%. 7v 75 —MERED 77— L0 = THRFEIZEBW T, FIPS PUB 186-4 (Zi# & L7-#K 2048bit ™ RSA
FORNBL T LI LER TS, 7. IPsec #{E DY THIEIZHB T, FIPS PUB 186-4 [CiEA LR
2048bit ® RSA 7 VX NFE/ T INVAVA N (FHARK) & T P HNVELIRFEZIB W T, FIPS PUB 186-4 |25 AL
72885 2048bit & 3048bit ® RSA TV Z)VEL T VYR (B4 MEE) ZF 95,

FCS_COP.1(c)

TOE %, 7.7.1 ®IIFEDOT v 77 —MERRIZHE W T, L FOIDICL T VAV BARGEE W=7 7— L0 =
7T = A DRFEEAT), ZDH T, ISO/MEC 10118-3:2004 (ZHEHL4% SHA-256 1285/ 2l DR HZ2 32474
B
(1) TOE 737> RSA ABA#EGHE 2048bit) TF VXNV BH T — 2515 505,

(2) SHA-256 TT77—ALUxT T —ZD i affizFit+5,
(3) VEQDEZE LT D, —ET LT 7 —LU=T T —ZNIEF CThH M5,

F72. TOE (%, IPsec @5 IKEvl #FE7 LTV LELL T, ISO/IEC 10118-3:2004 (Z#EHL 2 SHA-1,
SHA-256, SHA-348, SHA-512 (&5 2 HEOE HEFTT 5,
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FCS_COP.1(g)

TOE (%, IPsec @523\ C, FIPS PUB 198-1 TE# 415 The Keyed-Hash Message Authentication
Code. FIPS PUB 180-3 TEF%X415 Secure Hash Standard {ZHELT 5 Fitd v oAy —U38GEIC LD
ESP #3345,

A v—UH A TR ME 160, 256, 384, 512
- J# R : 160, 256, 384, 512
cBEET AU XA HMAC-SHA-1, HMAC-SHA-256, HMAC-SHA-384, HMAC-SHA-512

FCS_CKM.4, FCS_CKM_EXT.4

TOE 1%, IPsec 115 THIH 328, M BIORAFIELAEIED F15% Table 7-15 12T, HHEICL S TRIES
AT A #E, IPsec AEEDO 7T AN —MEL, BIfIAZHAAR 772 SSD IZIRFFSND, EHEE DNZNHDOHEDH|
Bra 91T L7-HE, 0x00 C LEEHIFRT S, IPsec T HIND By al #E(— 2R 5813, RAM _EIC{R7FES
Wb, ZIHlE TOE OFEJR OFF (IZID R AT- D HIBRE LA,

Table 7-15 SO & HEE

i PRAFSE S £ I WEED Sk
HAT A FHEIZL > CRRESNT-FH] | SSD FHEHEIC L 2 FridA IR - 4 | 0x00 T LEEFX
HATHE B (RIEHEIEEEEEE) HIlBR
BHEIZL - THREINTFH] | RAM IR OFF —
HHEE B L CAER L i
PagN-: IKE FH 4575 il RAM EIR OFF —
(IKEvl 7 =— X 1 TR EN
%)
IPsec FH LA Al RAM EIR OFF —
(IKEVl 7 = — X 2 CTAE S
%)
TTA =k . N SsD EEEA IS K D AEIENIRR (A5 | 0x00 T L&
ot IPsec FEBHED 7T A ~— Lt . i
IPsec @ Diffie-Hellman 75 4 X | RAM HEJR OFF —
— N
(IKEvl 7 =— X 1 TR S
%)

1.4 BiSHEEMAE

FTP_ITC.1
TOE 1%, Table 7-16 (273 IT #gs & Di@E 128\ TC, IPsec 7 bV EFH T 5720, Fr /LT — XYL
TIEEENAZ LT,

Table 7-16 IT ##5 & DE(E

TSF 2537155 IT #e2% 7 han
SMTP #—/3— IPsec
SMRRRRE Y — X — IPsec
DNS #—,3— IPsec
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TSF 23%FF1 3 5 IT #2% =0 =97
a g —N— IPsec
WebDAV H—/ — IPsec
SMB #—/3— IPsec

FTP_TRP.1(a)

TOE |3, EFE#E M TOE 2V —NEFEL4 55516 L T, 7947 h PC 75U TEIES S WC 24 Ht4 5,
TOE &£2754 7+ PC MO g 1%, SEHEE/ A TS IPsec 7rhaLZFI T %, VE—NMEHDI-DIZr T4
7ok PC 75 TOE ~7 78 AL7-Hi . TOE 13 IPsec 7 uh=/L TOIHBEZBLEL | 3 A 0OFBE . WE T — &
WNHDOREL | BE T — X E DR INEIRIET D,

FTP_TRP.1(b)

TOE 1%, FEFH CRWFIHZE N TOE ~JE— 272 T25HEEL T, 7947 PC 0757 CEfETS
WC L7V HRTGANR—%429 %, TOE £2F4 7k PC BOBE 1L, BEHEIEE /A THS IPsec bz %
FIHT 5, U= T 7 BADT=DIZT7AT >k PC 776 TOE ~7 7% ALK, TOE |% IPsec 7' h=/LTD I i
1E2BAMEL . MO & BET —ZIRRNSDRHEL | BET — AW E DR ME T D,

FCS_IPSEC_EXT.1
TOE i, RFC4301 (ZHEHLT % IPsec 7 —F7 7 F ¥ & K245, BELH DA, IPsec 7 mh=/LEL TR adix
EMEARRE, BHETELON, Fro IS OREE LT D5 LIT TR,

«IPsec h 7B ALRE : bT7 VAR —bE—F
kX =2UF 7 han: ESPRFC 4303 |2 #E#L)
> ESP i 5k 7 /L= U X4 : AES-CBC-128, AES-CBC-256(RFC 3602 |Z ¥E#L)
> ESP #aE7 /L =Y X . HMAC-SHA-1, HMAC-SHA-256, HMAC-SHA-384, HMAC-SHA-512
- R #7X  IKEvI(RFC 2407,2408,2409,4109 |2 #EHL)
> IKEv1 5k 7 L2 X4 : AES-CBC-128, AES-CBC-256(RFC 3602 | 7#lL)
> X I —3 3 F— K : Main Mode
>SATA T HA N
® 7 - —X1® SA : 600~86400
® 7 -— X270 SA : 600~28800 F»
» Diffie-Hellman Group : 7 /v —7 14
> ESN : M%), A2h(RFC 4304 |2 #E4L)
< IKE FBRES X T UXNVELRSA), T X A b _X— 2D H A #E
> TFUHIVEL
® RSA-2048 (BAARK. B4 ML)
® RSA-3072 (B4 MF)
® BAFT LY X4 . SHA-256., SHA-384, SHA-512(RFC 4868 (= #EHL)
> 7 X A R R_X— 2 DEFT A S
® HHLE ST D HEA A - 22 X FEOXFHI(ASCII SCFH, F 7213 HEX #)
® JBAET /LY XA : SHA-1, SHA-256, SHA-384, SHA-512(RFC 4868 | L)

F72. TOE % IPsec tx 2V T (R —F —H~_X—Z (SPD) &R L TEY, BHE IV FOBRENTED,
«IPsec R Y o —:IP X7y hOEBEIEE L T, TNEFNDORMIZEE L2 IP N7 v Mokt UIRGE -
Wil - WIED O L EOEMEERIT O MRIRTE S, IP X7 v hO&MEE LTIETCP < UDP %407 1
Fa, "=k, EETLIPT FL A, FELRIPT FLRAENRETE S, IPsec RN > —I1ZIP KV
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V=T N—T1~10 D 10 I NV—T ETHRETE S, 1 DOBEMTIZ, #ED IPsec RV ¥ — 0% E
SNTeHE, IPsec AR U 2 — 27 /L —7 1~10 OBERIAFIZEE D 63, FEloOESeafr TEMEN EH S
"o,
R | fRE > BEEE > @ B
T TN T ar: IPsec R Y =BT HDIREN 2o T-GEOEEEL TR LB T 5,

(ZOBEIWCOWTEEFICR L, WELBIRT D LI VA XA THRRLTND,)

> EFE - IPsec RN Y O —DOREICEE LW IP X7 v MIEET S

B : IPsec RN Y O —OBREICEH LRWIP /N v Mdi@iE w5

1.5 %) T4 EEHRE

FMT_MOF.1, FMT_MSA.1, FMT_MSA.3, FMT _MTD.1, FMT_SMF.1, FMT SMR.1

TOE (%, AR L TRl B RE A 1R (3%, B BIKAE I, RS 27 == ZpD D A E R HE
Trd, TVFRTAN—IE, BEEEREL SR L 2V, B RSB LI WC T FREOE PR REA F24T 3 D MIHI I
BT HERIZIE, TOE ~OkBIFRREN RS, RIBRETE HEREZFIH T 52813 TERW, v/ A, FIH
F2A# (U ADMIN, UNORMAL)Z BJ#AT | B B Elizn s 7o M ETHERF 5, FIIE D&
RSN TOZRWE B RE AR § 52413 TE 2V, TOE (L, Table 6-2, Table 6-3 O7 7 AHIHIZI T, &
Fa )T —BIEOHMEL L CTRIHE LE T — 2  FIHE Y 2 77 — % 2k L7 — % FI % @ User ID %41
WUETDH, 777 AREHREIZEVERSNOFHEXET —5 ., FAIHEY a 77— 213, TOESOFHE
X TRk EN D2, EX =2V T 4 —BIEOEE L L CTERA O User ID 2% 5T, 77 7 A%(F
MOT 7 AfHEZERT 5, TOE %, #HEE LTHY B THNT User ID & EEX T HHREALFF7272
[

Table 7-17 HFEEFICREINDEEEEEE

B HEERE s FrAl S oy | BErTRER A &
= SV
o PR TOE ORIfI# B User 1D 255 om—F —D %/ | Bk, 250, 8l | BbEH0, WC

HIBR, o — AT — R OB GR/AE T —ReF T | B

DR EIR ., HERERIFR O & B /MR, & B HEIR
DA GIHIBREATH, —W — B RS- F 38 53
BT a7 BB LT, X 2T 1 —BMED
WIHfEEL T User ID 23i%E S, Table 6-2, Table
6-3 OFIHE T —2T 7 ARIENERSND, 2.
a—P—%HIRT oL Y% — =D EETHD
LELHIBRS LD,

BHHE NRAT—RREH | BRE AT —RERET 5, LG HAR, FEE R | A8 o YA %
B AT —RZET 74V MENR E ST\, AR S
BEDORE FH BT, BV U EFLENHRELE
HID,
o— P —FBRERR ERERE 22— P —FREHF OB EEIT), AMRIEETGE, JM | 25 BfE v WC

P N —RRRE, ARILE A S — N —FBRED W
NDPEEIRT D, BV b A CEEFIL, WICAREE
B FERE CAIFRRE S 41 5,

SNEGREE Y — N — R E | SR — N —FREE T TR T AN — N — | Bk, AR HI | BE L, WC
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B EEERE A Fra S | BIERRRA X
1E Tr—2A
HéRE D EEFT, 53
AR E S B E O 2 | BRI B O BB A% ET 5, FIAEOERELZ | 428 B2V WC
HRERE FRRERPR RIS, 2O EFIZZE LI, TOE 133%
BHIHE T DRAEE LTS,
BEF DGO R | HE LR B BEICET A8 IVE S | £ B2V WC
MR IR R D25 ke AVEBE ORIENME SN A | FRAEE 1L 2N R
PRENDLETORFMZ R ET D,
AL B (Vb A | BRRERBRIEIERZ 2V T 288, ZOBIEIZED, Bk | T BE 2V WC
BHFLINDOIVTHERE | A BRHE LIS ORI HF OFGHE L& k322828
TED,
PSAT=RNBHOETHE | SRV =R (SR =N/ TR EL BT O | £F BfE L, WC
fiE WA - BREATI,
X2 UT LR EW | BX VT LR EDOR R, B ERET D, B BlE L WC
i3 ANCHRE LI, EX 2 U T A HEEDS D E NI
BRI o EE X o 7 REIC—FEREL, 2O
ExHERFT 5, x> hU—2 %4 L7z TOE O EH
BEE, AT AKEE (RS-232C U/F i),
Xy bU— 7 REE YRR 22 & ORI A3 AL
L&D, FIAFENEEIE S N MEERITOREL H
BET LG E, BhE R A £R L, %lJﬁﬁ%éx%&ﬁf
O IR L728BE, X = U T ¢ bR e
NCER I D,
H R D28 EHERE ARHERZRET D, BEMNRFELIRAELIS A, | £X BE 2V WC
ZO A RE A A v SRR SN D,
VAT LA =Ry M | BEARIAVEMET DO AT LA — MU vy FREH | AF B2V WC
D2 T e DEEEIT .
HB#has7yhEH % | WC EBEP O AEns 7y NG OR EE1TH g WC
BRI
S RS PR AR EEHEEHIETHD IPsec BIEDORELITI. | Bk, BH, Hl | HfE 31, WC

IPsec B 5% €. FAi AR E. [Psec iE I ERE

DGk, ZEH | HIER

73

T T — 3R ERSHE

FwhU—73RE (TOE @ IP 7RL- A, DNS #—/3—
D IP 7RV A R—hE5%, NetBIOS 4 %) DX
fk, ZBHEEITH,

R

Cd

BBV WC

Ay B ERSRE EEAMAEEO AN/, BMAEn s ORSTE, usY | Rk AH R 2L, WC
—— BENREGERGOREL, BEErS DOE(EEH
BREAT,

Ry 7 AR PRk RE ARy 7 ADX Gk, BEER 7 AL DOEE Ry s A | Bgk BEH | #5110 WC

INAT — R DX/ 8 0
). HIBREAT,

N el Aed OF LAY

SR ATV (5 R EREAE

SR ATV AR OH DR, BH AT ZAER 721
AU — R DRI F 51T,

BBV WC
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EHRERE A Fra S | BIERRRA X
1E Tr—2A
=P —RRAT—FRE | 2=V — S RT—FOFEREEITH. FIAE L HHR | £H BE 2V WC
BERE A HEDZ—P — AT — R EE AN TE
D,
Ry A% PRRERE T ANR Y7 ADBERAATD, Fio, FIRENITATHM | Bk, Z258, §l | #E %1, WC
ARy 7 ZZH U TCEFE R I AL OEE, Ryr 28| B
AT —ROBGIEE ifgH 2 —F—DERRE)E
HIBREAT,

FPT_SKP_EXT.1

TOE 1, IPsec {5 CHIH 20 5# DD | BHEF IZL> TR ESH- Faidi g #L IPsec AEAED 7T A~
— M A AR T REAR RIS AL — U T D SSD ITIRIET D, TS OIS S8, RAM (IR fF 9%
(Table 7-15 M), TOE (I{RFSN-FRIIAGHE, 7T A4~ — Nk, 582 S 9 DR REZ IR IE L 22\ 20 | Fil
RE N TOE OEAEIZEVENLEFEAH T 2L TE722\0, TOE (%, MFP A{£12 RS-232C IF 324 L TWL523,
Y T ELS LS TWAT=D  FIAENZOA L ZT7 2— 2 &R L T, SSD ONET —# 2B HTZliT T
720N, FE7-. RS-232C IF LIS, TOE DA SSD O T — 2% B 9 (0 27 = — A& FHEL TV,
SSD [T HAHAAR ] 72 AR — U TH DT, FIHFE D SSD ZHVF L CTHNERT — X2 T HdZ &1ZTE220, L
FOZENE, FIREIRFSN-ERL A, 7T —ME, B S A2FE AT lITTER,

7.6. BEREHAE

TOE i3, BB R HERITH L TlEAR Y 2R, fldkl, n/ ¥ — " —~&EFT5,
FAU_GEN.1, FAU_GEN.2

TOE 13, U FOFRREEAMRFRLL, FRIAERLEE ARIR), FROFR], $7 2= NlBIE .
FROMRE IR T D,

Table 7-19 BEEXNREH—E

BARELR ID (B 7 V=7 MNlBIE® *1) (S
W —FREED E S Admin ID/User ID/A%4% 1D OK/NG
TR ATV SZAE R Y7 R SAT — RERGED FHE User ID OK/NG
P ERERE IS LA BBk, S HIBR Admin ID OK/NG
2P — AT —RDOEHE User ID OK/NG
ﬁ@ﬁ%‘/\"xvgszgﬁ Admin ID OK
YRR E DA E Admin ID OK
IERFRREY — R —BX B DX Gk, 225 Admin ID OK
FRREI R E IR R M D25 5 Admin ID OK
HHE RO B L R TR DS T Admin ID OK
FRFELHIAI % (U.BUILTIN_ADMIN LISh) o207 Admin ID OK
INAD — R B ZE AR HE Admin ID OK/NG
X2V b E—NREDE R Admin ID OK
H RE D28 5 Admin ID OK
VAT KA — Ny M O 2 H Admin ID OK
HB)ns 7 7 M O 248 5 Admin ID OK
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AR ES ID (B7 V=7 NEAIEHR *1) (S
AR RUBEE B E DBk, L HE, Bk Admin ID OK/NG
Ty T — IR ED bk, K HE Admin ID OK/NG
A 7 TSRO Bl 4a Admin ID OK
A TSR REOK T Admin ID OK
EiAn /B RE OB R, A Admin ID OK
Ry 7 ARG PRBEREIC KD AR Y 7 AD Rk, 255 | HIBR Admin ID/User ID OK/NG
SR ATV ZAF R E PR RED Bk, 22 Admin ID OK/NG
TV WY a TR User ID OK/NG
ZV NV a T OHIR User ID OK/NG
AX X Va TOERE User ID OK/NG
a v — g 7 OHIR User ID OK/NG
T AEEY a TORE User ID OK/NG
77 I AZIEY a T O%AF VA7 A ID OK/NG
77 7 AZAFE Y a 7 O User ID OK/NG
BRIEY a 7 OBRAF User ID OK/NG
T 77 AZAGEY a T ORAF VAT A ID OK/NG
A7 a 7 OHIR User ID OK/NG
RAFY a 7 O%G User ID OK/NG
RAFTaTO7 77 AEE User ID OK/NG
WAEYa 70X a— R User ID OK/NG
BIFEY a 7OBE) User ID OK/NG
RAFY a 7 OB User ID OK/NG
A7 2 7 OHIBR User ID OK/NG
IPsec & v v a VRS DRIR VAT A ID errNo(*2)

CLDFRBIFRGERTIC R A LB R ELRO IDE 7 V=7 MRBIFE BT, R ID W) [EEfE %2R é% 15,
T 7 ARG TRRBEREE AT O AT AID ([E Bl : 3 A7 2 (MFP)) Zit 6k 35,
IPsec Ty al ST ORI W TH Y AT AID ([EEfE : > A7 5 (MFP)) Zit#k 45,
(*2)"1414" (X =7 i8(5 (IPSec) DKM 72 E DFTED =7 — NS b,

FAU_STG_EXT.1

TOE 1%, BEEMEDO A D/IER), BB a s ORS Fik, vrh— — BEEERFOREL, BErT OXEL
HIBRZ B e D A v/ & B RE 21 it 375, v/ h— 3 —(X, WebDAV $— —%F|H 75, B0
OB IEIZHEREEEZREL, IPsec BE2FHL T —N—~Egn s %6555, TOE tu/ i — —
[f IPsec {F 1%, @15 FHM(E & HEERRICLVRE T D,

TOE 1%, v/ t§#zans 774/ TCTOE WO a— A WARIFRERIC —FRRAFL . BB E S TR E L7 A B
HLLIIRE L/ BB EICELEGA . b I EENEE o/ R EE2FITLESG A XML 7 —X 28 L
TR — =K ET 5,

TOE WIZ—KpfRfFEiza s 77 A/uid, XML 7 — XA # %S LI E BB N A 7 HIRE S TU-RE, Hl
brd %, XML 7 —2E, v —_"—~DEETTH. ROZ 774V D XML 7 —2ZHOERITHIBRT 2,
TOE Rz —FgFESNITZnl 7740 XML 5 =4 ~T 7B AT HA L F 72— AL, BEHEICIDER S OXE
LHIBRDZTHY | — AN HESLHEBEE N A IEIZT 7 EAT LI LI TERY,

S T —JEERETas Y — " —cn R EEE TET, TOE WOa— I VRIS /27254
FAT CELHERRILLL T OBBRICHIBRE LD,

- B OFF IC X 2t v JHUSHERE DR T
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« 22— W —FERE (BAEASFZ AN DEHE v 7 A o DHFF])

CEHE I oEAr 7EE, b LITHIBR
BHENEAR 7 FEBLUTEE 7 HIBRZ FATL . v — IV ERAF I O AR BB M S N D Z LT HilBR A%
PrSD,

Table 7-20 EE&ERS 5T —XDL4E

A 75— 2 QR H s
o 7 fE R ORE Ik SSD (21595
o JfERIZa 77 7 A0 LT—IREF L, XML 7 — X IZEHBR L Ta /

P R—ZEET D,

077 7 A TR 4A0MB RIFFTEE T, TREWTIDX A I 7T,
0 7Y —R—~DEED T XML F— Z ([CE#T 5, Bk, Yi%n

7 7 A VITHIRT B,

o JIHEHROREE; A4 X CEHENRELARD LS EERMRIGELZRA

+ 36MB |23 L7284

CEHENEAO JREEET LSS

XML 7 —#dr 77— _"—ZkE#%, RO XML 7 — % B4R I 5 B
WCHIBRT 5, BERBOBAE. KK T6MB (2277 7 A /L 40MB, XML
5 —#% 36MB) 7% TOE NIZ—FHREFES N5,

FPT_STM.1
TOE 137y /i AL, FHAE DI TOE ORAIZZE T a2t 42, Bdn /2 DR 2 1E
Wiy 7B REN DR ES LD,

1.7. EEFETERRE

7.71. 7w T T— e

FPT _TUD_EXT.1
BERFE L, BE SR B LLIE WC TR BIGRGES . & B ﬁf77~A9:7f\~/5/0)6§p % F T TED,
Tl BT, 77— LU =T T —HET UHNVELT —HEREMNLT USB AEV% TOE (2355, #{E 1L
THBIRRRERL , EEE W C7 77— =T OT v 7T —MERRE EITTXD, 77— LU =T T —XITE, VAT A
arhr =R )harta—Jtno AT 7 — a7l SHA-256 ([ZE-» CTEHLEE 7 7—LT T DO/ Ny
Y afEIEHR (7.7.2.Z50# 0 A O 7 AMERE TR 32) BREEN WD, T UXVESL T — X1, SHA-256 THIHH
LIz7 77— A0 =T T —HDs/ Ny 28125 LT, FIPS PUB 186-4, “Digital Signature Standard”{ZF2#> RSA
FUHNVELT N X LFER 2048bit, B4 A% —24 PKCS #1 Ver 1.5) TBA LT —4Th D,
EEFENT 7T —MERER FATLIZRE, TOE I3/ AN— V&2 BT 2R RSA AR # (BE 2048bit, i
KFIZ TOE IZAVAM— LS TWD) AL T, 77— AU =T T —XDOT VXV EL RGEE i35, B4 MGk
WRIGUTZG AR, B E SRS Z KR, 77 — A7 =7 OFEEWRZ ERIIAT D7, B4 MRFEA I LT
BBl 77—z T bR T 7 — AT Oy 2B EA ANV T D, T UXVELRGED FIRIX, TR
DAy,
(1) TOE 735> RSA AB#HEE 2048bit) TF VAV EHL T — 45 H 5L 15,
(2) SHA-256 T77—AU=T T —XDO/ v afizfBi 325,
3) (DEQDfEEEET D, —HTIUXT 77— LU =T T —FNIER ThHHEHIMT 5,
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IJILJ T%Zg

Table 7-21 B&.7 A b+
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SHA-256 THI L7/ 77—V =T Oy vafis, 7y 77 —h
VAT LA b —THOKE | BEETTOE ~1 v A b=V &Ny ¥ 2 EERICFREE STV 51
Tr—hy=xT MW—ET D L&A, TOE THMT LI ZLTA 7TV by o
ERFEDOX G L 72D,
B E 7 L2 ) XAk 2 BEEfET A - KAT test for SHA-1, KAT
test for SHA-512, KAT test for HMAC SHA-256, KAT test for AES
Wb A4 770 encryption (CBC, 128-bit key). KAT test for AES decryption (CBC,

2 T3 Y XA SHAHMAC % | 128-bit key). KAT for RSA 2048-bit (PKCS #1 v1.5), KAT for DSA
(signing P=2048/N=256; verification P=1024/N=160). KAT for
Diffie-Hellman % ZEfi,
Ty hab—JHE LCRIATS Y7 by =7 %% E L., DRBG BH#®

5 e 1477 ~VAT A K (NIST SP800-90A @ [11.3 Health Testing| (23 &

7A=Y X4 : DRBG Instantiate, Generate, Reseed DFEREICOWCEEMfET A ) &%
i
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TOE NEIEFT LT 77 AA 57 2 —AOF| ] IEEL T, DR ERRE I LT2ANH FAX #§ER0OD7 77 A 5 L
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1E. EFERIA T IEOR U 77 AL EL T THD,

TOE I, 777 AET LMEREAE FZEEL TEY, Super G3 7harBI O G3 Fuhalz iR —r45, 777 AE
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LAN MO %o b0 —2 7V D% o+ DR RER R T2 720,

PLEDZENS, FIEN TOE O7 77 AA BT 2 —R& FAWTHI A TEXHDI, 777 AEZEDHTHD,

Uk
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