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PUSER.AUTHORIZATION To preserve operational accountability and security,

Users will be authorized to use the TOE only as
permitted by the TOE Owner.

P.SOFTWARE.VERIFICATION To detect corruption of the executable code in the TSF,
procedures will exist to self-verify executable code in
the TSF.

PAUDIT.LOGGING To preserve operational accountability and security,
records that provide an audit trail of TOE use and
security-relevant events will be created, maintained,
and protected from unauthorized disclosure or
alteration, and will be reviewed by authorized

personnel.

PINTERFACE.MANAGEMENT | To prevent unauthorized use of the external interfaces
of the TOE, operation of those interfaces will be
controlled by the TOE and its IT environment.
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®4-1 HHREH

AT

RITEZRAT:

A ACCESS.MANAGED

The TOE 1is located in a restricted or monitored
environment that provides protection from unmanaged
access to the physical components and data interfaces of
the TOE.

A.USER.TRAINING

TOE Users are aware of the security policies and
procedures of their organization, and are trained and

competent to follow those policies and procedures.

A.ADMIN.TRAINING

Administrators are aware of the security policies and
procedures of their organization, are trained and
competent to follow the manufacturer’s guidance and
documentation, and correctly configure and operate the

TOE in accordance with those policies and procedures.

3 "correctly configure" (21X, #lx1¥ 8.2 HEFHE] @
(DD XS NENE LD,

A ADMIN.TRUST

Administrators do not use their privileged access rights

for malicious purposes.
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CC Common Criteria for Information Technology Security
Evaluation (&% = VU 7 ¢ 7l & %E)

CEM Common Methodology for Information Technology
Security Evaluation (z3 = U 7 ¢ 2l /7 15)

EAL Evaluation Assurance Level GHE{&GEL L)

PP Protection Profile (m7 27 v a7 a7 7 A/L)

ST Security Target (¥ %= U7 4 ¥ —%> > )

TOE Target of Evaluation (FFli%}42)

TSF TOE Security Functionality (TOE& ¥ = U 7 ¢ f#E

A ECHEH SN TOE (BT K5 % LA FIrT,
MFP Multifunction Product (7 3 % V#EAHE)
HCD Hardcopy Device

AP EHTHEA SO EEZ LLTIRT,

Hardcopy Device (HCD)

A system producing or utilizing a physical embodiment of
an electronic document or image. These systems include
printers, scanners, fax machines, digital copiers, MFPs
(multifunction  peripherals)) MFDs (multifunction

devices), “all-in-ones,” and other similar products.

17727 A BRI ROVICA L =Ry ML TT7 7 7 ALEHED %
ZAEEATO AV =R T 7 I ADZE,

TOE Owner A person or organizational entity responsible for
protecting TOE assets and establishing related security
policies.

TSF Confidential Data | Assets for which either disclosure or alteration by a User

who is not an Administrator or the owner of the data
would have an effect on the operational security of the
TOE.
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TSF Protected Data

Assets for which alteration by a User who is not an
Administrator or the owner of the data would have an
effect on the operational security of the TOE, but for

which disclosure is acceptable.

U. ADMINISTRATOR

A User who has been specifically granted the authority to
manage some portion or all of the TOE and whose actions
may affect the TOE security policy (TSP). Administrators
may possess special privileges that provide capabilities to

override portions of the TSP.
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U.NORMAL A User who 1s authorized to perform User Document Data

processing functions of the TOE

User Document Data

The asset that consists of the information contained in a

user’s document.

User Function Data

The asset that consists of the information about a user’s

document or job to be processed by the TOE.
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