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(—f&F| % / a normal user) IR

A User who has been 1dentified and
authenticated and does not have an
administrative role

U.ADMIN Pkl S Av, WREES N FIHE CEEEER 2R
(¥4 / an administrator) VAl e

A User who has been identified and
authenticated and has an administrative role
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User Document | Information contained in a User’s Document, in
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User Job Data Information related to a User’s Document or
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TSF Data for which alteration by a User who is
neither the data owner nor in an Administrator
role might affect the security of the TOE, but

for which disclosure is acceptable




JISEC-CC-CRP-C0684-01-2020

B vl

FE#

D.TSF.CONF | % ® TSF 7 —
o

Confidential
TSF Data

T—HOFAEFHETHRL, FHEEE L FZ220
FIAFIZ LT, BEELITHI A I TSF
T—40, TOE OtXx=2 VT ¢ T2 E2 KIFTT
NH LIRNE 57 TSF 7 —4#,

TSF Data for which either disclosure or
alteration by a User who is neither the data
owner nor in an Administrator role might affect
the security of the TOE
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An attacker may access (read, modify, or delete)
User Document Data or change (modify or delete)
User Job Data in the TOE through one of the TOE’s
interfaces.

T.TSF_COMPROMISE

WBE L, TOEDA > X2 7 =—A%E LT, TOEN
DTSFT —H ~DORIERT 7B AZGL0E Lt
AN

An attacker may gain Unauthorized Access to TSF
Data in the TOE through one of the TOE’s
interfaces.

T.TSF_FAILURE

TOED#EAENFF ] ST HE . TSFORRIEENIC L -
T, Ex2 U7 s ORRZHIEE TN Liteuy,
A malfunction of the TSF may cause loss of security
if the TOE is permitted to operate.

T.UNAUTHORIZED_UPDATE

BBFIL, TORIZARERY 7 =T %A VA h—
VT D E LR,

An attacker may cause the installation of
unauthorized software on the TOE.

T.NET_COMPROMISE

BBFIT, *y VUV BEEE=F— LIV #E
L7352 LT, #HEFOT—FIIT 7EALE
D, TOEOEF=2 U7 1 2fabpfb L7c 72500 L
7R,

An attacker may access data in transit or otherwise
compromise the security of the TOE by monitoring
or manipulating network communication.
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P.AUTHORIZATION

FIRAE R, SCERPE K OVE BB RE 2 BT D A HE
[RZ A5 ST b n,

Users must be authorized before performing
Document  Processing and  administrative
functions.

P.AUDIT

X2 VT ABET 7T 4 BT g ITEEIRRITR
ERod, FhokiRTrvaron 7idiE
Sh, AMBIT= T 4 T 4 ~FfE SR iE e b
720N,

Security-relevant activities must be audited and
the log of such actions must be protected and
transmitted to an External IT Entity.

P.COMMS_PROTECTION

TOEIE, LAN EORODT /A A L | L 25 T & 72
FAUERR B0,

The TOE must be able to identify itself to other
devices on the LAN.

P.STORAGE_ENCRYPTION

TOENFIHZHE XL ET — X £T2I3MEOTSFT — % %
B AZ A AT RE 7R N FEME A b L — U T N RITRAF
T 5546, TOEZZENODOT NA A LEDZ DX H 7
TR e LTS L,

If the TOE stores User Document Data or
Confidential TSF Data on Field-Replaceable
Nonvolatile Storage Devices, it will encrypt such
data on those devices.

PKEY_MATERIAL

FIRFCET — 2 E12IWEOTSFT — % OBHIA
BATRE 7R RIFFAEA N L— VD72 DR B8 D Ak
WZHET DL 97, X0, vr~R 7 ML F
TXZOMDOH B HEIE, RIERT 7B AR
ESNRTNITRERND, POZDA =TT
A A BIRAFS LTI By,

Cleartext keys, submasks, random numbers, or
any other values that contribute to the creation of
encryption keys for Field-Replaceable Nonvolatile
Storage of User Document Data or Confidential
TSF Data must be protected from unauthorized
access and must not be stored on that storage
device.

P.FAX_FLOW

TOENPSTN 7 7 7 AfkRE & 2t 9554, PSTN
7 7 7 AlEl#k E LANO B Sy B2 RRES 5.
If the TOE provides a PSTN fax function, it will

ensure separation between the PSTN fax line and
the LAN.




JISEC-CC-CRP-C0684-01-2020

4 AR &M & ST MR D AR

ARETIE, BET DHE 2K TOE OFHOHWIZAH M7 FH e LT, ATOE %
T 5 728 ORIR S M OCEH BRI DWW TRER T 5,

4.1 FRARVIREICERYT SETIREH
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A.PHYSICAL

TOE, K OTOEDMRG F 7213 5T — & Ofifid
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Physical security, commensurate with the value of
the TOE and the data it stores or processes, is
assumed to be provided by the environment.

ANNETWORK
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The Operational Environment is assumed to

protect the TOE from direct, public access to its
LAN interface.

A.TRUSTED_ADMIN
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TOE Administrators are trusted to administer the
TOE according to site security policies.

A.TRAINED_USERS
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o> CTOEZMEAT 5 L 5 #ABNMAEZ T T D,
Authorized Users are trained to use the TOE
according to site security policies.
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TOSHIBA Universal Printer Driver 2 (Version: 7. 212.4835.14)
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Internet Explorer 11
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