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1.  ST#EER (ST Introduction)
AETIE.STSHE. TOESHR. TOEBIE., $LU TOE G ICOVWTEER T B,

1.1. ST S (ST Reference)

AREITIE ST DA IEHRERLRL TS,

Fuji Xerox ApeosPort-VII
C7773/C6673/C5573/C4473/C3373/C3372/C2273
DocuCentre-VII

RA M- C7773/C6673/C5573/C4473/C3373/C3372/C2273
N=RF42ADDLEEHE. AE—. TUV M TPDA AFv U
REMREETIV

t¥ai)T1a-5yhk

N=I3y: V 1.05

*¥178H: 2020F& 7 A 17 H

R EXPOVIAMK=H

1.2. TOE B (TOE Reference)
AREICIE TOE OFAITEHRZEL R T S,

Fuji Xerox ApeosPort-VII
C7773/C6673/C5573/C4473/C3373/C3372/C2273
DocuCentre-VII
C7773/C6673/C5573/C4473/C3373/C3372/C2273
N—FFARODEEEHEE. IE— TUU M TPDA AFv U

TOE £&:

BEFEETIL
ller ROM Ver. 1.3.
TOE ®){— Y Controller RO er. 1.3.8
Fax ROM Ver. 2.2.1

A TOE (&. MFD RKICEDER SN N\—FTAADD L EEHEREE. Q8L TUV MggE. 77D
ARES LU AT v KRR EE R LI LA TORETH D,

Fuji Xerox ApeosPort-VII C7773

Fuji Xerox ApeosPort-VII C6673

Fuji Xerox ApeosPort-VII C5573

Fuji Xerox ApeosPort-VII C4473

Fuji Xerox ApeosPort-VII C3373

Fuji Xerox ApeosPort-VII C3372

Fuji Xerox ApeosPort-VII C2273,

Fuji Xerox DocuCentre-VII C7773

Fuji Xerox DocuCentre-VII C6673
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Fuji Xerox DocuCentre-VII C5573
Fuji Xerox DocuCentre-VII C4473
Fuji Xerox DocuCentre-VII C3373
Fuji Xerox DocuCentre-VII C3372
Fuji Xerox DocuCentre-VII C2273
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1.3. TOE#ZE (TOE Overview)
1.3.1. TOE m#&5| (TOE Type)

A TOE (&, HHEA-MILIVP %y kD=0 (LAN) A . DE—H#RE. AFvUikae. TV MERE. D
POARE XEDRFEEL LiRE. 29— +9% MFD TH%,

1.3.2. TOE OfERELEECLX1UT1HRE
(Usage and Major Security Features of TOE)

______

4 AL ER )
‘\\ 29bD=0
S
1
Q —BREEISATUE ) !
A FYB—FFA )Y P
-Web 7574 LT !
— iR FRE Y. i A=)l ]
JATLEEE ) l /TOE I
D47k - b-- -
A -Web F594 T~ N ) ‘
VAT L
EHE [

Mail #—/% ]/ e
PN
el 1

= ———'a

1
\\~ _,’, Q Q

A A
—EFIRE AT
EEE

1 TOE 0B ET R ERIRE
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1.3.

MFD (&, 774 70A—)UCL2 T, A 8RRy RO =D b D BESNTZH #RA— NIV TP 2y bDO—D (LAN)A
ERSNIERETHRAINS,
Fe. IPDAERERIET B 5B, ARBERRBICHEKRINS,

FAEE. MFD DIZENRIP—RFABEFIZAT VMO ATLEBEDZ(7V MO Web T30 pT

JUB—ES4 NEMLT. MFD O&FEEAREEEEFIRT S,

MFD (. FIAZEOZROIXEC L, IE—. AFvUEF. TV A TPUATOERE . XEVRE

tHS(OHjb BEDKEEEET D, CNODXENHE . RAVVERLLT 2728, MFD (3. FIREZH# A

FRELT BHEEE. AEPRICE D(XET —APMEEICK T2 70 AR, MFD RO ML —JICRTF-EFES

NZFREFHRPXETAIDOESIE. LAN LOBET-HDORE. EEFICRELLEF1UTERER

BE. MFD Ot F1UT1#eeDFIAEREZ MFD NENCIRET S — A . TDOFIFAEREE MFD S 88D &

BEY-IDBEZA)UT TR 1T BB EE, TSF £170— FE TSF F—ADE 2 M REE. TSF =

71— RPyTIL— FEEDEITI—- RFOEIEMRIL. 77D AEHRE LAN O BtEE. AL —JICETES

NEEGRT D L EFHEREEZE T,

ﬁ%ﬁﬁﬁ'l%#&’éii%;ﬁ%?éf-&) F—RHEEEERIATIN. ChoDHEENFT T VavDETILT
(F. T-ALEEFEEFVNEBAL. \—FT1ADD L EFEEREEEENILTILEN DD,

A TOE 28/ T3& MmNDO>5 ApeosPort IU—X (3. BEEAKELT, RIAFBELES EREREL & HR— b

T30, A TOE RECRAKBIIOAEEAT S,

x)

-HRINVDAICE SA, —RFIAEMERTIEARBRYIAL B EBREMERTIHAREN
VDAL HBM, K TOE TRIAMIVATHERBRYIADFRERIELTIVS, LU, A ST ATHEA
SNBTBERAYIA IV AEIEABRRRIDAERET .

-FIAED, MFD (CEANBIBA R —ITNAAGR=ETINITFVVIARITIMAE) BT 510571
—AldEM LN,

3. TOE LSADN—FoI7#EREY7 o1 7# K (Required Non-TOE Hardware
and Software)

1 ITRTFARKRICHEVT TOE (& MFD THY, TEED TOE USNDN—-FIIPHELVYIT b ?H
#ETS,

(1) —MFABEDSM1TUH
N—=FOI7ERAD PC THS.
TVIRDF4T7 U RELTRIAT 35 A(E. MFD [CHULTXET ATV MEKREITIEH, PC BT
UUR—FIANEA VAT IRENDHD,
MFD O Web #—)\#&gEZFIFAT %5 E (. PCICAVAR—ILEN TS Web T35 EERAT 3,
(2) YATLEEBEDFATUL
N—=FOI7ERAD PC THS.
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TOE (L LT TOE SRET—HNSBPERE, J7—LIUI7DEHEITOILHIC. Web F50FHnE
&l3d,

(3) Mail 4=/
AF YU XEEA—INTEIETBICIE. Mail =) SHREERS, \— EH17/0S [AAD PC Fh(34
—)\THN., TLS TRESN= SMTP JORJLEYR—FF S Mail Y —EREA VA M=ILTIHEDH
3.

(4) BEEY-N
MFD THRAEUVEEBTEINV MRETZLH., BEEY—)I\DBEERGS, N\—Fo17/0S ([FRAD PC
FEY—=INTHD, MFD (FEZES—NOEKICIGUT, HTTPS 7O IVERANT, BEEY—-NICEF
A)TFAEEEOT DEEEIT.

A TOE OFHMfICld. EEEDON—FII7HLVYVIFII7ELT, LT ZFEAT 3,
(D). Q)O—EFAEZEDFAT FeVATLEBEDZM7V ) OS (& Windows 10 &, Web 757
&L T Microsoft Edge #{#HT 3,
(3)® Mail #—/5l& Postfix version 2.10.1 ##FEHT 3,
(4)DEZEY—)\® OS [F Windows 10, OV ERDH LOESTIREELT PowerShell Version 5.1
BERT 3, . VATLEBEN ATV AR -S>TER T 00BN E LA® PowerShell 207 &
BETIVENDHD,
(LIEBWT. ERATEITIVVEI— A NRIE LT EOVI AR R T IR UEIEROLT 11\ EFEA
33,

BARLEIF: “ART EX F34)5— (Microsofte WHQL FREEER1G K51 /5—)"

#wmyMEm(T: “64bit Windows Print Driver (PCL)”
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1.4. TOE §&;t (TOE Description)
ARETIE. TOE OFAERE. TOE OimEMEE. SLUYEMEEICOVVTCEERT D,
1.4.1. TOEBBEDFAE®El (User Assumptions)
A STT.TOEICXULTEETSFIAEREIZ Table 1 [CEERT B,
Table 1 FIAHEKE

B FIRET 55 EE
U.NORMAL —HRFIRE BAISN ., FREESNHAET, BEEERE
ERIBVFIAE
U.ADMIN EEE BAISN ., RSN RETEEAREE
HOMME

(TOE M=E# T3, Key Operator £ SA &
LWOREINHD., A ST £ TE U.ADMIN &L
THHIFEND, )

1.4.2. TOE Oiw¥ERIEEEF (Logical Boundary of the TOE)

2 (C TOE OmBEME R ESL R TS,
MIBMEFEL ORSNHAEDSIS ., THRBLDHEIEAKEE. TROVOKAELR 1T AEE
X

-6 - Copyright® 2020 by Fuji Xerox Co., Ltd.
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AREEERE

Mail 5—)\
BEEy-—N

1.4.2.1.

i 222 ) 1 B
TOE
Fo Rl B I
P01 At £ yEXV
T—HEES1E aE—-
PSTNIZDA-% bk I7IA
D—DED 5
XEDREFE
=S8 5ER O L
N=FT12ODLE =IEFEIEE
SHE
X TM1EE
tX1UT1EE

— R RE
VATLEERE

—EFIRE

5747V
TUVR—FIMN
-Web 750

VAT LEBE
B34V
-Web 759

HDD/NVRAM1/NVRAM2/SEEPROM

FRF XE
HXE T—H

F-4

B TOE
a4y RE
7—5 74

2 TOE DmIEHIIERK

TOE MRt 3% E A#aE (Basic Functions)

(1) FTIok: —RRFBEBIFM7V M oENZBEFXEER(TES, Fe. BIE/ RN HDIERIC
PV RO BEFXEEN-FIE-HAALEHRT S,
(2) AFvy: BENSRIIDLOIETRICHED, 2AFvF—LEON-FIE-XBZHHAH. EFHAA

(3)

ZHI5,

A TOE TlE, AF v BEEICINEHMENTEFXEICH L. Mail Y—/INEDHkEE. XEOR
FEMOH UHBEICINBE BRI AICREF T AN FET B,

AE—: BENRIVDODIERICHEN, AFvF—EDN-FIE-XEEEHT S,

(4) PSTN J7D2E(E: #BIESRIVDODIERICHEN., AF¥ v — LORTREFRHAH . 24 PSTN

77D27FARVERWT PSTN #2H T PSTN 770 ADFEHENEIET S,

Copyright® 2020 by Fuji Xerox Co., Ltd.
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(5) PSTN J7D2A%{8: PSTN fRHTHESMEFHNOEONLIFIVIIXETHEZEL. XE
DERFEROE UBREICED. FFE DFBINYDANEINT B,

(6) XEMREFEMOLL: EFXETHRRVIACREFL., BIE/RIDLDIETR, Fld—ARF
REDFATI M oDIERICEIE, RESNEEFXEICHLT, UTOLIBIRFERTREET S
HWEETHD,

A TOE Tl BRRVIACREFINIEFXEMR . AFvUHRECI TAFvUSNIZBFX
E.PSTN J7DAREHEEICIHTRIELETFIVIUXET-3OVT NN THS.

MR 2B AE SRV DDIERICED . BERRVIACRESNEEFXEEZTIV NS,

OB —BFAEIFM7Y oD RICED, —RRFIAEDSA 7Y MEDET,

HIBR: 124E1 RV —RFIAFEDSM 7Y M oOIERICED . RESNZEFXEZHIRT S,

1.4.2.2. TOE WR#ETdF1YUT1H8E (Security Functions)
1.4.2.1 DEKREEEEZIETERH, TOE [E. L TOEF 1T H4EERIRILET S,

(1) #ANEER
FRAEOHE AR RUERST 5(&. MFD O#geh', EEF(CL o THERMN SSNEFIAEDH(C
POCATBECTHD EZREET . FIFABEDHEAEERELE. 7D AHIEEEEE R IIDERELTE
FIASN. EX1)T(EESBRE MFD OFEREHEOF AECRAEM TS LTOXIRICEES, #
BESBEEE . MFD (Lo TEITENS,
RELEAITRE. B L GRAI A UES S . RIS TE2 (T <3,
A TOE Z#ER T2 M D5 ApeosPort YU—Xd, FBEEAKEL T, RAFRELES ERERFIZ YR
— ;g 3H. K TOE FRE TIIARKZELENH EE AT S,

(2) 7Ot
POEAGHEE ., XEPXENEICEET ER. CF1)TBET 40 BURT7IEAEREZH
DHAFEDHCPIEARBETHIEEIRIT D,

(3) THAREE1E
T—HIEEEld. TOE WEICRFETETAPEETAHLT. WEFENRIELRS VA—T1— AN
DPOEATERWERRIIT 5,
- R)Y—=(CED. TARB SN Rt - TR AT RER T ER AN —IT I M ALDOXERUBEDY
AT LIEREFRELED, COL5GT )M A0 MFD hofRESNBIGRICCOLIBT—IEFET R
WIZERENS,
- TARESEOA L. EEMICABINLES 7TV LOFERICENRIESNS,

(4) SEEEE
REBRYII—DEICEETIXET A, VaTER. t¥1)T(BEEOVT-ABLU TOE RET—4H
EVOTZBIET - ZRET D,
—iREERE S BIETO RV (TLS/HTTPS, TLS)ICHET %,

(5) tFI)T(EHE
VATLEBEEVCRABLURISN R AZOH D, BENRNFERE VAT LEBEDIAT U+
Mo, TOE DtF1UT/HEEICRET 2 ENS BB LUEEEAREICT B,

(6) tFa)T(EEE
WD, BN, EDLIBEEEITOENELVODBRPEZGAAY M HIZEEEPHEREE. 112
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ERE)E., EF1)TAEEOT T AELTEEY — ) \NEE SN R ESNS, tX1)TEEDT T4
B S HTTPS 7ORVICL-THESESN S,
Fz. EENTT-A0REEIX TOE AEICLBRSN. YATLEBBEL CGHAIFREISNEFIAZED
HDVATLEBEDFMT D Web T30 Dot A0V0— RFBIENTES,

(7) BIEEER
MFD AQT7—LII7D7Y7T—ME Py7T— bOBERARTCY T I 7D EIE 4RI B720h(C1R
FESN 3, Fc MFD (3, EDERN R A RE G fEF (LD P SN GV CEEREET 372, BE T
AMERITT S,

(8) PSTN 77D2A-%y+I—DREID 5 B
MFD (&, PSTN 77D A-2y b0 =D D5 BECREL ., PSTN 770AET Lh' PSTN & LAN DT —
8TV IERERT BHIEZBVEZRIET S,

(9) N\—FFAADDOLEEHE
AE—. TV EBLUFAF v U FOBEEDENMER . REIA N —VICBESNEFRFHOXET 4
DEEEHEET,

1.4.3. TOE 0¥ EEE (Physical Boundary of the TOE)

TOE 0¥EHGIHR AL, MFD HR 2K THS, 71 ZIvFNTLF1UTALEEBERDZT avd7 RF
VlE. TOE [C& &), Table 2 b Table 4 [C TOE Z#& T 2 ¥EMIVR—R Y MEERHR T .
MFD AAK(S, EER . BAE SRIVCR TSNS HEIE R EEBERRVIC L THAISN S,

Table 2 TOE ZH# 3 3 MIBHIIVIR—% Y b(AKIK)

K N=Yay i BofT A%
Fuji Xerox ApeosPort-VII MFPVEXDT7 | BithZiEL
C2273 N—FT4ADDLEEZH Controller ROM Ver. 1.3.8 | —LUI7&#HiA
E.AE= TV TPHUA. AFYY | Fax ROM Ver. 2.2.1 WEEN—RDI7
BEBREMEETIL
Fuji Xerox ApeosPort-VII MFPVERXDT7 | BithZiEL
C3372 N—FT4ADDLEZEH Controller ROM Ver. 1.3.8 | —LVI7&##H:A
E.AE= TV T7DAR AFvY Fax ROM Ver. 2.2.1 NEN—FDIT
BEEFEETIL
Fuji Xerox ApeosPort-VII MFAIEKX0T7 | BZEL
C3373 N—FTAADDOLEZEH Controller ROM Ver. 1.3.8 | —LVI7&##H:A
E.JE= IV TPDA AFvY | Fax ROM Ver. 2.2.1 WEEN—=RDIT
BEEZETIL
Fuji Xerox ApeosPort-VII MFPVERXDT7 | BithZiEL
C4473 N—FT41ADDLEEZEH Controller ROM Ver. 1.3.8 | —LJ17Z#dHiA
E.AE= TV TPDA AF vy Fax ROM Ver. 2.2.1 NEN—FDIT
BEEEETIL
Fuji Xerox ApeosPort-VII Controller ROM Ver. 1.3.8 | /\1FURHKDT7 | B#thZiEL

-9 - Copyright® 2020 by Fuji Xerox Co., Ltd.
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C5573 N—FTAAODEEEH
£, JE=. TV TPDA AF v
HEEAEETIV

Fax ROM Ver. 2.2.1

— LI 7 & A A
hTEN—FDI7

Fuji Xerox ApeosPort-VII MAIRKX0T7 | BiZEL
C6673 N—FTAADDLEEZEH Controller ROM Ver. 1.3.8 | —LVI7Zz#HA

E.AE= TV TPDA AF vy Fax ROM Ver. 2.2.1 NEN—FDIT

BEEEETIL

Fuji Xerox ApeosPort-VII MFAIEKX0T7 | BZEL
C7773 N—FTF1ADDLEEHE Controller ROM Ver. 1.3.8 | —LU17%Z#d#3A

E.AE= TIUM TPUA. AFYY | Fax ROM Ver. 2.2.1 WEEN—=RDIT

BEBEMHEETIL

Fuji Xerox DocuCentre-VII MFPVEXDT7 | BithZiEL
C2273 N—FTAADDLEZH Controller ROM Ver. 1.3.8 | —LVI7Zz#HA

E.AE= TV TPDA AF vy Fax ROM Ver. 2.2.1 NEN—FDIT

BEEEETIL

Fuji Xerox DocuCentre-VII MAIREKX0T7 | BRiZEL
C3372 N\—FTAADDLEZH Controller ROM Ver. 1.3.8 | —LVI7Zz#HA

E. A= TV I7DA, AFvY | Fax ROM Ver. 2.2.1 WEEN—=RDTIT

BEBEMHEETIL

Fuji Xerox DocuCentre-VII MFPVEXDT7 | BithZiEL
C3373 N—FTF4ADDLEEZEH Controller ROM Ver. 1.3.8 | —LVI7&#HA

E£.AE= . FVU M TPUA. AFYY | Fax ROM Ver. 2.2.1 WEEN—=RDIT

BEEEEETIL

Fuji Xerox DocuCentre-VII MAIEKX0T7 | BiZiEL
C4473 N—FTAADDLEZEH Controller ROM Ver. 1.3.8 | —LVI7Zz#HA

E.AE= TV TPDA AF vy Fax ROM Ver. 2.2.1 NEN—FDIT

BEBEMHEETIL

Fuji Xerox DocuCentre-VII MFPVERXDT7 | BithZiEL
C5573 N—FT4ADDLEEZEH Controller ROM Ver. 1.3.8 | —LVI7&#HA

E.AE= FVUM TPUA. AFYY | Fax ROM Ver. 2.2.1 WEEN—RDIT

BEBREMEETIL

Fuji Xerox DocuCentre-VII MFPVEXDT7 | Bith=ZiEL
C6673 N—FT4ADDLEEZEH Controller ROM Ver. 1.3.8 | —LVI7Zz#HA

E.AE= TV TPDA AF vy Fax ROM Ver. 2.2.1 NEN—FDIT

BEEEETIL

Fuji Xerox DocuCentre-VII MFAIEKX0T7 | BZEL
C7773 N—FTF1ADDLEEHE Controller ROM Ver. 1.3.8 | —LD17%Z#d#:A

£, JE= . TUV M TPDA AF v
R EETIV

Fax ROM Ver. 2.2.1

hTEN—FDI7

- 10 -

Copyright® 2020 by Fuji Xerox Co., Ltd.




Fuji Xerox VII C7773/C6673/C5573/C4473/C3373/C3372/C2273 tz¥a2l/714—TvF
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2. 1.

2.2.

#4& F3k (Conformance Claim)

CC#& X3k (CC Conformance Claim)

A STHLU TOE O CCEE EIRIE, ULTDESNTHD,
STETOE @A EERT S CCDN—-Yay:

Common Criteria for Information Technology Security Evaluation

Part 1: Introduction and general model (April 2017 Version 3.1 Revision 5)
Part 2: Security functional components (April 2017 Version 3.1 Revision 5)
Part 3: Security assurance components (April 2017 Version 3.1 Revision 5)

CC Part2 extended
CC Part3 conformant

PP 3k, /\ws—3JE5R (PP claim, Package Claim)

2.2.1. PP xsk (PP Claim)

AR ST (&, Ti2 HCD-PP AOZLEESEERT D,

"4 bJL: Protection Profile for Hardcopy Devices
NN—33v: 1.0 dated September 10, 2015
Errata: Protection Profile for Hardcopy Devices - v1.0 Errata #1, June 2017

2.2.2. I\wr—IZEsk (Package Claim)

A STHLUVTOE &, /Wr—JBREERLEL,

2.2.3. #EEIRH (Conformance Rational)

A STHLU TOE (&, PP HERTIEHEHELTLVD,

PP A ERTILUTOEHEEEEL. PP DEXRENExact Conformancel Thd, TNz, TOE i
AlE PPE—EBLTLVS,

Required Uses

Printing, Scanning, Copying, Network communications, Administration
Conditionally Mandatory Uses

PSTN faxing, Storage and retrieval, Field-Replaceable Nonvolatile Storage.
Optional Uses

Internal Audit Log Storage, Image Overwrite
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tX1UT1EEEESE (Security Problem Definition)

ARETE., BE. ot 1UT1H 8. FHREHIOVTEER TS,
3.1. &R (Threats)
3.1.1. TOE & (Assets Protected by TOE)

A TOE WMRETIEERLUTOERITHS,

Table 5 Assets for User Data

Designation

User Data type

Definition

D.USER.DOC User Document Data Information contained in a User’s
Document, in electronic or hardcopy
form

D.USER.JOB User Job Data Information related to a User’s

Document or Document Processing
Job

Table 6 Assets for TSF Data

Designation

TSF Data type

Definition

D.TSF.PROT

Protected TSF Data

TSF Data for which alteration by a
User who is neither the data owner
nor in an Administrator role might
affect the security of the TOE, but
for which disclosure is acceptable

D.TSF.CONF

Confidential TSF Data

TSF Data for which either disclosure
or alteration by a User who is
neither the data owner nor in an
Administrator role might affect the
security of the TOE

3.1.2. &R (Threats)
A TOE [T BEBE. Table 7 [CEE#h T B,

Table 7 Threats

Designation

Definition

CESS

T.UNAUTHORIZED_AC

An attacker may access (read, modify, or delete) User
Document Data or change (modify or delete) User Job
Data in the TOE through one of the TOE’s interfaces.

T.TSF_COMPROMISE

An attacker may gain Unauthorized Access to TSF

- 13 -

Copyright® 2020 by Fuji Xerox Co., Ltd.




Fuji Xerox VII C7773/C6673/C5573/C4473/C3373/C3372/C2273 tz¥a2l/714—TvF

Data in the TOE through one of the TOE’s interfaces.

T.TSF_FAILURE

A malfunction of the TSF may cause loss of security if
the TOE is permitted to operate.

T.UNAUTHORIZED_U
PDATE

An attacker may cause the installation of unauthorized
software on the TOE.

T.NET_COMPROMISE

An attacker may access data in transit or otherwise
compromise the security of the TOE by monitoring or
manipulating network communication.

3.2. #AEOTX1UT1A%t (Organizational Security Policies)
AR TOE MIESFLIEINIE B VRO E+1Y T4 A8tz Table8 [CEEiR T B,
Table 8 Organizational Security Policies
Designation Definition
P.AUTHORIZATION Users must be authorized before performing
Document Processing and administrative functions.
P.AUDIT Security-relevant activities must be audited and the

log of such actions must be protected and transmitted
to an External IT Entity.

P.COMMS_PROTECTI
ON

The TOE must be able to identify itself to other
devices on the LAN.

P.STORAGE_ENCRYPT
ION

(conditionally
mandatory)

If the TOE stores User Document Data or Confidential
TSF Data on Field-Replaceable Nonvolatile Storage
Devices, it will encrypt such data on those devices.

P.KEY_MATERIAL
(conditionally

Cleartext keys, submasks, random numbers, or any
other values that contribute to the creation of

mandatory) encryption keys for Field-Replaceable Nonvolatile
Storage of User Document Data or Confidential TSF
Data must be protected from unauthorized access and
must not be stored on that storage device.
P.FAX_FLOW If the TOE provides a PSTN fax function, it will ensure
(conditionally separation between the PSTN fax line and the LAN.
mandatory)

P.IMAGE_OVERWRIT
E
(optional)

Upon completion or cancellation of a Document
Processing job, the TOE shall overwrite residual image
data from its Field-Replaceable Nonvolatile Storage
Devices.
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3.3. HIR&EMH (Assumptions)
K TOE OEE. :ER. bLUFIAICET R E 4 Z. Table9 ([CRE T 5,

Table 9 Assumptions

Designation Definition
A.PHYSICAL Physical security, commensurate with the value of the
TOE and the data it stores or processes, is assumed to
be provided by the environment.
A.NETWORK The Operational Environment is assumed to protect
the TOE from direct, public access to its LAN interface.
A.TRUSTED_ADMIN TOE Administrators are trusted to administer the TOE
according to site security policies.
A.TRAINED_USERS Authorized Users are trained to use the TOE according
to site security policies.
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tFa)T4xEAE (Security Objectives)

AETE. ERREOEF YT RARAHICOVVTERT B,
ERBREMEF1)T1x %K E% Table 10 (CEEHT S,

Table 10 :ERREOCF1T KA &

Designation Definition
OE.PHYSICAL_PROTE | The Operational Environment shall provide physical
CTION security, commensurate with the value of the TOE and

the data it stores or processes.

OE.NETWORK_PROTE | The Operational Environment shall provide network

CTION security to protect the TOE from direct, public access
to its LAN interface.
OE.ADMIN_TRUST The TOE Owner shall establish trust that

Administrators will not use their privileges for
malicious purposes.

OE.USER_TRAINING The TOE Owner shall ensure that Users are aware of
site security policies and have the competence to
follow them.

OE.ADMIN_TRAINING | The TOE Owner shall ensure that Administrators are
aware of site security policies and have the
competence to use manufacturer’s guidance to
correctly configure the TOE and protect passwords and
keys accordingly.
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5. 1.

9. 1.

YRsRIVIR—2V b EZE (Extended Components Definition)
COEDYRRIVIR—2RY ME, HCD-PP TEERINZLDTHB,

TR REEH TR
1. Class FAU: Security Audit

FAU_STG_EXT Extended: External Audit Trail Storage
Family Behavior:
This family defines requirements for the TSF to ensure that secure transmission of

audit data from TOE to an External IT Entity.

Component leveling:

FAU STG EXT.1 Extended: External Audit Trail Storage 1

FAU_STG_EXT.1 External Audit Trail Storage requires the TSF to use a trusted
channel implementing a secure protocol.

Management:
The following actions could be considered for the management functions in FMT:
e The TSF shall have the ability to configure the cryptographic functionality.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FAU_STG_EXT.1 Protected Audit Trail Storage
Hierarchical to: No other components.
Dependencies: FAU_GEN.1 Audit data generation,

FTP_ITC.1 Inter-TSF trusted channel

FAU_STG_EXT.1.1 The TSF shall be able to transmit the generated audit data to
an External IT Entity using a trusted channel according to FTP_ITC.1.

Rationale:

The TSF is required that the transmission of generated audit data to an External IT
Entity which relies on a non-TOE audit server for storage and review of audit
records. The storage of these audit records and the ability to allow the
administrator to review these audit records is provided by the Operational
Environment in that case. The Common Criteria does not provide a suitable SFR
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for the transmission of audit data to an External IT Entity.

This extended component protects the audit records, and it is therefore placed in
the FAU class with a single component.

5.1.2. Class FCS: Cryptographic Support
FCS_CKM_EXT Extended: Cryptographic Key Management
Family Behavior:
This family addresses the management aspects of cryptographic keys. Especially,

this extended component is intended for cryptographic key destruction.

Component leveling:

FCS CKM EXT.4 Extended: Cryptographic Key Material 4

FCS_CKM_EXT.4 Cryptographic Key Material Destruction ensures not only keys
but also key materials that are no longer needed are destroyed by using an
approved method.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FCS_CKM_EXT.4 Cryptographic Key Material Destruction
Hierarchical to: No other components.
Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction

FCS_CKM_EXT.4.1 The TSF shall destroy all plaintext secret and private
cryptographic keys and cryptographic critical security parameters when no longer
needed.

Rationale:
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Cryptographic Key Material Destruction is to ensure the keys and key materials
that are no longer needed are destroyed by using an approved method, and the
Common Criteria does not provide a suitable SFR for the Cryptographic Key
Material Destruction.

This extended component protects the cryptographic key and key materials
against exposure, and it is therefore placed in the FCS class with a single
component.

FCS_HTTPS_EXT Extended: HTTPS selected

Family Behavior:

Components in this family define requirements for protecting remote management
sessions between the TOE and a Security Administrator. This family describes

how HTTPS will be implemented. This is a new family defined for the FCS Class.

Component leveling:

FCS_HTTPS_EXT.1 Extended: HTTPS selected 1

FCS_HTTPS_EXT.1 HTTPS selected, requires that HTTPS be implemented
according to RFC 2818 and supports TLS.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e Failure of HTTPS session establishment

FCS_HTTPS_EXT.1 HTTPS selected
Hierarchical to: No other components.
Dependencies: No dependencies.

FCS_HTTPS_EXT.1.1 The TSF shall implement the HTTPS protocol that complies
with RFC 2818.

FCS_HTTPS_EXT.1.2 The TSF shall implement HTTPS using TLS as specified in
FCS_HTTPS_EXT.1.

Rationale:
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HTTPS is one of the secure communication protocols, and the Common Criteria
does not provide a suitable SFR for the communication protocols using
cryptographic algorithms.

This extended component protects the communication data using cryptographic
algorithms, and it is therefore placed in the FCS class with a single component.
FCS_KYC_EXT Extended: Cryptographic Operation (Key Chaining)
Family Behavior:

This family provides the specification to be used for using multiple layers of

encryption keys to ultimately secure the protected data encrypted on the storage.

Component leveling:

FCS KYC EXT.1 Extended: Key Chaining 1

FCS_KYC_EXT.1 Key Chaining, requires the TSF to maintain a key chain and
specifies the characteristics of that chain.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FCS_KYC_EXT.1 Key Chaining
Hierarchical to: No other components.
Dependencies: [FCS_COP.1(e) Cryptographic operation (Key
Wrapping),

FCS_SMC_EXT.1 Extended: Submask Combining,
FCS_COP.1(i) Cryptographic operation (Key Transport),
FCS_KDF_EXT.1 Cryptographic Operation (Key
Derivation), and/or

FCS_COP.1(f) Cryptographic operation (Key
Encryption)].

FCS_KYC_EXT.1.1 The TSF shall maintain a key chain of: [selection: one, using
a submask as the BEVor DEK; intermediate keys originating from one or more
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submask(s) to the BEV or DEK using the following method(s): [selection: key
wrapping as specified in FCS_COP.1(e), key combining as specified in
FCS_SMC_EXT.1, key encryption as specified in FCS_COP.1(f), key derivation as
specified in FCS_KDF_EXT.1, key transport as specified in FCS_COP.1(i)]] while
maintaining an effective strength of [selection: 128 bits, 256 bits].

Rationale:

Key Chaining ensures that the TSF maintains the key chain, and also specifies the
characteristics of that chain. However, the Common Criteria does not provide a
suitable SFR for the management of multiple layers of encryption key to protect
encrypted data.

This extended component protects the TSF data using cryptographic algorithms,
and it is therefore placed in the FCS class with a single component.

FCS_RBG_EXT Extended: Cryptographic Operation (Random Bit
Generation)

Family Behavior:

This family defines requirements for random bit generation to ensure that it is
performed in accordance with selected standards and seeded by an entropy
source.

Component leveling:

FCS RBG EXT.1 Extended: Random Bit Generation 1

FCS_RBG_EXT.1 Random Bit Generation requires random bit generation to be
performed in accordance with selected standards and seeded by an entropy
source.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FCS_RBG_EXT.1 Random Bit Generation
Hierarchical to: No other components.
Dependencies: No dependencies.
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FCS_RBG_EXT.1.1 The TSF shall perform all deterministic random bit generation
services in accordance with [selection: ISO/IEC 18031:2011, NIST SP 800-90A]
using [selection: Hash_DRBG (any), HMAC_DRBG (any), CTR_DRBG (AES)].

FCS_RBG_EXT.1.2 The deterministic RBG shall be seeded by an entropy source
that accumulates entropy from [selection: [assignment: number of software-
based sources] software-based noise source(s), [assignment: number of
hardware-based sources] hardware-based noise source(s)] with a minimum of
[selection: 128 bits, 256 bits] of entropy at least equal to the greatest security
strength, according to ISO/IEC 18031:2011 Table C.1 “Security strength table for
hash functions”, of the keys and hashes that it will generate.

Rationale:

Random bits/number will be used by the SFRs for key generation and destruction,
and the Common Criteria does not provide a suitable SFR for the random bit
generation.

This extended component ensures the strength of encryption keys, and it is
therefore placed in the FCS class with a single component.

FCS_TLS_EXT Extended: TLS selected
Family Behavior:
This family addresses the ability for a server and/or a client to use TLS to protect

data between a client and the server using the TLS protocol.

Component leveling:

FCS TLS EXT.1 Extended: TLS selected 1

FCS_TLS_EXT.1 TLS selected, requires the TLS protocol implemented as
specified.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e Failure of TLS session establishment

FCS_TLS_EXT.1 Extended: TLS selected
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Hierarchical to:
Dependencies:

No other components.

FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)

FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)

FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)

FCS_COP.1(c) Cryptographic Operation (Hash
Algorithm)

FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)

FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

FCS_TLS_EXT.1.1 The TSF shall implement one or more of the following
protocols [selection: TLS 1.0 (RFC 2246), TLS 1.1 (RFC 4346), TLS 1.2 (RFC
5246)] supporting the following ciphersuites:

Mandatory Ciphersuites:

TLS_RSA_WITH_AES_128_CBC_SHA

Optional Ciphersuites:

[selection:
None

TLS_RSA_WITH_AES_256_CBC_SHA

TLS DHE RSA_WITH_AES_128 CBC_SHA

TLS _DHE RSA_WITH_AES_256_CBC_SHA
TLS_RSA_WITH_AES_128 CBC_SHA256

TLS _RSA _WITH_AES_256_CBC_ SHAZ256
TLS_DHE_RSA _WITH_AES_128 CBC_ SHAZ256
TLS_DHE_RSA _WITH_AES_256_CBC_ SHA256
TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA

TLS _ECDHE _RSA_WITH_AES_256_CBC_SHA

TLS _ECDHE _ECDSA _WITH_AES 128 CBC_SHA

TLS _ECDHE_ECDSA _WITH_AES 256_CBC_SHA

TLS ECDHE RSA _WITH_AES_128 CBC_SHA256
TLS _ECDHE_RSA_WITH_AES_256_CBC_SHA384
TLS ECDHE RSA _WITH_AES_128 GCM_SHA256
TLS _ECDHE RSA_WITH_AES_256_GCM_SHA384
TLS _ECDHE _ECDSA_WITH_AES_128 GCM_SHA256
TLS _ECDHE _ECDSA_WITH_AES _256_GCM_SHA384
TLS _ECDHE _ECDSA_WITH_AES_128 CBC_SHAZ256
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TLS _ECDHE_ECDSA_WITH_AES 256_CBC_SHA384
1.

Rationale:

TLS is one of the secure communication protocols, and the Common Criteria does
not provide a suitable SFR for the communication protocols using cryptographic
algorithms.

This extended component protects the communication data using cryptographic
algorithms, and it is therefore placed in the FCS class with a single component.

5.1.3. Class FDP: User Data Protection
FDP_DSK_EXT Extended: Protection of Data on Disk
Family Behavior:
This family is to mandate the encryption of all protected data written to the

storage.

Component leveling:

FDP DSK EXT.1 Extended: Protection of Data on Disk 1

FDP_DSK_EXT.1 Extended: Protection of Data on Disk, requires the TSF to
encrypt all the Confidential TSF and User Data stored on the Field-Replaceable
Nonvolatile Storage Devices in order to avoid storing these data in plaintext on the
devices.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FDP_DSK_EXT.1 Protection of Data on Disk
Hierarchical to: No other components.
Dependencies: FCS_COP.1(d) Cryptographic operation (AES Data
Encryption/Decryption)

FDP_DSK_EXT.1.1 The TSF shall [selection: perform encryption in accordance
with FCS_COP.1(d), use a self-encrypting Field-Replaceable Nonvolatile Storage
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Device that is separately CC certified to conform to the FDE EE cPP] such that any
Field- Replaceable Nonvolatile Storage Device contains no plaintext User
Document Data and no plaintext confidential TSF Data.

FDP_DSK_EXT.1.2 The TSF shall encrypt all protected data without user
intervention.

Rationale:

Extended: Protection of Data on Disk is to specify that encryption of any
confidential data without user intervention, and the Common Criteria does not
provide a suitable SFR for the Protection of Data on Disk.

This extended component protects the Data on Disk, and it is therefore placed in
the FDP class with a single component.

FDP_FXS_EXT Extended: Fax Separation
Family Behavior:
This family addresses the requirements for separation between Fax PSTN line and

the LAN to which TOE is connected.

Component leveling:

FDP_FXS EXT.1 Extended: Fax Separation 1

FDP_FXS_EXT.1 Fax Separation, requires the fax interface cannot be used to
create a network bridge between a PSTN and a LAN to which TOE is connected.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FDP_FXS_EXT.1 Fax separation
Hierarchical to: No other components.
Dependencies: No dependencies.

FDP_FXS_EXT.1.1 The TSF shall prohibit communication via the fax interface,
except transmitting or receiving User Data using fax protocols.
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Rationale:

Fax Separation is to protect a LAN against attack from PSTN line, and the
Common Criteria does not provide a suitable SFR for the Protection of TSF or User
Data.

This extended component protects the TSF Data or User Data, and it is therefore
placed in the FDP class with a single component.

5.1.4. Class FIA: Identification and Authentication
FIA_ PMG_EXT Extended: Password Management
Family Behavior:
This family defines requirements for the attributes of passwords used by

administrative users to ensure that strong passwords and passphrases can be
chosen and maintained.

Component leveling:

FIA PMG EXT.1 Extended: Password Management 1

FIA_PMG _EXT.1 Password management requires the TSF to support passwords
with varying composition requirements, minimum lengths, maximum lifetime, and
similarity constraints.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FIA_PMG _EXT.1 Password management
Hierarchical to: No other components.
Dependencies: No dependencies.

FIA_PMG _EXT.1.1 The TSF shall provide the following password management
capabilities for User passwords:
Passwords shall be able to be composed of any combination of upper and lower

case letters, numbers, and the following special characters: [selection: "/, "@”,
“#”N$T, "%, AT V&7, MR (Y, )", [assignment: other characters]];
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Minimum password length shall be settable by an Administrator, and have the
capability to require passwords of 15 characters or greater.

Rationale:

Password Management is to ensure the strong authentication between the
endpoints of communication, and the Common Criteria does not provide a suitable
SFR for the Password Management.

This extended component protects the TOE by means of password management,
and it is therefore placed in the FIA class with a single component.

5.1.5. Class FPT: Protection of the TSF

FPT_KYP_EXT Extended: Protection of Key and Key Material
Family Behavior:
This family addresses the requirements for keys and key materials to be protected

if and when written to nonvolatile storage.

Component leveling:

FPT KYP_EXT.1 Extended: Protection of key and key material 1

FPT_KYP_EXT.1 Extended: Protection of key and key material, requires the TSF to
ensure that no plaintext key or key materials are written to nonvolatile storage.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FPT_KYP_EXT.1 Protection of Key and Key Material
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_KYP_EXT.1.1 The TSF shall not store plaintext keys that are part of the
keychain specified by FCS_KYC_EXT.1 in any Field-Replaceable Nonvolatile Storage
Device, and not store any such plaintext key on a device that uses the key for its
encryption.
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Rationale:

Protection of Key and Key Material is to ensure that no plaintext key or key
material are written to nonvolatile storage, and the Common Criteria does not
provide a suitable SFR for the protection of key and key material.

This extended component protects the TSF data, and it is therefore placed in the
FPT class with a single component.

FPT_SKP_EXT Extended: Protection of TSF Data
Family Behavior:
This family addresses the requirements for managing and protecting the TSF data,

such as cryptographic keys. This is a new family modelled as the FPT Class.

Component leveling:

FPT SKP EXT.1 Extended: Protection of TSF Data 1

FPT_SKP_EXT.1 Protection of TSF Data (for reading all symmetric keys),
requires preventing symmetric keys from being read by any user or subject. It is
the only component of this family.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FPT_SKP_EXT.1 Protection of TSF Data
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_SKP_EXT.1.1 The TSF shall prevent reading of all pre-shared keys,
symmetric keys, and private keys.

Rationale:

Protection of TSF Data is to ensure the pre-shared keys, symmetric keys and
private keys are protected securely, and the Common Criteria does not provide a
suitable SFR for the protection of such TSF data.

This extended component protects the TOE by means of strong authentication
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using Pre- shared Key, and it is therefore placed in the FPT class with a single
component.

FPT_TST_EXT Extended: TSF testing
Family Behavior:
This family addresses the requirements for self-testing the TSF for selected correct

operation.

Component leveling:

FPT TST EXT.1 Extended: TSF testing 1

FPT_TST_EXT.1 TSF testing requires a suite of self-testing to be run during initial
start-up in order to demonstrate correct operation of the TSF.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FPT_TST_EXT.1 TSF testing
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_TST_EXT.1.1 The TSF shall run a suite of self-tests during initial start-up
(and power on) to demonstrate the correct operation of the TSF.

Rationale:

TSF testing is to ensure the TSF can be operated correctly, and the Common
Criteria does not provide a suitable SFR for the TSF testing. In particular, there is
no SFR defined for TSF testing.

This extended component protects the TOE, and it is therefore placed in the FPT
class with a single component.

FPT_TUD_EXT Extended: Trusted Update

Family Behavior:
This family defines requirements for the TSF to ensure that only administrators

- 29 - Copyright® 2020 by Fuji Xerox Co., Ltd.



Fuji Xerox VII C7773/C6673/C5573/C4473/C3373/C3372/C2273 tz¥a2l/714—TvF

can update the TOE firmware/software, and that such firmware/software is
authentic.

Component leveling:

FPT_TUD_EXT.1 Extended: Trusted Update 1
FPT_TUD_EXT.1 Trusted Update, ensures authenticity and access control for
updates.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FPT_TUD_EXT.1 Trusted Update
Hierarchical to: No other components.
Dependencies: [FCS_COP.1(b) Cryptographic Operation (for signature

generation/verification), or
FCS_COP.1(c) Cryptographic operation (Hash
Algorithm)].

FPT_TUD_EXT.1.1 The TSF shall provide authorized administrators the ability to
query the current version of the TOE firmware/software.

FPT_TUD_EXT.1.2 The TSF shall provide authorized administrators the ability to
initiate updates to TOE firmware/software.

FPT_TUD_EXT.1.3 The TSF shall provide a means to verify firmware/software
updates to the TOE using a digital signature mechanism and [selection: published
hash, no other functions] prior to installing those updates.

Rationale:

Firmware/software is a form of TSF Data, and the Common Criteria does not
provide a suitable SFR for the management of firmware/software. In particular,
there is no SFR defined for importing TSF Data.

This extended component protects the TOE, and it is therefore placed in the FPT
class with a single component.
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6.1.

6. 2.

PX1UT4EH (Security Requirements)

AETE, tFa )T ES. tF1 )T RAEZEHS LT T ZEHRIUCONTEERT B,
BH. AETHATSAENERLLUTOEENTHS,

e
iN—JL FEKIZ, HCD-PP TIERFLIFEFFMIL SN SFR O A ERL, JEV DA TIZN—F 2 DK
k0 SFR EEFZIFHERIVIR—2Y FERICEELTNS.
=N F18Y)0 023 . HCD-PP TR FSEF ML SNz SFR 0# R Z, KeFaUT43—TvMIH
WOERSN., M0/ FEFFTEMRSNT SFR ADTXANERT,
PIRA=F4A2ER—IV FEEKICEKORD A=W F15 )y 0& 72— 71> E#1E . HCD-PP TFERMEN
Tz SFR O& 53 &. REF1UTAA-TYMIBVTEFMIESN T SFR ROTF AL ETRT,
1EYyOE RS KeF1)T48-TYMIBWGERSN  hD/FIFTERSNTE SFR ADTHFAMETR
RS

(E. XEFIUTI3-DYMIBNT, BIRSNGH-%Z SFR ROTFANERT
18YwD & P =54 2 REF1UTAR—HYMIBVTEIDM FoNz SFR ROTFAMETRT

ENRLO(a). (b)IE PP TERINTLSED, SHICEMRTHAE(al). (a2)DLIICLTLVD,

tX1UTH#EEEH (Security Functional Requirements)
A TOE MR T2 EF1) T/ HEEEHZLUTICEERT D,

6.2.1. Class FAU: Security Audit

FAU_GEN.1 Audit data generation
(for O.AUDIT)

Hierarchical to: No other components.
Dependencies: FPT_STM.1 Reliable time stamps
FAU GEN.1.1 The TSF shall be able to generate an audit record of the

following auditable events:

a) Start-up and shutdown of the audit functions;

b) All auditable events for the not specified level of
audit; and

c) All auditable events specified in Tablell,
[assignment: no other auditable events].

FAU_GEN.1.2 The TSF shall record within each audit record at least
the following information:
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a) Date and time of the event, type of event, subject
identity (if applicable), and the outcome (success or
failure) of the event; and

b) For each audit event type, based on the auditable
event definitions of the functional components included
in the PP/ST, additional information specified in
Tablel1l, [assignment: no other relevant information].

Table 11 Auditable Events

Auditable Events

Relevant SFR Additional

Information

Job completion FDP_ACF.1 Type of job
Unsuccessful User authentication | FIA_UAU.1 None
Unsuccessful User identification FIA_UID.1 None
Use of management functions FMT_SMF.1 None

Modification to the group of Users | FMT_SMR.1 None
that are part of a role

Changes to the time

FPT_STM.1 None

Failure to establish session

FTP_ITC.1, Reason for
FTP_TRP.1(a), failure
FTP_TRP.1(b)

FAU_GEN.2

Hierarchical to:
Dependencies:

FAU_GEN.2.1

FAU_SAR.1

Hierarchical to:
Dependencies:

FAU_SAR.1.1

User identity association
(for O.AUDIT)

No other components.
FAU_GEN.1 Audit data generation
FIA_UID.1 Timing of identification

For audit events resulting from actions of identified
users, the TSF shall be able to associate each auditable
event with the identity of the user that caused the

event.

Audit review
(for O.AUDIT)

No other components.
FAU_GEN.1 Audit data generation

The TSF shall provide [assignment: U.ADMIN] with the

- 32 - Copyright® 2020 by Fuji Xerox Co., Ltd.




FAU_SAR.1.2

FAU_SAR.2

Hierarchical to:
Dependencies:

FAU_SAR.2.1

FAU_STG.1

Hierarchical to:
Dependencies:

FAU_STG.1.1

FAU_STG.1.2

FAU_STG.4

Hierarchical to:
Dependencies:

FAU_STG.4.1

FAU_STG_EXT.1

Fuji Xerox VII C7773/C6673/C5573/C4473/C3373/C3372/C2273 tz¥a2l/714—TvF

capability to read all records from the audit records.

The TSF shall provide the audit records in a manner
suitable for the user to interpret the information.

Restricted audit review
(for O.AUDIT)

No other components.
FAU_SAR.1 Audit review

The TSF shall prohibit all users read access to the audit
records, except those users that have been granted
explicit read-access.

Protected audit trail storage
(for O.AUDIT)

No other components.
FAU_GEN.1 Audit data generation

The TSF shall protect the stored audit records in the
audit trail from unauthorised deletion.

The TSF shall be able to prevent unauthorised
modifications to the stored audit records in the audit
trail.

Prevention of audit data loss
(for O.AUDIT)

FAU_STG.3 Action in case of possible audit data loss
FAU_STG.1 Protected audit trail storage

Refinement: The TSF shall [selection, choose one of:

“overwrite the oldest stored audit

records’] and [assignment: no other actions to be
taken] if the audit trail is full.

Extended: External Audit Trail Storage
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Hierarchical to:
Dependencies:

FAU_STG_EXT.1.1

(for O.AUDIT)

No other components.
FAU_GEN.1 Audit data generation,
FTP_ITC.1 Inter-TSF trusted channel.

The TSF shall be able to transmit the generated audit
data to an External IT Entity using a trusted channel
according to FTP_ITC.1.

6.2.2. Class FCS: Cryptographic Support

FCS_CKM.1(a)

Hierarchical to:
Dependencies:

FCS_CKM.1.1(a)

Cryptographic Key Generation (for asymmetric
keys)
(for O.COMMS_PROTECTION)

No other components.

[FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification), or

FCS_COP.1(i) Cryptographic operation (Key Transport)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall generate asymmetric
cryptographic keys used for key establishment in
accordance with [selection:

- NIST Special Publication 800-56A,
"Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm
Cryptography” for elliptic curve-based key
establishment schemes and implementing "NIST
curves” P-256, P-384 and [selection: P-521

] (as defined in FIPS PUB 186-4,
"Digital Signature Standard”)
- NIST Special Publication 800-56B,
"Recommendation for Pair-Wise Key
Establishment Schemes Using Integer
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FCS_CKM.1(b)

Hierarchical to:
Dependencies:

FCS_CKM.1.1(b)

FCS_CKM.4

Hierarchical to:
Dependencies:

Factorization Cryptography” for RSA-based key
establishment schemes

] and specified cryptographic key sizes equivalent
to, or greater than, a symmetric key strength of
112 bits.

Cryptographic key generation (Symmetric Keys)
(for O.COMMS_PROTECTION,
O.STORAGE_ENCRYPTION)

No other components.

[FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption), or

FCS_COP.1(d) Cryptographic Operation (AES Data
Encryption/Decryption), or

FCS_COP.1(e) Cryptographic Operation (Key Wrapping),
or

FCS_COP.1(f) Cryptographic operation (Key
Encryption), or

FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication), or

FCS_COP.1(h) Cryptographic Operation (for keyed-hash
message authentication)]

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

Refinement: The TSF shall generate symmetric
cryptographic keys using a Random Bit Generator
as specified in FCS_RBG_EXT.1 and specified
cryptographic key sizes [selection: 128 bit, 256
bit] that meet the following: No Standard.

Cryptographic key destruction
(for O.COMMS_PROTECTION,
O.STORAGE_ENCRYPTION, O.PURGE_DATA)

No other components.
[FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or
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FCS_CKM.4.1

FCS_CKM_EXT.4

Hierarchical to:
Dependencies:

FCS_CKM_EXT.4.1

FCS_COP.1(a)

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)]

Refinement: The TSF shall destroy cryptographic keys
in accordance with a specified cryptographic key
destruction method [selection:

For volatile memory, the destruction shall be
executed by [selection: powering off a device

11

For nonvolatile storage, the destruction shall be
executed by a [selection: single

] overwrite of key data storage location
consisting of [selection: a pseudo random pattern
using the TSF’s RBG (as specified in
FCS_RBG_EXT.1) ], followed by a
[selection: none]. If read-
verification of the overwritten data fails, the
process shall be repeated again;

] that meets the following: [selection:
no standard].

Cryptographic Key Material Destruction
(for O.COMMS_PROTECTION,
O.STORAGE_ENCRYPTION, O.PURGE_DATA)

No other components.

[FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)],

FCS_CKM.4 Cryptographic key destruction

The TSF shall destroy all plaintext secret and private
cryptographic keys and cryptographic critical security
parameters when no longer needed.

Cryptographic Operation (Symmetric
encryption/decryption)
(for O.COMMS_PROTECTION)
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Hierarchical to:
Dependencies:

FCS_COP.1.1(a)

FCS_COP.1(b1)

Hierarchical to:
Dependencies:

FCS_COP.1.1(b1)

No other components.

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform encryption and
decryption in accordance with a specified
cryptographic algorithm AES operating in
[assignment: CBC, GCM] and cryptographic key sizes
128-bits and 256-bits that meets the following:
FIPS PUB 197, “Advanced Encryption Standard
(AES)”
[Selection: NIST SP 800-38A,

NIST SP 800-38D]

Cryptographic Operation (for signature
generation/verification)
(for O.UPDATE VERIFICATION)

No other components.

FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform cryptographic
signature services in accordance with a [selection:

RSA Digital Signature Algorithm (rDSA) with key
sizes (modulus) of [assignment: 2048 bits

1

]

that meets the following [selection:

Case: RSA Digital Signature Algorithm FIPS PUB
186-4, "Digital Signature Standard”
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FCS_COP.1(b2)

Hierarchical to:

Dependencies:

FCS_COP.1.1(b2)

FCS_COP.1(c1)

Cryptographic Operation (for signature
generation/verification)
(for O.COMMS_PROTECTION)

No other components.

FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform cryptographic
signature services in accordance with a [selection:

7

RSA Digital Signature Algorithm (rDSA) with key
sizes (modulus) of [assignment: 2048 bits, 3072
bits], or

-Elliptic Curve Digital Signature Algorithm
(ECDSA) with key sizes of [assignment: 256 bits,
384bits, 521bits]]

that meets the following [selection:

Case: RSA Digital Signature Algorithm FIPS PUB
186-4, "Digital Signature Standard”

Case: Elliptic Curve Digital Signature Algorithm
FIPS PUB 186-4, "Digital Signature Standard”
The TSF shall implement "NIST curves” P-256,
P384 and [selection: P521 ] (as
defined in FIPS PUB 186-4, "Digital Signature
Standard”).

1-
Cryptographic operation (Hash Algorithm)
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FCS_COP.1.1(c1)

FCS_COP.1(c2)

Hierarchical to:
Dependencies:

FCS_COP.1.1(c2)

FCS_COP.1(d)

Hierarchical to:

Dependencies:

FCS_COP.1.1(d)
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(selected in FPT_TUD_EXT.1.3, or with
FCS_SNI_EXT.1.1)

No other components.
No dependencies.

Refinement: The TSF shall perform cryptographic
hashing services in accordance with [selection:

SHA-256 ] that meet the
following: [ISO/IEC 10118-3:2004].

Cryptographic operation (Hash Algorithm)
(for 0.COMMS_PROTECTION)

No other components.
No dependencies.

Refinement: The TSF shall perform cryptographic
hashing services in accordance with [selection:
SHA-1, SHA-256, SHA-384, SHA-512] that meet the
following: [ISO/IEC 10118-3:2004].

Cryptographic operation (AES Data
Encryption/Decryption)
(for O. STORAGE_ENCRYPTION)

No other components.

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)]

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

The TSF shall perform data encryption and
decryption in accordance with a specified
cryptographic algorithm AES used in [selection: CBC
] mode and cryptographic key sizes
[selection: 256 bits] that meet the
following: AES as specified in ISO/IEC 18033-3,
[selection: CBC as specified in ISO/IEC 10116,
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FCS_COP.1(f)

Hierarchical to:
Dependencies:

FCS_COP.1.1(f)

FCS_COP.1(g)

Hierarchical to:

Dependencies:

FCS_COP.1.1(g)

FCS_HTTPS_EXT.1

Cryptographic operation (Key Encryption)
(selected from FCS_KYC_EXT.1.1)

No other components.

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform key encryption
and decryption in accordance with a specified
cryptographic algorithm AES used in [[selection:
CBC, ] mode] and cryptographic key sizes
[selection: 256 bits] that meet the
following: [AES as specified in ISO /IEC 18033-3,
[selection: CBC as specified in ISO/IEC 10116

1.

Cryptographic Operation (for keyed-hash
message authentication)
(selected with FCS_IPSEC_EXT.1.4)

No other components.

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform keyed-hash
message authentication in accordance with a
specified cryptographic algorithm HMAC-[selection:

SHA-1, SHA-256, SHA-384 1,
key size [assignment: 160, 256, 384], and message
digest sizes [selection: 160, 256, 384 ]

bits that meet the following: FIPS PUB 198-1, "The
Keyed-Hash Message Authentication Code, and
FIPS PUB 180-3, “"Secure Hash Standard.”

HTTPS selected
(selected in FTP_ITC.1.1, FTP_TRP.1.1)
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Hierarchical to:

Dependencies:

FCS_HTTPS_EXT.1.1

FCS_HTTPS_EXT.1.2

FCS_KYC_EXT.1

Hierarchical to:
Dependencies:

FCS_KYC_EXT.1.1

FCS_RBG_EXT.1

Hierarchical to:
Dependencies:

FCS_RBG_EXT.1.1

No other components.
FCS_TLS_EXT.1 Extended: TLS selected

The TSF shall implement the HTTPS protocol that
complies with RFC 2818.

The TSF shall implement HTTPS using TLS as specified
in FCS_TLS_EXT.1.

Key Chaining
(for O.STORAGE_ENCRYPTION)

No other components.

[FCS_COP.1(e) Cryptographic operation (Key
Wrapping), or

FCS_SMC_EXT.1 Extended: Submask Combining, or
FCS_COP.1(f) Cryptographic operation (Key
Encryption), or

FCS_KDF_EXT.1 Cryptographic Operation (Key
Derivation), and/or

FCS_COP.1(i) Cryptographic operation (Key Transport)]

The TSF shall maintain a key chain of: [selection:

intermediate keys
originating from one or more submask(s) to the BEV or
DEK using the following method(s): [selection:

key encryption as
specified in FCS_COP.1(f),

1] while maintaining an effective strength
of [selection: 256 bits].

Cryptographic Operation (Random Bit Generation)
(for O.STORAGE_ENCRYPTION and
0.COMMS_PROTECTION)

No other components.
No dependencies.

The TSF shall perform all deterministic random bit
generation services in accordance with [selection:
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FCS_RBG_EXT.1.2

FCS_TLS_EXT.1

Hierarchical to:
Dependencies:

FCS_TLS_EXT.1.1

NIST SP 800-90A] using
[selection:
CTR_DRBG (AES)].

The deterministic RBG shall be seeded by at least one
entropy source that accumulates entropy from
[selection: [assignment:1] software-based noise
source(s)

] with a
minimum of [selection: 256 bits] of entropy at
least equal to the greatest security strength, according
to ISO/IEC18031:2011 Table C.1 “Security Strength
Table for Hash Functions”, of the keys and hashes that
it will generate.

TLS selected
(selected in FTP_ITC.1.1, FTP_TRP.1.1)

No other components.

FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)

FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)

FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)

FCS_COP.1(c) Cryptographic Operation (Hash
Algorithm)

FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)

FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

The TSF shall implement one or more of the following
protocols [selection:

TLS 1.2 (RFC 5246)] supporting the following
ciphersuites:

Mandatory Ciphersuites:
TLS_RSA_WITH_AES_128_CBC_SHA

Optional Ciphersuites:
[selection:
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TLS _RSA _WITH_AES_256_CBC_SHA

TLS_RSA_WITH_AES_128 CBC_SHA256
TLS _RSA _WITH_AES_256_CBC_ SHAZ256

TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA
TLS_ECDHE_RSA _WITH_AES_256_CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES _256_CBC_SHA
TLS_ECDHE_RSA _WITH_AES_128 CBC_SHA256
TLS _ECDHE _RSA_WITH_AES_256_CBC_SHA384
TLS _ECDHE _RSA_WITH_AES_128 GCM_SHA256
TLS_ECDHE_RSA _WITH_AES_256_GCM_SHA384
TLS _ECDHE _ECDSA_WITH_AES_128 GCM_SHA256
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHAZ256
TLS_ECDHE ECDSA_WITH_AES_256_CBC_SHA384

1.

6.2.3. Class FDP: User Data Protection

FDP_ACC.1 Subset access control
(for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

Hierarchical to: No other components.
Dependencies: FDP_ACF.1 Security attribute based access control
FDP_ACC.1.1 Refinement: The TSF shall enforce the User Data

Access Control SFP on subjects, objects, and
operations among subjects and objects specified in
Table 12 and Tablel3.

FDP_ACF.1 Security attribute based access control
(for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

Hierarchical to: No other components.
Dependencies: FDP_ACC.1 Subset access control
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FDP_ACF.1.1

FDP_ACF.1.2

FDP_ACF.1.3

FDP_ACF.1.4

FMT_MSA.3 Static attribute initialization

Refinement: The TSF shall enforce the User Data
Access Control SFP to objects based on the following:
subjects, objects, and attributes specified in Table 12

and Tablel3.

Refinement: The TSF shall enforce the following rules to
determine if an operation among controlled subjects
and controlled objects is allowed: rules governing
access among controlled subjects and controlled
objects using controlled operations on controlled
objects specified in Table 12 and Tablel3.

Refinement: The TSF shall explicitly authorise access of
subjects to objects based on the following additional
rules: [assignment: none].

Refinement: The TSF shall explicitly deny access of
subjects to objects based on the following additional
rules: [assignment:_none].

Table 12 D.USER.DOC Access Control SFP

"Create" "Read" "Modify" "Delete"
i View image . Delete
Submit a Modify
. or Release stored
. Operation: document to . stored
Print . printed documen
be printed document
output t
Job owner (note 1) denied
U.ADMIN denied
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied
ed
Scan Submit a View Modify Delete
Operation: document for | scanned stored stored
scanning image image image
Job owner (note 2) denied
U.ADMIN denied
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied

ed
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Copy View
) scanned .
Submit a . Modify Delete
. image or
Operation: document for stored stored
. Release . .
copying . image image
printed copy
output
Job owner (note 2) denied
U.ADMIN denied
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied
ed
Fax send Submit a View Modify Delete
Operation: document to | scanned stored stored
send as a fax | image image image
Job owner (note 2) denied
U.ADMIN denied
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied
ed
Fax View fax
. . Modify Delete
receive . image or . .
. Receive a fax image of | image of
Operation: _ Release f |
and store it . received received
printed fax
fax fax
output
Fax owner (note 3) denied
U.ADMIN (note 4) denied
U.NORMAL (note 4) denied denied denied
Unauthenticat | (note 4) denied denied denied
ed
Storage/ . . Delete
i Retrieve Modify
Retrieval ) Store stored
Operation: stored stored
document documen
document document ¢
Job owner (note 1) denied
U.ADMIN (note 5) denied (note 5)
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied

ed
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Table 13 D.USER.JOB Access Control SFP

"Create" * "Read" "Modify" "Delete"
. Create print View print | Modify Cancel
Operation: . .. .
job queue/log | print job print job
Print Job owner (note 1)
U.ADMIN
U.NORMAL denied denied
Unauthenticat | denied denied denied denied
ed
Scan . Create scan View scan | Modify Cancel
Operation: . . .
job status/log | scan job scan job
Job owner (note 2) denied
U.ADMIN denied
U.NORMAL denied denied
Unauthenticat | denied denied denied denied
ed
Copy . Create copy View copy | Modify Cancel
Operation: . . i
job status/log | copy job copy job
Job owner (note 2)
U.ADMIN
U.NORMAL denied denied
Unauthenticat | denied denied denied denied
ed
Fax send View fax . Cancel
) Create fax _ Modify fax
Operation: . job it fax send
send job send job .
status/log job
Job owner (note 2) denied
U.ADMIN denied
U.NORMAL denied denied
Unauthenticat | denied denied denied denied
ed
Fax . . Cancel
. View fax Modify fax
receive . Create fax i . fax
Operation: L. receive receive .
receive job . receive
status/log | job .
job
Fax owner (note 3) denied
U.ADMIN (note 4) denied
U.NORMAL (note 4) denied denied
Unauthenticat | (note 4) denied denied denied

ed
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Storage/
Retrieval

ed

View Modify Cancel
Operation: Create. stor.::rge stor:age / stor:age / stor:age /
/ retrieval job | retrieval retrieval retrieval
log job job
Job owner (note 1) denied
U.ADMIN denied
U.NORMAL denied denied
Unauthenticat | denied denied denied denied

Note 1: Job Owner is identified by a credential or assigned to an authorized User
as part of the process of submitting a print or storage Job.
Note 2: Job Owner is assigned to an authorized User as part of the process of
initiating a scan, copy, fax send, or retrieval Job.
Note 3: Job Owner of received faxes is assigned by configuration. Ownership of
received faxes is assigned to a specific user.
Note 4: PSTN faxes are received from outside of the TOE, they are not initiated by
Users of the TOE.
Note 5: Key Operator can operate the DOC/JOB of all users, while SA can operate
the DOC/JOB of his/her own only.

FDP_DSK_EXT.1

Hierarchical to:
Dependencies:

FDP_DSK_EXT.1.1

FDP_DSK_EXT.1.2

FDP_FXS_EXT.1

Protection of Data on Disk

(for O.STORAGE_ENCRYPTION)

No other components.
FCS_COP.1(d) Cryptographic operation (AES Data
Encryption/Decryption).

The TSF shall [selection: perform encryption in
accordance with FCS_COP.1(d)

1,

such that any Field- Replaceable Nonvolatile Storage
Device contains no plaintext User Document Data and
no plaintext Confidential TSF Data.

The TSF shall encrypt all protected data without user

intervention.

Fax separation
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Hierarchical to:
Dependencies:

FDP_FXS_EXT.1.1

FDP_RIP.1(a)

Hierarchical to:
Dependencies:

FDP_RIP.1.1(a)

(for O.FAX_NET_SEPARATION)

No other components.
No dependencies.

The TSF shall prohibit communication via the fax
interface, except transmitting or receiving User Data
using fax protocols.

Subset residual information protection
(for O.IMAGE_OVERWRITE)

No other components.
No dependencies.

Refinement: The TSF shall ensure that any previous
information content of a resource is made unavailable
by overwriting data upon the deallocation of the
resource from the following objects: D.USER.DOC.

6.2.4. Class FIA: Identification and Authentication

FIA_AFL.1

Hierarchical to:
Dependencies:

FIA_AFL.1.1

FIA_AFL.1.2

FIA_ATD.1

Authentication failure handling
(for O.USER_I&A)

No other components.
FIA_UAU.1 Timing of authentication

The TSF shall detect when [selection: [assignment:_5]
] unsuccessful

authentication attempts occur related to [assignment:
User authentication (with local authentication)].

When the defined number of unsuccessful
authentication attempts has been [selection: met

], the TSF shall [assignment: Identification
and authentication of relevant user is inhibited until
TOE is cycled.].

User attribute definition
(for O.USER_AUTHORIZATION)
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Hierarchical to:
Dependencies:

FIA_ATD.1.1

FIA_PMG_EXT.1

Hierarchical to:

Dependencies:

FIA_PMG_EXT.1.1

FIA_UAU.1

Hierarchical to:

Dependencies:

FIA_UAU.1.1

FIA_UAU.1.2

Fuji Xerox VII C7773/C6673/C5573/C4473/C3373/C3372/C2273 tz¥a2l/714—TvF

No other components.
No dependencies.

The TSF shall maintain the following list of security
attributes belonging to individual users: [assignment:
User Identifier, User Role].

Password Management
(for O.USER_I&A)

No other components.
No dependencies.

The TSF shall provide the following password

management capabilities for User passwords:
Passwords shall be able to be composed of any
combination of upper and lower case letters,
numbers, and the following special characters:
[selection: "7, “"@”, “#”, "$”, "%”, "N, "&”, "*”,
(", )7, [assignment: ” (space)”, “””, """, “+” "7 “-
VYA S-S ST A AV S/ R
R AV R/ S/t i
Minimum password length shall be settable by an
Administrator, and have the capability to
require passwords of 15 characters or greater;

Timing of authentication
(for O.USER_I&A)

No other components.
FIA_UID.1 Timing of identification

Refinement: The TSF shall allow [assighment: storing
the fax data received from public telephone line] on
behalf of the user to be performed before the user is
authenticated.

The TSF shall require each user to be successfully
authenticated before allowing any other TSF-mediated
actions on behalf of that user.
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FIA_UAU.7

Hierarchical to:
Dependencies:

FIA_UAU.7.1

FIA_UID.1

Hierarchical to:
Dependencies:

FIA_UID.1.1

FIA_UID.1.2

FIA_USB.1

Hierarchical to:
Dependencies:

FIA_USB.1.1

FIA_USB.1.2

FIA_USB.1.3
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Protected authentication feedback
(for O.USER_I&A)

No other components.
FIA_UAU.1 Timing of authentication

The TSF shall provide only [assignment: Web UI: @

Local UI: asterisks] to the user while the authentication
is in progress.

Timing of identification
(for O.USER_I&A and O.ADMIN_ROLES)

No other components.
No dependencies.

Refinement: The TSF shall allow [assignment: storing
the fax data received from public telephone line] on
behalf of the user to be performed before the user is
identified.

The TSF shall require each user to be successfully
identified before allowing any other TSF-mediated
actions on behalf of that user.

User-subject binding

(for O.USER_I&A)

No other components.

FIA_ATD.1 User attribute definition

The TSF shall associate the following user security
attributes with subjects acting on the behalf of that
user: [assignment:

User Identifier, User Role].

The TSF shall enforce the following rules on the initial
association of user security attributes with subjects
acting on the behalf of users: [assignment:_none].

The TSF shall enforce the following rules governing
changes to the user security attributes associated with
subjects acting on the behalf of users: [assignment:
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none].

6.2.5. Class FMT: Security Management

FMT_MOF.1

Hierarchical to:
Dependencies:

Management of security functions behavior
(for O.ADMIN_ROLES)

No other components.
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MOF.1.1 Refinement: The TSF shall restrict the ability to
[selection: disable, enable,
modify the behaviour of] the functions [assighment:
List of security functions in Table14] to U.ADMIN.

Table 14 List of Security Functions

Function Operation

User Authentication enable, disable

Auditing enable, disable

Trusted communications enable, disable,
modify the behavior

Storage Data Encryption enable, disable

Overwrite Hard Disk enable, disable,
modify the behavior

Firmware update enable, disable

Self Test enable, disable

FMT_MSA.1 Management of security attributes

Hierarchical to:
Dependencies:

FMT_MSA.1.1

(for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

No other components.

FDP_ACC.1 Subset access control

FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

Refinement: The TSF shall enforce the User Data
Access Control SFP to restrict the ability to [selection:
query, modify, delete, [assignment:
creation]] the security attributes [assignment: the
security attributes listed in Table15] to [assignment:
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the roles listed in Tablel5].

Table 15 Security Attributes and Authorized Roles

Security attributes Operation Role

User identifier (Key Operator modify Key Operator

case)

User identifier (General case) modifi U.ADMIN
delete, creation

User Role (Key Operator case) query Key Operator

User Role (General case)

query, modify U.ADMIN

FMT_MSA.3

Hierarchical to:
Dependencies:

FMT_MSA.3.1

FMT_MSA.3.2

FMT_MTD.1

Hierarchical to:
Dependencies:

FMT_MTD.1.1

Static attribute initialization
(for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

No other components.
FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

Refinement: The TSF shall enforce the User Data
Access Control SFP to provide [selection, choose one
of: restrictive ] default
values for security attributes that are used to enforce
the SFP.

Refinement: The TSF shall allow the [selection:

no role] to specify alternative initial values
to override the default values when an object or
information is created.

Management of TSF data
(for O.ACCESS CONTROL)

No other components.
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

Refinement: The TSF shall restrict the ability to

perform the specified operations on the specified
TSF Data to the roles specified in Tablel6.
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Table 16 Management of TSF Data

Data Operation Authorised
Role(s)

TSF Data owned by U.NORMAL or associated with documents or
jobs owned by U.NORMAL.

U.NORMAL Password modify U.ADMIN, the
owning
U.NORMAL.

TSF Data not owned by a U.NORMAL

Key operator Password modify U.Admin (Key
Operator)

SA Password modifi U.ADMIN

Data on use of password entered | guery, modify U.ADMIN

from MFD control panel in user

authentication

Data on minimum user password | query, modify U.ADMIN

length

Data on Store Print query, modify U.ADMIN

Data on Access denial due to query, modify U.ADMIN

authentication failure

Data on Customer Engineer query, modify U.ADMIN

Operation Restriction

Data on date and time query, modify U.ADMIN

Data on Autoclear query, modify U.ADMIN

Data on Report Print query, modify U.ADMIN

Software, firmware, and related configuration data

Controller ROM, modify U.ADMIN

Fax ROM

FMT_SMF.1 Specification of Management Functions

(for O.USER_AUTHORIZATION, O.ACCESS_CONTROL,
and O.ADMIN_ROLES)

Hierarchical to: No other components.
Dependencies: No dependencies.
FMT_SMFE.1.1 The TSF shall be capable of performing the following

management functions: [assignment: Security
Management Functions listed in Tablel17].
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Table 17 Security Management Functions

Management Functions Operation

Registration of U.NORMAL /SA qguery, modify, delete
creation

Data on User Authentication qguery, modify

Key operator identifier modify

Key operator Password modify

Data on use of password entered from | query, modify
MFD control panel in user

authentication
Data on Store Print query, modify
Data on Trusted communications query, modify
Data on date and time qguery, modify
Data on Auditing query, modify
Data on Storage Data Encryption query, modify
Data on Overwrite Hard Disk query, modify
Data on Customer Engineer Operation | query, modify
Restriction
Data on Self Test qguery, modify
Data on Access denial due to query, modify
authentication failure
Data on minimum user password qguery, modify
length
Data on Autoclear qguery, modify
Data on Firmware update query, modify
Data on Report Print query, modify
Controller ROM, Fax ROM modify
FMT_SMR.1 Security roles

(for O.ACCESS_CONTROL, O.USER_AUTHORIZATION,
and O.ADMIN_ROLES)

Hierarchical to: No other components.

Dependencies: FIA_UID.1 Timing of identification

FMT_SMR.1.1 Refinement: The TSF shall maintain the roles
U.ADMIN(U.ADMIN, SA, Key Operator),
U.NORMAL.

FMT_SMR.1.2 The TSF shall be able to associate users with roles.
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FPT_KYP_EXT.1

Hierarchical to:

Dependencies:

FPT_KYP_EXT.1.1

FPT_SKP_EXT.1

Hierarchical to:

Dependencies:

FPT_SKP_EXT.1.1

FPT_STM.1

Hierarchical to:
Dependencies:
FPT_STM.1.1
FPT_TST_EXT.1
Hierarchical to:

Dependencies:

FPT_TST_EXT.1.1

FPT_TUD_EXT.1

Fuji Xerox VII C7773/C6673/C5573/C4473/C3373/C3372/C2273 tz¥a2l/714—TvF

6.2.6. Class FPT: Protection of the TSF

Protection of Key and Key Material
(for O.KEY_MATERIAL)

No other components.
No dependencies.

Refinement: The TSF shall not store plaintext keys that
are part of the keychain specified by FCS_KYC_EXT.1 in

any Field-Replaceable Nonvolatile Storage Device.

Protection of TSF Data
(for O.COMMS PROTECTION)

No other components.
No dependencies.

The TSF shall prevent reading of all pre-shared keys,
symmetric keys, and private keys.

Reliable time stamps
(for.0.AUDIT)

No other components.
No dependencies.

The TSF shall be able to provide reliable time stamps.

TSF testing
(for O.TSF_SELF_TEST)

No other components.
No dependencies.

The TSF shall run a suite of self-tests during initial
start-up (and power on) to demonstrate the correct

operation of the TSF.

Trusted Update
(for O.UPDATE_VERIFICATION)
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Hierarchical to:
Dependencies:

FPT_TUD_EXT.1.1

FPT_TUD_EXT.1.2

FPT_TUD_EXT.1.3

6.2.7. Class FTA:

FTA_SSL.3

Hierarchical to:
Dependencies:

FTA_SSL.3.1

No other components.

FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification),

FCS_COP.1(c) Cryptographic operation (Hash
Algorithm).

The TSF shall provide authorized administrators the
ability to query the current version of the TOE
firmware/software.

The TSF shall provide authorized administrators the
ability to initiate updates to TOE firmware/software.

The TSF shall provide a means to verify
firmware/software updates to the TOE using a digital
signature mechanism and [selection:

no other functions] prior to installing those updates.

TOE Access

TSF-initiated termination
(for O.USER_I&A)

No other components.
No dependencies.

The TSF shall terminate an interactive session after a

[assignment:
Auto clear time for the control panel: 10 ~ 900

seconds
Login timeout for the Web UI: 6 ~ 240minutes
There is no inactive time with printer driver

1.

6.2.8. Class FTP: Trusted Paths/Channels

FTP_ITC.1

Hierarchical to:
Dependencies:

Inter-TSF trusted channel
(for O.COMMS_PROTECTION, O.AUDIT)

No other components.
[FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
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FTP_ITC.1.1

FTP_ITC.1.2

FTP_ITC.1.3

FTP_TRP.1(a)

Hierarchical to:
Dependencies:

FTP_TRP.1.1(a)

FTP_TRP.1.2(a)

FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

Refinement: The TSF shall use [selection:

TLS, TLS/HTTPS] to provide a trusted
communication channel between itself and authorized
IT entities supporting the following capabilities:
[selection: [assignment:
Audit Log Server, Mail Server]] that is logically distinct
from other communication channels and provides
assured identification of its end points and protection of
the channel data from disclosure and detection of
modification of the channel data.

Refinement: The TSF shall permit the TSF, or the
authorized IT entities, to initiate communication via
the trusted channel

Refinement: The TSF shall initiate communication via
the trusted channel for [assignment:_mail service, and
audit transmission service].

Trusted path (for Administrators)
(for 0.COMMS_PROTECTION)

No other components.

[FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

Refinement: The TSF shall use [selection, choose at
least one of: TLS/HTTPS] to
provide a trusted communication path between itself
and remote administrators that is logically distinct
from other communication paths and provides assured
identification of its end points and protection of the
communicated data from disclosure and detection of
modification of the communicated data.

Refinement: The TSF shall permit remote
administrators to initiate communication via the
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FTP_TRP.1.3(a)

FTP_TRP.1(b)

Hierarchical to:
Dependencies:

FTP_TRP.1.1(b)

FTP_TRP.1.2(b)

FTP_TRP.1.3(b)

trusted path

Refinement: The TSF shall require the use of the
trusted path for initial administrator authentication
and all remote administration actions.

Trusted path (for Non-administrators)
(for O.COMMS_PROTECTION)

No other components.

[FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

Refinement : The TSF shall use [selection, choose at
least one of: TLS, TLS/HTTPS] to
provide a trusted communication path between itself
and remote users that is logically distinct from other
communication paths and provides assured
identification of its end points and protection of the
communicated data from disclosure and detection of
modification of the communicated data.

Refinement: The TSF shall permit [selection: the TSF,
remote users] to initiate communication via the
trusted path

Refinement: The TSF shall require the use of the
trusted path for initial user authentication and all
remote user actions.

6.3. TF1UT(RIIEH (Security Assurance Requirements)
Table18 [CEF1)T( R EHZECH T S,

Table 18 TF¥a)T/{RIEEH

Assurance Class Assurance Assurance Components
Components Description
Security Target ASE_CCL.1 Conformance claims
Evaluation ASE_ECD.1 Extended components
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6. 4.
6.4.1.

Assurance Class Assurance Assurance Components
Components Description
definition
ASE_INT.1 ST introduction
ASE_OBJ.1 Security objectives for
the operational
environment
ASE_REQ.1 Stated security
requirements
ASE_SPD.1 Security Problem
Definition
ASE_TSS.1 TOE Summary
Specification
Development ADV_FSP.1 Basic functional
specification
Guidance Documents | AGD_OPE.1 Operational user guidance
AGD_PRE.1 Preparative procedures
Life-cycle support ALC_CMC.1 Labelling of the TOE
ALC_CMS.1 TOE CM coverage
Tests Independent testing -
ATE_IND.1
Conformance
Vulnerability AVA_VAN.1 Vulnerability survey
assessment

NoDEFIVTARIEEHZERT IR, R/NROCFLITAR-AFI VB K BEDEESNDE
BLAINCETNTIVSCE, TOE (CHEITPERRROLF1UTDERSN TS, 12 TOE B H Off
BICREI TV EEZRSNTBETHS,

i) T4+ EHRR (Security Requirement Rationale)

IREFMEDREE (Dependencies of Security Functional Requirements)

TRIVTHREGMEREL VIR SITRFEFREB R LBV ERERELG L. RERRNE

IESNBCTEHREN G VMR HLE . Tablel9 (LT 3.

Table 19 t¥1UF AT HIVHR—%> btk

BEEHEIVR—2RVF

EEEOBBEHIIR—KVF

BERbIURGRT

PP THESNTI\SEH

EEEERELTVG
WEHEEZDIE S

R

FAU_GEN.1
BEET %R

FPT_STM.1

OK
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BEEEHEIVR—2VE KEHOBEZEHIVR—RV
KEHEBRRLTLVG | TR
BEUHSLUVEHRAT PP THESNTWSEH NEHEZOE L
FAU_GEN.2 FAU_GEN.1 - OK
FIREHANFROREEMT FIA_UID.1
FAU_STG_EXT.1 FAU_GEN.1 - OK
PiaR : SV ERBE & R B4R FTP_ITC.1
FCS_CKM.1(a) [FCS_COP.1(b) Fkld - OK
&2 R (JExTRRER ) FCS_COP.1(i)]
FCS_CKM_EXT.4
FAU_SAR.1 FAU_GEN.1 - OK
BE&ELE1-
FAU_SAR.2 FAU_SAR.1 - OK
REBEELE1I—
FAU_STG.1 FAU_GEN.1 - OK
RESNTZEEE AL BME K
FAU_STG.4 FAU_STG.1 - OK
BEET-IEXOFLE
FCS_CKM.1(b) [FCS_COP.1(a) Fl& - OK
BSR4 R(IFAEER) FCS_COP.1(d) #F#=l&
FCS_COP.1(e) I3
FCS_COP.1(f) (&
FCS_COP.1(g) F#=l&
FCS_COP.1(h)]
FCS_CKM_EXT.4
FCS_RBG_EXT.1
FCS_CKM.4 [FCS_CKM.1(a) - OK
& BRI $%( FCS_CKM.1(b)]
FCS_CKM_EXT.4 [FCS_CKM.1(a) F(& - OK
YRIE R S R OWE FCS_CKM.1(b)]
FCS_CKM.4
FCS_COP.1(a) FCS_CKM.1(b) - OK
EEIRE(I MRSk 8% ) | FCS_CKM_EXT.4
FCS_COP.1(b) FCS_CKM.1(a) - OK
BESIRE(BRERREL) FCS_CKM_EXT.4
FCS_COP.1(c) 1L - OK
ESRE(\VWYATITUXL)
FCS_COP.1(d) CS_CKM.1(b) - OK
E=1%1E (AES T—AKES 1L 18 | FCS_CKM_EXT.4
)
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BEEEHEIVR—2RVE KEHOBEZEHIVR—RV
KEMERELTUVE | TRH
EHBSLUEHRBTH PP THESNTL\SEH NEHEZOE Lt
FCS_COP.1(f) CS_CKM.1(b) - OK
512 (BErES1E) FCS_CKM_EXT.4
FCS_COP.1(g) CS_CKM.1(b) _ oK
EEIRE(BMT)\Y 1 AvE— YRR | FCS_CKM_EXT.4

iF)
FCS_HTTPS_EXT.1 FCS_TLS_EXT.1 - OK
YLk FEIRSNTZ HTTPS
FCS_KYC_EXT.1 [FCS_COP.1(e) F=(& - OK
Vhsk - BFTM1Y FCS_SMC_EXT.1 £l

FCS_COP.1(i) F#=l&

FCS_KDF_EXT.1

RV F(3

FCS_COP.1(f)]
FCS_RBG_EXT.1 BL -
YR : RS SR (BLEEY MERL)
FCS_TLS_EXT.1 FCS_CKM.1(a) - OK
HE3E SEIRENE TLS FCS_COP.1(a)

FCS_COP.1(b)

FCS_COP.1(c)

FCS_COP.1(g)

FCS_RBG_EXT.1
FDP_ACC.1 FDP_ACF.1 - OK
By b7 Ht A%
FDP_ACF.1 FDP_ACC.1 - OK
tFI)TABHEICLS 7D ASKIE | FMT_MSA.3
FDP_DSK_EXT.1 FCS_COP.1(d) - OK
Vask: TAAD LDT—H1REE
FDP_FXS_EXT.1 BL -
YE5R: 77D A5 B
FDP_RIP.1(a) 1L _
Y7y MAFIRRIRE
FIA_AFL.1 FIA_UAU.1 - OK
SRR K BBF DERD IR L
FIA_ATD.1 L -
FRAERMHER
FIA_PMG_EXT.1 BL -
PR3k : ) SAD— REE
FIA_UAU.1 FIA_UID.1 - OK
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BEEEHIVR—RV b EEFHEOBEEHIVR—RVF
KEEEERRELCVE | TR
EHBIUEHAT PP THESNTIVEH NEHEZOE L

SREIDRAZIVY
FIA_UAU.7 FIA_UAU.1 - oK
REINTZT1—F)\wH
FIA_UID.1 kL -
BADILIVY
FIA_USB.1 FIA_ATD.1 - oK
FAZE-HITIIDMES
FMT_MOF.1 FMT_SMF.1 - oK
LHITAHEREDSZENDEE | FMT_SMR.1
FMT_MSA.1 FDP_ACC.1 - oK
X TAEEOEE FMT_SMF.1

FMT_SMR.1
FMT_MSA.3 FMT_MSA.1 - oK
BE BN FMT_SMR.1
FMT_MTD.1 FMT_SMF.1 - oK
TSF F—H0%&E FMT_SMR.1
FMT_SMF.1 kL -
BIEREEDETE
FMT_SMR.1 FIA_UID.1 - oK
t¥1)T11%E
FPT_KYP_EXT.1 kL -
Yk BRUBMEORE
FPT_SKP_EXT.1 kL -
VYiik:TSF T—A0RE
FPT_STM.1 kL -
S{EEI LAV
FPT_TST_EXT.1 kL -
YE3E:TSF TRk
FPT_TUD_EXT.1 FCS_COP.1(b) - oK
YhaR  SIEEPYIT— b FCS_COP.1(c)
FTA_SSL.3 kL -
TSF REEICLBET
FTP_ITC.1 [FCS_IPSEC_EXT.1. - oK
TSF MiEEBETF v F7=(3 FCS_TLS_EXT.1.

F7=(4 FCS_SSH_EXT.1.

#7214 FCS_HTTPS_EXT.1]
FTP_TRP.1(a) [FCS_IPSEC_EXT.1. - oK
SEENA(EEER) F72(3 FCS_TLS_EXT.1.
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BEEEHIVR—RVF EEFHEOBEEHIVR—RVF
REHEHRLTVEG | T2
EHBIUEHAT PP THRESNTI\SEH NEHEZOE St
F1-14 FCS_SSH_EXT.1.
F1l4 FCS_HTTPS_EXT.1]
FTP_TRP.1(b) [FCS_IPSEC_EXT.1. - oK
=EENAGEEEER) F7zl3 FCS_TLS_EXT.1.
F7=3 FCS_SSH_EXT.1.
F1=14 FCS_HTTPS_EXT.1]

6.4.2. tF¥a1)T IRIIEHIER (Security Assurance Requirements Rationale)

NHNEFIITARIIZHERIRT SR, Z/DMROTLF1IITAR-AFA VIR BEDORESINSG B
BLAVCEINTSCE, TOE (CHITHERRROCF 1) T MERSN TSN, 1D TOE B H0fff
EICRETVREERINTBETHSD, PP DHLPBECAICHBIRIETITAET/ > EF21UT(REE
BEHEERT SHDRELHAFEICOVTOREIDOT A4V AR I T HEHICERASN TS,
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TOE E£3/t4% (TOE Summary Specification)
AETIL, TOE HMBHT 3 LF1UTSEED BRIV TRRT 3,

t¥a1UT1#8E (Security Functions)
Table 20 [CTOE Fa)T 18R X1 )T/ REEH DXL ZETR T,
AETiRBATS TOE tXaUT1848E(L 6.1 Fi(CEEREINZI X 1T HBEZHZRTETEDTHS,
Table 20 TOE t¥al)T1#aEt X1 T4 BEE H DXt G B &R
tFXaUT e
¥
g
S
= |
I s
D U
*
Ka Mol oE < | &
| g || @ | = | @ | | R
~ — ~ 'I-b HIP @ P~ ~
g Ik HE Ik -I\I Hm = (Y
[ o ~ fa [ oy [t > i~
= A o ™ 1 = 1 [ *
SFRs i N ~ AN il ik g a =
FAU_GEN.1 v
FAU_GEN.2 4
FAU_STG_EXT.1 4
FAU_SAR.1 v
FAU_SAR.2 v
FAU_STG.1 v
FAU_STG.4 v
FCS_CKM.1(a) v
FCS_CKM.1(b) v
FCS_CKM.4 v
FCS_CKM_EXT.4 v
FCS_COP.1(a) 4
FCS_COP.1(b1) 4
FCS_COP.1(b2) v
FCS_COP.1(c1) 4
FCS_COP.1(c2) v
FCS_COP.1(d) 4
FCS_COP.1(f) v
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¥V T1HEE
b
g
S}
m
& |
I i
D | Ho
| e
% | 4
Kl oo o < | S
~ = ~ o e ) P <
it Ik ¥ Ik = Hm " Y
R = NS = R e R = I
= | & | D | & | W | T w2
SFRs # | 0 | R | B | mE | ||| & | <
FCS_COP.1(g) v
FCS_HTTPS_EXT.1 v
FCS_KYC_EXT.1 v
FCS_RBG_EXT.1 v
FCS_TLS_EXT.1 v
FDP_ACC.1 v
FDP_ACF.1 v
FDP_DSK_EXT.1 v
FDP_FXS_EXT.1 v
FDP_RIP.1(a) v
FIA_AFL.1 v
FIA_ATD.1 v
FIA_PMG_EXT.1 v
FIA_UAU.1 v
FIA_UAU.7 v
FIA_UID.1 v
FIA_USB.1 v
FMT_MOF.1 v
FMT_MSA.1 v
FMT_MSA.3 v
FMT_MTD.1 v v
FMT_SMF.1 v | v
FMT_SMR.1 v
FPT_KYP_EXT.1 v
FPT_SKP_EXT.1 v
FPT_STM.1 v
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t¥a1)T 888k
ey
P
N
S
114
S |
I s
D Ky
*
s ®om < | €
g & 8 5 ®l8 g
i I~ 4E I~ 2 Hm e ™ AN
IIRI:g - ~ ) _'l'%]é 25y _ﬁlé = 1k~
= A -“-’ ™ 1 = 1 [ *
o] + ) I = | < h |
SFRs S AN ~ V] o ik iig a =
FPT_TST_EXT.1 v
FPT_TUD_EXT.1 v
FTA_SSL.3 v
FTP_ITC.1 v
FTP_TRP.1(a) v
FTP_TRP.1(b) v

1.1.1. @RIEEGE

BRI AR EF R SN2 E DRI AEBTIFC MFD OREREZERT HERZHFZEHIC, #1E
NIV FIREDFA7V MO CWIS, TUUE8— R34 1\ —H—ID £1—H—)AT— F2 A hSETH
A EELT HHEAETH B,

MFD [CESFSNTVSFI AEFEHREEMA LT, #AIFREE1T,

(1) FIA_AFL.1 Authentication failure handling (FREE&BEDEDIRLY)
TOE 3FIAEN TOE A7DEAT BHIC, FIAEDRELZ1TON, FRELEA TR D FREE K Bt [
REEIRHLTULVS,
FAEOARRRILCH(TRRA AR EZRE L. PIEAMER R THRESN TS 5 BED:E#TERKIC
ETE. LEFIABEOHERRIICELTIE. TOE OERUIM/BIRAFEF TR I3,

(B8:&9 % TSFI]
BENRRIDERFRE
CWIS M AI535
TIVB— R4
SEEEEY N

(2) FIA_ATD.1 User attribute definition FIREBH TS
FIA_USB.1 User-subject binding FIRZE-HJIIHMES
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TOE BFIAEICH LT, 1-Y—-ID tZENERMELTERL., ENOEH AN B LR AZE(CHL
TEIDFT3,

[(FIA_ATD.1 [CEd&E ¥ % TSFI]
BAENRIDEEKEE

CWIS OEE##E
[FIA_USB.1 [CBE#E ¥ TSFI]
% 1’E/§*Jl«0)uﬁkﬂﬂum

CWIS Dz 5I525
HEREEY N

(3) FIA_PMG_EXT.1 Password Management /{AD—REE
TOE [CHEWT. B EEED\AD— FEBRR, FLEAKRARIOF AEEF -TRFO)IAT—F
(. L TOXFDHAENETIERTEIIENTED,
NAD— RICHEE ATRER X F:
PIWITPRYPDRXFENXF  F . RURDFFHXF
(“17,“@”, “#7, “$7, “%7, N7, &7, k7,4, )7, " (space)”, M, YT R Y

A\Y \\ A\ /A \ U/ SR\ U / \\<II w__#@ \\>II \\?II A\ Y \\¥II A\ W/ AN\Y I/ \ NN/ AEA\\ A\Y \\|II A\Y ” \\ II)
’ root / ’ roT root I ro—

. VAT LEBE SRV NAD-FEE 0~63 )‘C%@ﬁul'ﬁﬁi?‘é&h\f%éo
TOE (FCDEREICLD 15 XFL EICRETRENTES,

(B8E T3 TSFI]
BENRIDEIRRE
CWIS & E4aE

(4) FIA_UAU.1 Timing of authentication ERFEDRIIVY.
FIA_UID.1 Timing of identification EAIDA1IVY

TOE BFIAZEDEARIAXELT. KRR AKX EYR— M3,
BRI EE R SNBM AT — AL B1ENRIV. FIREDFAT72 bD Web T30, FIUA—F
AN EEBY-)1\D 4 FEENDHD.
BAENRIV. FIAEDZM47Y MO Web J59HTld, MFD BEEEDIR(EREFRI T B HIIC, ID &/TAD
—REAASET, ADENE ID ENAT—FHY, TOE [CEFSNTVSFIAEFRE—HTI "
ALY %,
BEET-NTE. VATLEEEZD ID &£/\AT— FZiEik Uiz PowerShell 207 bedHoh U &R
L. BE&Y—/\ETZD PowerShell 20)7 232179 %, PowerShell 207 ba3E1793CE(CL
N, BE&Y—)\h5 TOE [C https AL ET ID E/SAT—EHEESN ., TOE (FZELE ID &N
AD—RICEDEHARAEEITT 5.
F DFMT7U R PC DTV TR 5ENS ID E)SAT— RICENEFETUY MFDEFIERE
hiThns,
FRRE(FIA_UAU.1)&ERI(FIA_UID. 1) I3 EBFICEITSN. A - REEDE A DR LIZB DA 1
ENEFRI SN D,
NREFEN LD FAX DZEICOLTIE, TOE (&, BAIFREIETIC. FAX T—3%2{E7 3,
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(BE:&E9 % TSFI]
BIENRIVOBRERE
CWIS D RIFER
TVOR—=FIAN
HEREEEY N
AREBEFEEIR

(5) FIA_UAU.7 Protected authentication feedback {RESNERIIT1—F/\wD
TOE [F1—Y—Z25ERF(IC. NAD—FERETRHIC. NAT—RFELTANSNEXFHEREBDIEL
FOE)ERENRILD Web T50HICRRTIHBERIR T,
*E: BENSRIVTIE 7 * (asterisk)”, Web 7595 TE "@ (bullet)” &#XRET3,

(BiEY¥ % TSFI]
**«E}Q*M/U)ngkﬁ” At I:l
CWIS DOz RIFEE

(6) FTA_SSL.3 TSF-initiated termination TSF #CE)CL3#&T
TOE (& Web F5045hn CWIS [C—EBERI(6~240 7 CRERIRE)D 7O EANE WG & EOT4
V(FREEEY YAy ) D7 VBRI ZE RT3,
FARENRIDO—ERFRE(10~900 A TEEFRE) DIRENEMEE (S, BENRIVDEEND
V7SN EANRS,
TIVB—ESA NeDEyYavFREFET . TUY MOBERWBEEEBICEY VIV ER T T3,

(BHEY% TSFI]
**VFIY*}Lo)uﬁﬂuub AR
CWIS Mz 7123

1.1.2. tF¥1)T4EE

TRAIT EEREL, VATLEREBICINVATLEEEE - FCRESNLIEEOTERE 1AL,
FARTO TOE FIRESHULT, L\2, D EDLIBIEREITINEVIBRPEERAAY (IR
[EELRAERE. I-Y-BELBE) &, BIRERTILHOMEEERIMT D,

(1) FAU_GEN.1 Audit data generation (BE&ET—34%R)
FAU_GEN.2 User identity association (F|F &5 15HROBEE M)
TOE (. Y370 T ORI AEDERNRIIDRK. AR SN AECLIEEREEDOF AL
E.Table2l [TRTEEMROERIOVNT, BEENTRRHRT D, FLREET A, BREE
OB, EROFER . BRE5ISECLEFAE AIEETHNED) . BLUEROERNEHEIND,
TOE [FEEINEEERRIAY MEEEDOT 77/ AR ERT DBF(C. ZORRELSEFIAEDH:
AEERICREE T TEEERL TV,

(BH:#9 % TSFI]
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EENRIOHERIZES

CWIS Dz RIERE

AOVEEE S EIA

BENRRILOEEHAE

CWIS OEEHERE

BIRRAY (TOE #2EiRFF, TOE #2 T B¥)
BENRILOIE—HEEE, 7)Y MERE. AR v RS AFvUiRyD ARTEHRE. J7D MRS XER
D U EE

BENRRINDYITEE - BREDR RS

CWIS DY37ikEE - BEDR ~H#HE

CWIS OB BRI ANDDXET—HERDHE LHERE
CWIS 0771 LB FEICLD T MaE

SEREEEY N
CWIS O77— L9177y T — MksE
AREFEER
Table 21 BEEOJDEEM
HRER RHINIEEFERA EESEREH
EEEHREDREIEIR T System Status/ Started
normally (cold boot),
System Status/ Started
normally (warm boot),
Shutdown requested
VEPIOL Job Status/ Completed, Print
Job Status/ Canceled by Copy
User Scan
Fax
Mailbox [Storage and
Retrieval Job #%& 9]
FIFAEFERE XK Login/ Failed
I A& A < BR (Invalid UserID),
(&)1 xILhD) Login/ Failed
(Invalid Password)
A& FRRER K Login/ Failed Web User
FI A& BRI KB Interface
(CWIS, BE&EY—/\hn)
FIFAEFERER K Job Status/ Print /Aborted
R A& BRI KB
(COVELEIAIY!
EEHEEDR A Device Settings/ View
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Security Setting

Device Settings/ Change
Security Setting

Device Settings/ Switch
Authentication Mode

Device Settings/ Edit User

[ZEESNEZEHELTID”,
“Password”, “Name"h'ie k&
n3d]

Device Settings/ Add User

Device Settings/ Delete
User

Device Config/ Software

Audit Policy/ Audit Log/
Enable,
Audit Policy/ Audit Log/
Disable

RED—ETHZFAEY
W—TDRE

Device Settings/ Edit User

[ZEESNLEMEELT Role"h
SN D]

BZINZEE Device Settings/ Adjust
Time
tYavHEIL DK Communication/ Trusted Failed
(TLS) Communication [FORIL. BIEE. KD
Bt &R#E]

(2) FAU_SAR.1 Audit review (B5&LEa1—)

YATLEEER, CWIS [CATM V%, CWIS hoMIRIEICED, EF1UT(4EEENT T—AICEEHESN

FIRTOEREFHHTENTES,

BT EEOTF—IRETRYNOTHR TP LELTHDVO- FEN3, BF1UT( BN T—

SEHDVO—-FTBI5E(1E. TLS BENMERICRESNTVSLENDS.

(R8:E9 % TSFI]
CWIS n'EE##aE

(3) FAU_SAR.2 Restricted audit review (BREEZELE1-)
X1 TAEENTT-A0H5H E UBEEE. BRSNE VAT LEEEDHICRESND,

Fe, FITAEBOTT-INDOTHEARZ. Web T30 DHERTIRET. 1&1E/IRILDDPDER

FBHIEFHERLY,
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(R8:E9 % TSFI]
CWIS n'EHE##aE

(4) FAU_STG.1 Protected audit trail storage (fRESN=EEESEHEH)
EFXIVTAEBATTANDTIE AL, Fid H UHBEDH THD. HIBRE LMEERRERITFELEL,
CNICED, EF VT BEEOT T ADF ELHIBREHEN R ESN TS,

(BiEY % TSFI]
CWIS nEHE##aE

(5) FAU_STG.4 Prevention of audit data loss (BSZ&ET—4i8KNDRIE)
EENTHZDIRY M, TOE REDA N —JEBILRFEIND ANL—JEEBICR. &K
15,000 DI RY MERFETBENH KD EF 1T EEOTT-INERIE RIS E . REEL
RBRINLEETAICEEELT. HLLEET-ANMERTIELGEEEREIND,

(BH:&9 % TSFI]

BAENRIVDERIERE

CWIS m#iRIF23

TV8=FAN

BAENRILDEEKEE

CWIS OEEHEE

BEIRNIY (TOE #£&Fs. TOE #£ T §)
BAENSRIOIE-HEE, TV MERE. 2T vURERE. A vUiINVDARTEEHEEE. D7D AR, XEE
N LikaE
BIESRINDIITEER - BEORTHEAE

CWIS O Ya7 R - BEDR THEAE

CWIS DFBNYIANLDIET - BN U aE
CWIS 0771 IETEICES T MkhE
HEREEEY—N

CWIS O77—LI177v7T— MkEE

DR EBIEEER

(6) FAU_STG_EXT.1 Extended: External Audit Trail Storage #}&BE52 SEBHHE A
XA EENTTAE., S EEEY— ) IhoDERICETE, ATRYTINDTFASI7MILELT,
NEREEE Y — ) INEH SN, TOE IS EREEE Y — )\ oBEENT T AMBEREZ(15E. TOE
[CRBESNTVR 20T T—ANNHEEY — ) INEHEND, SN EEEEY— ) INEH TR,
TLS/HTTPS ORI THESEEND,

X ITAEBEOVTADFEH H UE. BRBEESNLEIATLEBREDHICRESND,
TOE AERIC— R RFSNZEEOT R RDIARY MORKEHE. RAGHEBBELFOE /R,
(5) FAU_STG.4 [Z@ikah 3,
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(BH:#9 % TSFI]
NEEEY N

(7) FPT_STM.1 Reliable time stamps &334 LARVT
EHENLEBERRIAY MEEEDT 71N T BT, TOE TS IOV EEIC LSS
1 LARVTEFATS HHREEIR T 2,
BFETDERELEFEF FMT_MTD. 1 ICEDVATLEBEEZEDA KA RETHD,

(B:EY % TSFI]
FAU_GEN.1, FAU_GEN.2 OF8:& TSFI [C#7'%

1.1.3. FPOLRAHIE

BRI R LIE R AE OB DT sEDRe & AR AeE3%, TSF [C7DEART B/ VRT1—ACZE(C,

FI AT REICTI B HREN R,

a) AKEEERIVTHIEISN D HERE
OE—-HERE. T7DABEE(GEIE) . AT vUMAE. XEDRFEIMNH UikEe. 7)Y MERE(TUVS
— R34 NTORELE DR EN KM THIENRIFF IR IE/ SRV TEREET 3) . IIKEOR TR,
JaREE - BEOR THEEE. £ TOE RET OB HR/REMAE(VATLEEEDH)

b) CWIS THlfEHIcNSH#EaE
HHIREORTR., YVaTRE-BEORTHEEE. BRNYI NGO ET -2 ULEE. 771
WIREICLD TV MRE. TOE BRET —HNS B/ FREMAE (VAT LEBENDH) . 77—LVIT
7Y7TT— MERE (VAT LEEEDGH)

c) FABIIMTUEDTIE— A NEERTHHHEE
FAEBNFAZDIIMT7Y DT IVA—FIANTRILEEZRE LILIRETT)Y METRET HE.
MFD (3R RN Y LIEH B (COH ZET —REEY My TT-AICE(TIVR—-X)L T
—H—ID CEQORERINY MIICETET B,

(1) FDP_ACC.1 Subset access control 7ty 7ot 2%

FDP_ACF.1 Security attribute based access control t¥iUT4BH&(CLZ 7Ot A%
TOE (3. Table12, Table13 [CHEL). BIEERBRED VITEXET-ADT7HEAFIEHES .
LT . XERND)AD note MiEik(E Table12, Tablel3 M note #5B LTI\,
ERRERBEETIRONG JaJEXET 4. BT EES LR AEZS—F—ELTEMFT. 7
—F—FRVATLEBELINTO AR §EE132, ELIPHAREREDFM1TU M PChoZ2{E
BHROT-AE, VATLEBELIN?DEAAREEE S,

TIVMEREICBVTIE. D47V~ PC OB ASNE TV MTF—ARICHI REEZHETIHO1—
H—ID H'&FENd, TIV MEREICH13B YaTmBEER. TV M —-AICEEFNE - —ID [CLoT
HESN3(note 1),

AFvUBEEE JE—#EE. J7D AR EHEEICHTD YT R, BAENRIUIOT M LIz 1——1D #¥,
EDNA—F—ELTEINDIFONS, (note 2)

TPHARERDIIT R, PO AEEEEB LRI AENMEETELLVED ., VATLEBENT—F
—&LTEINDFoN 3, (note 3)
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TPIAZIELVTRFSND I7DAZET A RETIHRERNVIAICEINZ ToN TS 1—F—ID
A —+—ELTEINDIFbNS, (note 3)

TPDAZIENY3THLT—4H% TOE 4ok 37z, TOE OFIAFETHILNITNO1I—HY -4, J7
DAZEDIITELVT AR TDHEETERL, (note 4)

XENFRFCINHE UHEER . AFv U XE ., I7VAREXEVH B RV ARFEEOEDE UEE
BAIREET B, AFVUBEE(CHUVTIE, BT ERICOTI VRENDLETHE . BERIDAICAFYUX
E-EHIR. MHEEEIINTORRBRYIAN, —RFAEFE SABESNMEAETSHR
BRYDALTHBIRATREE D, FIAZE R AT X EEZREFIIHBRIIAEERL, AFvUIR1E
EETIIN ERUVEBREBRYIADFBEEN AFv U XEDRAEE(CES, (note 1) FERYIA
[CRTFSNLT—I0ENH L, FUV MER. BIRR. 7UY MERT 2RO AKDERE. FTE
BFIBMEEELINEITTED, SA FVATLEBRELN., th A\OBRBRRYDARNDT—3(L1E
ETERL, (note 5)

IV AFvy, AE—, J7DAEE . TPIAZIE . XEORFETRDH L. WINOEEEICH LT,
XET-IERET AR BESNEL,

AFvY . TPHAEE. TPIAREDRIE V3T R E T IR IRESNL,

(BH&9 % TSFI]

TUIB=FAN

BAENRIOIE-HEE, TV MERE. AT vURERE. A vUINVDAREHEEE. D7D A AR . XEE
N Likae

BAENRINOYITIRE - BEDR THAE

CWIS OYa7 k& - BEDR RHAE

CWIS DFENYIANLDIET —FENH U RE

CWIS 0771 IVETEICES T MkRE

DR EBIEER

1.1.4. 171 EHE

(1) FMT_MOF.1 Management of security functions behavior tFaJT(#EEDHZFL\D
&
FMT_MTD.1 Management of TSF data TSF F—20 & &
FMT_SMF.1 Specification of Management Functions EIE#EEDIETE
FMT_MSA.1 Management of security attributes tFi1UT1BHEDEE
FMT_MSA.3 Static attribute initialization F#8IEHE#IHAE
FMT_SMR.1 Security roles t¥a1)71 D& E|
TOE [F3BAIEREESNTE VAT LEEEDH(C, TEE Table 22 [T5RT TOE ¥ 1UT/#4EE(CER R
FRILFITAEEREDSRERTELE R, FLUBHEEDFFMERERE IS 110371~
AziRHT S,
F, BRI EN L —RFIAEIESODNRAT-REREDHAIHETHD,
CNODBEBEICED, ERENDEFIUT1 EEBEETIRE TS,
TOE (3. Table 12, Table 13 [CHL), BFEEAREEETRIONDG V3T EXET-ADRBEH
BERDT 74 MEEL T, BHEETEB LR AERANERZHTE S %, a5/, [7.1.3. 7oER

-73 - Copyright® 2020 by Fuji Xerox Co., Ltd.



Fuji Xerox VII C7773/C6673/C5573/C4473/C3373/C3372/C2273 tz¥a2l/714—TvF

#ll#E (1) FDP_ACC.1 Subset access control 47ty 7Dt Afl#H FDP_ACF.1
Security attribute based access control £¥1UTF(BHICLZ7OEAFIEIZSBOE,
TOE (I, M EEE. SA. VATLERE  — KA AEORIZEL LR AECEEMT. TnE
HFI5,

TOE (Z. #IAERBNCEALELF )T BHEDT 74 MEEL T, — iR FIAEERET S,

(FMT_MOF.1, FMT_MSA.1, FMT_SMR.1 (CR8:&E ¥ % TSFI]
BRI EEEEE

CWIS NEE##E

(FMT_MTD.1, FMT_SMF.1 (CR§:#ET % TSFI]
BENRIOEEKRE

CWIS OEE##E

CWIS OI77—LOI77v7T— MhE

[FMT_MSA.3 [CEH:&EY % TSFI)

TIVR—=FIAN

BENRIOEEKRE

CWIS OEE#aE

BAESRINDIE—HEE. A vUBERE. AT vUIRVDARTFHRE. T7D b RE
CWIS 0771 IVETEICL DT MRE

DR EBFEE R
Table 22 t*1)7 EEHEECIE{ERIAER Ul
1T EEIEH BRI CWIS

N=FT42DD LEEHEMEEDREES R, B/, LEEHE v v
HOREEITI
APL—-URESEHAEDREESRL. AR/ BDREEITD v -
RENRIDLDOBEERF D) AT— MERDREES L. B2/ ED v -
NEHREEITD
FIRERERRICEIS TV AERREESRL. B30/, EEE v v
HOREEITI
HWEEE ID £)\AD-FOREET) HMEEEDH TR v v
FAZED ID OFREESEU ID &AAT-FOREZITI. . FIA v v
BICRINATREESEL. SA FR—KRFRABEORENEHRET
%o
1-Y- 1AV - FOR/NXFHHRESRUREETD v v
BIET IS EEAEEOREES R L. AR/ BEIHLUFRFRO v v
REEITI
TLS 4—)\GEBAZE DR EES R L. /EAl/ EH DR EEIT, - v
AR RE DR EES U . AMRFEEL/ B DREZ1TH v v
BTV MEREDR EES TR, BFE/HRIDREEITD v -
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B, BRIeSRUREEITI v -
BETAMEREDREES L. AN/ BIMDREEITD v -
J7—LOIP7YIT— MERRDER E TSR, AR/ EMDHEEITI vl vl
Z—MIUPHERE BRVERIVB LU CWIS) DS HEREERTE v -
LR—MEADREESREL, VATLEEERE/FAEOREET v -
2

DA IV IZTRERIREEED S BER EEITO(HRED A »h/ & v v
/RSFIRAT—F)

X IVT I EEREORESR LA/ BADREEITI - v
(AR, EFaUTABEENT T-REATRYINDTF AR TP T,
EEY-NCEETH e R, )

*1) I7—L0I7?7y7T— MERER. B4 IRILE CWIS OlAZEHELIIGE(C. BREBNE
T, EEON—ARITERERELTE. T7— L0177y 77— MERERBRICBDEE A,

(2) FPT_SKP_EXT.1 Protection of TSF Data TSF 7—AMD{R#E
TOE (3. #5588 (KEK: Key Encryption Key)%¥3X T NVRAM2 [TIRETBH ., TATOF
BEICRLT. COBSRERHETEHDAUATI—AERFELTLVEL, 2. NVRAM2 KlEAES
(FEINTLBERIE. AL —I% B RIELEER TG,
ARL—UrEE##(DEK: Data Encryption Key)(d. £ KEK T AES-CBC AR THES1EL
T.NVRAM1 BRU HDD [C{&FT 3., HDD ([CR7ET % DEK ORI N\YI7YyTITHB,
TOE D#2E1#F. NVRAML [CIRFSNZREFLSNEA M — JRES8E. NVRAM2 [CHP RBIES
BTEBILIN. BEPEFEXDIKET DRAM [CRFSND,
L. IRTOFAZCK LT, TOE (&, DRAM [CREFSNLEEXDA N - I EREGZHLETA
VRII-AZREL TG, Fo. DRAM [CRFENTVSEXDA N —JUIESHE. EREELT
CEICENBEESNS,
TLS BIEFICHEATIMERFNZOIAER. 7.1.6 (15)DHEBICEINEES{LSNIKEET
NVRAML [CRFSN., TATOFIAEFICH L CHERZRH HTM1 71— ARRFHLTLVEL,
BEICFIASNS TLS tyyaVvB R U TLS EC Diffie-Hellman BZFEEF X T DRAM (LIR7F
SNB3H, IRTOFIBEH(CK LT, TOE (Z. DRAM [CIRFESNEEXD LY YavBERAZTIUE
JI—AZREL TGN, o, DRAM [CRFSNTVIFEXD YAV iE, BREHRETELLD
WEIND,

(BE:&E9 3% TSFI]
HICRU

1.1.5. SE#ELER

(1) FPT_TST_EXT.1 TSF testing TSF FAk
TSF A A=Y DIREE:
TSF (& Controller ROM & Fax ROM D220 77— LIIPICENETRSNTHN. Nb220T7—
LOI7DREMERIETEECED., TSF DIEEEEEIRIET 5.
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TOE (3#2EB%(C Controller ROM (& 4byte @F1voH L. Fax ROM (& 2byte OF1voH LZET
BEURMENEE—HT N ERRAL. EERFFRENRVICIF-ZXRRUEBZEFLETS, .
DRBG [CBILT [1]11.3 [CEBEDAINATAIEEITL, TAMIKEULIZISE &
BENRIUIIS- 2R TLESEZELT S, 5H DRBG O#(E 7.1.6 TR,

(BH:#E9 % TSFI]
BEIRNIY (TOE #£&hFs. TOE #£ T §)

(2) FPT_TUD_EXT.1 Trusted Update &{EtE7vFF—

FMT_MTD.1 Management of TSF data TSF F—A20EE

FMT_SMF.1 Specification of Management Functions EIE#EEDIETE
VATLEBERG ARENRIDODBRIECLID BENRILLETHEB DO I7— LI 7N - D3V e
RIBENTED, T, BEER A MZENFH N BHEICE THIFEF D TOE 21K T 5 77—
LoI17DN—I3V e ERTBHENTES,
F, BARENLE VAT LEBEOH N, VATLEBEEIIM7Y MO Web T30 Db,
Controller ROM, Fax ROM %)\ =3I Ui\ )74 V% TOE (LEET B 2ElCED, 77—LD
IVETVIT—hTBIENTED,
TOE (&, YATLEBEDIMT7V D Web F50Hh0iEEEN3 77— LII7E2EE )1\ M FU771)L
EZIETBIE )M FI)IPAINCHASNTZEFERERILL. #REECKRLIEIGE R, 7vTT7— b2
LU, BENRIUCIS—BHUTELET D, N FUTPMIUH EENTVREFE R, 1\MF)7
74 )% SHA-256 TN\yYaLl\wyafEZz# K 2048bit DR # THES1k L7z RSASSA-
PKCS1-v1.5 AX®D RSA TIYRINEB R THD . JOTRIEDFIEE. 1)\ FUT7MIISHRF SNz
BFERTI7—LII7ERAWMRIA RSA ARBICTES. 2))\1F+)771)l% SHA-256 T/\vY
1. 3)EERRE)\WUAEELEE L, —BITNEREERT . F—HTHNIEHRIIELBKEL D,

[FPT_TUD_EXT.1 (CE8:# ¥ % TSFI)
BAENRRIVDI7— LI 7 N—Ja iR

CWIS 77— L1779 7T— MéEE
[FMT_MTD.1,. FMT_SMF.1 (CES§&E T % TSFI)
BENRRIOEEEE

CWIS OEERERE

CWIS O77— L1777y 7— Mg

1.1.6. T-AEES1E

(1) FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys) RES#4%
B GEXFREE )
TOE (% TLS KES-@{E0#EFESL (EC Diffie-Hellman) TRV ERTREELT, [2]ICREB0E
MRS EAND, FEAMBKREBOER A A, [3]5.6.1.2.2 BRU [2]Appendix B.4.2 [CHE
5, TLS EC Diffie-Hellman #Z{E(Z. Linux ®/dev/random hoBEEZY—FETE(14)(C
FLEMD AES-256 CTR DRBG TH R ULZELE THD ., FEMBAERELT [2]Appendix.D [CERE,
0 P-256, P-384, P-521 #HR—kL, TLS 2TV I—Yav@ETHHETE—DOhiRES,
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TOE (3 TLS H—/\SEBAZICH AT IR FRRELT, [2]CRHOEMmER. <3, [4]1C
SCED RSA BEAVD, CNLDIEXFREET CWIS oD 1—H—35 R TE RSN, FEMBIiEHR
DR [3]5.6.1.2.2 U [2]Appendix B.4.2 [ZfiE5, RSA 82l [4]6.3.1.3 Bin4%
BRAEICHED., TR TEONDIZSIE [2]D B.3.3 [CENERMIND, FEABREEELT
[2]Appendix.D [Z32#;M P-256. P-384. P-521 %, RSA &£ LT 2048bit, 3072bit &4
R—kU. CWIS o1 —H—HVTNDh—DEBELTERIETRT D, Fio. FHIREDEL B E ARIC
(%(14)(C32%0 AES-256 CTR DRBG 2H1\3.

ERRUVZBAERICBNT, TOE HFADIRPRBEDRE[GL,

(BH:#E9 % TSFI]

CWIS m&#iRIE2E

TUI8—=FIAN

CWIS OEEHEE

BAESRIVDAF v UHERE

CWIS @ Ya7 K& - BEDR THERE

CWIS OFBNYIANOOXET D Likae
CWIS 0771 IUETEICES T Mkhe
HEREEY—N

CWIS OI77—LOI77v7T— MRE

(2) FCS_CKM.1(b) Cryptographic Key Generation (symmetric keys) BS54
(RIFrEEF)

TOE AN —IRERRUSEEBENEYYIVERELT. FIEZOEY MIDEL B ZA S, B4
BICIE. ARL—IURES#2(DEK: Data Encryption Key)® 256 £, DEK 2i&S1L 337250
frE 58 (KEK: Key Encryption Key)® 256 Evk, TLS ©yYavBOIAA—ELTRIVI—
DAV TREVEEEARICHUT 128-256 BV MEENENERT D, BELEIE(14)ICEEEHD AES-
256 CTR DRBG TXE T35, BH. D DRBG NIFUHINZDIL, (12)ICEE LEREFIM V%
AR TR R RU.TLS BIEtyya /MR RTHd.

(F8:&9 % TSFI]

CWIS Dz 5I525

TVU8—=FAN

CWIS OEERE

BEIRNIY (TOE #£&Fs. TOE #£ T §)
BAESRIVDAF v UHEERE

CWIS @ Ya7 K& - BEDR THERE
CWIS OFHRNYIANODXET RN LikaE
CWIS 0771 IUVETEICES TV MkhE
HEREEEY—N

CWIS OI77—LOI77v7T— MhE
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(3) FCS_CKM.4 Cryptographic key destruction 55 3E
FCS_CKM_EXT.4 Cryptographic Key Material Destruction S84 0MKE
TOE REXREINZIBRUVBMEEREICH LA THETS(*), TOE [CEXRFESNDHE
RUBMHEEDEESZZ Table23 [TRT, Fo. INoDR R UM FHIME S LEOEITEFIC
RAM EDT—=DABRINENIE-SNTRIAENSN, RAM LOT—4(F TOE OEREEEHICAE
ERNHEIFREND,

(*) ArL—URESE(E NVRAML £ HDD (CRFSNSA, (10)(CEEHDBOEESLSNBH. K
BEHORRINET D, T, (1)(CERED TLS Y—/GEBAEICFI AT S IEx R, (15)DANZX
LIZED NVRAML EICEESIELTREFSNDLES . KREHOXRINET D, 77— LI P ERIRELIC
AV ARSE, ER, T5IRX-MESE. ST EF1)T1/52300 N6 AL
BOWEHAREZHDHRNTHS,

(RH:#E9 % TSFI]

BAENRIDEEKEE
BRI (TOE & B)FF. TOE #2 T K)

Table 23 FXRFENIRRUBRHMOWETE

BEFE R R AR EER
RS 5 NVRAM2 | BENRIDEEEAZ1-NoT—S—1EHIBREE
(KEK:Key RUERR. T—3%(14)ICEE 8D DRBG TH R LIZEL
Encryption Key) HT1ELEETD,

F—A—EEIRETAD LOLTOT—IEHETS
CEEBIL, T MBS RIE SRS TV
VERUIE SR TEETZLENGVED, DEK &
U KEK AR E (13,

TLS tyvavi RAM TOE OERM CHET S,
TLS EC Diffie- | (i)
Hellman #%Z & TOE FERMOEE A TEMG TLS yYavERL

37128, TLS £y YaviE R U TLS EC Diffie
Hellman #MZEERFEICLS,

(4) FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
ESRIEIMEESIL1ES)
TOE (& TLS Ox#rirg5/1E 5L T [5]ICEEHD CBC £—FR U [6]ICEEED GCM £—FD
AES(128bit. 256bit)zHiR— 3%, AES [ [7]HEMTHD,

(F8:&9 3 TSFI]
CWIS mz A2z
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TVI8=FAN

CWIS nEHE##aE

BAESRIVDAF v UHERE

CWIS @ Ya7 K& - BEDR THERE

CWIS OFBNYIANODXET—SENH Likae
CWIS 0771 IViEREICL BT MitRE
HEREEY—N

CWIS O77—LOI77v77— MiRE

(5) FCS_COP.1(b1) Cryptographic Operation (for signature
generation/verification) MBSEE(ERER1REL)
TOE 3 77— L0177y 77— MOEIEMRIECHE VT, [2]ICEEEHD RSA TIYAIIER T R— T
%, BRI 2048bit Thd, B R IA—IYME [2]5.5(F)ICEEH D RSASSA-PKCS1-v1.5(Z
%2

(BH:&E9 % TSFI]
CWIS O77—LI177v7T— MkEE

(6) FCS_COP.1(b2) Cryptographic Operation (for signature
generation/verification) EESR/E(ER LR HREL)

TOE (3 TLS OAEFEREE. U, EFERER/MRIECHVT, [2]ICEEHD RSA TIRIIER K
UHEABIRT YAV EB LI IG LB L E R UIREEZ1T). BH. RSA B R(E 2048bit Fz(3
3072bit. NIST t5FBh#R(Z P256. P384, P521 #HiR— 9%, RSA TURIIERDER T4 —
Iy MME [2]5.5(f)ICEEE D RSASSA-PKCS1-v1.5 [CHED, £z, FEHBIRT IAIIELDESA
HER/HAREER [2]6.4 (C6ED, Chnld TLS BIERICERERFEOXTVI-Yay, EFELE
BRI —DEEICLD. ENENFERTEZERAXNRES,

(BH:#9 % TSFI]
CWIS OE#EEE
BAESRINDAF v B HE

(7) FCS_COP.1(c1) Cryptographic operation (Hash Algorithm) BEES#/E()\wYa7?
WVIYZXL)
TOE (77— L0177y 7T— MO EEMRIIFED I7— LI 77V TT— M A—=IF =80 \v a5t
HIZSHA256 #F|FHY 3%, CD SHA256 /\WYa1{EEEBRIED RSA ESHERELLETEIETE
BRREIERITT S, BH. \WwYaZITUXLIE [8]IC#EMT B,

(BE¥ % TSFI]
CWIS O77—Lo177v7T— MkEE

(8) FCS_COP.1(c2) Cryptographic operation (Hash Algorithm) &4 (\voa7?
VIYZXL)
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TOE [3(11)(CEEEOD TLS (CHIFHRFEXAvE— YRR A XD/ \WY2EHE(C
SHA1/SHA256/SHA384 ZHh— 193, BIEICERT S/ \vYaPITUALBHEFEEOXT VI
—VaAVICEOTRET %, 2. TOE FEFERER/RED/\WY1E RIS
SHA256/SHA384/SHA512 ER— L. BRERKO1I-Y—DEEICIVERTS/\vYa7
WIVZLHRET B

TLS (CBFIBFEAV - YRR A KD\ V15T REBFER ER/REED)\Y V15t HIIIHIIL
THIBERICHEAEDERIENTES,

(BH#9 % TSFI]

CWIS m#iRIF23

TVU8—=RAN

CWIS OEEHEE

BAERIVDAF v UHERE

CWIS @ Ya7 K& - BEDR THERE

CWIS OFBRNYIANODXET RN LikaE
CWIS 0771 IVETEICES T MkRE
HEREEEY N

CWIS OI77—LoI77v7T— MR

Hi:

B

(9) FCS_COP.1(d) Cryptographic operation (AES Data Encryption/Decryption)
S1E (AES TR S1L18S)
TOE BARL—UBRBEENRESARELT, [9]ICEBEINE AES. RU. TOYIRESE—RELT
[10](CEB& SNz CBC &Y h— 193, BEIE 256 EYRTHD, IV AN —YDEHAEFE
DEK ztIicEH T3,

(F8:&9 % TSFI]

TUI8= RN

BAENSRIOTIE-HEE. TV MERE. AT vUREEE. A v VIRV D ARTFHEE. D7D AMRE . XEER
D Ui aE

BAENRIOYITIRE - BEDR THAE

CWIS OFRNYIANoDXET RN LikeE

CWIS OI71IUETEICES T Mkhe

NREFEE R

(10) FCS_COP.1(f) Cryptographic operation (Key Encryption) &g (IES
1t)
TOE (Z(12)ICE2&EMED., AL — UGS 1LiEED DEK(256bit)%® [9]ICEE#E SNz AES AR
THES1ET 3, B K 256bit THN. TOYIEEFE— K& [10](CERE SNz CBC ZHiR—+T3,
BRI 256 EYNTHD, IV (E(14)ICEEED AES-256 CTR DRBG W' ELETHD,

(BH:&E9 % TSFI]
BIRRAY (TOE #ZEhRF, TOE #& T F)
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(11) FCS_COP.1(g) Cryptographic Operation (for keyed-hash message
authentication) ESEE@RT)\YD1AvE—JFREE)
TOE (3 TLS [CHF2 BT EAVE— IR ARXELTUT EYR— T3,
## & (bit): 160, 256, 384
N\yo1:SHA-1, SHA-256, SHA-384
Ivt—IH4 U122 MR(bit): 160, 256, 384
N7V TUZALIE [11], B ENYDIAVE— IR 7TV L(HMAC)IE [12]IC#ERT B,

(F8:&9 3 TSFI]

CWIS m#iRIF23

TUI8—=FIAN

CWIS OEERE

BB RIVD AV UHERE

CWIS @ Ya7 K& - BEDR THERE

CWIS OFHBNYIANODOXET—SERDH Likae
CWIS Q771 ILEEICLB T MRE
NEEEY-N

CWIS OI77—LOI77v7T— ke

(12) FCS_KYC_EXT.1 Key Chaining #F1/>
TOE (32 h— UBE B4 (DEK) R U DEK 252133505 8 (KEK) ERF 11 VET 3,
B{RBICIE TOE A —VREERTFIM UM VEEIRF(BAMICIE, TIZAEME., F3. 18
TR DEIEE A 1D T —I— FEHIRR L DR ENRS)IC(14)(CE 8D DRBG T DEK & KEK
BHERL. DEK 13 KEK IC&D(10)(CHE-TEEE1EL NVRAM1 R T HDD (2., KEK [$ 30K BET
NVRAM2 (. ZNENREFT 3. 2 BB UKD EEE . NVRAML (CFEE{E L TR LR DEK %
NVRAM2 hd5Ed H Uz KEK T(10)(CRE-THE B T3, #K(d DEK, KEK £(2 256 EYRTH
%, DRBG [C(E(14)ICEE & LI@ED+ 2B Iy FAE—h A SN2 BEDIE E (L 256 EYRTHD.
BF14VOHT 256bit MEHLHIZFIND,

(BH:#E9 % TSFI]
BIRINRY (TOE 88, TOE #&7 BF)

(13) FPT_KYP_EXT.1 Protection of Key and Key Material ##RUEMEDIFE
TOE (F(12)ICEE& L@, ARL—IUREES#F 14U TOE OF)RIFEEIREICZ 80 DRBG T
DEK & KEK Z4 L. DEK (& KEK THES1EaN T NVRAM1 R U HDD (C, KEK [FFEITIKEET
NVRAM2 [CENEFNHRET D, FDMDA ML —UIC DEK, KEK iMRFFEN S &L, NVRAM2
(FIRHZBAATEEA L —ITHBRLH., (12)DBF 11V D— MR HIIEATREL A L — JICFEX
TRESNDEFGLN,

(BH:#E9 % TSFI]
BIRINY (TOE 8K, TOE #&7 BF)
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(14) FCS_RBG_EXT.1 Cryptographic Operation (Random Bit Generation) &
R 4E (ELBREY MERK)

TOE ([FEL# A RKIC [1]10.2.1 [C#E#LT= AES-256 CTR DRBG %FIH7%. Z0O DRBG (&
Derivation Function, Reseed ##t%#& L. Prediction Resistance #ge&iFizial\, Fz.
Linux #—xJL®/dev/random H o1& 7zEL. ¥z Y — FET %, /dev/random DIRETTHS
Linux Random Number Generator(LRNG) XU LRNG [SFEATIHOO090H00305F5H H U
g/ M X a&HiceAEIY ME—RET S, D/ XFV T MI17ICENERMICHRDELDEE
FHETREDTHS, DRBG [F/dev/random hoitiaEn iz o — k& entropy_input XU
nonce ELTHFIATEH, ELEDIV MOF—=(d 256 Evbx1.5 ##8Z. [1]8.6.7 DE#EH L+
NEEZS,
TOE 30 DRBG ZHWVCA M —VKEE#E., TLS by av#aEHT 3,

(RH:#9 % TSFI]

CWIS 0z 5l Z85

TUVR—=FIAN

CWIS OEEHEE

BIRINIY (TOE #E8)F. TOE #2T KF)
BAESRIVD ATV UHERE

CWIS @ Ya7 K& - BENR THERE
CWIS OFBNYIANODXET SN Likae
CWIS Q771 IVETEICL BT MRE
HEREEEY N

CWIS OI77—LOI77v7T— ke

(15) FDP_DSK_EXT.1 Protection of Data on Disk F14AYV LDTF—H{x#
TOE AN —IF M ALDT—HATOVH BT E1L/ESIET 5. BEAMICIE, A —IT)N(
ALDBEBIERIEN—T1 a3V TBI71 I R UAT—AD Read/Write 2+ LTTF—20D1&
Eb/BEBEERL. 23/ \—T1 Va3V LTTF 47090 % Read/Write 33, lES{LAK (S
FCS_COP.1(d)ICfiEd. BB RN —T10aVEEEA N —IFT (M AR R AT §E% HDD
& NVRAM1 T#HN., HDD & NVRAM1 LISHIERHh AR RIRER A L — I T INA AT,
LEEDAN—UREE1E(E TOE EEIRFNOEIET S, BES1L/ESILICFIAT S DEK (F(12)IC5E
BULED, BEREFIMUNGVESBICERIND,
L2TOFEXOHAEFET—H. FXOMEZED TSF 7—4(& HDD R U NVRAM1 LOrEELxtR/N—
T4YaAVICEEFAENDRHESI1LENS, HDD &£ NVRAM1 EDIERESIL TR DI\ —T4avIC
(& TATILA A=, Fl{EINFA—5% KEK Z#EL(10)ICEEEHDENIE S SNz DEK OHHHE
S, FXOFABXET ARVEXDWED TSF T-4%&F 1\, BH. DEK OEFE1ElE
(12)ICE2&E L7z@ED TOE DR ST 14 VNG VEBIFFICITHNS . Fo. FX KEK DRFLTH
% NVRAM2 [FER bR ATEEB A ML — I T ) ATIE 3L,

(B:EY % TSFI]
TIVB—=FS4N
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CWIS OEEEE

BIRNAY (TOE #ZEhRF, TOE #& T F)

BAENRIOTIE-HEE, TV MERE. AT vURERE. A vUINVD ARTEEHEE. D7D AR . XEE
N LiaE

BAENRIOYITIRE - BEDR THEAE

CWIS OFBRNYIANODXET RN LikaE

CWIS 0771 IVEEICL ST MRE

DR BRI

1.1.7. SE8&E

(1) FCS_HTTPS_EXT.1 HTTPS selected #EiRSn7z HTTPS
Web 75704, GoUICEEY - N\eDE TDRIF F57490% HTTPS TEFa7FvRILUETSLSIC
SEHITHERENFRETHS . COREE CWIS ho EEEDHNITZS, HTTPS (& [13](CHtE-7
REETHD,
D347k PC D Web F50%hb CWIS AD#EiREREZ(IHE, TOE D317V PCHT
TLS BEDRXIVI—YavekELL, HTTPS BIEZREY %, 75172+ PC hod TOE
CWIS [CH1F2#BIFREE S LU T ATOUE— MEEICH LT, HTTPS @EN BRSNS, Fle. BEE
Y-\ BEENTT-ARGERERT, BEEOTTAEEET-NTEEFT I, HTTPS BEN
BAINS,

(BE:&E9 % TSFI]

CWIS Mz 7IE2E

CWIS OEE#EE

CWIS O Ja74KEE - DR RHLEE

CWIS OFEBRYDANLDXET—SEDH Ui EE
CWIS D771 LB TEICL BT MR
SEREEEY N

CWIS O77— L9177y 7T— Mt

(2) FCS_TLS_EXT.1 TLS selected #iRSN7%z TLS

TLS@{EELT [14]D TLS1.2 ZHiR—FT %,

TLS BIETHEMATIEE A — MDS47Y b-F—)\EO TLS XD YavhixTVI—- b,

TOE (3 TLS ZRIAY % RIE(CH LTI, TOE FBEBEICIEUTOFM 7Y MY — NI B,

A& CWIS POEATIEY -, AFvUXEA-IEERICEDIA TPV ELTHREES.

TOE (D347 MIoIRFESNLEE S A — DR oY R— T 3B BLDE 1 2:FIRT S, TOE

WiR— b BEE S 21— MILL T THB,
TLS_RSA_WITH_AES_128_CBC_SHA
TLS_RSA_WITH_AES_256_CBC_SHA
TLS_RSA_WITH_AES_128_CBC_SHA256
TLS_RSA_WITH_AES_256_CBC_ SHA256
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA
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TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384

(R8:&9 3 TSFI]

CWIS M RI23

TV8—=FAN

CWIS nEE###E

BAESRIVD AV UHERE

CWIS Va7 iR - BEDR THEAE

CWIS OFBNYIANODXET—SERDH Likae
CWIS 0771 IUETEICES T MkhE
NEEEY-N

CWIS O77—LOI77v77— MéhE

(3) FTP_ITC.1 Inter-TSF trusted channel TSF B&E#EFv+Il
TOE (& TOE &8 &Y —/\. Mail H— Nt T. L TOEEBEEE IO EYR— M3, ChiC
IN. IV RRI Y L OB A CRIET - IDRBERE VD LDRENMRIIEND,
EE&EY—)\: TLS/HTTPS
Mail —/)\: TLS

(B8:&9 % TSFI]
BAESRIVD AT v UHERE
NEEEY-N

(4) FTP_TRP.1(a) Trusted path (for Administrators) SE{EE/\A(EEER)
TOE FEEED)E— FPCHDDRTPIEAIVATI— ALK L, U TOREREREE IO ILEYR
— ;% INICED. TV RRA Y FOERIEBIET —IDRBEHS VD ODRENRIISND,
CWIS: TLS/HTTPS

(BH&9 % TSFI]

CWIS Dzl F2E

CWIS OEEHEE

CWIS O Ya7 R - BEDR THEAE
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CWIS OFHBRNYIANODXET—SERDH LikaE
CWIS 0771 IETEICLS T MhE
CWIS OT77—Lo177v7T— Mike

(5) FTP_TRP.1(b) Trusted path (for Non-administrators) ={EfE/\AGEEERER)
TOE (FIEEBEDIE—FPCHODETILAMVATI—AICK L, L TOSEBEEEIOMN LY
R—FF3, ChICED, IV EFRI Y FOBERIEBIET—IDRBERSNMODRENRIEEND,

CWIS: TLS/HTTPS
TUR—ESA4 1N bDENRI: TLS

(B8:&E 9% TSFI]

CWIS 0z 5l Z8E

TUVUR—=FIAN

CWIS @ Ya7 K& - BENR THERE

CWIS OFHRNYIANODXET—ERDH LikaE
CWIS 0771 IVETEICES T MkRE

1.1.8. PSTN 77DA-2y rI—DRED 5 B

(1) FDP_FXS_EXT.1 Fax separation 77D0A%5 &
TOE (&, 77DAET L REEHRS ., AR BEEREN LT I7IAT - IDEZEHAEERET S,
BiR— ;37O VIE ITU-T G3 E— RDH THD,
TPI2A VR TI—ATEZENFSNTIBDE ., FIAEDI7DVIIXEDH THD.
TRET LSRRG S DD BT —AEFE VY ME— Y12 TRV, I7D AR,
D TOE [CRIEICPDEATBHLFTELLY, o, TOE (. AR EBIFZEIRBERNEBRY MDD —DETT
—HEZR(TETHEEZLLEVEYD, ARBEERZENZELVCARERT —2IRIMRYFI-D
EEICELILY,

(BH:&9 % TSFI]
NREBFEMER

1.1.9. N—FFT4ADDLEEHE

(1) FDP_RIP.1(a) Subset residual information protection %7ty EFIEHRIEE
TOE [F. YATLEBEEBE(CLNVITETRON-FT1ADD LEEBEHEENEIESN TS,
OE—#EEE. TV MERE. AR v EE. D7D AMEBENR V3T E T RICHEN— RTAAVEECETR
SNERRFHNETHELETEETS,

XEOREFHEETHRAINEXET . BERRYDZENOEIRIZERERDE VIRE. HIBRIE
EICE-THIBREN ., 201, TOE F L EEHEEERT D,
N=FF4ADDLEFHEMEEE EEZESH 1 B(("0(FA)"(CLHLEEF)E. 3E(0-1-ELEICE
3 L EELRET) OBBIRNHES, £RL. BEEHEEENENLSNTNSIGE . MELAILTIE. E
=750, 1, ELE) FEELSINRETEERAEND T N\—RFTIAVEBE LI, LEEH
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EFEDFAZFHNETIN—EZHS. TOE EBRIC—EEFIVILT BERTOFRAEH
XET-INEFERETIEENE. LESHELEZEITIS,

(RH#E9 % TSFI]

BIRNAY (TOE #ZEhRF, TOE #& T F)

BAENRILOIE-HEEE, TV MERE, AT vURERE. T7DARE, SXEEDH LiaE
BAENRIOYITIRE - BEDR THAE

CWIS OYa7 K& - BEDR THaE

CWIS OFHBRNYIANODXET - LikaE

CWIS 0771 IVETEICES T MkRE
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ST B&&E - F&E (Acronyms And Terminology)

& (Acronyms)

A ST [CHITBMEEEELLTICEREAT 3,

HE EENE

CcC JEVD3547)7(Common Criteria)

CWIS tUR—1 74 8—2%y MF—EA(CentreWare Internet Services)

DRAM HA4F39D5 05 L7t AAEY(Dynamic Randam Access Memory)

FIPS PUB KEDEHIEFRLIBIZEDH MM (Federal Information Processing
Standard publication)

IIT B A H3—3F)(Image Input Terminal)

10T B H3—3F)(Image Output Terminal)

MFD FTIRIEEH#(Multi Function Device)
TERMESIVHLT7DEAAEY(Non Volatile Random Access

NVRAM
Memory)

PDL R—Yitah S i&(Page Description Language)

PP J0753a> 70774 )L (Protection Profile)
IVTPINAE TSN EESMICEETHZ ATEER ROM

SEEPROM (Serial Electronically Erasable and Programmable Read Only
Memory)

SFP t¥1)T1#8E S $1(Security Function Policy)

SFR X1 T H#EEE H(Security Functional Requirement)

SMTP BFA—ILEETARIL(Simple Mail Transfer Protocol)

ST tFa1Y713—5y ~(Security Target)

TOE FTifi xf & (Target of Evaluation)

TSF TOE tFa1")7/#8E(TOE Security Function)
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8.2. HEE (Terminology)

A ST [CHITHREELITICEREAT B,

) %A

WESD TPAVIAT L BREEATIDNORIROBEEEUNBVNIIITEETIEEIET . HROD
AR O EEFIEFR,

KEK Key Encryption Key OB, ZETlE, AL — VBB REESILTIHOESED
CEEET

DEK Data Encryption Key OB, KETIE. ANL—JBEEROEEIET,

779V AEY SD F7=(¥ eMMC #3157,

AbL—=Y TERERMEDISYV1XE)RU HDD %1657,

SEEP Serial Electrically Erasable PROM OB&, J bO—5/h— R LT CPU (LN A&z S
NBITERMEATY,

Web UI FIREDZA47Y D Web F595 %4 LT, TOE (LR TR RENTERZH—EATHS,

HRRYIA HRRYIALEERAANEAF YU XEPTFIARIENEE TOE NICREFTIIHAOC
Eo
FREFIILETTHERBRYDAICEMSNEXEZRY NI LOTIVE1—ahbE)
HIZENTRETHD.

- wOVAN TV MEREICB VT, ENRIF—2%7 2V R— XU THER LIEEY bRy TF—R% MFD DA

(Store Print)

Fo—IKEC—BEHEL. BEESNF ABENEAERIVENIE TR 2E CHIRIERA
BT AE.

FMAFHFXET—H

MFD DAL —JHECEREN LR, FIANE T L7 LBHIRENEH, AL~
HENICET - SEBEREL T IREOXET 4,

XET—H
(Document data)

— & FI A& (U.NORMAL). SA h* MFD OOE—#EE. ) MEBE. AF¥vUBEEE. T7
DAkRE. XEDRFHEEEFI AT SMRIC. MFD RAEEBT 22 THERIFEHRES
T, ML TXET-HERELT B,

AFvrUXE AF v UHBEEIC LS T, BFRAAEBRENLEXE TS, A TOE FAF¥+rUXEE Mail
F—NNEELED, XEDRFEEIMDE UEREICENB RNV AICRET SHEEEF D,

TPHAREXE TP ABBEIC LS TRIEEN.. A TOE TIRONBBEFHAXDXET—ATHD, A TOE
Tl SREFOFREICLD. ZIELEIPIATAEHLNUHFRESNEHRBERVDAICRE
FIBHENTES,

TXIVTAEEODTT WO, HR EOIIBIEEEIT NN BRPEERIAY MHIZSEEPHERE

-5 B, 1-Y-BERE) . BIMEHEINEZT—4,

MAEEE HEAEREE LR AECEINS TONSERE|, A TOE Tld. B EEERE]. SA ®E,

(User Role) — A AEBRINEZRIN TS,

HmEEERE BWEEEN TOE 2F| AT3RICLELIERER T, SFR NTIE Key Operator

(Key Operator
role)

role ERI|WSNS,

SA &2
(SA role)

SA N TOE &FI A7 3RICLELERERT
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—RFIRERE
(U.NORMAL role)

— & FIAE(U.NORMAL)H TOE ZFI AT BMRICHEBERZRT

FIREHRIEHR
(User Identifier)

FRAEZHA T hDFER, 1——ID,

HmEEERANE
#H

(Key Operator
identifier)

M EEEREEI DY TONEI—Y—ID, SFR AT(Z Key Operator Identifier
ERBSIND,

WHEEE
(Key Operator)

MFD O EE® TOE tXiUT(HEEDREZITOEEE,

SA

B EEEHHMIBRICER SN SA B TPHVY MeERLT HENTE, MFD DR
EEP TOE XTI HREDREETOEES,

VATLERE Key Operator & SA D#%5,

(U.ADMIN)

CWIS TOE A® Web H—=)\THD. FBEDSM172 rD Web 7595 &N LT, TOE LTS
(EVA—217 103 KEHER.BELEE. XEOMNEU/HRIERNTEST-EATHS,

-2k H—ER) Windows D1Z# Web J50Y TERTSENTES,

1—-4—-32% TOE D& HEEZHEAT BHIIC. FIAE DRI Z1T>C TOE OF| A E (CHIEEN
(User (FRTZHDHEEETHD

Authentication)

AREERLESERFRRED2DNDE— RO HHN . A TOE TIEA(ARELE— FTENIET B,

PN
(Local
Authentication)

TOE O1—%—585t% MFD [CEH U1 -V —EHEEALGREEEEZTITE-F,

5V EREEE
(Remote
Authentication)

TOE Q11— -2/ R — N CE R L1 - — 1Bz FE AL R EEET
5:E_ Fo

AL—-URES

REEED—HERFIIAN - VERESLTIHEEETRT,

T AVIR— At RE

N— YLk & 55 (PDL) THEASNICENRI T -2 &MU, EY by TT—RICEBT I8

a5
AEo

FAVK-Z

TAVR—ABEREICED . R—JFE R EFE(PDL) CRERSNIZT— A& L. Ev by T T
—BICEBTIE,

YATLEBEEE-F

—&FIRAED MFD O#EEEFI AT 2 EEE— REAIC, YATLEEEN TOE OfE
RIRBEICEDHE T, TOE #RDBERTE® TOE tX1UT R E DS R/ EHEL
oz, REENEEEITOBMEE—F,

=MD T HRE
(Auto Clear)

1212 B LU Embedded Web Server hofal£ 125 LIz L MR EET— E DBERS
BB LEEEE, BEIRICEREENOT 70 FENBHEETHS,

NARR—-IVIZ7

(Customer MFD QRSF/MEEBEITIIVIZT,

Engineer)

WEE WEELE, TOE FLRIRESNTUBEECTELGFEZELTCPIEATEIETHD,
(attacker) WEBEICE, RRBSNLMAETEHN ., ZOERERELTIIERATEIELEFND,
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BIENRI
(Control Panel)

MFD OBEICHERINIY . FVT  BvFRRIVTAAT VA BRESNE/ R,

—MRFIREDFATY
S

—RFAESRATEIVIMP Vb,

YATLEEE
DIATUh

YATLEBENFATEIVIMT UL, YATLEEEX Web T30 %L MFD (C
*UT, TOE BRET DR L EERIEIT,

TVIR—=FFAN
(Printer driver)

—RFIREIFA 7Y b LDT—R%, MFD h'RIR AT 8EG R — 5Lk 555 (PDL) TR
SNTHRIT—RCE#RTZYINIIT T, MABEDIA PV NCERT S,

MFD W2 eI ae B — VR E55(PDL) THEEENET -4, HIRIT—4(X, TOE O

ENRIT—4 FAVKR—ZTBEETEY MY I T—RICE#EN S,
JE—BEICENEHAENET =5 BLUTUY MERECIDRIBEDF( 7Y M ES
By rIyFT—4 NEERIF—2%7 1 R— IMEETERUET -4, EyrIyIF— a3 B AR TER
E#ELT\— RFAADEBCEMENS,
B IE—H#EET 1T HBDOEHAH DR RENZ XEDLE ., BELEERT,

TOE BE7—%

SNIE TSF F—80—ETHY. TOE (&> TR SN TOE [CAL TR N7 —
5THN. TOE OEF1UTHEEICH BEE XA HEMOHIRET— .

ATy

BEIAERINS 256 EVRDT—H, AP —IRBEADXET - HORFHRIC, COET
—HEERALTESIEETI,

2ykDJ—5

NEBRY FI—DERERRY M) -DERETI—RMICERTIHEORE,

NERRYRI=H

TOE 2 &2 3B CIIEENERLB L RERY FI-DLUNDRY FD—-DEFET,

RERRY FI—D

TOE h'ERE SN2 BBDORERICHD, S ERRY FI—Dh oD X1 T1 DE RIS L TR
ESINTLRRYMI—DRD, MFD & MFD A7DE AWM ER)E—- FMOSERBGY—N
P47V PCRIDTFvRIVETRT .

AREBFEERR TPDAELE . TPDAZEDT AN TN S EFREIER SN DM,

AR EBFEEIIRE

PSTN

(public telephone

line)

ARERT—H TP ANAREREERNSGEZEDT—H,

(fax data)

LS ITU-T #1500 X.509 [CEZSNTHD. KAFEM(FTEMER. HAla. Ba1%FE). 26
B, BB, DITIVFUN DTRFYEREENTVBIER.

Data on TOE BET—ATHD. AARIEFCHITBFAEDNRAT— FERERDR/NXFHOD

minimum user
password length

CE:

Key operator

TOE RET—HTHY. HMEEEZFDTHD) AT — FIEHR

Password

SA Password TOE FRET—HTHN. SA BIEEDT=HD) AT — FIEHR

U.Normal TOE SRET—HTHN. —AZFIFHE (U.NORMAL) RNz D) VAT — FiEHR
Password
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Data on access
denial due to
authentication
failures

TOE RET—HTHI. FIAHE ID BEERKRICERT RN A/ I DIFHREK K
(B 34 1R ¥

Data on Auditing

TOE BRET—HTHN. L2, FEH, EDLIBIERETINELWDERPERLGIAV b
(BIZIZEEPEREE., 1-Y—RFBE) &, BIFCERT SHAEDE I/ BHDFE
.

Data on User
Authentication

TOE FRET—HTHD. MFD OIE—#HE. AFvUHERE. T7DAMRES LUTY MiRE
EFIRTBMRIC, 1Y - FREEEMICTRA T SR DA/ BB LUREDHER.

Data on use of
password
entered from
MFD

control panel in
user
authentication

TOE FJ/ET—HATHN. KIKNRIVDODDFREERFD) S\ AT — R{E
FAREDE =/ EDDIEER.

Data on Store
Print

TOE EQET Q_C%O 7')/"7 g11nﬁ(c_7’7’f/\ I‘jIJJI‘(t_
BHDEXTE EH

RSEADERISE

Data on Trusted
communications

TOE RET—AHTHD. RERYMI-DECHERETIXET R, YVaTER. tFa1U7«
BEEOTT-ABLU TOE BRET LV TLBIET - ERETHLHICH G T 5 — ik
BEESLAETONILOER/ BEBHNESUREDERSSULEAE. BEEA/BESEN
AD—F, @5/ A0- I*'Ia#lio

Data on TOE ET—ATHN. hA+Y— Z7BREFIREEEDE R/ BN D EHR K RSE
Customer NAD—FDIER,

Engineer

Operation

Restriction

Data on TOE RET—HTHN. N\—RFTAADD L EEHEMEECRIR T EEDE N/ EDD
Overwrite Hard 8

Disk

Data on Storage  TOE ERET—ATHD. AL —IURESILREIC

Data Encryption

BRI 2 EEDH D/ EHDER,

Data on date and
time

TOE BRET—HTHN. 34 LY —V/YI—31 LEREHMERERZIT-HTHS,

Data on Auto
Clear

TOE SRET—HTHN. BEISRIA— MUTHBED B XN/ ENBLUDU 7RI DIETR .
LU Embedded Web Server OA4— MUFHEREDE %/ EHDIEHRH LUDUT7HE
RIDIEER.

Data on Self Test

TOE BET—ATHN. B TAMEREDE R/ ENDEHR.

Data on Report
Print

TOE RET—HTHY. Lik— M W HREDEREH .
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