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2.1 CC A Tk
K ST BLOTOE 2MEAEEZEETHCCONR—Vay  BIOARST D CC =2 BLOVI—13
AP, L TFIORTEBUTHS,

CC Conformance: Common Criteria version: Version 3.1, Release 5,
Part 2 (CCMB-2017-04-002) Extended, and
Part 3 (CCMB-2017-04-003) Conformant.

2.2 PP EiE
AR ST BLU TOE M@ E$ 5 PPIZLL FITR T LB THS,
® PP 4 #5: Protection Profile for Hardcopy Devices

e PP /N—’z2: 1.0 dated September 10, 2015
e Errata: Protection Profile for Hardcopy Devices — v1.0 Errata #1, June 2017

A ST NIZEBWT, FRIZWTO DR RY LA HLZ PP SRS,

2.3 NRolr—T R
A ST BEIOTOE 1L, o —ViiE &2 FEELR,

2.4 AR
A ST BELOTOE 1L, PP NERTDHLL T DOFMA L. PP OERKi#Y [Exact Conformance] Th
b, D78, TOE FERIZ PP E—EL TV,

e Required Uses
* Printing, Scanning, Copying, Network communications, Administration

e Conditionally Mandatory Uses
« Storage and retrieval, Field-Replaceable Nonvolatile Storage

e Optional Uses
+ Image Overwrite, Purge Data
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3.1 &

TOE (X135 i % Table 3.1 (2R,

Table 3.1: Z&

G2k

[==g==%
JEF%

An attacker may access (read, modify, or delete) User Document Data
or change (modify or delete) User Job Data in the TOE through one of
the TOE’s interfaces.

T.UNAUTHORIZED_ACCESS |y 13 TOED A2 57 =— 2301 C, TOENOFI I L EF

— T oA (I B, E TR | R Ve 7 —
B B (O IR T B LA,

T.TSF_COMPROMISE

An attacker may gain Unauthorized Access to TSF Data in the TOE
through one of the TOE’s interfaces.

WEEF L, TOEDA L 27 =— 2% @ T, TOENDTSF7 —Z~D
RIEZRT 7R AEAGLH LIV,

T.TSF_FAILURE

A malfunction of the TSF may cause loss of security if the TOE is
permitted to operate.

TOED#IENTF A ST 45A . TSFORENZ LT, Xl T ¢
DK ZFZEZT B LR,

T.UNAUTHORIZED UPDATE

An attacker may cause the installation of unauthorized software on the
TOE.

WEEH 1L, TORIZAIERY TNy =T " A A=)V T D LIV
VY,

T.NET _COMPROMISE

An attacker may access data in transit or otherwise compromise the
security of the TOE by monitoring or manipulating network
communication.

WEE L, AN —JBEEZ T =X — L= EELTZ0 4 5L T,
EEFOTFT =T 7BALIZY, TOEO X2 )T 422 E L1
DB LR,

3.2 Mk DOEX VT4
MR DX VT 4 F$t% Table 3.2 (TR,

Table 3.2: #EEDOExF2UT 1 8l

H R

===
FEF%

P.AUTHORIZATION

Users must be authorized before performing Document Processing and
administrative functions.

FIRE IR, SCEALEE K OVE B RE 2 AT 4D RNTAEIR 2 G- Sh/e
AUTIRBIRN,

P.AUDIT

Security-relevant activities must be audited and the log of such actions
must be protected and transmitted to an External IT Entity.

X VT ABET VT AT TR SN IERGT, 220D
T U arOud IS, INRIT= T4 T 4 ~IEES 2T R
AN SY VAN
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P.COMMS PROTECTION

The TOE must be able to identify itself to other devices on the LAN.
TOE(Z, LAN EDOLD T SA AL LA & 2l TE2RT debre
VY,

P.STORAGE _ENCRYPTION

If the TOE stores User Document Data or Confidential TSF Data on
Field-Replaceable Nonvolatile Storage Devices, it will encrypt such data
on those devices.

TOENFI I SET — X £ 13 DOTSFT — 2 2 Bl A #a vl fE72 R
FRVEAR — DT NARRAFT D6 TOEIZZNHLDT /SAA E
DZDIH7eT —AEG k3528,

P.KEY MATERIAL

Cleartext keys, submasks, random numbers, or any other values that
contribute to the creation of encryption keys for Field-Replaceable
Nonvolatile Storage of User Document Data or Confidential TSF Data
must be protected from unauthorized access and must not be stored on
that storage device.

FIRHE CET — 2 EI3E OTSFT — 2 O BUHIA i A REZR R 5
PEARNL =V DD DR GO A I T 5T 5897, EXOHE, 7
N A ELE FIZOMDH DML, NIERT 7B ADLIRES
NIRTIUTIRDIRN 3D E DA — VT S Z BIRAFSILTUTRD
AAN

P.IMAGE_OVERWRITE

Upon completion or cancellation of a Document Processing job, the TOE
shall overwrite residual image data from its Field-Replaceable
Nonvolatile Storage Devices.

B AFR a7 DR T E-13H 1IEDOBSIC . TOEITZZ OB AT Ha ] fE72
REERMEAN =TT AR LOBEFEGR T — 2% EEXEELRTN
ERAYBYAAN

P.PURGE_DATA

The TOE shall provide a function that an authorized administrator can
invoke to make all customer-supplied User Data and TSF Data
permanently irretrievable from Nonvolatile Storage Devices.

TOEIF, HERRAT G-I D, REEME R BAN — VT /SA A LD
T ARTCOBENEIET DR AE T —Z K OTSFT —Z 2K AZERD
LTERVIDICT HILNTEHEB AR ILRT TR,

3.3 mHitESAE

TOE Offi FH . iEF I, Table 3.3 TR T ABRENNE LD,
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Table 3.3: HiHESME

A T

Physical security, commensurate with the value of the TOE and the data it stores
or processes, is assumed to be provided by the environment.

APHYSICAL 1 10R| B OTORZMRA7 71T 57 — ¥ O 7 A~ T4 E £ 3 =)
TAD, EOBREIZE > TREESNDZEZBET D,
The Operational Environment is assumed to protect the TOE from direct, public
access to its LAN interface.

ANETWORK

EHBREEIT. LANA L Z T = — ZA~DIERINSDEFED T 7 A0 HTOEZ R
HETHZLEET D,

A TRUSTED ADMIN

TOE Administrators are trusted to administer the TOE according to site security
policies.

TOEFHE X, YAk 2 T4 TEHINE> CTOEZ F BT 5 &, RS T
W5,

A. TRAINED_USERS

Authorized Users are trained to use the TOE according to site security policies.
PR SIVARIHE L, A X2V T HEHIE> CTOEZE 3258 F
AT TND,
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4 X 2VT 4% G E
AEX, BX 2T xR EHIB T DR IOV Tk 5,
HEHBREO X 27 %K 57 #% Table 4.1 12”7,

Table 4.1: EHBREO VX2V T 5% 78+

AP

[==g==%
JEF%

OE.PHYSICAL_PROTECTION

The Operational Environment shall provide physical security,
commensurate with the value of the TOE and the data it stores or
processes.

HHEBREEIX, TOE, X OTOEDMRAF 72 1T 57 — X DAMfEIZ L
Bl X 2T 4 2R AL 2 TR B0,

OE.NETWORK PROTECTION

The Operational Environment shall provide network security to protect
the TOE from direct, public access to its LAN interface.

HEFHBREET. LANAY A7 2= ADIE IO ERED T 72 AN
TOEZ AR T DI DICAR Y NI — 72X 2 VT ZARME L 221 R e 572
W,

OE.ADMIN_TRUST

The TOE Owner shall establish trust that Administrators will not use
their privileges for malicious purposes.

TOEFTH H 1L, BEENZOMHEREZEESHD B B LN EN)
ET v AVADA SR AN E AN YA AN

OE.USER_TRAINING

The TOE Owner shall ensure that Users are aware of site security
policies and have the competence to follow them.

TOEFTEZ 1%, FIHZE N A X 2T 4 F#HEERL . FHUTHED
VAR i e N ARV N | A AN D AW AN S YA A

OE.ADMIN_TRAINING

The TOE Owner shall ensure that Administrators are aware of site
security policies and have the competence to use manufacturer’s
guidance to correctly configure the TOE and protect passwords and keys
accordingly.

TOEFTA &L, EHHE YA MeF 2T 78t 2 BAEL . TOEZ 1ELL
RIEL, /AT —R LRSI RGE T D7D SEE DA X 2%
IG5 BaF > TWAZ EARAELRIT T2 D7,
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5.1 FAU STG_EXT Extended: External Audit Trail Storage

Family Behavior:

This family defines requirements for the TSF to ensure that secure transmission of audit data from TOE to
an External IT Entity.

Component leveling:

FAU STG_EXT.1: External Audit Trail Storage H 1 ‘

FAU_STG_EXT.1 External Audit Trail Storage requires the TSF to use a trusted channel implementing a
secure protocol.

Management:

The following actions could be considered for the management functions in FMT:
e The TSF shall have the ability to configure the cryptographic functionality.

Audit:

The following actions should be auditable if FAU GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.
FAU_STG_EXT.1 Extended: Protected Audit Trail Storage
Hierarchical to: No other components.

Dependencies: FAU_GEN.1 Audit data generation,
FTP_ITC.1 Inter-TSF trusted channel

FAU_STG_EXT.1.1 The TSF shall be able to transmit the generated audit data to an External
IT Entity using a trusted channel according to FTP_ITC.1.

Rationale:

The TSF is required that the transmission of generated audit data to an External IT Entity which relies on a
non-TOE audit server for storage and review of audit records. The storage of these audit records and the
ability to allow the administrator to review these audit records is provided by the Operational Environment
in that case. The Common Criteria does not provide a suitable SFR for the transmission of audit data to an
External IT Entity.

This extended component protects the audit records, and it is therefore placed in the FAU class with a
single component.

5.2 FCS CKM_EXT Extended: Cryptographic Key Management

Family Behavior:

This family addresses the management aspects of cryptographic keys. Especially, this extended component
is intended for cryptographic key destruction.

Component leveling:
FCS CKM EXT.4: Cryptographic Key Material Destruction H 4 ‘

FCS_CKM_EXT.4 Cryptographic Key Material Destruction ensures not only keys but also key materials
that are no longer needed are destroyed by using an approved method.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:
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e There are no auditable events foreseen.
FCS_CKM _EXT.4 Extended: Cryptographic Key Material Destruction
Hierarchical to: No other components.
Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction
FCS_CKM_EXT.4.1 The TSF shall destroy all plaintext secret and private cryptographic keys and
cryptographic critical security parameters when no longer needed.
Rationale:
Cryptographic Key Material Destruction is to ensure the keys and key materials that are no longer needed

are destroyed by using an approved method, and the Common Criteria does not provide a suitable SFR for
the Cryptographic Key Material Destruction.

This extended component protects the cryptographic key and key materials against exposure, and it is
therefore placed in the FCS class with a single component.

5.3 FCS_HTTPS EXT Extended: HTTPS selected

Family Behavior:

Components in this family define requirements for protecting remote management sessions between the
TOE and a Security Administrator. This family describes how HTTPS will be implemented. This is a new
family defined for the FCS Class.

Component leveling:

FCS_HTTPS_EXT.1: HTTPS selected 1]

FCS_HTTPS_EXT.1 HTTPS selected, requires that HTTPS be implemented according to RFC 2818 and
supports TLS.

Management:

The following actions could be considered for the management functions in FMT:
® There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU GEN Security Audit Data Generation is included in the
PP/ST:

e Failure of HTTPS session establishment
FCS_HTTPS_EXT.1 Extended: HTTPS selected
Hierarchical to: No other components.
Dependencies: FCS_TLS EXT.1 Extended: TLS selected
FCS_HTTPS_EXT.1.1 The TSF shall implement the HTTPS protocol that complies with RFC 2818.
FCS_HTTPS_EXT.1.2 The TSF shall implement HTTPS using TLS as specified in FCS_TLS EXT.1.
Rationale:

HTTPS is one of the secure communication protocols, and the Common Criteria does not provide a
suitable SFR for the communication protocols using cryptographic algorithms.

This extended component protects the communication data using cryptographic algorithms, and it is
therefore placed in the FCS class with a single component.

5.4 FCS KYC EXT Extended: Cryptographic Operation (Key Chaining)

Family Behavior:

This family provides the specification to be used for using multiple layers of encryption keys to ultimately
secure the protected data encrypted on the storage.

Component leveling:
FCS_KYC_EXT.1: Key Chaining 1|
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FCS_KYC_EXT Key Chaining, requires the TSF to maintain a key chain and specifies the characteristics
of that chain.
Management:
The following actions could be considered for the management functions in FMT:
® There are no management actions foreseen.
Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:
o There are no auditable events foreseen.
FCS_KYC_EXT.1 Extended: Key Chaining
Hierarchical to: No other components.
Dependencies: [FCS_COP.1(e) Cryptographic operation (Key Wrapping),
FCS_SMC_EXT.1 Extended: Submask Combining,
FCS_COP.1(i) Cryptographic operation (Key Transport),
FCS_KDF _EXT.1 Cryptographic Operation (Key Derivation),

and/or
FCS_COP.1(f) Cryptographic operation (Key Encryption)].

FCS_KYC_EXT.1.1 The TSF shall maintain a key chain of: [selection: one, using a submask as the BEV
or DEK; intermediate keys originating from one or more submask(s) to the BEV or DEK
using the following method(s): [selection: key wrapping as specified in FCS_COP.1(e),
key combining as specified in FCS_SMC_EXT.1, key encryption as specified in
FCS_COP.1(f), key derivation as specified in FCS_KDF EXT.1, key transport as
specified in FCS_COP.1(i)]] while maintaining an effective strength of [selection: 128
bits, 256 bits] .

Rationale:

Key Chaining ensures that the TSF maintains the key chain, and also specifies the characteristics of that
chain. However, the Common Criteria does not provide a suitable SFR for the management of multiple
layers of encryption key to protect encrypted data.

This extended component protects the TSF data using cryptographic algorithms, and it is therefore placed
in the FCS class with a single component.

5.5 FCS_RBG_EXT Extended: Cryptographic Operation (Random Bit
Generation)
Family Behavior:

This family defines requirements for random bit generation to ensure that it is performed in accordance
with selected standards and seeded by an entropy source.

Component leveling:

FCS_RBG_EXT.1: Random Bit Generation 1|

FCS_RBG_EXT.1 Random Bit Generation requires random bit generation to be performed in accordance
with selected standards and seeded by an entropy source.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.
FCS_RBG_EXT.1 Extended: Random Bit Generation
Hierarchical to: No other components.
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Dependencies: No dependencies.

FCS_RBG_EXT.1.1 The TSF shall perform all deterministic random bit generation services in
accordance with [selection: ISO/IEC 18031:2011, NIST SP 800-904] using [selection:
Hash_DRBG (any), HMAC DRBG (any), CTR_DRBG (AES)].

FCS_RBG_EXT.1.2 The deterministic RBG shall be seeded by an entropy source that accumulates
entropy from [selection: [assignment: number of software-based sources| software-based

noise source(s), [assignment: number of hardware-based sources| hardware-based noise

source(s)] with a minimum of [selection: /28 bits, 256 bits] of entropy at least equal to
the greatest security strength, according to ISO/IEC 18031:2011 Table C.1 “Security
strength table for hash functions”, of the keys and hashes that it will generate.

Rationale:

Random bits/number will be used by the SFRs for key generation and destruction, and the Common
Criteria does not provide a suitable SFR for the random bit generation.

This extended component ensures the strength of encryption keys, and it is therefore placed in the FCS
class with a single component.

5.6 FCS_TLS EXT Extended: TLS selected

Family Behavior:

This family addresses the ability for a server and/or a client to use TLS to protect data between a client and
the server using the TLS protocol.

Component leveling:
FCS_TLS_EXT.1: TLS selected 1]

FCS_TLS_EXT.1 TLS selected, requires the TLS protocol implemented as specified.
Management:
The following actions could be considered for the management functions in FMT:
o There are no management actions foreseen.
Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:
e Failure of TLS session establishment
FCS_TLS_EXT.1 Extended: TLS selected
Hierarchical to: No other components.
Dependencies: FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash message authentication)
FCS _RBG_EXT.1 Extended: Cryptographic Operation (Random Bit Generation)

FCS_TLS _EXT.1.1 The TSF shall implement one or more of the following protocols [selection: TLS 1.0
(RFC 2246), TLS 1.1 (RFC 4346), TLS 1.2 (RFC 5246)] supporting the following
ciphersuites:

Mandatory Ciphersuites:

TLS RSA WITH AES 128 CBC_SHA
Optional Ciphersuites:
[selection:

None

TLS RSA WITH AES 256 CBC SHA

TLS DHE RSA_WITH AES 128 CBC SHA
TLS DHE RSA_WITH AES 256 _CBC SHA
TLS RSA WITH AES 128 CBC SHA256
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TLS RSA_WITH _AES 256_CBC_SHA256

TLS DHE RSA_WITH AES 128 CBC_SHA256

TLS DHE RSA_WITH AES _256_CBC_SHA256

TLS ECDHE _RSA_WITH AES 128 CBC_SHA

TLS ECDHE_RSA_WITH AES 256_CBC_SHA

TLS ECDHE_ECDSA_WITH AES 128 CBC _SHA
TLS ECDHE_ECDSA_WITH AES 256_CBC_SHA
TLS ECDHE _RSA_WITH _AES 128 CBC SHA256
TLS ECDHE_RSA_WITH AES 256_CBC_SHA384
TLS_ECDHE_RSA_WITH _AES_128_GCM_SHA256
TLS ECDHE _RSA_WITH AES 256_GCM _SHA384
TLS ECDHE_ECDSA_WITH AES 128 GCM_SHA256
TLS ECDHE_ECDSA_WITH AES 256_GCM_SHA384
TLS ECDHE_ECDSA_WITH AES 128 CBC_SHA256
TLS ECDHE_ECDSA_WITH AES 256_CBC_SHA384

Rationale:

TLS is one of the secure communication protocols, and the Common Criteria does not provide a suitable
SFR for the communication protocols using cryptographic algorithms.

This extended component protects the communication data using cryptographic algorithms, and it is
therefore placed in the FCS class with a single component.

5.7 FDP_DSK EXT Extended: Protection of Data on Disk

Family Behavior:
This family is to mandate the encryption of all protected data written to the storage.

Component leveling:
FDP_DSK_EXT.1: Protection of Data on Disk 1]

FDP_DSK_EXT.1 Extended: Protection of Data on Disk, requires the TSF to encrypt all the Confidential
TSF and User Data stored on the Field-Replaceable Nonvolatile Storage Devices in order to avoid storing
these data in plaintext on the devices.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.
FDP_DSK_EXT.1 Extended: Protection of Data on Disk
Hierarchical to: No other components.
Dependencies: FCS_COP.1(d) Cryptographic operation (AES Data Encryption/Decryption)

FDP_DSK_EXT.1.1 The TSF shall [selection: perform encryption in accordance with FCS_COP.1(d),
use a self-encrypting Field-Replaceable Nonvolatile Storage Device that is separately CC certified to
conform to the FDE EE cPP | such that any Field-Replaceable Nonvolatile Storage Device contains no
plaintext User Document Data and no plaintext confidential TSF Data.

FDP_DSK_EXT.1.2 The TSF shall encrypt all protected data without user intervention.

Rationale:

Extended: Protection of Data on Disk is to specify that encryption of any confidential data without user
intervention, and the Common Criteria does not provide a suitable SFR for the Protection of Data on Disk.
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This extended component protects the Data on Disk, and it is therefore placed in the FDP class with a
single component.

5.8 FIA PMG_EXT Extended: Password Management

Family Behavior:

This family defines requirements for the attributes of passwords used by administrative users to ensure that
strong passwords and passphrases can be chosen and maintained.

Component leveling:
FIA_ PMG EXT.1: Password Management H 1 ‘

FIA_ PMG _EXT.1 Password management requires the TSF to support passwords with varying
composition requirements, minimum lengths, maximum lifetime, and similarity constraints.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.

FIA_ PMG EXT.1 Extended: Password management
Hierarchical to: No other components.
Dependencies: No dependencies.

FIA_PMG EXT.1.1 The TSF shall provide the following password management capabilities
for User passwords:

e Passwords shall be able to be composed of any combination of upper and lower case letters, numbers,
and the following special characters: [selection: “/”, “@”, “#”, “8”, “%”, “" “&”, “*” “(" )",
[assignment: other characters ]];

e Minimum password length shall be settable by an Administrator, and have the capability to require
passwords of 15 characters or greater.

Rationale:

Password Management is to ensure the strong authentication between the endpoints of communication, and
the Common Criteria does not provide a suitable SFR for the Password Management.

This extended component protects the TOE by means of password management, and it is therefore placed
in the FIA class with a single component.

59 FPT KYP _EXT Extended: Protection of Key and Key Material

Family Behavior:

This family addresses the requirements for keys and key materials to be protected if and when written to
nonvolatile storage.

Component leveling:
FPT KYP_EXT.1: Protection of key and key material H 1 ‘

FPT_KYP _EXT.1 Extended: Protection of key and key material, requires the TSF to ensure that no
plaintext key or key materials are written to nonvolatile storage.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU GEN Security Audit Data Generation is included in the
PP/ST:
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e There are no auditable events foreseen.
FPT_KYP EXT.1 Extended: Protection of Key and Key Material
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_KYP _ EXT.1.1 The TSF shall not store plaintext keys that are part of the keychain
specified by FCS_ KYC EXT.1 in any Field-Replaceable Nonvolatile Storage Device, and not store any
such plaintext key on a device that uses the key for its encryption.

Rationale:

Protection of Key and Key Material is to ensure that no plaintext key or key material are written to
nonvolatile storage, and the Common Criteria does not provide a suitable SFR for the protection of key
and key material.

This extended component protects the TSF data, and it is therefore placed in the FPT class with a single
component.

5.10FPT SKP EXT Extended: Protection of TSF Data

Family Behavior:

This family addresses the requirements for managing and protecting the TSF data, such as cryptographic
keys. This is a new family modelled as the FPT Class.

Component leveling:
FPT_SKP_EXT.1: Protection of TSF Data 1]

FPT_SKP_EXT.1 Protection of TSF Data (for reading all symmetric keys), requires preventing
symmetric keys from being read by any user or subject. It is the only component of this family.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.

FPT_SKP_EXT.1 Extended: Protection of TSF Data
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_SKP_EXT.1.1 The TSF shall prevent reading of all pre-shared keys, symmetric keys,
and private keys.

Rationale:

Protection of TSF Data is to ensure the pre-shared keys, symmetric keys and private keys are protected
securely, and the Common Criteria does not provide a suitable SFR for the protection of such TSF data.

This extended component protects the TOE by means of strong authentication using Pre-shared Key, and it
is therefore placed in the FPT class with a single component.

5.11 FPT TST EXT Extended: TSF Testing

Family Behavior:
This family addresses the requirements for self-testing the TSF for selected correct operation.

Component leveling:
FPT TST EXT.1: TSF testing 1]

FPT_TST_EXT.1 TSF testing requires a suite of self-testing to be run during initial start-up in order to
demonstrate correct operation of the TSF.

Management:
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The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.
Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.

FPT_TST_EXT.1 Extended: TSF testing
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_TST_EXT.1.1 The TSF shall run a suite of self-tests during initial start-up (and power on) to
demonstrate the correct operation of the TSF.

Rationale:

TSF testing is to ensure the TSF can be operated correctly, and the Common Criteria does not provide a
suitable SFR for the TSF testing. In particular, there is no SFR defined for TSF testing.

This extended component protects the TOE, and it is therefore placed in the FPT class with a single
component.

5.12FPT _TUD EXT Extended: Trusted Update

Family Behavior:

This family defines requirements for the TSF to ensure that only administrators can update the TOE
firmware/software, and that such firmware/software is authentic.

Component leveling:
FPT_TUD EXT.1: Trusted Update 1]

FPT_TUD_EXT.1 Trusted Update, ensures authenticity and access control for updates.
Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.
Audit:

The following actions should be auditable if FAU GEN Security Audit Data Generation is included in the
PP/ST:
e There are no auditable events foreseen.
FPT_TUD_EXT.1 Trusted Update
Hierarchical to: No other components.

Dependencies: FCS_COP.1(b) Cryptographic Operation (for signature generation/verification),
FCS_COP.1(c) Cryptographic operation (Hash Algorithm)
FPT_TUD_EXT.1.1 The TSF shall provide authorized administrators the ability to query the current

version of the TOE firmware/software.
FPT_TUD_EXT.1.2 The TSF shall provide authorized administrators the ability to initiate updates to
TOE firmware/software.

FPT_TUD_EXT.1.3 The TSF shall provide a means to verify firmware/software updates to the TOE
using a digital signature mechanism and [selection: published hash, no other functions |
prior to installing those updates.

Rationale:

Firmware/software is a form of TSF Data, and the Common Criteria does not provide a suitable SFR for
the management of firmware/software. In particular, there is no SFR defined for importing TSF Data.

This extended component protects the TOE, and it is therefore placed in the FPT class with a single
component.
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FAU GEN.1 Audit data generation (for O.AUDIT)
Hierarchical to: No other components.
Dependencies: FPT _STM.1 Reliable time stamps
FAU GEN.1.1 The TSF shall be able to generate an audit record of the following auditable events:
a) Start-up and shutdown of the audit functions;
b) All auditable events for the not specified level of audit; and
c) All auditable events specified in Table 6.1, [and Table 6.2].
FAU GEN.1.2 The TSF shall record within each audit record at least the following information:
a) Date and time of the event, type of event, subject identity (if applicable), and the
outcome (success or failure) of the event; and
b) For each audit event type, based on the auditable event definitions of the functional
components included in the PP/ST, additional information specified in Table 6.1, [and

Table 6.2].
Table 6.1: Auditable Events the PP Requires
Auditable event Relevant SFR | Additional information
Job completion / a7 DT FDP_ACF.1 Type of job / > =7 F&
Unsuccessful User authentication / F|FiERBIERE | FIA UAU.1 None
Unsuccessful User identification / %) F & 5% 5 5B FIA_UID.1 None
Use of management functions / ‘& ZH#REDOF) H FMT SMF.1 None

Modification to the group of Users that are part of a

role /| BB|D—ECTHAFFEZ S N—TDHKE FMT_SMR.1 None

Changes to the time / FFZIDE R FPT STM.1 None
FTP ITC.1 ‘
Failure to establish session / &3 /9> HESL DB FTP_TRP.1(a), | oooniorial ure / KR

FTP_TRP.1(b) | 7EH

Note: A& FRIIMMAEREFR LSS A RRLL TIODOFERLELRT,
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Table 6.2: Auditable Events this ST Provides

Auditable event Relevant SFR Additional information

Software update / 7 P T T 77— FPT TUD EXT.l1 |#lH/N—Tay

FAU GEN.2 User identity association
Hierarchical to: No other components.
Dependencies: FAU_GEN.1 Audit data generation
FIA_UID.1 Timing of identification

FAU_GEN.2.1 For audit events resulting from actions of identified users, the TSF shall be able to
associate each auditable event with the identity of the user that caused the event.

FAU STG_EXT.1 External Audit Trail Storage (for O.AUDIT)
Hierarchical to: No other components.

Dependencies: FAU_GEN.1 Audit data generation
FTP_ITC.1 Inter-TSF trusted channel.

FAU STG EXT.1.1 The TSF shall be able to transmit the generated audit data to an External IT Entity
using a trusted channel according to FTP_ITC.1.

6.2.2 WZH FCS Z{f:

ARHITIE, PP BEDDHHMZEHERIZEIHS FCS (Cryptographic Support / B 5578 —hk) 7T ADHEE
AL 2, i 6.2.9,6.2.12, 6.2.13 BLV 6.2.14 DAHITH —HD FCS B2 HD,

FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys) (for
O0.COMMS PROTECTION)

Hierarchical to: No other components.

Dependencies: [EES— - 5
FCS_COP.1(b) Cryptographic Operation (for signature generation/ verification)
FCS_COP.1(i) Cryptographic operation (Key Transport)]
FCS_CKM_EXT 4 Extended: Cryptographic Key Material Destruction
FCS_CKM.1.1(a) Refinement: The TSF shall generate asymmetric cryptographic keys used for key
establishment in accordance with [NIST Special Publication 800-56B,
“Recommendation for Pair-Wise Key Establishment Schemes Using Integer
Factorization Cryptography” for RSA-based key establishment schemes] and specified
cryptographic key sizes equivalent to, or greater than, a symmetric key strength of
112 bits.

FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys) (for
O0.COMMS_ PROTECTION, O.STORAGE _ENCRYPTION)

Hierarchical to: No other components.

Dependencies: [ECS—CKM2-Cryptosraphickey-distribution;-er
FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
FCS_COP.1(d) Cryptographic Operation (AES Data Encryption/Decryption)
FCS_COP.1(e) Cryptographic Operation (Key Wrapping)
FCS_COP.1(f) Cryptographic operation (Key Encryption)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash message authentication)
FCS_COP.1(h) Cryptographic Operation (for keyed-hash message authentication)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction
FCS _RBG_EXT.1 Extended: Cryptographic Operation (Random Bit Generation)

FCS_CKM.1.1(b) Refinement: The TSF shall generate symmetric cryptographic keys using a Random
Bit Generator as specified in FCS_RBG_EXT.1 and specified cryptographic key
sizes [128bit, 256 bit] that meet the following: No Standard.
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FCS_CKM_EXT.4 Cryptographic Key Material Destruction (for O.COMMS PROTECTION,
O.STORAGE_ENCRYPTION, O.PURGE DATA)

Hierarchical to: No other components.

Dependencies: [FCS CKM.1(a) Cryptographic Key Generation (for asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction

FCS_CKM_EXT.4.1 The TSF shall destroy all plaintext secret and private cryptographic keys and
cryptographic critical security parameters when no longer needed.

FCS_CKM.4 Cryptographic key destruction (for O.COMMS_ PROTECTION,
O.STORAGE_ENCRYPTION, O.PURGE DATA)

Hierarchical to: No other components.
Dependencies: [FCS CKM.1(a) Cryptographic Key Generation (for asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM.4.1 Refinement: The TSF shall destroy cryptographic keys in accordance with a specified
cryptographic key destruction method [
o For volatile memory, the destruction shall be executed by [ powering off a device,
[ single overwrite consisting of a pseudo-random pattern using the simple bit
operation | |.
o For nonvolatile storage, the destruction shall be executed by a [ single | overwrite of
key data storage location consisting of [ a pseudo random pattern using the TSF’s
RBG (as specified in FCS_RBG_EXT.1), a static pattern |, followed by a [ none |J. If
read-verification of the overwritten data fails, the process shall be repeated again;

] that meets the following: [ no standard |.

FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption) (for
O0.COMMS PROTECTION)

Hierarchical to: No other components.

Dependencies: [EPPIJFCHmportofuserdata-withoutseeurityattributes;-or
EDPIFC21 : ! » X , ’
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM_EXT .4 Extended: Cryptographic Key Material Destruction
FCS_COP.1.1(a) Refinement: The TSF shall perform encryption and decryption in accordance with a
specified cryptographic algorithm AES operating in [ CBC mode, GCM mode | and
cryptographic key sizes 128-bits and 256-bits that meets the following:

o FIPS PUB 197, “Advanced Encryption Standard (AES)”
o [ NIST SP 800-384, NIST SP 800-38D |

FCS_COP.1(b) Cryptographic Operation (for signature generation/verification) (for
O.UPDATE VERIFICATION, O.COMMS PROTECTION)

Hierarchical to: No other components.

Dependencies:  [EDPATCHmpertofuscrdata-withoutsceurity-attributes,-or
FCS:CKM. 1(a) Cryptographic Key Generation (for asymmetric keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

FCS_COP.1.1(b) Refinement: The TSF shall perform cryptographic signature services in accordance
with a [ RSA Digital Signature Algorithm (rDSA) with key sizes (modulus) of | 2048
bits | | that meets the following [ FIPS PUB 186-4, “Digital Signature Standard” |.

FCS_RBG_EXT.1 Cryptographic Operation (Random Bit Generation) (for
O.STORAGE_ENCRYPTION and O.COMMS PROTECTION)

Hierarchical to: No other components.
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Dependencies: No dependencies.
FCS_RBG_EXT.1.1 The TSF shall perform all deterministic random bit generation services in accordance
with [ NIST SP 800-90A ] vsing [ CTR_DRBG (AES) |].

FCS_RBG_EXT.1.2 The deterministic RBG shall be seeded by at least one entropy source that
accumulates entropy from [ | single | hardware-based noise source | with a minimum of
[ 256 bits | of entropy at least equal to the greatest security strength, according to
ISO/IEC 18031:2011 Table C.1 “Security Strength Table for Hash Functions”, of the
keys and hashes that it will generate.

6.2.3 WZH FDP %4

ARHITIE, PP BEDDHMZEHERIZEIHS FDP (User Data Protection / KT — 2 1%#) 7T A0
REZ A FUI 72, il 6.2.9, 6.2.10 BLT 6.2.11 DA D FDP EENH S,

FDP_ACC.1 Subset access control (for O.ACCESS CONTROL and
O.USER_AUTHORIZATION)

Hierarchical to: No other components.
Dependencies: FDP_ACEF.1 Security attribute based access control

FDP_ACC.1.1 Refinement: The TSF shall enforce the User Data Access Control SFP on subjects,

objects, and operations among subjects and objects specified in Table 6.3 and Table
6.4.

FDP_ACF.1  Security attribute based access control (for O.ACCESS CONTROL and
O.USER_AUTHORIZATION)
Hierarchical to: No other components.
Dependencies: FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialization

FDP_ACF.1.1 Refinement: The TSF shall enforce the User Data Access Control SFP to objects based
on the following: subjects, objects, and attributes specified in Table 6.3 and Table
6.4.

FDP_ACF.1.2 Refinement: The TSF shall enforce the following rules to determine if an operation
among controlled subjects and controlled objects is allowed: rules governing access
among controlled subjects and controlled objects using controlled operations on
controlled objects specified in Table 6.3 and Table 6.4.

FDP _ACF.1.3 Refinement: The TSF shall explicitly authorise access of subjects to objects based on the
following additional rules: [ none |.

FDP_ACF.1.4 Refinement: The TSF shall explicitly deny access of subjects to objects based on the
following additional rules: [ none |.
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Table 6.3: D.USER.DOC Access Control SFP

“Create” “Read” “Modify” “Delete”
_ Operation: Submit a dqcument View image or Release| Modify stored| Delete stored
Print to be printed printed output document document
Job owner (note 1)
U.ADMIN
UNORMAL denied denied denied
Unauthenticated denied denied denied denied
o Operation: Submit a docyment View scanned image Modjﬁz stored Delgte stored
can for scanning image image
Job owner (note 2)
U.ADMIN denied denied
UNORMAL denied denied denied
Unauthenticated denied denied denied denied
%) . \Submit a document| View scanned image Modify stored| Delete stored
)peration. . or Release printed . ;
Ty for copying copy output image image
Job owner (note 2)
U.ADMIN denied denied
UNORMAL denied denied denied
Unauthenticated denied denied denied denied
Storage / Overation:| Store d Retrieve stored  |Modify stored| Delete stored
retrieval peration. | Store document document document document
Job owner (note 1)
U.ADMIN
UNORMAL denied denied denied
Unauthenticated denied denied denied denied
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Table 6.4: D.USER.JOB Access Control SFP

“Create” “Read” “Modify” “Delete”

Print Operation: |Create print job View p rlzg(équeue / Modify print job|Cancel print job

Job owner (note 1) denied

U.ADMIN denied

UNORMAL denied denied

Unauthenticated denied denied denied denied
Scan Operation: | Create scan job View sclcg };status / Modify scan job|Cancel scan job

Job owner (note 2) denied

U.ADMIN denied

UNORMAL denied denied

Unauthenticated denied denied denied denied
Clapy Operation: |Create copy job View col;; )jg status / Modify copy job|Cancel copy job

Job owner (note 2) denied

U.ADMIN denied

UNORMAL denied denied

Unauthenticated denied denied denied denied

Storage / Operation-|Create storage /| View storage/ |Modify storage /|Cancel storage
retrieval P | retrieval job retrieval log retrieval job retrieval job

Job owner (note 1) denied

U.ADMIN denied

UNORMAL denied denied

Unauthenticated denied denied denied denied

Note 1: Job Owner is identified by a credential or assigned to an authorized User as part of the process of
submitting a print or storage Job.

Note 2: Job Owner is assigned to an authorized User as part of the process of initiating a scan, copy, or
retrieval Job.

6.2.4 W.ZH FIA 2

AHITIE, PP BEDHDHVIEMEIZEIIS FIA (Identification and Authentication /

MERE B A TR T 5, 1T 6.2.13 BilCh —E D FIA EiERH5,

FIA_AFL.1

Hierarchical to: No other components.

Dependencies:
FIA AFL.1.1

FIA_AFL.1.2

FIA_ATD.1

FIA_UAU.1 Timing of authentication
The TSF shall detect when / [ 3 ] / unsuccessful authentication attempts occur related to

Authentication failure handling (for O.USER 1&A)

WA LRBGE) 7T AD

[ the unsuccessful user (including administrator) internal authentication attempts
following the last successful authentication |.

TSF shall

When the defined number of unsuccessful authentication attempts has been [ met /, the

o Unsuccessful authentication reached three times: Reception of authentication trials
stops for five minutes

o Five minutes later after stopping: the number of times authentication was
unsuccessful is cleared, and the reception of authentication trials is recovered

1.

Hierarchical to: No other components.

Dependencies:

No dependencies.
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FIA ATD.1.1 The TSF shall maintain the following list of security attributes belonging to individual
users: [ FYFE R A4, FISERA |

FIA_ PMG_EXT.1 Password Management (for O.USER _[1&A)
Hierarchical to: No other components.
Dependencies: No dependencies.

FIA_ PMG_EXT.1.1 The TSF shall provide the following password management capabilities for User
passwords:

e Passwords shall be able to be composed of any combination of upper and lower case
letters, numbers, and the following special characters: [ “!”, “@”, “#”, “$”, “%”, “*”,
“&”, V4% 97 | no other characters | J;

e Minimum password length shall be settable by an Administrator, and have the
capability to require passwords of 15 characters or greater;

FIA UAU.1 Timing of authentication (for O.USER I&A)
Hierarchical to: No other components.
Dependencies: FIA UID.1 Timing of identification

FIA UAU.1.1 Refinement: The TSF shall allow [ nothing ] on behalf of the user to be performed
before the user is authenticated.

FIA UAU.1.2 The TSF shall require each user to be successfully authenticated before allowing any
other TSF-mediated actions on behalf of that user.

FIA UAU.7 Protected authentication feedback (for O.USER [&A)
Hierarchical to: No other components.
Dependencies: FIA UAU.1 Timing of authentication

FIA _UAU.7.1 The TSF shall provide only [ substitute characters as many as ones that are provided |
to the user while the authentication is in progress.

FIA UID.1  Timing of identification (for O.USER I&A and O.ADMIN_ ROLES)
Hierarchical to: No other components.
Dependencies: No dependencies.

FIA UID.1.1  Refinement: The TSF shall allow [ nothing ] on behalf of the user to be performed
before the user is identified.

FIA UID.1.2  The TSF shall require each user to be successfully identified before allowing any other
TSF-mediated actions on behalf of that user.

FIA USB.1  User-subject binding (for O.USER 1&A)
Hierarchical to: No other components.
Dependencies: FIA_ ATD.1 User attribute definition

FIA USB.1.1 The TSF shall associate the following user security attributes with subjects acting on the
behalf of that user: [ FUHE 14, FIHEZRE .

FIA _USB.1.2  The TSF shall enforce the following rules on the initial association of user security
attributes with subjects acting on the behalf of users: [ no rules .

FIA USB.1.3  The TSF shall enforce the following rules governing changes to the user security
attributes associated with subjects acting on the behalf of users: [ no rules ].

6.2.5 WZH FMT 344

ARHITIE, PP BEDDHMEARIZEN IS FMT (Security Management / &%= U7 & H) 77 ADFHE
a2,

FMT MOF.1 Management of security functions behavior (for O.ADMIN_ ROLES)
Hierarchical to: No other components.
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Dependencies: FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions
FMT MOF.1.1 Refinement: The TSF shall restrict the ability to / enable ] the functions [
o Initialize Private Data / Data in Machine (TN 1558 & (NEBEPY > — 5 D ETHIHE)
] to U.ADMIN.

FMT MSA.1 Management of security attributes (for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

Hierarchical to: No other components.

Dependencies: [FDP_ACC.1 Subset access control;-ef
EDPJEC - Subsctinformation-low-control]
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions
FMT MSA.1.1 Refinement: The TSF shall enforce the User Data Access Control SFP to restrict the
ability to / query, modify, delete, | create | ] the security attributes [ Security attributes
specified in Table 6.5 | to [ Authorised roles specified in Table 6.5 ].

Table 6.5: List of Security attributes

Security attributes Operation Authorised roles
PEBRAEFIHZ 224> 4 | create, modify, delete U.ADMIN
, £ create, modify, delete U.ADMIN
PR AL 2 B query U.ADMIN, the owning UNORMAL

FMT _MSA.3 Static attribute initialization (for O.ACCESS _CONTROL and
O.USER_AUTHORIZATION)

Hierarchical to: No other components.

Dependencies: FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

FMT MSA.3.1 Refinement: The TSF shall enforce the User Data Access Control SFP to provide
[ restrictive | default values for security attributes that are used to enforce the SFP.

FMT _MSA.3.2 Refinement: The TSF shall allow the [ no role ] to specify alternative initial values to
override the default values when an object or information is created.

FMT MTD.1 Management of TSF data (for O.ACCESS_CONTROL)
Hierarchical to: No other components.

Dependencies: FMT _SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT MTD.1.1 Refinement: The TSF shall restrict the ability to perform the specified operations on
the specified TSF Data to the roles specified in Table 6.6.
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Table 6.6: Management of TSF Data

TSF Data Operation Authorised role(s)
g2y = o 12 create, delete U.ADMIN
PYRSRAEF) I NRD —F modify U.ADMIN, the owning UNORMAL
BN —FR modify U.ADMIN
B BAE 2 modify U.ADMIN
A 11/#EZ] modify U.ADMIN
BB XIGHRIE query, modify U.ADMIN
B B)n2 70 MEFRT query, modify U.ADMIN
TR create, modify, delete U.ADMIN
FRAEV—N—FRIE create, modify, delete U.ADMIN
IPTFRLRZE modify U.ADMIN
A—INEE YV —N—FRIE query, modify U.ADMIN
RF ¥ I — 77— A0 T modify U.ADMIN
ZU I 7 — A2 T modify U.ADMIN
MFD KL DBoot H1#1 2175 .
AR HIT 7 — AL T modify U.ADMIN
MFD K EDAL 57T .
AL BB 7 — ALz T modify U.ADMIN
FMT _SMF.1 Specification of Management Functions (for O.USER _AUTHORIZATION,

O.ACCESS_CONTROL, and O.ADMIN_ROLES)
Hierarchical to: No other components.

Dependencies:

No dependencies.

FMT SMF.1.1 Refinement: The TSF shall be capable of performing the following management
functions: [ management functions specified in Table 6.7, Table 6.8, Table 6.9, and

Table 6.10 ].
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Table 6.7: List of Management Functions Provided by the TSF (1)

HEREZL/F/SFR B PEHHE/management functions {5 /notes
FAU GEN.1 None
FAU GEN.2 None —
FAU STG EXT.1 | 50/ (5O E s S AE I X TLSHE L [
FCS CKM.1(a) |None —
FCS CKM.1(b) [None —
FCS CKM EXT.4 |None —
FCS CKM .4 None —
FCS COP.1(a) [None —
FCS COP.1(b) |None —
FCS RBG EXT.1 |None —
FDP ACC.1 None —
FDP ACF.I  |None RN R AE S OHLAIZR L
FIA AFL.I  |None LT 7 a3 E
o NS FERIER] H] %‘0);%%
FIAATDL L by siep i & bl & —
FIA_ PMG_EXT.l | i/ SAU—RRDOEH —
n%k;%'lJ FRIE ST DA
FIA UAU.l |78 piE%~/\~®px;£ FRRERTT 7 a L E
o NI RRAEF] SR — R DR T
FIA UAU.7 None —
o Tk DFERIE S D2 B
b SHEEY— N (DR
FIA_UD.1 | 'I;:JEE:ZE%J ﬁﬁg’gi . AT 7 R
° Wﬂﬁmunﬁ*ljﬂqﬁm& /l)/gl Ojﬁﬁ
FIA USB.I None BTV NEMETEE
Table 6.8: List of Management Functions Provided by the TSF (2)
BERE Z{F/SFR & PIF&HE /management functions 17 /notes
FMT MOF.1  |None BENT V—F 1L EE
FMT MSA.1  |None BE T —7 SRR E E
BRI N—"T T THIVIRIE .
FMT MSA.3 None B BN EE
FMT MTD.l  |None BENT N —F 1L EE
FMT SMEF.1 None —
FMT SMR.1 | #ERZ L —7 D& HE —
FPT SKP EXT.1 |None —
FPT STM.1 | AfH/RZIDFRE —
FPT TST EXT.l1 |None —

FPT TUD EXT.1

o 77— LU= T D E T

FTA SSL3 | H#Eins 7T N O E —
FTP ITC.1 None —
FTP TRP.l1(a) [None —
FTP TRP.1(b) |None —
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Table 6.9: List of Management Functions Provided by the TSF (3)

HEREZL/F/SFR & PEFHE/management functions {5 /notes
FPT KYP EXT.1 [None —

FCS KYC EXT.1 |None —

FDP DSK EXT.1 |None

: = & IR Y
FDP RIP.1(a) |None TRAFIE MR O T A7

T, B O BRI ICE E
FDP RIP.1(b) [ HNIEH L AN T —Z O LD HE) —

FCS COP.1(d) |None —

FCS COP.1(f) |None —

FCS TLS EXT.1 |None —

FCS HTTPS EXT.1|None —

FCS COP.1(c) |None —

Table 6.10: List of Management Functions Provided by the TSF (4)

HEREZL/F/SFR & PEFHE/management functions {5 /notes

— e 7 RLAIEDE 8 —

— o IPT RV ADRTE —

— AR R — S ORE —

FMT _SMR.1 Security roles (for O.ACCESS CONTROL. O.USER_AUTHORIZATION, and
O.ADMIN ROLES)

Hierarchical to: No other components.

Dependencies: FIA UID.1 Timing of identification
FMT _SMR.1.1 Refinement: The TSF shall maintain the roles U ADMIN, UNORMAL.
FMT SMR.1.2 The TSF shall be able to associate users with roles.

6.2.6 ¥ ZH FPT %iftf

AHITIL, PP 2NED DM FIRIC RIS FPT (Protection of the TSF / TSF OfRi#) 27 ADKEAEEE
ZRLIN T D, T 6.2.9 HilZH—H#ED FPT E{:2305,

FPT SKP EXT.1 Protection of TSF Data (for O.COMMS PROTECTION)
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT _SKP_EXT.1.1 The TSF shall prevent reading of all pre-shared keys, symmetric keys, and private
keys.

FPT STM.1 Reliable time stamps (for O.AUDIT)
Hierarchical to: No other components.
Dependencies: No dependencies.
FPT STM.1.1 The TSF shall be able to provide reliable time stamps.

FPT TST EXT.1 TSF testing (for O.TSF_SELF TEST)
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT TST EXT.1.1 The TSF shall run a suite of self-tests during initial start-up (and power on) to
demonstrate the correct operation of the TSF.

FPT TUD_EXT.1 Trusted Update (for O.UPDATE_VERIFICATION)
Hierarchical to: No other components.
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Dependencies: FCS_COP.1(b) Cryptographic Operation (for signature generation / verification)
FCS_COP.1(c) Cryptographic operation (Hash Algorithm)
FPT TUD_EXT.1.1 The TSF shall provide authorized administrators the ability to query the current
version of the TOE firmware/software.
FPT TUD_ EXT.1.2 The TSF shall provide authorized administrators the ability to initiate updates to TOE
firmware/software.

FPT TUD_ EXT.1.3 The TSF shall provide a means to verify firmware/software updates to the TOE using
a digital signature mechanism and [ no other functions | prior to installing those updates.

6.2.7 WZE FTA B4

AHITIX, PP 2NEDDMZEHRIZESHS FTA (TOE Access / TOE 727 %A) 75 ADKEREZ % 5ok
—é—éo

FTA SSL.3  TSF-initiated termination (for O.USER 1&A)
Hierarchical to: No other components.
Dependencies: No dependencies.
FTA _SSL.3.1 The TSF shall terminate an interactive session after a [ user inactivity for:
® 240 seconds or shorter, specified by U.ADMIN, for sessions via the operation panel
© 300 seconds, for sessions via web interfaces

1.

6.2.8 W.JH FTP {4

AHITIL, PP 2NED D MZE HIZ B2 FTP (Trusted Paths/Channels / iE§E/ SA/F ¥ 1L) 7T A
DO REEA AR T 5,

FTP _ITC.1  Inter-TSF trusted channel (for O.COMMS PROTECTION, O.AUDIT)
Hierarchical to: No other components.

Dependencies: [FCS IPSEC EXT.1 Extended: IPSEC selected, or
FCS_TLS _EXT.1 Extended: TLS selected, or
FCS _SSH _EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].
FTP_ITC.1.1  Refinement: The TSF shall use / TLS ] to provide a trusted communication channel
between itself and authorized IT entities supporting the following capabilities:
[ authentication server, | audit log server, fip server, mail server | | that is logically
distinct from other communication channels and provides assured identification of its end
points and protection of the channel data from disclosure and detection of modification
of the channel data.
FTP _ITC.1.2  Refinement: The TSF shall permit the TSF, or the authorized IT entities, to initiate
communication via the trusted channel.
FTP _ITC.1.3  Refinement: The TSF shall initiate communication via the trusted channel for
[ authentication service, audit log service, ftp service, mail service |.

FTP_TRP.1(a) Trusted path (for Administrators) (for O.COMMS PROTECTION)
Hierarchical to: No other components.

Dependencies: [FCS _IPSEC EXT.1 Extended: IPSEC selected, or
FCS_TLS _EXT.1 Extended: TLS selected, or
FCS _SSH _EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

FTP_TRP.1.1(a) Refinement: The TSF shall use / TLS, TLS/HTTPS ] to provide a trusted
communication path between itself and remote administrators that is logically distinct
from other communication paths and provides assured identification of its end points and
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protection of the communicated data from disclosure and detection of modification of
the communicated data.

FTP_TRP.1.2(a) Refinement: The TSF shall permit remote administrators to initiate communication via
the trusted path.

FTP_TRP.1.3(a) Refinement: The TSF shall require the use of the trusted path for initial administrator
authentication and all remote administration actions.

FTP_TRP.1(b) Trusted path (for Non-administrators) (for O.COMMS PROTECTION)
Hierarchical to: No other components.

Dependencies: [FCS _IPSEC EXT.1 Extended: IPSEC selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

FTP_TRP.1.1(b) Refinement: The TSF shall use / TLS, TLS/HTTPS ] to provide a trusted
communication path between itself and remote users that is logically distinct from other
communication paths and provides assured identification of its end points and protection
of the communicated data from disclosure and detection of modification of the
communicated data.

FTP_TRP.1.2(b) Refinement: The TSF shall permit / remote users ] to initiate communication via the
trusted path.

FTP_TRP.1.3(b) Refinement: The TSF shall require the use of the trusted path for initial user
authentication and all remote user actions.

6.2.9 AT EVZEELE Bl
REITIL, PP NED DA EME RO G | BIHIA W ATRE/ A SRIEMEA N — D F 3 2 LD F
BT — B ARERE S 2 SR 5, #LZ 6.2.12 HilCh . A BT AHERE St D — 3 5,

FPT KYP EXT.1 Protection of Key and Key Material (for O.KEY MATERIAL)
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT KYP_EXT.1.1 Refinement: The TSF shall not store plaintext keys that are part of the keychain
specified by FCS_ KYC EXT.1 in any Field-Replaceable Nonvolatile Storage Device.

FCS_KYC_EXT.1 Key Chaining (for O.STORAGE _ENCRYPTION)
Hierarchical to: No other components.
Dependencies: [FCS_COP.1(e) Cryptographic operation (Key Wrapping),
FCS_SMC_EXT.1 Extended: Submask Combining,
FCS_COP.1(f) Cryptographic operation (Key Encryption),
FCS_KDF _EXT.1 Cryptographic Operation (Key Derivation),
and/or
FCS_COP.1(i) Cryptographic operation (Key Transport)]
FCS_KYC_EXT.1.1 The TSF shall maintain a key chain of: / intermediate keys originating from one or
more submask(s) to the BEV or DEK using the following method: [ key encryption as
specified in FCS_COP.1(f) | ] while maintaining an effective strength of / 256 bits |.

FDP_DSK EXT.1 Protection of Data on Disk (for O.STORAGE_ENCRYPTION)
Hierarchical to: No other components.
Dependencies: FCS_COP.1(d) Cryptographic operation (AES Data Encryption/Decryption).

FDP_DSK EXT.1.1 The TSF shall / perform encryption in accordance with FCS_COP.1(d) ] such that
any Field- Replaceable Nonvolatile Storage Device contains no plaintext User Document
Data and no plaintext Confidential TSF Data.

FDP_DSK EXT.1.2 The TSF shall encrypt all protected data without user intervention.
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621047 ar B C2
KREITIL, PP NEDDHA T L ar RO L, lifg FEXCEH MRS A R 35,

FDP_RIP.1(a) Subset residual information protection (for O.IMAGE_OVERWRITE)
Hierarchical to: No other components.
Dependencies: No dependencies.

FDP_RIP.1.1(a) Refinement: The TSF shall ensure that any previous information content of a resource is
made unavailable by overwriting data upon the deallocation of the resource from the
following objects: D.USER.DOC.

621147 a8t C3
KEITIE PP WEDDIA T ar RO L . F— 2 D522 NI b A EERE S 4 20k 2,

FDP_RIP.1(b) Subset residual information protection (for O.PURGE DATA)
Hierarchical to: No other components.
Dependencies: No dependencies.

FDP_RIP.1.1(b) Refinement: The TSF shall ensure that any previous customer-supplied information
content of a resource is made unavailable upon the request of an Administrator to the
following objects: D.USER, D.TSF.

6.2. 12 IR —RH{: D]

AHFITIE, PP BNED LRI — RO L | B A /] REAR R FENMEA N — 2 T /S A R LD Fb s
DT =R PO LORR B A TR 2, T 6.2.9 Fillh | AN T 2R EFO—H 1D 5,

FCS_COP.1(d) Cryptographic operation (AES Data Encryption/Decryption) (for O.
STORAGE ENCRYPTION)

Hierarchical to: No other components.

Dependencies:  [EDPATCHmpertofuscrdata-withoutsceurity-attributes,-or

EDPIFC21 c ! » X 1 ’
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM _EXT .4 Extended: Cryptographic Key Material Destruction

FCS_COP.1.1(d) The TSF shall perform data encryption and decryption in accordance with a specified
cryptographic algorithm AES used in / CBC | mode and cryptographic key sizes /[ 256
bits | that meet the following: AES as specified in ISO/IEC 18033-3, / CBC as specified
in ISO/IEC 10116 ].

FCS_COP.1(f) Cryptographic operation (Key Encryption) (selected from FCS KYC EXT.1.1)
Hierarchical to: No other components.

Dependencies:  [EDPATCHmpertofuscrdata-withoutsceurity-attributes,-or
EDP_IFC21 : ! » X 1 ’
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM _EXT 4 Extended: Cryptographic Key Material Destruction

FCS_COP.1.1(f) Refinement: The TSF shall perform key encryption and decryption in accordance with
a specified cryptographic algorithm AES used in / CBC | mode and cryptographic key
sizes [ 256 bits | that meet the following: AES as specified in ISO/IEC 18033-3, / CBC
as specified in ISO/IEC 10116 ].

6.2.13 &R A~_— 2B D2
REITIE, PP NEDDEIRAR—RFEEDH S | RSN EE I B A BEREE R 230k 5,

FCS_TLS EXT.1 TLS selected (selected in FTP_ITC.1.1, FTP_TRP.1.1)
Hierarchical to: No other components.
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Dependencies: FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash message authentication)
FCS RBG_EXT.1 Extended: Cryptographic Operation (Random Bit Generation)
FCS_TLS _EXT.1.1 The TSF shall implement one or more of the following protocols / TLS 1.2 (RFC

5246) ] supporting the following ciphersuites:

Mandatory Ciphersuites:

e TLS RSA WITH AES 128 CBC _SHA

Optional Ciphersuites:

[

o TLS RSA WITH AES 256 CBC SHA

o TLS RSA WITH AES 128 CBC SHA256

o TLS RSA WITH AES 256 CBC SHA256

o 7TLS ECDHE RSA WITH AES 128 CBC SHA256

o TLS ECDHE RSA WITH AES 256 CBC SHA384

o 7TLS ECDHE RSA WITH AES 128 GCM_SHA256

o TLS ECDHE RSA WITH AES 256 GCM SHA384

]

FCS_HTTPS EXT.1 HTTPS selected (selected in FTP_ITC.1.1, FTP_TRP.1.1)

Hierarchical to: No other components.

Dependencies: FCS _TLS EXT.1 Extended: TLS selected
FCS_HTTPS_EXT.1.1 The TSF shall implement the HTTPS protocol that complies with RFC 2818.
FCS HTTPS_EXT.1.2 The TSF shall implement HTTPS using TLS as specified in FCS_TLS EXT.1.

FCS_COP.1(g) Cryptographic Operation (for keyed-hash message authentication) (selected with
FCS IPSEC EXT.1.4)

Hierarchical to: No other components.

Dependencies: [EPPIFCHmportofuserdata-withoutseeurityattributes;-or

EBPIFCc 2 Impertefuser-data-with-seeurityatiributes;or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM EXT 4 Extended: Cryptographic Key Material

FCS_COP.1.1(g) Refinement: The TSF shall perform keyed-hash message authentication in accordance
with a specified cryptographic algorithm HMAC-/SHA-1, SHA-256, SHA-384], key size
[ 160, 256, 384 ], and message digest size [ 160, 256, 384 ] bit that meet the following:
FIPS PUB 198-1, "The Keyed-Hash Message Authentication Code, and FIPS PUB
180-3, “Secure Hash Standard.”

6.2.143%& PR~ — 2 D3
KEITIE, PP NED LRI — RO, | EEHET v 7T — MBI b HMRE T 230585,

FCS_COP.1(c) Cryptographic operation (Hash Algorithm) (selected in FPT _TUD EXT.1.3)
Hierarchical to: No other components.
Dependencies: No dependencies

FCS _COP.1.1(c) Refinement: The TSF shall perform cryptographic hashing services in accordance
with / SHA-1, SHA-256, SHA-384 ] that meet the following: ISO/IEC 10118-3:2004.

6.2.15 % =2V 7 B HE B AR L

E AR ST 28 E4ET5 SFR 1. PP SHLE TS SFR OIS EES ThDH, BT B I OMEIRIZT T
56 TLTWA, £72. L RIS _EEE0  ARIEVEIC DWW CRIEIT 2RV,
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6.2.15.1 BX 2 U7 B HE AR OK AT AR L

Table 6.11, Table 6.12, 3310 Table 6.13 (%, CC BLPP N E T 5 SFR M3l & 9 &K T L
K TOE D3 2 U CWDIRTENE T L WU METEME | 38 JOMEFEME R R O 1E Y AR~

Table 6.11: EX U7 A BEREEAEOIKIENE (1)

AP

Y /\»‘ N N \S
MRk i e & Y DA QAY) AT J2 e
FAU GEN.1 FPT STM.1 FPT STM.I — —
FAU GEN.2 FAU GEN.1, FIA UID.l | FAU GEN.I, FIA UID.1 — —

FAU STG EXT.I

FAU GEN.1, FTP ITC.1

FAU GEN.1, FTP ITC.1

[FCS_COP.1(b), or

FCS_COP.1(b),

FCS_COP.1(g), or
FCS_COP.1(h)],
FCS_CKM_EXT 4,
FCS RBG EXT.1

FCS_COP.1(g),
FCS_CKM_EXT 4,
FCS_RBG_EXT.1

FCS_CKM.1(a) FCS_COP.1(1)], — —
FCS CKM EXT 4 FCS CKM EXT.4
[FCS_COP.1(a), or
FCS_COP.1(d), or FCS_COP.1(a),
FCS_COP.1(e), or FCS_COP.1(d),
FCS_CKM.1(b) FCS_COP.1(f), or FCS_COP.1(f), L o

FCS_COP.1(b)

FCS CKM EXTA4

FCS CKM EXT.4

FCS_CKM.1(a)
FCS_CKM.1(a) or - ’
FCS CKM_EXT.4 [FCS_ FCS_CKM.1(b), _ _
FCS_CKM.1(b)], FCS_CKM.4 e a1
[FCS_CKM.1(a) or FCS_CKM.1(a), B B
HC8 s FCS CKM.1(b)] FCS CKM.1(b)
[FCS_CKM.1(b)], FCS_CKM.1(b), - -
FCS_COP.1(a) FCS CKM EXT.4 FCS CKM EXT4
[FCS_CKM.1(a)], FCS_CKM.1(a),

FCS RBG EXT.1

FDP_ACF.1

FDP_ACF.1

FDP ACC.1 — —
FDP ACF.1 FDP ACC.1, FMT MSA.3 |FDP ACC.1, FMT MSA.3 — —
FIA AFL.1 FIA UAU.1 FIA UAU.1 — —
FIA ATD.1 — — — —
FIA PMG EXT.1 — — — —
FIA UAU.1 FIA UID.1 FIA UID.1 — —
FIA UAU.7 FIA UAU.1 FIA UAU.1 — —
FIA UID.1 — — — —
FIA USB.1 FIA ATD.1 FIA ATD.1 — —
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Table 6.12: EX U7 ABEREEAEOIKIFNE (2)

FCS_KDF EXT.1, and/or
FCS COP.1(i)]

Mt T Ikt i /& 9™ & L TD AN & fii 5
FMT MOF.I | FMT SMR.1, FMT SMF.I | FMT SMR.I, FMT SMF.1|  — —
[FDP_ACC.1], EMT SMR.I, | FDP ACC.I, FMT SMR.I,| B
TN RS FMT SMF.I FMT SMF.I
FMT MSA.3 | FMT MSA.L FMT SMR.I |FMT MSA.L, FMT SMR.1|  — —
FMT MTD.l | FMT SMR.L, FMT SMF.I | FMT SMR.I, FMT SMF.1|  — —
FMT SMF.1 — — — —
FMT SMR.1 FIA UID.1 FIA UID.1 — —
FPT SKP EXT.1 — — — —
FPT STM.I — — — —
FPT TST EXT.I — — — —
FCS_COP.1(b),
FPT TUD EXT.1[FCS_COP.1(b), FCS_COP.1(c) ey o _ _
FTA SSL3 — — — —
[FCS_IPSEC_EXT.1, or
FCS TLS EXT.1, or
FTP_ITC.1 FCS ST EXTL or FCS TLS EXT.1 _ _
FCS HTTPS EXT.1]
[FCS_IPSEC EXT.1, or
FCS TLS EXT.1, or FCS TLS EXT.1, B B
E IR L) FCS SSH EXT.1, or FCS HTTPS EXT.1
FCS HTTPS EXT.1]
[FCS_IPSEC_EXT.1, or
FCS TLS EXT.1, or FCS TLS EXT.1,
FLE_TREo) FCS_SSH_EXT.1, or FCS_HTTPS EXT.I - -
FCS HTTPS EXT.1]
Table 6.13: EX 2T 4 HEREZHEDIKFNE (3)
lja . . . . .
s TR WRELTS AR | s
FPT KYP EXT.1 — — —
[FCS_COP.1(c),
FCS_SMC EXT.1,
FCS_KYC_EXT.1 FCS_COP.1(), FCS_COP.1(f) _ _

FDP DSK EXT.1

FCS COP.1(d)

FCS COP.1(d)

FDP RIP.1(a)

FDP RIP.1(b)

[FCS_CEM.](b)],

FCS_CKM.1(b),

FCS_TLS_EXT.1

FCS_CKM.1(a), FCS_COP.1(a),
FCS_COP.1(b), FCS_COP.1(c),
FCS_COP.1(g),
FCS_RBG_EXT.1

FCS_COP.1(a),
FCS_COP.1(b),
FCS_COP.1(c),
FCS_COP.1(g),

FCS RBG EXT.1

FCS_COP.1(d) FCS CKM EXT.4 FCS CKM EXT.4 — -
[FCS_CKM.1(b)], FCS_CKM.1(b), _ _
FCS_COP.1(f) FCS CKM EXT.4 FCS CKM EXT.4
FCS_CKM.1(a),

FCS HTTPS EXT.1

FCS TLS EXT.1

FCS TLS EXT.1

FCS_COP.1(g)

[FCS_CKM.1(b)],
FCS CKM EXT.4

FCS_CKM.1(b),
FCS CKM EXT.4

FCS COP.1(c)
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6.3 BX 2T o LRGFEAS

PUF AR ST BRERETDHEX 2T ARFEE: (SAR) %, CC /3—h 3 ORFEZ T ABNI /R T, A ST
X, CC /R—h 3 ICEHESI., PP ISR EN =X 2 T 3 Ea L R— R b, £ D FE SAR L THE
M35,

6.3.1 Class ASE: Security Target Evaluation

» Conformance claims: ASE CCL.1 — Conformance claims

» Extended components definition: ASE_ECD.1 — Extended components definition
+ ST introduction: ASE_INT.1 — ST introduction

* Security objectives: ASE OBJ.1 — Security objectives for the operational environment
* Security requirements: ASE REQ.1 — Stated security requirements

* Security problem definition ASE_ SPD.1 — Security problem definition
* TOE summary specification ASE_TSS.1 — TOE summary specification

6.3.2 Class ADV: Development
* Functional Specification: =~ ADV_FSP.1 — Basic functional specification

6.3.3 Class AGD: Guidance Documents

+ Operational user guidance: AGD_OPE.1 — Operational user guidance
* Preparative procedures: AGD_PRE.1 — Preparative procedures

6.3.4 Class ALC: Life-cycle Support
* CM capabilities: ALC _CMC.1 — Labelling of the TOE
* CM scope: ALC CMS.1 — TOE CM coverage

6.3.5 Class ATE: Tests
* Independent testing: ATE _IND.1 — Independent testing - conformance

6.3.6 Class AVA: Vulnerability Assessment
* Vulnerability analysis: AVA VAN.l — Vulnerability survey

6.3.7 X2V T A ARFEE AR L
EE0. AR ST 2315595 SAR 1%, PP 23 E T 5 SAR L5242l —H L T\,
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7 TOE ZERIHAE

AE(X, TOE BX 2 U7 488 (TSF) OERTARZ LR 35281280, BX 2V 7 HEREZEA4: (SFR)

7= SNHZEETRT,

7.1 BV (B

AHITIEEIZ, 6.2.1 HiD LA FAU BB 5 BRIAR A TR 32,

FAU GEN.1/FAU _GEN.2

TSF (%, EEOREN LK TITHNZ, Table 6.1 3L Table 6.2 [ZFCik L7-EE B A XU b/ 245

—ZELUTHERT D,

TSF 1, BEEOREN/E TE2E0REAASUIEEA LR B A A BB L OWEZ (K43 /80)% TOE
DY AT LTay I NORGL, a7 — 2 ICFLek T 5,
TSF X, FFEDOFIHBE DR ESEIARUNIX, ZORHEZEOars A 007 A 4 DRREITS
S0 BE A AU MBS oY T U VNI e L CEE A T — X IZReE T 5, 7272 L, TOE H
B INA RN RSB AT SYSTEM?, 37 2 =7 MR E CERWEA T N/A” L5tk 5,
TSF MR T — 2258k T D HUZ BT 2NFFIZ DUV T, Table 7.1 1237,

Table 7.1: B &7 —XITFLEkT DI H

A M HIS | RIEVE Ny o, RR et

%ﬁ)@@%ﬁ (Audit N/A N/A O N/A

E‘Zdﬁ)mgT (Audit 15 Iyya N/A O |NA

;/j;f;fg Job 15 |0 AT A O |#TLrEvaTs

kB FRRIED SRR a7 A4 ELTAS

(I&A Failure) © 10 ST TS N/A - |N/A

;@%;f@” o |o EMEFSTRRE (O | BiLEas 14,
ISAT—RDIEH S g IRAY =R ESIVIHMIAE
(Change Password) © 10 EREATTAA | O Durs A4

chi u ﬁzjﬁm) o |o BEET-TRAE |O | EEHORT A%
Z—F— DB T HIBRL TR A2 A (e —
(Delete user) oo HibREAT TR | O P——FEHIBROS & 13 Al
i‘fﬁ%ﬁ; 7 ;ﬁfﬂ” o |o SEMEAT SRR (O B HER Y L — T4
FIHE OFTIE T D BT MRS N — T RIS
[R7n—7o%kmE O O EREATST-RAE | O BN RHE ORI A4
(Change Role) B HEBOMRT V—T4
MERRT V—T DR TE I , L
DEE Change |0 |O Iy U SR
Auth Group Setting)

EERYISSAIY N

(Change Time o |O EREATSTRAE | O N/A

Setting)

X EMOZ s _ R EAHINRREHEA
(Change Setting) © RILIHRE © B RO EN
(T(:Lfmffﬁi%& N/A SYSTEM N/A | - KB DE
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ST

— N

TLS i#15 DI REBHEAE D IP TRLA

(Comm Failure) CHEFHFO IP TRLA

— =LA SeBR O
BINEE: BnsSiniz=r

. . DOWEVEFL ID BLO%E5E

TRUARDER 5 FEEToIRIAE O |4

(Modify Addr Book) R TR WIS T S
=T RO NEE T ID
T — T4

T =TT o o T T —RE{To o ;?y/?z;;l;qu@77*-b'7

7 —h (Firm Update) T TN DT e I
T N—gy

*1 A~UREAE H NSO 8601 DYEER A TR LS LD
*2 BEA BT = —AEL T, Ope/Web/NetDW T N INRFLS LD, 72720, R T N/A LR > TNDH DI, "N/AERFLS D,
*3 AU RS EL T, Success/FailureD W IR ERFLEND, 72721, EH T'N/AE2>TODHDIE, "N/A”EE TS ND,

AREHIZRI TS TSF AL ¥ 7 =— AL, Table 7.2 | R T LBV THSD,

Table 7.2: FAU_GEN.1/FAU_GEN.2 {ZB9°% TSF A ¥ 7= —A

AR A BT —2A
e O HE) * MFDD&EJFON (B ENHOE IHG [FS)
EEOKT « MFDD & FHOFF
CaT T « FDP_ACC.1/FDP_ACF.1DTSFAL 47 = —AICHEL . 2t —/F UL NAF ¥ /R
X2 AT AV T REREIND Y a7 B K
FRAGRIED L |« #E SRV Web X — D —H —FREE [ Ty A E
e s « BE ARV DR ET—R/WebX—V T, [1—V —FH]>[2— —FRT]-[=
TV OB | T bt
. . o BE XL DR ET—R/WebX—V T, [2— P —EFH ][ 2—P —&E]-[=
SRT SIS : .
AT TROEE N D 2 S IE
N « BE ARV DR EET—R/WebX—V T, [1—V —FH]>[2— —RT]-[=
7R
PIAROER |y aNpea— RS
o | BE SRV DR EE—R/Web_— T, [ —HF— ][ —F—F E]-[=

— Y AND = — A

MeRRZ NV —7"D
=Y

« BUE SRV OBRGEE—R/Web X —T T, [2— P —F B[ 7 7 B AHIH%
TE - [HERRY v — T 1O HMERR Y v — 7 2 ik

FHEOFBT |« BIE KL OB EE—R/Web— VT, [2—F —FH]|>[2—F — % E]—[=
LRI N —F | — P —UANDDLZ—F —ZEIE
DIEH
MR N —T' D | o BB SRV OB EE—R/Web_— T, [—H —&FH|—[7 7 & Al %
BEDEH T [MERR Y N — T VSR N — T A AEIE

e | @ TRVE SRV DR TET—R/Web—U T, [VAT AR E | [FHEE E] [T
e el e N e K e =
X EEDE B o BB R RV DR TEET—R/Web2— T, KR ENDREMELEH

TLS i#15 DI

* FTP_ITC.1OTSFA L 47 = —AIZHEL | RREY— N —/BE & — /X —/FTPH— 3
— /A=Y — R — L DIEEE FEAT

T RLABRO T

o BREXRL T, [T RV AR D HT R SRR/ H bR A F21 T
e WebX—C, [T RL AR = [7 R U AR )58 LB S/t 5 /H B4 F24T

T3 =TT
v77—h

o BUE R RIUINBAL T F U AHE—R~BITL. 77— LU= T Ty 7T — | eE
1T
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FAU STG EXT.1

RSN T — 21X, FTP_ITC.1 IZ%€\Wy, Syslog 7' 2h=/L 35O TLS1.2 & W TR — 3 —
IZIEEEND, ZOT —HL, EEDPRINTHET, WA — ISy 7 7 IR AFS
Do ZONy 7 7HEICIE, 4 TR T — 25 RFETHIENTED, BT —FOE(EIL, Hi-
(T — AN RSN T A A T TS,

BEAY — R —~DRENRIM LI L& B E SV B L Web ~— T O EIZEE A -8 K
AU, T DETEMNEE Y — N —~DREELHRIT T2, BEA -, AT ——
TS QRN ZE L DN R TLI N, BEE ~DEE L ETE T2,

Py 7 7RI O FHEN 80%LL FICET D& MUAAEHE LISNIRT A TERWIIITHIRE LD,
ZOHIBRIX, ST 7 REIR O 203 T0% Ao T2 RE s CHEBRES D, 237 7 RBIR N, DD
N7 7 REIIC 4 RO T — 2 MRS EE T, FiclcE S EA T — 213y 7 718
BWIRFESNT, HIBRS LD,

Ry T 7R ICRFSNZ B 7 — 1%, FDP_DSK_EXT.1 I[ZfEW S b LTRSS, £, A
FERENBEHDOLT, TR TORHZI Sy 7 7 IR R F SN T — 2T 7 BEATHTENTE
AN

ARFEMIZRB 45 TSF A2 27 =—Al%, FAU GEN.1/FAU GEN.2 ® TSF AV X7 = —A|ZHEL D,

7.2 BEEYAR—b
AREITIEEIC, 6.2.2 BiDWMZH FCS B2 23Rk A 5ok 35,

FCS CKM.1(a)

TSF 1%, B 51015 OFERET CHOWDIETFR#EE LT, SR NIST SP 800-56B, Revision 1 @ 6.3.1.1

HilZFL#R O rsakpgl-basic 77T RSA #& AT 5, £ DB MEEL725HE T FCS_RBG_EXT.1 (2

1> THRT %, TOE (34K TSF IZBHL ., TOE 5 OYEIRCRIEEHESN O B AL, & D NIFFA S

TERFIEZE TR, ZO8 T, AN — VTR L LTIRBE T AR — IR S LD,

ARFEIEIZEIF 5 TSF A2 27 2— A1, L FIORTEBYThD,

o TOE X E1F¥E#% DO W) ElELHE)

e Web N—U T [VAT ARE] [ EX 2V T iR E |~ REHEOE B - Mt ZE OB HIZH0)
T, [TER)Z AT

o Web X—U T, [VAT LARE] [ EF 2T 43R E ]~ REA EHOE ][R 54 ZR(CSR)DE
BENZISWT, [MERR 25T

o BE TNV DFREET—RT, [VAT LR E =[x 2T AHE=[EH NG H L OAEN T — 2 DY)
L1 BRI A 5174 . TOE % f it Eh

F7=, TSF IL, TOE OEJR ON FEZ, WA — N RIFSNTZ MG 5{b &7 RSA #E2mt AL, A

Mo —U 8T 5 L7 RSA $8% 751815 T 9572, TOE OEIREr £ TOM], fHREMEAT)—N

\ZIRIFET D0

ARFZBIF 5 TSF Ao ¥ 72— A, UL FIORTEBYTHA,

e MFD D& ON (15 LM AL [F1%)

FCS CKM.1(b)

TSF (X, B 5 l{E ORI m—2a B0V lfEH O a $#a A pk 35, a3, TLS i
BEATHE Y — R — 7T 4T VN THE SNDEE DN OIS, T — 2R S b/iE 535
7o D DKL T —Z A RRET DT80 D MAC ##4% Te, TSF 1%, FCS_RBG_EXT.1 IZX£% RBG T4
RS AT ELE A VT, AES-128 DI 5 A — i 35355613 128 B MR | AES-256 DI 54
A=A T 25613 256 B MEOSIFREEL A KL | FERMEATY —NIZRAFT 5, F2,

FCS RBG EXT.1(2X% RBG CTARKSIZELEZE VT, SHA-1 O 5 AA— A 35851
160 £ MR | SHA-256 D5 A — A 4555513 256 B Mz D SHA-384 D5 A —
FEH 325513 384 © Y MRED MAC A4 R L | H#IEMEATY —NIZIRIET 5,
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ARFEHIZBE$ % TSF A2 27 =—Al%, FTP_ITC.1 33X FTP_TRP.1(a)/FTP_TRP.1(b) ® TSF A%

T —A|IZHELD,

TSF (%, TOE % {&#% O #)ElEERF I L O TOE #I#i{b#% O FE BRI, AR — V82t Sk 357

HORFFELL T, FCS_RBG_EXT.1 125% RBG TARSNIZELE A T 256 £ MR OHERS 54

ZAER L R AT —1 PNICARTET 5,

ARFZEE TS TSF A2 %7 = — AT, DL IS RT LBV THS,

o TOE K ENFZEZDOM)EIEH)

o BRIV DEETE—RT, [VAT AR E~[EX 2T R E = [ENIEH L OAEN T —ZDF)
HUE1ORHIb A FE4T1% . TOE % F L&)

TSF |%. TOE & &% OFal B35 LU TOE #IHUEE% O TR, NEARN — IR 2T

— R ST BT DR S #EE LT, FCS_ RBG _EXT.1 (255 RBG CTARS - ELEE VT 256

v MEOARN —V#EE AR L, FCS_COP.1(ONIZ L8R B b & W CTREERMEAEY — 1 IZRFS

7o SIS 5 4 TS AL LTIRRE TR AT Y —2 NIRRT T D,

AREAEIZE % TSF AL 27 2 — R, L FICRTEBYThHS,

o TOE K ENFZEZ DY) EIEH)

o BE RNV DREE—RT, [VAT LR E~[EF 2V T R E > [ENIEHR L OAEN T — 2 DF)
RO RIHb A FE4T1% . TOE % F e &)

F7=, TSF I, TOE OEJR ON B, RIHFEME AT —2 IR IFSN TR B LS IZ AN — D # Hi A

L. FCS_COP.1(DIZ ko8 s 5k A - CTREEIEME AT — 1 ITRFSIUT SIS 8 TR 5 L= Ak

L—8% | 557 /LAY X AES Rijndael T 2728 TOE OEJKrETORM, f#HIEEMHEAE)—

MNIZIRAFET D,

AFLIEIZE T2 TSF Ao 27 2— R, ULTFIORTEBOTHS,

e MFD D& ON (1FEHLOE IR [F]5)

FCS CKM_EXT.4/FCS CKM.4

TSF 2385 LA N O L, RELLIR ST B I FES D,

o (15 HDIEXFREE:
TOE O EJR ON FfZ1E 5-&i7- RSA #13 TOE OEJRKT CAE L L CHbi, R MEAT)—
FiZHD72, TOE OERFR W CHIFEL | FESND,
ARBLEIZEI T2 TSF A 27 = — R, L FITRTEBYThHS,
+ MFD OEJR OFF

o HIEHDE a
TLS {5 UM SRy, REREEE L CTHRDIL, D RFESIVCODIEIR A 2 7 e ME I X
DEELECC EEETHILICIVIEESND, Fi2, R MEAEY— EIZh D7, TOE OEJFRM¢
R, S ND,
KEMEIZBI TS TSF Ao ¥ 7 = — A, L FICRT LBV ThA,
« FTP_ITC.1 33X TN FTP_TRP.1(a)/FTP_TRP.1(b) ® TSF A2 ¥ 7 =—AIZHEC CBAAAR L 7= TLS i

(=2

« MFD D&} OFF

o GG 5
B IREDME NG B OAEN T — 2 OFIH{E (Initialize Private Data / Data in Machine) %5171
TolRg, B BALSNTRIAE 7 — 2 B LN TSF 7 —#083T XRTHEINAHZ LML AR — VTR
Fpgk L U T, AN — VO RSB/ 5 12 L QOB 8 S8 [ AR I R B8l LTl
L, FCS_ RBG EXT.1 (255 RBG TARMINZELET 1 [0 EEXTHZLICviEEEsND,
AREIEIZEI T2 TSF Ao 27 = — R, UL FITRTEBYTHS,
o BAE RNV DORIET—RT, [VAT LR IE][EF 2V T 43 E |~ B A HRE AN T —Z2 D

WL BRI b A 5T
o ARl — g
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EHLE DME NG B OARENT —2DOHIHHE (Initialize Private Data / Data in Machine) 371

TolRs, B S b SN FIHE T — 2B IO TSF 77— 4B T X THESNHZEND, RERHEEL TR

DI, REFEMEAT) =2 ITRfFSN T S bS 7 AR — 8% FCS_RBG_EXT.1 1245 RBG

THAMRSNELET 1| Bl EFEX T8I I0EESND,

AREMHIZEE S TSEF A2 27 =— AL, LIS RT 2B THS,

o BEASFVDOREET—RT, [VAT LR E][EF 2V T AR E] - [N FHR L VAN T —F2 D
WML DAI A AT

F72, TOE OEJR ON FfZE 5 S AR-— 88 E TOE O EJRKT CA B gt U Tt 38

PEAEY— LIZ®H D728, TOE OEJFRET TR L., EEsh5,

KBRS TSE A2 47 = — AT, L FIORT LBV THS,

« MFD D& OFF

FCS _COP.1(a)

TSF i%, FTP_ITC.1, FTP_TRP.1(a) 33X FTP_TRP.1(b) (ZEBIHiE(ET —Z K 5bD7=dIZ,
FCS_CKM.1(b)IIZEVAERLLTZ 128 By MR E7213 256 B MR O 5-#EL FIPS PUB 197 I[ZH#EL 5%
AES 557 /LA X L% NIST SP 800-38A (ZH#EHLY % CBC E—F, £72I1% NIST SP 800-38D [Z 7L
T5 GCM E— R CEIET2ZLICIVIEET — 2Dl S LB L OE S 21T,

ARFAEIZBI T2 TSF A2 ¥ 7 =—Al%, FTP_ITC.1 33X FTP_TRP.1(a)/FTP_TRP.1(b) ® TSF A%
7 —AIZHEL D,

FCS COP.1(b)
TSF I%. TOE OFgRaE Il EERRIC L AREEAERRIC BT B4 ARk, FTP_ITC.1 (X 5V — /N —FiEH]
FMFEFB LU FPT_TUD_EXT.1 (2857 v 77 —MREFEIZISU T, FIPS PUB 186-4 [ZHLE S/
Digital Signature Standard %-iii 7= 3 #E& 23 2048 £ RSA 7 VXV EH T LAY X ATDSA) % H
95, F72. TOE O ZVERIC LA EA LI BT D B4 A I BV T, FCS_CKM.1(a)l2k
DA EIUTZ RSA A 35,
AREAEIZE 5 TSF Ao 27 2 — R, L FICRTEBYThHS,
o TOE Dzt EAERL:
* TOE RRENEFH DA E)
¢ Web N—U T\ [V AT LR E] [ EF 2V T AR E ]~ [REAEOE B> [BEERIEH HE O Ik
W, [TERRIZ 53T
o BERFLDOBEEET—RT, [VATLEHE[EX 2V T AR E] = [E NG HE O T —2 D
WU ORI b A F1 T
o Pr— N — I ARG
« FTP_ITC.1 ® TSF A2 ¥ 7 = —A|ZHEL D
o 77T — MR
« FPT_TUD EXT.1 ® TSF A> 47 =—A|ZHEL D

FCS RBG EXT.1

TSF (%, DRBG 35X ES OS2 RBG #7510, DRBG I, 384 £ hD T b’ —ZFFOELAKL
2 —R (Entropy Input) Z %2 E4%  NIST SP 800-90A #1ii/=9- CTR_DRBG (AES-256)Tdh 5, Zh

I ZE HBS%L (derivation function) Zf# HL72\» CTR_DRBG THY, LT —FE1E} (nonce %) 13
FL7Z20, ES 1, HEDAN—RT =7 =20 /A X% 5 L B AEBAFE DRIEE THY . DRBG IZA )T
384 B b b —E R ORI — R &2 E T 5,

TSF 1%, ES (2 U CALEAE A B R B L ONELEGE A HH LA IRLATHZ & T 384 B REL B haes
—HEZ, ENEIIT 384 By D e —EFR ORI — RE AR TS, ZivE DRBG ICH-252
& CHE S BRI 8L A AR T 5,

ARFEIZBIT % TSF A2 #7 =—Al%, FCS_CKM.1(a)8 LT FCS_CKM.1(b)?D TSF A% 7 = —A|Z
YLD,
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7.3 FIRE T — 2R
AREITIEENT, 6.2.3 i 4 FDP BH BT 2 ARSIk T2,

FDP_ACC.1/FDP_ACF.1

TSF X, FIHE T =2 BLORHE T — 2 OBAE~OT 78 AHilil1 %17,

FHET =2 ~OT 7t A% fBIFRAES NI B (U.ADMIN), BE ORI HE T —22AHE 3287
HEHEEMEL TSI LNIRI A 0T A4 — BT iR RES R DO AR RI T 528
T, FIAE T =2 ~OEAEIZ DN T, Table 6.3 L Table 6.4 (ZHSWFIHEBIOVa7 4 —
T EEALT 7R E BRI 2 I T 5,

D.USER.DOC 77 & 2ZH|#IZES9% TSF A %7 =—A[%, Table 7.3 IZ: T BV THD,

Table 7.3: D.USER.DOC 77 Al BI9 5 TSF Ao X7 =—A

fhe BIE A FT7=—X
Print (Z'U/1) Create |* 27747 FPCODBHIRT 2L EZEIRL, 7V H—RTA /3 —Dk
E WO A EAT

Read |« #{E/ SRV T, [FXa A N7 7 AV 7D BCreatef /EIC LA — /LR
SNT=T7 7 AVEIRINL , HIRAZFE1T

« BE SRRV T, [RF 2 AV NI 7 AV 7 0B Create /EIZ LR — /LR
SNTZT 7 ANERIRL | (B A MR T D)2 FAT

« BE SRRV T, [RF 2 AV NI 7 AV 7 0B Create /EIC LR — /LR
ST 7 ANERIRL | [RREEZE LU CHIRT 52547

o OB ICHIR A EAT

Modify | « #{E/ SRV T, [RF2 A N7 7 AV 7B Create B/ EIZ LD AR — /LR
SNT=T 7 ANEEIRL | [REZZE R L THIR 210 bimtE 21T

Delete | #{E/ SRV T, [FXa2 A N7 7 AV 7D B Create i EIC LV AR — /LR
SNT=T7 7 ANVEIRINL ., [HIFR)ZEAT

« BE SRRV T, [RF2 AV NI 7 AV 7 0B Create /EIZ LR — /LR
ST 7 AVERIRL , HIRRIC T — 22 HIBR T D Ex AL
THIRIZ 31T

s Create R {EA F1T# , BIE SRV OBREET—R T, [VAT LR E]~
[EX VT AR E] [T — X HERE] P [RX 2 A NI 7 AV 7T —
I EDIHEEFEIT FLIADEHLE O /E R HE

Scan (A¥F2) Create |* MEDDAXY 7 —=y NIz ty NL T, #{E LT [T
NAF X NPT L E 2—2FT (LUT . A EZ Createt${FEScl &
PE5)

* MEDD AF ¥ —a=y MIJFfZz >y LT, [E-Mail], F£72i%
[FTP/Desktop]H7 L E 2—% 91T (LT, A#{E% CreatefESc2
L5

s MFDDAF Y} —2=y M Jffaa LT, Bl )L T [T
JVAX ], [E-Mail], £72IL[FTP/Desktop]>HAF ¥ & EIT (LA
T AEEE Create B /ESc3 L IE5)

Read |« Create##:{EScl. £7-IXCreatef2{ESc2% FE1T

Modify | « Createf{ESc22 ATk, 7L = — i) b2 FAT

Delete |* Createff2{EScl, F7-lXCreatef{ESc2% /T4 . [RtiAD A L72E

ERREIE RSN == <)

* Createff2{EScl. F7zlXCreatef{ESc2% T4, [ —LH [ ]HZ
3

s Create?{EScl, F7-lXCreateff2{ESc2% I T4, E—RE RN HTE
—RZEY0Ex5

s Createf{ESc3%2 /T4 . #/E /L C, [V, ElH[FA A F
HE) &S T

» ARV AT BIE SFT, [PaT R AF S — [T
FATT DT a7 b AF v FAT TIER SN Va7 Z Ik /HIBR
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Copy (Zt"™—)

Create

s MEDDAF ¥ —a2 =y MR 22y LT, #1E S0V TC, [T
NAL =BT L a—%FET (LU, AER{EZ Create i/ EC1 LI
&)

* MEDD A%y —a =y MIFfAZ 2y LT, #8131 T, =
=BTV a—2FLT (LT KA Createt R {EC2 LIRS

s MFDD A ¢ —2 =y MIFfaE Y LT, BfE SRV T [T
JLar’—], ¥ [Ee—nar—%%T (LU T, AEEZCreatef
YEC3EIES)

Read

* Createf2{EC1. F7-IECreateffa{EC2%FEST
o FROEMER I —E 5T
» Createf{EC3% 31T

Modify

* Createf{EC22 FA T4 . 7'V E 2 — Wi btk 2 FAT

Delete

* Createf2{EC1, F7-I13Create B /EC2E FEATIL . [FLIAD A LRI T,
[ EAXE BT HfRE T AAA LB T, FEV ey NEFAT
. ?reatefﬁéVECI . F721ECreate B EC2A T4 |, [A—LHEE ][R Z %
(e

* Createf2{EC1, F7=I3CreateBr/EC2E 1 T1% . E—RE /R NHLE—
RZ2OI0 25

* Create A EC3ZEATHR , #{E/ N1V T, [VEYH], £ [=E—H
1R)& AT

o AT BE OV T, [FTRITRR], EE a7 R
VR = TPRISATHR O a7 |hbae — 8T TER SN -var &
S NIRVEETI] 55

Storage/retrieval ({& | Create

FEHL: R

URTFAVT)

s MFDD A ¢ —2 =y MIFfaa Y LT, BfE LT [T
WK X U [RIRST AT [AF Y ARME] EF[RF A
N7 7 AV T 1= [AKHDDIZAF ¥ AT T DN A v AR T2 FE
17

« 77 AV T ERERONICEREL T, AX YL Fo0d, av’—%J47

Read

« BE SRV T, [RF2 A N7 74U 7 B Create i/ E CLRAFS LT
T ANEERL, [5T<HIM]., FXEREEZE L CEIRIT 5]
SR Z 51T

« BE RV T, [RF 2 AT 7 AV 7035 Createf/E CIRES L
T ANEERL, 155 T D] DOIREEFAT

Modify

o BE SOV T, [FRX2 A N7 74U T B Createf /E CIRIFS LT
TrANEEIRL | [REEZZ LU CHINT 21 OfmEE 1T

o BE RV T, [RX2 A N7 7 AU T B Createf /E CRAFS 4L
T ANVEIFIRL, IEE T 21 OfmEx FAT

Delete

o BE SRV T, [RF2 AT 7 AV 7 1B Create i E TIRATS I
T ANEIRIRL, [HIBR])Z AT

s WebX— T, [Z7ANVEE| =[R2 A N7 7 AU 71035 Create i
VECIRIFENTZ 7 7 ANV Z IR L [HIBR])Z 51T

o« BE RV T, [RX2 A N7 74U T ] B Createf /E CRATFS 1L
TrANEERL | FICT — 2 & HIbRT 5% B2 A 202 L CHI
AT

« BE SRV ORRTETE—R T, [VAT AR E] = [EX 2V T (5% E]—
[T —HHERE] 2[R AT 7 AV 7T —ZH B BIE EESE
1T GRHABAE R O B4 E Al e

D.USER.JOB 727 A2 9% TSF A Z 7 =—Al%, Table 7.4 |ZRT LBV THS,
Table 7.4: D.USER.JOB 77 £ Al 2B 9% TSF A 27 = —A

14 L
HE

#a{E

AHT =—A

Print (V1)

Create

o 77AT U NPCONGHINT B L EAIRIRL , 7V H—RTA /3 — Dk
TEE O OFIRZ ST E SRV T, [RX2 A N7 7 AU 7
BITAT L RPCHOLDEIRIZEI T THR— AV RENTZT7 7 AV &R L,
FRlZ 9217
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Read

cBAE ST, [PaT R [ TV N[ TRIGATR O a7 145k
b

Modify

N/A

Delete

o« BRIE LT, R IE], EE[Pa7 R = [TV N[ T/
FATH DV a7 [ HCreate i/ E CIERRSILZ Va7 & H IE/HIBR

Scan (AF ¥ )

Create

s MFDD AX ) —2 =y MZFRZ Y U T, B IE SR LT, [T
LAY ], [E-Mail], F72IZ[FTP/Desktop]HAN ¥l % 52T

Read

AN FLT, [PaT RIS [AF Yy T — ]2 [ TRYFAT TR OY a7
ZIEIR

Modify

N/A

Delete

s BEASFOLT, [VaZ R [ A == [ TR/ETR O Va7
M5 Createf/E CIERR S T- a7 & IE/HIBR

Copy (2E™—)

Create

« MFDD AF ¥ F—a =y N ifaa v LT, #/E/ %L T, [T
JLat’—], FiE[aE =] bat —&2 5T

Read

cBAE ST, [PaT R [ TV N[ TRIGHATHR O a7 145k
b

Modify

N/A

Delete

o A — ST R RL AL PICEE 2L T, (VY R, EiE[=
v — k2 AT

% (A Y N =) R NS E RE VAN A ad AP e B O
FATH DOV a7 ) BCreate B E TIER S I=v a7 2 1k/HI B

Storage/retrieval ({#
fEOHL: RFaX
YT FAVT)

Create

CE)

s MFDD AX ¢ —a2 =y MZFRZ Y LT, ISRV TC, [T
IVAF Y D[RR/ TISAZRAF]L [AF v ARAE] I [RF A
N7 7 AV T 1= [ARHDDIZAF ¥ AT T DN AT v AR T2
1T (LT, AR#EZ Createt#/ES1 LI 55)

« T7 AV T RRERONICREL T, AR v | Foldat —2 %47 (L
T ARHEEEZ Create i /ES2 L FE.55)

(T LYa7)

« BAESRRT, [RF 2N T 7 AU 7B Table 7.3 TRRik L TS
Storage/retrieval D Create B {E CLRAFSNIZ 7 7 A VBRI, [59<
FRI], F7IE 3 22 U CHIRIF 210 B A 521 T

« BAE RV T [RF2 AT 7 AU 7735 Table 7.3 TR L TUNVD
Storage/retrieval D Create i/ E CIRAFINIZ 7 7 A VAN | [T
DINOIMEEFAT

Read

(FBR1Fva”)

« Createfr{ES2% F24T14 . B/ SV T, [Ya7 KD, 2 —HH
[ZV R A R A =B TRI/FEATHR O Va7 1238 IR

EOHLYa7)

o BAE A TOLT, [a7 RO, FIRIREIE[Z VR, E2E R AT v
T =1 TRFATR DO a7 28R

Modify

N/A

Delete

(CLErD

* Createt{ES12 531714, JRFRGEAAIA S HUZEAE S LT, [UEY ]
& FAT

* Createf{ES2% E1T1% . AF v IRflXScanv’a~ | 2" — ¢ T Copy’
a7 ODelete% 51T

EHL>a7)

 FIRISEA T, BB 2oV CL [HIRIH IR, F72id a7 IR — 7Y
VR [TRISEATHR OV a7 10 bCreatefif E CIER Sz a7 &
1E/HIBR

« EEFATHR BB ST, [Pa7 R = [AF Y ][ TH/E
1T DT a7 1D bCreate B/ E CIERR S Iz a7 2 1E/HIBR
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7.4 G EFRRE
ARHEITITEID, 6.2.4 HiD M FIA BRI T2 EITAERZ TR 5,

FIA AFL.1

BAE LB LT Web ~2—75 TOE ZHE, F721 (37747 F PC 7> BTV —RTA =54 L
71'\_E|]EIJ%£??—‘9’—6|3&T LEZ&%“&*U %/\XU }‘ AoN L jbl/ \T if}bbf 3 Euu M L%E&LTC%%
PR A EAE 1 TR BRI HE AT —Reny 7§45, D/%%O)ﬁ%ﬁﬁ#ﬁﬁ# 553 2ETIL, B
@jé/j \—B/7%ﬁ¢|3$ j—fibi—) iy DE%H&@;&%?J?LTWLD 1*%7’1”‘_[}:3%71% 7Z7 E@ Fﬁ"j—%) Z'K
BRI REREIZ O A &b,

AT TSF AL 27 2—A %, UL FIORTERBYTHD,

o H{E/ L /Web ~N—T D o ——GREE I E TR A A

o MFD D7V A —RTA/N—=3A L A= ZFTWD PC DL HIRNE ST

FIA ATD.1

TSF (X, FIHE T A4 FIAEEESORREEIEEZERL, R0 TED,

AREAEIZE 5 TSF Ao 27 2 — R, L TFICRTEBYThHS,

o B{E/ RNV DFEE—R/Web _X—TU T, [2—HW —FH]|>[2—W =& E]~>[2—F —VAN»DLL
— P —E X MEIE

FIA PMG EXT.1

TSF 18R B BRI BT DR E SAT — RO %45k, B OSR]I #E OF| & SAT —K

DEFEEITHEBREREZ O, ZDEE, TV 77Xy hD KT /INCF BT BLOWREE T (<17,

@, LS, W, &, (Y B E) DI AT —ROBEZIT AN,

AREMHICE TS TSE A2 Z 7 =— AL, LL FITRT LBV THS,

o HENNFNLDOFEET—F/Web X—I T, [2— WP —FH]|->[2—W —FE]>[2—VF—UARND2
— P —ZBERMEIE

I/ NRAT—R R, MUA BB HRE 12X 15 SCFLL FIZER EFTRETH D,

AREMHIZEI TS TSF AL X7 =— AL LLFIRTEBYTHS,

o BERFNDOERETET—R/Web R—U T, [VAT LR E] [ X2V T 4R E] [/ SAT—F D H]
MBI/ N SAT — R R A28 T

FIA UAU.1/FIA UID.1

TSF 1%, #/E/ SRV B LY Web _X—U 5 TOE Z#AE, F721377 47 F PC BTV A —RT AN
—Z LTI 2T 32882, B & 5 ORI 3 OB FRREE 1T,

TSF (%, LA 2 FFAOFRBIFERE T xR — 95,

[ J Wﬂguu uLT:jiJc TOE ZIK{$W \_Y—Qﬁéﬁ-’cb \5%%%%?&5’*”%’9‘“5% nJ—.EjiJ‘ I% ﬁ;jj
L Z\/}‘U 7uu nJ—.Ejch 57\{‘4[50) LDAP & ROV -H-_/\‘— \—;\tfiéh‘(l/ \541*”%%%{5&%41%%'3‘5% uftji
X BEE OREICIY A2/ % 28 B AT HE,

BAE SRV BLO Web ~X—705 TOE Z#/ET 5855 . TSF 1% TOE OEAELZFF Al 3 HRICHI HE
=74 /l)/ZI *l ﬁﬁ%/\xy FBIUER nE%ODAjj%g;kﬁ—éo iy uﬂz% X, 7‘/]\]7 s nﬂijﬁ‘ﬁi))ﬁ)‘j

DAL TOE RARND I, o "7 — I 38RE S 3G 2 D513 TOE AMANI LT TOE 1288k S
FUTUND LDAP FBRE T — =B3R5, ANISNTFIHE T A4 BLOFIHE/ SAT —R)3,
BRI GRS CB B SN CO DRI B THFREA BT D2 & BRSn-38 nﬁ%ﬂﬁ.&#é Vel
L. AR 2T A 44703 TOE ORLAZE B (admin) THOHS AL, BAELIZREDL T,
TOE AR B GRSV TODFLA A E B IE M E AT D2 8% TOE AN THRAET 5, MREED M
B, BBV CODRIHF R EABLT56 DA, TSF IXFRBIFRGES VR T LIl =% H
FNTEN YL THNI-FIHE B OHFIN T TOE OEELZIF A5, 72771, FREFSEDS LDAP FRaEY
—/N—"C, WRIFRRES =] ﬁﬁ%‘ TR BB EN Y THR TN AR, — iR &
(UNORMAL) O#iPHNT TOE O#AEAFF [ 3%,
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ITAT R PC STV A —RTAN—%A LTI E AT 32856, TSF X7V 2 —RTA4/3—nb

LET =2 TV A —RTAN—OREMH CANSNI-FHE T A4 BLOFIHE /SR

T —RDOEHREZ(ET D, ZELIEFHAERT A A BLOFIHE SAT =R 1o M —F38RE T

75>4H)<j10>t5'/\ X TOE RENIZBERSILTODRIHE G HEAET HZE% TOE RIENT, Ry T —
IR AR ENOGELT 77r/vb§ém5‘a ZERESIU TS LDAP RAEY— S — 28RS D

FIRABEEREEETHIE% LDAP BiE ) — " —THiET 5, 72720 ZE LRI E 0 A4 5

TOE @n‘ﬂai\ﬁ”é;fﬁ@%(admm)f%éia/\ %, Ry T —Z3RRE RO A /2B 53, TOE A%

PITBERSI CODRLA A E BT e B ErT D2 L% TOE AIKN CTRRGET 5, BEEDRE R, kS

NWCWDFIHBEEREGE LIS A DI, TSF 135325 LT CET — 2 &0 FRRES =R H#F I X0 #

ASNIRIRHE T —2 LWL, TOE RENITHEANT 5, LIS OGA | TSFITZE L CET —

%% TOE ARIKNIZHAIE T, EEXIHEICIVHET D,

b\‘d—ho)n&%”mu nljiﬁiﬁ_ 14/571—74 ui\)l/\vc?é) D&}DJIJEILA nJ:Eéj/Lz) H'J ;nqijéﬂé?? /E/lif;[:

AR

ARBMIBE D TSF A 27 =— A%, UL FIORTEBTHD,

o H/E/ RV /Web ~— D o —F—FREE | [ TR A R

e MFD D7V 2 —RIA/8—=INA L AN—/LSFL TS PC D BEIR A AT

FIA UAU.7

BB SRV CORRFERITHE, AN LI SR — RO XLFLFEHOT ALV A (BRGES) 2Fr15D
3, ATJUTZSCFATRAR LR,

Web ~— /TO).M FATIRHE, 7747 MER LSRR =R TERD A1 &R ET D, 2L, 7947
D Web 770 —1Txf L, FIHEZE D AT LT CF 2R FO L7 TR 5B R 75,
AR TSF A 27 =— A%, UL FIORTEBITHD,

o FR{E/ RV /Web R —Y Do —H —FRGLHE TR A L E

FIA USB.1

TSF 3FI B RAIRRREIC LY A HEZFEL, FIHHE RS A4 HIREREORME BIEEZ Y7
Tz MNIBEST D,
KRBT TSF AL 47 2 —A%, L TFIORT LB TH5,

o HBE/ N L/Web < — D —H—FRFEH [ Cr s A o E

75 X2 VT 4B
AEITILEIC, 6.2.5 EiDMZE FMT BB 2280 REA 5l 42,

FMT MOF.1
TSF (ZLL T OEBEAEIZ DWW T AIRERES IV B (U ADMIN)D 21 A F 2 3R] 2,
o fE NEH L AN T —2OFHME (Initialize Private Data / Data in Machine)
KRBT TSF A2 47 = —A%, IR TERVTHS
o BE RNV DREET—RT, AT LR E] [ EF 2T AR E] > E NG B OARENT —Z D)
i {a pRSY O1 ik [ty ik )

FMT MSA.1
TSF i%, B & OF HEEFZ RGO o8EEZ | B FRAES 72 2 COWNERERREF 12 ftd
50

ARENEIZES D TSF AL 27 =— AL, L FICRT B ThAD,
o BERFNLDOEETET—F/Web _X—V T, [2— VP —FH]->[2—P =& E]>[2—V—VANNPLH
FDa—H—ZMGiht

TSF 1%, WEFRGERHE ORI B 07 A 4 BLOFIHE R ZER, EBLOHIBRTDHREE
B & LIS DN ERFERRER FHFE OFHEHF WG DO OMRES | i FREES 72 & B (U. ADMIN)
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DIHMET D, 72385 VER T DREREI TN ERERGER F 3 2 Fr LI 8 T DRI D A it S, HIBR T

DEEREI TR GRS NTSRRAER 2B bR 3 DR D A&,

AREHIZEI TS TSF AL X7 =— AL, LLFICRT LBV THS,

o HENNFNLNDOEETET—F/Web X—T T, [2— VP —FH]->[2—W —FE]>[2—VF—UARND2
— P B BERME RN A/ R

FMT MSA.3

TSF (%, WHERRGER B ZH IR ek 325, FIHEE B CHLPTRMERY v —7 O W% User

9725 UNORMAL 975,

ARBEHIZEET S TSF A2 27 =— AL, LIS RT 2BV THS,

o BE SRV DR EE—R/Web X—T T, [2—HF—FH ][ — VP —RE]>[2— —UANDHT
— Y —Z

TSF 13, FIHE T — 22 AT 20, ZNaERUI-FHEZ ORI A& vs A4 %2R RE T —2 DT

AEBEROYIMEEL THIV Y TS,

ABEIZRB 45 TSF A2 %7 =—A%, FDP_ACC.1/FDP_ACF.1 ® TSF A2 %7 = —A|ZHEL D,

FMT MTD.1
TSF i%, B H ORI HFE AT —R & T J 5% BHRER | fFRAES V-2 TONERERAEF H & 128
i35,

KRBEMEIZBE 5 TSF Ao ¥ 7 = — A, L FICRT LB ThS,

o BE RNV DR EE—R/Web ~X— T, [2—HF—FH]|>[2—H —FE]>[2——UAN»PHH
H Do —H—Z{EIE

TSF (%, WHEERGERI I ORI FE AT —RZAERds LOHIBR T 28RS . B & LIS NEFREER] ]

FORNHZE SR — N 28 BSRE 2 B O A HRHET 2, 7eds | 1R DI REIZN TR R

FIHZ 2RISR T DR O Hfe i, HIbRT 2R8I B8 SRS AU N RRRER I 2 HIBR 9~ 5 ik

IZD BRI ND,

AREMRZET A TSF A2 47 2 — A%, LTI RTEBYTHS,

o BE RN DFREET—R/Web ~—I T, [2— P —FH ]| > [2—F —FE] > [2—F—VARNNH
— P =T BRERME IE/HIBR

TSF i%, EECICHNZ, LU RO TSF 7 — 2245 B4 DR RE 2 B D A iR T2,

o /NIRRT —R R () SHIAHEHE DIt

o HAIFRRE S (%)

o HI/IFZ ()

o Bitr /I R(E 0 (WA bE/E)

o HEhn /7Y URMEH (MW &hE/ZE)

o TRL AR (BER/IZ/HIER)

o FRREY —/N—ERIE CBER/UZEHIFR)

o [P TRLARE (4%)

o A— LIKEH— =3 E (HWEE /)

o AX Y —HiliEl 7y —L7 =T (HLZE)

o FULMIHT 7— 27T (BZ)

® MFD A{KD Boot HHIZATOAMKGIE 7 7 — L0 =7 ()

® MFD KIKD A I ZATOAREEHIH 77— L0 27 (BE)

AREEAEIZE % TSF A2 #7 = — A&, Table 7.5 |RT LBV TH S,

Table 7.5: FMT MTD.1 {Zf89% TSF A2 %7 =— A

B R RE AH T —A

/NIRRT =R EDOZ « BUERFIVDOREET—R/WebX—V T, [VATLARE]~[tx=IT

ARTE] 2 [SAT —ROE RO/ WV SAT — R REEH
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e IRRRE T DA

« BE SRV DR TE T —R/Web— T, [VAT LR E | [REER E]
— [ E ) ORREei E A A B

H AH/REA DR E

o BE SRV DR ET —R/WebX—U T, [VAT LARE]—
[T NAAFE] [ B /L ED D H RFA s E

ESiE G

B n k5 e OBUE

s BB R FV DR EET—R/WebX—T T, [VAT LR E]~[EFX=2VT
AR [BA 0V | o[ A — VA ERE N DEE B AR E

H 77w MR ORR E

« FAE ARSIV DR EET—R/Web—I T, [V AT LR E][FRAFR E]
—[HIHIRES BN TN EEE T

7R AR DS HR

o BE SRV T, [T RV ARG HT B SR b e 524 T
* WebX— T, [T RV ARIE] [T RL AR SH USSR/ bR %
FAT

ALY —/ S — DRE

« BUE SRV DR EE—R/WebX—V T, [VAT LR E] [ b —
7 &% €]~ [LDAPEX E 1) HDLDAPFRGIEY — /N — % B G /ME 1E/HI bR

IP 7R ADRE

« BE S KL DR TE T —R/WebX— T, [VAT LR E] [y T —
URE M H—T = — AR EDDIPVAE R E

A= JVEFE— =D E |« BME SRV DR EE—R/WebX— T, [VAT A E] [ Ry hT—
VB[V —E A E]|D[SMTPZ 7 DBk iE

A —Hl 7 7 — LT =

7 DB

TV T 7 — AT =T

DT

MFD KD Boot HlfHIZAT |« BB SFNDBATF U AHE—R~BITL, 77— =T T 7T

IRKHIE T 7 — 20 =T D | —h&IAT

BT

MFD ARARD AL il 24T

IRIEHNH T 77— L7 =T D

BT

FMT SMF.1

TSF (X, LI F OB B REASZ (T2,

o PNHRRBRIER] 28 DRk /HIER

o NHBERREAI A ORI #H AT =R DL E
o WHRREBREF B ORI HF R A2 DR
o PWHRRBRER & ORI A BEI DL T

o Bt L B DR IE

o /IR —NREDLEHE

o WBIFRRE RO LT
HEIRY L —7 O B
A S DRRE

TR AMEOE
o SRR — N — DR E
o IP TRLADEHEE

H&ho 77 MR O R E
(EUNEE YA S 1o babar AOFIELH ) Sk 1)

o A— LIEEY — " —DRE

o 77— LhU=T DR

ARKEAEIZEI 5 TSF A&7 =— AL, Table 7.6 |2 7T LBV THS,

Table 7.6: FMT _SMF.1 (2935 TSF /> F 7 = —A

| %% PR RE

‘/1)3/5'7::‘—‘7\
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WERFRAERI & OBERHEIER |« BAE SRV OBREET—R/WebX— T, [ — P —EFH]>[2—
P—RE] 2 [ — Y —VANDD = — 2B E/HI R
PIERERER B ORI E AT | « BB ARV OB ET —R/Web~—2 T, [—H —FH ][~ —

—RDZEH P—RE] [ —UANPLZ—F—%EE
WERFRAERIHE ORI BT A |« 8E SRV OB EET—R/WebX— T, [2— P —FH]—>[1—
NZ XYl P —RE] [ — W —VANPLZ—F—ZEE

WNERFRAERIHZE OFIHEERE] |« BE L OREE—RF/ Web— T, [2— P —FH]>[1—
DI P E ]2 [ — P —VANIDZ—F —%(EIE

B/ NSAT—REDOEH * FMT MTD.IDTSFA L 47 =—A|ZHEL D

AR FRGE T RO 2 « FMT MTD.IDTSFA > ¥ 7 2 —AIZHEL D

MEFR —T DB « BE RV DR ET—R/WebX—V T, [2—P—FH]|->[7 7k

AHIERR E = [MERR T —T VORIV — T 2 B/ B 1E | &
137 N —7 % T I R

H AR O E * FMT _MTD.1OTSFA 57 = —AZHELD

B A/ iK(E Je DR E « FMT _MTD.IDTSFAL ¥ 7 =—AIZHEL D

H#ias 7o M O E * FMT MTD.IDOTSFAL ¥ 7 = —AIZHEL D
l

B NG OAREN T —HD |« FMT_MOF.1DTSFA 47 = — A |ZHEL %
A L &)

TRL AMEDE E « FMT MTD.IOTSFAL ¥ 7 = —AIZHEL D
FORET— /N — DR E * FMT _MTD.1OTSFA 57 = —AIZHELD
IP 7R ZADFRTE * FMT MTD.IOTSFAL ¥ 7 = —AIZHEL D
A— VGV — " — DR E « FMT MTD.IDTSFA L7 = —AZHEL S
Tr— =T DEHT * FMT MTD.IOTSFA L ¥ 7 = —AIZHEL 5

7233, TSF [FAR —VhG LI B 928 BB RE A 4R L L 72\, AR — U S RITE I TN D06
ThD,

FMT_SMR.1

TSF 1%, #&ENCEIL , #ERRZ /L—7" (authority groups) DOFEREZFFD,

FLADKEIRS N —F L LT, BHAHEMR (Admin) BI O —H—HER (User) VD DD L—7

%55, % % U.ADMIN 35100 UNORMAL (ZAH2Y 3%, $LADHEIR Y L — 7 % B 1355352

LILTEZR,

SIS, B FE B MOMEIRY v —7 % AF mTHE Cod, HEIRY /L —7 2RI DR, MLAD =

— P —HEREET L ELT, ZOEEOHIEHIIRTES,

KRB EAHERT L —7 \ZHID S THZE BEO MRS L —7 % AR, 8, E 3BT 52

X, EHEETTICATRETH D,

ARENRIZB TS TSE AL 47 2—A%, L ISR TR THD,

o BB IV ORGEE—R/Web ~—UC, [2— P —EFH|—[7 7 L ARIHRE ] - (MR /L—7 1%
EHERY N — T HAETE, EI37 N—T % TG

o B SRV OBEET—F/Web AT, [ B [ —F— B E] [P Y A=
—H—%EIE

7.6 TSF DOff-#

AECIEEIT, 6.2.6 MOV FPT B2 ERHEA 2R 5,

FPT SKP EXT.I

TSF (3. RHFREE G BB 4% L ORI R AT — 1 [T 2%, B4 & to 2 CoOF

F\ZZOHNE 82 Fi A H T 7D OBEREZ AR L TUveu, E7o | NI ATY — 1AM B2
fHFEnTOD7eD | BOA LIS ATRETH D,
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TSF 1%, X ThH AN — U HEA gt 588 TR 5L U CREER P AEY —2 [ZER /7L, TOE O &R
ON HHZZDORE BALEN = AN — DA i 2 HH U CHE S8 I 5 L7 U D AR — A M A
FV—|RETHN, EHELZ SR TORHE I NO AN — 85 5 - OREREATRAEL
TWRN, Fo| XD AN— VTR M CHiS L TikFES LD,

TSF 1%, X i L O MAC $#% 5 To e oal $iA S SU CHUBMEATY — IR 79208, BEE A G T
RTORHE IO B a @ HA T T2 OB REZ AR HEL TRV, Fo, 2Ot a ST EIRWT
TR CHEESND,

TSF 1%, TLS #E~7 D7 T A N — Mgz AN — V8 T 5L L TNEIAR —IZRAFL . TOE DR
ON RFIZZ DI AL ST 7 T AR —MMiEE R A U CAN — U T 5 LT LD 7T A R — i
FERMATY) —RIFT D0, BHELZ SR TCORHAFIIINS T TAX—MEE A H T 72008
REZIRMEL QU e, Fo, SEXLDO T T AR — ML EIRKT CHRE L TiEEs LD,

FPT STM.1

TSF (%, FAU_GEN.1/FAU_GEN.2 T/RULTCE AR GA N M AR LU CRREk T HFE. TOE DT A
T DT AT INEEA DAR T H 54T D,

AFHN BT 2 TSF A2 A7 =—A X, FAU GEN.1/FAU_GEN.2 ® TSF A2 %7 = —A|ZHEL B,

FPT TST EXT.1
TSF (%, TOE EBFICLL T O H &7 AT,

o TR —JRD L AT A ES 23R L CUNVRNWZ A RFET D720 BLEA 3R B L OVELE
A UA IR L ST T HZET 4096 B MO ELEE R A S BLEAE ST E D RFNIZ5E T
TAHZE HELER -y MEO RISV FTEDBMELL F ThiHZE, BLOHBIE Y MEDIRY APTE
DO RFPHAEEZ RN EE MR T 5,

o DRBG D~V AT AR: NIST SP 800-90A 1Z}:-3%  Instantiate, Generate 33" Reseed DFEHEIZ D
W CBERIRET ARNELT,

e HBA W5 S [BIEE DT Ab: B S RIEEAEEL CORNWZ LA RAET 5728, AES AT}
(http://csre.nist.gov/archive/aes/katmet/katmct.htm) D EEZNfET AN E1 T,

® TSF A A—UMREE: TSF 29257 7— AU = T ICBAR NN A RGET 5720, av b —F—7
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MFP Multifunction Printer, Multifunction Peripheral
NIC Network Interface Card, Network Interface Controller
0S Operating System
PC Personal Computer
PP Protection Profile
RBG Random Bit Generator
ROM Read Only Memory
SAR Security Assurance Requirement
SFR Security Functional Requirement
SSL Secure Socket Layer
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