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Table 1-4 &

Designation Definition
A E XFERRE 2 EDERE B LI ET —H,
MO LR 730 £ DA & R oML D S0,
WwC Web Connection.
Web 77 %%z L C TOE Z B {ET DHEE - 1> ¥ 7 =— A,
Role U.USER D&%,

U.NORMAL . UADMIN 728 % » . UADMIN (I & & T
U.BUILTIN_ADMIN & U.USER_ADMIN (43715,

SMB %15 AF¥ ¥ U L7eT —H#L TOE NIZRIFEN TWEBEFLEREE, =2
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U.BUILTIN_ADMIN U.USER D&,
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Designation

Definition
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Designation Definition
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1.46. Ry 9 R

TOE 2MEt+ 25K v 7 22O\ TRl T 5, TOE I FOREDO R v 7 2 24 5,
(72 BIER Y 7 ADFHIIZES S B TH L0 BESAXNVEICBIT AR RELT LL T
HHDOTIHR, 7o, ZNLSMIHERRAE v 7 A7 EBHFET HNZ ZIZFER LE-FEHOR v 7 A
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7V v MEEE
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Ry 7 ADFELE

« owner WA LR v 7 A~ a v — BE)

+ E-mail %8

- WebDAV %13

- SMB #1(5

cHyre—FR

sl Ea—

Ry I ADFIABEOERICL DEEAR 7 ANCEOFTEEOETE

2. Conformance Claims
2.1. CC Conformance Claims

AKSTix., LA F@®Common Criteria (LA, CCLET) e T 5,
CC version ¢ Version 3.1 Release 5

CC conformance i CC Part 2 (CCMB-2017-04-002) extended, CC Part 3
(CCMB-2017-04-003) conformant

2.2. PP Claim

ASTix. UL FOPP, Erratalli@ad %,

PP Name ¢ Protection Profile for Hardcopy Devices
PP Version : 1.0 dated September 10, 2015
Errata ¢ Protection Profile for Hardcopy Devices — v1.0 Errata #1, June 2017

2.3. PP Conformance Rationale

PPRERT HLL FOZMFENE L, PPOEREY [Exact Conformance] TH %, £ D7z, TOE
FRIIIPPE —E L TW 5,
+ Required Uses
Printing, Scanning, Copying, Network communications, Administration
+ Conditionally Mandatory Uses
PSTN faxing, Storage and retrieval
+ Optional Uses
2L

Copyright ©2019-2020 KONICA MINOLTA, INC., All Rights Reserved
18 / 81




KONICA MINOLTA bizhub C4050i/bizhub C3350i with FK-517, DEVELOP ineo+ 4050i/ineo+ 3350i with FK-517 &#F+z2 71 Z—o vk

3. Security Problem Definition
3.1. Users
TOEIZH T 2RI HEXKENILL T OMWMY Th 5,

Table 3-1 User Categories

Designation Definition
U.USER Any identified and authenticated User.
(FFAIFI )
U.NORMAL A User who has been identified and authenticated
(Normal User) and does not have an administrative role
U.ADMIN U.BUILTIN_ADMIN A User who has been identified and authenticated
(Administrator ) (B bAoA EES) and has an administrative role
U.USER_ADMIN
(2 — P —EHE)

*U.BUILTIN_ADMIN, U.USER_ADMINIZ DWW TIiI1.4.5/5E% S M

3.2. Assets

TOEIZRIT HIREEEITILL TOBEY ThH D,

Table 3-2 Asset categories

Designation Asset category Definition
D.USER User Data Data created by and for Users that do not affect the operation of the
TSF
D.TSF TSF Data Data created by and for the TOE that might affect the operation of
the TSF

3.2.1. User Data
User Datald, LA FO2 ORI HHERK S5,

Table 3-3 User Data types

Designation User Data type Definition
D.USER.DOC | User Document Information contained in a User’s Document, in electronic or
Data hardcopy form
D.USER.JOB | User Job Data Information related to a User’s Document or Document Processing
Job

3.2.2. TSF Data
TSF DatalX, LA T D2 >OFERIN SRR S5,

Table 3-4 TSF Data types
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Designation User Data type

Definition

D.TSF.PROT Protected TSF
Data

TSF Data for which alteration by a User who is neither the data
owner nor in an Administrator role might affect the security of the

TOE, but for which disclosure is acceptable

D.TSF.CONF | Confidential TSF
Data

TSF Data for which either disclosure or alteration by a User who is
neither the data owner nor in an Administrator role might affect the
security of the TOE

3.3. Threat Definitions

Threats are defined by a threat agent that performs an action resulting in an outcome that has

the potential to violate TOE security policies.

Table 3-5 Threats

Designation

Definition

T.UNAUTHORIZED_ACCESS

An attacker may access (read, modify, or delete) User
Document Data or change (modify or delete) User Job Data in
the TOE through one of the TOE’s interfaces.

T.TSF_COMPROMISE

An attacker may gain Unauthorized Access to TSF Data in
the TOE through one of the TOE’s interfaces.

T.TSF_FAILURE

A malfunction of the TSF may cause loss of security if the

TOE is permitted to operate.

T.UNAUTHORIZED_UPDATE

An attacker may cause the installation of unauthorized
software on the TOE.

T.NET_COMPROMISE

An attacker may access data in transit or otherwise
compromise the security of the TOE by monitoring or

manipulating network communication.

3.4. Organizational Security Policy Definitions

TOE NEH T~ OSP LU FIZRT,

Table 3-6 Organizational Security Policies

Designation

Definition

P.AUTHORIZATION

Users must be authorized before performing Document

Processing and administrative functions.

P.AUDIT

Security-relevant activities must be audited and the log of
such actions must be protected and transmitted to an

External IT Entity.

P.COMMS_PROTECTION

The TOE must be able to identify itself to other devices on the
LAN.

P.FAX_FLOW

If the TOE provides a PSTN fax function, it will ensure
separation between the PSTN fax line and the LAN.
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3.5. Assumption Definitions

Assumptions are conditions that must be satisfied in order for the Security Objectives and

functional requirements to be effective.

Table 3-7 Assumptions

Designation Definition
A.PHYSICAL Physical security, commensurate with the value of the TOE

and the data it stores or processes, is assumed to be provided

by the environment.

A NETWORK The Operational Environment is assumed to protect the TOE
from direct, public access to its LAN interface.

A.TRUSTED_ADMIN TOE Administrators are trusted to administer the TOE
according to site security policies.

A.TRAINED_USERS Authorized Users are trained to use the TOE according to site

security policies.

4. Security Objectives
4.1. Definitions of Security Objectives for the Operational Environment

Table 4-1 Security Objectives for the Operational Environment

Designation Definition

OE.PHYSICAL_PROTECTION The Operational Environment shall provide physical

security, commensurate with the value of the TOE and the

data it stores or processes.
OE.NETWORK_PROTECTION The Operational Environment shall provide network security
to protect the TOE from direct, public access to its LAN

interface.
OE.ADMIN_TRUST The TOE Owner shall establish trust that Administrators
will not use their privileges for malicious purposes.
OE.USER_TRAINING The TOE Owner shall ensure that Users are aware of site
security policies and have the competence to follow them.
OE.ADMIN_TRAINING The TOE Owner shall ensure that Administrators are aware

of site security policies and have the competence to use

manufacturer’s guidance to correctly configure the TOE and

protect passwords and keys accordingly.
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5. Extended Components Definition

5.1.

5.2.

A ST [FUTOHRIAVR—R UL EEET D, N IE PP(Protection Profile for Hardcopy Devices
1.0 dated September 10, 2015, Protection Profile for Hardcopy Devices — v1.0 Errata #1, June
2017 IZHENTEESNT= extended components D—ETH S,

FAU_STG_EXT Extended: External Audit Trail Storage

Family Behavior:

This family defines requirements for the TSF to ensure that secure transmission of audit data from TOE to an
External IT Entity.

Component leveling:

FAU_STG_EXT.1: Extended: External Audit Trail Storage 1

FAU_STG_EXT.1 External Audit Trail Storage requires the TSF to use a trusted channel implementing a
secure protocol.
Management:
The following actions could be considered for the management functions in FMT:
* The TSF shall have the ability to configure the cryptographic functionality.
Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

+ There are no auditable events foreseen.
FAU_STG_EXT.1 Extended: Protected Audit Trail Storage

Hierarchical to: No other components.

Dependencies: FAU_GEN.1 Audit data generation,

FTP_ITC.1 Inter-TSF trusted channel

FAU_STG_EXT.1.1 The TSF shall be able to transmit the generated audit data to an External IT Entity
using a trusted channel according to FTP_ITC.1.
Rationale:
The TSF is required that the transmission of generated audit data to an External IT Entity which relies on a
non-TOE audit server for storage and review of audit records. The storage of these audit records and the
ability to allow the administrator to review these audit records is provided by the Operational Environment in
that case. The Common Criteria does not provide a suitable SFR for the transmission of audit data to an
External IT Entity.
This extended component protects the audit records, and it is therefore placed in the FAU class with a single
component.

FCS_CKM_EXT Extended: Cryptographic Key Management

Family Behavior:

This family addresses the management aspects of cryptographic keys. Especially, this extended component is
intended for cryptographic key destruction.
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5.3.

Component leveling:

FCS_CKM_EXT.4: Extended: Cryptographic Key Material 4

FCS_CKM_EXT.4 Cryptographic Key Material Destruction ensures not only keys but also key materials
that are no longer needed are destroyed by using an approved method.
Management:
The following actions could be considered for the management functions in FMT:

+ There are no management actions foreseen.
Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

+ There are no auditable events foreseen.
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

Hierarchical to: No other components.

Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys), or

FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction

FCS_CKM_EXT.4.1 The TSF shall destroy all plaintext secret and private cryptographic keys and
cryptographic critical security parameters when no longer needed.
Rationale:
Cryptographic Key Material Destruction is to ensure the keys and key materials that are no longer needed are
destroyed by using an approved method, and the Common Criteria does not provide a suitable SFR for the
Cryptographic Key Material Destruction.
This extended component protects the cryptographic key and key materials against exposure, and it is
therefore placed in the FCS class with a single component.

FCS_RBG_EXT Extended: Cryptographic Operation (Random Bit
Generation)

Family Behavior:

This family defines requirements for random bit generation to ensure that it is performed in accordance with

selected standards and seeded by an entropy source.

Component leveling:

FCS_RBG_EXT.1 Extended: Random Bit Generation 1

FCS_RBG_EXT.1  Random Bit Generation requires random bit generation to be performed in accordance
with selected standards and seeded by an entropy source.
Management:
The following actions could be considered for the management functions in FMT:
+ There are no management actions foreseen.
Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:
+ There are no auditable events foreseen.
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FCS_RBG_EXT.1  Extended: Random Bit Generation

Hierarchical to: No other components.

Dependencies: No dependencies.
FCS_RBG_EXT.1.1 The TSF shall perform all deterministic random bit generation services in accordance
with [selection: ISO/IEC 18031:2011, NIST SP 800-90A] using [selection: Hash_DRBG (any), HMAC_DRBG
(any), CTR_DRBG (AES)].
FCS_RBG_EXT.1.2 The deterministic RBG shall be seeded by an entropy source that accumulates entropy
from [selection: [assignment: number of software-based sources] software-based noise source(s), [assignment:
number of hardware-based sources] hardware-based noise source(s)] with a minimum of [selection; 128 bits,
256 bits] of entropy at least equal to the greatest security strength, according to ISO/IEC 18031:2011 Table
C.1 “Security strength table for hash functions”, of the keys and hashes that it will generate.
Rationale:
Random bits/number will be used by the SFRs for key generation and destruction, and the Common Criteria
does not provide a suitable SFR for the random bit generation.
This extended component ensures the strength of encryption keys, and it is therefore placed in the FCS class
with a single component.

5.4. FIA_PMG_EXT Extended: Password Management
Family Behavior:
This family defines requirements for the attributes of passwords used by administrative users to ensure that
strong passwords and passphrases can be chosen and maintained.
Component leveling:

FIA_PMG _EXT.1 Extended: Password Management 1

FIA_ PMG _EXT.1 Password management requires the TSF to support passwords with varying
composition requirements, minimum lengths, maximum lifetime, and similarity constraints.
Management:
The following actions could be considered for the management functions in FMT:
- There are no management actions foreseen.
Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:
+ There are no auditable events foreseen.
FIA_PMG _EXT.1 Extended: Password management
Hierarchical to: No other components.

Dependencies: No dependencies.
FIA_ PMG _EXT.1.1 The TSF shall provide the following password management capabilities for User
passwords:

- Passwords shall be able to be composed of any combination of upper and lower case letters, numbers,
and the following special characters: [selection: “I”, “@™, “#”, “$”, “%™, “N, “&”, “*”, “(*, )",
[assignment: other characters]];

- Minimum password length shall be settable by an Administrator, and have the capability to require
passwords of 15 characters or greater.

Rationale:
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5.5.

5.6.

Password Management is to ensure the strong authentication between the endpoints of communication, and the
Common Criteria does not provide a suitable SFR for the Password Management.

This extended component protects the TOE by means of password management, and it is
therefore placed in the FIA class with a single component.

FPT SKP_EXT Extended: Protection of TSF Data

Family Behavior:

This family addresses the requirements for managing and protecting the TSF data, such as cryptographic keys.
This is a new family modelled as the FPT Class.

Component leveling:

FPT SKP_EXT.1 Extended: Protection of TSF Data 1

FPT_SKP_EXT.1 Protection of TSF Data (for reading all symmetric keys), requires preventing
symmetric keys from being read by any user or subject. It is the only component of this family.
Management:
The following actions could be considered for the management functions in FMT:

« There are no management actions foreseen.
Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

+ There are no auditable events foreseen.
FPT_SKP_EXT.1 Extended: Protection of TSF Data

Hierarchical to: No other components.

Dependencies: No dependencies.
FPT_SKP_EXT.1.1 The TSF shall prevent reading of all pre-shared keys, symmetric keys, and private
keys.
Rationale:
Protection of TSF Data is to ensure the pre-shared keys, symmetric keys and private keys are protected
securely, and the Common Criteria does not provide a suitable SFR for the protection of such TSF data.
This extended component protects the TOE by means of strong authentication using Pre-shared Key, and it is
therefore placed in the FPT class with a single component.

FPT _TST _EXT.1 Extended: TSF testing

Family Behavior:

This family addresses the requirements for self-testing the TSF for selected correct operation.
Component leveling:

FPT_TST_EXT.1 Extended: TSF testing 1

FPT_TST_EXT.1 TSF testing requires a suite of self-testing to be run during initial start-up in order to
demonstrate correct operation of the TSF.

Management:

The following actions could be considered for the management functions in FMT:
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5.7.

* There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

+ There are no auditable events foreseen.
FPT_TST_EXT.1 Extended: TSF testing

Hierarchical to: No other components.

Dependencies: No dependencies.
FPT_TST_EXT.1.1 The TSF shall run a suite of self-tests during initial start-up (and power on) to
demonstrate the correct operation of the TSF
Rationale:
TSF testing is to ensure the TSF can be operated correctly, and the Common Criteria does not provide a
suitable SFR for the TSF testing. In particular, there is no SFR defined for TSF testing.
This extended component protects the TOE, and it is therefore placed in the FPT class with a single
component.

FPT_TUD_EXT Extended: Trusted Update

Family Behavior:

This family defines requirements for the TSF to ensure that only administrators can update the TOE
firmware/software, and that such firmware/software is authentic.

Component leveling:

FPT_TUD_EXT.1 Extended: Trusted Update 1

FPT TUD_EXT.1  Trusted Update, ensures authenticity and access control for updates.
Management:
The following actions could be considered for the management functions in FMT:
* There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

+ There are no auditable events foreseen.
FPT _TUD_EXT.1 Trusted Update

Hierarchical to: No other components.

Dependencies:  [FCS_COP.1(b) Cryptographic Operation (for signature

generation/verification),
FCS_COP.1(c) Cryptographic operation (Hash Algorithm)].

FPT TUD_EXT.1.1 The TSF shall provide authorized administrators the ability to query the current
version of the TOE firmware/software.
FPT TUD_EXT.1.2 The TSF shall provide authorized administrators the ability to initiate updates to TOE
firmware/software.
FPT TUD_EXT.1.3 The TSF shall provide a means to verify firmware/software updates to the TOE using
a digital signature mechanism and [selection: published hash, no other functions] prior to installing those
updates.
Rationale:
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5.8.

5.9.

Firmware/software is a form of TSF Data, and the Common Criteria does not provide a suitable SFR for the
management of firmware/software. In particular, there is no SFR defined for importing TSF Data.

This extended component protects the TOE, and it is therefore placed in the FPT class with a single
component.

FDP_FXS_EXT Extended: Fax Separation

Family Behavior:

This family addresses the requirements for separation between Fax PSTN line and the LAN to which TOE is
connected.

Component leveling:

FDP_FXS_EXT.1 Extended: Fax Separation 1

FDP_FXS_EXT.1 Fax Separation, requires the fax interface cannot be used to create a network bridge
between a PSTN and a LAN to which TOE is connected.
Management:
The following actions could be considered for the management functions in FMT:
* There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

+ There are no auditable events foreseen.
FDP_FXS_EXT.1 Extended: Fax separation

Hierarchical to: No other components.

Dependencies: No dependencies.
FDP_FXS EXT.1.1 The TSF shall prohibit communication via the fax interface, except
transmitting or receiving User Data using fax protocols.
Rationale:
Fax Separation is to protect a LAN against attack from PSTN line, and the Common Criteria does not provide
a suitable SFR for the Protection of TSF or User Data.
This extended component protects the TSF Data or User Data, and it is therefore placed in the FDP class with
a single component.

FCS_IPSEC_EXT Extended: IPsec selected
Family Behavior:

This family addresses requirements for protecting communications using IPsec.
Component leveling:

FCS_IPSEC_EXT.1 Extended: IPsec selected 1

FCS_IPSEC_EXT.1 IPsec requires that IPsec be implemented as specified.

Management:

The following actions could be considered for the management functions in FMT:
* There are no management actions foreseen.
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Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:
+ Failure to establish an IPsec SA
FCS_IPSEC_EXT.1 Extended: IPsec selected
Hierarchical to: No other components.
Dependencies: FIA_PSK_EXT.1 Extended: Pre-Shared Key Composition
FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash message
authentication)
FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit
Generation)
FCS_IPSEC_EXT.1.1 The TSF shall implement the IPsec architecture as specified in RFC
4301.
FCS_IPSEC_EXT.1.2 The TSF shall implement [selection: tunnel mode, transport mode].
FCS_IPSEC_EXT.1.3 The TSF shall have a nominal, final entry in the SPD that matches
anything that is otherwise unmatched, and discards it.
FCS_IPSEC_EXT.1.4 The TSF shall implement the IPsec protocol ESP as defined by RFC
4303 using [selection: the cryptographic algorithms AES-CBC-128 (as specified by RFC 3602)
together with a Secure Hash Algorithm (SHA)-based HMAC, AES-CBC-256 (as specified by RFC
3602) together with a Secure Hash Algorithm (SHA)-based HMAC, AES-GCM-128 as specified in
RFC 4106, AES-GCM-256 as specified in RFC 4106).
FCS_IPSEC_EXT.1.5 The TSF shall implement the protocol: [selection: IKEvI, using
Main Mode for Phase 1 exchanges, as defined in RFCs 2407, 2408, 2409, RFC 4109, [selection: no
other RFCs for extended sequence numbers, RFC 4304 for extended sequence numbers], and
[selection: no other RFCs for hash functions, RFC 4868 for hash functionsl; IKEvZ2 as
defined in RFCs 5996 [selection: with no support for NAT traversal, with mandatory support for
NAT traversal as specified in section 2.23], and [selection: no other RFCs for hash functions,
RFC 4868 for hash functionsl].
FCS_IPSEC_EXT.1.6 The TSF shall ensure the encrypted payload in the [selection:
IKEv1, IKEvZ protocol uses the cryptographic algorithms AES-CBC-128, AES-CBC-256 as
specified in RFC 3602 and [selection: AES-GCM-128, AES-GCM-256 as specified in RFC 5282,
no other algorithml).

FCS_IPSEC_EXT.1.7 The TSF shall ensure that IKEv1 Phase 1 exchanges use only main
mode.
FCS_IPSEC_EXT.1.8 The TSF shall ensure that [selection: IKEvZ2 SA lifetimes can be

established based on [selection’ number of packets/number of bytes; length of time, where the
time values can be limited to’ 24 hours for Phase 1 SAs and 8 hours for Phase 2 SAs]; IKEv1 SA
lifetimes can be established based on [selection: number of packets/number of bytes ; length of
time, where the time values can be limited to: 24 hours for Phase 1 SAs and 8 hours for Phase 2
SAs]].
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5.10.

FCS_IPSEC_EXT.1.9 The TSF shall ensure that all IKE protocols implement DH Groups
14 (2048-bit MODP), and [selection: 24 (2048-bit MODP with 256-bit POS), 19 (256-bit Random
ECP), 20 (384-bit Random ECP 5 (1556-bit MODP)), lassignment: other DH groups that are
implemented by the TOE], no other DH groupsl.

FCS_IPSEC_EXT.1.10 The TSF shall ensure that all IKE protocols perform Peer
Authentication using the [selection: RSA, ECDSA] algorithm and Pre-shared Keys

Rationale:

IPsec is one of the secure communication protocols, and the Common Criteria does not provide a suitable SFR
for the communication protocols using cryptographic algorithms.

This extended component protects the communication data using cryptographic algorithms, and it is therefore
placed in the FCS class with a single component.

FIA_PSK_EXT Extended: Pre-Shared Key Composition
Family Behavior:
This family defines requirements for the TSF to ensure the ability to use pre-shared keys for IPsec.
Component leveling:

FIA_PSK_EXT.1 Extended: Pre-Shared Key Composition 1

FIA PSK_EXT.1 Pre-Shared Key Composition, ensures authenticity and access control for updates.
Management:
The following actions could be considered for the management functions in FMT:
* There are no management actions foreseen.
Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:
+ There are no auditable events foreseen.
FIA_PSK_EXT.1 Extended: Pre-Shared Key Composition
Hierarchical to: No other components.
Dependencies: FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit
Generation).
FIA_PSK_EXT.1.1 The TSF shall be able to use pre-shared keys for IPsec.
FIA_PSK_EXT.1.2 The TSF shall be able to accept text-based pre-shared keys that are:
* 22 characters in length and [selection: [assignment: other supported lengths], no other
lengthsl;
* composed of any combination of upper and lower case letters, numbers, and special
characters (that include: “!”, “@”, “#”, “$”, “%”, “*”, “&”, “*”, “(*, and “)").
FIA_PSK_EXT.1.3 The TSF shall condition the text-based pre-shared keys by using [selection:
SHA-1, SHA-256, SHA-512, |assignment: method of conditioning text stringl] and be able to
[selection: use no other pre-shared keys: accept bit-based pre-shared keys; generate bit-based
pre-shared keys using the random bit generator specified in FCS_RBG_EXT 1.
Rationale:
Pre-shared Key Composition is to ensure the strong authentication between the endpoints of communications,
and the Common Criteria does not provide a suitable SFR for the Pre-shared Key Composition.
This extended component protects the TOE by means of strong authentication, and it is therefore placed in the
FIA class with a single component.

Copyright ©2019-2020 KONICA MINOLTA, INC., All Rights Reserved
29 / 81




KONICA MINOLTA bizhub C4050i/bizhub C3350i with FK-517, DEVELOP ineo+ 4050i/ineo+ 3350i with FK-517 &#F+z2 71 Z—o vk

6. Security Requirements
6.1. Security Functional Requirements
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6.1.1. Mandatory Requirements

6.1.1.1. Class FAU: Security Audit

FAU_GEN.1 Audit data generation
(for 0.AUDIT)
Hierarchical to : | No other components.
Dependencies ¢ | FPT_STM.1 Reliable time stamps

FAU_GEN.1.1 The TSF shall be able to generate an audit record of the following auditable events:

a) Start-up and shutdown of the audit functions;
b) All auditable events for the not specified level of audit; and
c) All auditable events specified in Table 6-1,[assignment: other specifically defined

auditable events].

[assignment: other specifically defined auditable events)
nL

FAU_GEN.1.2 The TSF shall record within each audit record at least the following information:

a) Date and time of the event, type of event, subject identity (if applicable), and the
outcome (success or failure) of the event; and

b) For each audit event type, based on the auditable event definitions of the functional
components included in the PP/ST, additional information specified in Table 6-1,

[assignment: other audit relevant information).

Table 6-1 Auditable Events
Auditable event Relevant SFR Additional information
Job completion FDP_ACF.1 Type of job
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Unsuccessful User authentication | FIA UAU.1 None
Unsuccessful User identification FIA_UID.1 None
Use of management functions FMT_SMF.1 None
Modification to the group of Users | FMT_SMR.1 None
that are part of a role
Changes to the time FPT_STM.1 None
Failure to establish session FTP_ITC.1, Reason for failure
FTP_TRP.1(a),
FTP_TRP.1(b)

[assignment: other audit relevant information)
7L

FAU_GEN.2 User identity association

(for O.AUDIT)

Hierarchical to : | No other components.

Dependencies : | FAU_GEN.1 Audit data generation

FIA_UID.1 Timing of identification

FAU_GEN.2.1 For audit events resulting from actions of identified users, the TSF shall be able to

associate each auditable event with the identity of the user that caused the event.

FAU_STG_EXT.1 Extended: External Audit Trail Storage

(for O.AUDIT)

Hierarchical to : | No other components.

Dependencies ¢ | FAU_GEN.1 Audit data generation,
FTP_ITC.1 Inter-TSF trusted channel.

FAU_STG_EXT.1.1 The TSF shall be able to transmit the generated audit data to an External IT Entity using a
trusted channel according to FTP_ITC.1.

6.1.1.2. Class FCS: Cryptographic Support

FCS_CKM.1(a) | Cryptographic Key Generation (for asymmetric keys)

(for 0.COMMS_PROTECTION)

Hierarchical to * | No other components.

Dependencies | [ECS—_CKM-.2 Cryptosraphic key-distributionor
FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification) }

FCS_COP.1() Cryptographic operation (Key Transport)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material

Destruction

FCS_CKM.1.1(a) Refinement: The TSF shall generate asymmetric cryptographic keys used for key
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establishment in accordance with [selection:

« NIST Special Publication 800-56A, “Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm Cryptography” for finite
field-based key establishment schemes;

*+ NIST Special Publication 800-56A, “Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm Cryptography” for elliptic
curve-based key establishment schemes and implementing “NIST curves” P-256,
P-384 and [selection’ P-521, no other curves] (as defined in FIPS PUB 186-4,
“Digital Signature Standard”)

* NIST Special Publication 800-56B, “Recommendation for Pair-Wise Key
Establishment Schemes Using Integer Factorization Cryptography” for
RSA-based key establishment schemes

1 and specified cryptographic key sizes equivalent to, or greater than, a symmetric key
strength of 112 bits.

[selection:
* NIST Special Publication 800-56A, “Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm Cryptography” for finite
field-based key establishment schemes;

*+ NIST Special Publication 800-56A, “Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm Cryptography” for elliptic
curve-based key establishment schemes and implementing “NIST curves” P-256,
P-384 and [selection’ P-521, no other curves] (as defined in FIPS PUB 186-4,
“Digital Signature Standard”)

* NIST Special Publication 800-56B, “Recommendation for Pair-Wise Key
Establishment Schemes Using Integer Factorization Cryptography” for
RSA-based key establishment schemes

1
NIST Special Publication 800-564, ‘Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm Cryptography” for elliptic
curve-based key establishment schemes and implementing “NIST curves” P-256,
P-384 and [selection: P-521, no other curves] (as defined in FIPS PUB 186-4, “Digital
Signature Standard”)

NIST Special Publication 800-56B, “Recommendation for Pair-Wise Key
Establishment Schemes Using Integer Factorization Cryptography” for RSA-based

key establishment schemes

FCS_CKM.1(b)

Cryptographic Key Generation (Symmetric Keys)

(for 0.COMMS_PROTECTION, O.STORAGE_ENCRYPTION)

Hierarchical to * | No other components.

Dependencies | [ECS—CKM-2 Cryptographickeydistribution or
FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)

FCS_COP.1(d) Cryptographic Operation (AES Data
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Encryption/Decryption)

FCS_COP.1(e) Cryptographic Operation (Key Wrapping)
FCS_COP.1(f) Cryptographic operation (Key Encryption) }
FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)

FCS_COP.1(h) Cryptographic Operation (for keyed-hash
message authentication)]

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

FCS_RBG_EXT.1 Extended: Cryptographic Operation

(Random Bit Generation)

FCS_CKM.1.1(b)

Refinement: The TSF shall generate symmetric cryptographic keys using a Random
Bit Generator as specified in FCS_RBG_EXT.1 and specified cryptographic key sizes
[selection: 128 bit, 256 bifl that meet the following: No Standard.

[selection: 128 bit, 256 bid
128 bit, 256 bit

FCS_CKM_EXT.4

Extended: Cryptographic Key Material Destruction

(for 0.COMMS_PROTECTION, 0.STORAGE_ENCRYPTION, O.PURGE_DATA)

Hierarchical to ‘| No other components.

Dependencies : | [FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or

FCS_CKM.1(b) Cryptographic key generation (Symmetric
Keys)l,

FCS_CKM.4 Cryptographic key destruction

FCS_CKM_EXT.4.1

The TSF shall destroy all plaintext secret and private cryptographic keys and

cryptographic critical security parameters when no longer needed.

FCS_CKM.4

Cryptographic key destruction

(for 0.COMMS_PROTECTION, O.STORAGE_ENCRYPTION, O.PURGE_DATA)

Hierarchical to ‘| No other components.

Dependencies : | [FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or

FCS_CKM.1(b) Cryptographic key generation (Symmetric
Keys)],

FCS_CKM.4.1

Refinement: The TSF shall destroy cryptographic keys in

accordance with a specified cryptographic key destruction method [selection:

For volatile memory, the destruction shall be executed by [selection: powering off a
device, [assignment: other mechanism that ensures keys are destroyed]].

For nonvolatile storage, the destruction shall be executed by a [selection: single, three
or more times] overwrite of key data storage location consisting of [selection’ a pseudo
random pattern using the TSF’s RBG (as specified in FCS RBG _EXT.1), a static
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pattern], followed by a [selection’ read-verify, nonel. If read-verification of the
overwritten data fails, the process shall be repeated again;
] that meets the following: [selection: NIST SP800-88, no standard).

[selection:

For volatile memory, the destruction shall be executed by [selection: powering off a
device, [assignment: other mechanism that ensures keys are destroyed]].

For nonvolatile storage, the destruction shall be executed by a [selection: single, three
or more times] overwrite of key data storage location consisting of [selection: a pseudo
random pattern using the TSF’s RBG (as specified in FCS RBG _EXT.1), a static
pattern], followed by a [selection’ read-verify, nonel. If read-verification of the
overwritten data fails, the process shall be repeated again;

]

For volatile memory, the destruction shall be executed by [selection: powering off a
device, [assignment: other mechanism that ensures keys are destroyed]].

For nonvolatile storage, the destruction shall be executed by a [selection: single, three
or more times] overwrite of key data storage location consisting of [selection: a pseudo
random pattern using the TSF’s RBG (as specified in FCS RBG _EXT.1), a static
pattern], followed by a [selection’ read-verify, nonel. If read-verification of the
overwritten data fails, the process shall be repeated again;

[selection: powering off a device, [assignment: other mechanism that ensures keys are
destroyed]]

powering off a device

[assignment: other mechanism that ensures keys are destroyed]

XV DR

[selection: single, three or more times]

single

[selection: a pseudo random pattern using the TSF's RBG (as specified in
FCS RBG_EXT. 1), a static pattern]

a static pattern

[selection: read-verify, nonel

none

[selection: NIST SP800-88, no standard]

no standard

FCS_COP.1(a)

Cryptographic Operation (Symmetric encryption/decryption)

(for 0.COMMS_PROTECTION)

Hierarchical to : | No other components.

Dependencies | [EPPITC I Import-of user datawithout-seeurityattributes,or

FCS_CKM.1(b) Cryptographic key generation (Symmetric
Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material

Destruction

FCS_COP.1.1(a) Refinement: The TSF shall perform encryption and decryption in accordance with a
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specified cryptographic algorithm AES operating in [assignment: one or more modes]
and cryptographic key sizes 128-bits and 256-bits that meets the following:

- FIPS PUB 197, “Advanced Encryption Standard (AES)”

+ [Selection: NIST SP 800-384, NIST SP 800-38B, NIST SP 800-38C, NIST SP
800-38D)

[assignment: one or more modesl|

CBC

[Selection: NIST SP 800-384, NIST SP 800-38B, NIST SP 800-38C, NIST SP 800-38D)
NIST SP 800-384

FCS_COP.1(b) Cryptographic Operation (for signature generation/verification)

(for O.UPDATE_VERIFICATION, 0.COMMS_PROTECTION)

Hierarchical to : | No other components.

Dependencies | [EBRPITC I Impert-of userdatawithout-security-attributes;or
FCS_CRM.1C Liel .

FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys)]

FCS_CKM_EXT.4 Extended: Cryptographic Key Material

Destruction

FCS_COP.1.1(b) Refinement: The TSF shall perform cryptographic signature services in
accordance with a [selection:

- Digital Signature Algorithm (DSA) with key sizes (modulus) of

[assignment:2048 bits or greaterl],
« RSA Digital Signature Algorithm (rDSA) with key sizes (modulus) of
[assignment: 2048 bits or greater], or

« Elliptic Curve Digital Signature Algorithm (ECDSA) with key sizes of
[assignment: 256 bits or greater]]

that meets the following [selection:

Case’ Digital Signature Algorithm

- FIPS PUB 186-4, “Digital Signature Standard”

Case’ RSA Digital Signature Algorithm

» FIPS PUB 186-4, “Digital Signature Standard”

Case- Elliptic Curve Digital Signature Algorithm

» FIPS PUB 186-4, “Digital Signature Standard”

* The TSF shall implement “NIST curves” P-256, P384 and [selection: P521,
no other curves]/ (as defined in FIPS PUB 186-4, “Digital Signature
Standard”).

1

[selection:
- Digital Signature Algorithm (DSA) with key sizes (modulus) of
[assignment:2048 bits or greater],
« RSA Digital Signature Algorithm (rDSA) with key sizes (modulus) of
[assignment: 2048 bits or greater], or
- Elliptic Curve Digital Signature Algorithm (ECDSA) with key sizes of
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[assignment: 256 bits or greater]]

RSA Digital Signature Algorithm (rDSA) with key sizes (modulus) of [assignment: 2048
bits or greater]

[assignment: 2048 bits or greater]
2048 bits, 3072bits

[selection:

Case’ Digital Signature Algorithm

- FIPS PUB 186-4, “Digital Signature Standard”

Case’ RSA Digital Signature Algorithm

- FIPS PUB 186-4, “Digital Signature Standard”

Case- Elliptic Curve Digital Signature Algorithm

e FIPS PUB 186-4, “Digital Signature Standard”

* The TSF shall implement “NIST curves” P-256, P384 and [selection: P521,
no other curves] (as defined in FIPS PUB 186-4, “Digital Signature
Standard”).

1
FIPS PUB 186-4, “Digital Signature Standard”

FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit Generation)

(for O.STORAGE_ENCRYPTION and O.COMMS_PROTECTION)

Hierarchical to : | No other components.

Dependencies ¢ | No dependencies.

FCS_RBG_EXT.1.1 The TSF shall perform all deterministic random bit generation services in
accordance with [selection: ISO/IEC 180312011, NIST SP 800-90A] using [selection:
Hash_DRBG (any), HMAC DRBG (any), CTR_DRBG (AES)\.

[selection: ISO/IEC 18031:2011, NIST SP 800-90A]
NIST SP 800-90A

[selection: Hash DRBG (any), HUAC DRBG (any), CTR_DRBG (AES)
CTR_DRBG (AES)

FCS_RBG_EXT.1.2 The deterministic RBG shall be seeded by at least one entropy source that
accumulates entropy from [selection: [assignment: number of software-based
sources] software-based noise source(s), [assignment: number of hardware-based
sources| hardware-based noise source(s)] with a minimum of [selection: 128 bits, 256
bits] of entropy at least equal to the greatest security strength, according to ISO/IEC
18031:2011 Table C.1 “Security Strength Table for Hash Functions”, of the keys and
hashes that it will generate.

[selection: [assignment: number of software-based sources) software-based noise
source(s), [assignment: number of hardware-based sources| hardware-based noise
source(s)]

[assignment: number of software-based sources] software-based noise source(s)

[assignment: number of software-based sources]

one software-based source

[selection: 128 bits, 256 bits]
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2566 bits

6.1.1.3. Class FDP: User Data Protection

FDP_ACC.1

Subset access control

(for 0.ACCESS_CONTROL and O.USER_AUTHORIZATION)

Hierarchical to No other components.

Dependencies FDP_ACF.1 Security attribute based access control
FDP_ACC.1.1 Refinement: The TSF shall enforce the User Data Access Control SFP on subjects,

objects, and operations among subjects and objects specified in Table 6-2

D.USER.DOC Access Control SFP and Table 6-3 D.USER.JOB Access Control SFP.
FDP_ACF.1 Security attribute based access control

(for 0.ACCESS_CONTROL and O.USER_AUTHORIZATION)

Hierarchical to No other components.

FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialization

Dependencies

FDP_ACF.1.1

Refinement: The TSF shall enforce the User Data Access Control SFP to objects based
on the following: subjects, objects, and attributes specified in Table 6-2 D.USER.DOC
Access Control SFP and Table 6-3 D.USER.JOB Access Control SFP.

FDP_ACF.1.2

Refinement: The TSF shall enforce the following rules to determine if an operation
among controlled subjects and controlled objects is allowed: rules governing access
among controlled subjects and controlled objects using controlled operations on
controlled objects specified in Table 6-2 D.USER.DOC Access Control SFP and Table
6-3 D.USER.JOB Access Control SFP.

FDP_ACF.1.3

Refinement: The TSF shall explicitly authorise access of subjects to objects based on
the following additional rules: [assignment: rules that do not conflict with the User
Data Access Control SFP, based on security attributes, that explicitly authorise access

of subjects to objectsl.

[assignment: rules that do not conflict with the User Data Access Control SFP, based
on security attributes, that explicitly authorise access of subjects to objects]
L

FDP_ACF.1.4

Refinement: The TSF shall explicitly deny access of subjects to objects based on the
following additional rules: [assignment: rules that do not conflict with the User Data
Access Control SFP, based on security attributes, that explicitly deny access of subjects
to objectsl.

[assignment: rules that do not conflict with the User Data Access Control SFP, based
on security attributes, that explicitly deny access of subjects to objects]
2L

Table 6-2 D.USER.DOC Access Control SFP

"Create" "Read" "Modify" "Delete"

Print

Submit a
document to

Delete stored
document

Operation : View image or | Modify stored

Release document
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be printed | printed output
Job owner (note 1) permitted permitted permitted
U.ADMIN denied denied denied permitted
U.NORMAL denied denied denied denied
Unauthenticated | (condition 1) denied denied denied
Operation : Submit a View scanned | Modify stored | Delete stored
document for Image Image Image
scanning
Scan Job owner (note 2) denied permitted permitted
U.ADMIN denied denied denied permitted
U.NORMAL denied denied denied denied
Unauthenticated denied denied denied denied
Operation : Submit a View scanned | Modify stored | Delete stored
document for image or image image
copying Release
printed copy
Copy output
Job owner (note 2) permitted permitted permitted
U.ADMIN denied denied denied permitted
U.NORMAL denied denied denied denied
Unauthenticated denied denied denied denied
Operation : Submit a View scanned | Modify stored | Delete stored
document to image image image
send as a fax
Fax send | Job owner (note 2) denied permitted permitted
U.ADMIN denied denied denied permitted
U.NORMAL denied denied denied denied
Unauthenticated denied denied denied denied
Operation: | Receive a fax View fax Modify image | Delete image
and store it Image or of received fax | of received fax
Release
Fax printed fax
. output
TeCeVE | Pax owner (note 3) permitted permitted (E1)
U.ADMIN (note 4) denied denied (7 1)
U.NORMAL (note 4) denied denied denied
Unauthenticated | (condition 1) denied denied denied
Operation : Store Retrieve Modify stored | Delete stored
document stored document document
document
Storage/ | jo1 owner (note 1) permitted permitted permitted
retrieval 'y ADMIN permitted denied denied permitted
U.NORMAL permitted denied denied denied
Unauthenticated | (condition 1) denied denied denied
Table 6-3 D.USER.JOB Access Control SFP
"Create" "Read" "Modify" "Delete"
Operation : Create print View print Modify print Cancel print
Job queue /log Job Jjob
. Job owner (note 1) permitted denied permitted
HE o ADMIN denied permitted denied permitted
U.NORMAL denied permitted denied denied
Unauthenticated denied permitted denied denied
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Operation : Create scan View scan Modify scan | Cancel scan job
Job status / log Job
. Job owner (note 2) permitted denied permitted
U.ADMIN denied permitted denied permitted
U.NORMAL denied permitted denied denied
Unauthenticated denied permitted denied denied
Operation : Create copy View copy Modify copy | Cancel copy job
Job status / log Job
Job owner (note 2) permitted denied permitted
Copy 'y ADMIN denied permitted denied permitted
U.NORMAL denied permitted denied denied
Unauthenticated denied permitted denied denied
Operation: Create fax View fax job Modity fax Cancel fax send
send job queue /log send job Job
Job owner (note 2) permitted denied permitted
Fax send - : . .
U.ADMIN denied permitted denied permitted
U.NORMAL denied permitted denied denied
Unauthenticated denied permitted denied denied
Operation: Create fax View fax Modity fax Cancel fax
receive job receive status receive job receive job
/log
Fax . . .
i Fax owner (note 3) permitted denied permitted
Ve U ADMIN (note 4) permitted denied permitted
U.NORMAL (note 4) permitted denied denied
Unauthenticated | (condition 1) permitted denied denied
Operation : | Create storage | View storage/ Modify Cancel storage
/ retrieval job | retrieval log storage / / retrieval job
Storage / retrieval job
retrieval Job owner (note 1) permitted denied permitted
U.ADMIN permitted permitted denied permitted
U.NORMAL permitted permitted denied denied
Unauthenticated | (condition 1) permitted denied denied

Condition 1: Jobs submitted by unauthenticated users must contain a credential that the TOE can
use to identify the Job Owner.

Note 1: Job Owner is identified by a credential or assigned to an authorized User as part of the
process of submitting a print or storage Job.

Note 2: Job Owner is assigned to an authorized User as part of the process of initiating a scan, copy,
fax send, or retrieval Job.

Note 3: Job Owner of received faxes is assigned by default or configuration. Minimally, ownership
of received faxes is assigned to a specific user or U ADMIN role.

Note 4: PSTN faxes are received from outside of the TOE, they are not initiated by Users of the
TOE.

Table 6-4 Table 6-2, Table 6-3 DT
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6.1.1.4. Class FIA: Identification and Authentication

FIA_AFL.1

Authentication failure handling

(for O.USER_I&A)

Hierarchical to | : No other components.

Dependencies : FIA_UAU.1 Timing of authentication

FIA_AFL.1.1

The TSF shall detect when [selection: [assignment: positive integer numberl, an
administrator configurable positive integer within [assignment: range of
acceptable values]] unsuccessful authentication attempts occur related to
lassignment: list of authentication events|.

[selection: [assignment: positive integer number], an administrator configurable
positive integer within [assignment: range of acceptable values]]

an administrator configurable positive integer withinlassignment: range of acceptable
values]

[assignment: range of acceptable values)
1~3

[assignment: list of authentication events|
AKIRGRANZT1F S 2 27 N R T — NIZ o B gl
By 2 ANR T — NIZ LBk

FIA_AFL.1.2

When the defined number of unsuccessful authentication attempts has been

[selection: met, surpassed], the TSF shall [assignment: /ist of actions].

[selection: met, surpassed]

met, surpassed

[assignment: list of actions]

77 N T — NI B iRaE DIEIE

I 2 ANR T — NI LB aRaF DI

< ENRD T 8 DR >

U.BUILTIN_ADMIN DRG0 55 : TOE DEBMMFEFTT 5, (EBMPE) & B HZ 7R F7E D
FRIEZE I SEBRAFIIEE 12 3TE X 31 T B HF[H] & #E B 58 12 R BR AP 37 T
Rbits,)

FhLHN (UUSER_ADMIN z Z¢r) DHE : idadlFEIEKEE TR0y UADMIN IC J- 5 adaE

KRBT B D71 LA HE D AT

FIA_ATD.1

User attribute definition
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(for 0.USER_AUTHORIZATION)

Hierarchical to | : | No other components.

Dependencies : | No dependencies

FIA_ATD.1.1

The TSF shall maintain the following list of security attributes belonging to individual

users: [assignment: /ist of security attributesl.

[assignment: Iist of security attributes).
User ID
w’E

Tt XHER

FIA_PMG_EXT.1

Extended: Password Management

(for O.USER_I&A)

Hierarchical to | : | No other components.

Dependencies : | No dependencies

FIA_PMG_EXT.1.1

The TSF shall provide the following password management capabilities for User
passwords:

+ Passwords shall be able to be composed of any combination of upper and
lower case letters, numbers, and the following special characters: [selection:
@ G, CB7, o, N “&7 R “(“ 9 [assignment: other charactersl];

+ Minimum password length shall be settable by an Administrator, and have

the capability to require passwords of 15 characters or greater;

[selection: “I”, “@>, “#°, “$7, “%>, “~’, “&”, “* “(“ ) [assignment: other
charactersl]

B i S 7 A (R i

[assignment: other characters)

TG S T R Y < S 7 Y and

A AN—X

FIA_UAU.1

Timing of authentication

(for O.USER_I&A)

Hierarchical to | : No other components.

Dependencies : FIA_UID.1 Timing of identification

FIA_UAU.1.1

Refinement: The TSF shall allow [assignment: list of T.SF mediated actions that do not
conflict with the User Data Access Control SFP, and do not provide access to
D.TSF.CONF, and do not change any TSF datal on behalf of the user to be performed

before the user is authenticated.

lassignment: list of TSF mediated actions that do not conflict with the User Data Access
Control SFE, and do not provide access to D.TSF.CONE and do not change any TSF
data)

AMGRAIZ IV B 2 — F—FlfFE IR RE DR

Z 72 REE

TOE DY ERHR I L KT EDRE
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BRIENFNADED T 7 — A Dz FTON— g D &b

FIA_UAU.1.2 The TSF shall require each user to be successfully authenticated before allowing any
other TSF-mediated actions on behalf of that user.
FIA_UAU.7 Protected authentication feedback

(for 0.USER_I&A)

Hierarchical to No other components.

Dependencies FIA_UAU.1 Timing of authentication

FIA_UAU.7.1

The TSF shall provide only [assignment: ist of feedback] to the user while the

authentication is in progress.

[assignment: list of feedbackl
ADEREXFT =5 1 XFHEIE %7 F2i3 @ DER

FIA_UID.1

Timing of identification

(for O.USER_I&A and O.ADMIN_ROLES)

Hierarchical to No other components.

Dependencies No dependencies

FIA_UID.1.1

Refinement: The TSF shall allow [assignment: list of TSF-mediated actions that do not
conflict with the User Data Access Control SFP, and do not provide access to
D.TSF.CONF, and do not change any TSF datal on behalf of the user to be performed

before the user is identified.

[assignment: list of TSF-mediated actions that do not conflict with the User Data Access
Control SFP and do not provide access to D.TSF,CONE, and do not change any TSF datal
LFRGAIZ T 1T 52— P —FYfFIE L IR E D

772 RRIE

TOE DK EERER T VFTREDRE

BIENFNANPED T 7 —A Dz TDON— 5 DR &b

FIA_UID.1.2

The TSF shall require each user to be successfully identified before allowing any other
TSF-mediated actions on behalf of that user.

FIA_USB.1

User-subject binding

(for O.USER_I&A)

Hierarchical to No other components.

Dependencies FIA_ATD.1 User attribute definition

FIA_USB.1.1

The TSF shall associate the following user security attributes with subjects acting on the

behalf of that user: [assignment: Iist of user security attributes).

[assignment: list of user security attributes).
User ID
w’E

7t XHER

FIA_USB.1.2

The TSF shall enforce the following rules on the initial association of user security
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attributes with subjects acting on the behalf of users: [assignment: rules for the initial

association of attributes].

[assignment: rules for the initial association of attributes)
wL

FIA_USB.1.3

The TSF shall enforce the following rules governing changes to the user security
attributes associated with subjects acting on the behalf of users: [assignment: rules for

the changing of attributes].

[assignment: rules for the changing of attributes)
wlL

6.1.1.5. Class FMT: Security Management

FMT_MOF.1

Management of security functions behaviour

(for O.ADMIN_ROLES)

Hierarchical to : No other components.

Dependencies : FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

FMT_MOF.1.1

Refinement: The TSF shall restrict the ability to [selection: determine the
behaviour of disable, enable, modify the behaviour off the functions [assignment:
list of functions] to U.ADMIN.

[selection: determine the behaviour of, disable, enable, modify the behaviour oft

modify the behaviour of

[assignment: list of functions]
cBF=2 VT HBIERE
« 2 — PR RE
- A TERE

* EIIG IR T ¥ R RE

FMT_MSA.1

Management of security attributes

(for O.ACCESS

_CONTROL and O.USER_AUTHORIZATION)

Hierarchical to : No other components.

Dependencies : [FDP_ACC.1 Subset access control, ex

FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MSA.1.1

Refinement: The TSF shall enforce the User Data Access Control SFP to restrict the
ability to [selection: change default, query, modify, delete, [assignment: other
operations/] the security attributes [assignment: /ist of security attributes] to

[assignment: the authorised identified roles).

[selection: change default, query, modify, delete, [assignment: other operations/l
Refer to Table 6-5,Table 6-6

[assignment: list of security attributes]
Refer to Table 6-5,Table 6-6
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[assignment: the authorized identified roles)
Refer to Table 6-5,Table 6-6

Table 6-5 Management of Object Security Attribute

Object Security
Attribute

Authorized Identified
Roles

Operations

il AR >~ 7 A @D User
ID

WEER v 7 A D owner
U.ADMIN

Modify

Create

Table 6-6 Management of Subject Security Attribute

Subject Security Authorized Identified Operations
Attribute Roles
User ID U.ADMIN Create
Delete
— IR A5 1R — e A Lk D iR
B U.ADMIN Delete
(U.USER_ADMIN) {15
T U AR U.ADMIN Delete
{15

FMT _MSA.3 Static attribute initialisation

(for 0.ACCESS_CONTROL and O.USER_AUTHORIZATION)

Hierarchical t

No other components.

Dependencies:

FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

FMT _MSA.3.1 Refinement: The TSF shall enforce the User Data Access Control SFP to provide
[selection, choose one of: restrictive, permissive, [assignment: other property]] default

values for security attributes that are used to enforce the SFP.

[assignment: other property]
refer to Table 6-7

[selection, choose one of: restrictive, permissive, [assignment: other property

FMT_MSA.3.2 Refinement: The TSF shall allow the [selection: U.ADMIN, no rolel to specify alternative

initial values to override the default values when an object or information is created.

[selection: U.ADMIN, no rolel

no role

Table 6-7 Characteristics Static Attribute Initialization

Object Attribute Default values for Object Security
Attribute

Print D.USER.DOC Job owner identified by a credential or assigned to
an authorized User as part of the process
of submitting a print Job

Scan D.USER.DOC Job owner authorized User as part of the process of
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Object Attribute Default values for Object Security
Attribute
initiating a scan job
Copy D.USER.DOC Job owner authorized User as part of the process of
initiating a copy job
Fax send D.USER.DOC Job owner authorized User as part of the process of
initiating a fax send job
Fax receive D.USER.DOC Fax owner FTVx N ORI TRE A E Y ZIEHR
v I ADEE . By I AD/SRAT — R
%5->TC\W5h UNORMAL, fHAR > 7 &
DOYE . MR v 7 2D owner
Storage / retrieval | D.USER.DOC Job owner FT Y 7 S ORI RE AT Y ZER
v I ADEE, YBEAR Y 7 ADNRAT— R
%o 5 UNORMAL, AR v 7 A
DA, Y%A v 7 AD owner
Print D.USER.Job Job owner identified by a credential or assigned to
an authorized User as part of the process
of submitting a print Job
Scan D.USER.Job Job owner authorized User as part of the process of
initiating a scan job
Copy D.USER.Job Job owner authorized User as part of the process of
initiating a copy job
Fax send D.USER.Job Job owner authorized User as part of the process of
initiating a fax send job
Fax receive D.USER.Job Fax owner FT V7 S ORAFIERRE A E Y ZAF R
v I ADEE . HigR y J ADNAY— R
%50->TC\5 UNORMAL, fHAR > 7 &
DA, Y%A v 7 AD owner
Storage / retrieval | D.USER.Job Job owner authorized User as part of the process of
initiating a storage job
FMT_MTD.1 Management of TSF data
(for 0.ACCESS CONTROL)
Hierarchical to No other components.
Dependencies: FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions
FMT_MTD.1.1 Refinement: The TSF shall restrict the ability to perform the specified operations on
the specified TSF Data to the roles specified in Table 6-8.
Table 6-8 Management of TSF Data
Data Operation Authorised role(s)
lassignment: list of TSF Data [selection: change default, query, U.ADMIN, the owning
owned by a U NORMAL or modify, delete, clear, [assignment: | U.NORMAL.
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Data Operation Authorised role(s)
associated with Documents or jobs | other operations]]
owned by a U NORMAI)
UNORMAL »r 2 > »NX 7 — N | [assignment: other operations] U.ADMIN

modify U.ADMIN, the owning
U.NORMAL
R Z ANR T — N [assignment: other operations] U.ADMIN
BhR
modify
[assignment: list of TSF Data [selection: change default, query, U.ADMIN

not owned by a U NORMAL)

modify, delete, clear, [assignment:

other operationsl]
U.BUILTIN._ADMIN ®» 2"« >N | modify U.BUILTIN_ADMIN
R7— N
HELI G modify U.ADMIN
SR TN — P YT FMEFR] modify
HE)jz 27 o FMEFH] modify
ARAF IS B e modify
AR clear
(U.BUILTIN_ADMIN L{#})
AN T — N modify
A — N —GRALRE T — & modify
[assignment: other operations]
BhR
BHEZ 7R AL DO PR F2L I HERR IF L] modify
R =2 RE modify
[assignment: other operations]
BhR
[assignment: list of software, [selection: change default, query, U.ADMIN
firmware, and related modify, delete, clear, [assignment:
configuration datal other operationsl]
TOE D> Z pox7/7 7 —ADx | modify U.ADMIN

TGS 75— (FHFXZED
VIR T/ T —A T,
TR G5 27 )

FMT_SMF.1

Specification of Management Functions

(for 0.USER_AUTHORIZATION, 0.ACCESS_CONTROL, and O.ADMIN_ROLES)

Hierarchical to

No other components.

Dependencies:

No dependencies

FMT_SMF.1.1

The TSF shall be capable of performing the following management functions:

lassignment: list of management functions provided by the TSH.

lassignment: list of management functions provided by the TSF]
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refer to Table 6-9

Table 6-9 list of management functions

management functions

U.ADMIN
U.ADMIN
U.ADMIN
U.ADMIN

WZE2EX2 )7 ¢ B bERE D E HERE
12K D — P — R HAE
12 K % = — W —GRGERERE O P AE
WL DN — R —RRERRE T — & DBk - 22 HHERE
U.ADMIN (2 & % &1 T ¥ 1/ BREkRE
UADMIN (2 X %% v b U — 7 BRE DB - 25 FHERE
U.ADMIN (2 L % %5 o 28 5 ik e
U.ADMIN (Z & % BEE4ts 1 7 & B AE
UADMIN (2 L5V AT 54— b Ut v R OZF e

UADMIN ([ X 2 HEia 77 v hEERE 28 B REEE

U.ADMIN T & % & ¥ FREE D B /EEE LR BRI 8 00 25 T Rk R

U.ADMIN 2 L % /32 U — RELHZ E ke

U.ADMIN |2 X % 58GEI G A5 B i o> 22 T A R

U.ADMIN |2 & % #8GERBm% (U.BUILTIN_ADMIN LISk o2 U 7 ke
UNORMAL (2 & 578 v 7 2 4& B EE

U.ADMIN (Z & 57K v 7 2% BRHEHE

UNORMAL (X5 HE D1 7oA /S A T — N O FHERE
U.BUILTIN_ADMIN (2 X 2 A D 1w 7oA L /82T — RO FHEHE

FMT_SMR.1 Security roles

(for 0.ACCESS_CONTROL, O.USER_AUTHORIZATION, and O.ADMIN_ROLES)

Hierarchical to | : | No other components.

Dependencies: ¢ | FTIA_UID.1 Timing of identification

FMT_SMR.1.1 Refinement: The TSF shall maintain the roles U ADMIN, UNORMAL.

FMT_SMR.1.2 The TSF shall be able to associate users with roles.

6.1.1.6. Class FPT: Protection of the TSF

FPT SKP _EXT.1 | Extended: Protection of TSF Data

(for 0.COMMS_PROTECTION)

Hierarchical to : | No other components.

Dependencies: : | No dependencies

FPT_SKP_EXT.1.1 | The TSF shall prevent reading of all pre-shared keys, symmetric keys, and private
keys.

FPT_STM.1 Reliable time stamps
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(for O.AUDIT)
Hierarchical to : | No other components.
Dependencies: : | No dependencies
FPT_STM.1.1 TSF shall be able to provide reliable time stamps.

FPT_TST_EXT.1 | Extended: TSF testing

(for O.TSF_SELF_TEST)

Hierarchical to : | No other components.

Dependencies: ¢ | No dependencies

FPT_TST _EXT.1.1 | The TSF shall run a suite of self-tests during initial start-up (and power on) to

demonstrate the correct operation of the TSF.

FPT _TUD_EXT.1 | Extended: Trusted Update

(for O.UPDATE_VERIFICATION)

Hierarchical to : | No other components.

Dependencies: : | FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification),

FCS_COP.1(c) Cryptographic operation (Hash Algorithm)

FPT _TUD_EXT.1.1 | The TSF shall provide authorized administrators the ability to query the current

version of the TOE firmware/software.

FPT _TUD_EXT.1.2 | The TSF shall provide authorized administrators the ability to initiate updates to

TOE firmware/software.

FPT_TUD_EXT.1.83 | The TSF shall provide a means to verify firmware/software updates to the TOE using
a digital signature mechanism and [selection: published hash, no other functions]

prior to installing those updates.

[selection: published hash, no other functionsl

no other functions

6.1.1.7. Class FTA: TOE Access

FTA_SSL.3 TSF-initiated termination
(for O.USER_I&A)
Hierarchical to | : No other components.
Dependencies: : No dependencies
FTA_SSL.3.1 The TSF shall terminate an interactive session after a [assignment: time

Interval of user inactivityl.

[assignment: time interval of user inactivityl
c RIENFADLGE, > RTAF— F Uty MREFEEIZ Lo TRE X431
- WC D55, HEjr 27 D FEEEIC o THRE X h SR
c Y HRTAN= T I ADGE, KaEt g AR
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6.1.1.8. Class FTP: Trusted Path/Cannels

FTP_ITC.1

Inter-TSF trusted channel

(for 0.COMMS_P

ROTECTION, O.AUDIT)

Hierarchical to | : No other components.

Dependencies: : [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

FTP_ITC.1.1

Refinement: The TSF shall use [selection: IPsec, SSH, TLS, TLS/HTTPS] to provide a
trusted communication channel between itself and authorized IT entities supporting
the following capabilities: [selection: authentication server, [assignment: other
capabilities]] that is logically distinct from other communication channels and provides
assured identification of its end points and protection of the channel data from

disclosure and detection of modification of the channel data.

[selection: IPsec, SSH, TLS, TLS/HTTPS
IPsec

[selection: authentication server, [assignment: other capabilities)]

authentication server, [assignment: other capabilities]/

[assignment: other capabilities/
SMTPH#—r3—

DNS#—r3—

SMB#— v—

B 2 —N—

WebDAVH—N—

FTP_ITC.1.2

Refinement: The TSF shall permit the TSF, or the authorized IT entities, to initiate

communication via the trusted channel

FTP_ITC.1.3

Refinement: The TSF shall initiate communication via the trusted channel for

[assignment: list of services for which the TSF is able to initiate communications].

[assignment: Iist of services for which the TSF is able to initiate communications].
BB Y — N —5R

SMTP#—~—E DiFF

DNS#—"—+ DiFlE

SMBY-—/3N— & DiFls

2 2 —N— b DiFIE

WebDAVH— ~— & DiFfE

FTP_TRP.1(a)

Trusted path (for Administrators)

(for 0.COMMS_P

ROTECTION)
Hierarchical to | : No other components.
Dependencies: : [FCS_IPSEC_EXT.1 Extended: IPsec selected, or

FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].
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FTP_TRP.1.1(a)

Refinement: The TSF shall use [selection, choose at least one of: 7Psec, SSH, TLS,
TLS/HTTPS] to provide a trusted communication path between itself and remote
administrators that is logically distinct from other communication paths and provides
assured identification of its end points and protection of the communicated data from

disclosure and detection of modification of the communicated data.

[selection, choose at least one of: IPsec, SSH, TLS, TLS/HTTPS
IPsec

FTP_TRP.1.2(a)

Refinement: The TSF shall permit remote administrators to initiate communication

via the trusted path

FTP_TRP.1.3(a)

Refinement: The TSF shall require the use of the trusted path for initial

administrator authentication and all remote administration actions.

FTP_TRP.1(b)

Trusted path (for Non-administrators)

(for 0.COMMS_PROTECTION)

Hierarchical to | : No other components.

Dependencies: : [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

FTP_TRP.1.1(b)

Refinement : The TSF shall use [selection, choose at least one of: IPsec, SSH, TLS,
TLS/HTTPS] to provide a trusted communication path between itself and remote
users that is logically distinct from other communication paths and provides assured
identification of its end points and protection of the communicated data from

disclosure and detection of modification of the communicated data.

[selection, choose at least one of: IPsec, SSH, TLS, TLS/HTTPS]
IPsec

FTP_TRP.1.2(b)

Refinement: The TSF shall permit [selection: the TSF, remote users| to initiate

communication via the trusted path

[selection: the T'SF, remote users|

remote users

FTP_TRP.1.3(b)

Refinement: The TSF shall require the use of the trusted path for initial user

authentication and all remote user actions.

6.1.2. Conditionally Mand

atory Requirements

6.1.2.1. PSTN Fax-Network Separation

FDP_FXS_EXT.1

Extended: Fax separation

(for 0.FAX_NET_SEPARATION)

Hierarchical to | : No other components.

Dependencies: : No dependencies

FDP_FXS_EXT.1.1

The TSF shall prohibit communication via the fax interface, except transmitting or

receiving User Data using fax protocols.
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6.1.3. Selectrion-based Requirements

6.1.3.1. Protected Communications

FCS_IPSEC_EXT.1

Extended: IPsec selected

(selected in FTP_ITC.1.1, FTP_TRP.1.1)

Hierarchical
. No other components.
0

Dependencies | @ | FIA_PSK_EXT.1 Extended: Pre-Shared Key Composition
: FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)

FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)

FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)

FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)

FCS_RBG_EXT.1 Extended: Cryptographic Operation

(Random Bit Generation)

FCS_IPSEC_EXT.1.1

The TSF shall implement the IPsec architecture as specified in RFC 4301.

FCS_IPSEC_EXT.1.2

The TSF shall implement [selection: tunnel mode, transport model.

[selection: tunnel mode, transport model

transport mode

FCS_IPSEC_EXT.1.3

The TSF shall have a nominal, final entry in the SPD that matches anything that

is otherwise unmatched, and discards it.

FCS_IPSEC_EXT.1.4

The TSF shall implement the IPsec protocol ESP as defined by RFC 4303 using
[selection: the cryptographic algorithms AES-CBC-128 (as specified by RFC 3602)
together with a Secure Hash Algorithm (SHA)-based HMAC, AES-CBC-256 (as
specified by RFC 3602) together with a Secure Hash Algorithm (SHA)-based
HMAC, AES-GCM-128 as specified in RFC 4106, AES-GCM-256 as specified in
RFC 4106].

[selection: the cryptographic algorithms AES-CBC-128 (as specified by RFC 3602)
together with a Secure Hash Algorithm (SHA)-based HMAC, AES-CBC-256 (as
specified by RFC 3602) together with a Secure Hash Algorithm (SHA)-based
HMAC, AES-GCM-128 as specified in RFC 4106, AES-GCM-256 as specified in
RFC 4106}

the cryptographic algorithms AES-CBC-128 (as specified by RFC 3602) together
with a Secure Hash Algorithm (SHA)-based HMAC

AES-CBC-256 (as specified by RFC 3602) together with a Secure Hash Algorithm
(SHA)-based HMAC

FCS_IPSEC_EXT.1.5

The TSF shall implement the protocol: [selection: IKEv1, using Main Mode for
Phase 1 exchanges, as defined in RFCs 2407, 2408, 2409, RFC 4109, [selection: no
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other RFCs for extended sequence numbers, RFC 4304 for extended sequence
numbersl, and [selection: no other RFCs for hash functions, RFC 4868 for hash
functions); IKEvZ2 as defined in RFCs 5996 (with mandatory support for NAT
traversal as specified in section 2.23), 4307 [selection: with no support for NAT
traversal, with mandatory support for NAT traversal as specified in section 2.235],
and [selection: no other RFCs for hash functions, RFC 4868 for hash functions]].

[selection: IKEv1, using Main Mode for Phase 1 exchanges, as defined in RFCs
2407, 2408, 2409, RFC 4109, [selection: no other RFCs for extended sequence
numbers, RFC 4304 for extended sequence numbers|, and [selection: no other
RFCs for hash functions, RFC 4868 for hash functionsl; IKEvZ2 as defined in RFCs
5996 (with mandatory support for NAT traversal as specified in section 2.23),
4307 [selection: with no support for NAT traversal, with mandatory support for
NAT traversal as specified in section 2.23], and [selection: no other RFCs for hash
functions, RFC 4868 for hash functionsl]

IKEv1, using Main Mode for Phase 1 exchanges, as defined in RFCs 2407, 2408,
2409, RFC 4109, [selection: no other RFCs for extended sequence numbers, RFC
4304 for extended sequence numbersl, [selection: no other RFCs for hash

functions, RFC 4868 for hash functions]

[selection: no other RFCs for extended sequence numbers, RFC 4304 for extended
sequence numbers]

RFC 4304 for extended sequence numbers

[selection: no other RFCs for hash functions, RFC 4868 for hash functions)
RFC 4868 for hash functions

FCS_IPSEC_EXT.1.6

The TSF shall ensure the encrypted payload in the [selection: IKEv1, IKEvZ
protocol uses the cryptographic algorithms AES-CBC-128, AES-CBC-256 as
specified in RFC 3602 and [selection: AES-GCM-128, AES-GCM-256 as specified
in RFC 5282, no other algorithml.

[selection: IKEv1, IKEvA
IKEv1

[selection: AES-GCM-128, AES-GCM-256 as specified in RFC 5282, no other
algorithml]

no other algorithm

FCS_IPSEC_EXT.1.7
FCS_IPSEC_EXT.1.8

The TSF shall ensure that IKEv1 Phase 1 exchanges use only main mode.

The TSF shall ensure that [selection: IKEv2 SA lifetimes can be established based
on [selection: number of packets/number of bytes; length of time, where the time
values can be limited to’ 24 hours for Phase 1 SAs and 8 hours for Phase 2 SAsl;
IKEv1 SA lifetimes can be established based on [selection: number of
packets/number of bytes ; length of time, where the time values can be limited to:
24 hours for Phase 1 SAs and 8 hours for Phase 2 SAsl].

[selection: IKEv2 SA lifetimes can be established based on [selection: number of
packets/number of bytes; length of time, where the time values can be Iimited to-
24 hours for Phase 1 SAs and 8 hours for Phase 2 SAs); IKEv1 SA lifetimes can be
established based on [selection: number of packets/number of bytes ; length of
time, where the time values can be limited to’ 24 hours for Phase 1 SAs and 8
hours for Phase 2 SAs|]

IKEv1 SA lifetimes can be established based on [selection: number of
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packets/number of bytes ; length of time, where the time values can be limited to:
24 hours for Phase 1 SAs and 8 hours for Phase 2 SAs]

[selection: number of packets/number of bytes; length of time, where the time
values can be limited to’ 24 hours for Phase 1 SAs and 8 hours for Phase 2 SAs|
length of time, where the time values can be Iimited to- 24 hours for Phase 1 SAs
and 8 hours for Phase 2 SAs

FCS_IPSEC_EXT.1.9 The TSF shall ensure that all IKE protocols implement DH Groups 14 (2048-bit

MODP), and [selection: 24 (2048-bit MODP with 256-bit POS), 19 (256-bit
Random ECP), 20 (384-bit Random ECP, 5 (1536-bit MODP)), [assignment: other
DH groups that are implemented by the TOE], no other DH groups].

[selection: 24 (2048-bit MODP with 256-bit POS), 19 (256-bit Random ECP), 20
(384-bit Random ECP), 5 (1536-bit MODP), [assignment: other DH groups that
are implemented by the TOE], no other DH groups]

no other DH groups

FCS_IPSEC_EXT.1.10 | The TSF shall ensure that all IKE protocols perform Peer Authentication using

the [selection: RSA, FCDSA] algorithm and Pre-shared Keys.

[selection: BSA, ECDSAI
RSA

FCS_COP.1(g)

Cryptographic Operation (for keyed-hash message authentication)

(selected with FCS

_IPSEC_EXT.1.4)
Hierarchical to | : | No other components.
Dependencies: ¢ | [(EBPITC A Impoert-ofuser-data-without-seeurity-attributesor

FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material

Destruction

FCS_COP.1.1(g)

Refinement: The TSF shall perform keyed-hash message authentication in accordance
with a specified cryptographic algorithm HMAC-[selection: SHA-1, SHA-224, SHA-2586,
SHA-384, SHA-512), key size [assignment: key size (in bits) used in HMAC], and
message digest sizes [selection: 160, 224, 256, 384, 512] bits that meet the following:
"FIPS PUB 198-1, "The Keyed-Hash Message Authentication Code, and FIPS PUB
180-3, “Secure Hash Standard.”

[selection: SHA-1, SHA-224, SHA-256, SHA-384, SHA-512)
SHA-1

SHA-256

SHA-384

SHA-512

[assignment: key size (in bits) used in HMAC]
160~512bits

[selection: 160, 224, 256, 384, 514
160
256
384
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512

FIA_PSK_EXT.1

Extended: Pre-Shared Key Composition

(selected with FCS

IPSEC_EXT.1.4)

Hierarchical to No other components.

FCS_RBG_EXT.1 Extended: Cryptographic Operation

(Random Bit Generation)

Dependencies:

FIA_PSK _EXT.1.1

The TSF shall be able to use pre-shared keys for IPsec.

FIA_PSK _EXT.1.2

The TSF shall be able to accept text-based pre-shared keys that are:

22 characters in length and [selection: [assignment: other supported lengths|, no
other lengthsl;

composed of any combination of upper and lower case letters, numbers, and special
characters (that include: “I”, “@”, “#”, “§”, “%”, “*”, “&”, “*”, “(*, and “)).

[selection: [assignment: other supported lengthsl, no other lengths)

[assignment: other supported lengths]

[assignment: other supported lengths]
2~128 characters

FIA_PSK_EXT.1.3

The TSF shall condition the text-based pre-shared keys by using [selection: SHA-1,
SHA-256, SHA-512, [assignment: method of conditioning text stringl] and be able to
[selection: use no other pre-shared keys; accept bit-based pre-shared keys; generate
bit-based pre-shared keys using the random bit generator specified in

FCS RBG_EXT. 1l.

[selection: SHA-1, SHA-256, SHA-512, [assignment: method of conditioning text
stringl]

SHA-1

SHA-256

SHA-512

[assignment: method of conditioning text string]

[assignment: method of conditioning text string]
SHA-384

[selection: use no other pre-shared keys; accept bit-based pre-shared keys; generate
bit-based pre-shared keys using the random bit generator specified in
FCS RBG_EXT. 1

use no other pre-shared keys

6.1.3.2. Trusted Update

FCS_COP.1(c)

Cryptographic operation (Hash Algorithm)

(selected in FPT_T

UD_EXT.1.3, or with FCS_SNI_EXT.1.1)

Hierarchical to No other components.

Dependencies: No dependencies.

FCS_COP.1.1(c)

Refinement: The TSF shall perform cryptographic hashing services in accordance
with [selection: SHA-1, SHA-256, SHA-584, SHA-512] that meet the following:

Copyright ©2019-2020 KONICA MINOLTA, INC., All Rights Reserved
54 / 81




KONICA MINOLTA bizhub C4050i/bizhub C3350i with FK-517, DEVELOP ineo+ 4050i/ineo+ 3350i with FK-517 &#F+z2 71 Z—o vk

[ISOMIEC 10118-3:2004].

[selection: SHA-1, SHA-256, SHA-3584, SHA-512
SHA-1, SHA-256, SHA-384, SHA-512

6.2. Security Assurance Requirements

The TOE security assurance requirements specified in Table 6-10 provides evaluative activities
required to address the threats identified in 3.3 of this ST.

Table 6-10 TOE Security Assurance Requirements

Assurance Class Assurance Assurance Components Description
Components
Security Target Evaluation ASE_CCL.1 Conformance claims
ASE_ECD.1 Extended components definition
ASE_INT.1 ST introduction
ASE_OBJ.1 Security objectives for the operational environment
ASE_REQ.1 Stated security requirements
ASE_SPD.1 Security Problem Definition
ASE_TSS.1 TOE Summary Specification
Development ADV_FSP.1 Basic functional specification
Guidance Documents AGD_OPE.1 Operational user guidance
AGD_PRE.1 Preparative procedures
Life-cycle support ALC_CMC.1 Labelling of the TOE
ALC_CMS.1 TOE CM coverage
Tests ATE_IND.1 Independent testing — Conformance
Vulnerability assessment AVA_VAN.1 Vulnerability survey

6.3. Security Requirements Rationale
6.3.1. The dependencies of security requirements
TOEt&F = U 7 « BERE EAFR OMRAFBIMR 2 T RITRT,

Table 6-11 The dependencies of security requirements

PRRESEIF A7 BASR STTH/Z T IRFRIR | IRFFBIRER L T W EHE
FAU_GEN.1 FPT_STM.1 FPT_STM.1 N/A
FAU_GEN.2 FAU_GEN.1 FAU_GEN.1 N/A
FIA_UID.1 FIA_UID.1 N/A
FAU_STG_EXT.1 FAU_GEN.1 FAU_GEN.1 N/A
FTP_ITC.1 FTP_ITC.1 N/A
FCS_CKM.1(a) FCS_COP.1(b) FCS_COP.1(b) N/A
FCS_COP.1()
FCS_CKM_EXT.4 | FCS_CKM_EXT.4 | N/A
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PEREZL(: 1R 17 BAR STCH7=TRTERMR |  IRERRA 72 L T B

FCS_CKM.1(b) FCS_COP.1(a) FCS_COP.1(a) N/A

FCS_COP.1(d) FCS_COP.1(g)

FCS_COP.1(e)

FCS_COP.1(f)

FCS_COP.1(g)

FCS_COP.1(h)

FCS_CKM_EXT.4 | FCS_CKM_EXT.4 N/A

FCS_RBG_EXT.1 FCS_RBG_EXT.1 N/A
FCS_CKM.4 FCS_CKM.1(a) FCS_CKM.1(a) N/A

or FCS_CKM.1()

FCS_CKM.1(b)
FCS_CKM_EXT.4 FCS_CKM.1(a) FCS_CKM.1(a) N/A

or FCS_CKM.1(b)

FCS_CKM.1(b)

FCS_CKM.4 FCS_CKM.4 N/A
FCS_COP.1(a) FCS_CKM.1(b) FCS_CKM.1(b) N/A

FCS_CKM_EXT4 | FCS_CKM_EXT.4 N/A
FCS_COP.1(b) FCS_CKM.1(a) FCS_CKM.1(a) 15 IS HE hE

FCS_CKM_EXT.4

FCS_CKM_EXT.4

(FCS_IPSEC_EXT.1) ®#é, 7
v 75— MsBE

(FPT_TUD_EXT.1) ®OiF&IE.
FCS_CKM.1(a), FCS_CKM_EXT.4
72 72 AS, BAERRIT I 2 2 do
RWTe DRI,

FCS_COP.1(c) No dependencies No dependencies N/A
FCS_COP.1(g) FCS_CKM.1(b) FCS_CKM.1(b) N/A
FCS_CKM_EXT4 FCS_CKM_EXT4 N/A
FCS_IPSEC_EXT.1 FIA PSK _EXT.1 FIA PSK _EXT.1 N/A
FCS_CKM.1(a) FCS_CKM.1(a) N/A
FCS_COP.1(a) FCS_COP.1(a) N/A
FCS_COP.1(b) FCS_COP.1(b) N/A
FCS_COP.1(c) FCS_COP.1(c) N/A
FCS_COP.1(g) FCS_COP.1(g) N/A
FCS_RBG_EXT.1 FCS_RBG_EXT.1 N/A
FCS_RBG_EXT.1 No dependencies No dependencies N/A
FDP_ACC.1 FDP_ACF.1 FDP_ACF.1 N/A
FDP_ACF.1 FDP_ACC.1 FDP_ACC.1 N/A
FMT_MSA.3 FMT_MSA.3 N/A
FDP_FXS_EXT.1 No dependencies No dependencies N/A
FIA_AFL.1 FIA _UAU.1 FIA _UAU.1 N/A
FIA_ATD.1 No dependencies No dependencies N/A
FIA_PMG_EXT.1 No dependencies No dependencies N/A

FIA_PSK_EXT.1

FCS_RBG_EXT.1

Al ey MG E Ve Y b
N— 2 DI A Ak 2 IR L
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PEREZE AT RAFRALR ST T 7= TRAFBIMR | IRFBIR 272 L T gt
TWRWTZ D,

FIA_UAU.1 FIA_UID.1 FIA_UID.1 N/A
FIA _UAU.7 FIA UAU.1 FIA UAU.1 N/A
FIA_UID.1 No dependencies No dependencies N/A
FIA_USB.1 FIA_ATD.1 FIA_ATD.1 N/A
FMT_MOF.1 FMT_SMR.1 FMT_SMR.1 N/A

FMT_SMF.1 FMT_SMF.1 N/A
FMT_MSA.1 FDP_ACC.1 FDP_ACC.1 N/A

FMT_SMR.1 FMT_SMR.1 N/A

FMT_SMF.1 FMT_SMF.1 N/A
FMT_MSA.3 FMT_MSA.1 FMT_MSA.1 N/A

FMT_SMR.1 FMT_SMR.1 N/A
FMT_MTD.1 FMT_SMR.1 FMT_SMR.1 N/A

FMT_SMF.1 FMT_SMF.1 N/A
FMT_SMF.1 No dependencies No dependencies N/A
FMT_SMR.1 FIA_UID.1 FIA_UID.1 N/A
FPT_SKP_EXT.1 No dependencies No dependencies N/A
FPT_STM.1 No dependencies No dependencies N/A
FPT_TST _EXT.1 No dependencies No dependencies N/A
FPT_TUD_EXT.1 FCS_COP.1(b) FCS_COP.1(b) N/A

FCS_COP.1(c) FCS_COP.1(c) N/A
FTA_SSL.3 No dependencies No dependencies N/A
FTP_ITC.1 FCS_IPSEC_EXT.1 | FCS_IPSEC_EXT.1 | N/A

or

FCS_TLS_EXT.1

or

FCS_SSH_EXT.1

or

FCS_HTTPS_EXT.1
FTP_TRP.1(a) FCS_IPSEC_EXT.1 | FCS_IPSEC_EXT.1 | N/A

or

FCS_TLS_EXT.1

or

FCS_SSH_EXT.1

or

FCS_HTTPS_EXT.1
FTP_TRP.1(b) FCS_IPSEC_EXT.1 | FCS_IPSEC_EXT.1 | N/A

or
FCS_TLS_EXT.1

or

FCS_SSH_EXT.1

or
FCS_HTTPS_EXT.1
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7. TOE Summary specification
7A. 8L E Y FER
— XS T HHMEEEM: : FCS_RBG_EXT.1

TOE /%, NIST SP 800-90A |Z#E#l-4-% CTR DRBG(AES-256) L. CPU O ¥ v i =2 I A%y
TR X ADRICK VT XA~ B RGT 52 LT/ A XP LT 5 RBG 2 FEET 5, I
¢ CTR DRBG 1%, Derivation Function & Reseed #4573, Prediction Resistance HHE L&)
fEL 72\,

TOE (. Z® RBG #FIH L CHREA AR L. S5 @GR OR 4t R 256bit & 128bit)4:
BRI T %, TOE RNEEAERKT K. CTR DRBG T — F~ 7 U 7 /L(Entropy Input & Nonce)
DN I o e Gh, BV A XDy brE—EEZRE L TFHHT 5, 2o br E—fEX
NIST SP800-90A @ 10.2.1 |2/~ X415 Instatiate & Reseed (M 72 fig/ht v 1 B —&(TOE 0
A, X2 VT o MELFEL 266bi)E - LTEY, oy brbE—REFE T\ 5,

7.2. A EREL A RE

— T o eERe2E - FTA_SSL.3, FIA_AFL.1, FIA_PMG_EXT.1, FIA_UAU.1, FIA UAU.7,
FIA _UID.1. FIA_USB.1, FIA_ATD.1

TOE X TOE #FH L & 5 LT 2FMRFFARMAETH D Z & ZFHE D LI L7 ikBIRGEE
ZfE o TIRGE L, FFAlFHE &Il S =& 72101 TOE oFIH %73 %,

TOE % #/E94 54132 UBUILTIN_ADMIN, U.USER_ADMIN, UNORMAL DWW 3§ D&
FEFRE L. ? TE LT Z L ASRRBIRRGEZ 36 272 o T, wRREIC T2 Lt vy v a vk L
T User ID, #&EIl, 77 & AMERBFES SN D,

ﬁk\7)/&h?4ﬂ—w6®7uyh95fﬁkﬁi BlIOWREX THLT, 7V h T —#
EEBITBRAIND I LT Uy X T Ko TRBIREREZ 1TV, n&% BIENKII L, 7 LT vy Lh
S5 ONT- User ID DOLREIND T 7 B AMENFUEEZRHT-TIHEICOR, TV N TF—X &%)
ANb, Z0%E, UNORMAL OFZEINEESIND, 7V a7 oBANIxGEE Yy v a 04
AT T, BEE LT User ID Bt GEN7=7 U T —X EARKT 5,

BRI A T U ZER Y 7 AT VB ATEHEE (77 7 AZEZRLS) X, 7SAT—FDO A ZER
L. AJIESNZRRAT— RERIELTUIE va\x U— KRB ANEINTGEORT Vv AT 5,
BB, TONAT—RE 748X 7 0 FHEEE (Administrative roles) (ZFC# L7281V |
U.ADMIN 3%k E BEHEITH 2 LN TE 5,

(1) FEREAK
TOE B & 23 iBFRREZAT 9 ARFEFE S X & SMBOREEY — N — %3 24— —F
SETRNTEET D, Y —N—33E S ROEEIIA T ENTZ 22— —ID Z ARG —
—|ZEY | BESINEERICRLT, A&z —HF— R U — Kb AK Lz —%
—HIC K DE T E B 72> TE PP LGAICRERERS), B 5N R L 756 ICRERER

W &9 %,
Table 7-1 BEEAFR
RRIET 2 AR FRRERC N AT IS AT RE 72 21 E SFR
K{Ztguun ztiﬁgnuu j—%):L“‘“'j' *Uﬁﬁ{?ﬂ:'lj( @ﬁﬁ }jo FIA_UID].
SR — N—FREE | 777 Xxfao FIA_UAU.1
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FRAREST 20 R FRRE R EN AT P RE 70 e SFR
TOE OIREEfERR IS L R EDFRE,
BERININED T 77— A0 2T D=V g D
V&t
X RBREST O EIT U.ADMIN 23T 5 o AARFRAEST 20 & AR Y — N —38GE 7 AU 7

ZRIRFIZAINZ T HZ LN TE D, MEDBANIRoTWDHIGE, EHLLDHRA%E
ﬁfﬁ?"é D% UADMIN RERET 5, U.ADMIN 5 OFEGEH O % 7l
Hl: ﬁiﬁbf;$l }EH% i*' %%E%’b‘muuﬂzﬁ%‘: ﬁﬁ%@#ﬂﬂqéo

©Q A&7z —2A

TRPIEREIMSRE L A X 7 = — ZDOBURIILL T OHEY Th 5,
Table 7-2 #AIBEIMAEE A F 07— DB
A HBT—A Bk
BEAAR L FRBIRRRE R LB | TFRLOERIELISL,
LT B HEME (VF] GRAEMEE CTr 7 A U #E
FRBIGRGE A LB | ARGEREIC R B = — W —F F{E L IRRE D AR,
LBy NAT: Y= 777 A%IE,
+ Table 7-12 Read (¥ 3 7HR/R & FHKR)
- Table 7-13 Read (¥ a 7 &R &)
- Table 7-14 Read (¥ 3 7 &R &)
- Table 7-15 Read (¥ a 7 &R & FHER)
+ Table 7-16 Read (¥ 2 7 &R & HE/R)
+ Table 7-17 Read (¥ 2 7 &R & HE/R)
TOE DIRIEMERE R L R REFEORIE,
BERXINADED T 77— 20 =T ONN—T 3 VORWE b,
FARRAE (7 | BMHIAEYZER Y 7 Z2~DT 7k A,
A V) %I [UF] HéreiseiRim Comil A £ Y 525 234N
BB LT D
1E
WC FRBIRRE R LB | T RLOERIELISL,
LT B HEME (VF] BRAEEE TR 7 A HE
FRBIRRAEE M | A2 L,
& LW IR
TYUHRTA WRBERGEE LB | Y RV a TOEA,
IN— R AR (= - Table 7-6 Create
Ry 7 ZASDIEDRLT,
+ Table 7-11 Create
[UF] 7V v Z RIALNR=BA A =L ENTNS PC 225
W E XA 7 AT % AT
RBIRRAEE M | A2 L,
& LW EE
777 AZAE FRAFEREE ML | T2 L,
R AR U=
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A BT z—R BAE
RAEREE A B | Access Control SFP THA ENTWDH H D,
L L7 nWyE * Table 7-10 Create (M7 7 7 AN D7 7 7 A%AE,)

(3) AERY— R—FRFEICBIT A7 1 b oL
%ﬁﬁ-}j—\__/\ il i)b\‘(’f%ﬁﬁj_%)7m VI LA Dad Df%é
TCP/IP (Kerberos V5)

(4) AAKRFEREL iéwﬁ%%ﬁ@@
ﬁwwu BOWTEREENEM L7=554 . TOE IZUU T O AIT 5,

Table 7-3 BEEREXFFDNE
PO SLER SFR
= A B L 72 PR By . U ADMIN 23R E L7~ (1~3) ITE LA | FIA_AFL.1

RAT— K FEEEIET D,

X B U.NORMAL Y+ L T OFBGELA A% & U.USER_ADMIN & L T ORBFERIK
@%M FEEIEE SRS, T72bb, 2—F—ABUNORMALL: LTuZ A L
F 9 & U CRRGEICARIL (1|]) L. $iiJ T, UUSER_ADMIN& LCr 7 A
L&D E LUTREECARR (1F) Lizgis, =—— AOFRRERIKEIEIL2
m &2 5,

U.ADMIN {2 X 57 mf DEEFNT & o THife L 7= iBRE R E A 3% i i %
BRI R 5 2358 bR 212 1R 5,
UBUEHNADMW@Mﬁﬂktb# AIXTOEDRELHE 21T 5 = &
T, RENLED & LS TRAE OO HRFEEE I AR PRI R R B SRR E ST B R
IR I CRRETE IR A ERR T B, %hu%@ﬁA . PRRHE ILRRE T
U.ADMIND ZBFER BB DY EWRE 2 AT 5 Z & CREGEE 1L 2 fgbR
%,

2
oy

Ry A8 | i L 72 EBRERMEIE Y, UADMIN 238 L72fE (1~3) (LI5S
AT — Rz FEEAEIET 5,

L BFEED | BRIHMEILRRE TV UADMIN A FRGEARIE B O E e 2 T4 5 2 &
EN TSI 2R 5,

b=

(5) Rl - BREANZFFAI SN T 7 v a v
R - FRRERNICEF I END T 7 v a I FO®EY Th D,
< AEFEREIC BT D 2— W —F 1 R IE O iR
T 7 I A%E
- TOE OIRREMER I L OFREDRE
HEERIANSE DT 7 — LT =T ONA—D g3 OIS bE

6 74—FKRv7o
KEEE v g L OFAFLEL FE AN bDu A WChboua Ay, 77 7 A%
BUANTORERI ATV ZER Y 7 A~DT 7ER) IZBWTIAN SN XFT—4 1 3XF
I %7 TR @EERT D,
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(D FIHENSAT—=RFRBLOR Y 7 22T — R & UTHEHARER CFE /IS AT— R E
AR SCFILT V7 7 Xy RO KRICF-E/NT, BT G (7, <@, B, <7, “%”, “N”,

“&77 13 34 “(“ “)77 “_”» “¥” “[” “]’, L T L L LY (TSI bR S L s L S ) | N “{” “}” “+” “<” “>“
. 5 =
’ ’ ’ ’ ’ ’ ’ ’ ’ LI I L} > ’ ’ ’ ’ ’ ’ ’ ’ ’ ’

@B INAN—R) BT XF)TH Y | /I A T — FE A UADMIN 2R Ed
HZENTEL F- BRI AT—REL LTI LFEUFLOESEZRETHZ ENHES,

8 By aroT
ARERE S LT 2 — P — D EEN — R 72 EEE DR E L1222 ) BE. 20
+ *y°/§i \‘/%f%gTj—éo

Table 7-4 ¥EEtvIav DT

PSS vy gl kT 5
B B BRBIC L DENE T LTHh VAT AA— MUk MEERIZ TS H
b, VAT AA— Uty MERIC | fIRFICERESN TR, BHENEEH
Ko ThEESN MR RGE LA | e,
TR - 14
X EFIREARIER] - 1~9 43
WC B BRBIC L DN E T LT, HEIe 77 7 MR T35 AR 3%
b, BB 7 MERIZZ - TR | ESNTEY ., BHEHENETAMRE,
E ST R RRE L 7235 & - EFHEE—R
T H S 10 4y
FX E FIRE 7R IRE ]
1,2,3,4,5,6,7,8,9,10,20,30,40,50,60 4y
7 B IEIR
A
T3 H TS © 60 4y
FRE BRI
1,2,3,4,5,6,7,8,9,10,20,30,40,50,60 4¥
IR

7.3. 7 U & Al {HaE

— XIS T 5Ee2 - FDP_ACC.1. FDP_ACF.1

TSF IZFIHE T — 2 B LOFHET — & OBAE~DT 7 & Al %17 5, Table 7-5 (27~ L 7= K
Towner ZfE L, FIHET —Z~D7 7 2%, BHESRES N EEE (UADMIN), BLUY
AT — 4 O owner DIIZFFAIT 5 Z & T, FIHE T — % O#EAEIZ OV T Table 6-2, Table 6-3
Wb EDNWEYa T —F Il S T 7 Rl 2 FEET 5,

D.USER.DOC Access Control SFP (ZBF9 5 TSF A > % 7 = — A Table 7-6~Table 7-11 {2/~
BEY THY ., DUSER.JOB Access Control SFP (ZE§3 % TSF A ¥ 7 = — A% Table 7-12~Table
T-17TIRT@Y Th D,

B, Va7 @ submit X FIA_USB.1 THiG SN2 7T 7 B AMERRIZE SN TR 5,

T RSN WVWEEICOWTCIEA v X T 2 —AFEFRR, IET I T 4 7T B F0T. BE
ZERITHKE U CTHER D RN T2 DM ETE R VWE DA v b=V 2 FoR LIEZ G T 5,
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Table 7-5 Job function & owner D%

Job function

Job owner/Fax owner

Print TV a7 Osubmit (37 T AT N PCHHT Y X RTANR—FIIWC DA X Tz
—AEMEHLTEIRI N, 2O, TOEIZX LT, 7Y b7 —% L7 LT v v L (UserlD/
RAT— R)EEDLLERD D,
TOEIZ7' VU v F¥a 7O submit IZBWTEGNTZ Y LT > v /L& RO authorized User % Job
owner & LT,

Scan A¥ ¥ ¥ a 7O submit ITEIEASRANGEITT 5,
BEE B E SOV THBIFRRE ATV, ZAUCHRII LIZO B A X ¥ ¥ 3 7O submit 2179,
ZITIDAXy Y a7 % submit L7z authorized User 7% Job owner & 72 %,

Copy I E— g 7O submit [TERIE SR NADD FLTT D,
PR 1T E SRV CRBIRRRE R ATV, ZNICHIIL7cOBH a8 —Y 3 70 submit #1795, %
I TCZ@at—Y a7 % submit L7z authorized User 7% Job owner & 725,

Fax send 7 7 7 AREIE Y a 7D submit (TERIE SRS EITT D,

BEE 3B E ARV TREBRRREZ 1TV, ZHUCHRBI LD 7 7 7 AFEFEY 3 7O submit 17
Ve FITIDT 727 A%EEY 3 7% submit L7- authorized User 73 Job owner & 72 5,

Fax receive

T 7 I AZEXEILHEH ATV ZER Y 7 ZAETIIFEAR v 7 AR GFEIND,
R 7 A & Fax owner D BRIL Storage / retrieval DIE|ZFLHEH T 5,

T 7 U AZELEDOHIRY a 7D owner (= Fax owner) 134 iZHIBOEITE L 725,

Storage /

retrieval

LEFEHI ATV ZER Y 7 A, NAU—REELPDF ARy 7 A, HAR Y 7 ZRFEIND,

gl A €V Z EA LEORFIXT 7 7 AZEHIET D Storage ¥ 3 712 L - TThi
v 7 A bo RIFIIAR Yy 7 ADERE 7 LT vy v LTERS, RESNE
D owner XA Y 7 AD/RAT — REH->TWs UNORMAL & 72 %,
B, 777 AZE, BLO, 77 7 AZEITLREINTSCEEOEN
H71i%. owner=Fax owner & L C D.USER.JOB Access Control SFP
(Fax receive)lZ L7223 > CT7 7 ¥ AHIHT 5,

AR > 7 A WEORFILZ, Fa—FNREEINT 7 7 AZELHRAET D Storage ¥
a7, 77472 b PCHrLDOLEDERE, BIE KL TOAF v L
DIRTE. BERXILVBEL O F4T7 2 F PCOLOEIE (AR 7 A
TOXEDOBE), at—) [T TUThild, WTNOESE bIRIFLEDR
v 7 ABRETDH LT I/ESNZR Y 7 A0 owner DIE#HRE 7 LT
T L& UTTRIFMN M S 4L, BRAF ST 3CED owner (X4 SCED R
SNTWDHR Y7 2D owner & 725,

kB, 777 AZE, BIO 77 7 AZEIC XV RE I SCEOHN
H7J1%. owner=Fax owner & L T D.USER.JOB Access Control SFP
(Fax receive)|lZ L7223 > CT7 7 ¥ AHlHT 5,

XA T — RigEAk SCEDRIFIL R A U — R B4k PDF ORGFEEZEIT (/547 PCD
PDF &Ry 7 & WCNHHA L NTY 2 NEFET) 7562 L TiTbhvd, RESNIE
ED owner 1T Y ZELEOHIM L L 3R F AR L7 UNORMAL & 72
7,

Table 7-6 D.USER.DOC Access Control SFP (Print)iZf34 5% TSF A F 7 = — R

R A UH Tz —RA

Create | Submit a document to IIA T FPCILLEEZERL, 7Y % BT A4 3—THIM% 5T,

be printed 2747 NPCOWCOLLIELZRIRL, ¥4 L7 M7V v MEFET,
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7547k PCOWC NEHRAT— REFBL PDF SCEASEIR L. HI
ERELTHA VI T v R EFET,

Read

View image

BE R RLT, BBEE&T Y v hAR v 7 2)36 Create #REIC L VW IRIEES N
ToXEEARRLT, XES L E2—2FR,

Release printed output

BAE AR RZNLT, BIE& TV bR v 7 A9 5 Create #1EIC L Y — I RAF
SINT-SCEEZER L, HIRZ ST,
FIRISE T CYa%— B RIE S SCEITHIBR &N D,

BE RV T, XA T — RIEEL PDF R > 7 296 Create #f/ElC L v —
BRFE SN CEZBIR L, HEZFET, OSRAT—RNADBLE),
FIRISE T CYa%— B RIE S SCEITHIBR &N D,

Modify

Modify stored document

BE XL T, BRE& TV v bRy 7 A0 D Create #BEIZ LV RfFS 1L
ToCE AR L HIREE & AT,

Delete

Delete stored document

B AR T, RBAE& TV v FAR w7 A6 Create #EIZ &LV RIFS
T E AL, HIbRE FAT,

BAEARFL T, NRA T — Rk PDF AR 7 2795 Create #FIZ L D 1R
FFaNEFELRRL, HlbRE ET,

Va7 oI @EE R, 7 TF7A4T 2 FPCOWCH»HFEIT) (THEL

7o HIBR,

Table 7-7 D.USER.DOC Ac

cess Control SFP (Scan) Zf3 25 TSF A v & 7 =—2R

HAE AU BT z—RA
Create | Submit a document for | AF¥ v 2=y MIFEMEZEY FL T BAERRXVD AR Y T 77 A A
scanning =a—WENOIEE (77 v 7 Z5kEbr<) ZHEEL T, #ME % FT,
Read View scanned image L,
Modify | Modify stored image Create #RIEIZEBW T, JHEHRE & FE17,
Delete ¥ a7 Ol FEESRL, 7 T4 T2~ PCOWC H»HET) (ZHEL

Delete stored image

7o HIBR,

Table 7-8 D.USER.DOC Access Control SFP (Copy) (295 TSF A v &% 7 = —X

B A ETz—R
Create | Submit a document for | A¥ v F 2=y MIJFfZ > F LT, BEF R0 a bt —RX = —HiHE
copying MNH 3 —wFET,
Read View scanned image L,
zj:tl:jiie printed copy Create Hi{E % /7.
Modify | Modify stored image Create #/FE CISHERE & FAT,
Delete | Delete stored image a7 OHlkR @EEASRV, 72 T7A4 T PCO WC 2 53ET) (ZHEE L

7= HIBR,

Table 7-9 D.USER.DOC Access Control SFP (Fax send) (ZR¢+ 2 TSFA & 7 = — R

Bk AV HTz—2R
Create | Submit a document to | AF¥ v+ 2=y MIFMEEY FLT, BIEXLVDAF Y /T 77 AR
send as a fax o —EEND T 7 7 A a B L CEE & FET,
Read View scanned image 72 L,
Modify | Modify stored image Create #EICB W CISHRE % 17,
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FRAE BT 2—A
Delete | Delete stored image Va7 ORI BERL, 7547 F PCO WC »5HET) ITHEHEL
T HIBR,

Table 7-10 D.USER.DOC Access Control SFP (Fax receive) (232 TSF A ¥ 7 = —2X

B BT —RA
Create | Receive a fax and store | SN 7 7 7 AL DT 7 7 AFEEFAT, (REIAETIZERN Y 7 A
it ZRIESILD)
SN T 7 7 AENDHD F a— RERELTY 7 7 AEEEFT, (FFE
SNMEAR Y 7 ARTFEEND)
Read View fax image BESRFOLT, B/ A E U ZER v 7 A5 Create HEIC LV RIFE
NIEEZRIRL, XEHESLE2—2 TR,
7747k PCOWC T, 8l A€ VZER v 7 A5 Create #{E
WLV RIFEINIZCEELBIRL, UHFES L B2 —%2ER,
BE I T, AR Y 7 2025 Create #EIC L W IRTFESNIZEE
BRL, UETL 2 —EFR,
7747k PCODWC T, ARy Z ZA05 Create BEIZ LV frTF
SNEXHBLBRRL, LETLE2—%ER,
Release printed fax | #{E/XRAVT, HRHl AT Y ZEFER Y 7 A5 Create BIEIZ L D RAF X
output N CERFR L, HIRISEAT % 5217,
FORIZE T CTHZSCEITAIBR S 1 5,
BE I T, AR Y 7 2025 Create #EIC X W IRTFESNIZEE
BIRL | FIRISEAT & 5217,
EIRISE T CUCEHITHIBR SN D,
Modify | Modify image of | AR v 7 AT % Read #IEEIRNIZIB VT, ISHRRE % F17,
received fax BE SRV T, ARy 7 A5 Create BEIZ LV IRIFENTZCELE
BIRL, R,
7747~ PCHWC T, [HARY 7 A):5 Create #AEIZ L 0 {R/R1F
SN CELBRIRL ., MRk,
Delete | Delete image of received | #{E/ S /L T A€ U ZER v 7 AH 6 Create BIEIZ LV IRFSH
fax ToXEEBIR L, HibR,
7747k PC® WC Tl A€ U A5 v 7 A5 Create #AEIC
L ORIFEENTSCEEZRINL . HIBR,
BAERINVTEAR v 7 2035 Create B{EIZ K W IRTF SN2 CE AR
R, HIBR,
7747 hPCDWC TEAR Y Z 2025 Create BEIZ LV RIES
AT SCEZRINL . HIER,
Va7 Ol BESFA, 7 T4T >~ PCO WC M EHFET) ITES)
L 7= HIBR,
ARy 7 ZDOHIER (BIE SRV, 7747 F PC O WC 26 5E4T)
V) L 72 HIBR,

Table 7-11 D.USER.DOC Access Control SFP (Storage/retrieval) {ZR84 5 TSF A X 7 = — R

BafE AT z—A

Create | Store IIA T NPCOT VU HRTANR=BR Y 7 AT & FAT,
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BafE AV E Tz —A
document 74T FPCOWC LR Y I AMRFERELTHA LY T v METFAT,
7747 FPCOWCINLRy 7 AMFAFEFE L T/IAY — ;5 PDF © % A
V7 N7U v N EFEAT,
2ZF¥yFa=y MFfEEY P LT EERRVOR Y 7 AR = 2 —#if» S @A
RNy 7 ZAEBEL T, Ny 7 AMRAFE2FT,
ST 7 7 AN D DT 7 7 ARG & FAT,
T 7 7 AN LD F a— RERELTT 7 7 A%E % F1T,
Read Retrieve BAEARIAT, BAR Y 7 A ELEELBIRL, LHE TV E2—E2 KR,
stored BRI T HAR v 7 A0 CEERIN L, FIR % E17,
document BAEARSFOL T, AR Y 7 ANSLEEZBINL, 55k (77 7 A5EEERLS) Z#HE
LT, &5 % 1T,
BERILT, ARy 7 ADSICERZBRINL, 77 7 AGEEEEE LT, #EEE
1To
BERIAT, AR Y 7 ADGICERZBNL, BEER Yy 7 ZAEFFE LT, XES
B & EAT,
B RHNL T AR Y 7 ZAPOLEEEINL, a8 —Ry 7 2AZ2HEL T, LE
o B — & FAT,
7747 FPCOWC T ARy Z ANELEEZBRIRL, LET L B2 —2FR,
72747 FPCOWC T, HARY 7 ANSEEZSRRL, 580t (77 7 A%Ek%E
Br<) ZIREL T, HE2FET,
7747 MPCOWCT, ARy 7 ANGXELZBINL, ¥vrm— REFEIT,
72747 PCOWC T, ARy 7 ANDHIGEEZRIRL, BEVER Y 7 2E21EE
LT, XEBE % FET,
7747 FPCOWC ARy 7 ANEIXEEZRIRL, a2 —%R v 7 A4 EE
LT, XFEIE—%FELT,
7747k PCOWC THifi| A £V ZER Y 7 205 Create IEIC L W ERIFS
EEEARINL, ¥Urn— NEET,
BB XF LT, /RA U — R 51L PDF R v 7 A5 Create #RIEIC & 0 —FR7F S
N CERRINL . RIFE2ET, (XRAT— RKATDBNLE),
PRIFSE T T —IFRF SN2 CEITHIBR S LD,
Modify | Modify stored | BR{E/SFATHAR v 7 A5 CEEZFR L, Wk,
document Read #R1EGE(E. FIRDICERW T, IR E & F1T,
7747 MPCOWCT, ARy 7 ANELELZBINL, Wk,
BERF LTI AT ZER 7 AL ICEEZRINL, WE.
Delete | Delete stored | #fE/SF /LTl A€ VU Z(ER v 7 A5 Create #IEIZ L D RF I NI CEA RN

document

L. HibRzEFEAT,

7747k PCOWC THHAEYZERY 7 205 Create fRIEICL W IRIES N
7o 3CEEER L, H% % £,

BB STV TIEAR v 7 2025 Create BAEIC L D RFSNCEZEIRL, HIFRZ
EAT,

7547k PCOWC THAR Y 7 2735 Create #AEIC & WIRIES iz L2
RU. HIBRE AT,

BE RNV T/RA T — R E(k PDF &R v 7 A5 Create fR{EIC L W IRES -
AR L, HIBRZ EIT,
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BafE AV E Tz —A
AR 7 2O FE SR, 75472 F PC O WC 26 3T) (@) L7-H|
&%o

Table 7-12 D.USER.JOB Access Control SFP (Print) 2% 2 TSF A v # 7 = — A

R A HT—A
Create | Create I3 A4 T NPCOSLEZRINL, 7V % R4 AA—TCHIRZ E1T%. B x1
print job THRIE&E TV v MRy 7 RN — R AF ST SCEZ IR L, IR A 5447,

FORMIZE TIC & 0 Y —FHRFE SN XE B HIFR S D,
77347 hPCOWCHOLXELRINL, 1 L7 N7U o M EFETHR, BiE 3L
TWAE& 7 ) v FAR y 7 AN~ RAF SN SCH AR L. FII % F44T,

FORIZE TIZ X 0 Yax—FERFE SN2 CEHE B HIBRS D,

7747 K PCDWC »NH/RAY — RiEE{k PDF SCEZRIRL, AIRAEEL TH
A V7 bTY > N EETHR, BE SR TR T — REFE{L PDF R v 7 200 —RHE
FENTELFINL, FIMEFT, (WNATU— FANBLE),

FORMIZE TIC & 0 Y —FHRFE SN XE B HIFR S D,

Read View print | SRV TV a 7R REZRR, SRV —REFS(LPDF OZEF Y a 7%k,
queue/log | WC Ta—H—nm /A %2V a TRREER,

(2T — RISt PDF OZEH Y 2 72,

BE RNV TEEHE O VA %I 3 TRREFR,

(SR U — iS4k PDF OZ{EH Y 2 7% H:<),

WC TEHE R 7 A L 7IZY a TRRERTR,

(/X2 T — FHF 51t PDF O%FH Y 2 72Kk <),

Modify | Modify L.
print job
Delete | Cancel BER LV TCa—F—a A otk Ya TRREDL, BHED Create BIETIER L7z

print job a 7 & HIER,
RIE& 7Y v bRy 7 ADEE, Uiy a 7ICEEN53CE (D.USER.DOC) % HIk:

INnd,

WC Ta—HF—a (%, Va7 &KrhNb, BN Create BAIETIER LIz a 7 %
HIlBR,

L& TV v PRy 7 ZADOEE, WY a TICEEND XLE (D.USER.DOC) & HI%
I,

BAEASRNVTERE 0 /A 1%, ¥ a TRERDG Create BIETIER I NTZY 3 7 DH|
bk % FEAT,

PRE& T Y U R ARy 7 ADE, ¥y a 7IEEN5CE (D.USER.DOC) % HIkR
Iho,

72747 NPCOWCHLERET A %, ¥a 7&REH)D Create BETIER S
Nz a 7 OEIkRE £,

E‘LEE&7 ) /]\T/yxo)i}%{j\\ élux/a7 Eiﬂéii (DUSERDOC) %ﬁl”ﬁ,%
Ihb,

Table 7-13 D.USER.JOB Access Control SFP (Scan) (2425 TSFA L X7 = — 2R

R A UH Tz —RA

Create | Create AF¥ySa=y MIFfEZEY LT, BIEXRXVDRAX ¥ /7 7 7 A A =a—HH
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Bafe AT z—A
scan job MBS (77 v 7 A5 ER<) ZHEL T, #E % ET,
Read View scan | BAE SRV TY 3 7RTREFR,
status /log | WC Ca—H%—nm /A L RICY a TR TRERT,
BAE SV CEIE R A LRIV 3 TR EFRR,
WC CEBER VA BRIy a TRTREET,
Modif Modif
' scan jzb L
Delete | Cancel Create #fEAFEIT L7z, AFX v =y MIXVIERHAIY iz, BExLD
scan job JRREHt AR P CELEEZFEITHL LIEA Py 7S —2# T L, F1LH Y g 7OHIR

S
WYY a7IlEENLXE (D.USER.DOC) HHIRS D,

BERZ L TCa—F—a ' f %, Pa 7R RN, HED Create HAETIER L2
3 7 & HIk,
W g AN EENSLE (D.USER.DOC) bHIBEN D,

WC Ta—HF—m A %, VaT7Rrhb, BED Create BIETIER L7V a 7%
HIlBR,
Y%y a 7ICEENLXE (D.USER.DOC) HHIRS D,

Create ffE & F21T14, BE SRV TEHEE 0 VA %, ¥ a 7FR)1 D Create HIET
TERL S 7= a3 7 DRIk % 1T,
Y a 7ICEEND LE (D.USER.DOC) bHHIERIND,

Create EZ FITH.., 7 74T F PC O WC OEHE T 7 A L%, ¥ a TRRHM
b Create #{ECTIERL SN T= Y 3 7 DOHIER % 1T,
Wiy a 7IcEENSLE (D.USERDOC) bHIERS D,

Table 7-14 D.U

SER.JOB Access Control SFP (Copy) (ZB$ 2 TSF A v ¥ 7 = —2R

#fE A VH T z—RA
Create | Create A¥yFa=y MIRfEZEy FLTBERFZ VO a = A =a—@ENH AL —%
copy job FEAT,
Read View copy | BE SRV TY a TRIRE LR,
status /log | WC T —H—n /A L 1RIZT 3 TR RERR,
BAE SV CEBE R 7 A LRIV 3 TRREFR,
WC TEHE R 7 A L RIZY a TERRERTR,
Modify | Modify 2L,
copy job
Delete | Cancel Create #fER, A¥ ¥ S 2=y MIRVERHEAIY HIC, BAE XN OIRFE A I
copy job DHEETEIEZETH LIA My FF—2 W T L, BT a 7oHlbREET,

WY a 7ICEENLXE (D.USER.DOC) HHIRS D,

BERRZ NV Ca—Y—u T A %, Va T ERNPL, BEMN Create #BETIERR L7
a 7 & HIkR,
WY g TZEENSXE (D.USER.DOC) HHIBRENS,

WC Ca—HF—nurA % aT7Frhb, AHD Create HIETIER LY a 7%
ﬁ”l‘%‘)\‘o
WY a 7ICEENLXE (D.USER.DOC) HHIFRS D,

Create fifE & F21T14 ., BE SRV TEHEE 0 VA %, ¥ a 7FR)1 D Create HIET
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Bafe AT z—A

ER S 7=y 3 7 DI & FAT,
LY s ZIcEENSCE (D.USERDOC) bHIREh%,

Create #{EZ FTR, 7 747~ PCO WC »bEHF R 7 A %, ¥ a 7RR»
5 Create #{F TR S 72 a 7 DHIER % F1T,

WY a ZICEENSE (D.USER.DOC) bElkaEns,

Table 7-15 D.USER.JOB Access Control SFP (Fax send) 235 TSFA ¥ 7 = — 2R

Bafe AT z—A

Create | Create fax | AF¥F v 2= MIEfEE v LT, BIESILDRAFT Y LI T 77 A A= o —HH
sendjob | 7B 7 7 7 A% RBIR L CREIE % F4T,

Read View fax | #{E ARV TY g TR R E TR,

job queue / | WC T —H—n /A L#HIZY a TRRERR,

log BERXNVTEHE D 7 A RT3 TRREFR,
WC CEBER VA BRIy a TRIREET,

Modify | Modify fax | /¥

send job

Delete | Cancel fax | Create #fFAEIT L7ctk, A¥ ¥ 2=y MI LV FEMHEAIRY FlZ, BE R0
send job JRREH AR Y P CELEEZFEITHL LIEA Py 7S —2# T L, F1LH Y g 7OHIR
%347,

LYY a TICEENSLE (D.USER.DOC) HHIBREN S,

BAESRNTa—F—a s A %, YaTdERrnb, BED Create IETIER L=
a 7 & HIBR,

WY a 7IcEEN5XE (D.USER.DOC) LIRSS,

WC Ta—HF—ua (%, Va7 &Krhb, BN Create BAIETIER LIz a 7 %
HIBR,

LYY a TICEENSLE (D.USER.DOC) bHHIBREN S,

Create B {EZ E1T12, BAE XNV TERE 0 7 A V%, ¥ a 7RI D Create #{ET
B &= a 7 OHIBR & F4T,

WY a 7IcEEN5XE (D.USER.DOC) LIRSS,

Create BIEAZFEIT., 7 A4 7 F PC DO WC nHEHED A L%, ¥ a 7R
5 Create #{ETIERR & 7Y a 7 OHIBR & 1T,

LYY a TICEENSLE (D.USER.DOC) HHIBREN S,

Table 7-16 D.USER.JOB Access Control SFP (Fax receive) 2+ 23 TSF A v & 7 = — R

R A UHB Tz —A

Create | Create fax | SN 7 7 7 A D D7 7 7 ZA3E(E & F4TH . TOE OEAE/ SV TRl 2 € U ZER
receive job | v 7 AMD T 7 7 AZAZEA BRI L . FIRIZEST % F1T,

SERT 7 7 AP D F a— RERELTY 7 7 ALE &2 FE1T#,. TOE OBEE X%
IWTENR Y 7 AN T 7 7 ZAZAFLEZIBEIR L, FHI % ET,

Read View fax | BME X%V TV a TEREFER,

receive WC Ca—W—n /(L ARICY a TR RERR,
status /log | B{ENFVTEIE 1 7 A RISV a3 TRIRERR,
WC CEHE D 7 A LRI a THRIRE TR,

Modify | Modify fax | 72 L,
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FRAE BT 2—A

receive job
Delete | Cancel fax | #/E SRV CTEBE D 74 1%, ¥ a 7FK 05 Create BETIER SN 7=Ya 7D
receive job | HIFR% 34T,

7747 b PCOWCOLLEHRER T A %, ¥Va 7ERMPD Create #IETIER
ENi=y a 7 Ol E FET,

BERRX VT —W—a l (U, Va TR L, BED Create HIETIER LT

¥ a 7 EHIER,
WC Ta—H—a A %, YardFrhb, BER Create BIETHER LIZY a7
& HIE,

Table 7-17 D.USER.JOB Access Control SFP (Storage/retrieval) (Zf83 % TSF A & 7 =— 2R
Bafe AT z—A

Create | Create I7A4T L NPCOT Y Z RIAN=DER Y 7 AT FAT,

storagejob | 7 74T NPCOWC LRy 7 AMEEFEBELTHEA LY N7 U v N EFAT,

2FxFa=y MFfZEE Y b LT BIESRAOR v 7 A A =2 —EiEH HIE AR

v 7 AEEEL T, Ry 7 AMRIFEEET,

Ry 7 AMRGFEEEL T, 27472 F PCO WC 25832 U — Rt PDF O % A

L7 7Y v N EFEAT,

T 7 7 AN DT 7 7 AE(E B FAT,

NET 7 7 AN ODF a— REEELTT 7 7 AT KD FEEFT,

Create BAEASINVT, AR 7 AGEEZERIRL, [, #E, 777 ACLDEE, B

retrieval ), a—%347, (777 AZEXHFEOHRMEZ R, Ziix Table 7-16 @ Create fax

job receive job T Y. D.USER.JOB Access Control SFP (Fax receive)iZ & 5 7 7 & Al
WoOXGEL725,)

7747 PCOWC T, ARy 7 ANLIGEEZRIRL, BE, Fvre—F B
), a—&FET,
2747 FPCOWC T, BHEIAEVZERNY 7 ANST 7 7 AZEEEERL,
20 rm— NE 3T,
BE SRV T XA T — NS PDF A~ v 7 ZA)2 5 Create #{ET—IRAF L 72 CEHA
BIRL, BEFEEZET, (RAU—=RFANBKE),
RIFETIC RV M RAFE SN CELHIBREIN S,
Read View BAERINTY a TRREFRT, (NAT— R PDF OZET Y 3 742R<),
storage/ret | WC Ca—#—n /A L #%IZY a TR RE R,
rieval log (IRAY— FK51L PDF OZEH Y a 7&2R<),
BAEARR NV CHEBE R 7 A LH%ICY a TRRERT,

(2T — RBAL PDF O35 Y a 7 &k,

WC TEBHE 0 7 A LRIV a TRREFRR,
(N2 T— RIS PDF OZEF Y a 75FR<),

Modify | Modify
storage/ret | 72 L,
rieval job
Delete | Cancel AF¥yFa=y MIEVFEREZAERY P, B SRV O R H ALY i T kA
storage job | FITH L IFA My X —%M T L, BEILF Y g 7 OHIBRE ET,
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Bafe AT z—A
%# (D.USER.DOC) IERIFS 72\,
Cancel Create retrieval job (fH AR v 7 2 DEIR) 2FEITL2%, A My 7% —%TF L,
retrieval Ik Y 3 7 OHIREZ F1T,
job Fililxige & U CGEIR 72 3¢#E (D.USER.DOC) 1FHIBRZ L7210,
Cancel BERR L Ca—Y—nF (o, YaTdFrhb, BEN Create BIETIER L2

storage/ret | 3 7 & HIK,

rieval job | WC Ta—H—u (%, Va7 ERNPE, BHEN Create H/ETIERLZY 2 7%
HilBR,

BUEAR NV CERER A %, ¥ a 7 RRPD Create BUETIER I NV 3 7 DHI
W4 AT,

7747 R PCOWCHLERER A k., ¥V a 7&K EMND Create HifFE TIER &
Ni=Y a 7 Ol E 4T,

74. %2171 EEHEE

— RSTLEEREZME - FDP_ACF.1, FMT_MSA.1, FMT_MSA.3, FMT MTD.1, FMT_SMR.1,
FMT_MOF.1, FMT_SMF.1

EWHREREIZILL T @Y Th D,
KMz BA4 % TSF A > % 7 =— %13 FAU GEN.1, FAU GEN.2 (B0 ETOAL v 2 7 =
— ) \ZHET D,

(1) =—¥ —EFHke
U.ADMIN [ ZH#AIERRZ LB LN T4 T > PCOWC )6 TOE ~0 2 —H — D %45 Hll B,
B —WER R, — IR RE L OfERR, 7 7 & AR O fF 5. Delete, %%
(U.USER_ADMIN) 0OffH5.Delete #1179 Z LN T&E 5,
BB, =P —%HlRT 5L, YEa—F DI AEETHILELHIREND,

(2) TSF 7 — % O #ikne
Table 6-8 DiE Y TSF 7 — % 2 &I L BRe & 292,

(8) HIDHER
TOE |3 m 7' 4 U FpICf & S 7z U.ADMIN, UNORMAL O# & &R 2,

@) ¥z )T EEDSD E UV OEEAE
TOE (354 F 0o bhe # UADMIN DAl fefitd 5,

Table 7-18 X2 )T4HBEED 55FNOEE#RE

Bne A HBT—RA
7547k PC
BESL | TUH RTAR— WC
X2 VT ¢ REERE OB B RE O X O
o — Y —RIEHERE O PR RE O X O
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Bne A HBT—RA
7747~ K PC
BafE/ SRV TV H RTAN— WC
By o o B AE O X O
EAETE T v RV FREERE O X O

(5) Ry AEFERE

UADMIN [ ZEAR v 7 AD User ID AT T HZ N TES, /2, AR Y7 AD
owner [TYiZE AR v 7 2D User ID 2EH+T 52 LN TX %, TOE X User ID IZ L »T#
DRy 7 AD owner ZFRETHZ b, ZOEERFTRy 7 A (BIXOMEA Y 7 ANDL
) ® owner DEH A ERT 5,

U.ADMIN 3 X O U ADMIN (I & » TFFAf & 4172 UNORMAL I AR v 7 A=A T 5
ZENTED,

UADMIN [ZEAR v 7 AZHIBRT D N TE S, £z, AR v 7 AD owner (FX47%
ARy 7 ZAZHIRTHENTED, Ry 7 ZAOHIBRIZE D, YA v 7 ANOLELH
PR b,

U.ADMIN |38 A EVZER Y 7 ZADNRAT — ROBGELEFELITHI ZLNTX 5,

(6) D.USER.DOC, D.USER.Job ® g%
D.USER.DOC., D.USER.Job {Zxl LT, #DARKRHZ Table 6-7 12 L7223 > CT/EME (Job
owner. Fax owner) %#ft53 5, BN (Jobowner., Fax owner) & A v & 7 x— D%
I Table 7-5 Titak L 7=,

7.5. BIEREGTERWEE 7Ty T T— MEEE

— ST ABEEM: . FPT_TUD_EXT.1, FCS_COP.1(b). FCS_COP.1(c)

() 77 =50 =7 "= iR
A SNTEIE L. UTFTOHETT 77— 2T 3~ g VOMEREITY 2 LNk S,
UG A T RPCOWCTaZ AL L, AVFF L ASROM AN— g L 2 8IRT 5,
cBERFZ LTRSS L, AV TFUASROM N—V g VERIRT S,

@) 77—hv=T7v7T— Mk

WHA X, BEASFL D LIXWC THORRGER, FHEABE CZ 7 =LAy =27 N\—V 3
VOMEREFATTE D,

£, BHEDZ, 77— LAV T T A LT UANBELT S M LI USB A€V &
TOE (23575 U, BB KL CilBIRERE. ., BHEBE CY 7 —L U =7 DT v 75— Mk
EEITCTED, 77— 0=TT—XTE, VATLharbe—F ) harian—7
Vo ltfE Ty —2bvxT b, SHA- 256 1L o CHEHH LA 77— 02T Dy v aff
B (77210 HOBEET 2 MERETHITS) BDEERTWE, FUXLBLT—H T
SHA-256 THIN L7277 — LU =77 =X Oy v afflZxk LT, FIPS PUB 186-4,
“Digital Signature Standard”|ZFC# D RSA 7 V¥ VEL 7L 3 U X AR 2048bit, B4
A% — L PKCS#1 Ver 1.5) CTEA LT —4 Th b,

EHENT v 7T — MEREL FAT LI2RE, TOE 131 > A b —/L & BT 2 AilZ RSA AR
Bt (R 2048bit, HIMEFIC TOE A v A h—AENTW5) #EALT, 77 =240 =T
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T—E DT VHNEBELNGEE T D, BARGENKIL L2551, BEAAR B2 R
AL, 77— AU 2T OFEI XTI TDR, %%@ﬁ#%%bt Bl 77 —2
:7&%77~A7:7®AVV:@%ﬁ%4VX\—wTéoT/&W%%@ﬁ@iﬁ

TROEY,

(1) TOE 73#> RSA ABI# @R 2048bit) TF P X NVBL4 T — X ZH 5L+ 5,

(2) SHA-256 T7 7 —ALvU T T—HDO Ny affizitit 5,

WD@QDEE T 5, —BTHUT T 7 — LT =T F— 2 NIEFHTH D EHMT 5,

— X THHAEE M  FPT_TST _EXT.1
TOE %, IR ON K2 \uT®%:fbk?xh%’®Wﬁ’£wL\ﬂ N N5 A.
B RS 2 RN L, BMERELL, BEEZ 2T R VIREBICBIT T 5,
ZHCED, TSF 25T 77— 07 =7 OREEWEHER TE D,

Table 7-19 BHCE.7 X k

No. PO 7 A bk
1 Ay hr—F77—AU=T | EOMOT 77—y | SHA-256 THIN LK T 7 =AU =T Oy v afl
=7 L. Ty T— MERET TOE ~f > A h—L &7
Ny Y 2 EERICTEERINTWDER—ET D2 &
% TR
2 Ty =Lz TNDTATZIVI) T TxT Power-up Self-test
(SHA,HMAC %)
3 T7 =AUz THNOIALTZIV Y7 v xT =y b E—Jf & LT haveged #3% & L. DRBG ¥
(DRBG) e~ AT A~ (NIST SP800-90A ¢ [11.3 Health
Testing] 232X, Instantiate., Generate, Reseed
DOBEBEIZ DWW CBEFIfiET X M) % F i,

7.7. BIEREE AR

—  XIST HHAEEE . FPT_SKP_EXT.1, FTP_ITC.1. FTP_TRP.1(a). FTP_TRP.1(b). FCS_CKM.1(a).
FCS_CKM.1(b) . FCS_CKM_EXT4 . FCS_CKM.4 . FCS_COP.1(a) .
FCS_COP.1(b) . FCS_COP.1(¢c) . FCS_COP1(g) . FCS_RBG_EXT1 .
FCS_IPSEC_EXT.1, FIA_PSK_EXT.1

TOE (3% H#E DA LA F OfRe 2 f2 it 2,

(1) FPT_SKP_EXT.1
TOE DG IREMRE THH T 2 T X TOFEATILAE, Wi, KOT 710 ~— MET
RAMG#EIE A€ V)L SSD IZRIFEND, TNDHET VB ATIHA U H T = — A IFHELR
VW, F72. RAMER A T VICRTFESNDIECONWTHT 78R THA X T = — A IFE
L7220,
Table 7-20 & & {R7F5E DR
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No. PSE3 PRAFSE
1 R g U.ADMIN |2 X » CTRE SN 7-FERT | SSD
A
U.ADMIN |2 L » TERE SN Fil | RAM
G GA A L AR LT
2 PO IKE F 34 Fibiss 4 RAM
(IKEVl 7 = — X 1 CTAR SN D)
IPsec FH LA s RAM
(IKEvl 7 =— X2 CHEREND)
3 7T A _— | IPsec iEFIED T T A X— [k SSD
IPsec {28 T 28 SZ THWD | RAM
TTA = N
(IKEVl 7 = — X 1 CTAR SN D)

(2) FCS_CKM.1(b), FCS_RBG_EXT.1, FCS_COP.1(a)
TOE Ik 517 /L = U X L2 128bit & Tf 256bit @ AES-CBC Z i L 72 38{E Olg 51k %
1179, FEHT 58554 (128bit XN 256bit) (X, 77— =T NOITAT TV T U=
7 (DRBO) DL AR % (FCS_RBG_EXT.1) TARL L7= 128bit OELE A FIH L THERLT
ZDO
ORI AERSEAHAT AT PR E— ORI OV TIE 7.1 EA SR,

(3) FCS_CKM.4, FCS_CKM_EXT4
BENARE LRSI I A I T EWEDOIA I 7 IEFALCTH D,

Table 7-21 @#DORLZE

fied WS AT WD F ik
HHLAH | UADMINIC K > TRESNIZE | BEEICL 5 FAELERAR - 28 (&8 "
o ~ e, 0x00 T L X Hikk
Fied AL EHET v LV EHRRE) B
U.ADMIN IZ L » TRESNI-H .
» iR OFF —
AL § A 25 M U CAERR L 7= 4t
popiiN < IR OFF —
IKE JH 35 Fikss g IKE SA 5 A 7 % A Lfkiath A E U Ofifk
BEFICLDIPT FL AL HR A Y Ofifhk
EIE OFF —
IPsec FH 47 ik o IPsec SA 71 7 % A Ltk AU Ofifik
EHEEICIDIPT RL ALEEE A E ) DS
FT AN EEFEIC X DFEAEARR (BEET + X%
IPsec ZERAED 7T A N — Mt 0x00 T _b 3 & ik
— o NVEHRE) B
IP B SIRR) THW5
sec @1 SRR ST &1 OFF .
T A R N

(4) FTP_TRP.1(a), FTP_TRP.1(b)
TOE i3l s IT #ds & O@E IR W T SHL@E 217 5. W LEEoMEL 2D
REEIZLL T D LB TH D,
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Table 7-22 EHE HBF|H TE 3 BHIEE XA (FTP_TRP.1(a))

Efg5% N “u han
2747 s PC | remote administrators 1527 7147 s PC ) H IPsec

TOE & O%titt v a v e L CEIEEA1T
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