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U.USER Any identified and authenticated User.
(Fr I F )
U.NORMAL Al A, FRES LRI E T, EEEAE
(Normal User) ot e ARV SN S E o
A User who has been identified and
authenticated and does not have an
administrative role
U.ADMIN Rl S, FRES N RIAE TEBER Bz
(Administrator) FroRIH#E
A User who has been identified and
authenticated and has an administrative
role
3.2 REEE

TOE ORFEEPEIL, LATOR 3-2 0 2HHICHHETE 5, 2 HEHEOREGPED
Ib, FIHET —#13%E 3-3. TSF 7T —# 3% 34D L HI2, TNETHLEBHIZ2

M DOPRFEE PE TR S LD,
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D.USER User Data

TSFOEAEICHE L KT E 720, FIHZE DT DITH
MEFIC L > TR SN T2 T — 4

Data created by and for Users that do not affect
the operation of the TSF

D.TSF TSF Data

TSFOBIEICEE L 52 206 LIV WTOED /-
HOTOEIZ L » TERR S ie T — &

Data created by and for the TOE that might affect
the operation of the TSF

* 3-3 REEEFIRET %)
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D.USER.DOC User Document | BFHIE -1 ~— Fa E—0ERC. FED LH
Data IZEENDEHR
Information contained in a User’s Document, in
electronic or hardcopy form
D.USER.JOB User Job Data FHAEOLEF L IICENR Y 3 7ICBEET 5 1FH
Information related to a User’s Document or
Document Processing Job
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TOE O&F =V 7 1 8% KIETT b LIV,
BIRIZOVWTIIARRTEDL LR TSF 7 —4,
TSF Data for which alteration by a User who is
neither the data owner nor in an Administrator
role might affect the security of the TOE, but for
which disclosure is acceptable

D.TSF.CONF

Confidential
TSF Data

T—FOFAFETHR L, FEHEREGFZ20F
FABICL > T BBE RTINS AESNZTSF 5 —%
2N, TOE O X = U7 ¢ |THELE KIFT 0 L/
WE D7 TSF 5 —4,

TSF Data for which either disclosure or alteration
by a User who is neither the data owner nor in an

Administrator role might affect the security of the
TOE
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T.UNAUTHORIZED_ACCESS

WEgH X, TOEDA 27 =— A %@L T, TOEHN
OHAELET —2~T 72 %, K&, £i-
IXHIBR) . ERERAE Y a 7T — X EEE (LA
TCIXHIBR) 32008 LivZauy,

An attacker may access (read, modify, or delete)
User Document Data or change (modify or delete)
User Job Data in the TOE through one of the
TOE’s interfaces.

T.TSF_COMPROMISE

WBEIX, TOEDA ¥ 7 = —A%i@ LT, TOEN
DTSFT — X ~DRIERT 7B AEZGL 1 L
AR

An attacker may gain Unauthorized Access to TSF
Data in the TOE through one of the TOE’s
interfaces.

T.TSF_FAILURE

TOEDHEAENRFF ] S e, TSFORRIFENIZ L -
T, BFx=2 U7 ORKRESIESEITND LRV,
A malfunction of the TSF may cause loss of
security if the TOE is permitted to operate.

T.UNAUTHORIZED_UPDATE

BEEHFIL, TORICARERY 7 by =T A VA h—
T D LIV,

An attacker may cause the installation of
unauthorized software on the TOE.
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WEEIT, Xy NV —JBEEZE=F— L7120 #fE
L7z 3252LT, #MEFor—2ic778A Lk
V. TOEOEx=2 U7 4 2k L7508 L
L7,

An attacker may access data in transit or
otherwise compromise the security of the TOE by
monitoring or manipulating network
communication.
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& 3-6 MEOEXx) T4 FE

2

EH

P.AUTHORIZATION

R X, SCERLEE K OV B RE 2 21T D AN HE
[R5 Sz i v 57,

Users must be authorized before performing
Document  Processing and  administrative
functions.

P.AUDIT

X2 VT 4BET 7T 4 BT 4 IIEAEIR TN
ERbd, FL0XoTrvaron riiiiE
i, AMFIT= T 4 7 4 ~EEINRITIERS
AQTAN

Security-relevant activities must be audited and
the log of such actions must be protected and
transmitted to an External IT Entity.

P.COMMS_PROTECTION

TOE!LZ, LAN EOMD T R4 2 & B E 25T 72
FIUTR B 720,

The TOE must be able to identify itself to other
devices on the LAN.

P.FAX_FLOW

TOEPSTN Y 7 7 AfkRE 2t 95 %46, PSTN
7 7 7 Alalfk E LAN ORI 43 B2 ARGET 5,
If the TOE provides a PSTN fax function, it will

ensure separation between the PSTN fax line and
the LAN.

MAKTOE DA b L—UF A AL, BIHIZZHAIEE TlI e 728, A PP O
P.STORAGE_ENCRYPTION |Z. %X L7\,
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4.1 FRARVIREICERYT SETIREH

K TOE ZEH T HBROAHESRME AR 41177, T b ORI WIS
gt KTOE Ot = U7 BERENANTEIET 5 Z LIFRAES 7R,
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A.PHYSICAL

TOE., K OTOEDMRG £ 7230 ET 57 — & OfifE
CRESTMEEX 2 T 40, ZTOREICE-T
Rt s Z L2 HET D,

Physical security, commensurate with the value of
the TOE and the data it stores or processes, is
assumed to be provided by the environment.

ANNETWORK

EHBREEIL, LANA V% 7 = — Z~DHEI S DE
BT 72 ANDLTOEZRi#T 5 2 L 2 MET D,
The Operational Environment is assumed to

protect the TOE from direct, public access to its
LAN interface.

A.TRUSTED_ADMIN

TOEEHE L, A FEF=2UT 1 HFEHIWE-T
TOEZEHTH L, FHIN TV D,

TOE Administrators are trusted to administer the
TOE according to site security policies.

A.TRAINED_USERS

RIS NT=FHEZX, A beXx=2V T 0 FEHIC
P> CTOEARMEHT 2 L 2 #HEIIHEZ T T\ 5,
Authorized Users are trained to use the TOE
according to site security policies.
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Microsoft Windows Server 2012 R2 Standard (Z#5# 415 Active
Directory
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