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1.  ST#EER (ST Introduction)
AETIE.STSHE. TOESHR. TOEBIE., $LU TOE G ICOVWTEER T B,

1.1. ST S (ST Reference)
AREICIE ST D AIEHZE AR T S,

Fuji Xerox ApeosPort-VII C7788/C6688/C5588
24 M- DocuCentre-VII C7788/C6688/C5588
TREEEHEE. I7DAFEETIL
t¥a1)T18-4yh
N=I3v: V 1.0.6
*¥178H: 20202 HA5H
ERLE: EXPOVIAM%A =4

1.2. TOE £H& (TOE Reference)
AREICIE TOE OFAITEHRZEL R T 5,

Fuji Xerox ApeosPort-VII C7788/C6688/C5588

TOE £&: DocuCentre-VII C7788/C6688/C5588 F—ALtZEZ
HERERE, D7D AMSREEETIL
. Controller ROM Ver. 1.3.2
TOE ONN—3y:
Fax ROM Ver. 2.2.1
BFE: EXOVWAKkR &1t

A TOE &, T-ALEEHERBES LU T7D A BEZH ML LIz Fuji Xerox ApeosPort-VII
C7788/C6688/C5588 DocuCentre-VII C7788/C6688/C5588 DL\I NI DEHTHB,
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1.3. TOE#ZE (TOE Overview)
1.3.1. TOE m#&5| (TOE Type)

A TOE (&, HHEA-MILIVP %y kD=0 (LAN) A . DE—H#RE. AFvUikae. TV MERE. D
POARE XEDRFEEL LiRE. 29— +9% MFD TH%,

1.3.2. TOE OfERELEECLX1UT1HRE
(Usage and Major Security Features of TOE)
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MFD (&, 774 70A—)UCL2 T, A 8RRy D =D b D BESNTZH #RA— AL IU7 2y bDO—D (LAN)A
BERSNIERETHRAINS,
Fe. IPDAERERIETH5E R ARBERRBICHERINS,

FAEE. MFD DIZENRIP—RFABEIZAT VM IATLEBEDI(7Y MO Web T30 pT
JUB—ES4 NEMNLT. MFD O&FEEAREEEEFIRT S,

MFD (. FIAZEDZROIXEZIE—. AFvUEE. TUV A, T7DATOEZEL, AF v/ A—IP
TPHAZIET—R% MFD RNO— B REFRE THIRBRYIAICREL. BERYDANLERDH T H#EEE
®ET3, CNODOXEDHEN. RAVVERFLET 358, MFD (&, FIF&EEHFIFREI T 5148, HERIC
HICCET—HPRMEBEC TR PO AEIEH . MFD AOA ML —JICRTE - BERINIRTHFROPXE
T—HNOIEEIE. LAN LOBEET-IDRE. EEFICRELLEF1) T4 EMEE. MFD S E8NDEE
EY—)\h5 MFD Ot F YT EEOFIRAEEZAV T T2 F1U T BEEHEE, TSF EfTO—RE
TSF F—ADSE &M REE. TSF £473— F7yTT L— FEEOETI— FOEEMHREE. 77D AEIERE
LAN 5 BEHRE. AL —JICERSNLEBRT -0 L EEEEBAEEEE TS,
ﬁﬁﬁﬁﬁ'l‘%#&’éii%iﬁ%?éf-&) F—RHEMEEERI AT IN . ChoDHEENFT T VavDETIVT
(F. T-AEEEEETIINBAL, LEEHEMELAMLTILNENDD,

A TOE 28T 3E MmND5>5 ApeosPort YU—X(F, EBEEAKELT, RIAFBELES EREREL & HR— b
T30, A TOE RECTRAKBIIOAEEAT S,

b=

-HRINVDAICE SA, —RFIREMERT HEABRBRYIAL B EEBEMERTIHARENR
YDA HBM, K TOE TRIAMIVATHERRBRYIADFRERIELTIVS, L. A ST ATHEA
SNBTHERYIZ IV RFERBEABRRRYIAERET .

3. TOE LUSDN—ROI7HEREY T MII7# K (Required Non-TOE Hardware
and Software)

1 ITRTFARKRICHEVT TOE (3 MFD THY, TiEd TOE USNDN—FIIPHELVYT Mo ?PH
#ETS.

(1) —RERAEDSATYH
N—F9IPRAAD PC TH3,
FUVBDSA TV RELTRIAT 318 A(E. MFD (L LTXET 20Ty FEREFTIRD, PC (ClET
YUB— RS54 B VAT BBENHS,
MFD 0 Web Y—/\#ae5FIFAT 21884, PC IS4 YA R—ILENTIVS Web 75955 T3,
(2) YATLEBEDSATYH
N—F9IP>AAD PC TH3,
TOE [C#LT TOE BEF—A0BBPLEE, 77— LI OBFETIEHIC. Web T5H5H N E
&b,
(3) Mail 4%
AFrUXEEA—LTEET B, Mail =/ \RBEERS, )\~ k917/0S [FAD PC £ (35
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—N\THN. TLS TRESNT: SMTP JOLILESR— B Mail Y —E2AZA VAL ERLEND
%o

(4) BEEY-N
MFD CRAUVLEEINY MeRET . BEEY - )\IRELELS, \—FI17/0S ([ZRAD PC
FFT—NTHN. MFD REET—NOERICEUT, HTTPS JOMILEANT. BEEY—NICEF
VT EENTDEEETD,

A TOE OFF@TIE. £FEDN—FII7HLVYIIII7ELT LTEHERT S,

(1) Q)O—EFIREBIZAT7Y MV ATLEBEDZA7V D OS [F Windows 10 &, Web 757
H#&ULT Microsoft Edge #{# A7 %,

(3)? Mail =)\l Postfix version 2.10.1 #FR7T 3,

(4)DEZEY—)\®D OS [F Windows 10, OV ENDE LOETIREELT PowerShell Version 5.1
®ERAT?, T, VATLEBENHIH VA ->TER TS00BNE LA®D PowerShell 207 b
HETIVENDHD,

(VIEBWT. ERATEITIVA— M NEE LT EOVIAMMIR T2 LHIERDOLIT FoM N\ EEA
EIGH

BAR{ER(F: "ART EX F54)8— (Microsoft® WHQL $25EEE F51/5—-)"

#EoMEMIT: “64bit Windows Print Driver (PCL)”
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1.4. TOE §2it (TOE Description)
ARETIE. TOE OFAERE. TOE OimEMEE. SLUYEMEEICOVVTCEERT D,
1.4.1. TOEBBEDFAE®El (User Assumptions)
A STT.TOEICXULTEETSFIAEREIZ Table 1 [CEERT B,
Table 1 FIAHEKE

B FIRET 55 EE
U.NORMAL —HRFIRE BAISN ., FREESNHAET, BEEERE
ERIBVFIAE
U.ADMIN EEE BAISN ., RSN RETEEAREE
HOMME

(TOE M=E# T3, Key Operator £ SA &
LWOREINHD., A ST £ TE U.ADMIN &L
THHIFEND, )

1.4.2. TOE M:iw¥ERIEEEF (Logical Scope and Boundary)

TOE ORIERIIRA L. TOE #EERERI(CRAET IR TOEF1)T11HREEE T,

X 2 [C TOE MimEERMZEERT 5,

AMIZRIEE R L ORSNIHEBED DS THRELDEEEIE AR, TROVOEEEITF1UT11EREE
E
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(1)

(2)

(3)

SHIE R EG B
TOE
FAIEEE POV
AREEERE — POCAE AFrY - o —REE
VATLEBRE
F—HEEES1t aE—
— R AE
PSTNZ7DA-%wh TP A > H54PVb
i I\ UVZE S EIA
Mail 5= J—DRID 5 B -Web F54
EXY—)] — XEDREFE
SIEELER EOH L
T—REE =iEaE VATLEEE
< > H3LAPUb
-Web 7594
tX1)T1EE tXa1U715
HDD/NVRAM1/NVRAM2/SEEPROM
MEE | XE | EE | TOE
IXE | FH 0% B
74 F-8 | F-A
2 TOE DiRIERIE R
1.4.2.1. TOE MR I IEAKRMEE (Basic Functions)

TUUb: —BFABDIATY M oEONLEEFXEERITIS, T, BIERIVDODIETRIC
W, BOBOLEFXEEN-FIE-BANEHRT S,

AFvy: BIENRRIVDOOIETRICHED, AFvF—LEON-FIE-XEZHmH#AH . EFHEAA
£#93,

A TOE TlE, AF v BEEICINEHMENTEFXEICH L. Mail Y—/INEDHkEE. XEOR
FERNH U BEICENF BNV AICRTF T RN FET B,

aE—: BAESRILDLDIERICHELD, AFvF—EDON-FIE-XEEHERT D,

Copyright® 2020 by Fuji Xerox Co., Ltd
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(4) PSTN J7D2E(E: 1BENRIVDODIERICHEN. AFvH— LORTREFRHAH . 24 PSTN
I7D27FARVERWT PSTN #2H T PSTN 770 ADFEHENEIET D,

(5) PSTN J7D2A%{5: PSTN RHEATHEMMBFHENOEONLI7IVIIXETHEZEL. XE
DERFEEDH U REICLD . FE DB BRI ANEMNT B,

(6) XEMREFEMOLL: EFXETHRRVIACKREFL., B/ RIDLDIETR, Fld—ARF
REDFAT7V oD RICEIE BRNVIACRGFENLEFXEET VM S, — A A
BIIATYINEDHT,

A TOE TlE BRAVIACREFNDIEBEFXEMR . AF v UHBECIO TAF Y USNIEBFX
E.PSTN J7DAREHEEICIHTRIELETFIVIUXET-3OVIT NN THS.

1.4.2.2. TOE MRt T3 +1UT1#8E (Security Functions)
1.4.2.1 OEKEAEEXIET B, TOE (3, LT+ T1H#4EE512 T3,

(1) FHAIERE
FIFAEDHANEREL . RUHERST 5. MFD O#EEN' . BB E(CL>THERM S ENEFIABEDHIC
POCATRECHIEZRELT B, FIABEDHAN RS, PO ARIHEEEE KR BIOREMELTE
FASN., tF1)T7BEBRE MFD OFEAZHENF AECEEM 12 L TOXIRICLES. #
R EEREEE. MFD [C£->TETENS,
AL TR, B U CRRER LG & . BRI ITE R (HFT<B 3,
AN TOE Z# T 2 & TmND55 ApeosPort YU—X(d., FBEEAKEL T, RRRELEN EREREI TR
— ;3 H, A TOE SRETRAFZRIEDAH EEHT S,

(2) 7Ot
POEAFEIE, XEPXELEICEET SRR, CX1)TBET AN, BYIRB7OEAER 5
DHAEDHICPDEARBETHIEERILT B,

(3) T-HmES1E
T—AMEE1Eld. TOE AEBICREFETET APEET I LT WBENTRERSVA—T1—AH
DPUEATERWEZREET 5,
- RUD—CED, TAREBE N Rt - IR ATRE B T ER M AN — I T A ALOXERUHEDY
AT LIESRERELLD, COLSBT M AW MFD hokESNI B S ICCNLIBT -9 %RE T
WICFEATND,
- TARBEEDEMMEE . BRMICAESNEES 7TV LOFERICENRIIENS,

(4) SIEBEE
RNEBRY ) —D EICHEAETIXET A, JaJEH. tF1)TBEEOTT-ABLU TOE BET—4H
ELVOTBIET—A%RET D,
— iR A REB1EBIE A RV (TLS/HTTPS, TLS)ICH T 3,

(5) ¥V EE
VAT LEBEELVCGRABLURSNEFIAZEOH N, BIESRIVELFZVATLEBEED ATV
ho, TOE DEF1UT4#REICRET 3R EDS BB LU EEZAREICT B,

(6) EFIVTEE
WD, EED. EDLSBIEEEIT NV BRPEERIAY MBIAEESPERER. 1-F—1%
ERE) ., tF)TEEAT T -RELTERY — ) \NEESNRFESND, EF1)TEEDT T4

-7 - Copyright® 2020 by Fuji Xerox Co., Ltd
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BREREE HTTPS 7O MUCL-THESESN 3,
TH1YT(EENT T—AIE TOE RIC—BMICERFSNSH, TOE Ot F1) T4 #EEE LTI EF (M xt
5 LTV,

(7) SEELER
MFD ADT7—LII7D7YIT—ME. PyF7T— bOBRARICY I FITTDEIE M EREE T 30K
FEENB, 72 MFD ([, EOEANREAIRE M EF CLNFESNLBVCEE RT3, BET
ANEEITT S,

(8) PSTN 77DA-%vy I)—DREID 5 Bt
MFD (&, PSTN 77D A-%y =D B#(CEAL. PSTN 779 AE7 LW PSTN & LAN EO7—
B-F)yIBE T BEHICEARBNCEEREET S,

(9) T—HHE
IE—. TV MBLUAF v EDEBEEOEN R . REA M —JICERINEFAZHOXET—H
DLEEZFHEET.

1.4.3. TOE O#ErI&EE (Physical Scope and Boundary)

TOE OYIEMEBIERE. MFD 2 RE£ATHD, 71 IvFEDTF1UTACZEREZRDT T a0 P7 kA
i, TOE [C&ZH), Table 2 h'd Table 4 [C TOE #1332 ¥BHIVIR—2 Y bESHR TS,
TPHAFY e, T7D ABBEEAZEMBEL UTHELWETIVCEWT, 7D A BRI AT REET 247
YaVR— R THd. I7DAEEERFIRTBICE. T7DAFI M EEALEETIHEN DD,

FAEN. MFD (CEANMIGA N —IFNAAGR=BTINITFZVIIARYT N AF) 1R T 510571~
AlFEHIESND,

TOE BAZHERT2MEBMNLIVR—%Y FOMAHENEE Appendix 1. XtRKiE #ERERESE
nceE,

—20ERI— REHOBERBNIRELTLREDNHEN, CNHoDE &L, MFD RMAf&AE . DAL
I-IVIZTPOHRBHRECIST. BRBANRET S,

Table 2 TOE Z# k¥ 3 ¥IRHIVR—2Y F(MFD A{K)

EsmI—F N=3J3y = BmAE XY 5 m
NC100565 | Controller ROM MFAVRKXDT77— L0317 | D—YIB&E | DocuCentre-VII C7788
Ver.1.3.2 A ANTEN—FDI7 DocuCentre-VII C6688
DocuCentre-VII C5588
ApeosPort-VII C7788
ApeosPort-VII C6688
ApeosPort-VII C5588
TC101378 | Controller ROM MFPIERKXDT7—LD17 | D—UIE&E | DocuCentre-VII C7788
Ver.1.3.2 A ANTEN—FDIT
TC101377 | Controller ROM MFI)BRKDT7—LoI7 | D—YIEE | DocuCentre-VII C6688
Ver.1.3.2 BB ANTEN—FITT
TC101376 | Controller ROM MFAVRKXDT77— L0317 | D—YIB&E | DocuCentre-VII C5588
Ver.1.3.2 A ANTEN—RDI7

-8 - Copyright® 2020 by Fuji Xerox Co., Ltd
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TC101381 | Controller ROM MFPIRERXDOT7—LD17 | D—UIE&E | ApeosPort-VII C7788
Ver.1.3.2 EHHHRANTEN—FDIT
TC101380 | Controller ROM MFPIRRKDT7—LD17 | D—UIE&E | ApeosPort-VII C6688
Ver.1.3.2 BB ANTEN—FITT
TC101379 | Controller ROM MFAIVKXDT77—Lo17 | D—YIEZE | ApeosPort-VII C5588
Ver.1.3.2 A ANTEN—FDI7
Table 3 TOE ##8aT 3 WBMAIVR—FY M(T7IAEYE)
EsmI—F N—=3y = BLf A& GEETES)
QC100186 Fax ROM NFIRKXDT7— | D—-VIEE T79AFvh 3
Ver.2.2.1 Lor7akd Al
EN—Fo17
EC103775 Fax ROM MFAVEKDI77— | D—)IB&E Fax Kit 3
Ver.2.2.1 Lor7akd Al
EN—Fo17
Table 4 TOE Z#&R T2 WEMHIVHR—2 Y MHAIEVA)
REES i BLf A s REVPE
ME8505]1-1 DVD AM) HTML 7 | H—YIfE (MFD ApeosPort-VII
71 AIKICEHR) C7788/C6688/C5588,
DocuCentre-VII
C7788/C6688/C5588
A-H—-XHAF
ME8507]1- DVD A® PDF 774 | D—Y 1B (MFD ApeosPort-VII
120200115 W AIKICEHR) C7788/C6688/C5588,
DocuCentre-VII
C7788/C6688/C5588
TX1) TR RN R
ME8513E2-1 DVD A® PDF 774 | D—Y 1B (MFD ApeosPort-VII
W AIKICEHR) C7788/C6688/C5588,
DocuCentre-VII
C7788/C6688/C5588
User Guide
ME8514E2- DVD A® PDF 774 | D—Y 1B (MFD ApeosPort-VII
120200115 W AIKICEHR) C7788/C6688/C5588,
DocuCentre-VII
C7788/C6688/C5588
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Security Function
Supplementary Guide
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#4& F3k (Conformance Claim)

CC#& X3k (CC Conformance Claim)

A STHLU TOE O CCEE EIRIE, ULTDESNTHD,
STETOE @A EERT S CCDN—-Yay:

Common Criteria for Information Technology Security Evaluation

Part 1: Introduction and general model (April 2017 Version 3.1 Revision 5)
Part 2: Security functional components (April 2017 Version 3.1 Revision 5)
Part 3: Security assurance components (April 2017 Version 3.1 Revision 5)

CC Part2 extended
CC Part3 conformant

PP 3k, /\ws—3JE5R (PP claim, Package Claim)

2.2.1. PP xsk (PP Claim)

AR ST (&, Ti2 HCD-PP AOZLEESEERT D,

"4 bJL: Protection Profile for Hardcopy Devices
NN—33v: 1.0 dated September 10, 2015
Errata: Protection Profile for Hardcopy Devices - v1.0 Errata #1, June 2017

2.2.2. I\wr—IZEsk (Package Claim)

A STHLUVTOE &, /Wr—JBREERLEL,

2.2.3. #EEIRH (Conformance Rational)

A STHLU TOE (&, PP HERTIEHEHELTLVD,

PP HERTILUTOEHEEEL. PP DEXRENExact Conformancel Thd, ENsH. TOE i
AlE PPE—EBLTLVS,

Required Uses

Printing, Scanning, Copying, Network communications, Administration
Conditionally Mandatory Uses

PSTN faxing, Storage and retrieval, Field-Replaceable Nonvolatile Storage.
Optional Uses

Image Overwrite
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3.
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tX1UT1EEEESE (Security Problem Definition)

ARETE., BE. ot 1UT1H 8. FHREHIOVTEER TS,
3.1. &R (Threats)
3.1.1. TOE & (Assets Protected by TOE)

A TOE WMRETIEERLUTOERITHS,

Table 5 Assets for User Data

Designation

User Data type

Definition

D.USER.DOC User Document Data Information contained in a User’s
Document, in electronic or hardcopy
form

D.USER.JOB User Job Data Information related to a User’s

Document or Document Processing
Job

Table 6 Assets for TSF Data

Designation

TSF Data type

Definition

D.TSF.PROT

Protected TSF Data

TSF Data for which alteration by a
User who is neither the data owner
nor in an Administrator role might
affect the security of the TOE, but
for which disclosure is acceptable

D.TSF.CONF

Confidential TSF Data

TSF Data for which either disclosure
or alteration by a User who is
neither the data owner nor in an
Administrator role might affect the
security of the TOE

3.1.2. &R (Threats)
A TOE [T BEBE. Table 7 [CEE#h T B,

Table 7 Threats

Designation

Definition

CESS

T.UNAUTHORIZED_AC

An attacker may access (read, modify, or delete) User
Document Data or change (modify or delete) User Job
Data in the TOE through one of the TOE’s interfaces.

T.TSF_COMPROMISE

An attacker may gain Unauthorized Access to TSF
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Data in the TOE through one of the TOE’s interfaces.

T.TSF_FAILURE

A malfunction of the TSF may cause loss of security if
the TOE is permitted to operate.

T.UNAUTHORIZED_U
PDATE

An attacker may cause the installation of unauthorized
software on the TOE.

T.NET_COMPROMISE

An attacker may access data in transit or otherwise
compromise the security of the TOE by monitoring or
manipulating network communication.

3.2. #AEOTX1UT1A8t (Organizational Security Policies)
AR TOE MIESFLIEINIE B VRO E+1Y T4 A8tz Table8 [CEEiR T B,
Table 8 Organizational Security Policies
Designation Definition
P.AUTHORIZATION Users must be authorized before performing
Document Processing and administrative functions.
P.AUDIT Security-relevant activities must be audited and the

log of such actions must be protected and transmitted
to an External IT Entity.

P.COMMS_PROTECTI
ON

The TOE must be able to identify itself to other
devices on the LAN.

P.STORAGE_ENCRYPT
ION

(conditionally
mandatory)

If the TOE stores User Document Data or Confidential
TSF Data on Field-Replaceable Nonvolatile Storage
Devices, it will encrypt such data on those devices.

P.KEY_MATERIAL
(conditionally

Cleartext keys, submasks, random numbers, or any
other values that contribute to the creation of

mandatory) encryption keys for Field-Replaceable Nonvolatile
Storage of User Document Data or Confidential TSF
Data must be protected from unauthorized access and
must not be stored on that storage device.
P.FAX_FLOW If the TOE provides a PSTN fax function, it will ensure
(conditionally separation between the PSTN fax line and the LAN.
mandatory)

P.IMAGE_OVERWRIT
E
(optional)

Upon completion or cancellation of a Document
Processing job, the TOE shall overwrite residual image
data from its Field-Replaceable Nonvolatile Storage
Devices.
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3.3. HIR&EMH (Assumptions)
K TOE OEE. :ER. bLUFIAICET R E 4 Z. Table9 ([CRE T 5,

Table 9 Assumptions

Designation Definition
A.PHYSICAL Physical security, commensurate with the value of the
TOE and the data it stores or processes, is assumed to
be provided by the environment.
A.NETWORK The Operational Environment is assumed to protect
the TOE from direct, public access to its LAN interface.
A.TRUSTED_ADMIN TOE Administrators are trusted to administer the TOE
according to site security policies.
A.TRAINED_USERS Authorized Users are trained to use the TOE according
to site security policies.
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tFa)T4xEAE (Security Objectives)

AETE. ERREOEF YT RARAHICOVVTERT B,
ERBREMEF1)T1x %K E% Table 10 (CEEHT S,

Table 10 :ERREOCF1T KA &

Designation Definition
OE.PHYSICAL_PROTE | The Operational Environment shall provide physical
CTION security, commensurate with the value of the TOE and

the data it stores or processes.

OE.NETWORK_PROTE | The Operational Environment shall provide network

CTION security to protect the TOE from direct, public access
to its LAN interface.
OE.ADMIN_TRUST The TOE Owner shall establish trust that

Administrators will not use their privileges for
malicious purposes.

OE.USER_TRAINING The TOE Owner shall ensure that Users are aware of
site security policies and have the competence to
follow them.

OE.ADMIN_TRAINING | The TOE Owner shall ensure that Administrators are
aware of site security policies and have the
competence to use manufacturer’s guidance to
correctly configure the TOE and protect passwords and
keys accordingly.
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YRsRIVIR—2V b EZE (Extended Components Definition)
COEDYRRIVIR—2RY ME, HCD-PP TEERINZLDTHB,

TR REEH TR
1. Class FAU: Security Audit

FAU_STG_EXT Extended: External Audit Trail Storage
Family Behavior:
This family defines requirements for the TSF to ensure that secure transmission of

audit data from TOE to an External IT Entity.

Component leveling:

FAU STG EXT.1 Extended: External Audit Trail Storage 1

FAU_STG_EXT.1 External Audit Trail Storage requires the TSF to use a trusted
channel implementing a secure protocol.

Management:
The following actions could be considered for the management functions in FMT:
e The TSF shall have the ability to configure the cryptographic functionality.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FAU_STG_EXT.1 Protected Audit Trail Storage
Hierarchical to: No other components.
Dependencies: FAU_GEN.1 Audit data generation,

FTP_ITC.1 Inter-TSF trusted channel

FAU_STG_EXT.1.1 The TSF shall be able to transmit the generated audit data to
an External IT Entity using a trusted channel according to FTP_ITC.1.

Rationale:

The TSF is required that the transmission of generated audit data to an External IT
Entity which relies on a non-TOE audit server for storage and review of audit
records. The storage of these audit records and the ability to allow the
administrator to review these audit records is provided by the Operational
Environment in that case. The Common Criteria does not provide a suitable SFR
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for the transmission of audit data to an External IT Entity.

This extended component protects the audit records, and it is therefore placed in
the FAU class with a single component.

5.1.2. Class FCS: Cryptographic Support
FCS_CKM_EXT Extended: Cryptographic Key Management
Family Behavior:
This family addresses the management aspects of cryptographic keys. Especially,

this extended component is intended for cryptographic key destruction.

Component leveling:

FCS CKM EXT.4 Extended: Cryptographic Key Material 4

FCS_CKM_EXT.4 Cryptographic Key Material Destruction ensures not only keys
but also key materials that are no longer needed are destroyed by using an
approved method.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FCS_CKM_EXT.4 Cryptographic Key Material Destruction
Hierarchical to: No other components.
Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction

FCS_CKM_EXT.4.1 The TSF shall destroy all plaintext secret and private
cryptographic keys and cryptographic critical security parameters when no longer
needed.

Rationale:
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Cryptographic Key Material Destruction is to ensure the keys and key materials
that are no longer needed are destroyed by using an approved method, and the
Common Criteria does not provide a suitable SFR for the Cryptographic Key
Material Destruction.

This extended component protects the cryptographic key and key materials
against exposure, and it is therefore placed in the FCS class with a single
component.

FCS_HTTPS_EXT Extended: HTTPS selected

Family Behavior:

Components in this family define requirements for protecting remote management
sessions between the TOE and a Security Administrator. This family describes

how HTTPS will be implemented. This is a new family defined for the FCS Class.

Component leveling:

FCS_HTTPS_EXT.1 Extended: HTTPS selected 1

FCS_HTTPS_EXT.1 HTTPS selected, requires that HTTPS be implemented
according to RFC 2818 and supports TLS.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e Failure of HTTPS session establishment

FCS_HTTPS_EXT.1 HTTPS selected
Hierarchical to: No other components.
Dependencies: No dependencies.

FCS_HTTPS_EXT.1.1 The TSF shall implement the HTTPS protocol that complies
with RFC 2818.

FCS_HTTPS_EXT.1.2 The TSF shall implement HTTPS using TLS as specified in
FCS_HTTPS_EXT.1.

Rationale:
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HTTPS is one of the secure communication protocols, and the Common Criteria
does not provide a suitable SFR for the communication protocols using
cryptographic algorithms.

This extended component protects the communication data using cryptographic
algorithms, and it is therefore placed in the FCS class with a single component.
FCS_KYC_EXT Extended: Cryptographic Operation (Key Chaining)
Family Behavior:

This family provides the specification to be used for using multiple layers of

encryption keys to ultimately secure the protected data encrypted on the storage.

Component leveling:

FCS KYC EXT.1 Extended: Key Chaining 1

FCS_KYC_EXT.1 Key Chaining, requires the TSF to maintain a key chain and
specifies the characteristics of that chain.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FCS_KYC_EXT.1 Key Chaining
Hierarchical to: No other components.
Dependencies: [FCS_COP.1(e) Cryptographic operation (Key
Wrapping),

FCS_SMC_EXT.1 Extended: Submask Combining,
FCS_COP.1(i) Cryptographic operation (Key Transport),
FCS_KDF_EXT.1 Cryptographic Operation (Key
Derivation), and/or

FCS_COP.1(f) Cryptographic operation (Key
Encryption)].

FCS_KYC_EXT.1.1 The TSF shall maintain a key chain of: [selection: one, using
a submask as the BEVor DEK; intermediate keys originating from one or more
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submask(s) to the BEV or DEK using the following method(s): [selection: key
wrapping as specified in FCS_COP.1(e), key combining as specified in
FCS_SMC_EXT.1, key encryption as specified in FCS_COP.1(f), key derivation as
specified in FCS_KDF_EXT.1, key transport as specified in FCS_COP.1(i)]] while
maintaining an effective strength of [selection: 128 bits, 256 bits].

Rationale:

Key Chaining ensures that the TSF maintains the key chain, and also specifies the
characteristics of that chain. However, the Common Criteria does not provide a
suitable SFR for the management of multiple layers of encryption key to protect
encrypted data.

This extended component protects the TSF data using cryptographic algorithms,
and it is therefore placed in the FCS class with a single component.

FCS_RBG_EXT Extended: Cryptographic Operation (Random Bit
Generation)

Family Behavior:

This family defines requirements for random bit generation to ensure that it is
performed in accordance with selected standards and seeded by an entropy
source.

Component leveling:

FCS RBG EXT.1 Extended: Random Bit Generation 1

FCS_RBG_EXT.1 Random Bit Generation requires random bit generation to be
performed in accordance with selected standards and seeded by an entropy
source.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FCS_RBG_EXT.1 Random Bit Generation
Hierarchical to: No other components.
Dependencies: No dependencies.
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FCS_RBG_EXT.1.1 The TSF shall perform all deterministic random bit generation
services in accordance with [selection: ISO/IEC 18031:2011, NIST SP 800-90A]
using [selection: Hash_DRBG (any), HMAC_DRBG (any), CTR_DRBG (AES)].

FCS_RBG_EXT.1.2 The deterministic RBG shall be seeded by an entropy source
that accumulates entropy from [selection: [assignment: number of software-
based sources] software-based noise source(s), [assignment: number of
hardware-based sources] hardware-based noise source(s)] with a minimum of
[selection: 128 bits, 256 bits] of entropy at least equal to the greatest security
strength, according to ISO/IEC 18031:2011 Table C.1 “Security strength table for
hash functions”, of the keys and hashes that it will generate.

Rationale:

Random bits/number will be used by the SFRs for key generation and destruction,
and the Common Criteria does not provide a suitable SFR for the random bit
generation.

This extended component ensures the strength of encryption keys, and it is
therefore placed in the FCS class with a single component.

FCS_TLS_EXT Extended: TLS selected
Family Behavior:
This family addresses the ability for a server and/or a client to use TLS to protect

data between a client and the server using the TLS protocol.

Component leveling:

FCS TLS EXT.1 Extended: TLS selected 1

FCS_TLS_EXT.1 TLS selected, requires the TLS protocol implemented as
specified.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e Failure of TLS session establishment

FCS_TLS_EXT.1 Extended: TLS selected
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Hierarchical to: No other components.

Dependencies: FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)

FCS_COP.1(b) Cryptographic Operation (for signature

generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash
Algorithm)

FCS_COP.1(g) Cryptographic Operation (for keyed-hash

message authentication)

FCS_RBG_EXT.1 Extended: Cryptographic Operation

(Random Bit Generation)

FCS_TLS_EXT.1.1 The TSF shall implement one or more of the following
protocols [selection: TLS 1.0 (RFC 2246), TLS 1.1 (RFC 4346), TLS 1.2 (RFC
5246)] supporting the following ciphersuites:

Mandatory Ciphersuites:
TLS_RSA_WITH_AES_128_CBC_SHA

Optional Ciphersuites:

[selection:

None

TLS _RSA WITH_AES 256 _CBC_SHA

TLS _DHE RSA_WITH_AES_128 CBC_SHA

TLS _DHE RSA_WITH_AES_256_CBC_SHA

TLS _RSA WITH_AES_128 CBC_SHA256

TLS_RSA WITH_AES 256 CBC_SHA256

TLS _DHE RSA_WITH_AES_128 CBC_ SHA256
TLS _DHE RSA_WITH_AES_256_CBC_ SHA256
TLS _ECDHE RSA WITH_AES 128 CBC _SHA

TLS _ECDHE_RSA WITH_AES_256_CBC_SHA

TLS ECDHE ECDSA WITH_AES 128 CBC_SHA
TLS ECDHE ECDSA WITH_AES _256_CBC_SHA
TLS _ECDHE RSA WITH_AES_128 CBC_SHA256
TLS _ECDHE RSA WITH_AES 256 CBC _SHA384
TLS _ECDHE RSA WITH_AES_128 GCM_SHA256
TLS _ECDHE RSA WITH_AES_256_GCM_SHA384
TLS _ECDHE ECDSA WITH_AES_128 GCM_SHA256
TLS _ECDHE _ECDSA_WITH_AES_256_GCM_SHA384
TLS _ECDHE ECDSA _WITH_AES_128 CBC _SHA256
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TLS _ECDHE_ECDSA_WITH_AES 256_CBC_SHA384
1.

Rationale:

TLS is one of the secure communication protocols, and the Common Criteria does
not provide a suitable SFR for the communication protocols using cryptographic
algorithms.

This extended component protects the communication data using cryptographic
algorithms, and it is therefore placed in the FCS class with a single component.

5.1.3. Class FDP: User Data Protection
FDP_DSK_EXT Extended: Protection of Data on Disk
Family Behavior:
This family is to mandate the encryption of all protected data written to the

storage.

Component leveling:

FDP DSK EXT.1 Extended: Protection of Data on Disk 1

FDP_DSK_EXT.1 Extended: Protection of Data on Disk, requires the TSF to
encrypt all the Confidential TSF and User Data stored on the Field-Replaceable
Nonvolatile Storage Devices in order to avoid storing these data in plaintext on the
devices.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FDP_DSK_EXT.1 Protection of Data on Disk
Hierarchical to: No other components.
Dependencies: FCS_COP.1(d) Cryptographic operation (AES Data
Encryption/Decryption)

FDP_DSK_EXT.1.1 The TSF shall [selection: perform encryption in accordance
with FCS_COP.1(d), use a self-encrypting Field-Replaceable Nonvolatile Storage
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Device that is separately CC certified to conform to the FDE EE cPP] such that any
Field- Replaceable Nonvolatile Storage Device contains no plaintext User
Document Data and no plaintext confidential TSF Data.

FDP_DSK_EXT.1.2 The TSF shall encrypt all protected data without user
intervention.

Rationale:

Extended: Protection of Data on Disk is to specify that encryption of any
confidential data without user intervention, and the Common Criteria does not
provide a suitable SFR for the Protection of Data on Disk.

This extended component protects the Data on Disk, and it is therefore placed in
the FDP class with a single component.

FDP_FXS_EXT Extended: Fax Separation
Family Behavior:
This family addresses the requirements for separation between Fax PSTN line and

the LAN to which TOE is connected.

Component leveling:

FDP_FXS EXT.1 Extended: Fax Separation 1

FDP_FXS_EXT.1 Fax Separation, requires the fax interface cannot be used to
create a network bridge between a PSTN and a LAN to which TOE is connected.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FDP_FXS_EXT.1 Fax separation
Hierarchical to: No other components.
Dependencies: No dependencies.

FDP_FXS_EXT.1.1 The TSF shall prohibit communication via the fax interface,
except transmitting or receiving User Data using fax protocols.
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Rationale:

Fax Separation is to protect a LAN against attack from PSTN line, and the
Common Criteria does not provide a suitable SFR for the Protection of TSF or User
Data.

This extended component protects the TSF Data or User Data, and it is therefore
placed in the FDP class with a single component.

5.1.4. Class FIA: Identification and Authentication
FIA_ PMG_EXT Extended: Password Management
Family Behavior:
This family defines requirements for the attributes of passwords used by

administrative users to ensure that strong passwords and passphrases can be
chosen and maintained.

Component leveling:

FIA PMG EXT.1 Extended: Password Management 1

FIA_PMG _EXT.1 Password management requires the TSF to support passwords
with varying composition requirements, minimum lengths, maximum lifetime, and
similarity constraints.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FIA_PMG _EXT.1 Password management
Hierarchical to: No other components.
Dependencies: No dependencies.

FIA_PMG _EXT.1.1 The TSF shall provide the following password management
capabilities for User passwords:
Passwords shall be able to be composed of any combination of upper and lower

case letters, numbers, and the following special characters: [selection: "7, "@”,
“#” N, "%, AT &7, R (Y, )", [assignment: other characters]];

- 25 - Copyright® 2020 by Fuji Xerox Co., Ltd



Fuji Xerox VII C7788/C6688/C5588 tz+a!/718—0"f

Minimum password length shall be settable by an Administrator, and have the
capability to require passwords of 15 characters or greater.

Rationale:

Password Management is to ensure the strong authentication between the
endpoints of communication, and the Common Criteria does not provide a suitable
SFR for the Password Management.

This extended component protects the TOE by means of password management,
and it is therefore placed in the FIA class with a single component.

5.1.5. Class FPT: Protection of the TSF

FPT_KYP_EXT Extended: Protection of Key and Key Material
Family Behavior:
This family addresses the requirements for keys and key materials to be protected

if and when written to nonvolatile storage.

Component leveling:

FPT KYP_EXT.1 Extended: Protection of key and key material 1

FPT_KYP_EXT.1 Extended: Protection of key and key material, requires the TSF to
ensure that no plaintext key or key materials are written to nonvolatile storage.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FPT_KYP_EXT.1 Protection of Key and Key Material
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_KYP_EXT.1.1 The TSF shall not store plaintext keys that are part of the
keychain specified by FCS_KYC_EXT.1 in any Field-Replaceable Nonvolatile Storage
Device, and not store any such plaintext key on a device that uses the key for its
encryption.
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Rationale:

Protection of Key and Key Material is to ensure that no plaintext key or key
material are written to nonvolatile storage, and the Common Criteria does not
provide a suitable SFR for the protection of key and key material.

This extended component protects the TSF data, and it is therefore placed in the
FPT class with a single component.

FPT_SKP_EXT Extended: Protection of TSF Data
Family Behavior:
This family addresses the requirements for managing and protecting the TSF data,

such as cryptographic keys. This is a new family modelled as the FPT Class.

Component leveling:

FPT SKP EXT.1 Extended: Protection of TSF Data 1

FPT_SKP_EXT.1 Protection of TSF Data (for reading all symmetric keys),
requires preventing symmetric keys from being read by any user or subject. It is
the only component of this family.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FPT_SKP_EXT.1 Protection of TSF Data
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_SKP_EXT.1.1 The TSF shall prevent reading of all pre-shared keys,
symmetric keys, and private keys.

Rationale:

Protection of TSF Data is to ensure the pre-shared keys, symmetric keys and
private keys are protected securely, and the Common Criteria does not provide a
suitable SFR for the protection of such TSF data.

This extended component protects the TOE by means of strong authentication
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using Pre- shared Key, and it is therefore placed in the FPT class with a single
component.

FPT_TST_EXT Extended: TSF testing
Family Behavior:
This family addresses the requirements for self-testing the TSF for selected correct

operation.

Component leveling:

FPT TST EXT.1 Extended: TSF testing 1

FPT_TST_EXT.1 TSF testing requires a suite of self-testing to be run during initial
start-up in order to demonstrate correct operation of the TSF.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FPT_TST_EXT.1 TSF testing
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_TST_EXT.1.1 The TSF shall run a suite of self-tests during initial start-up
(and power on) to demonstrate the correct operation of the TSF.

Rationale:

TSF testing is to ensure the TSF can be operated correctly, and the Common
Criteria does not provide a suitable SFR for the TSF testing. In particular, there is
no SFR defined for TSF testing.

This extended component protects the TOE, and it is therefore placed in the FPT
class with a single component.

FPT_TUD_EXT Extended: Trusted Update

Family Behavior:
This family defines requirements for the TSF to ensure that only administrators
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can update the TOE firmware/software, and that such firmware/software is
authentic.

Component leveling:

FPT_TUD_EXT.1 Extended: Trusted Update 1
FPT_TUD_EXT.1 Trusted Update, ensures authenticity and access control for
updates.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FPT_TUD_EXT.1 Trusted Update
Hierarchical to: No other components.
Dependencies: [FCS_COP.1(b) Cryptographic Operation (for signature

generation/verification), or
FCS_COP.1(c) Cryptographic operation (Hash
Algorithm)].

FPT_TUD_EXT.1.1 The TSF shall provide authorized administrators the ability to
query the current version of the TOE firmware/software.

FPT_TUD_EXT.1.2 The TSF shall provide authorized administrators the ability to
initiate updates to TOE firmware/software.

FPT_TUD_EXT.1.3 The TSF shall provide a means to verify firmware/software
updates to the TOE using a digital signature mechanism and [selection: published
hash, no other functions] prior to installing those updates.

Rationale:

Firmware/software is a form of TSF Data, and the Common Criteria does not
provide a suitable SFR for the management of firmware/software. In particular,
there is no SFR defined for importing TSF Data.

This extended component protects the TOE, and it is therefore placed in the FPT
class with a single component.
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PX1UT4EH (Security Requirements)
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ENRLO(a). (b)IE PP TERINTLSED, SHICEMRTHAE(al). (a2)DLIICLTLVD,

tX1UTH#EEEH (Security Functional Requirements)
A TOE MR T2 EF1) T/ HEEEHZLUTICEERT D,

6.2.1. Class FAU: Security Audit

FAU_GEN.1 Audit data generation
(for O.AUDIT)

Hierarchical to: No other components.
Dependencies: FPT_STM.1 Reliable time stamps
FAU GEN.1.1 The TSF shall be able to generate an audit record of the

following auditable events:

a) Start-up and shutdown of the audit functions;

b) All auditable events for the not specified level of
audit; and

c) All auditable events specified in Tablell,
[assignment: no other auditable events].

FAU_GEN.1.2 The TSF shall record within each audit record at least
the following information:
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a) Date and time of the event, type of event, subject
identity (if applicable), and the outcome (success or
failure) of the event; and
b) For each audit event type, based on the auditable
event definitions of the functional components included
in the PP/ST, additional information specified in
Tablel1l, [assignment: no other relevant information].

Table 11 Auditable Events

Auditable Events

Relevant SFR

Additional
Information

FTP_TRP.1(b)

Job completion FDP_ACF.1 Type of job
Unsuccessful User authentication | FIA_UAU.1 None
Unsuccessful User identification FIA_UID.1 None

Use of management functions FMT_SMF.1 None
Modification to the group of Users | FMT_SMR.1 None

that are part of a role

Changes to the time FPT_STM.1 None
Failure to establish session FTP_ITC.1, Reason for

FTP_TRP.1(a), failure

FAU_GEN.2
(for O.AUDIT)

Hierarchical to:
Dependencies:

User identity association

No other components.
FAU_GEN.1 Audit data generation

FIA_UID.1 Timing of identification

FAU_GEN.2.1

For audit events resulting from actions of identified

users, the TSF shall be able to associate each auditable
event with the identity of the user that caused the

event.

FAU_STG_EXT.1
(for O.AUDIT)

Hierarchical to:
Dependencies:

No other components.
FAU_GEN.1 Audit data generation,

FTP_ITC.1 Inter-TSF trusted channel.

- 31 -

Extended: External Audit Trail Storage

Copyright® 2020 by Fuji Xerox Co., Ltd




Fuji Xerox VII C7788/C6688/C5588 tz+a!/718—0"f

FAU_STG_EXT.1.1

The TSF shall be able to transmit the generated audit
data to an External IT Entity using a trusted channel
according to FTP_ITC.1.

6.2.2. Class FCS: Cryptographic Support

FCS_CKM.1(a)

Hierarchical to:
Dependencies:

FCS_CKM.1.1(a)

Cryptographic Key Generation (for asymmetric
keys)
(for O.COMMS_PROTECTION)

No other components.

[FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification), or

FCS_COP.1(i) Cryptographic operation (Key Transport)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall generate asymmetric
cryptographic keys used for key establishment in
accordance with [selection:

- NIST Special Publication 800-56A,
"Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm
Cryptography” for elliptic curve-based key
establishment schemes and implementing "NIST
curves” P-256, P-384 and [selection: P-521

] (as defined in FIPS PUB 186-4,
"Digital Signature Standard”)
- NIST Special Publication 800-56B,
"Recommendation for Pair-Wise Key
Establishment Schemes Using Integer
Factorization Cryptography” for RSA-based key
establishment schemes

] and specified cryptographic key sizes equivalent
to, or greater than, a symmetric key strength of

112 bits.
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FCS_CKM.1(b)

Hierarchical to:
Dependencies:

FCS_CKM.1.1(b)

FCS_CKM.4

Hierarchical to:
Dependencies:

FCS_CKM.4.1

Cryptographic key generation (Symmetric Keys)
(for O.COMMS_PROTECTION,
O.STORAGE_ENCRYPTION)

No other components.

[FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption), or

FCS_COP.1(d) Cryptographic Operation (AES Data
Encryption/Decryption), or

FCS_COP.1(e) Cryptographic Operation (Key Wrapping),
or

FCS_COP.1(f) Cryptographic operation (Key
Encryption), or

FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication), or

FCS_COP.1(h) Cryptographic Operation (for keyed-hash
message authentication)]

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

Refinement: The TSF shall generate symmetric
cryptographic keys using a Random Bit Generator
as specified in FCS_RBG_EXT.1 and specified
cryptographic key sizes [selection: 128 bit, 256
bit] that meet the following: No Standard.

Cryptographic key destruction
(for O.COMMS_PROTECTION,
O.STORAGE_ENCRYPTION, O.PURGE_DATA)

No other components.

[FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)]

Refinement: The TSF shall destroy cryptographic keys
in accordance with a specified cryptographic key
destruction method [selection:
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FCS_CKM_EXT.4

Hierarchical to:
Dependencies:

FCS_CKM_EXT.4.1

FCS_COP.1(a)

Hierarchical to:
Dependencies:

For volatile memory, the destruction shall be
executed by [selection: powering off a device

11

For nonvolatile storage, the destruction shall be
executed by a [selection: single

] overwrite of key data storage location
consisting of [selection: a pseudo random pattern
using the TSF’s RBG (as specified in
FCS_RBG_EXT.1) ], followed by a
[selection: none]. If read-
verification of the overwritten data fails, the
process shall be repeated again;

] that meets the following: [selection:
no standard].

Cryptographic Key Material Destruction
(for O.COMMS_PROTECTION,
O.STORAGE_ENCRYPTION, O.PURGE_DATA)

No other components.

[FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)],

FCS_CKM.4 Cryptographic key destruction

The TSF shall destroy all plaintext secret and private
cryptographic keys and cryptographic critical security
parameters when no longer needed.

Cryptographic Operation (Symmetric
encryption/decryption)
(for O.COMMS_PROTECTION)

No other components.

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction
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FCS_COP.1.1(a)

FCS_COP.1(b1)

Hierarchical to:
Dependencies:

FCS_COP.1.1(b1)

Refinement: The TSF shall perform encryption and
decryption in accordance with a specified
cryptographic algorithm AES operating in
[assignment: CBC, GCM] and cryptographic key sizes
128-bits and 256-bits that meets the following:
FIPS PUB 197, “"Advanced Encryption Standard
(AES)"”
[Selection: NIST SP 800-38A,

NIST SP 800-38D]

Cryptographic Operation (for signature
generation/verification)
(for O.UPDATE VERIFICATION)

No other components.

FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform cryptographic

sighature services in accordance with a [selection:

RSA Digital Signature Algorithm (rDSA) with key
sizes (modulus) of [assignment: 2048 bits

1

]

that meets the following [selection:

Case: RSA Digital Signature Algorithm FIPS PUB
186-4, "Digital Signature Standard”
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FCS_COP.1(b2)

Hierarchical to:
Dependencies:

FCS_COP.1.1(b2)

FCS_COP.1(c1)

Hierarchical to:
Dependencies:

Cryptographic Operation (for signature
generation/verification)
(for 0.COMMS_PROTECTION)

No other components.

FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform cryptographic
signature services in accordance with a [selection:

/7

RSA Digital Signature Algorithm (rDSA) with key
sizes (modulus) of [assignment: 2048 bits, 3072
bits], or

-Elliptic Curve Digital Signature Algorithm
(ECDSA) with key sizes of [assignment: 256 bits,
384bits, 521bits]]

that meets the following [selection:

Case: RSA Digital Signature Algorithm FIPS PUB
186-4, "Digital Signature Standard”

Case: Elliptic Curve Digital Signature Algorithm
FIPS PUB 186-4, "Digital Signature Standard”
The TSF shall implement "NIST curves” P-256,
P384 and [selection: P521 ] (as
defined in FIPS PUB 186-4, "Digital Signature
Standard”).

1-

Cryptographic operation (Hash Algorithm)
(selected in FPT_TUD_EXT.1.3, or with
FCS_SNI_EXT.1.1)

No other components.

No dependencies.
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FCS_COP.1.1(c1)

FCS_COP.1(c2)

Hierarchical to:
Dependencies:

FCS_COP.1.1(c2)

FCS_COP.1(d)

Hierarchical to:
Dependencies:

FCS_COP.1.1(d)

FCS_COP.1(f)

Hierarchical to:
Dependencies:

Refinement: The TSF shall perform cryptographic
hashing services in accordance with [selection:

SHA-256 ] that meet the
following: [ISO/IEC 10118-3:2004].

Cryptographic operation (Hash Algorithm)
(for O.COMMS_PROTECTION)

No other components.
No dependencies.

Refinement: The TSF shall perform cryptographic
hashing services in accordance with [selection:
SHA-1, SHA-256, SHA-384 ] that meet the
following: [ISO/IEC 10118-3:2004].

Cryptographic operation (AES Data
Encryption/Decryption)
(for O. STORAGE_ENCRYPTION)

No other components.

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)]

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

The TSF shall perform data encryption and
decryption in accordance with a specified
cryptographic algorithm AES used in [selection: CBC
] mode and cryptographic key sizes
[selection: 256 bits] that meet the
following: AES as specified in ISO/IEC 18033-3,
[selection: CBC as specified in ISO/IEC 10116,

Cryptographic operation (Key Encryption)
(selected from FCS_KYC_EXT.1.1)

No other components.
FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)
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FCS_COP.1.1(f)

FCS_COP.1(g)

Hierarchical to:
Dependencies:

FCS_COP.1.1(g)

FCS_HTTPS_EXT.1

Hierarchical to:
Dependencies:

FCS_HTTPS_EXT.1.1

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform key encryption
and decryption in accordance with a specified
cryptographic algorithm AES used in [[selection:
CBC ] mode] and cryptographic key sizes
[selection: 256 bits] that meet the
following: [AES as specified in ISO /IEC 18033-3,
[selection: CBC as specified in ISO/IEC 10116

].

Cryptographic Operation (for keyed-hash
message authentication)
(selected with FCS_IPSEC_EXT.1.4)

No other components.

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform keyed-hash
message authentication in accordance with a
specified cryptographic algorithm HMAC-[selection:

SHA-1, SHA-256, SHA-384 1,
key size [assignment: 160, 256, 384], and message
digest sizes [selection: 160, 256, 384 ]

bits that meet the following: FIPS PUB 198-1, "The
Keyed-Hash Message Authentication Code, and
FIPS PUB 180-3, "Secure Hash Standard.”

HTTPS selected

(selected in FTP_ITC.1.1, FTP_TRP.1.1)

No other components.
FCS_TLS_EXT.1 Extended: TLS selected

The TSF shall implement the HTTPS protocol that
complies with RFC 2818.
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FCS_HTTPS_EXT.1.2

FCS_KYC_EXT.1

Hierarchical to:
Dependencies:

FCS_KYC_EXT.1.1

FCS_RBG_EXT.1

Hierarchical to:
Dependencies:

FCS_RBG_EXT.1.1

FCS_RBG_EXT.1.2

The TSF shall implement HTTPS using TLS as specified
in FCS_TLS_EXT.1.

Key Chaining
(for O.STORAGE_ENCRYPTION)

No other components.

[FCS_COP.1(e) Cryptographic operation (Key
Wrapping), or

FCS_SMC_EXT.1 Extended: Submask Combining, or
FCS_COP.1(f) Cryptographic operation (Key
Encryption), or

FCS_KDF_EXT.1 Cryptographic Operation (Key
Derivation), and/or

FCS_COP.1(i) Cryptographic operation (Key Transport)]

The TSF shall maintain a key chain of: [selection:

intermediate keys
originating from one or more submask(s) to the BEV or
DEK using the following method(s): [selection:

key encryption as
specified in FCS_COP. 1(f),

1] while maintaining an effective strength
of [selection: 256 bits].

Cryptographic Operation (Random Bit Generation)
(for O.STORAGE_ENCRYPTION and
0.COMMS_PROTECTION)

No other components.
No dependencies.

The TSF shall perform all deterministic random bit

generation services in accordance with [selection:
NIST SP 800-90A] using

[selection:

CTR_DRBG (AES)].

The deterministic RBG shall be seeded by at least one
entropy source that accumulates entropy from
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FCS_TLS_EXT.1

Hierarchical to:
Dependencies:

FCS_TLS_EXT.1.1

[selection: [assignment:1] software-based noise
source(s)

1 with a
minimum of [selection: 256 bits] of entropy at
least equal to the greatest security strength, according
to ISO/IEC18031:2011 Table C.1 “Security Strength
Table for Hash Functions”, of the keys and hashes that
it will generate.

TLS selected
(selected in FTP_ITC.1.1, FTP_TRP.1.1)

No other components.

FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)

FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)

FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)

FCS_COP.1(c) Cryptographic Operation (Hash
Algorithm)

FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)

FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

The TSF shall implement one or more of the following
protocols [selection:

TLS 1.2 (RFC 5246)] supporting the following
ciphersuites:

Mandatory Ciphersuites:
TLS_RSA_WITH_AES_128_CBC_SHA

Optional Ciphersuites:
[selection:

TLS _RSA _WITH_AES_256_CBC_SHA

TLS RSA _WITH_AES_128 CBC_SHA256

TLS _RSA _WITH_AES_256_CBC_ SHAZ256
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TLS_ECDHE_RSA _WITH_AES_128 CBC_SHA
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA

TLS _ECDHE_ECDSA _WITH_AES 256_CBC_SHA

TLS _ECDHE_RSA _WITH_AES 128 CBC_SHAZ256
TLS_ECDHE_RSA WITH_AES_256_CBC_SHA384
TLS_ECDHE_RSA_WITH_AES_128 GCM_SHA256
TLS_ECDHE_RSA _WITH_AES_256_GCM_SHA384
TLS_ECDHE_ECDSA_WITH_AES_128 GCM_SHA256
TLS_ECDHE_ECDSA_WITH_AES 256_GCM_SHA384
TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHAZ256
TLS ECDHE _ECDSA_WITH_AES_256_CBC_SHA384

1.

6.2.3. Class FDP: User Data Protection

FDP_ACC.1

Hierarchical to:
Dependencies:

FDP_ACC.1.1

FDP_ACF.1

Hierarchical to:
Dependencies:

FDP_ACF.1.1

Subset access control
(for O.ACCESS_CONTROL and
0O.USER_AUTHORIZATION)

No other components.
FDP_ACF.1 Security attribute based access control

Refinement: The TSF shall enforce the User Data
Access Control SFP on subjects, objects, and
operations among subjects and objects specified in
Table 12 and Tablel3.

Security attribute based access control
(for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

No other components.
FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialization

Refinement: The TSF shall enforce the User Data
Access Control SFP to objects based on the following:
subjects, objects, and attributes specified in Table 12
and Tablel13.
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FDP_ACF.1.2

FDP_ACF.1.3

FDP_ACF.1.4

Refinement: The TSF shall enforce the following rules to
determine if an operation among controlled subjects
and controlled objects is allowed: rules governing
access among controlled subjects and controlled
objects using controlled operations on controlled
objects specified in Table 12 and Tablel3.

Refinement: The TSF shall explicitly authorise access of
subjects to objects based on the following additional
rules: [assignment: none].

Refinement: The TSF shall explicitly deny access of
subjects to objects based on the following additional
rules: [assignment:_none].

Table 12 D.USER.DOC Access Control SFP

"Create" "Read" "Modify" "Delete"
View image Delete
Submit a g Modify
) or Release stored
. Operation: document to . stored
Print . printed documen
be printed document
output t
Job owner (note 1) denied
U.ADMIN denied
U.NORMAL denied Denied denied
Unauthenticat | denied denied denied denied
ed
Scan Submit a View Modify Delete
Operation: document for | scanned stored stored
scanning image image image
Job owner (note 2) denied
U.ADMIN denied
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied
ed
Copy View
) scanned .
Submit a . Modify Delete
. image or
Operation: document for stored stored
. Release . .
copying . image image
printed copy
output
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Job owner (note 2) denied
U.ADMIN denied
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied
ed
Fax send Submit a View Modify Delete
Operation: document to | scanned stored stored
send as a fax | image image image
Job owner (note 2) denied
U.ADMIN denied
U.NORMAL denied denied denied
Unauthenticat | Denied denied denied denied
ed
Fax View fax .
. . Modify Delete
receive . image or . .
. Receive a fax image of | image of
Operation: . Release . .
and store it . received received
printed fax
fax fax
output
Fax owner (note 3) denied
U.ADMIN (note 4) denied
U.NORMAL (note 4) denied denied denied
Unauthenticat | (note 4) denied denied denied
ed
Storage Delete
i ge/ Retrieve Modify
Retrieval . Store stored
Operation: stored stored
document documen
document document ¢
Job owner (note 1) denied
U.ADMIN (note 5) denied (note 5)
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied
ed
Table 13 D.USER.JOB Access Control SFP
"Create" * "Read" "Modify" "Delete"
. Create print View print | Modify Cancel
Operation: . .. ..
job queue/log | print job print job
Print Job owner (note 1)
U.ADMIN
U.NORMAL denied denied
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Unauthenticat | denied denied denied denied
ed
Scan . Create scan View scan | Modify Cancel
Operation: . . .
job status/log | scan job scan job
Job owner (note 2) denied
U.ADMIN denied
U.NORMAL denied denied
Unauthenticat | Denied denied denied denied
ed
Copy . Create copy View copy | Modify Cancel
Operation: . . i
job status/log | copy job copy job
Job owner (note 2)
U.ADMIN
U.NORMAL denied denied
Unauthenticat | Denied denied denied denied
ed
Fax send View fax . Cancel
. Create fax . Modify fax
Operation: . job i fax send
send job send job .
status/log job
Job owner (note 2) denied
U.ADMIN denied
U.NORMAL denied denied
Unauthenticat | Denied denied denied denied
ed
Fax . . Cancel
. View fax Modify fax
receive . Create fax i . fax
Operation: L receive receive .
receive job . receive
status/log | job .
job
Fax owner (note 3) denied
U.ADMIN (note 4) denied
U.NORMAL (note 4) denied denied
Unauthenticat | (note 4) denied denied denied
ed
Storage/ View Modify Cancel
Retrieval Create storage | storage storage storage
Operation: . . g . ge / . ge / . ge /
/ retrieval job | retrieval retrieval retrieval
log job job
Job owner (note 1) denied
U.ADMIN denied
U.NORMAL denied denied
Unauthenticat | denied denied denied denied

- 44 -

Copyright® 2020 by Fuji Xerox Co., Ltd




Fuji Xerox VII C7788/C6688/C5588 tz+a!/718—0"f

ed

Note 1: Job Owner is identified by a credential or assigned to an authorized User
as part of the process of submitting a print or storage Job.

Note 2: Job Owner is assigned to an authorized User as part of the process of
initiating a scan, copy, fax send, or retrieval Job.

Note 3: Job Owner of received faxes is assigned by configuration. Ownership of

received faxes is assigned to a specific user.
Note 4: PSTN faxes are received from outside of the TOE, they are not initiated by

Users of the TOE.

Note 5: Key Operator can operate the DOC/JOB of all users, while SA can operate
the DOC/JOB of his/her own only.

FDP_DSK_EXT.1

Hierarchical to:
Dependencies:

FDP_DSK_EXT.1.1

FDP_DSK_EXT.1.2

FDP_FXS_EXT.1

Hierarchical to:

Dependencies:

FDP_FXS_EXT.1.1

Protection of Data on Disk
(for O.STORAGE_ENCRYPTION)

No other components.
FCS_COP.1(d) Cryptographic operation (AES Data
Encryption/Decryption).

The TSF shall [selection: perform encryption in
accordance with FCS_COP.1(d)

1

such that any Field- Replaceable Nonvolatile Storage
Device contains no plaintext User Document Data and
no plaintext Confidential TSF Data.

The TSF shall encrypt all protected data without user
intervention.

Fax separation
(for O.FAX_NET_SEPARATION)

No other components.
No dependencies.

The TSF shall prohibit communication via the fax

interface, except transmitting or receiving User Data
using fax protocols.
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FDP_RIP.1(a)

Hierarchical to:
Dependencies:

FDP_RIP.1.1(a)

Subset residual information protection
(for O.IMAGE_OVERWRITE)

No other components.
No dependencies.

Refinement: The TSF shall ensure that any previous
information content of a resource is made unavailable
by overwriting data upon the deallocation of the
resource from the following objects: D.USER.DOC.

6.2.4. Class FIA: Identification and Authentication

FIA_AFL.1

Hierarchical to:

Dependencies:

FIA_AFL.1.1

FIA_AFL.1.2

FIA_ATD.1

Hierarchical to:

Dependencies:

FIA_ATD.1.1

FIA_PMG_EXT.1

Authentication failure handling
(for O.USER_I&A)

No other components.
FIA_UAU.1 Timing of authentication

The TSF shall detect when [selection: [assignment:_5]
] unsuccessful

authentication attempts occur related to [assignment:
User authentication (with local authentication)].

When the defined number of unsuccessful
authentication attempts has been [selection: met

], the TSF shall [assignment: Identification
and authentication of relevant user is inhibited until
TOE is cycled.].

User attribute definition
(for O.USER_AUTHORIZATION)

No other components.
No dependencies.

The TSF shall maintain the following list of security
attributes belonging to individual users: [assignment:
User Identifier, User Role].

Password Management
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Hierarchical to:
Dependencies:

FIA_PMG_EXT.1.1

FIA_UAU.1

Hierarchical to:

Dependencies:

FIA_UAU.1.1

FIA_UAU.1.2

FIA_UAU.?7

Hierarchical to:
Dependencies:

FIA_UAU.7.1

(for O.USER_I&A)

No other components.
No dependencies.

The TSF shall provide the following password

management capabilities for User passwords:
Passwords shall be able to be composed of any
combination of upper and lower case letters,
numbers, and the following special characters:
[selection: “!”, "@”, “#”, "$”, "%"”, "N, "&”, "*”
(", “)”, [assignment: ” (space)”, """, """, “+”, ", "-
YA S S ST AT AT ST KR
R AV R/ S/t I
Minimum password length shall be settable by an
Administrator, and have the capability to
require passwords of 15 characters or greater;

Timing of authentication
(for O.USER_I&A)

No other components.
FIA_UID.1 Timing of identification

Refinement: The TSF shall allow [assignment: storing
the fax data received from public telephone line] on
behalf of the user to be performed before the user is
authenticated.

The TSF shall require each user to be successfully
authenticated before allowing any other TSF-mediated
actions on behalf of that user.

Protected authentication feedback
(for O.USER_I&A)

No other components.
FIA_UAU.1 Timing of authentication

The TSF shall provide only [assignment: Web UI: @
Local UI: asterisks] to the user while the authentication
is in progress.
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FIA_UID.1 Timing of identification
(for O.USER_I&A and O.ADMIN_ROLES)

Hierarchical to: No other components.
Dependencies: No dependencies.
FIA_UID.1.1 Refinement: The TSF shall allow [assighment: storing

the fax data received from public telephone line] on
behalf of the user to be performed before the user is
identified.

FIA_UID.1.2 The TSF shall require each user to be successfully
identified before allowing any other TSF-mediated
actions on behalf of that user.

FIA_USB.1 User-subject binding
(for O.USER_I&A)
Hierarchical to: No other components.
Dependencies: FIA_ATD.1 User attribute definition
FIA_USB.1.1 The TSF shall associate the following user security

attributes with subjects acting on the behalf of that
user: [assignment:
User Identifier, User Role].

FIA_USB.1.2 The TSF shall enforce the following rules on the initial
association of user security attributes with subjects
acting on the behalf of users: [assighment:_none].

FIA_USB.1.3 The TSF shall enforce the following rules governing
changes to the user security attributes associated with
subjects acting on the behalf of users: [assignment:

none].
6.2.5. Class FMT: Security Management
FMT_MOF.1 Management of security functions behavior

(for O.ADMIN_ROLES)

Hierarchical to: No other components.
Dependencies: FMT_SMR.1 Security roles
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FMT_SMF.1 Specification of Management Functions

FMT_MOF.1.1 Refinement: The TSF shall restrict the ability to
[selection: disable, enable,
modify the behaviour of] the functions [assighment:
List of security functions in Table14] to U.ADMIN.

Table 14 List of Security Functions
Function Operation
User Authentication enable, disable
Auditing enable, disable

Trusted communications

enable, disable,

modify the behavior

Storage Data Encryption

enable, disable

Hard Disk Data cleaning

enable, disable,

modify the behavior

Firmware update

enable, disable

Self Test

enable, disable

FMT_MSA.1

Hierarchical to:
Dependencies:

FMT_MSA.1.1

Management of security attributes
(for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

No other components.

FDP_ACC.1 Subset access control

FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

Refinement: The TSF shall enforce the User Data
Access Control SFP to restrict the ability to [selection:

query, modify, delete, [assignment:
creation]] the security attributes [assignment: the
security attributes listed in Table15] to [assignment:
the roles listed in Table15].

Table 15 Security Attributes and Authorized Roles

Security attributes Operation Role

User identifier (Key Operator modify Key Operator

case)

User identifier (General case) modify, U.ADMIN
delete, creation

User Role (Key Operator case) query Key Operator
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User Role (General case) | query, modify U.ADMIN

FMT_MSA.3 Static attribute initialization
(for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

Hierarchical to: No other components.

Dependencies: FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

FMT_MSA.3.1 Refinement: The TSF shall enforce the User Data

Access Control SFP to provide [selection, choose one
] default
values for security attributes that are used to enforce

of: restrictive

the SFP.

FMT_MSA.3.2 Refinement: The TSF shall allow the [selection:

no role] to specify alternative initial values

to override the default values when an object or

information is created.

FMT_MTD.1 Management of TSF data
(for O.ACCESS CONTROL)

Hierarchical to: No other components.
Dependencies: FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

FMT_MTD.1.1 Refinement: The TSF shall restrict the ability to

perform the specified operations on the specified

TSF Data to the roles specified in Tablel6.

Table 16 Management of TSF Data

Data Operation

Authorised
Role(s)

TSF Data owned by U.NORMAL or associated with
jobs owned by U.NORMAL.

documents or

U.NORMAL Password modif

U.ADMIN, the
owning
U.NORMAL.

TSF Data not owned by a U.NORMAL

Key operator Password | modify

U.Admin (Key
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Operator)

SA Password modifi U.ADMIN
Data on use of password entered | guery, modify U.ADMIN
from MFD control panel in user
authentication
Data on minimum user password | query, modify U.ADMIN
length
Data on Store Print query, modify U.ADMIN
Data on Access denial due to query, modify U.ADMIN
authentication failure
Data on Customer Engineer query, modify U.ADMIN
Operation Restriction
Data on date and time query, modify U.ADMIN
Data on Autoclear query, modify U.ADMIN
Data on Report Print query, modify U.ADMIN
Software, firmware, and related configuration data
Controller ROM, modify U.ADMIN
Fax ROM

FMT_SMF.1 Specification of Management Functions

(for O.USER_AUTHORIZATION, O.ACCESS_CONTROL,
and O.ADMIN_ROLES)

Hierarchical to: No other components.
Dependencies: No dependencies.
FMT_SMFE.1.1 The TSF shall be capable of performing the following

management functions: [assignment: Security
Management Functions listed in Tablel17].

Table 17 Security Management Functions

Management Functions Operation

Registration of U.NORMAL /SA query, modify, delete
creation

Data on User Authentication query, modify

Key operator identifier modify

Key operator Password modify

Data on use of password entered from | query, modify

MFD control panel in user

authentication

Data on Store Print query, modify
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Data on Trusted communications query, modify

Data on date and time query, modify

Data on Auditing

query, modify

Data on Storage Data Encryption query, modify

Data on Hard Disk Data Cleaning query, modify

Data on Customer Engineer Operation query, modify

Restriction

Data on Self Test

query, modify

Data on Access denial due to query, modify

authentication failure

Data on minimum user password guery, modify

length

Data on Autoclear query, modify

Data on Firmware update guery, modify

Data on Report Print query, modify

Controller ROM, Fax ROM modify
FMT_SMR.1 Security roles

Hierarchical to:
Dependencies:

FMT_SMR.1.1

FMT_SMR.1.2

(for O.ACCESS_CONTROL, O.USER_AUTHORIZATION,
and O.ADMIN_ROLES)

No other components.
FIA_UID.1 Timing of identification

Refinement: The TSF shall maintain the roles
U.ADMIN(U.ADMIN, SA, Key Operator),
U.NORMAL.

The TSF shall be able to associate users with roles.

6.2.6. Class FPT: Protection of the TSF

FPT_KYP_EXT.1

Hierarchical to:
Dependencies:

FPT_KYP_EXT.1.1

Protection of Key and Key Material
(for O.KEY_MATERIAL)

No other components.
No dependencies.

Refinement: The TSF shall not store plaintext keys that

are part of the keychain specified by FCS_KYC_EXT.1 in
any Field-Replaceable Nonvolatile Storage Device.
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FPT_SKP_EXT.1

Hierarchical to:

Dependencies:

FPT_SKP_EXT.1.1

FPT_STM.1

Hierarchical to:

Dependencies:

FPT_STM.1.1

FPT_TST_EXT.1

Hierarchical to:
Dependencies:

FPT_TST_EXT.1.1

FPT_TUD_EXT.1

Hierarchical to:
Dependencies:

FPT_TUD_EXT.1.1

FPT_TUD_EXT.1.2

Protection of TSF Data
(for 0.COMMS PROTECTION)

No other components.
No dependencies.

The TSF shall prevent reading of all pre-shared keys,
symmetric keys, and private keys.

Reliable time stamps
(for.0.AUDIT)

No other components.
No dependencies.

The TSF shall be able to provide reliable time stamps.

TSF testing
(for O.TSF_SELF_TEST)

No other components.
No dependencies.

The TSF shall run a suite of self-tests during initial
start-up (and power on) to demonstrate the correct
operation of the TSF.

Trusted Update
(for O.UPDATE_VERIFICATION)

No other components.

FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification),

FCS_COP.1(c) Cryptographic operation (Hash
Algorithm).

The TSF shall provide authorized administrators the
ability to query the current version of the TOE

firmware/software.

The TSF shall provide authorized administrators the
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FPT_TUD_EXT.1.3

6.2.7. Class FTA:

FTA_SSL.3

Hierarchical to:
Dependencies:

FTA_SSL.3.1

ability to initiate updates to TOE firmware/software.

The TSF shall provide a means to verify
firmware/software updates to the TOE using a digital
signature mechanism and [selection:

no other functions] prior to installing those updates.

TOE Access

TSF-initiated termination
(for O.USER_I&A)

No other components.
No dependencies.

The TSF shall terminate an interactive session after a
[assignment:
Auto clear time for the control panel: 10 ~ 900

seconds
Login timeout for the Web UI: 6 ~ 240minutes
There is no inactive time with printer driver

1.

6.2.8. Class FTP: Trusted Paths/Channels

FTP_ITC.1

Hierarchical to:
Dependencies:

FTP_ITC.1.1

Inter-TSF trusted channel
(for O.COMMS_PROTECTION, O.AUDIT)

No other components.

[FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

Refinement: The TSF shall use [selection:

TLS, TLS/HTTPS] to provide a trusted
communication channel between itself and authorized
IT entities supporting the following capabilities:
[selection: [assignment:
Audit Log Server, Mail Server]] that is logically distinct
from other communication channels and provides
assured identification of its end points and protection of
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FTP_ITC.1.2

FTP_ITC.1.3

FTP_TRP.1(a)

Hierarchical to:
Dependencies:

FTP_TRP.1.1(a)

FTP_TRP.1.2(a)

FTP_TRP.1.3(a)

FTP_TRP.1(b)

Hierarchical to:
Dependencies:

the channel data from disclosure and detection of
modification of the channel data.

Refinement: The TSF shall permit the TSF, or the
authorized IT entities, to initiate communication via
the trusted channel

Refinement: The TSF shall initiate communication via
the trusted channel for [assignment:_mail service, and
audit transmission service].

Trusted path (for Administrators)
(for 0.COMMS_PROTECTION)

No other components.

[FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

Refinement: The TSF shall use [selection, choose at
least one of: TLS/HTTPS] to
provide a trusted communication path between itself
and remote administrators that is logically distinct
from other communication paths and provides assured
identification of its end points and protection of the
communicated data from disclosure and detection of
modification of the communicated data.

Refinement: The TSF shall permit remote
administrators to initiate communication via the
trusted path

Refinement: The TSF shall require the use of the
trusted path for initial administrator authentication

and all remote administration actions.

Trusted path (for Non-administrators)
(for O.COMMS_PROTECTION)

No other components.
[FCS_IPSEC_EXT.1 Extended: IPsec selected, or
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FTP_TRP.1.1(b)

FTP_TRP.1.2(b)

FTP_TRP.1.3(b)

FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

Refinement : The TSF shall use [selection, choose at
least one of: TLS, TLS/HTTPS] to
provide a trusted communication path between itself
and remote users that is logically distinct from other
communication paths and provides assured
identification of its end points and protection of the
communicated data from disclosure and detection of
modification of the communicated data.

Refinement: The TSF shall permit [selection: the TSF,
remote users] to initiate communication via the
trusted path

Refinement: The TSF shall require the use of the
trusted path for initial user authentication and all
remote user actions.

6.3. TF1UT(RIEEH (Security Assurance Requirements)
Table18 [CEF1 TR EHZECH T S,

Table 18 TF¥a)T4{RIEEH

Security Target
Evaluation

Assurance Class Assurance Assurance Components
Components Description
ASE_CCL.1 Conformance claims
ASE_ECD.1 Extended components
definition
ASE_INT.1 ST introduction
ASE_0OBJ.1 Security objectives for

the operational
environment

ASE_REQ.1 Stated security
requirements

ASE_SPD.1 Security Problem
Definition

ASE_TSS.1 TOE Summary

Specification
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Assurance Class Assurance Assurance Components
Components Description
Development ADV_FSP.1 Basic functional
specification
Guidance Documents | AGD_OPE.1 Operational user guidance
AGD_PRE.1 Preparative procedures
Life-cycle support ALC_CMC.1 Labelling of the TOE
ALC_CMS.1 TOE CM coverage
Tests Independent testing -
ATE_IND.1
Conformance
Vulnerability AVA_VAN.1 Vulnerability survey
assessment

NoNEFIVTARIIZHERIRT SR, Z/DMROTLF1IITAR-AFA VIR BEDRESING B
BLAVCEINTSCE, TOE (CHITHERRRO 1) T MERSN TSN, 12 TOE B H0fff
EICRE TR EERINTBIETHD,

6.4. tF1UT1EHBEH (Security Requirement Rationale)

6.4.1. &kFHDREE (Dependencies of Security Functional Requirements)

TFIVFHERREHMREFLCV IR S SITRFRFREE B UGV REEHL . IRTFEFRNE
IESNBSTHAEN B VRHLZ , Tablel9 (SRR T3,

Table 19 tXaUF HEEEEHIVIR—%> tOEREM

HWEEEHIVR-2RVE EEFHEOBEEHIVR—RVF
EEEERELCLVE | TR
EHBSUEHL PP THESNTIVEH NBHEZOE L

FAU_GEN.1 FPT_STM.1 - oK
BEETAER
FAU_GEN.2 FAU_GEN.1 - oK
FIAEHAFEROBREE T FIA_UID.1
FAU_STG_EXT.1 FAU_GEN.1 - oK
YRR - M ERES 75 ST BAHS 4 FTP_ITC.1
FCS_CKM.1(a) [FCS_COP.1(b) k(& - oK
EERAERMGEXTBER) FCS_COP.1(i)]

FCS_CKM_EXT.4
FCS_CKM.1(b) [FCS_COP.1(a) #f=i% - oK
EERERIFAEEA) FCS_COP.1(d) &

FCS_COP.1(e) F&

FCS_COP.1(f) #fid
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BEZEHIVR—2RUE

REFEOBBEEEHIVR—KU b

EkEEEBRLAUVG | M
BElhBSLUEHRRTR PP THRESNTLVSEH NEHEZOE L

FCS_COP.1(g) Ffl&

FCS_COP.1(h)]

FCS_CKM_EXT.4

FCS_RBG_EXT.1
FCS_CKM.4 [FCS_CKM.1(a) - OK
ERegilE F7z(Z FCS_CKM.1(b)]
FCS_CKM_EXT.4 [FCS_CKM.1(a) (& - OK
PRoR : B S HEA B DBE3E FCS_CKM.1(b)]

FCS_CKM.4
FCS_COP.1(a) FCS_CKM.1(b) - OK
ESRIEIMERES L 85) | FCS_CKM_EXT.4
FCS_COP.1(b) FCS_CKM.1(a) - OK
B SR 1E(BRERIREL) FCS_CKM_EXT.4
FCS_COP.1(c) L - OK
ESRE(\WWY17ILTYIL)
FCS_COP.1(d) CS_CKM.1(b) - OK
E51%1E (AES T—AE 51t 1€ | FCS_CKM_EXT.4
=)
FCS_COP.1(f) CS_CKM.1(b) - OK
ES 1R (RIES1E) FCS_CKM_EXT.4
FCS_COP.1(g) CS_CKM.1(b) - OK
EEREBAN\YY1XvE—YFE | FCS_CKM_EXT.4
alF)
FCS_HTTPS_EXT.1 FCS_TLS_EXT.1 - OK
PLaR  EIRSNTZ HTTPS
FCS_KYC_EXT.1 [FCS_COP.1(e) Fl& - OK
Lok - EFIAY FCS_SMC_EXT.1 F&l&

FCS_COP.1(i) F=(&

FCS_KDF_EXT.1

RU/F(Z

FCS_COP.1(f)]
FCS_RBG_EXT.1 L -
Lok RS SR 1E BLEEY MERD)
FCS_TLS_EXT.1 FCS_CKM.1(a) - OK
Lok BINSNZ TLS FCS_COP.1(a)

FCS_COP.1(b)

FCS_COP.1(c)
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BEZEHIVR—2RUE

REFEOBBEEEHIVR—KU b

KEEEERRELCVE | TR
EHBSUEHL PP THESNTIVEH NEHEZOE L

FCS_COP.1(g)

FCS_RBG_EXT.1
FDP_ACC.1 FDP_ACF.1 - oK
PRSI AL L
FDP_ACF.1 FDP_ACC.1 - oK
EFITABHICEZPIEASE | FMT_MSA.3
FDP_DSK_EXT.1 FCS_COP.1(d) - oK
Vaik: TAAD LT3R %
FDP_FXS_EXT.1 iU -
Yask : D7D A0 B
FDP_RIP.1(a) iU -
By M EFIERRE
FIA_AFL.1 FIA_UAU.1 - oK
SRR KB BFDER DR LY
FIA_ATD.1 iU -
FAEEMHER
FIA_PMG_EXT.1 iU -
Yaik: \AD— FEE
FIA_UAU.1 FIA_UID.1 - oK
EEDAAIVY
FIA_UAU.7 FIA_UAU.1 - oK
REINTZT1—F)\H
FIA_UID.1 iU -
BADIAIVY
FIA_USB.1 FIA_ATD.1 - oK
FREE-HIIIDMES
FMT_MOF.1 FMT_SMF.1 - oK
LFITAHEEDSBEVDEE | FMT_SMR.1
FMT_MSA.1 FDP_ACC.1 - oK
X T EEOEE FMT_SMF.1

FMT_SMR.1
FMT_MSA.3 FMT_MSA.1 - oK
B EMHIE FMT_SMR.1
FMT_MTD.1 FMT_SMF.1 - oK
TSF F—ANEE FMT_SMR.1
FMT_SMF.1 {8 -
EIBEEDTE
FMT_SMR.1 FIA_UID.1 - oK
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BEZEHIVR—2RUE

REFEOBBEEEHIVR—KU b

=EE/AGFEERER)

F7zI3 FCS_TLS_EXT.1.
F7zI3 FCS_SSH_EXT.1,
F7z[3 FCS_HTTPS_EXT.1]

REHEHRLTVEG | T2
EHBIUEHAT PP THRESNTI\SEH NEHEZOE St

t¥a1)T11&E
FPT_KYP_EXT.1 {8 -
ek - B R UBRBMHEOGRE
FPT_SKP_EXT.1 {8 -
Viik:TSF T—A0RE
FPT_STM.1 {8 -
SEEIMLARVT
FPT_TST_EXT.1 kL -
53K TSF T+
FPT_TUD_EXT.1 FCS_COP.1(b) - oK
YhaR  SIEEPYIT— b FCS_COP.1(c)
FTA_SSL.3 kL -
TSF 2BICLZRT
FTP_ITC.1 [FCS_IPSEC_EXT.1. - oK
TSF M EBET v F7=(3 FCS_TLS_EXT.1.

F1-l4 FCS_SSH_EXT.1.

F1=14 FCS_HTTPS_EXT.1]
FTP_TRP.1(a) [FCS_IPSEC_EXT.1. - oK
SEENA(EEER) F72(3 FCS_TLS_EXT.1.

F7=3 FCS_SSH_EXT.1.

F1=l4 FCS_HTTPS_EXT.1]
FTP_TRP.1(b) [FCS_IPSEC_EXT.1. - oK

6.4.2. tFa1)T IRIIEHIER (Security Assurance Requirements Rationale)

NoNEFIVTARIIZHERIRT SR, Z/NROTLFIITAR-AFA VIR BEDORESINSG B
BLAVCEINTSCE, TOE [CHITHERRROCF 1) T MERSN TSN, 1D TOE B H0ff
EICRE TV EERINTNBETHS. PP DHLWBETAICHIRIEPITAETAI X2 T/ REE
BEUEERT SIHDRAEGHAFEICOVTORIOHMIF VAR ETIHICEASN TS,
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TOE E#{t+#k (TOE Summary Specification)
AB T, TOE MBHT 3 0F 1T (BB MOV TRA TS,
t¥a1UT1#8E (Security Functions)

Table 20 [CTOE t¥a1THeEE X 1) T HRBEEH DRI ETT o
AEICEBATS TOE tXa)T/#EE 6.1 HlCEERSNZ X 1) TR/ ERT LD TH D,

Table 20 TOE t¥al)T1#aEt X1 T4 BEE H DXt G B &R

tFa1UT #EE

b

N

\

]
FEITER
=1

"— 3G

f
f

PSTN 77D A-%y +J—DRED

2431
PoEARIE
¥y G R
F—RHE

=
=]
T

=
=]

SFRs

FAU_GEN.1

FAU_GEN.2

SN N| EFUTER

FAU_STG_EXT.1

FCS_CKM.1(a)

FCS_CKM.1(b)

FCS_CKM.4

FCS_CKM_EXT.4

FCS_COP.1(a)

FCS_COP.1(b1)

FCS_COP.1(b2)

FCS_COP.1(c1)

FCS_COP.1(c2)

FCS_COP.1(d)

FCS_COP.1(f)

NN RN RN RN AN AN N EN AN RN

FCS_COP.1(g)

FCS_HTTPS_EXT.1 v

\

FCS_KYC_EXT.1

<
AN

FCS_RBG_EXT.1
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tFaUT1#EE
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PSTN 77D A-%y hI—DRE D

¥ B
(e SOP LT
7;
55
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PO
F-aik%

28 Al

SFRs

FCS_TLS_EXT.1 v

<

FDP_ACC.1

FDP_ACF.1 v

FDP_DSK_EXT.1 v

FDP_FXS_EXT.1 v

FDP_RIP.1(a) v

FIA_AFL.1

FIA_ATD.1

FIA_PMG_EXT.1

FIA_UAU.1

FIA_UAU.7

FIA_UID.1

NIANENENENENEN

FIA_USB.1

FMT_MOF.1

FMT_MSA.1

FMT_MSA.3

FMT_MTD.1

FMT_SMF.1

NN N N N BN

FMT_SMR.1

FPT_KYP_EXT.1 Y

FPT_SKP_EXT.1 v

FPT_STM.1 4

FPT_TST_EXT.1 v

FPT_TUD_EXT.1 v

FTA_SSL.3 4

FTP_ITC.1 v
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42T #EE
E
Z
N
S
e
T
D
v
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*
K iy !
A oy fn 5% 2 i £\<
x = ~ ) iy WE) R H#
i I~ 4E I~ 2 HE) ™ N
RA = ~ = iy Ho [ A
i H i) H e = e < =
N A O I (R R A N
SFRs i N N &N JiE ik JiE a ik
FTP_TRP.1(a) v
FTP_TRP.1(b) v

1.1.1. #AIEE

BRI AR EF R SN2 E DRI AEBTZIFC MFD OREREZERT HEMRZHFEHIC, #1E
NIV RREDFA7V D CWIS, TIVR— R34 )\o1—H—1ID £E1—Y—)TAD— Fe A HSETH
A EBEET BHEEECTHD.

MFD [CESFSNTVSFI AEFEHREEMA LT, #AREET,

(1) FIA_AFL.1 Authentication failure handling (FREE&EXFEDERDHRLY)
TOE (3FIFAEN TOE APDEAT BHIIC. FIABEDFRIEZ1TON. FREETRFDIREE K B i
BEZIRE LTS,
FRABEDOARARSEIECHTRRIAABERE L, PO AEBE S THRESINTIVS 5 EDEHE KIS
ETRE, UFIABOHANRILCALTIE. TOE 0ERUIM/BIRAF TR THE3,

(BE:&E9 3% TSFI]
BENRILDHERERE
CWIS Dz RIERE
TVR—=FZ4N
HEREEEY—N

(2) FIA_ATD.1 User attribute definition FIREBMHEE
FIA_USB.1 User-subject binding FIR&E-Y7 YO MES
TOE FFIAEICK LT, 1—H—ID t&ZENERMELTERL., TNOEHAZRIE LR AZ(CKL
TEIN{HI3,

[FIA_ATD.1 [CE8:&Y % TSFI]
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BENRRIOEEAE

CWIS NEE#HE
[FIA_USB.1 (CB8& 33 TSFI]
BENRRIDERZRE

CWIS MR35

SHEEEEY N

(3) FIA_PMG_EXT.1 Password Management /SA7—R&EE
TOE (CHWT. M EEED/\AD— FEER, FLEXRAZBIAOF AESHZ-EREHDIRAT—F
. LTOXFOEBENDETHERTHENTES,
NAD— RICIEE ATRE 3CF:
PIVITPRYPDRXFENXF HF . RURDFFHRXF
(“17, 4@, “#7, “$7, “%7, AT, UKD, R, 1), T (space)”, N N N N

/

A\ \\ A\ U/ \ U/ R\ U / \\<II \\ ” \\>II A\So T/ZAER\Y B\ \\¥II A\ S IV /A I/8\ N/ A\ N \\ \\l" A\ ” \\ II)
4 4 -7 I 4 4 4 4 4 T — 7

Fre, VATLEBEEIRDNIAT-FRE 0~63 X%@%ﬁl&lt&m?ét_th\t%éo
TOE (FCDEERFEICLD 15 XFL EICRETRENTES,

(F8:&9 3 TSFI]
BENRIOEEKRE
CWIS OEH###E

(4) FIA_UAU.1 Timing of authentication FREEDZ1IVY.
FIA_UID.1 Timing of identification E#BIDA1IVY

TOE (3R AEDHEAFBIEAXELT, KRR AR EHR— T3,
BRI EERSINBM VATT—AILE ARENRIL, FIREFEDFM47V MO Web T304, FUUa—F
AN, BEEBEY—-N\0D 4 FEENHD,
BIENRIV, FIRFEDSM47V MO Web T30 Tld. MFD #aeDIRIEZEEF AT T3 HIIC, ID &/VAD
—RFEADTET. AASNE ID E)SAD— O, TOE [CEFIN TV FIHEERE—HT I LR
REET B,
BEEY-NTE. VATLEEE® ID &/SAT7— FEiE# Lz PowerShell 207 baHoh UhZEE (&
L. BEEHY— /N L TZ0D PowerShell 297 ba3E1TT %, PowerShell ADUT MeETTIIECL
N, BEZ&Y—)\hn TOE IC https AL ET ID ENAT—FHANEESN ., TOE (FZELE ID EN
AD—RICEDEH AR EEITT 5,
Fz. D347V~ PChoDFIY bF—RICfF 5ENS ID &)NAT— RICENETR T MFDHRIFER
hiThns,
FREE(FIA_UAU.1)E A (FIA_UID.1)ERERFICEITEN. BRI - SREEOM AN LD 18
ENSEFRIEN S,
ARERHHD FAX DZEICDNVTIE, TOE (&, AR ET(C, FAX T—4%%2E7 3,

(BH:#E9 % TSFI]
1BAE RV ERE
CWIS Dz 5IFEE

- 64 - Copyright® 2020 by Fuji Xerox Co., Ltd



Fuji Xerox VII C7788/C6688/C5588 tz+a!/718—0"f

TV8=FAN
NEEEY N
DR EBIFEER

(5) FIA_UAU.7 Protected authentication feedback {RESNFRIEI1—F/\wD
TOE [F1—Y—EBFERF(C. SAD—REIZTIZHIC, SAT—FELTAASNEXFHEFHDIZL

FO5E) ' BENRILY® Web I50H(CR R DA EIRIET S,
*F: BENRIVTIE " (asterisk)”, Web 7505 TlE "@ (bullet)” #&RTR<33,

(B8:E9 % TSFI]
**1’F}Y*}l/0)n§k%”nb M.
CWIS wuﬁkgunb Y-}

(6) FTA_SSL.3 TSF-initiated termination TSF #ZEHCL3&T
TOE [ Web J594h 5 CWIS ([C—ERE(6~240 S THREREE) D7 ANE NS &(ZOT/
V(FREEEYYaV) D)7 LB EERT S,
FARENRIDO—ERFREI(10~900 M TEREATRE ) DIRENEIMEE (. BIEIRIVDEREND

DP7ENEREEEEARS,
TUIR—=RIANED YAV RFET . TV MOBERDBELEBICEYYIVERT T3,

(F8:&9 3 TSFI]
BAEIRILOF R ERE
CWIS wﬂﬁﬂljnb M A

1.1.2. £¥1)T(1EE&

tFIUTIEERER. YATLEBECINVATLEREE - FTRESNLIEEOTRE ICHL.
AT TOE FAEICHLT, L\, HEN EQLIBERETODEVDIERPEELRAIAY M HIZIE
PEEPERERE. I-YRFBE) &, BIF R T IHOMAEEIRA TS,

(1) FAU_GEN.1 Audit data generation (B5&ET—H34%R)
FAU_GEN.2 User identity association (FI|f#&#71&EHROEEER(T)
TOE (&, Y370 T PR AE DA FRIED K. A FRI SN R AEICLIEEEEOF AL
E.Table2l [CRTEEXMRODBRICONT, BEEOVRHTI. FLREET A, FRREL
OB, EROFER ., ERE5IFECVLMAE (ATETHNE) | BLUBROERNREHRIND,
TOE BEZRINZEERRIANY MEENT I7M1IATLET I, ZORRELEFRAEDHE

A ERRICEEE M (T TREERL TS,

(R8:&9 3 TSFI]
BRIV DR ERE
CWIS D85I35
TUVR—=FAN
BIESRIDEEKEE
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CWIS nEE##E

BIRNAY (TOE #ZEhRF, TOE #& T F)
BAERIINDOIE-HEE. TUV MERE, AXvUMRE. J7D A EE. XEMDH LiAE
BENRIDVITER - BRORRERE

CWIS O Ya7 R - BEDR THEAE

CWIS OFBRNYIANODXET—IERDH LikaE
CWIS 0771 ILEEICLE T MRE

NEEEY N

CWIS O77—LI177v7T— MkeE

ANREIEER
Table 21 BEEOJDEEM
HBEER RRINIEEERE EESRFM
BB REDICEIER T System Status/ Started
normally (cold boot),
System Status/ Started
normally (warm boot),
Shutdown requested
VEPIOL Job Status/ Completed, Print
Job Status/ Canceled by Copy
User Scan
Fax

Mailbox [Storage and
Retrieval Job #%& 7]

FRAERERK
FI AR KRR
(BENSRIVDD)

Login/ Failed
(Invalid UserID),
Login/ Failed
(Invalid Password)

FIREREAK
| PR A R BR
(CWIS, BEEY—/\hb)

Login/ Failed Web User
Interface

F AR
I REHA KB
(FVUBES11\05)

Job Status/ Print /Aborted

EEAEOF A

Device Settings/ View
Security Setting

Device Settings/ Change
Security Setting

Device Settings/ Switch
Authentication Mode
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Device Settings/ Edit User

[ZEEEINEEHELTIDY,
“Password”, “Name”"h's2 k&
ns]

Device Settings/ Add User
Device Settings/ Delete
User

Device Config/ Software
Audit Policy/ Audit Log/

Enable,
Audit Policy/ Audit Log/
Disable
‘EIO—ETHIFAEY | Device Settings/ Edit User
W—TDHRE
[ZEESNZEHELT Role"ht
RSN 3]
BZINZEE Device Settings/ Adjust
Time
AV DRER Communication/ Trusted Failed
(TLS) Communication [7ORIIL. BIESE. RN

Mt R7F]

(2) FAU_STG_EXT.1 Extended: External Audit Trail Storage #}&BEz2& SEER& A
BEEOTRZDIRNV ML, —B ., TOE REBDA M —IVEEICRFIND AL—IVEEICE. ®K
15,049 DAY FERTFETIENEED, 15,049 HEBAZERIE. —BHIWILAIVTT
RERSNEEEOV 771D IEIEELT, EIRLTAARY MYEESND, tF1)T(BEEDT T
—RE. N EREEE Y — )\ oDERICEIE ATRUIDTHFANIPAILELT, S EREEEY —/)INE
HENd, TOE BAREEEY— )\ oBEENT T -AEBERZZ(T5L. TOE [CRFSN TS EN
DF—ShnBMEEY— ) INEHEIND NEEEY — ) \INEH T30, TLS/HTTPS 7O ML THE
EiIhd,

X TMEEOIT-A0HEHE LR, RBAESNEZVATLEEEFEDHRESND,

(R8:&9 3 TSFI]
HEREEEY—N

(3) FPT_STM.1 Reliable time stamps E{S%E4M LAV S
EEINLEERRIRY MEEDT 71N T B8, TOE iE->TLVSIOYI#EEIC LA
ALV T RITT DIREEIRIT D,
FFEtORELE (X FMT_MTD.1 (LENVATLEBREDH WA EETHD.
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(BiEY3 % TSFI]
FAU_GEN.1, FAU_GEN.2 OF8:& TSFI [C#7'%

1.1.3. FPORAHIE

BRI R LIE R AE OB D T seDRe & AR AeC 3%, TSF [C7DEART M VRT1—ACZE(C,

FI AT REICTI B HREN R,

a) AKEEERIVTHIEISN D HERE
OE—-HERE. T7DABEE(GEIE). AT v . XEDRFEIMNH UikEe. 7)Y MERE(TUVS
— RS NTORELEEDRENFM THIENRIFFIRIE/ SRV TEREET 3) . HIKEORTR.
JaTREE - BEOR THEE. £ TOE RET-HOSHR/REMAE(VATLEEREDH)

b) CWIS THlfEHIcNSHEaE
HHIREORTR. VaTRE-BEORTHEEE. BRNYIANOXE T —SEH ULEE. 771
WIREICLD TV MRE. TOE BRET —HNS B/ FREMAE (VAT LEBENDH) . J7—LVIT
7YTT— MERE (VAT LEEEDGH)

c) FRABIIMTUEDTIE— A NEERTHHEE
FAENFAZDIIMT7Y DT IVA—FIANTERILEEZRE LILIRETT)Y METRET HE.
MFD (3R ZREEN Y LIEIH B COH ZET —REEY My TT—AICE(TIVR-X)L T
—H—ID CEDRERINY MIICETET B,

(1) FDP_ACC.1 Subset access control H#7ty 7ot 2%

FDP_ACF.1 Security attribute based access control t¥iUT1BH&(CLZ 70t A%
TOE (3. Table12, Table13 [CHELY. BIEERBEED VI TEXET-ADTHEAFIEHES .
LT, XERND)AD note MiZik(E Table12, Tablel3 M note #5BLTI\3,
ERRERBEETIRONG JaJEXET 4. BT EES LRI AEZS—F—ELTEFT. 7
—F—FRVATLEBELINTO AR 8L, ELIPIAREREDFM1T7U M PC o2 {E
BROT-AE, VATLEBELIN?DEAAIREEE S,

TIVMEREICBVTIE. D47V~ PC OB ASNE TV MTF—ARICHI REEHETIHO1—
H—ID B'&FEN3, TIV MEREICH13B YaTmBEER. TV M —-AICEFEFNE - —ID [CLoT
HESN3(note 1),

AFvUBEEE JE—#EE. J7D AREHEEICHTD YT R, BAENRIUIOT MY LIz 1——1D #¥,
EFDNA—F—ELTEINDIFONS, (note 2)

TPHARERD YT R, TPV AEEEEB LRI AENMEETELLVED ., VATLEBENT—F
—&ULTEINDMFnN 3, (note 3)

TPDAZELTREINSI7DARET - RETHIHEBRNVIACEDHTONTNSI-Y-ID
BA—F—ELTEIND(IHN B, (note 3)

TPHAZIENY3THT—H% TOE sihoiE o dsh. TOE OFIAETHILNITNO1I—H -4, J7
DAZEDVITELUVT—HZER T HEFTELLY, (note 4)

XENFRFERNE UERER AT v X EOBE R RV ARTFEZNIMNE UHEEICEZET 5. HERY
DANDORBFERDH LICEWTIE, BT BR/ICATI VIRENBETHD . BERVIACAT YU XE
EEHETOE. MBEEETIRATORBRYIAN, —kFIAEIESNRETIHRERVIALT
WEIRATREE D, FIABERAT YO X EERFIIHBRYIATERL, AT v I IREEETIS
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W EBRUVEBRBRAYIADEBEENR AT XEDRAEICLS, (note 1) BHERKRVDAICRTFSN
ETF—R0ENE L. 7YY MER. HIBR. UV MERT IO ECAMO:ERE. T EEFEH
WEBELIINETTES, SAFVATLEEELH . W AORBRVIARNDT—AFIEETER
LY, (note 5)

TV AFvy, AE—, T7DAEE . TPIAZE . XEORFERDH L. WINOEEEICH VT,
XET-HERET AR BESNEL,

AFvY TPDAEE . TPV AREDETE VI TR E T ARSNGB,

(BH:#E9 % TSFI]

TVIB—=FIAN

BAENSRIINDOIE-HEE, TUV MERE, AFvUHRE. J7D MR XEMDH Li#E
BAENRIOYITIRE - BEDR THAE

CWIS O Ya7 R - BEDR THEAE

CWIS OFHBRINYIANODXET - LikkE

CWIS Q771 IVEEICL BT MRE

DR B AR

1.1.4. tF¥1)T1EHE

(1) FMT_MOF.1 Management of security functions behavior F¥aUT1#EEDSHZFL\D
=3
FMT_MTD.1 Management of TSF data TSF F—A20&EE
FMT_SMF.1 Specification of Management Functions &EEH#REDETE
FMT_MSA.1 Management of security attributes tFi1UT1 BN EE
FMT_MSA.3 Static attribute initialization &rIEE#IEI1E
FMT_SMR.1 Security roles t¥a1)71 D& E|
TOE (ZE# AR SNZ VAT LEBEDHIC, TiE Table 22 (5RY TOE Ha1UT/#8EICE %R
FTREFI)TAEEREEDSRERTER ., BLURHEEDHMFBERZRE TSI —10871—
AZRHT B,
F AN — P AEIETDNRAT- FERDHATHETHD,
CNODBEEEICED ., EREINZTF1UT1 EEBBEETIRE TS,
TOE (3. Table 12, Table 13 [CfEL). BFEEAREEETRIONDG V3T EXET IO BEH
RERDT 74 MEEL T, BREETEB LR AEFANFERZRTE T D, 3FMF. [7.1.3. 7HER
#I1& (1) FDP_ACC.1 Subset access control # 7ty 7Dt 2% FDP_ACF.1
Security attribute based access control t¥aUF/EBHEICLZ7DEAKEH I ESBOIE,
TOE (I, W EEE . SA, VATLERE . — A AEORINEELLF AL CEEMT., Tne
HFI3,
TOE (Z. FIAERBNCEALELF )T BHEDT 74 MEEL T, — iR FIAEERET S,

[FMT_MOF.1. FMT_MSA.1, FMT_SMR.1 (CB:&Y % TSFI]
BAENRIDEEKEE
CWIS OE#EHaE
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(FMT_MTD.1,. FMT_SMF.1 (CE8:&F 3 TSFI]
BAENRIDEEKEE

CWIS nEE##aE

CWIS OI77—LOI77v7T— MékE
[FMT_MSA.3 [CEH:&Y % TSFI)
TIVR—=FAN

BRI DEEKEE

CWIS nEHE##aE

BAENSRILOIE—HEEE, AT vUHRE. T7DAMEE
CWIS 0771 IVEEICLE T )Y MR

AREBEFEER
Table 22 t¥a)T/EHEEAECIR/ERTEER UI
X1 T4 EEIEH BIENRI CWIS
N—RFIADERT AL EEHEHEEDRTESHBL. A/ ED. v v
T EFRBOFREET
ARL—UREBEBEEDREESEBL. B/ BN EEZITD v -
ARESRIDDDORIEEED)SAT— MERDREES B L. B3/ &% v -
DR EEIT
FABZRIRRICLET7PIVEAESRSEEESRL, B3/ER. EERME v v
O EEIT
HBHEESE ID &)IAT-ROFREZIT) HHEEEDH AT v v
FAEDID NREESHEL ID ENAAD— FOZREEITI. . FIH v v
HICENLTEEREESEU, SA FE—BARAEORENERET
%o
1-HY—=NAD- ROR/INXFHHRESBLEREEIT v v
BIET-SESLHEEEDREESR L. BN/ENHLUHMERD v v
BEET
TLS H—\GIBAZ DR EESE L. /ER/ BHOZEETI. - v
BRI GRAIHEE DR EES L, AR/ BUOEREEITD v v
EET)V MEBEDREES R L. B/ HRIOZREET v -
BT, Bz RUREEITD v -
BOTAMEEEDREESHBL,. A3/ BIHOEREEIT v -
TJP—LOIT77VIT— MEREDREESBL. B3/ BIOREZITD vl vl
ZA—MUTHEE BRENSRILB LY CWIS) DS HBERTE v -
Lik— b ADREESEL, YATLEEERE/FRAEDREET v -
3
DANY—IVIZ TR EHIBHEED S BER ERITO(MRED A %H/E v v
S/ RSFEISAD—F)
TXITEEREEDREESBLAD/ BUNDHREEITD - v
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(BRI, EFaUTABEENT T -REATRYINDTF A TPAILT,
BEEY-NCOEETHIEN A THE. )
*1) 77—LOI77y7T— MERER. B4E)IRILE CWIS OmAZAEHELIIGE(C. BRELNE
T, EEON—ARTERRELTE., T7— L0177y 77— MERERBERICBDEE .

(2) FPT_SKP_EXT.1 Protection of TSF Data TSF 7—AM{R#E
TOE (3. #r5 S8 (KEK: Key Encryption Key)%#3¥F X T NVRAM2 ([CRTFT B 1. TATOF
AEICHULT, CORBESREFRHZTTHDM VA TT— AR E L TG, F. NVRAM2 HAED
(FEINTLBERIE. AL —I% B RIELEER TG,
ARL—UREE##(DEK: Data Encryption Key)(d. £ KEK T AES-CBC AR THES1EL
T.NVRAM1 BRU HDD IZ{&7F9 3. HDD ([CR7ET % DEK ORI /N\VHI7yTITHD,
TOE D#2E1HF. NVRAML [CIRFSNZREFILSNEA M — JRESHE. NVRAM2 ([CHP REIES
RBTEBILIN. BB EFEXDIKET DRAM [LRFSND,
L. IRTOFAZCK LT, TOE (&, DRAM [CRFSNLEEXDA N —JBEEREGHLTA
IRII-ATRBEL TG, Fo. DRAM [CIRFSN TV EXDAMN U B RIE, BRZEET
CEICENBEESNS,
TLS BIEFICFEATIMERFNZOIAER. 7.1.6 (15)DHEBICEINEES{LSNIKEET
NVRAM1 [CRFEN. IATOMAB(CH U THBERESH HTAU371— AR BLTIVED,
BECFIAENS TLS £yYav# R U TLS EC Diffie-Hellman B Z{E(EF X T DRAM (LR7F
N3N, IRTOFIBEB(CR LT, TOE (Z. DRAM [LIRFESNEEXD LY YaVBERAZTI VR
JI—AZRELTLEL, £, DRAM [CRFSNTVSIFEXD YAV G, BREHRETCECLD
WEIND,

(BE:&E9 3% TSFI]
TR U

1.1.5. SERELER

(1) FPT_TST_EXT.1 TSF testing TSF Ak
TSF (& Controller ROM & Fax ROM D220 77— LIIPICENETRSNTHN. cNb220T7—
LOI7DSEEMERIETRECLD, TSF OIEESERRIET 3.
TOE (3#2 &85 Controller ROM (3 4byte OF1v7H i, Fax ROM (& 2byte OF1vH4 L&t
BURMENEE—HT N AL, EERFIRENRVICIFI- 2R RUEBZELTD, £k,
DRBG [CBELT [1]11.3 [CRBEDAIATAIEEITL, TAMI KK LIS &
BENRRIVCIS-Z2RRUESZELTS, 5H DRBG OfL#k(E 7.1.6 TRY,

(F8:&9 3 TSFI]
BIRRAY (TOE #ZEhRF, TOE #& T F)

(2) FPT_TUD_EXT.1 Trusted Update &{E@7v77—+h
FMT_MTD.1 Management of TSF data TSF F—ANE®E
FMT_SMF.1 Specification of Management Functions &EEH#REDETE
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VATLEBER . BENRIDODRELCED BIENRIN L TEEFOI7—LOI7N—J3V%HE
RIBENTED, T, BBEERREIAMZENFH N BHEICE THIFEF D TOE 21K T 57—
LOI7PDON—I3V R T HENTED,

F, BARENLVATLEBEOH N, VATLEBEEIIMTY MO Web T390 b5,
Controller ROM, Fax ROM %)\ =3I Ui\ )74 V% TOE [LEET B 2ElCED, 77—LD
IVETVIT—hTBIENTED,

TOE F. YATLEBEDSM7Y D Web TS50 DR ESNd 77— LII7E&8T )M FUT71)
ERETRE ) MFIIPNNCHTSNEBEFERERALL. REACKRR LS &R, 7yTIT— M
FItLTELET S, MM FUTPAIEF ESNTWSEFESAIE. N1 FUT7M)%Z SHA-256 TI\wY
1L/ woafEzi#E 2048bit OfEZHE CHE S 1L Lz RSASSA-PKCS1-v1.5 AX®MD RSA 7
BINEBETHD IoTRIEDFIEIE. 1)) M FIIPNNCHR G SN EEFE R ET7—LVITEAR
SLFH RSA ANBASBICTIES. 2))\MFUT74)l%& SHA-256 T)\vYa, ) ESHRE\vValERLEL
U, —BI NSRRI F—HTHNIEHRIIRKREL D,

(FPT_TUD_EXT.1 [CE8:& %% TSFI]
BAENRIVDT7—LOI7 N— Y3 FERR

CWIS O77—Lo177v7T— MkEE
(FMT_MTD.1, FMT_SMF.1 (CB§:&ET % TSFI]
BAENRIDEEKEE

CWIS OEHE##E

CWIS O77—LOI77vFT— MiRE

1.1.6. T—HEES1E

(1) FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys) FES#4
B GEX &)
TOE (3 TLS KES-@{E0$eRESL (EC Diffie-Hellman) TRV ERTRERELT, [2]ICREB0E
MRS EAND, FEAMBKRBOER A A, [3]5.6.1.2.2 BRU [2]Appendix B.4.2 [CH
5, TLS EC Diffie-Hellman #Z{E(Z. Linux ®/dev/random Mok E%EY— KT 3(14)IC
SCE (D AES-256 CTR DRBG THRUEELEITHD . FBMBR#RELT [2]Appendix.D [CEE &k
0 P-256, P-384, P-521 #HR—kL, TLS 2TV I—Yav@ETHHETE—DOhiRES,

TOE (3 TLS H—/)\GEBAZE(CRIAT2IEMHEEL T, [2]ICEEEHDFEMBIRE. L LA, [4]IC
S2EHD RSA #EA WS, CNHDIER TR CWIS hoD1—H—38 R CEMIND, FEMABh iR
DERAZEIE [3]5.6.1.2.2 RU [2]Appendix B.4.2 [CHt5, RSA #(d [4]6.3.1.3 HiD4
A EICHD, Z0HRTEONZZHIE [2]0 B.3.3 ([CENERKEND ., EABRELT
[2]Appendix.D [Z32# P-256. P-384. P-521 %, RSA #E£LT 2048bit. 3072bit &4
iR— kL. CWIS ho1—HF—HNINH—DFIEELTERIERT D, T, REURHOEL A RKIC
(£(14)(CE2E D AES-256 CTR DRBG ZH L%,

ERRUVZRAERICBNT, TOE HADIRPRBEORELG,
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(BH:#9 % TSFI]

CWIS DOz llF25

TIA—=FS4N

CWIS OE A

BAESRIVDAF v UHEEE

CWIS @ Ya7 K& - BEDR THERE

CWIS OFHBRNYIANODXET RN LikaE
CWIS @771 IUEREICLD T MaE
HEREEEY—N

CWIS OI77—LOI77v7T— ke

(2) FCS_CKM.1(b) Cryptographic Key Generation (symmetric keys) BS54
(R EEF)

TOE AN —IYRBEREUSEEREN Y aVEELT, FTEOEY MIDEL K ZERA VS, B
BIICIE. AL— YU E8#(DEK: Data Encryption Key)® 256 £+, DEK &5t T 376D
558 (KEK: Key Encryption Key)® 256 Ev b, TLS TyYavBOIAR—ELTRIVI—
VIV TREVEREE ARG UT 128-256 EYMEENENER T D, ELEIE(14)ICEEED AES-
256 CTR DRBG THRT 3. . 0 DRBG HIEUHENZ DI, (12)[CR 8 LERTF 1 U%
ERTRRF R RU. TLS BiEtyya iR THS,

(B8:&9 % TSFI]

CWIS mz#iRIEEE

TUU8—= RN

CWIS OEEHEE

BEIRNIY (TOE #£ &k, TOE #£ T §)
BAENRIVDAF v UHERE

CWIS O Ya7 K5 - BE DR THAE
CWIS OFHRENYIANoDX ET—IERDH LikaE
CWIS OI71IVETEICES T MikhE
HNEEEY N

CWIS OT77—LVI77v7T— MikE

(3) FCS_CKM.4 Cryptographic key destruction BSSH2E=E
FCS_CKM_EXT.4 Cryptographic Key Material Destruction S84 0OMKE
TOE I XRBFESNZIBEVBEBMHERECB A THETS(*), TOE (CEXREFEINDE
BRUBMEEEOWER E% Table23 (RT, Fr. ChoD# R UHEMEHERE S NEORITREIC
RAM LDOD—DAEINENTIE—SNTFIAESNSN. RAM LOT—4(3 TOE ODEREEELICAE
ERDEIRENS.

(F) ArL—URESE(E NVRAM1 £ HDD [CRFSNSA. (10)[CEEHDBOEESLSNDTH. K
EHORENET B, Fo. (1)ICEEHD TLS —)GEBAE(CRIAT 2 IE IR, (15)DANZX
LICEN NVRAML E(CHESAELTIRTFSNBTH . REHBDOMRINET S, T7— LVIT7ERRIEIC
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AVR ARSI, MER., T5IRX-MESE. BSI)T(OLEF1)T1/15300 N6 AL
BOWEHARZHDHRNTHS,

(RH:#E9 % TSFI]

CWIS OE#EaE
BEIRNIY (TOE #£&hfs. TOE #£ T §)

Table 23 FXRFENIRRUBRHMOWETE

BEFE A RiEFE WERE

BEESS 5 NVRAM2 | BENRIDEEEAZ1—-HoT—3—{EHIBRE S
(KEK:Key RUERR. T—3Z(1 4I5S D DRBG TH R LIZEL
Encryption Key) HT1ELEETD,

TLS ©yoav i RAM TOE OERE THET S,

TLS EC Diffie- | (E%)

Hellman MZH{E

(4) FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
BEERE(IMBEES1E B5)
TOE (3 TLS Oxi#rigrg 5 /E5ELT [5]ICEEEHD CBC £— FR U [6]ICEEHEHD GCM E—FD
AES(128bit, 256bit)&HR— 3%, AES (& [7]#EHTHD.

(BH:#E9 % TSFI]

CWIS m&#iRIE2E

TVI8—=FIAN

CWIS OEEHEE

BAESRIVDAF v UHEEE

CWIS @ Ya7 K& - BEDR RHERE

CWIS OFBNYIANODOXET—SERDH Uikae
CWIS 0771 IVETEICES T MkRE
HEREEEY—N

CWIS OI77—LOI77v7T— MhE

(5) FCS_COP.1(b1) Cryptographic Operation (for signature
generation/verification) IESR{E(BRERKHREL)
TOE 77— L9177v77— FOEIEMRIECH VT, [2]ICEEEHD RSA FIRINELEYR—NT
%, Rl 2048bit Thd, EHI+—IvMME [2]5.5(f)ICEEED RSASSA-PKCS1-v1.5 [
€3,

(BH:&E9 % TSFI]
CWIS O77—LI177v7T— MkEE

- 74 - Copyright® 2020 by Fuji Xerox Co., Ltd



Fuji Xerox VII C7788/C6688/C5588 tz+a!/718—0"f

(6) FCS_COP.1(b2) Cryptographic Operation (for signature
generation/verification) FES2E(ZERERIREL)
TOE (F TLS O FEREECH T, [2]ICEEED RSA FIYAIINEL RUFEFABRT YRILERICH
G LB E R UL ZIT). BH. RSA BER(d 2048bit Fz(E 3072bit. NIST #5FM Bh#R(E
P256. P384. P521 #%ik— 9%, RSA TURIEBLZLDE R 74—y ME [2]5.5(f)ICEREHD
RSASSA-PKCS1-v1.5 [CfitD, Fo FBFBRT YAV ERDEL ER/HREERZ [2]6.4 [0,

(R8:&9 3 TSFI]
CWIS OEHRHEE
BAESRIVD ATV UHERE
NEEEY-N

(7) FCS_COP.1(c1) Cryptographic operation (Hash Algorithm) B&E&S#&4E(\voa7?
IVTUZ L)
TOE (377— L0177y T— FOBEERRIEFRFD I7— LI 77V T T— M A—=ITF—AD)\y15t
HI(CSHA256 #FIHT %, CO SHA256 \vV1{BEERAED RSA BB HERZLHLETEHETE
BRI EERITT D BB, \WwYa7ITUXLIE [8]ICHEMMT B,

(B8:&9 % TSFI]
CWIS O77—Lo177v7T— MkEE

(8) FCS_COP.1(c2) Cryptographic operation (Hash Algorithm) &4 ()\va7?
VYR L)
TOE (Z TLS ®/)\wastEIC SHAL1, SHA256, SHA384 &Hih— 33, BH. /\Wwia7)ITUX
LIF [8]IC#EMT B, Chbld(11)ICEEBDOR M EAVE— IR RU . EFERER/RIIOEN
ETNOAMIIAMTEICFIAENS,

(B8:&E9 3 TSFI]
CWIS D& RIEER
T)R—=FF4N
CWIS nEERERE
BENRIDOAF v Ui EE
CWIS 0Ya7ik5E - BEDR ~H%EE
CWIS O#FRIRYIANDXET—FENH U EE
CWIS D771 LG TEICL BT Mg
SEREEEY N
CWIS O77—LI177y7T— MiEE
(9) FCS_COP.1(d) Cryptographic operation (AES Data Encryption/Decryption) K&
%1€ (AES T—AIEE1L18S)
TOE BARL—VUBEENRESARELT, [9]ICEBEINE AES. RU. TAOYIRESE—RELT
[10](CEE& SNz CBC &Y h— T3, B#RIE 256 EVRTHD, IV AN —IDEHABESTE
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DEK ZxICEHT 3,

(B8 T3 TSFI]

TIUB—FES4N

BESRIILOIE—HERE, TV MERE. AFvUEE. J7DABERE. XE RN UHEE
BENRID YT IKEE - BREDR RHEEE

CWIS OB BRI ANLDXET—FEDHE LHEHE

CWIS 0771 ILIEREICLD T MikEE

NREFEER

(10) FCS_COP.1(f) Cryptographic operation (Key Encryption) BE52/E (SEHES
1)
TOE [F(12)ICEBEH D@D, AL —UBEEE#EED DEK(256bit)%® [9]ICEE& SNz AES AR
BE1td 3, K 256bit THY. TOVIRESE—RIE [10]ICiE &SNz CBC #HiR— 193,
f&_E(at 256 EYNTHD, IV (E(14)ICEEED AES-256 CTR DRBG W' ELETHD.

(BH:&E9 % TSFI]
BIRINIY (TOE #E8)F. TOE #27 KF)

(11) FCS_COP.1(g) Cryptographic Operation (for keyed-hash message
authentication) BESE/E(ERT)\vYa1AvE—JFRAE)
TOE (& TLS [CH1F2 8T EAVE— IR ARELTUTEYR— T3,
& (bit):160. 256, 384
N\woa:SHA-1, SHA-256, SHA-384
Ivt—IH4J1AMR(bit): 160, 256, 384
N7V Z LG [11]. BFEN\yY1AvE—IFBERE7ITVZAL(HMAC)E [12]IC#EMT B,

(B8:&E9 % TSFI]

CWIS MR35

TIUB—ES4)N

CWIS NEE& ke

BENRRIDAF U EE

CWIS DYa7ikEE - BREDR RiEHE

CWIS OERRYIANLGDXET A UKEEE
CWIS 0771 ILIBREICLD T MkEE
SHEREEEY N

CWIS O77— L1777y 7 — Mg

(12) FCS_KYC_EXT.1 Key Chaining #F11>
TOE (FA ML — UGB (DEK) R U DEK ZHE S 1L T 57zh DB S B (KEK) 2R F 11T %,
BE(RBICIE TOE A —VREERTFIM UM VEEIR(BAMICIE., TIZAEME., F3. 2
IR DEERE A= 1—h DT —F—IESIBR % OB )C(14)IC52 80 DRBG T DEK & KEK
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AL, DEK (& KEK [CED(10)ICHE-THES1EL NVRAM1 KU HDD (C, KEK ([ X REET
NVRAM2 [, ENENRTFT B, 2 [E1 B LR DEE (L. NVRAML (CEESIELTRTFL: DEK &
NVRAM2 hvigeds i Lic KEK T(10)[CE-TEST %, BRI DEK, KEK £6IC 256 EVRTH
%. DRBG [CIF(14)ICRELZBD+ 2B IV MOE-HHE SN2 EDIRE L 256 EVTHD,
BFIMODHT 256bit BENMHIFEIND,

(BH:#E9 % TSFI]
BIRINIY (TOE 88, TOE #&T BF)

(13) FPT_KYP_EXT.1 Protection of Key and Key Material #RU#MEDIFE
TOE (F(12)ICEE& L@, ARL—IUREES#F 14U TOE OF)EIFEEIREICZ 80D DRBG T
DEK & KEK Z4 L. DEK (& KEK THES1EaN T NVRAM1 R U HDD (C, KEK [FFE3TIKEET
NVRAM2 [CENFNRET D, FDMDA L —UIC DEK, KEK iMRFFEN S &L NVRAM2
(FIRHMAATEEA L —ITHBRLH., (12)DBF 11V D—EN R MR ATREL A L — JICFEX
TRESNDEF G,

(RH:#E9 % TSFI]
BIRINY (TOE 88, TOE #&7 BF)

(14) FCS_RBG_EXT.1 Cryptographic Operation (Random Bit Generation) &
R (BLBEY MERK)

TOE ([FEL# A RKIC [1]10.2.1 [C#E#LLT= AES-256 CTR DRBG %FIHT%. Z0O DRBG (&
Derivation Function. Reseed #&E%*#& L. Prediction Resistance #ae&#FEL U, Fi.
Linux A—%JL®/dev/random ho#GizEL &Y — FET B, /dev/random DIREETTTHS
Linux Random Number Generator(LRNG) R U LRNG [SFEATI0O090HD030F5H H U
b/ 1 AEEHi2EEIY ME—RET 3, CO/MXFV T MIT7ICENERBICEREDESDESR
FHETILDTHD, DRBG (F/dev/random Mot faEnizo— k& entropy_input R U
nonce ELTHIATZH, ELEOIY MOE—&(3 256 By b x 1.5 ##8x. [1]8.6.7 OE#EHD+
NEE A%,
TOE 320 DRBG ZHWVCA M —VKEE#E., TLS tyav#aEHT 3,

(F8:&9 3 TSFI]

CWIS MR35

TUVR—=FAN

CWIS nEHE###E

BEIRNIY (TOE #£ &k, TOE #£ T K)

CWIS O Ya7 KRB - BEDR RHEAE

CWIS OFBEINYIANoDXET RN LikaE
CWIS 0771 IVEREICLS T MiRE
NEEEY N

CWIS O77—LOI77v77— MihE
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(15) FDP_DSK_EXT.1 Protection of Data on Disk F4AY LDTF—H{R#
TOE AN —IF M ALDT—HATOVD BT E1L/ESILT %, BEEMICIE, A —IT)NA
AL DS R)IS—T412aVICxT B TP/ IR UAIT—R0D Read/Write ZF M LTT—201E
SL/BEEILERL. Hix/\—T42avICxt LTTF—270vD% Read/Write 3%, BESE AR
FCS_COP.1(d)IZfED, BEEAERMEN—TAaVvEETA N —IT M AL IR R AT EERE HDD
& NVRAM1 THD, HDD & NVRAM1 LISHIERHh AR AT REG A L — YT INA RT3,
EROAN—-UBESLld TOE BN LEIET S, BES1L/ESLICRIATS DEK (2(12)(C5E
B UZED, BERTIMUNBVEBIBRICERIND,
2TOEXOFAET—H, EFXOMEZED TSF 7—4(& HDD XU NVRAM1 LORES xR/ —
FTA4VAVICEEFAFNZHIEES1ESNS, HDD £ NVRAM1 EDFERES LR D) S—T1avIC
(&, TATS LA A=Y, HlfEINSIA—=4% KEK 28EL(10)ICEEE0ENESESh iz DEK O h'4g
SN, EXOFABEXET - ARVEXDWED TSF T—3%EFH 1\, BH. DEK ORES1E(E
(12)ICEEE LZED TOE DRSS F 14 UH G LEERFCITIND, £z, FX KEK ORFLETH
% NVRAM2 [FIRh M ATBEG A L— I TN ATIE L,

(F8:&9 % TSFI]

TUU8—=FIAN

CWIS OEEHEE

BIRINIY (TOE #8)8F. TOE #2 T )

BRI OIE-HEE. TUU MERE. AXvUHEE. J7D MR, SXEMDH UikaE
BAENSRIOYITIRE - BEDR THEAE

CWIS OFERYIANLDIET—FENH Uik aE

CWIS 0771 IVETEICES T MkaE

NREFEE R

1.1.7. SE8&E

(1) FCS_HTTPS_EXT.1 HTTPS selected #EiREn 7z HTTPS
Web 75704, GoUICEEY - N\eDE TDRIF F57490% HTTPS TEF17FvRILUETSLSIC
SEHITHERENFRETHS . COREE CWIS ho EEEDHNITZS, HTTPS (& [13](CHtE-7
REETHD,
D347k PC D Web F50%hb CWIS AD#EiREREZ(IHE, TOE D317V PCHT
TLS BEDRIVI—YavekELL, HTTPS BIEZRET S, V517V PC hod TOE
CWIS [CH1F2#BIFREE S LU T ATOUE— MEEICH LT, HTTPS @IEN BRSNS, Fle. BEE
Y-\ BEENTT-AMGERERT, BEEOTTAEEET-NSEFT I, HTTPS BEN
BAINS,

(R8:&9 3 TSFI]

CWIS 0z 5l F85

CWIS OEE1aE

CWIS O Ya7 R - BEDR THEAE

CWIS OFRNYIANoDXET—ERDH LikaE
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CWIS 0771 IUEEICES T MkaE
NEEEY-N
CWIS OI77—LoI77v7T— MikE

(2) FCS_TLS_EXT.1 TLS selected &iR&nhk TLS

TLS @EELT [14]0 TLS1.2 BHiK— 3,

TLS BIETHERT IS AM— MDA 7Y b3 —=)\ED TLS IRDYavhicxTVI—-tEh3,

TOE (3 TLS ZF AT 3 BIEICHVTIE. TOE [FHEEICIE U TOIM4 7Y MIBH—NICHBDES, 5l

ZIE. CWIS PUEATIR>Y— /8, AFvUXEA—ILEERICZDTI 7Y ML TIRD B,

TOE (30347 M IR ESNLE S A/ — OB oHR— 2@ HBE0% 1 2:#iRT S, TOE

Y R— T 3B AM—MILL T THB,
TLS_RSA_WITH_AES_128 CBC_SHA
TLS_RSA_WITH_AES_256_CBC_SHA
TLS_RSA_WITH_AES_128 CBC_SHA256
TLS_RSA_WITH_AES_256_CBC_ SHA256
TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA
TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA256
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384
TLS_ECDHE_RSA_WITH_AES_128 GCM_SHA256
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_ECDSA_WITH_AES_128_ CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES_128 GCM_SHA256
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA256
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384

(F8:&9 3 TSFI]

CWIS MR35

TUVR—FIAN

CWIS nEHE###E

BAESRIVDAF v UHERE

CWIS Va7 R - BEDR THEAE

CWIS OFRINYIANLDXET -2 LiEE
CWIS 0771 IUETEICLS T MhE
NEEEY-N

CWIS O77—LOI77v77— MiHE

(3) FTP_ITC.1 Inter-TSF trusted channel TSF &S {E@ETF vl
TOE (3 TOE £BEEH—/\. Mail =)D T, LTOEEBEEEIA L EYR— T3, IhiC
ID. IV RRI Y PO A EBIET —HDRBERSAWDODRENMRIISND,
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BEEY—)\: TLS/HTTPS
Mail #—/\: TLS

(BH:#E9 % TSFI]
BAESRIVDAF v UHEEE
HEREEEY—N

(4) FTP_TRP.1(a) Trusted path (for Administrators) &E{E#E/\A(EEEA)
TOE (IEEEDYE— FPCH DB T7HERMVATI—AICH L, LTOSEEEE 7O EYR
— 9%, NICED. IV FRA Y FDBBIEBIET —ADRBERS N O DRENMRIESNDS,
CWIS: TLS/HTTPS

(BE:&E9 % TSFI]

CWIS Mz 552

CWIS OE AL

CWIS O Ja7iKEE - DR RHLEE

CWIS OFEBRYDANLDXET—AEDH U EE
CWIS D771 LB TEICL DT MR

CWIS Q77— L1177y T— MEE

(5) FTP_TRP.1(b) Trusted path (for Non-administrators) ={EiE/IAGEEEER)
TOE FIEBEEENDIE— FPCHLODET7IEAMVATI—AIK L. U TOSEEEE O L EY
K= ;% CNICED, IV RRIY FOBERIERIET —INRBEHE WD DDRENMRIEEND,

CWIS: TLS/HTTPS
TUVR— RS54 IS HOENRI: TLS

(F8:&9 3 TSFI]

CWIS Dzl F85

TUVR—=FIAN

CWIS @ Ya7 K& - BENR THERE

CWIS OFRNYIANODXET—IERDH LikaE
CWIS 0771 IVETEICES T MkhE

1.1.8. PSTN 77DA-2y rI—DRED 5 B

(1) FDP_FXS_EXT.1 Fax separation J77DA%5 &
TOE (&, 77DAET L REEHRS ., AR BEEREN LT, I7IAT - IDEZEHAEERET S,
BiR—r937ORVE ITU-T G3 E— RDH THD,
TPI2A VR TI—ATEZENFSNTIBDE ., FIAEDI7DVIIXEDH THD.,
TRETLBRERELY . S oD BT —AEFE IV MI— V12 TRV, J7D AR,
D TOE [CRIEICPDEATBHLFITELLY, ! TOE (. AR BIFZEIRBENEBRY MDD —DETT
—HER(TETHEEZLLEVEY, ARBEERZENZELVCARERT —2IRBRYFI-D
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EEITELILY,

(BH:EY 3 TSFI]
DR EBIEER

1.1.9. T—RHEX

(1) FDP_RIP.1(a) Subset residual information protection %7ty EFIEHRIRE
TOE [F. YATLEBEICINVITE T RO LEETHERENEIEENTVSE, JE—#EE. TV
U MEEE. AFvURREE. D7D ABEDR V3T T RICAEN\— FFA AV KRB ICEE SN RFEH
XET-HELEEFHEETD,

XEDRFHEETHASNEXET A, BERRYIALNoOERDH LI VELHIBRIZMECLHTHI
BrEn., Z0% . TOE R EEEHEEERT D,

TEZTHEMEI EEEEE 1 E(70(FO)ICLP EEF)E,. 3 E(0-1-ELEICLE EEFEE
i) DFIRNHEKD, 220, BEEEBEENAMESNTVRIEE . MELAITE. SHET—4(0,
1, ELBD B SESNRETEZAFNDG T N\—FF(ADEELIC, LEEEEFTEDFIA
BHXET-HND—ERFE. TOE BEIRIC—BEEFIVILT HERTOFRAZHSXET N
RETZ5EF. LESEENEEETT S,

(BH:#9 % TSFI]

BEIRNIY (TOE #£&hFs. TOE #£ T §)

BAESRINDOIE-HEE. TUV MERE, AFvURE. J7D AR XEMDH Lig#E
BAENRIOYITIRE - BEDR THAE

CWIS OYa7 KB - BE DR THaE

CWIS OFBNYIANDDXET—SERDH Likae

CWIS Q771 IVETEICL BT MRE
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ST B&&E - F&E (Acronyms And Terminology)

2 (Acronyms)

A ST [CHITBMEEEELLTICEREAT 3,

HE EENE

CcC JEVD3547)7(Common Criteria)

CWIS tUR—1 74 8—2%y MF—EA(CentreWare Internet Services)

DRAM HA4F39D5 05 L7t AAEY(Dynamic Randam Access Memory)

FIPS PUB KEDEHIEFRLIBIZEDH MM (Federal Information Processing
Standard publication)

IIT B A H3—3F)(Image Input Terminal)

10T B H3—3F)(Image Output Terminal)

MFD FTIRIEEH#(Multi Function Device)
TERMESIVHLT7DEAAEY(Non Volatile Random Access

NVRAM
Memory)

PDL R—Yitah S i&(Page Description Language)

PP J0753a> 70774 )L (Protection Profile)
IVTPINAE TSN EESMICEETHZ ATEER ROM

SEEPROM (Serial Electronically Erasable and Programmable Read Only
Memory)

SFP t¥1)T1#8E S $1(Security Function Policy)

SFR X1 T H#EEE H(Security Functional Requirement)

SMTP BFA—ILEETARIL(Simple Mail Transfer Protocol)

ST tFa1Y713—5y ~(Security Target)

TOE FTifi xf & (Target of Evaluation)

TSF TOE tFa1")7/#8E(TOE Security Function)
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8.2. HEE (Terminology)

A ST [CHITHREELITICEREAT B,

) %A

WESD TPAVIAT L BREEATIDNORIROBEEEUNBVNIIITEETIEEIET . HROD
AR O EEFIEFR,

KEK Key Encryption Key OB, ZETlE, AL — VBB REESILTIHOESED
CEEET

DEK Data Encryption Key OB, KETIE. ANL—JBEEROEEIET,

779V AEY SD F7=(¥ eMMC #3157,

AbL—=Y TERERMEDISYV1XE)RU HDD %1657,

SEEP Serial Electrically Erasable PROM OB&, J bO—5/h— R LT CPU (LN A&z S
NBITERMEATY,

Web UI FIREDZA47Y D Web F595 %4 LT, TOE (LR TR RENTERZH—EATHS,

HRRYIA HRRYIALEEREAANEAF YU XEPTPIAXEE TOE NITRFTRIHEDIE,
FEREFIILETTHERBRYDAICEMSNEXEZRY M- LOTIVE1—3hbE)
HIENATRETH D,

=3OV TV MEREICB VT, FIRIT—3%T IV R—ZALTHER LIEEY bRy T T—A% . MFD DA

(Store Print)

F—URE[C—BEREL. BEESNZRAEMEERIVINIE TR 2 E THIRIZF A
3T AE.

FMAFHFXET—H

MFD QR hL— SR BICEMENE . FIANHE T LIPALIFHIBRENZH, AL~
FBNICET-AHEBELTLOIREOX BT 4,

XET-4
(Document data)

— % FIFAE(U.NORMAL). SA h* MFD OOE—#48E. 7)) MigE. AFvUBEEE. 7
DAEE. XEDRFHEEEFI AT SRIC. MFD REEZEBT 22 THERIFERES
T %, BHLTXETHERELT B,

TRIVTAEEDTT WO, R EQLIBEEEITENELVDBRPEELGIAY MHIZASESPERE
-3 B, 1-Y-BERE)E. BMGEHEINZT -4,

MAEERE HAIEREELERIAECEINZ TONSRE], A TOE Tld. M EEE®RE. SA &3,
(User Role) —RFIABRBENERIN TS,

HHEEERE W EEEN TOE ZF AT 3RICHELIERZRT , SFR ATIE Key Operator

(Key Operator
role)

role EREIN D,

SA & ZI
(SA role)

SA ' TOE &FIAT 3R ELERERT

—RFIRERE
(U.NORMAL role)

— & FIAE(U.NORMAL)H TOE ZFI AT MRICHERHERZRT

FIREHRIFHR
(User Identifier)

FRAEZHA T hDER, 1——ID,

W EEE AR
]

M EEEREEI DY TONEI—Y—ID, SFR AT(Z Key Operator Identifier
ERBIND,
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(Key Operator
identifier)

WWEEE
(Key Operator)

MFD O EE® TOE tXi1UT(HEEDREZITOEEE,

SA

M EEEHDVIEECERBSNE SADBT7HDY MelER T2 ENTE, MFD D
B TOE tF1UT 1 HBEDREEITOEIES,

YATLERE Key Operator & SA D#F5,

(U.ADMIN)

CWIS TOE A®D Web H—=)\THD. FBEDS172 rD Web 7595 &N LT, TOE TS
(EUA—917 403 KEHER.BEER. XEORNHEU/HRIZERNTEST-EATHS,

—%yb H—ER) Windows DiZ# Web F50Y TCRERATIENTED.,

1—-5-5%% TOE D& HEEEME AT BRIIC. FIFAEDHEAFRILZ1T>C TOE OF| A (CHIREEN
(User (TR DHEEETHD

Authentication)

RIRFRREESMERFREED 20D E— FO'HSH, K TOE TIIARIKEEELE— FTEIET B,

¥ N7 H
(Local
Authentication)

TOE U):L_‘ij' nl.. nE’@_-’ MFD (v_%fibr d— -lj-_'IFI#&E{iFH LJ_CnL. HEMIEE"?ﬁa:E I"

%ﬁr‘ﬂhﬂ

TOE o)l_ﬂ- DLHE§9+nBHLHEﬁ /\(Lﬁfibrl 'Ij- 'IH*EEE%LI_CnLnIEMEE&

(Remote. | SE—F.

Authentication)

EEFEHE e — " _ — e

(Hard Disk Data N=FFAADEEB LICEBSNZXETAZHIBRT SR, EOT - AEEBZHRET 3
. TLEEISEZTT,

Cleaning)

AML—UBEE REEED—HERFETIAN —JEEFILTIHEEZERT

FAUH- i

R—YREik S35 (PDL) CHERSNICHIRI T — &ML, EVbIvT T —RICEHT D

Hbo

FAVK-Z

FAVR—AEREICED R—JiEk E E
—RCEHRTDRE,

Z(PDL) TSN T—SZ8 L. Ev by T T

YATLEBEEE-F

—&FIRED MFD O#EEEFI AT 2 E/EE— FEAIC, YATLEEEN TOE OfE
RIRBEICEDHE T, TOE #BRDBERTE® TOE CX1UT R E DS R/ EHEL
REBOEEETOBEE-F,

ofz.

ZA—0)7HRE
(Auto Clear)

1246 )32 LU Embedded Web Server hafal iR 4E& UL VK BET— E DRFRS
HERBLEEEE, BERICEREENOY 7 FENBIEEETHS.

NARR—-IVIZ7

(Customer MFD OR=F/MEBZTIIVIZY

Engineer)

WEE WEELE. TOE FERESNTUVBEEICAELFERERELTFIERATIETHD.
(attacker) WEEFICE., RBSNEHABTEHIN . FOERERLTTIERATEIEEEFEND,
BRI

(Control Panel)

MFD OBEICHERINIY . FVT  BvFRRIVTAAT VA BRE SN/ R,
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—MRFIREDFATY
b

—IRFIRENFATEIVIATU b,

YATLEERE
DTV

VATLEBENFIETEDIAMT7VE, YATLEEEIE Web 750 %LV MFD (C
s UT. TOE BRET—HDHERPEEF I E1T).

TVOR—=FFAN
(Printer driver)

—RFIREIFA 7Y b LDT %, MFD h'RIR AT 8EG R — 5Lk 555 (PDL) TR
SNTERIT—RICE#RTZYIMIIT T, MABEDIA PV NCERT S,

MFD DMEIRETBEBAR— YL E55(PDL) TRERENTZT 4, HIRIT—4(3, TOE ®

ENRI T —
7= TIVIR—ZHRETE Y bYv T T —RCE SN D,
OE—HREICSDFERAENLET —4 . BLUTUY MEBECLNRIBEDFATY MBS
EYrIYITF—4 NEERIT—5%7 VK- XHEETERUET -8, EyryITF—R3E A TEE

EMELTN-FTAADEEICRE SN,

&

AE—HEET IIT hoDied A B DR REB S XEPIRE . EEBEERT .

TOE BEF—%

ZNIE TSF F—H50—EBTHN., TOE [CL->THER SN TOE [CBIL TR SN =T —
5THY. TOE O F1UTHEEICH BE5 AP MRERODIRET 2.

ATy

BEERIND 256 EYRDT—R, ARL—VEBEADXET-IDRFEIC. COHET
—AEFERLTESEEITI.

2ykDJ—5

NEBRY FI—DERERRY M) -DERETI—RMICERTIHEORE,

NERRYRI=H

TOE 2 &2 I 2B CIEENERLB L RERY FI-DLUNDRY FD—-DEFET

RERRY FI—D

TOE h'ERE SN2 BBORERCHD, SAERRY FI—Dh oD X1 T1DEBICH L TR
ESINTLRRYMI—DROD, MFD & MFD A7DE AWM ER)E—- MOSERGY—N
PHOS47U b PCRDFYRIVETRT

AREBFEER TPDREE . TPIAZEDT AN TN B EIFREAE R SN,

AR EBFEEIRIE

PSTN

(public telephone

line)

NRERT—H J7HAN AR B ERNDEZEDT 4,

(fax data)

LS ITU-T #1500 X.509 [CEZSNTHD. KAFEM(FTEMEH. HAla. Ba1FE). 26
8. AEAR. DITPIFVN, DTRFYENREFNTVBIER,

Data on TOE ET—ATHN., RMARIIFFICH(T2FIRBEBDNAT— R ERFOR/NIFHOD

minimum user
password length

(g

Key operator

TOE RET—HTHY. HMEEEZFDTHD) AT — FIEH

Password

SA Password TOE BET—HTHN. SA RIEDT=HD) AT — RiFHR

U.Normal TOE :RET—HATHN. —A&FIFHZE (U.NORMAL)ZRFEDT=H D) N AT — FiEHR
Password

Data on access
denial due to

TOE BRET—HTHN. FIAE ID KR ERICERT M AEDH T/ BN DFEERE KK
[B1 24 1H R
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authentication
failures

Data on Auditing

TOE &RET—ATHN. L\D,
(B ZEPE
],

D EDLIBEREEATONELVIBRPEERAAV
EPERELE, 1-Y 12L&, BHF LT DT B/ EIDIF

Data on User
Authentication

TOE BRET—ATHN. MFD OIE—#EE. AFvUHERE. J7D AMEES LU TV MiRE
EFIRATBMRIC, 1Y —REERMICTREA T AN AR/ BB LUK EDER.

Data on use of
password
entered from
MFD

control panel in
user
authentication

TOE ZBET—HITHD . KK SRIVDLDFZREERF D) S AT — RfE
FAREDHE =/ EDDIEER.

Data on Store
Print

TOE BRET—HTHN., TV bF—IZERCTIM K- TUV MIE
SN DEREFHR

RSEADERISE

Data on Trusted
communications

TOE BRET—ATHN. RExYI—D EICHEETEIXET A, YaJER. t¥a1UT(
BEENTT-ABLU TOE BRET—IEVTLBIET—IERETHLHICH G T H— A
BEESLRETONINOER/ BB SUREDERSSULAE. BEEA/BESEN
AD—F, #£@EH/ AT FER,

Data on TOE BET—ATHN., DA —IVIZT7IZEHIREEEDE %/ BENDIER KR VRSF
Customer NAT—FDIER,

Engineer

Operation

Restriction

Data on Hard TOE HET—ATHN. N\— FFAADERBT A LEEHERBECRERTIMEEDER/
Disk Data |INDIER

Cleaning

Data on Storage  TOE ERET—ATHD. AL —IURESILREIC

Data Encryption

R 2 EEDH T/ EHHDER,

Data on date and
time

TOE RET—HTHI. 81 LY —-V/93—31 LEREFRERER LT -2 THD,

Data on Auto
Clear

TOE FRET—HATHN., BIENSRIA— MUTPHEBEDE TN/ ENHB LUV 7R DIEER.
LU Embedded Web Server OZ4— MU PHEREDE %/ EHDIEHRH LUDUTHE
RIDIEER.

Data on Self Test

TOE BET—ATHN. B TAMEREDE R/ ENDEHR.

Data on Report
Print

TOE BRET—ATHN. Lih— M NHEREDRE IFH.

Data on
Firmwareupdate

TOE BRET—ATHN. I7—LII77v7TT— MEREDER EHR.
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TOE &%3% MFD KiK. 770X T Vay  HAHY ADHH EDEELLTITRT,

£t | MFD &k TrDAFyh HAHV2A [SEE]

B

v

H NC100565 QC100186 | ME8505J1-1 DocuCentre-VII C7788 + LE&EEHEMEE. J7DA
V. ME8507J1-1_20200115 -1

H NC100565 QC100186 | ME8505J1-1 DocuCentre-VII C6688 + LEEHEMEE. J7DA
V. ME8507J1-1_20200115 -1

H NC100565 QC100186 | ME8505J1-1 DocuCentre-VII C5588 + EE&EEHEMEE. J7DA
x ME8507J1-1_20200115 taE

H NC100565 QC100186 | ME8505]1-1 ApeosPort-VII C7788 + LEEHEMEE. I7D A%
PN ME8507J1-1_20200115 HE

H NC100565 QC100186 | ME8505]1-1 ApeosPort-VII C6688 + LEEHEMAE. T7D A%
x ME8507J1-1_20200115 HE

H NC100565 QC100186 | ME8505]1-1 ApeosPort-VII C5588 + LEEHERKEE. 77 A%
K ME8507J1-1_20200115 HE

B | TC101378 EC103775 | ME8513E2-1 DocuCentre-VII C7788 + 77D AMHE

5t ME8514E2-1_20200115

B | TC101377 EC103775 | ME8513E2-1 DocuCentre-VII C6688 + 770 AMHE

5t ME8514E2-1_20200115

B | TC101376 EC103775 | ME8513E2-1 DocuCentre-VII C5588 + 770 A%#E

A ME8514E2-1_20200115

#® | TC101381 EC103775 | ME8513E2-1 ApeosPort-VII C7788 + J7DAtk#E

4+ ME8514E2-1_20200115

#® | TC101380 EC103775 | ME8513E2-1 ApeosPort-VII C6688 + J7DAtk#E

4+ ME8514E2-1_20200115

#® | TC101379 EC103775 | ME8513E2-1 ApeosPort-VII C5588 + J7DAtk#E

5t ME8514E2-1_20200115
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