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OB, STIZBWTEHERIL TV,
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Protection Profile for Hardcopy Devices 1.0 dated September 10, 2015
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AKTOE IZ. MFD O 9 LEF —2vbX 2 U T 4 ICHEBTIRET — X H)N 5
BEINFOVHIAINTZVTHZLEZ5IET D702, @6 PP ORERTH2EFx=
U7 1 HEE xR 5,
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K TOE EET 2 E B OFHRICOWTIIRED LB Th D,

1.1.2.1 ERELFT) T4 /KA
A TOE X, YAFOEBAEIEELTWVWD,

TOE ORFEEPETH LML DOLET =4 KU F 2 )T 1 HEICHET
F—21%, TOE OARERRIER, TOE RSN TSRy b T —2 ~ORIEAR
TIRARZE ST, BBEINEVRSAENTVTIEEBNH D,

72, TOE HEDOgES, RIERY 7 v =T DA A =112k, TOE ®
X2 T A EENELDNDERDH D,

ZI G OBBICHHT 572010, A TOE I3, #MIGEGE. 7 7 & 2 HlHE, w5k,
BFEARED, G PP RERT L EX=2 U T A HELRILT 5,

1.1.2.2 B ES EaRES
ATOE X, kD X 5 7R ORTHECHEAT5 2 & 2 48ET 5,

TOE |3, NIEZ2WBE) T 7 2 ARHIR S0, A ¥ —F v MO IRGE S L7z LAN
WCHER SN DRI CERH SN Z EEEEL TS,

TOE Of%E K OHEFFEEIZ [ TE 2EHEN T A X o ALEIHE - TTH 72
T 670, £72, TOE OFHAF L, 222 TOE #H3 2 L 55z 51T
TWRIT T B 72w,
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tTHa )T 478

A TOE |X, MFD OEAERE L L Ta ' —iE. A% v BB, 77U o M#RE,
77 7 AgRE. CEORF LI H LEREEARILL TRy FIREOXET -4 %
TOE WENZHRAFELTZY Ry U —7 24t L TR Ol R — &b L
D LY § HIEREA RO,

A TOE |3, MFD O 5 LETF— 2tV 7 4 ITHETLIRET — 2 FEalk
T DI, WA PP OERZET 28X U 7 4 HRe ARt T 5,

AKTOE ORMT 52x =2V 7 s HiEO L LT, KTOE BWEET S, FHHE
RE, REEPE, B Mot 2 ) T 4 FEELULTO 3.1 85 3.4 HiloRd,
AKTOE OtEx =V 7 4 BREOFEMIX, 5 FITRT,

FMAZEDEE
K TOE OFEET HHITH O&RE 22K 3-1 1ITR-T,

#®3-1 FABEDORE

E=Li] EE

Normal User

— A A WOIRBRE S R A T, BEARE 2 R o o0 F]

ik

A User who has been identified and authenticated
and does not have an administrative role

A

Administrator

AAIRRRE S M T B EERE 2 R oM

A User who has been identified and authenticated
and has an administrative role

2%, ATOE TlE $HE | O % [ 257 LEME | LIFATEY . A
HEETHALTWDHE ML) & TVRT LEHE] BRLEKRTH 5,

3.2 REEE

A TOE OREY B RAEFEAL K 3-2, # 33, £ 3-41Z557, TOE OIRFLEEIC
1T, # 32RO ICHIMET — 5 L TSF 7 —4 0 250 b5, £, FIH
F5— 2133 3-3. TSFF— 2 13F£ 3-4 13T L9110, LTS5,
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®3-2 REEE

£ i3] EE
D.USER FMET —4 TSFOEMEICHEZ KIF S 720, FIFEOT=IF]
JHIC £ > TR S T T — ¥
Data created by and for Users that do not affect the
operation of the TSF
D.TSF TSF 7 —% TSFOEMEICE L 52 56 LitZewy, TOEDTZ
DDOTOEIZ L » TER E =T —#
Data created by and for the TOE that might affect
the operation of the TSF
x3-3 REFEFBAET—2)
& X &
D.USER.DOC | FIHEGET — | B EIE— Fav—olX T, FIHEOGE
7 IZEENDHEH
User Document Information contained in a User’s Document, in
Data electronic or hardcopy form
D.USER.JOB | filHi# Y a7 FIRFEOSCEFE I I3CEE Y 9 72 BT 5 1
F—
Information related to a User’s Document or
User Job Data Document Processing Job
®3-4 REEETSFT—%)
£ E EE
D.TSF.PROT | ff# &7z TSF | T — X OFTA#E CHEBEREICTH W HEIZ X
T4 HUENNTOE OB F = VT ¢ ICEELE RIETTHh
HLNARWD, BEIFFTFATEDL TSFT—%
Protected TSF TSF Data for which alteration by a User who is
Data neither the data owner nor in an Administrator role
might affect the security of the TOE, but for which
disclosure is acceptable
D.TSF.CONF | %D TSF 7— | T— X OpiA#H CHEBEREICTH W HEIZ X

7

Confidential TSF
Data

HEBELITIUEZANTOE O F 2V T ¢ (2R
ZRIETHE Lt TSF 7 — 4

TSF Data for which either disclosure or alteration
by a User who is neither the data owner nor in an
Administrator role might affect the security of the
TOE
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AKTOE OIEET 5B %F 3-5 \TRT,

%35 BH

A
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EFE

T.UNAUTHORIZED_ACCESS

YeE 1L, TOEDA v Z 7 = — A %@ LT, TOEN
DORHEXLET -2 ~T 72 (HE, K&, /-
IXHIER) . £ITRAEY a 75— 2 2 E (WA
T2ITHIBR) 5000 Lty

An attacker may access (read, modify, or delete) User
Document Data or change (modify or delete) User
Job Data in the TOE through one of the TOE’s
interfaces.

T.TSF_COMPROMISE

WEF 3. TOEDOA v % 7 = — A% LU T, TOEN
DOTSFTF —ZIZARIET 7B AT 50 LIV,

An attacker may gain Unauthorized Access to TSF
Data in the TOE through one of the TOE’s interfaces.

T.TSF_FAILURE

TOEDHEN T -84, TSFOBEMEENC L -
T, BX2 VT s OBKEZGIEEZT S LivZew,

A malfunction of the TSF may cause loss of security if
the TOE is permitted to operate.

T.UNAUTHORIZED_UPDATE

WEzHIT, TOEICARERY 7 =T A VA h—
VT B0 LIV,

An attacker may cause the installation of

unauthorized software on the TOE.

T.NET_COMPROMISE

WEgET, *v N —JHWEEE=X L=V #EL
FO+AZ LT BEFOF—FIZT7EALED,
TOEDY X =V 7 4 &G L2035 Ll
A

An attacker may access data in transit or otherwise
compromise the security of the TOE by monitoring or
manipulating network communication.

HEBDEX1) T4 58t

AKTOE ICESRSNHHfOE X 2 U T 1 452 % 3-6 12577,
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# 36 HMBOtE{aT 1A

E2 E&
P.AUTHORIZATION FIRFE T, SCELPE K OV B RE & F1T 3 D Al

R A5 ST i b,

Users must be authorized before performing
Document Processing and administrative functions.

P.AUDIT X UT BT T o BT s ITERE IR TR
X759, 20X 5T v aron iR
S, ANEIT= T 4 7 4 ~EESNRTER S
QAN

Security-relevant activities must be audited and the
log of such actions must be protected and
transmitted to an External IT Entity.

P.COMMS_PROTECTION TOE!Z. LAN EDODT A 2 & H & 27k T & 72
FHUTR B 720,

The TOE must be able to identify itself to other
devices on the LAN.

P.STORAGE_ENCRYPTION TOENFIA#E LET — & £7213MEDOTSFF — 4 %
B A Ha n[ BE 7R RHEFREME A b L — U T A R TRATF
T 2584, TOEIZZNHLDT N, A OGS T —X
R SAbT D2 &,

If the TOE stores User Document Data or
Confidential TSF Data on Field-Replaceable
Nonvolatile Storage Devices, it will encrypt such
data on those devices.

PKEY_MATERIAL R SCET — 2 £7213E OTSFT — % OBLHIZZ
BARTRER NHEREME A R L— Y D72 DG S#ED Rk
WCEHET DO 7%, Fxxod, 7~X 7 G
FITZOMDEH B W HEIX, RIERT 7B D
RESINRTNERDRD, DOEDA RN L—UF
WA A BRI N TR D220,

Cleartext keys, submasks, random numbers, or any
other values that contribute to the creation of
encryption keys for Field-Replaceable Nonvolatile
Storage of User Document Data or Confidential TSF
Data must be protected from unauthorized access
and must not be stored on that storage device.

PFAX FLOW TOEPSTN 7 7 7 Ak&RE & #4584 . PSTN
7 7 7 A[AlfE & LANORI O 4 Bl 5 (553 5.,

If the TOE provides a PSTN fax function, it will
ensure separation between the PSTN fax line and
the LAN.
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PIMAGE_OVERWRITE

CEAIRY g T O T E7ITP L DOERIZ, TOEIZ#
DHHAZHEATRE R ANHRENER S L — PT84 X ED
BAFEG T — 2 & EESHELRITIEZR B0,

Upon completion or cancellation of a Document
Processing job, the TOE shall overwrite residual
image data from its Field-Replaceable Nonvolatile
Storage Devices.
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AR &M & ST MR D AR

ARETIE, BET 25E A TOE OF| oA M etFHh s LT, ATOE %
T 5 728 ORIR S M OCEH BRI DWW TRER T 5,

FERARVIREICET SAREH

K TOE ZEH T HBROAHERM 2K 4-1 11T, TS DORHRRMENM - S
e KTOE Ot ¥ = U7 BERENANTEET 5 Z LIFRIES 7R,

x4-1 EHREH

E=L]

—=—=3
EFE

A.PHYSICAL

TOEX O'TOEMRAT & 721 3LEE T 25 7 — & OAELC
Aol x =2 T 40, BREICK - TRt

noZ e ElBET 5,

Physical security, commensurate with the value of

the TOE and the data it stores or processes, is
assumed to be provided by the environment.

ANETWORK

EABEEIL. LANA VX 7 = — A~DOHIEEN DS DE
VDT 7B ANLTOEZR#ET 5 Z L 2ET D,

The Operational Environment is assumed to protect
the TOE from direct, public access to its LAN
interface.

A.TRUSTED_ADMIN

TOEEHE X, V1 hOEX= VT ¢ HEHITHEST
TOEZEH T 5 &, BEHINTVD,

TOE Administrators are trusted to administer the
TOE according to site security policies.

A.TRAINED_USERS

PR SNRIHEZ, VA bovx =2 T 4 FTEHS
> TTOEZMEMT 5 L 5 AT S TV 5,

Authorized Users are trained to use the TOE
according to site security policies.

B IR & MR

A TOE OET 2R A X 4-1 1273, K TOE X724 7 ¢ RZF%iE
S, MREONE R Y U —27 T 5 LAN  OVARES MM S - Bebs
TSNS, FIAEIZ, A TOE OEAE SRR LAN IZHfE SN2 7 T4 7 b
PC (—FIRE I AT N EVATAEBRE I 74T 8) Z#{EL TR TOE

AT D,
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TEE

X4-1 TOEMERIEIE

K TOE O BRET ORERKin &2 LU IR,

(1) —fFIREZ 47 b

—RFAEDERT2IHDO PC TH D, UTDY 7 b =T PNRETH D,

+ OS : Windows 10
+ Web” 7 74 : Microsoft Edge
TV ERITAN (e vy 7 2R

HAMIT : ART EX K7 A 3— (Microsoft WHQL #2FEHUS K7 A /N—)

AL mr - 64bit Windows Print Driver (PCL)
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Q) VAT LEBE I T4 T b
VAT LEBEMNMERATAINAO PC ThHDH, UTFTDOY 7 NI =T NULETH
%o

- OS : Windows 10
+ Web 7' 7 ¥ : Microsoft Edge

(3) Mail #—x
TOE N ORHAEZE DO LET — X 2 EETL2HEMERATI. U TFOY 7 by T
DILETH D,
cTLS 1.2 %5 SMTP Va2 baL&EYR—rTAH5 7 =T
(AFih T Postfix version 2.10.1 215 )
(4) A Y —

TOE DA LR 72 RFT 2 —"ThDH, LDV T N =7 R34
HThD,
+ OS : Windows 10
- TOE o8 v 7 %2 53 5 PowerShell 27 V7~ (TOE ®HA XA
(ZFLH)
- PowerShell Version 5.1 (OS ff)&)

BB, AERITRENTWD TOE SO N—FT =7 KOV 7 b U =7 OfFHE
PEIATHIOFEME TIX 22V (H3ICEHTE2b0E D),
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ERIREICHE T HTOESH

A TOE Ofeft 9D HaE, MO, AFHE THRIES L5 A TOE OFEREICIE, LT D
HIFID D D,

(1) ApeosPort > U — XD ERFEY—N

ApeosPort 'V — X DOEEFEIL, TOE SN OFRRE— 2 H L CRIHE 2785
TOMREZFF> TS, Lol KeHlOMERL Tld, AMTRREEY — N3 T
RN E D IZHIRE N TER Y | SMBERAEY — SO FIIAGTHIIZ X 2 PREED x84+
Tho, (7.5 FHIEKIZOWT] Z2H)

(2) FHEY— K7 T747 2 PC

TOE & ##s L CEET A2 KMV — "7 T4 7 FPCO X2 TIEHA SN
HZ Ll BEHEODEETH D,

(3) EEAY— R DiEH

BE A — N BE A — 3005 TOE IZEWIRIIC A —Y 7 LT TOE IZEfE S
NrEEae 7284545, ZOF TOE (X, B&rn 70N E 2 F ThtAt Sz

ICER72 < TOE [CE SN+ N ToER D V2 %ET 5, EELEZT—Z 0
HnG, FHICRAELESEe 7280 Lz, MEREEe 72 Lz
2Lk, BEHEICERDLOND,
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5 T—%TUFvICET HER
A#TIE, A TOE Ofi[H L F B %30T 5,
5.1 TOEER L VR—FR 2 MERK
TOE |%, %ERA T a o 2## L7 MFD O2KTh 5,

TOE D2#td 2 8KREIZ. MFD OFEARKREL ¥ = U T 4 BERE TR S L D,
MFD DOEEARBERETH 5 = B —HRe, A% v UBkRE. 7' U o~ MERE. 7 7 7 AHkiE
LEOLRAF LY H LRIV TR, 11 EA2ZM, U, TOEDtx =07 «
FEREIC DWW T T %,

(1) BRI AE

AHEREIZ, TOE OFH#E %2, FIHE D ID &L /X2A U — R CilBlIREEES 2 HRE
%, AREEEIL. LIRS TOE OfEARFZET SN 5,

- FIRE D, MFD O#E %N, 2547 N PCDOWeb 77 UH, 754
T RNPCOTY 2 KT 4396 TOE 5 & &,

- BEEY— AN TOE OEr V2IGT 5L &, (AT LEHEDID &3
AT — R&H)

AREREIE, FRBIRRREZ MRS 572012, LU T OMREME &M 2 TV D,

< /PN AT — RROHIR,
- e U 72 R RE R IRURE O R R RE D45 1k
- RRER N . —ERFRHRIEDS WG O v g U,

(2) 7 7 & Al ERE

AREREIX, MFD OJEAMGE TRHIME T — ¥ 2 #E+ 5 L&, FIRET—4
@77?Xﬁ%ﬂfﬁﬂ%ﬁ IWRETH D, 7/ ARKIENL, FHET —Z OFT A EIE#
« R ORBIREHR L CRENZESNTITbN D,

(3) 7 — & Wb bhE

AKEREIX. TOE PRICERTTF T BT — X L ONBIET — ¥ 5 5L HHERETH 5,
RAET —Z O 5kiX . #RE 256 £y h@ AESCBC £— R4 5%, WmET —
X OEFALIE T(4) EEEEEHKEE] O @E~ e ha v elEAIND,

W SEDERIZ I, HER DR+ 7= b v B — R ORLEUE R 26
ERAR

(4) &S EmEHRE
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(5) &x= U7 ¢ EEHRE

AEEREIX, EX =2 U T 4 BERED

S A

AKEREIZ.TOE & & FE [T L ORI OBIETF — % % 585 7 2 k2L TLS

REEHEE VAT NEBFICHIRT 2HETH D,
272U, —EFRIHZIE. HOONSAT — ROLEENARETH S,
6) Bx =V T ¢ EEARKRE

AEEREIT. Bx 2 U T A HRBICET oA FRAEAn 7 L LTARL, BA
Y= OFAH L2 AREICT HHRETH 5,

Ak E A r 713 TOE WERICIRF S, IRERBRZB X 5581013 b
HWRREZHE L TR LWER R 7 3MRFS D,
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