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Normal User
A User who has been identified and authenticated

and does not have an administrative role
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Protected TSF TSF Data for which alteration by a User who is
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An attacker may access (read, modify, or delete) User
Document Data or change (modify or delete) User
Job Data in the TOE through one of the TOE’s
interfaces.
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An attacker may gain Unauthorized Access to TSF
Data in the TOE through one of the TOE’s interfaces.
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A malfunction of the TSF may cause loss of security if
the TOE is permitted to operate.
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An attacker may cause the installation of

unauthorized software on the TOE.
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An attacker may access data in transit or otherwise
compromise the security of the TOE by monitoring or
manipulating network communication.
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Users must be authorized before performing
Document Processing and administrative functions.
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X759, 20X 5T v aron iR
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Security-relevant activities must be audited and the
log of such actions must be protected and
transmitted to an External IT Entity.
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The TOE must be able to identify itself to other
devices on the LAN.
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If the TOE stores User Document Data or
Confidential TSF Data on Field-Replaceable
Nonvolatile Storage Devices, it will encrypt such
data on those devices.

PKEY MATERIAL FIRE CET —2 F721IWBEOTSFT — % OB A2
Har[RER RHERME A R L— D72 DR S HED A AL
WCHGTDHE 97, EXOH, YT~ A T ELEK
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Cleartext keys, submasks, random numbers, or any
other values that contribute to the creation of
encryption keys for Field-Replaceable Nonvolatile
Storage of User Document Data or Confidential TSF
Data must be protected from unauthorized access
and must not be stored on that storage device.




4.1

4.2

JISEC-CC-CRP-C0664-01-2020

AR &M & ST MR D AR

ARETIE, BET 25E A TOE OF| oA M etFHh s LT, ATOE %
T 5 728 ORIR S M OCEH BRI DWW TRER T 5,

FERARVIREICET SAREH

K TOE ZEH T HBROAHERM 2K 4-1 11T, TS DORHRRMENM - S
e KTOE Ot ¥ = U7 BERENANTEET 5 Z LIFRIES 7R,

x4-1 EHREH

E=L]

—=—=3
EFE

A.PHYSICAL

TOE., K OTOEDMRG £ 7230 T 57 — & OffifE
WCRESTeEE X2 U T 4 23, BREIC K - TR
INDZEEMET D,

Physical security, commensurate with the value of

the TOE and the data it stores or processes, is
assumed to be provided by the environment.
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The Operational Environment is assumed to protect
the TOE from direct, public access to its LAN
interface.
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TOE Administrators are trusted to administer the
TOE according to site security policies.
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Authorized Users are trained to use the TOE
according to site security policies.
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AEREIL, X2V T A HREICET AR ESR A Ao /L LTARL, BE
P—NZEETDHERETH D,
(7 BET A MR T 7—L 0 =T OWGEREEE

AKEREIL . TOE BBIEIC 7 7 — A 7 = 7 Do~y 3 = i R ONELEA R 0 1E H B
ETAMTOHEEL, 7y — AU =T HHRICENN Y 7 — LU = 7 OEFES
ZRRAET DHREETH D,

5.2 ITIREE

TOE I, W% v b U —2 &40 L CERLY —102 747 > b PC LilfE %47
5, TOE @ [(4) i@E OREHRE) (1. Th o IT B & idlE L T IPsec BIE %
RIT D,

14



JISEC-CC-CRP-C0664-01-2020

AT rFa AL

AR TOE \ZIRfFEND A X A0 %5 6-1 L O 6-2 1273, TOE OF|H
Fd, ARSI AT TR RX 2 A v FO+S70 R LGN ER S5,

£6-1 HAF R (BEXMIT)

2 ¥ N—o3Y

2—P—XHA R 061-36014-500
AR —RNHA R 061-36015-409
FEHETA R 061-36016-502
AT EXITIE 061-36017-401
RISOtF =2 VT 4 /8y — forGD ¥ ¥ =2UT 4 A F 061-36064-000
RISOtF = U7 4 /3y /r— for GD BEHKATIEE, RISO | 061-36067-000
Security Package G10 Installation Procedure (Customer)

®6-2 HAFUZR(BIEIT)

L ¥ N—o3y
OWNER'S GUIDE 061-36045-707
RISO Security Package G10 Security Guide 061-36065-007

RISOtF = U7 13y r— for GD BEERHFIEE, RISO | 061-36067-000
Security Package G10 Installation Procedure (Customer)

15



7.1

7.2

7.3

JISEC-CC-CRP-C0664-01-2020

IR IS & SRR E KR UHER
Bl 3¢

B 2 F2h L 728k &4 ECSEC Laboratory iz % —i%, ITk®F=V T 4
FEAM K OBGERI I K 0 KGR S D & & b, ILAC ([EBEFRBRTREE W /I Hk%)
ORI L T2 B ERRS ORSZATBOE NS FAm i B i iR e &

—) LRV REEZZT TR, I EMFFOT- DD~ R A L FROEEED
HWUIEIZ DWW COBERFIEAN - LT D 2 ENEHICHER SN TN D,

ERRiipapes

ML, #ES PP 23 ZERT 5 CC /y— b 3 DIRFEEFITOWT, CEM IZHUE &
WIRHiE )7 i Kk NG PP OIRGET 7 7 4 €7 4 Z W TiTh v,

MR OFEMIT. MRS EICB VTS S, FEHliEREETIX. A< TOE
OWE L, CEMOU—27 2=y N OEE PP OIRFET 77 4 B 7 1 Z & OFMM
WA K OIS 255 5,

HE RS E

LR RFAf RS (2 & 2 3l 5206 0O JE I 2 74,

AL, AFICEE 6 HITAAE D . AT 12 ARHREFOERE b o TR T
L7z, PHEBEREIZ. BRI 7 DRFANIC 24 2 Al IR i 1 — Nt 252 1. —
DFHEIZ IS T DREML A A LTz, £z, AR 10 A KT 11 JIZBREE YA b
TRHIE 7 A N &5 L7,

FRRERSEE S O T 72RO RE AL, FRREL B = — & L TRl 40T, MR
~E ST,

B OFERIE, R K OB EAE DRES LD 6| RS F IS S L7z,

16



7.4

7.4.1

JISEC-CC-CRP-C0664-01-2020
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A, RO TR SRR Z MREE L7/ R D, ot %= 7 4
BERESHERICFEI SN TV D Z & 2 RaET 2 72O ORI ML T A b R Oeg5 ¢
AEEICERDS SFHERAT A b2 FEAT LI,

FEETA b

ARFHMIZ BT, BIRAE T A MIMEFELRICITE 20,

7.4.2 FHEEMRIT X b

APl

1. Pl O TR SV ARLN S |
HEInhTnbd

ZFEM UTe, FHIE S ER LIS T A S 2 LLFICHT 2,

(1) HIITR MRE

LD U T ( HERED HEFEICHE
L AREET AT D OFMEINET A R (LT ST A R 29 L)

MSET A FOBREEIX, M 4-1 1R L7~ TOE OERBREICHE T -/ TH 5, M
NLT A MOBRECHERE LRSS AR 7-1 17”7,

R7-1 HWITRANEBEOHERS

Ak R

S

TOE

ORPHIS GD7330 /3 —< = “"SOAPALL 1.1.026

ComColor GD9631R /3—< 5 »>SOAPALL 1.1.026
- HS7000 (FB” 7 —4 : 2.1.005, AF~” 7—4 : 1.0.000)

- HS7000 (FB7 7 —4 : 2.1.005, AF~” 7—.A : 1.0.000) %3

£

7747 FPC

+ OS: Windows 10 Professional

+ Web~ < 7 ¥ Internet Explorer 11

s Y UERTA N
RISO Printer Driver for ORPHIS GD Series 2.4.001
RISO Printer Driver for ComColor GD Series 2.4.001

FRREY— N

+ OS: Windows Server 2016

FREY—

+ OS: Kali Linux-2019.1
+ IPsec: Strongswan 5.8.0
« EEAE Y — /Nt rsyslog 8.1901.0
+ SMB#—/3: samba 4.9.5
- FTPY— 31 vsftpd 3.0.3
A — )L — 31 postfix 3.4.5
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TOEIZA VA =N LTeT A MR 7T L&A LT LTS LY X
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RSA (A4 k., B4 ML)
AES-CBC-128, AES-CBC-256
SHA-1, SHA-256, SHA-384, SHA-512
HMAC-SHA-1, HMAC-SHA-256, HMAC-SHA-384, HMAC-SHA-512
HASH_DRBG (SHA-256)

o #HR
A 2N FE M L7 R TOMILT A MIIELLS BT L, #Hili&E X TOE 055 %

WEMERS Lo, FHE IR, T XTOT A MERLBIFFSNDSDEFVA—EL TH
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& FR BZE - FHREHN
nmap FAEEZ2 Ry N —7 R — el 5Y—v
7.8.0
OWASP ZAP Web7 7'V r—< a offiggtE a2l 5> —, £,
2.8.0 Web~7 7 74 & Web#—/3 (TOE) HDi@ET — % DL &

EFIZHEEH

Burp Suite Web~7 7 74 & Webt—/X (TOE) 0@ ET —% O &
2.1.03 ZEHICAE
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Protection Profile for Hardcopy Devices 1.0 dated September 10, 2015

Protection Profile for Hardcopy Devices - v1.0 Errata #1, June 2017
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[ZOWTDOHA RZ7 A [16]

- FCS_RBG_EXT.1 ®F A MIBIHES HH@EIZ W T

+ FCS_IPSEC_EXT.1.1 |2 T 2 E I DN T

X2 U T oS a®L 2 TIA4TFT YT S— 12 HEIE
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7.7 EEE O A > MEES
P N X U E AL, BT,
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FATH -
VERRF :

ORPHIS GD9630 / ORPHIS GD9630C / ORPHIS GD9631 /
ORPHIS GD7330 / ORPHIS GD7330C / ComColor GD9630 /
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KEETHEN SN CCIZHET DIEFEZ LI FIRT,

CC

Common Criteria for Information Technology Security
Evaluation (&% = U 7 ¢ FEA%E)

CEM

Common Methodology for Information Technology Security
Evaluation (%= VU 7 ¢ 37l %)

PP

Protection Profile (Z’usr 7/ a a7 7 A))

SFR

Security Functional Requirement (&% = U 7 ¢ #EEZEA(})

ST

Security Target (b= VU7 ¢ ¥ —% v )

TOE

Target of Evaluation (FFfixf5)

TSF

TOE Security Functionality (TOEt = U 7 ¢ #5E

AEECTHEH SN/ TOE 1T 218382 L NIRRT,

HCD

Hardcopy Device (/>— K2 &"—F /31 X)

A & T &7z IT i B4 2 M85 2 UL TSR,

AES

Advanced Encryption Standard

CBC

Cipher Block Chaining

DRBG

Deterministic Random Bit Generator

HMAC

Keyed-Hash Message Authentication Code

FTP

File Transfer Protocol

RSA

Rivest Shamir Adleman

SHA

Secure Hash Algorithm

SMB

Server Message Block

SMTP

Simple Mail Transfer Protocol
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