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ST #%&% (ST Introduction)
ARETIL, STSHE, TOE SHB., TOE E, HLU TOE sk (COVTERRT B,

1.1. ST SHBE (ST Reference)

AEICTIE ST DFAFHREL LT B,

Fuji Xerox ApeosPort-VII
C7773/C6673/C5573/C4473/C3373/C3372/C2273
DocuCentre-VII
C7773/C6673/C5573/C4473/C3373/C3372/C2273
TALEEHE. AV - IPDAMEETI
TX1UT13-Hvh

N—=I3v: V1.1.8

*178H: 2019412 A 20H

ERE EX POV =1

CERVI

1.2. TOE =M (TOE Reference)
AHEITlE TOE D FITEHRETLRT S,

Fuji Xerox ApeosPort-VII
C7773/C6673/C5573/C4473/C3373/C2273
DocuCentre-VII
C7773/C6673/C5573/C4473/C3373/C2273
AXvF— TPDABREREREHET I +T A LEE
HEMEE

Fuji Xerox ApeosPort-VII
C7773/C6673/C5573/C4473/C3373/C3372/C2273
TOE 4 : DocuCentre-VII C7773/C6673/C5573/C4473
AF¥vF— TR EEEHEMBRREREHTTI +
TP At RE

Fuji Xerox DocuCentre-VII C3373/C2273 A%vF
—. TP AR ERERHET I +T - LEEH
=, A%y —, I7D AR

Fuji Xerox DocuCentre-VII C3373/C3372/C2273 &
— 5 EEEHERBRERHTT N+ AT —.T7

DARkEE
. e Controller ROM  Ver.1.1.14
TOE D)\—23V:
Fax ROM Ver. 2.2.1
BARE: EXPOVIABRA STt
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Fuji Xerox ApeosPort-VII C7773/C6673/C5573/C4473/C3373/C2273. DocuCentre-VII
C7773/C6673/C5573/C4473/C3373/C2273 A¥vT—., JPHABEEIZERBEH TT VL. AFvY
BERE. D7D AMSRE TR KT B AR EMITOE R THD. HFER L Appendix.1 XTRIETE 18
&R A DB ARLEFOED MFD AEDE FI— FTHRISNS,

F7z. Fuji Xerox ApeosPort-VII C7773/C6673/C5573/C4473/C3373/C3372/C2273.
DocuCentre-VII C7773/C6673/C5573/C4473 Ay —, T—H L EEHEBEEIZERETTI
Eld. AFvURRE. T L EEHERBETIRERBIIBIMIAITOEATHD. HiELL
Appendix.1 RRIEFE ERR A DB/MERITOHED MFD RKDE HI1— FTHEAIIND,

Fuji Xerox DocuCentre-VII C3373/C2273 A%vF—. 7D AERARERBEHETIVER . 77D AH%
HE. AF Vv —HREFIZEL L TR BEO B AL RITOE R THN. #EFER L Appendix.1 xt R
& HEEE B OBARLETOED MFD AKADE FI1— FTHEAIESNS,

Fuji Xerox DocuCentre-VII C3373/C3372/C2273 T—A L EEFHEMETEIEHETILEL. T—
A EEEFHEBEETIZELERIIBEIMERITOERTHD. BIERE Appendix.1 HRIEE 18
& B DiEsMEE(FOED MFD RADE HI— RTHERISNS,

A TOE (. HEL#EEEENELEUTONTNDOE R THS,

o THLEEFHEMBEZTEINLUL Fuji Xerox ApeosPort-VII
C7773/C6673/C5573/C4473/C3373/C2273., DocuCentre-VII
C7773/C6673/C5573/C4473/C3373/C2273 AFvF—. TP AMHEAZERBHET )

o TPHAMEREERZN1E LIE Fuji Xerox ApeosPort-VII
C7773/C6673/C5573/C4473/C3373/C3372/C2273., DocuCentre-VII
C7773/C6673/C5573/C4473 AFv+—., T—ALEEFHEMEIZERLRHET I

o JPDABREE. A¥vF—#EE. T AL EEHERBEZH L UL Fuji Xerox DocuCentre-
VII C3373/C2273 A% v+ —. JPD AMREIREREHTT I

o JPIAMERE. AF v —t¥BERE 3h1E LTz Fuji Xerox DocuCentre-VII
C3373/C3372/C2273 TR L EEHEBEAZEREHETIL

1.3. TOE #tZ (TOE Overview)
1.3.1. TOE M#& 5l (TOE Type)

A TOE F. HHEO—HILIVT7RYFI—D (LAN) AR SN, OE—#RE . AXvUisge. TV M
HE. J7DAMEHE, XEDRFETMNE LR, #HR— M3 MFD ThHs.

1.3.2. TOE OfERZEEFECLF1)T488E (Usage and Major Security Features of TOE)

MFD (. FIAEZEDZKOIXEZIE—. AFvViEE. TUV M A IPDATOEZIEL. AF v 1A

—IPTPIAZETHEHRBRYIACREL. HERYIANOEDHE THEEEF T d, CNHDX
ENHSh. RAVEFLLT 76, MFD (. FIREZHRIFREL T H48EE. 1ERICE I(XET—4
PHEBEICK TR PO AFHIE ., MFD NDA L —JICRTE - BRESNI R ERBROLET-IDOES
b LAN LOBIET-HORE. EEEFICRELLEF1UTIEREMEE. MFD O F1)T/HEEED
FAZEZRIVITEEF1)T1EEEHEE. TSF ETI—RE TSF TN 2 M REE. TSF 32473
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—FPy7TL— FREDOREITI- FORIEMEREE. 77D AMRE LAN O BE#RE . A FL—UICETES
NLERT 3D LESHEMREEET D,
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1.3.3. TOE MERIRLE
MFD DERIREBEELUTITRT,

Y E ST
\\\ 'j_}j //'
\\-T—’/
—RFIAEIFAT b !
ot
FUA— E54 ) | 747
_Il'l. | i :
REIRE | Web 75 | A !
(Toe N
A HIATY R AN
Y SIN ) e i e
fe 1 -Web 7594 \\ ) ) j
4
[ Mal -
R
[ OBREE % %
\ o EgE _
SO —WFIRE  YATL
TEE

1 TOE R ETRERIRIE

MFD (&, 774 704—IUCEHT, HAERRY RD—Dh o R Bt SN =B RO—HILIV7 2y =D (LAN)
NERSNEIBETHEAINS,

MFD [$77D A% £ 2ET 276, N REEERMBIIERTIENAEETHD,
itﬁ%ﬁ@@l‘ﬁ#&’&ii%;ﬁi&%fm T—REEMEEERATIN. ThoDBEENA T3y
DETINTIE, T LEEEHESTYIMEAL, LEESHEMETEDLTILEN DD,
FAREG. BRRGIV7I—A%E LT MFD ZRET N, FIABECEDRIFERZHIFR T 378
(C. SRR e B R E LB IINERB LI, A TOE %8/ T 2 & A D55 ApeosPort ')—
A, BBEEARELT, RKBELES EBEREEE Y R— M BH8. A TOE 3RE ClAAREREIDH &
A9%,
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)

- X TOE @ USB UV MREAT VAV (E#IEAER E CIHEXN IICL TV EHImDERKICE FENTLY
130\, E-T[Store to USB1&[Media Print] DA VIR /EISRIVIZER N L,

-BEMNYDAICIE SA, — A AENMERTIBEARBRYIAE. B EBEENMERTIHER
BRYDANRHEIN., K TOE TRIAMAVATHERBAVIADFIRAZEILLTNS, LIBE, KSTH
THEASNSTHERYIAIEV O HERBEAREBRYIAZET,

1.3.4. TOE LISADN—RII7HEREY I FIT7#ERL (Required Non-TOE Hardware and
Software)

1 (RT FIRTREOH T TOE (& MFD THN., FEED TOE LSNADN—RIIFHLIVYT I 7H
#FETS,

(1) —RERAEZEDIM1T7VH
N=FDI7IRAD PC THD,
TVRH547 beLTHIATRHEE. MFD L LTXXETF 30TV FEKREITIEH. PC(C
ETUVA—RIAN-FA VA= TRDENHD,
MFD 0 Web H—)\#REEFI T 3158 (&, PCICI VA R=ILENTIVS Web 595 EERAT
%o

(2) YATLEBEDSATPUb
N=FDI7I3RAD PC THD,
TOE [Cxt LT TOE BRET—HDSEPEBEEITILHIC. Web TIVHNBEEL D,

(3) Mail =%
AF P UXEEA-INTEIETBICE, Mail =)\ EERS, )\—FD17/0S (LA PC F:
(FU—)INTHY. TLS TRESNE SMTP FORLEYR— TS Mail U—ERABA VA R=ILT S
WHENHD,

(4) BEEY-N
MFD TREUVZEEANV MIRETIEH. EEY -\ EERGS, )\—FD17/0S [ AFHD
PC £EH—NTHD. MFD FEEHT—NOERICIEUT, HTTPS JOM L ZRANT, EEY—
NCEFa)T(EENTDEEETT.

K TOE OFHETlE. LEON—FII7HELUYIII7ELT. UTEERT S,

(M. QO—HEFBEDFM7V NV ATLEBEDZM47 > +0 0S (& Windows 10 &, Web 757
&L T Microsoft Edge Z{# 7 3,

(3)M Mail #—J5(& Postfix version 2.10.1 &{EH T3,

(4)DEEEY—)\D 0S [E Windows 10, AV ERNH LOETTIREFEELT PowerShell Version 5.1 Zf#
B9%, 3. VATLEBENHAHVAICR-STER T SO ENH LA PowerShell 2D 7 &
HRETIVNENDHD,

MIZBWT EARTEZTIVA—RIAN—FE LT EAVI A DR M TE R UHIBERDOLLT K51 /8—
ERAT%,

HARMSLMEIT: "ART EX F54/)3— (Microsofte WHQL EBEEER 1S K51 /3—)”
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@yMEmIT: “64bit Windows Print Driver (PCL)”
Fe. 77— LUI7EBRH T BRI, I Uiz FO—DIRIBICHE VT, Windows 10 TENMET B1RSF
BAY-ITHd3ELTEOVI AR E T7— L1777 - N=J30 7y TI—- IV &ERT3,

1.4. TOE &2k (TOE Description)
AET(E, TOE OFAEKE]. TOE OFREHIFEE ., SLUHEHERECOVTERRT S,
1.4.1. TOE BS:EDFIAHEEE| (User Assumptions)
A ST T.TOEICHULTEETSFAEREIZ Table 1 (CRERT B,
Table 1 F|FA#H &E|

2% FRET—HIER E&
U.NORMAL —fERIAE BAIEH ., FREISNEFIAET. BBER
B EFELBWMAE
U.ADMIN EEE BAIEH, RSN AE CEEERE
ORI AE

(TOE MZEZE T, Key Operator & SA &LV
REINHD. A ST £TIE UADMIN £LT
.»’ﬁ‘\ﬂ\éﬂéo )
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1.4.2. TOE OiwIERIEEH (Logical Scope and Boundary)
TOE OFREBHIBIZRIE. 1.3.1 BLU 1.3.4 [CEERSNED . TOE #EEFERIICBIET 5 TATOL

Fa1THREES T,

. 2 lc_ TOE 0) IEE’]*ﬁE‘ZEnEL?%
mEREEE L TORSNITHBED DS THRELDHEEF AR, TRADDEEEF X1 T4

REERT,

DRER
[E1#R48

v

Mail =)\
BEEY-—N

A4

TOE

A

—iFIRE
YATLEEE

—BFAE
D347Vt
TIVB—-FAN
*Web J5%

v

SRR EEE
ngk%“m.n 7Uy|~
POL AT pE2)
T—HEE1E aE—
PSTNZ7DA-RwE T7DA
N=DEO5 &
XENDREFE
BiEELER EOHL
TRHEE =SEEEE
e LEIUTBE

HDD/NVRAM1/NVRAM2/SEEPROM

FEE @ XE
HXE | T
714

ER
nly)
F—4

TOE

B

ax &
F—4

1.4.2.1.
(1) FIUVb:
BELN

(2) A%y

TOE W'iR Mt I dE AR AE

X 2 TOE MERIERIRERL

(Basic Functions)

VATLERE
DIATPUR
-Web 75704

Windows 10 H'&}
ET34R<FA PC
D347k

= 7= L7171\ —
VEVISIA

—BFAEIIATY M oENLEFXEEZ(TID, T B IRV DDIERIC

EHT D,

7K TOE TlE, AFv s

RIBOLEBEFXEEN-FIE-BAAEERT S,
BAENRIDLOIETRICHE L, 2FvF—EON—-FIE-XEZHHAH .

EENH UHBEICEDIRBRYD AR SHREDNEET B,

EFHHA

EICENERINZEFXECH L. Mail =) INXBHEE. XEDRTF
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(3) dE—: #BERIDDDIETRICHEL, AFvF—LON-FIE-XEEZEETD,

(4) PSTN I7DAEE: 1BERIDDDIETRICHE. AFvF— LDRTEZERHAAH  F4E PSTN 7
7HATORILZRAT PSTN #2EHT PSTN 77D ADFEFENIEET B,

(5) PSTN 77DA%Z{E: PSTN BHTERMBF N oENTZIFDIIINET-IEZIEL. XED
REFCEDE UBBEICED. FEDHRBIRVIANEMNT S,

(6) XEOVRFEINHL: EFXELZHERRVIACREL. BIENRIDNODIETR., FE—AF
REDIATV M oDIERICEIE, BRAVIARFENLEEFXEETI)V M. —i&FIA
BDFATYMEDET,

A TOE Tld. BB AV AR FESNDIBEFXER . AFv BB TAF VSN EBEFXE.
PSTN 77D AZEMEBEICLO>TRIELE TPV VI ET-IDVTNATHD,

1.4.2.2. TOE hMR# T2+ T1#HE (Security Functions)
1.421 OEREEEZIETERD. TOE (Z. LTOEFX1) T HRERIZHE T2,

(1) #ANEER

FABEOHAN R RUHERT5(E. MFD O#EEN ., EBE(CLH>THERMF S SNEFIRED
HICTHEATBETHDERIRAET B, FIABDHANEREE., 7O AH EHEEEE R E DR
BELTHEFIASN ., tF1VTBEEEZRE MFD OFERAEFEOF BEICEEFM 12 ETOX
EBICE135, BAIEEREEE . MFD [CLHTETENS,
FRREER TR, EH U CEREE R R LIZIG & . BRI TR T T h<T 5,
ZF TOE ##E RT3 FNDH>5 ApeosPort V—X (&, FBEEAREL T, RRBELEN SRR &Y
— ;I3 M. A TOE B E CIEARARREEDH EERTS,

(2) 70t At
OGN XEPXENEICEETBER. CF1UTBEET AN, @R T7OERER
EFORRAEDOHICP D AR RETH B L EIRELT B,

(3) FHEIESE
TREEIEE. T-AEEN LAN LTOBRBEFPAITAN —INbTPHEATERNCEEREE
EE-R

- R)Y—ICED, TR EEh R - R AT BE G R EBER AN —ITINMALOXERY
MEZEOYAT LERERELLD., COL5T N AW MFD hMoBRESNBIGEICCOLIE
F—AR{RETBEHICERASNS,

- TR S EOELNER . ERMICEERINERS 7 TUXLOFERICENRIEEINDS,

(4) HIEBEE
RERYII—DEICHFETIXET A, YaTEHR. TF1UT1BEEDTT-4HLU TOE 3R E
T—REVIZBIET -3 ERET D,
—ARBTSRE B 1L @BIE O ML (TLS/HTTPS, TLS)ICH T 3,
(5) tFai)T(EHE
VATLEBEELTCEMNBLURSNZRRAEOH N BIENRIVFZEVATLEEED S
7V o, TOE DX 1T/ REICRIT AR EDS BB LUE R ZAREICT B,
(6) EX1IVTAEE
WD, SR, EDLIBIEE AT ONELVVDBRPEERAAY MBIZ EEEOERER, 1—
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—BELBER. tF1T(EENT T RELTEEY - \NEGESNREIND, tF1UT(EE
AY T —A85&ERFE HTTPS 7O VICL-THERLEN D,

(7) BIEELER
MFD ADT77—LII7D7Yy7T—ME. 797 7—bOERARICY I MIIPOEIEMEREI T 5
WICHREESN S, 2 MFD (&, ZDERNRH AT REBHMEF(CLIPERISNB VL ZRAIT B
h. BETAMNEETTS,

(8) PSTN J7HA-2w I—DEID5 B
MFD (&, PSTN 77D A-%y kD —DREI D5 BE(CBE L. PSTN 779 AT L' PSTN & LAN D7 —
By IEERTBEDIEZBVCEERIET S,

(9) T-RHE
JAE—. TV MBLUAR vy EDREEEDEIMER . REBA M —JICEBEESNERRABZHOXE
TR LEEEFHEEETI.

1.4.3. TOE O¥IEMIEEF (Physical Scope and Boundary)

TOE DMEMBIER(E. MFD R E2ETHD, JT1ZIvFEDOTF 1T/ EBEROZ T Va0 P7
RA VI, TOE [C&EFH L, Table 2 h'5 Table 4 [C TOE 4RI 2BV R—R Y M EEER T B,
TPIAFY L. TP ARBEEAR R BEE VTG WETILCE VT, 77D AEEE R A aIREET
BATavh—RTH?, 77D ABEERI AT B, T7OAEBEN AT Va3V DETIVTIEI7D AFY
PeBALEBETILENDHS,

FAEN. MFD [CBEAMBAN—IFTIMAR=RTINIZYDIAE) T I AE) &K T 5103
J1—AlFEREEN D,

TOE BARERT2MIBIILIVR—2V MDA ENEL Appendix 1. ¥R iEfE B EES
BanltE,

— 20 &I FICEHOBE AN LTVBEDHHDH ., CNHDOE SIE. MFD ARIKHH R,
NAMNR—IVIZT7DFHBEFECLST. BRBNRET D,

Table 2 TOE #4& R 3 2RIV IR—2R Y F(MFD Z&{%K)

mmd—-F | N=Y3y B [ Waps A XIHT5Ems
NC100558 | Controller ROM | NMFURKDT7 | D—YUIEEiE | DocuCentre-VII C2273 P
Ver.1.1.14 —LI17 A4 DocuCentre-VII C3373 P

hTIZEN—RH17

NC100559 | Controller ROM | NMFURKDT7 | D—)IEEE | DocuCentre-VII C2273 PFS
Ver.1.1.14, Fax — LIV & HA DocuCentre-VII C3373 PFS
ROM Ver.2.21 | hEEN—FDI7 ApeosPort-VII C2273 PFS
ApeosPort -VII C3373 PFS

NC100560 | Controller ROM | NMFURKDT7 | D—)IEEE | DocuCentre-VII C4473 PFS
Ver1.1.14,Fax | —L17&8d3A DocuCentre-VII C5573 PFS
ROM Ver.2.2.1 NIEN—FD17 ApeosPort-VII C4473 PFS
ApeosPort -VII C5573 PFS

NC100561 | Controller ROM | NAFURKXDT7 | D—YUIEE | DocuCentre-VII C6673 PFS
Ver1.1.14,Fax | —LOI7%&#HA DocuCentre-VII C7773 PFS
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ROM Ver.2.2.1 NIEN—FD17 ApeosPort-VII C6673 PFS
ApeosPort -VII C7773 PFS
NC100562 | Controller ROM | NMFURRKDT7 | D—UIELE | ApeosPort-VII C3373 PFS-2TS
Ver1.1.14,Fax | —LDI7&#HA
ROM Ver.2.21 | KIEN—FJ17
NC100563 | Controller ROM | N IR DT7 | D—UIESE | ApeosPort -VII C5573 PFS-2TS
Ver1.1.14,Fax | —LDI7 &5 A4
ROM Ver.2.2.1 NIEN—FD17
TC101307 | Controller ROM | NAF)HKXDT7 | D—YUIEEiE | DocuCentre-VII C2273 CP w/ 4TM
Ver.1.1.14 — L1750
NIEN—=RD17
TC101308 | Controller ROM | NAF)FKXDT7 | D—YIEEiE | DocuCentre-VII C3372 CPw/ 4TM
Ver.1.1.14 — L1754
NIEN—FRD17
TC101309 | Controller ROM | NAF)FKXDT7 | D—YIEEiE | DocuCentre-VII C3373 CPw/ 4TM
Ver.1.1.14 — L1754
NIZN—FD17
TC101310 | Controller ROM | NMFURK DTy | D—YUIEE&E | ApeosPort-VII C2273 CPS w/ 4TM
Ver.1.1.14 — L0177 HA
NIZN—FD17
TC101311 | Controller ROM | N FUKKDT7 | D—YUIEE&E | ApeosPort-VII C3372 CPS w/ 4TM
Ver.1.1.14 — L1752
NIEN—FRD17
TC101312 | Controller ROM | N1 FURsHKDT7 | D—YUIESE | ApeosPort-VII C3373 CPS w/ 4TM
Ver.1.1.14 — L1750
NIEN—RD17
TC101313 | Controller ROM | NMF)HsKXDT7 | D—YUIEEiE | DocuCentre-VII C4473 CPS w/
Ver.1.1.14 — L1754 4T™M
NIEN—FRD17
TC101314 | Controller ROM | N1+ DT7 | D—YUIEEiE | DocuCentre-VII C5573 CPS w/
Ver.1.1.14 — L1754 4T™M
NIZN—FD17
TC101315 | Controller ROM | N FUReKDT7 | D—YUIEE&E | ApeosPort-VII C4473 CPS w/ 4TM
Ver.1.1.14 — L1752
NIZN—FRD17
TC101316 | Controller ROM | NMFUKsKDT7 | D—YUIEE&E | ApeosPort-VII C5573 CPS w/ 4TM
Ver.1.1.14 — L7017 A
NIEN—FRD17
TC101317 | Controller ROM | NAF)FKXDT7 | D—YIEEiE | DocuCentre-VII C2273 CPw/TTM
Ver.1.1.14 — L1750
NIEN—RD17
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TC101318 | Controller ROM | N+ DT7 | D—YIELE | DocuCentre-VII C3372 CPw/ TTM
Ver.1.1.14 — L7017 A
WEEN—FDI7
TC101319 | Controller ROM | NAF)HKXDT7 | D—YUIEEiE | DocuCentre-VII C3373 CPw/TTM
Ver1.1.14 — L1752
NIEN—RD17
TC101320 | Controller ROM | N1 FURsHKDT7 | HD—YIESE | ApeosPort-VII C2273 CPSw/ TTM
Ver.1.1.14 —LO17 & HA
NIEN—RD17
TC101321 | Controller ROM | NI FURsHKDT7 | HD—YUIEE | ApeosPort-VII C3372 CPSw/ TTM
Ver.1.1.14 — L0177 MR
WIEN—FDI7
TC101322 | Controller ROM | N FURKDT7 | D—YUIEEE | ApeosPort-VII C3373 CPSw/ TTM
Ver.1.1.14 —LOI7 & HA
NEEN—FDI7
TC101323 | Controller ROM | N+ DT7 | D—YUIEEiE | DocuCentre-VII C4473 CPS w/
Ver.1.1.14 — L1750 TT™
NIEN—RD17
TC101324 | Controller ROM | N+ DT7 | D—YUIEEiE | DocuCentre-VII C5573 CPS w/
Ver.1.1.14 — L7017 A2 TT™
NIEN—RD17
TC101325 | Controller ROM | N1 FURsHKDT7 | HD—YUIESE | ApeosPort-VII C4473 CPSw/ TTM
Ver.1.1.14 —LO17 & HA
NIEN—RD17
TC101326 | Controller ROM | N1 FURsHKDT7 | H—YUIEE | ApeosPort-VII C5573 CPSw/ TTM
Ver.1.1.14 —LO17 & HA
WIEN—FDI7
TC101327 | Controller ROM | N+ DT7 | D—YUIEEiE | DocuCentre-VII C6673 CPS w/
Ver.1.1.14 — L0177 HA TT™
WEEN—FDI7
TC101328 | Controller ROM | N+ DT7 | D—YUIEEiE | DocuCentre-VII C7773 CPS w/
Ver.1.1.14 — L1752 T™
NIEN—RD17
TC101329 | Controller ROM | N1 FURsHKDT7 | HD—YIEE | ApeosPort-VII C6673 CPS w/ TTM
Ver.1.1.14 — L1750
NIEN—FRD17
TC101330 | Controller ROM | N1 FURsHKDT7 | HD—YUIESE | ApeosPort-VII C7773 CPSw/ TTM
Ver.1.1.14 —LO17 & HA
NIEN—=RD17
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Table 3 TOE 48R T 2 YIBRITVR—2 Y FI7DAFYE)

g d— K A EV i Bef Ak [SELES
QC100184 Fax ROM Ver.2.21 | NMFURKDT7 | H—YUIEE T7IAFY 3
—LDI7Z A
NIZN—FI17
EC103747 Fax ROM Ver.2.21 | NMFURKDT7 | H—YUIEE Fax Kit 3
—LDI7Z A
NIZN—FD17
Table 4 TOE &R T WM AVR—K Y FHIFVA)
REES iz = Bof Ak A5V A%
ME8355J1-2 DVD D HTML 774)L | H—YUIEdiE ApeosPort-VII
(MFD R{KICEI#R) | C7773/C6673/C5573/C44L73/
C3373/C2273,
DocuCentre-VII
C7773/C6673/C5573/C4473/
C3373/C2273 1—HY—XHAF
ME8390J1- DVD A® PDF J774)L | h—)IEd&E ApeosPort-VII
1_20191209 (MFD R{KICEI4R) | C7773/C6673/C5573/C44L73/
C3373/C2273,
DocuCentre-VII
C7773/C6673/C5573/C4473/
C3373/C2273 Ha1 )71 EE1E
BHAFR
ME8351E2-2 DVD N ® PDF 771 )L D—)IfcE ApeosPort-VII
(MFD R{KICEI4R) | C7773/C6673/C5573/C44L73/
C3373/C3372/C2273,
DocuCentre-VII
C7773/C6673/C5573/C4473/
C3373/C3372/C2273
User Guide
ME8390E2- DVD N ® PDF 7714 )L D—)IBexE ApeosPort-VII
1_20191209 (MFD R{KICRI4E) | C7773/C6673/C5573/Cau73/
C3373/C3372/C2273,
DocuCentre-VII
C7773/C6673/C5573/C4473/
C3373/C3372/C2273 Security
Function Supplementary Guide
-12- Copyright® 2019 by Fuji Xerox Co., Ltd
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W& E3E (Conformance Claim)

2.1. CC#EEE3E (CC Conformance Claim)
AKSTHLU TOE D CCHEE FEIRE. LTDEBNTHB,
STETOE N EEZEFETS CCDIN—Y3y:

Common Criteria for Information Technology Security Evaluation

Part 1: Introduction and general model (April 2017 Version 3.1 Revision 5)
Part 2: Security functional components (April 2017 Version 3.1 Revision 5)
Part 3: Security assurance components (April 2017 Version 3.1 Revision 5)

CC Part2 extended
CC Part3 conformant

2.2. PP E5E./)\Wr—IEIR (PP claim, Package Claim)
2.2.1. PP X35k (PP Claim)
A ST (&, Fi2 HCD-PP ADTELBEEEERT D,
J4 ML Protection Profile for Hardcopy Devices

IN—33Y: 1.0 dated September 10, 2015
Errata: Protection Profile for Hardcopy Devices — v1.0 Errata #1, June 2017

2.2.2. )\ —YE5R (Package Claim)
A STHLU TOE (&, )Wr—I@EEEERLEL,

2.2.3. #BEHIEH (Conformance Rational)
A STHLUFTOE (F. PP AERTIEHEFHR LTS,

PPHERTILTDEMEEZEL. PP DEXRENExact Conformance | TH% ., DTz, TOE 1&
A& PPE—B LTS,

e Required Uses

Printing, Scanning, Copying, Network communications, Administration
e Conditionally Mandatory Uses

PSTN faxing, Storage and retrieval, Field-Replaceable Nonvolatile Storage.
e Optional Uses

Image Overwrite
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PXa)T41ERETESE (Security Problem Definition)
AETIE. BB, B0t 1) T4 A8, AHREE(COVVTERERT D,
3.1. &HBl (Threats)
3.1.1. TOE B (Assets Protected by TOE)
AR TOE MRETIEERLITDESNTHD,

Table 5 Assets for User Data

Designation User Data type Definition

D.USER.DOC User Document Data Information contained in a User’s
Document, in electronic or hardcopy form

D.USER.JOB User Job Data Information related to a User’s Document
or Document Processing Job

Table 6 Assets for TSF Data

Designation TSF Data type Definition
D.TSF.PROT Protected TSF Data TSF Data for which alteration by a User
who is neither the data owner nor in an

Administrator role might affect the
security of the TOE, but for which
disclosure is acceptable

D.TSF.CONF Confidential TSF Data TSF Data for which either disclosure or
alteration by a User who is neither the

data owner nor in an Administrator role
might affect the security of the TOE

3.1.2. E&RB (Threats)
A TOE [t T BHERZ. Table 7 [CEBiR T3,

Table 7 Threats
Designation Definition
T.UNAUTHORIZED_ACCES | An attacker may access (read, modify, or delete) User
S Document Data or change (modify or delete) User Job Data in
the TOE through one of the TOE’s interfaces.
T.TSF_COMPROMISE An attacker may gain Unauthorized Access to TSF Data in the
TOE through one of the TOE’s interfaces.
T.TSF_FAILURE A malfunction of the TSF may cause loss of security if the TOE
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is permitted to operate.

T.UNAUTHORIZED_UPDA
TE

An attacker may cause the installation of unauthorized
software on the TOE.

T.NET_COMPROMISE

An attacker may access data in transit or otherwise
compromise the security of the TOE by monitoring or
manipulating network communication.

3. 2.

HBotF+1)T1548t (Organizational Security Policies)
R TOE W ESF LB INIEB oL EEDEF1YT1 5 8% Table 8 (SRR T B,
Table 8 Organizational Security Policies
Designation Definition
P.AUTHORIZATION Users must be authorized before performing Document
Processing and administrative functions.
P.AUDIT Security-relevant activities must be audited and the log of such

actions must be protected and transmitted to an External IT
Entity.

P.COMMS_PROTECTION

The TOE must be able to identify itself to other devices on the
LAN.

P.STORAGE_ENCRYPTION
(conditionally mandatory)

If the TOE stores User Document Data or Confidential TSF
Data on Field-Replaceable Nonvolatile Storage Devices, it will
encrypt such data on those devices.

P.KEY_MATERIAL
(conditionally

Cleartext keys, submasks, random numbers, or any other values
that contribute to the creation of encryption keys for Field-

mandatory) Replaceable Nonvolatile Storage of User Document Data or
Confidential TSF Data must be protected from unauthorized
access and must not be stored on that storage device.

P.FAX_FLOW If the TOE provides a PSTN fax function, it will ensure

(conditionally mandatory)

separation between the PSTN fax line and the LAN.

P.IMAGE_OVERWRITE
(optional)

Upon completion or cancellation of a Document Processing
job, the TOE shall overwrite residual image data from its Field-
Replaceable Nonvolatile Storage Devices.

3. 3.

AR (Assumptions)

A TOE OENME. :ER. BLUFIAICRET SR1IREH%Z. Table 9 (CEBiRT 3,
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Table 9 Assumptions

Designation Definition
A.PHYSICAL Physical security, commensurate with the value of the TOE and
the data it stores or processes, is assumed to be provided by
the environment.
A.NETWORK The Operational Environment is assumed to protect the TOE

from direct, public access to its LAN interface.

A.TRUSTED_ADMIN

TOE Administrators are trusted to administer the TOE
according to site security policies.

A.TRAINED_USERS

Authorized Users are trained to use the TOE according to site

security policies.
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PX1)T1x KA E (Security Objectives)

AETIT, BRBREOEF1TIREAEHIOVNTERT S,
EAREOTF1)T4x KA % Table 10 (CEERT S,

Table 10 EARBEOCF1UT4 xR A

Designation Definition
OE.PHYSICAL_PROTECTIO | The Operational Environment shall provide physical security,
N commensurate with the value of the TOE and the data it stores

or processes.

OE.NETWORK_PROTECTIO | The Operational Environment shall provide network security to

N protect the TOE from direct, public access to its LAN interface.
OE.ADMIN_TRUST The TOE Owner shall establish trust that Administrators will not
use their privileges for malicious purposes.
OE.USER_TRAINING The TOE Owner shall ensure that Users are aware of site
security policies and have the competence to follow them.
OE.ADMIN_TRAINING The TOE Owner shall ensure that Administrators are aware of

site security policies and have the competence to use
manufacturer’s guidance to correctly configure the TOE and

protect passwords and keys accordingly.
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YRERIVIR—2 Y FEZE (Extended Components Definition)
CHOEMHRERIVIR—2Y M, HCD-PP TEZRSNLZLDTHD,
5. 1. HiREEEEHER
5.1.1. Class FAU: Security Audit
FAU_STG_EXT Extended: External Audit Trail Storage
Family Behavior:

This family defines requirements for the TSF to ensure that secure transmission of audit data
from TOE to an External IT Entity.

Component leveling:

FAU STG EXT.1 Extended: External Audit Trail Storage interfaces 1

FAU_STG_EXT.1 External Audit Trail Storage requires the TSF to use a trusted channel
implementing a secure protocol.

Management:
The following actions could be considered for the management functions in FMT:
e  The TSF shall have the ability to configure the cryptographic functionality.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e There are no auditable events foreseen.

FAU_STG_EXT.1 Protected Audit Trail Storage
Hierarchical to: No other components.
Dependencies: FAU_GEN.1 Audit data generation,
FTP_ITC.1 Inter-TSF trusted channel

FAU_STG_EXT.1.1 The TSF shall be able to transmit the generated audit data to an External
IT Entity using a trusted channel according to FTP_ITC.1.

Rationale:

The TSF is required that the transmission of generated audit data to an External IT Entity
which relies on a non-TOE audit server for storage and review of audit records. The storage of
these audit records and the ability to allow the administrator to review these audit records is
provided by the Operational Environment in that case. The Common Criteria does not provide a
suitable SFR for the transmission of audit data to an External IT Entity.
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This extended component protects the audit records, and it is therefore placed in the FAU
class with a single component.

5.1.2. ClassFCS: Cryptographic Support
FCS_CKM_EXT Extended: Cryptographic Key Management
Family Behavior:
This family addresses the management aspects of cryptographic keys. Especially, this extended

component is intended for cryptographic key destruction.

Component leveling:

FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction 4

FCS_CKM_EXT.4 Cryptographic Key Material Destruction ensures not only keys but also key
materials that are no longer needed are destroyed by using an approved method.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e There are no auditable events foreseen.

FCS_CKM_EXT.4 Cryptographic Key Material Destruction

Hierarchical to: No other components.
Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys), or

FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction

FCS_CKM_EXT.4.1 The TSF shall destroy all plaintext secret and private cryptographic keys
and cryptographic critical security parameters when no longer needed.

Rationale:

Cryptographic Key Material Destruction is to ensure the keys and key materials that are no
longer needed are destroyed by using an approved method, and the Common Criteria does not
provide a suitable SFR for the Cryptographic Key Material Destruction.
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This extended component protects the cryptographic key and key materials against exposure,
and it is therefore placed in the FCS class with a single component.

FCS_HTTPS_EXT Extended: HTTPS selected

Family Behavior:

Components in this family define requirements for protecting remote management sessions
between the TOE and a Security Administrator. This family describes how HTTPS will be

implemented. This is a new family defined for the FCS Class.

Component leveling:

FCS_HTTPS_EXT.1 Extended: HTTPS selected 1
Destruction interfaces

FCS_HTTPS_EXT.1 HTTPS selected, requires that HTTPS be implemented according to RFC
2818 and supports TLS.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e  Failure of HTTPS session establishment

FCS_HTTPS_EXT.1 HTTPS selected
Hierarchical to: No other components.
Dependencies: No dependencies.

FCS_HTTPS_EXT.1.1 The TSF shall implement the HTTPS protocol that complies with RFC
2818.

FCS_HTTPS_EXT.1.2 The TSF shall implement HTTPS using TLS as specified in
FCS_HTTPS_EXT.1.

Rationale:
HTTPS is one of the secure communication protocols, and the Common Criteria does not

provide a suitable SFR for the communication protocols using cryptographic algorithms.

This extended component protects the communication data using cryptographic algorithms,
and it is therefore placed in the FCS class with a single component.
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FCS_KYC_EXT Extended: Cryptographic Operation (Key Chaining)
Family Behavior:
This family provides the specification to be used for using multiple layers of encryption keys to

ultimately secure the protected data encrypted on the storage.

Component leveling:

FCS_KYC_EXT.1 Extended: Key Chaining 1

FCS_KYC_EXT.1 Key Chaining, requires the TSF to maintain a key chain and specifies the
characteristics of that chain.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e There are no auditable events foreseen.

FCS_KYC_EXT.1 Key Chaining
Hierarchical to: No other components.
Dependencies: [FCS_COP.1(e) Cryptographic operation (Key Wrapping),

FCS_SMC_EXT.1 Extended: Submask Combining, FCS_COP.1(i)
Cryptographic operation (Key Transport), FCS_KDF_EXT.1
Cryptographic Operation (Key Derivation), and/or

FCS_COP.1(f) Cryptographic operation (Key Encryption)].

FCS_KYC_EXT.1.1 The TSF shall maintain a key chain of: [selection: one, using a submask as
the BEVor DEK; intermediate keys originating from one or more submask(s) to the BEV or DEK
using the following method(s): [selection: key wrapping as specified in FCS_COP.1(e), key
combining as specified in FCS_SMC_EXT.1, key encryption as specified in FCS_COP.1(f), key
derivation as specified in FCS_KDF_EXT.1, key transport as specified in FCS_COP.1(i)]] while
maintaining an effective strength of [selection: 128 bits, 256 bits].

Rationale:

Key Chaining ensures that the TSF maintains the key chain, and also specifies the
characteristics of that chain. However, the Common Criteria does not provide a suitable SFR for
the management of multiple layers of encryption key to protect encrypted data.
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This extended component protects the TSF data using cryptographic algorithms, and it is
therefore placed in the FCS class with a single component.

FCS_RBG_EXT Extended: Cryptographic Operation (Random Bit Generation)
Family Behavior:
This family defines requirements for random bit generation to ensure that it is performed in

accordance with selected standards and seeded by an entropy source.

Component leveling:

FCS_RBG_EXT.1 Extended: Random Bit Generation 1

FCS_RBG_EXT.1 Random Bit Generation requires random bit generation to be performed in
accordance with selected standards and seeded by an entropy source.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e There are no auditable events foreseen.

FCS_RBG_EXT.1 Random Bit Generation
Hierarchical to: No other components.
Dependencies: No dependencies.

FCS_RBG_EXT.1.1 The TSF shall perform all deterministic random bit generation services in
accordance with [selection: ISO/IEC 18031:2011, NIST SP 800-90A] using [selection:
Hash_DRBG (any), HMAC_DRBG (any), CTR_DRBG (AES)].

FCS_RBG_EXT.1.2 The deterministic RBG shall be seeded by an entropy source that
accumulates entropy from [selection: [assignment: number of software-based sources]
software-based noise source(s), [assignment: number of hardware-based sources] hardware-
based noise source(s)] with a minimum of [selection: 128 bits, 256 bits] of entropy at least
equal to the greatest security strength, according to ISO/IEC 18031:2011 Table C.1 “Security
strength table for hash functions”, of the keys and hashes that it will generate.

Rationale:
Random bits/number will be used by the SFRs for key generation and destruction, and the
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Common Criteria does not provide a suitable SFR for the random bit generation.
This extended component ensures the strength of encryption keys, and it is therefore placed in
the FCS class with a single component.

FCS_TLS_EXT Extended: TLS selected
Family Behavior:
This family addresses the ability for a server and/or a client to use TLS to protect data between

a client and the server using the TLS protocol.

Component leveling:

FCS_TLS_EXT.1 Extended: TLS selected 1

FCS_TLS_EXT.1 TLS selected, requires the TLS protocol implemented as specified.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e  Failure of TLS session establishment

FCS_TLS EXT.1 Extended: TLS selected

Hierarchical to: No other components.
Dependencies: FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys)

FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)

FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)

FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)

FCS_COP.1(g) Cryptographic Operation (for keyed-hash message
authentication)

FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random
Bit Generation)

FCS_TLS_EXT.1.1 The TSF shall implement one or more of the following protocols [selection:

TLS 1.0 (RFC 2246), TLS 1.1 (RFC 4346), TLS 1.2 (RFC 5246)] supporting the following
ciphersuites:
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Mandatory Ciphersuites:
TLS_RSA_WITH_AES_128_CBC_SHA

Optional Ciphersuites:

[selection:

None

TLS_RSA_WITH_AES_256_CBC_SHA
TLS_DHE_RSA_WITH_AES_128_CBC_SHA
TLS_DHE_RSA_WITH_AES_256_CBC_SHA
TLS_RSA_WITH_AES_128_CBC_SHA256
TLS_RSA_WITH_AES_256_CBC_ SHA256
TLS_DHE_RSA_WITH_AES_128_CBC_SHA256
TLS_DHE_RSA_WITH_AES_256_CBC_SHA256
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384
1.

Rationale:

TLS is one of the secure communication protocols, and the Common Criteria does not provide a
suitable SFR for the communication protocols using cryptographic algorithms.

This extended component protects the communication data using cryptographic algorithms,
and it is therefore placed in the FCS class with a single component.

5.1.3. Class FDP: User Data Protection

FDP_DSK_EXT Extended: Protection of Data on Disk

Family Behavior:
This family is to mandate the encryption of all protected data written to the storage.

Component leveling:

FDP_DSK_EXT.1 Extended: Protection of Data on Disk 1
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FDP_DSK_EXT.1 Extended: Protection of Data on Disk, requires the TSF to encrypt all the
Confidential TSF and User Data stored on the Field-Replaceable Nonvolatile Storage Devices in
order to avoid storing these data in plaintext on the devices.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e There are no auditable events foreseen.

FDP_DSK_EXT.1 Protection of Data on Disk
Hierarchical to: No other components.
Dependencies: FCS_COP.1(d) Cryptographic operation (AES Data
Encryption/Decryption)

FDP_DSK_EXT.1.1 The TSF shall [selection: perform encryption in accordance with
FCS_COP.1(d), use a self-encrypting Field-Replaceable Nonvolatile Storage Device that is
separately CC certified to conform to the FDE EE cPP] such that any Field- Replaceable
Nonvolatile Storage Device contains no plaintext User Document Data and no plaintext
confidential TSF Data.

FDP_DSK_EXT.1.2 The TSF shall encrypt all protected data without user intervention.

Rationale:

Extended: Protection of Data on Disk is to specify that encryption of any confidential data
without user intervention, and the Common Criteria does not provide a suitable SFR for the
Protection of Data on Disk.

This extended component protects the Data on Disk, and it is therefore placed in the FDP class
with a single component.

FDP_FXS_EXT Extended: Fax Separation
Family Behavior:
This family addresses the requirements for separation between Fax PSTN line and the LAN to

which TOE is connected.

Component leveling:

FDP_FXS_EXT.1 Extended: Fax Separation 1
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FDP_FXS_EXT.1 Fax Separation, requires the fax interface cannot be used to create a network
bridge between a PSTN and a LAN to which TOE is connected.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e There are no auditable events foreseen.

FDP_FXS_EXT.1 Fax separation
Hierarchical to: No other components.
Dependencies: No dependencies.

FDP_FXS_EXT.1.1 The TSF shall prohibit communication via the fax interface, except
transmitting or receiving User Data using fax protocols.

Rationale:

Fax Separation is to protect a LAN against attack from PSTN line, and the Common Criteria
does not provide a suitable SFR for the Protection of TSF or User Data.

This extended component protects the TSF Data or User Data, and it is therefore placed in the
FDP class with a single component.

5.1.4. ClassFIA: Identification and Authentication
FIA_PMG_EXT Extended: Password Management
Family Behavior:
This family defines requirements for the attributes of passwords used by administrative users to

ensure that strong passwords and passphrases can be chosen and maintained.

Component leveling:

FIA PMG EXT.1 Extended: Password Management 1

FIA_PMG _EXT.1 Password management requires the TSF to support passwords with varying
composition requirements, minimum lengths, maximum lifetime, and similarity constraints.

Management:
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The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e There are no auditable events foreseen.

FIA_PMG _EXT.1 Password management
Hierarchical to: No other components.
Dependencies: No dependencies.

FIA_PMG _EXT.1.1 The TSF shall provide the following password management capabilities for
User passwords:

Passwords shall be able to be composed of any combination of upper and lower case letters,
numbers, and the following special characters: [selection: “I”, “@”, “#”, “$”, “%”, “*”, “&”, “*”, “(“,
“)”, [assignment: other characters]];

Minimum password length shall be settable by an Administrator, and have the capability to
require passwords of 15 characters or greater.

Rationale:

Password Management is to ensure the strong authentication between the endpoints of
communication, and the Common Criteria does not provide a suitable SFR for the Password
Management.

This extended component protects the TOE by means of password management, and it is
therefore placed in the FIA class with a single component.

5.1.5. Class FPT: Protection of the TSF

FPT_KYP_EXT Extended: Protection of Key and Key Material
Family Behavior:
This family addresses the requirements for keys and key materials to be protected if and when

written to nonvolatile storage.

Component leveling:

FPT_KYP_EXT.1 Extended: Protection of key and key material 1

FPT_KYP_EXT.1 Extended: Protection of key and key material, requires the TSF to ensure that
no plaintext key or key materials are written to nonvolatile storage.
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Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e There are no auditable events foreseen.

FPT_KYP_EXT.1 Protection of Key and Key Material
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_KYP_EXT.1.1 The TSF shall not store plaintext keys that are part of the keychain specified
by FCS_KYC_EXT.1 in any Field-Replaceable Nonvolatile Storage Device, and not store any such
plaintext key on a device that uses the key for its encryption.

Rationale:

Protection of Key and Key Material is to ensure that no plaintext key or key material are written
to nonvolatile storage, and the Common Criteria does not provide a suitable SFR for the
protection of key and key material.

This extended component protects the TSF data, and it is therefore placed in the FPT class with
a single component.

FPT_SKP_EXT Extended: Protection of TSF Data
Family Behavior:
This family addresses the requirements for managing and protecting the TSF data, such as

cryptographic keys. This is a new family modelled as the FPT Class.

Component leveling:

FPT_SKP_EXT.1 Extended: Protection of TSF Data 1

FPT_SKP_EXT.1 Protection of TSF Data (for reading all symmetric keys), requires preventing
symmetric keys from being read by any user or subject. It is the only component of this family.

Management:
The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is
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included in the PP/ST:
e There are no auditable events foreseen.

FPT_SKP_EXT.1 Protection of TSF Data
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_SKP_EXT.1.1 The TSF shall prevent reading of all pre-shared keys, symmetric keys, and
private keys.

Rationale:

Protection of TSF Data is to ensure the pre-shared keys, symmetric keys and private keys are
protected securely, and the Common Criteria does not provide a suitable SFR for the protection
of such TSF data.

This extended component protects the TOE by means of strong authentication using Pre-
shared Key, and it is therefore placed in the FPT class with a single component.

FPT_TST_EXT Extended: TSF testing

Family Behavior:
This family addresses the requirements for self-testing the TSF for selected correct operation.

Component leveling:

FPT_TST_EXT.1 Extended: TSF testing 1

FPT_TST_EXT.1 TSF testing requires a suite of self-testing to be run during initial start-up in
order to demonstrate correct operation of the TSF.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e There are no auditable events foreseen.

FPT_TST_EXT.1 TSF testing
Hierarchical to: No other components.

Dependencies: No dependencies.

FPT_TST_EXT.1.1 The TSF shall run a suite of self-tests during initial start-up (and power on)
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to demonstrate the correct operation of the TSF.

Rationale:

TSF testing is to ensure the TSF can be operated correctly, and the Common Criteria does not
provide a suitable SFR for the TSF testing. In particular, there is no SFR defined for TSF testing.
This extended component protects the TOE, and it is therefore placed in the FPT class with a
single component.

FPT_TUD_EXT Extended: Trusted Update
Family Behavior:
This family defines requirements for the TSF to ensure that only administrators can update the

TOE firmware/software, and that such firmware/software is authentic.

Component leveling:

FPT_TUD_EXT.1 Extended: Trusted Update 1

FPT_TUD_EXT.1 Trusted Update, ensures authenticity and access control for updates.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e There are no auditable events foreseen.

FPT _TUD_EXT.1 Trusted Update
Hierarchical to: No other components.
Dependencies: [FCS_COP.1(b) Cryptographic Operation (for signature

generation/verification), or
FCS_COP.1(c) Cryptographic operation (Hash Algorithm)].

FPT_TUD_EXT.1.1 The TSF shall provide authorized administrators the ability to query the
current version of the TOE firmware/software.

FPT_TUD_EXT.1.2 The TSF shall provide authorized administrators the ability to initiate
updates to TOE firmware/software.

FPT_TUD_EXT.1.3 The TSF shall provide a means to verify firmware/software updates to the
TOE using a digital signature mechanism and [selection: published hash, no other functions]
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prior to installing those updates.

Rationale:

Firmware/software is a form of TSF Data, and the Common Criteria does not provide a suitable
SFR for the management of firmware/software. In particular, there is no SFR defined for
importing TSF Data.

This extended component protects the TOE, and it is therefore placed in the FPT class with a

single component.
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6.2.1. Class FAU: Security Audit

FAU_GEN.1 Audit data generation
(for 0O.AUDIT)
Hierarchical to: No other components.
Dependencies: FPT_STM.1  Reliable time stamps
FAU_GEN.1.1 The TSF shall be able to generate an audit record of the

following auditable events:
a) Start-up and shutdown of the audit functions;
b) All auditable events for the not specified level of audit; and
c) All auditable events specified in Table 11, [assignment: no
other auditable events].

FAU_GEN.1.2 The TSF shall record within each audit record at least the
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following information:

a) Date and time of the event, type of event, subject identity (if
applicable), and the outcome (success or failure) of the event;
and

b) For each audit event type, based on the auditable event
definitions of the functional components included in the
PP/ST, additional information specified in Table 11,
[assignment: no other relevant information].

Table 11 Auditable Events

Auditable Events Relevant SFR Additional
Information

Job completion FDP_ACF.1 Type of job

Unsuccessful User authentication FIA_UAU.1 None

Unsuccessful User identification FIA_UID.1 None

Use of management functions FMT_SMF.1 None

Modification to the group of Users that FMT_SMR.1 None

are part of arole

Changes to the time FPT_STMA None

Failure to establish session FTP_ITC, Reason for
FTP_TRP.1(a), failure
FTP_TRP.1(b)

FAU_GEN.2 User identity association

(for O.AUDIT)
Hierarchical to: No other components.
FAU_GEN.1  Audit data generation
FIA_UID.1 Timing of identification

Dependencies:

FAU_GEN.2.1 For audit events resulting from actions of identified users, the
TSF shall be able to associate each auditable event with the
identity of the user that caused the event.

FAU_STG_EXT.1 Extended: External Audit Trail Storage
(for O.AUDIT)

Hierarchical to: No other components.

FAU_GEN.1  Audit data generation,

FTP_ITC.1 Inter-TSF trusted channel.

Dependencies:
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FAU_STG_EXT.1.1

The TSF shall be able to transmit the generated audit data to an

External IT Entity using a trusted channel according to
FTP_ITC.1.

6.2.2. Class FCS: Cryptographic Support

FCS_CKM.1(a)

Hierarchical to:
Dependencies:

FCS_CKM.1.1(a)

FCS_CKM.1(b)

Hierarchical to:
Dependencies:

Cryptographic Key Generation (for asymmetric keys)
(for 0.COMMS_PROTECTION)

No other components.

[FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification), or

FCS_COP.1(i) Cryptographic operation (Key Transport)]

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall generate asymmetric cryptographic
keys used for key establishment in accordance with
[selection:

* NIST Special Publication 800-56A, “Recommendation for Pair-
Wise Key Establishment Schemes Using Discrete Logarithm
Cryptography” for finite field-based key establishment
schemes;

* NIST Special Publication 800-56A, “Recommendation for Pair-
Wise Key Establishment Schemes Using Discrete Logarithm
Cryptography” for elliptic curve-based key establishment
schemes and implementing “NIST curves” P-256, P-384 and
[selection: P-521 ] (as defined in FIPS PUB
186-4, “Digital Signature Standard”)

- NIST Special Publication 800-56B, “Recommendation for
Pair-Wise Key Establishment Schemes Using Integer
Factorization Cryptography” for RSA-based key establishment
schemes

] and specified cryptographic key sizes equivalent to, or
greater than, a symmetric key strength of 112 bits.

Cryptographic key generation (Symmetric Keys)
(for 0.COMMS_PROTECTION, O.STORAGE_ENCRYPTION)

No other components.
[FCS_COP.1(a) Cryptographic Operation (Symmetric
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FCS_CKM.1.1(b)

FCS_CKM.4

Hierarchical to:
Dependencies:

FCS_CKM.4.1

encryption/decryption), or

FCS_COP.1(d) Cryptographic Operation (AES Data
Encryption/Decryption), or

FCS_COP.1(e) Cryptographic Operation (Key Wrapping), or

FCS_COP.1(f) Cryptographic operation (Key Encryption), or

FCS_COP.1(g) Cryptographic Operation (for keyed-hash message
authentication), or

FCS_COP.1(h) Cryptographic Operation (for keyed-hash message
authentication)]

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random
Bit Generation)

Refinement: The TSF shall generate symmetric cryptographic
keys using a Random Bit Generator as specified in
FCS_RBG_EXT.1 and specified cryptographic key sizes
[selection: 128 bit, 256 bit] that meet the following: No
Standard.

Cryptographic key destruction
(for 0.COMMS_PROTECTION, O.STORAGE_ENCRYPTION,
0.PURGE_DATA)

No other components.

[FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys), or

FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]

Refinement: The TSF shall destroy cryptographic keys in
accordance with a specified cryptographic key destruction
method [selection:

For volatile memory, the destruction shall be executed by
[selection: powering off a device

1.

For nonvolatile storage, the destruction shall be executed by a
[selection: single ] overwrite of key data
storage location consisting of [selection: a pseudo random
pattern using the TSF’s RBG (as specified in FCS_RBG_EXT.1)

], followed by a [selection: nonej.
If read-verification of the overwritten data fails, the process
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FCS_CKM_EXT.4

Hierarchical to:
Dependencies:

FCS_CKM_EXT.4.1

FCS_COP.1(a)

Hierarchical to:
Dependencies:

FCS_COP.1.1(a)

FCS_COP.1(b1)

Hierarchical to:
Dependencies:

shall be repeated again;

] that meets the following: [selection: no
standard].

Cryptographic Key Material Destruction
(for 0.COMMS_PROTECTION, O.STORAGE_ENCRYPTION,
O.PURGE_DATA)

No other components.

[FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys), or

FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)],

FCS_CKM.4 Cryptographic key destruction

The TSF shall destroy all plaintext secret and private
cryptographic keys and cryptographic critical security
parameters when no longer needed.

Cryptographic Operation (Symmetric encryption/decryption)
(for 0.COMMS_PROTECTION)

No other components.
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform encryption and decryption
in accordance with a specified cryptographic algorithm AES
operating in [assignment: CBC, GCM] and cryptographic key
sizes 128-bits and 256-bits that meets the following:

FIPS PUB 197, “Advanced Encryption Standard (AES)”

[Selection: NIST SP 800-38A,

NIST SP 800-38D]

Cryptographic Operation (for signature generation/verification)
(for O.UPDATE VERIFICATION)

No other components.

FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
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FCS_COP.1.1(b1)

FCS_COP.1(b2)

Hierarchical to:
Dependencies:

FCS_COP.1.1(b2)

Destruction

Refinement: The TSF shall perform cryptographic signature
services in accordance with a [selection:

-Digital Signature Algorithm (DSA) with key sizes (modulus) of
[assignment: 2048 bits or greater],

RSA Digital Signature Algorithm (rDSA) with key sizes (modulus)
of [assignment: 2048 bits ]

-Elliptic Curve Digital Signature Algorithm (ECDSA) with key sizes
of [assignment: 256 bits or greater]]

that meets the following [selection:

Case: Digital Signature Algorithm FIPS PUB 186-4, “Digital
Signature Standard”

Case: RSA Digital Signature Algorithm FIPS PUB 186-4, “Digital
Signature Standard”

Case: Elliptic Curve Digital Signature Algorithm FIPS PUB 186-4,
“Digital Signature Standard”

The TSF shall implement “NIST curves” P-256, P384 and
[selection: P521, no other curves] (as defined in FIPS PUB 186-
4, “Digital Signature Standard”).

1.

Cryptographic Operation (for signature generation/verification)
(for 0.COMMS_PROTECTION)

No other components.

FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform cryptographic signature
services in accordance with a [selection:

-Digital Signature Algorithm (DSA) with key sizes (modulus) of
[assignment: 2048 bits or greater],

RSA Digital Signature Algorithm (rDSA) with key sizes (modulus)
of [assignment: 2048 bits, 3072 bits], or

-Elliptic Curve Digital Signature Algorithm (ECDSA) with key sizes
of [assignment: 256 bits, 384bits, 521bits]]

that meets the following [selection:

Case: Digital Signature Algorithm FIPS PUB 186-4, “Digital
Signature Standard”
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FCS_COP.1(c1)

Hierarchical to:

Dependencies:

FCS_COP.1.1(c1)

FCS_COP.1(c2)

Hierarchical to:
Dependencies:

FCS_COP.1.1(c2)

FCS_COP.1(d)

Hierarchical to:
Dependencies:

FCS_COP.1.1(d)

Case: RSA Digital Signature Algorithm FIPS PUB 186-4, “Digital
Signature Standard”

Case: Elliptic Curve Digital Signature Algorithm FIPS PUB 186-4,
“Digital Signature Standard”

The TSF shall implement “NIST curves” P-256, P384 and
[selection: P521 ] (as defined in FIPS PUB 186-
4, “Digital Signature Standard”).

1.

Cryptographic operation (Hash Algorithm)
(selected in FPT_TUD_EXT.1.3, or with FCS_SNI_EXT.1.1)

No other components.
No dependencies.

Refinement: The TSF shall perform cryptographic hashing
services in accordance with [selection: SHA-256
] that meet the following: [ISO/IEC 10118-
3:2004].

Cryptographic operation (Hash Algorithm)
(for 0.COMMS_PROTECTION)

No other components.
No dependencies.

Refinement: The TSF shall perform cryptographic hashing
services in accordance with [selection: SHA-1, SHA-256, SHA-
384 ] that meet the following: [ISO/IEC 10118-
3:2004].

Cryptographic operation (AES Data Encryption/Decryption)
(for O. STORAGE_ENCRYPTION)

No other components.
FCS_CKM.1(b) Cryptographic key generation (Symmetric
Keys)]

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

The TSF shall perform data encryption and decryption in
accordance with a specified cryptographic algorithm AES used
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FCS_COP.1(f)

Hierarchical to:

Dependencies:

FCS_COP.1.1(f)

FCS_COP.1(qg)

Hierarchical to:
Dependencies:

FCS_COP.1.1(g)

FCS_HTTPS_EXT.1

in [selection: CBC 1 mode and cryptographic key
sizes [selection: 256 bits] that meet the following:
AES as specified in ISO/IEC 18033-3, [selection: CBC as
specified in ISO/IEC 10116,

Cryptographic operation (Key Encryption)
(selected from FCS_KYC_EXT.1.1)

No other components.
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform key encryption and
decryption in accordance with a specified cryptographic
algorithm AES used in [[selection: CBC ] mode] and
cryptographic key sizes [selection: 256 bits] that
meet the following: [AES as specified in ISO /IEC 18033-3,
[selection: CBC as specified in ISO/IEC 10116

1.

Cryptographic Operation (for keyed-hash message
authentication)
(selected with FCS_IPSEC_EXT.1.4)

No other components.
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform keyed-hash message
authentication in accordance with a specified cryptographic
algorithm HMAC-[selection: SHA-1, SHA-256, SHA-
384 1, key size [assignment: 160, 256, 384], and
message digest sizes [selection: 160, 256, 384 ] bits
that meet the following: FIPS PUB 198-1, "The Keyed-Hash
Message Authentication Code, and FIPS PUB 180-3, “Secure
Hash Standard.”

HTTPS selected
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Hierarchical to:

Dependencies:

FCS_HTTPS_EXT.1.1

FCS_HTTPS_EXT.1.2

FCS_KYC_EXT.1

Hierarchical to:
Dependencies:

FCS_KYC_EXT.1.1

FCS_RBG_EXT.1

Hierarchical to:
Dependencies:

FCS_RBG_EXT.1.1

(selected in FTP_ITC.1.1, FTP_TRP.1.1)

No other components.
FCS_TLS_EXT.1 Extended: TLS selected

The TSF shall implement the HTTPS protocol that complies with
RFC 2818.

The TSF shall implement HTTPS using TLS as specified in
FCS_TLS_EXT.1.

Key Chaining
(for O.STORAGE_ENCRYPTION)

No other components.

[FCS_COP.1(e) Cryptographic operation (Key Wrapping), or

FCS_SMC_EXT.1 Extended: Submask Combining, or
FCS_COP.1(f) Cryptographic operation (Key Encryption), or

FCS_KDF_EXT.1 Cryptographic Operation (Key Derivation),
and/or

FCS_COP.1(i) Cryptographic operation (Key Transport)]

The TSF shall maintain a key chain of: [selection:
intermediate keys originating
from one or more submask(s) to the BEV or DEK using the
following method(s): [selection:

key encryption as specified in FCS_COP.1(f),

11 while maintaining an effective strength of

[selection: 256 bits].
Cryptographic Operation (Random Bit Generation)
(for O.STORAGE_ENCRYPTION and 0.COMMS_PROTECTION)

No other components.
No dependencies.

The TSF shall perform all deterministic random bit generation
services in accordance with [selection:
NIST SP 800-90A] using [selection:
CTR_DRBG (AES)].
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FCS_RBG_EXT.1.2

FCS_TLS_EXT.1

Hierarchical to:
Dependencies:

FCS_TLS_EXT.1.1

The deterministic RBG shall be seeded by at least one entropy
source that accumulates entropy from [selection:
[assignment: 7] software-based noise source(s)

] with a minimum of [selection: 256 bits] of
entropy at least equal to the greatest security strength,
according to ISO/IEC18031:2011 Table C.1 “Security Strength
Table for Hash Functions”, of the keys and hashes that it will
generate.

TLS selected
(selected in FTP_ITC.1.1, FTP_TRP.1.1)

No other components.

FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys)

FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)

FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)

FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)

FCS_COP.1(g) Cryptographic Operation (for keyed-hash message
authentication)

FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random
Bit Generation)

The TSF shall implement one or more of the following protocols
[selection: TLS 1.2
(RFC 5246)] supporting the following ciphersuites:

Mandatory Ciphersuites:
TLS_RSA_WITH_AES_128_CBC_SHA

Optional Ciphersuites:

[selection:
None
TLS_RSA_WITH_AES_256_CBC_SHA
TLS_DHE_RSA_WITH_AES_128_CBC_SHA
TLS_DHE_RSA_WITH_AES_256_CBC_SHA
TLS_RSA_WITH_AES_128_CBC_SHA256
TLS_RSA_WITH_AES_256_CBC_ SHA256
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TLS_DHE_RSA_WITH_AES_128_CBC_SHA256
TLS_DHE_RSA_WITH_AES_256_CBC_SHA256
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384
1.

6.2.3. Class FDP: User Data Protection

FDP_ACC1

Hierarchical to:
Dependencies:

FDP_ACCA11

FDP_ACF.1

Hierarchical to:
Dependencies:

FDP_ACF.1.1

FDP_ACF.1.2

Subset access control
(for O.ACCESS_CONTROL and O.USER_AUTHORIZATION)

No other components.
FDP_ACF A1 Security attribute based access control

Refinement: The TSF shall enforce the User Data Access Control
SFP on subjects, objects, and operations among subjects and
objects specified in Table 12 and Table 13.

Security attribute based access control
(for O.ACCESS_CONTROL and O.USER_AUTHORIZATION)

No other components.
FDP_ACC.1  Subset access control
FMT_MSA.3 Static attribute initialization

Refinement: The TSF shall enforce the User Data Access
Control SFP to objects based on the following: subjects,
objects, and attributes specified in Table 12 and Table 13.

Refinement: The TSF shall enforce the following rules to

determine if an operation among controlled subjects and
controlled objects is allowed: rules governing access among
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controlled subjects and controlled objects using controlled
operations on controlled objects specified in Table 12 and
Table 13.

FDP_ACF.1.3 Refinement: The TSF shall explicitly authorise access of
subjects to objects based on the following additional rules:
[assignment: none].

FDP_ACF.1.4 Refinement: The TSF shall explicitly deny access of subjects to
objects based on the following additional rules: [assignment:_
nonel.

Table 12 D.USER.DOC Access Control SFP

"Create” “Read” "Modify" "Delete”
Submit a View image or | Modify Delete
Operation: document to be | Release stored stored
Print printed printed output | document document
Job owner (note 1) denied
U.ADMIN denied
U.NORMAL denied Denied denied
Unauthenticated | denied denied denied denied
Scan Submit a . Modify Delete
) View scanned
Operation: document for . stored stored
. image . .
scanning image image
Job owner (note 2) denied
U.ADMIN denied
U.NORMAL denied denied denied
Unauthenticated | denied denied denied denied
Copy View scanned
Submit a image or Modify Delete
Operation: document for Release stored stored
copying printed copy image image
output
Job owner (note 2) denied
U.ADMIN denied
U.NORMAL denied denied denied
Unauthenticated | denied denied denied denied
Fax send Submit a . Modify Delete
) View scanned
Operation: document to . stored stored
image , .
send as a fax image image
Job owner (note 2) denied
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U.ADMIN denied
U.NORMAL denied denied denied
Unauthenticated | Denied denied denied denied
Fax receive View fax
. . Delete
. image or Modify ]
. Receive a fax . image of
Operation: . Release image of ]
and store it . ] received
printed fax received fax f
ax
output
Fax owner (note 3) denied
U.ADMIN (note 4) denied
U.NORMAL (note 4) denied denied denied
Unauthenticated | (note 4) denied denied denied
Storage / . Modify Delete
: ) Retrieve stored
Retrieval Operation: Store document stored stored
document
document document
Job owner (note 1) denied
U.ADMIN (note 5) denied (note 5)
U.NORMAL denied denied denied
Unauthenticated | denied denied denied denied
Table 13 D.USER.JOB Access Control SFP
"Create” * “Read” "Modify" "Delete”
. o View print Modify print | Cancel
Operation: Create print job . L
queue/log job print job
Print Job owner (note 1)
U.ADMIN
U.NORMAL denied denied
Unauthenticated | denied denied denied denied
Scan . . View scan Modify scan | Cancel scan
Operation: Create scan job . .
status/log job job
Job owner (note 2) denied
U.ADMIN denied
U.NORMAL denied denied
Unauthenticated | Denied denied denied denied
Copy . . View copy Modify copy | Cancel copy
Operation: Create copy job . .
status/log job job
Job owner (note 2)
U.ADMIN
U.NORMAL denied denied
Unauthenticated | Denied denied denied denied
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Fax send . Create fax send View fax job | Modify fax Cancel fax
Operation: . ; ]
job status/log send job send job
Job owner (note 2) denied
U.ADMIN denied
U.NORMAL denied denied
Unauthenticated | Denied denied denied denied
Fax receive . View fax .
. Create fax receive . Modify fax Cancel fax
Operation: . receive o o
job receive job receive job
status/log
Fax owner (note 3) denied
U.ADMIN (note 4) denied
U.NORMAL (note 4) denied denied
Unauthenticated | (note 4) denied denied denied
Storage / . Cancel
. . Modify
Retrieval . Create storage / View storage storage/
Operation: . . . storage/ .
retrieval job / retrieval log . . retrieval
retrieval job |
job
Job owner (note 1) denied
U.ADMIN denied
U.NORMAL denied denied
Unauthenticated | denied denied denied denied

Note 1: Job Owner is identified by a credential or assigned to an authorized User as part of the
process of submitting a print or storage Job.

Note 2: Job Owner is assigned to an authorized User as part of the process of initiating a scan,
copy, fax send, or retrieval Job.

Note 3: Job Owner of received faxes is assigned by configuration. Ownership of received faxes is
assigned to a specific user.

Note 4: PSTN faxes are received from outside of the TOE, they are not initiated by Users of the
TOE.

Note 5: Key Operator can operate the DOC/JOB of all users, while SA can operate the DOC/JOB
of his/her own only.

FDP_DSK_EXT.1 Protection of Data on Disk

(for O.STORAGE_ENCRYPTION)
Hierarchical to: No other components.
FCS_COP.1(d) Cryptographic operation (AES Data
Encryption/Decryption).

Dependencies:
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6.2.4.

FDP_DSK_EXT.1.1

FDP_DSK_EXT.1.2

FDP_FXS_EXT.1

Hierarchical to:

Dependencies:

FDP_FXS_EXT.1.1

FDP_RIP.1(a)

Hierarchical to:

Dependencies:

FDP_RIP.1.1(a)

The TSF shall [selection: perform encryption in accordance with
FCS_COP.1(d), use a self-encrypting Field-Replaceable
Nonvolatile Storage Device that is separately CC certified to
conform to the FDE EE cPP], such that any Field- Replaceable
Nonvolatile Storage Device contains no plaintext User
Document Data and no plaintext Confidential TSF Data.

The TSF shall encrypt all protected data without user
intervention.

Fax separation
(for O.FAX_NET_SEPARATION)

No other components.
No dependencies.

The TSF shall prohibit communication via the fax interface,
except transmitting or receiving User Data using fax protocols.

Subset residual information protection
(for O.IMAGE_OVERWRITE)

No other components.
No dependencies.

Refinement: The TSF shall ensure that any previous information
content of a resource is made unavailable by overwriting data
upon the deallocation of the resource from the following
objects: D.USER.DOC.

Class FIA: Identification and Authentication

FIA_AFLA

Hierarchical to:
Dependencies:

FIA_AFL.1.1

Authentication failure handling
(for O.USER_I&A)

No other components.
FIA_UAU.1  Timing of authentication

The TSF shall detect when [selection: [assignment:_5]

] unsuccessful authentication
attempts occur related to [assignment: User authentication
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FIA_AFL.1.2

FIA_ATD.1

Hierarchical to:
Dependencies:

FIA_ATD.1.1

FIA_PMG_EXT.1

Hierarchical to:

Dependencies:

FIA_PMG_EXT.1.1

FIA_UAU.1

Hierarchical to:
Dependencies:

FIA_UAU.11

(with local authentication)].

When the defined number of unsuccessful authentication
attempts has been [selection: met ], the TSF shall
[assignment: Identification and authentication of relevant user
is inhibited until TOE is cycled.].

User attribute definition
(for O.USER_AUTHORIZATION)

No other components.
No dependencies.

The TSF shall maintain the following list of security attributes
belonging to individual users: [assignment: User Identifier,

User Role].

Password Management
(for O.USER_I&A)

No other components.
No dependencies.

The TSF shall provide the following password management
capabilities for User passwords:
Passwords shall be able to be composed of any combination
of upper and lower case letters, numbers, and the following

“«Q »
’

special characters: [selection: “!”, “@”, “#”, “$”, “%”, “*”,
“xr» « 2k iy l(+” “ “_“ “/!l “,»

,“(“, ), [assignment: ” (space)”, “”,

“.,n u<n “_» n>n “ym» ul'n n¥n ulu “ 9 sy u{'u ulu u}n “« nI .
P} 2 = 2 - 2 2 2 2 2 2 2 2 »

Minimum password length shall be settable by an
Administrator, and have the capability to require
passwords of 15 characters or greater;

Timing of authentication
(for O.USER_I&A)

No other components.
FIA_UIDA Timing of identification

Refinement: The TSF shall allow [assignment: storing the fax
data received from public telephone line] on behalf of the user
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FIA_UAU.1.2

FIA_UAU.7

Hierarchical to:
Dependencies:

FIA_UAU.7.1

FIA_UID.1

Hierarchical to:
Dependencies:

FIA_UID.11

FIA_UID.1.2

FIA_USB.1

Hierarchical to:
Dependencies:

FIA_USB.1.1

FIA_USB.1.2

to be performed before the user is authenticated.

The TSF shall require each user to be successfully authenticated
before allowing any other TSF-mediated actions on behalf of
that user.

Protected authentication feedback
(for O.USER_I&A)

No other components.
FIA_UAU.1  Timing of authentication

The TSF shall provide only [assignment: Web UI: @, Local UL
asterisks] to the user while the authentication is in progress.

Timing of identification
(for O.USER_I&A and O.ADMIN_ROLES)

No other components.
No dependencies.

Refinement: The TSF shall allow [assignment: storing the fax
data received from public telephone line] on behalf of the user

to be performed before the user is identified.

The TSF shall require each user to be successfully identified
before allowing any other TSF-mediated actions on behalf of
that user.

User-subject binding
(for O.USER_I&A)
No other components.
FIA_ATD.1 User attribute definition

The TSF shall associate the following user security attributes
with subjects acting on the behalf of that user: [assignment:
User Identifier, User Role].

The TSF shall enforce the following rules on the initial
association of user security attributes with subjects acting on
the behalf of users: [assignment:_none].
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FIA_USB.1.3 The TSF shall enforce the following rules governing changes to
the user security attributes associated with subjects acting on
the behalf of users: [assignment: none].

6.2.5. Class FMT: Security Management

FMT_MOF.1 Management of security functions behavior
(for O.ADMIN_ROLES)

Hierarchical to: No other components.
Dependencies: FMT_SMR.1  Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MOF.1.1 Refinement: The TSF shall restrict the ability to [selection:
disable, enable, modify the
behaviour of] the functions [assignment: List of security
functions in Table 14] to U ADMIN.

Table 14 List of Security Functions

Function Operation

User Authentication enable, disable
Auditing enable, disable
Trusted communications enable, disable, modify

the behavior

Storage Data Encryption enable, disable
Hard Disk Data cleaning enable, disable, modify
the behavior
Firmware update enable, disable
Self Test enable, disable
FMT_MSA.1 Management of security attributes

(for O.ACCESS_CONTROL and O.USER_AUTHORIZATION)

Hierarchical to: No other components.
Dependencies: FDP_ACC.1  Subset access control
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MSA.1.1 Refinement: The TSF shall enforce the User Data Access
Control SFP to restrict the ability to [selection:
query, modify, delete, [assignment: creation]]
the security attributes [assignment: the security attributes
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listed in Table 15] to [assignment: the roles listed in Table 15].

Table 15 Security Attributes and Authorized Roles

Security attributes Operation Role

User identifier (Key Operator case) modify Key Operator

User identifier (General case) modify, U.ADMIN
delete, creation

User Role (Key Operator case) query Key Operator

User Role (General case) query, modify U.ADMIN

FMT_MSA.3

Hierarchical to:
Dependencies:

FMT_MSA.3.1

FMT_MSA.3.2

FMT_MTDA

Hierarchical to:
Dependencies:

Static attribute initialization
(for O.ACCESS_CONTROL and O.USER_AUTHORIZATION)

No other components.
FMT_MSA.1 Management of security attributes
FMT_SMR.1  Security roles

Refinement: The TSF shall enforce the User Data Access
Control SFP to provide [selection, choose one of: restrictive
] default values for security
attributes that are used to enforce the SFP.

Refinement: The TSF shall allow the [selection: no
role] to specify alternative initial values to override the default
values when an object or information is created.

Management of TSF data
(for 0.ACCESS CONTROL)

No other components.
FMT_SMR.1  Security roles
FMT_SMF.1  Specification of Management Functions

FMT_MTD.1.1 Refinement: The TSF shall restrict the ability to perform the
specified operations on the specified TSF Data to the roles
specified in Table 16.
Table 16 Management of TSF Data
Data | Operation | Authorised Role(s)

U.NORMAL.

TSF Data owned by UINORMAL or associated with documents or jobs owned by

U.NORMAL Password

| modify | UADMIN, the
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owning
U.NORMAL.
TSF Data not owned by a UINORMAL
Key operator Password modify U.Admin (Key
Operator)
SA Password modify U.ADMIN
Data on use of password entered from | query, modify U.ADMIN
MFD control panel in user
authentication
Data on minimum user password query, modify U.ADMIN
length
Data on Store Print query, modify U.ADMIN
Data on Access denial due to query, modify U.ADMIN
authentication failure
Data on Customer Engineer Operation | query, modify U.ADMIN
Restriction
Data on date and time query, modify U.ADMIN
Data on Autoclear query, modify U.ADMIN
Data on Report Print query, modify U.ADMIN
Software, firmware, and related configuration data
Controller ROM, modify U.ADMIN
Fax ROM
FMT_SMF.1 Specification of Management Functions
(for 0.USER_AUTHORIZATION, O.ACCESS_CONTROL, and
O.ADMIN_ROLES)
Hierarchical to: No other components.
Dependencies: No dependencies.
FMT_SMF.1.1 The TSF shall be capable of performing the following
management functions: [assignment: Security Management
Functions listed in Table 17].
Table 17 Security Management Functions
Management Functions Operation
Registration of UNORMAL /SA query, modify, delete
creation
Data on User Authentication query, modify
Key operator identifier modify
Key operator Password modify
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6. 2. 6.

Data on use of password entered from MFD
control panel in user authentication

query, modify

Data on Store Print

query, modify

Data on Trusted communications query, modify
Data on date and time query, modify
Data on Auditing query, modify
Data on Storage Data Encryption query, modify
Data on Hard Disk Data Cleaning query, modify
Data on Customer Engineer Operation query, modify
Restriction

Data on Self Test query, modify
Data on Access denial due to authentication | guery, modify
failure

Data on minimum user password length query, modify
Data on Autoclear query, modify
Data on Firmware update query, modify
Data on Report Print query, modify
Controller ROM, Fax ROM modify

FMT_SMR.1

Hierarchical to:
Dependencies:

FMT_SMR.1.1

FMT_SMR.1.2

Class FPT:

FPT_KYP_EXT.1

Hierarchical to:
Dependencies:

FPT_KYP_EXT.1.1

Security roles
(for O.ACCESS_CONTROL, O.USER_AUTHORIZATION, and
O.ADMIN_ROLES)

No other components.
FIA_UID.1 Timing of identification

Refinement: The TSF shall maintain the roles
U.ADMIN(U.ADMIN, SA, Key Operator), UNORMAL.

The TSF shall be able to associate users with roles.

Protection of the TSF

Protection of Key and Key Material
(for O.KEY_MATERIAL)

No other components.
No dependencies.

Refinement: The TSF shall not store plaintext keys that are part
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FPT_SKP_EXT.1

Hierarchical to:

Dependencies:

FPT_SKP_EXT.1.1

FPT_STM.1

Hierarchical to:

Dependencies:

FPT_STM.1.1

FPT_TST_EXT.1

Hierarchical to:

Dependencies:

FPT_TST_EXT.1.1

FPT_TUD_EXT.1

Hierarchical to:
Dependencies:

FPT_TUD_EXT.1.1

FPT_TUD_EXT.1.2

of the keychain specified by FCS_KYC_EXT.1 in any Field-
Replaceable Nonvolatile Storage Device.

Protection of TSF Data
(for 0.COMMS PROTECTION)

No other components.
No dependencies.

The TSF shall prevent reading of all pre-shared keys, symmetric
keys, and private keys.

Reliable time stamps
(for.0.AUDIT)

No other components.
No dependencies.

The TSF shall be able to provide reliable time stamps.

TSF testing
(for O.TSF_SELF_TEST)

No other components.
No dependencies.

The TSF shall run a suite of self-tests during initial start-up (and
power on) to demonstrate the correct operation of the TSF.

Trusted Update
(for O.UPDATE_VERIFICATION)

No other components.

FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification),

FCS_COP.1(c) Cryptographic operation (Hash Algorithm).

The TSF shall provide authorized administrators the ability to
query the current version of the TOE firmware/software.

The TSF shall provide authorized administrators the ability to
initiate updates to TOE firmware/software.
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FPT_TUD_EXT.1.3

6.2.7. Class FTA:

FTA_SSL.3

Hierarchical to:

Dependencies:

FTA_SSL.3.1

The TSF shall provide a means to verify firmware/software

updates to the TOE using a digital signature mechanism and
[selection: no other functions] prior to
installing those updates.

TOE Access

TSF-initiated termination
(for O.USER_I&A)

No other components.
No dependencies.

The TSF shall terminate an interactive session after a
[assignment:

Auto clear time for the control panel: 10 ~ 900 seconds

Login timeout for the Web UI: 6 ~ 240minutes

There is no inactive time with printer driver

I

6.2.8. Class FTP: Trusted Paths/Channels

FTP_ITC.1

Hierarchical to:
Dependencies:

FTP_ITC11

FTP_ITC.1.2

Inter-TSF trusted channel
(for 0.COMMS_PROTECTION, O.AUDIT)

No other components.

[FCS_IPSEC_EXT.1 Extended: IPsec selected, or FCS_TLS_EXT.1
Extended: TLS selected, or FCS_SSH_EXT.1 Extended: SSH
selected, or FCS_HTTPS_EXT.1 Extended: HTTPS selected].

Refinement: The TSF shall use [selection: TLS,
TLS/HTTPS] to provide a trusted communication channel
between itself and authorized IT entities supporting the
following capabilities: [selection:

[assignment: Audit Log Server, Mail Server]] that is logically

distinct from other communication channels and provides
assured identification of its end points and protection of the
channel data from disclosure and detection of modification of
the channel data.

Refinement: The TSF shall permit the TSF, or the authorized IT
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FTP_ITC.1.3

FTP_TRP.1(a)

Hierarchical to:
Dependencies:

FTP_TRP.1.1(a)

FTP_TRP.1.2(a)

FTP_TRP.1.3(a)

FTP_TRP.1(b)

Hierarchical to:

Dependencies:

FTP_TRP.1.1(b)

entities, to initiate communication via the trusted channel

Refinement: The TSF shall initiate communication via the
trusted channel for [assignment:_ mail service, and audit

transmission service].

Trusted path (for Administrators)
(for 0.COMMS_PROTECTION)

No other components.

[FCS_IPSEC_EXT.1 Extended: IPsec selected, or FCS_TLS_EXT.1
Extended: TLS selected, or FCS_SSH_EXT.1 Extended: SSH
selected, or

FCS_HTTPS_EXT.1 Extended: HTTPS selected].

Refinement: The TSF shall use [selection, choose at least one
of: TLS/HTTPS] to provide a trusted
communication path between itself and remote
administrators that is logically distinct from other
communication paths and provides assured identification of
its end points and protection of the communicated data from
disclosure and detection of modification of the
communicated data.

Refinement: The TSF shall permit remote administrators to
initiate communication via the trusted path

Refinement: The TSF shall require the use of the trusted path for
initial administrator authentication and all remote
administration actions.

Trusted path (for Non-administrators)
(for 0.COMMS_PROTECTION)

No other components.

[FCS_IPSEC_EXT.1 Extended: IPsec selected, or FCS_TLS_EXT.1
Extended: TLS selected, or FCS_SSH_EXT.1 Extended: SSH
selected, or FCS_HTTPS_EXT.1 Extended: HTTPS selected].

Refinement : The TSF shall use [selection, choose at least one

of: TLS, TLS/HTTPS] to provide a trusted
communication path between itself and remote users that is
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FTP_TRP.1.2(b)

FTP_TRP.1.3(b)

logically distinct from other communication paths and
provides assured identification of its end points and protection
of the communicated data from disclosure and detection of
modification of the communicated data.

Refinement: The TSF shall permit [selection: the TSF, remote
users] to initiate communication via the trusted path

Refinement: The TSF shall require the use of the trusted path for
initial user authentication and all remote user actions.

PE1UT1RIEEH (Security Assurance Requirements)
Table 18 [CEF1UT1 R EH R T B,
Table 18 £F1UTAREIZEH

Assurance Class Assurance Assurance Components
Components Description
ASE_CCLA1 Conformance claims
ASE_ECD.1 Extended components
definition
ASE_INTA ST introduction
Security Target Evaluation | ASE_OBJ.1 Security objectives for the
operational environment
ASE_REQ.1 Stated security requirements
ASE_SPD.1 Security Problem Definition
ASE_TSSA TOE Summary Specification
Development ADV_FSP.1 Basic functional specification
Guidance Documents AGD_OPE.1 Operational user guidance
AGD_PRE Preparative procedures
Life-cycle support ALC_CMCA Labelling of the TOE
ALC_CMS.1 TOE CM coverage
Tests Independent testing —
ATE_IND.1
Conformance
Vulnerability assessment AVA_VAN.1 Vulnerability survey

NoDEFI)TAHRIEEHERIRTIENL . H/DBROLF1)TAR-AFI VDB R EEDEES
NBEBUANINCETNTVBCE, TOE [CHITHERRENLF1UT A B fESNTHD, HD TOE

BEOMECR S TNSERE

FEINTNBETHD.
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6.4. tFaVT1EHEH (Security Requirement Rationale)
6.4.1. {KFMHEDREE (Dependencies of Security Functional Requirements)

TFIVTAHBEEHMREFL TV SRS, SLTEREFRFREHE LG VRt KFRR
WEIZESNBSTHREN G LRHLE . Table 19 [CEEH T B,

Table 19 L 1UTA#EEEH IV R—R Y MOKREFM

BEEEHIVR—RVF EKEFEEOMEEE#HIVR—RV
kEEEHELTY | TR
BEHBIUEHATF PP THRESNTL\ZEH BB ZOIE 2

FAU_GEN.1 FPT_STM.1 - oK
BEETAER
FAU_GEN.2 FAU_GEN.1 - oK
FIFAE A EROREEST FIA_UID.1
FAU_STG_EXT.1 FAU_GEN.1 - oK
Yia5R - 4150 25 2 SE AR HA FTP_ITC.1
FCS_CKM.1(a) [FCS_COP.1(b) Fr= - oK
EERAERGEXFEA) FCS_COP.1(i)]

FCS_CKM_EXT.4
FCS_CKM.1(b) [FCS_COP.1(a) F7(d - oK
BB AR FAERA) FCS_COP.1(d) FkI&

FCS_COP.1(e) Ffzld

FCS_COP.1(f) k(&

FCS_COP.1(g) FkI&

FCS_COP.1(h)]

FCS_CKM_EXT.4

FCS_RBG_EXT.1
FCS_CKM.4 [FCS_CKM.1(a) - oK
B RE F7z(3 FCS_CKM.1(b)]
FCS_CKM_EXT.4 [FCS_CKM.1(a) F= - oK
YLoR B S BEAM O ZE FCS_CKM.1(b)]

FCS_CKM.4
FCS_COP.1(a) FCS_CKM.1(b) - OK
EERE(RI RS 1E. 18 | FCS_CKM_EXT.4
=)
FCS_COP.1(b) FCS_CKM.1(a) - oK
B IRE(EBR LR &AL FCS_CKM_EXT.4
FCS_COP.1(c) BL - oK
EERE(\YYATIVTUXL)
FCS_COP.1(d) CS_CKM.1(b) - oK
B B1R1F (AES T—AIEE1E.~ | FCS_CKM_EXT.4
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BREZEHIVR—2RV b

RAEOMEEREHI K-V

KEEEHRLTC | TEH
BEHBIUEHATF PP THRESN TS EH VB 7.0 IE 24
&3
FCS_COP.1(f) CS_CKM.1(b) oK
BRI (BES1E) FCS_CKM_EXT.4
FCS_COP.1(g) CS_CKM.1(b) oK
EEREEEE )\ arvt—Y | FCS_CKM_EXT.4

F2EL)
FCS_HTTPS_EXT.1 FCS_TLS_EXT.1 oK
YLk BIRSNTZ HTTPS
FCS_KYC_EXT.1 [FCS_COP.1(e) Ffzld OK
Yook - SBTFIMY FCS_SMC_EXT.1 i

FCS_COP.1(i) Fk(&

FCS_KDF_EXT.1

BV FrlS

FCS_COP.1(f)]
FCS_RBG_EXT.1 L
PLoR B S1R4E (BLEEY MERR)
FCS_TLS_EXT.1 FCS_CKM.1(a) oK
PisR EIRENE TLS FCS_COP.1(a)

FCS_COP.1(b)

FCS_COP.1(c)

FCS_COP.1(g)

FCS_RBG_EXT.1
FDP_ACC.1 FDP_ACF.1 oK
AR il
FDP_ACF.1 FDP_ACC.1 OK
tXIUTBHICEDT7OEAH] | FMT_MSA3
il
FDP_DSK_EXT.1 FCS_COP.1(d) oK
PR : TAAD EDTF—R{RE
FDP_FXS_EXT.1 L
ViR : 77D A5 B
FDP_RIP.1(a) L
By MR IRIRIRE
FIA_AFL1 FIA_UAU.1 oK
SRAE K BB DA DR LY
FIA_ATD.1 1L
FAERMEER
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BREZEHIVR—2RV b

REFEOBBEEHIVR—R Vb

KEEEHRLTC | TEH
BEHBIUEHATH PP THRESNTL\ZEH VB 7.0 IE 24

FIA_PMG_EXT.1 1L
ek SAD— FEHE
FIA_UAU.1 FIA_UID.1 oK
BEEDRAIVY
FIA_UAU.7 FIA_UAU.1 OK
RESINTT4— RV
FIA_UID.1 L
By 08 B2
FIA_USB.1 FIA_ATD.1 oK
MAFE-YIIIHMES
FMT_MOF.1 FMT_SMF.1 oK
XA T HEBEDSDFEVDEE | FMT_SMR.1
FMT_MSA.1 FDP_ACC.1 oK
)T BHOERE FMT_SMF.1

FMT_SMR.1
FMT_MSA.3 FMT_MSA.1 oK
FRIE MR FMT_SMR.1
FMT_MTD.1 FMT_SMF.1 oK
TSF T—HANERE FMT_SMR.1
FMT_SMF.1 L
EIEMEEDYEE
FMT_SMR.1 FIA_UID.1 oK
tX1UT1%E|
FPT_KYP_EXT.1 L
ik R UBMHORE
FPT_SKP_EXT.1 1L
Pisk : TSF T—HD{REE
FPT_STM.1 1L
={EEAM LABYTS
FPT_TST_EXT.1 1L
YiaE:TSF 7AF
FPT_TUD_EXT.1 FCS_COP.1(b) OK
Yook = ERET7YIT—F FCS_COP.1(c)
FTA_SSL.3 L
TSF EENCLDHT
FTP_ITC.1 [FCS_IPSEC_EXT.1. oK
TSF RIS EEFvRIL F7=1¢ FCS_TLS_EXT.1.

F7z(& FCS_SSH_EXT.1.
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BREZEHIVR—2RV b

RAEOMEEREHI K-V

=EEACGEEEER)

F7z(& FCS_TLS_EXT.1.
F7z(d FCS_SSH_EXT.1,
F7z(& FCS_HTTPS_EXT.1]

kEEEHELTY | TR
BEHBIUEHAM PP THRESNTL\ZEH BB 2O i

F7=lF FCS_HTTPS_EXT.1]
FTP_TRP.1(a) [FCS_IPSEC_EXT.1. oK
SEEN\A(EEER) F7=1¢ FCS_TLS_EXT.1.

F7=1% FCS_SSH_EXT.1.

F7zl3 FCS_HTTPS_EXT.1]
FTP_TRP.1(b) [FCS_IPSEC_EXT.1. oK

6.4.2. TFIVTAIREEZHIEH (Security Assurance Requirements Rationale)

NoDEFI)TARIEHERIRT IR R/DBROEFIITAR-AFI VIR EFEDEES
NBBBLAICEINTNSCE., TOE ILBITHERREO X1 T(AERFEENTHN. hD TOE
BEDMEICRE>TNIEERINTLVSETHD, PP DHoWDBIECAICHBIRIEVIT1ET1lEE
FIUTA R EHETERTILHOBRAELHFECOVTORFEDH14Y AZRB T 270 fFE A

ShTL%,
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TOE ZE#94E#% (TOE Summary Specification)
ARETIE. TOE MR T F 1) T HERED E LT HRICOWVTERIR T B,
1.1.  tFa)74#8E (Security Functions)

Table 20 (C TOE tHaUT #REE LX) T HBEEH DR EETT .
AETHBITS TOE F2UT(HAER 6.1 BICRRIBEN 3 LF1UTAREBHERLT 0TS
3.

Table 20 TOE X118 get b X 1UT 1 BEE - DOXI LB R
1T H#EE

3
[211¥Y -]

PSTN 77D -2 k)—DREI D5 B

4.3
POt AR
P Ns:
2
#EE
S E

SFRs

FAU_GEN.1
FAU_GEN.2
FAU_STG_EXT.1
FCS_CKM.1(a)
FCS_CKM.1(b)
FCS_CKM.4
FCS_CKM_EXT.4
FCS_COP.1(a)
FCS_COP.1(b1)
FCS_COP.1(b2)
FCS_COP.1(c1)
FCS_COP.1(c2)
FCS_COP.1(d)
FCS_COP.1(f)
FCS_COP.1(g)
FCS_HTTPS_EXT.1 v
FCS_KYC_EXT.1

S| K [EFTEER

NENANEN AN EN ENENENENENAN

<\
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t¥1)T1#85E

bt
1

=X
ot A

=

{

PSTN 77D -2y N)—DRE D5 B

=45 Al

SFRs

t¥1UTEE
t¥1UT G
7;
2
b
F—RHE

70t AR
=
7__
=

FCS_RBG_EXT.1 v

AN

FCS_TLS_EXT.1

AN

FDP_ACC.1

FDP_ACFA1 v

FDP_DSK_EXT.1 v

FDP_FXS_EXT.1 v

FDP_RIP.1(a) v

FIA_AFLA

FIA_ATD.1

FIA_PMG_EXT.1

FIA_UAU.1

FIA_UAU.7

FIA_UIDA

NENENENENENEN

FIA_USB.1

FMT_MOF.1

FMT_MSA.1

FMT_MSA.3

FMT_MTDA

FMT_SMF.1

RN ANENENEN
<\

FMT_SMR:1

FPT_KYP_EXT.1 v

<\

FPT_SKP_EXT.1

FPT_STM.1 B

C\

FPT_TST_EXT.1

FPT_TUD_EXT.1 v

FTA_SSL.3 v
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¥ T1#EE
by
R
S
fz
T
D
£
BN
Kd B ¥
g | @ | | 2w | K
- = - s il WE] N iy
g I~ HE I~ 1\1 Hm = R 3T
|R3 Y < Y i 25y el B
= | & |8 |4 @) T w20
SFRs # | v | ARl o | m | ||| % | ik
FTP_ITC1 v
FTP_TRP.1(a) v
FTP_TRP.1(b) v

1.1.1. #AIEE

A BRI AEIT . BRI SN E ORI RETZ(FIC MFD D REE(E R I HEMRZFIZES1ZHIC,
BAE)IRIV FIREDFA7Y bD CWIS, TIVE—RSAN=Db1—H—ID £1—-H—/TAD—-FEA
NESETHANEEEL T HHEBETH D,

MFD (CE SN TS FIRBRHEERAL T, BRI EIT,

(1) FIA_AFL.1 Authentication failure handling (522 8RB DERNHKZLY)
TOE [FFIAEN TOE APDLAT BHIIC, FIFAEDEIEEITON, FREE1T R DEREE R B I
REREEIR LTS,
FABEORERZRIICH TR R ZRE L. PO AEBRRHTERESN TS 5 BD:ERE
KRISETHE, BERFABOHAEFEREICRALTIE. TOE OERUIE/ B AT TR (FF373<
3%,

(2) FIA_ATD.1 User attribute definition FIRAEBMEES

FIA_USB.1 User-subject binding F|A&E-H7ITD MEE

TOE FFRIAFCH LT, 1—H—ID & BN ZBMHELTER L. TNoZHA R LR A& (CxE
LCEINGF T3,

(3) FIA_PMG_EXT.1 Password Management /S27— FE&IE
TOE [CHWVT., M EBEED/\AT— FEER. FZEARAKZEROF AEERK-TERO/IAD
— Rl LTOXFDHAEDETIERT BN TES,
NAT— RICHETE ATRER 3CF
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PIWTPRYPDKRXFENXF ., BF . RURDFFHRIXF
(“l” “ ”, u#”, “$”, u%”, “/\”, “&”, “*”’ “(u’ “)” (sp(]ce)” €99 “”;, “+”, “,”, ¢ “/” ., 77,

€Y «_”» “ AT AN 1% YA 1Y K1 1A V2213 AT N {5 S 1Y d T3 1] b2 A 13 b4 “ ”»
<, >7 0 N B A )

EHL /ZTA‘-*EE%‘(;H—'}‘/UU FR%Z 0~63 XFDEFH THRETH_ENTES,
TOE [FCDERFEICLD 15 XFLUELICBRETRENTES,

(4) FIA_UAU.1 Timing of authentication FRFEDRAIVY ., FIA_UID.1 Timing of identification
AR

TOE [FFI AEDHEA DA KELT, RMRREEAKEYR— T3,
AR EEREINDM VA TI—AICE, BEFRIV. FIBEDSATY MO Web 59, TUA
—RIAN— BEEY—)\D 4 7N HB.
BENRIV, FIBEBEDSATY RO Web T35 TlE . MFD #EEDIRMEEFRI T BATIC, ID &/SA
D—READSET, AAENE ID &E)SAT— A, TOE (CEEFZSIN TV FIAEERE—ET ST
EERREET B,
BEEY-INTR. VATLEBED ID &)\AD— F&EREa Lz PowerShell A0 MeHoh UHHE
&L, BEEY— )\ L TZD PowerShell ADYT M&3E1TT %, PowerShell 207 FEER1TT 3 LIS
&D. EE&EY—)\h'5 TOE (T https ORIV LT ID &/SAD— FhH¥%{E &N, TOE (EZ{ELE ID
ENAD—RICEIERARIEEITT S,
Fz. D347V b PChbDTIY bTF—ARICH 5N ID &N AT— RICENEFE TV MFDERIFR
EEbfﬁbnéo
FRRE(FIA_UAU.1)ERRI(FIA_UID.1)E RIBFICESTEN . 355! - FRRE DM AN RN LIz DA 1
ENEFRIEN B,
NRERD LD FAX DZZE(CDVTIE, TOE (. HAIFRE B T2, FAX T—3%Z{ET 3,

(5) FIA_UAU.7 Protected authentication feedback {REESNTZFRIET1— R/\wD
TOE (F1—H—ZBRERFIC. NAD—REBTLHIC. NAT—RFELTANSNEXFHERBDIZL
XEFCE)EARENRIL® Web T5OHICRTRTHEEZIRIE TS,
SE: BENRIVTIE ” * (asterisk)”, Web T50HTlE 7@ (bullet)” #&RRT 3,

(6) FTA_SSL.3 TSF-initiated termination TSF #2ECL2$# T
TOE (& Web F50Hh\5 CWIS [C—EBE(6~240 TR ERIEL)D7H T AN E MG AZAY
AV(ERREEYYaV) 2D )7 LB BRI EEKRT B,
FRENRIDO—EFFRE(10~900 P TERE ATRE)DIRIENE MG E S IRE)IRIVDEERTE
MOV PENGEIRBEEANRS,
TVIR=RIAN-EDyaVERFET . TV FOBERMEBRLELICEYIaVER T T3,

1.1.2. 174 EE

TFIVTAEEREEL. VATLAEEB LN VAT LEEEE-FTRESNZIEEDTREC
eV, TATO TOE FIABCH LT, L\, 5D, EDLIBIEREITODEVDIFERPEERGAAY
PBIZISPEZ PEREE., 1-Y—BFGE) &, BUFRRHEITTHOMAEEZIRET S,
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(1) FAU_GEN.1 Audit data generation (BSZ&ET—24 k)

FAU_GEN.2 User identity association (Fl| P& 85 1EEROBEE(F(7)

TOE (3, Y37 DR T ™FIAE OHAZBFENELK . BRI SN R AEICLS EEEREDF
RBE, Table 21 [CRIBEEXRNRDFRICOVNT, BEOTZRET D, FEEETAICE.
ERRLEOER, FROEN . FRESISEILZFIAE (RIEETHNED) . BLUERDHER

ANGES ST (S8
TOE FEBRINLEERMFRANY MeBEEOT 771N T B8F(C. EDREEBLFIAED
AR ERICERE T CREER LT LVS,
Table 21 BEEOT DEEH
HRER RERINIEEER | EEERHE fER
£
EEEWEEDRENEHE | System Status Started normally
T (cold boot)
Started normally
(warm boot)
Shutdown requested
JaT0RT Job Status Print Completed,
Copy Canceled by User
Scan
Fax
Mailbox™
FIREFEELER Login/Logout Login Failed
FIFAE BRI K EL (Invalid UserID),
(RENRILDD) Failed
(Invalid Password)
FI &R R Login/Logout Login Failed Web User
FI A& A R B Interface
(CWIS, BE&EH—)\h
D)
FIFHE R R Job Status Print Aborted
FI A& A LB
(FVUB—= 4 N=H
D)
EHEEREOF A Device Settings View Security Setting Successful
(Table 17 EIEHEHEE Change Security Setting
DSRBFLIEE) Switch Authentication Mode
Edit User? Successful
Add User
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Delete User
Audit Policy Audit Log Enable/Disable

‘REND—ERTHDFIF | Device Settings Edit User Successful
EIN-TORE
FFZIDZE & Device Settings Adjust Time Successful
AV DR Communication Trusted Communication Failed
(TLS) (FORIIL. BIE .

KBDERLERTE)

*1)"Mailbox” IS BRI ARNDXE T —HIEEERT
NEHINZBHELTID”, “Password”, “Name”H iR 2SN 3,
3)EBINEZEMHEELT Role”h EE 8RN D,

(2) FAU_STG_EXT.1 Extended: External Audit Trail Storage 4} B5 25 Sl B A& #X
BEENTREDINUME, — B, TOE HEDA M —VEEBICRTFEENDS, AN —VEE(C(F.
=K 15049 hDARY MERFTIEN KD, 15049 HZHBZIIHFEE. —FEHWIML
ARV T CRRBFSNLEETOT 771D GIEIEE LT, DRLTIARY MYEEERENS. TF1Y
TAEEOTTA ., SRR —N\DoOEKRCEIE ATRYINDOTEART7MILELT, b
EEEEY—)INEHIND, TOE [FNBEEY— ) \WoEEOJT-AIBFEREZ (15, TOE
(CRTFSNTNZEOT TN EEEEY — ) \INEHIND SHAEETY— ) INEH TR,
TLS/HTTPS 7OV THEF1EEN B,

X TAEBEOTTA0FEAH UL, BNV ATLEBEDHICRESND,

(3) FPT_STM.1 Reliable time stamps ={EEH1 LARYT
EBINLEBERNRIANYEEODT 771 AT ET BHF(C. TOE i - TL\SIOvIHEEEIC K
BHA LAY TEFITT DHEEEIR T D,

FFET DX EZEEIE FMT_MTD. (LD VAT LE B ZEDOH D AIEETH D,

1.1.3. FPORAHIE

A RIS B LI R B DA D T LD REE L AR REET3 D, TSF (L7 D EAT BV AT1—AC
&S, FIATTREICII D HEREN B3,
a) AEBRENRITHIESN SRR
OE—#RE. T7DABEEGE(S). AFvUikae. XEDRFEIDL UiEE. TV ATV
—FIAN-TOZEFEEE DR ENF M THOENRIFF(CERIE/ IRV TERELET ). HIREOR
. VITREE - BEDRTHEE, £1E TOE RET—ADSH/ERTEHEE (VATLEERENDGH)
b) CWIS THIfEISNB1HAE
HHIKREORT., V3T KE - BEORTHEE. RENIANLGOXET S UHEE. 771
WIETEICLB TV MERE. TOE BRET —HDSR/EKEMEE (VATLEEENGH)
o FABIFATPUIDTIVE—FIAN-%FE AT 5HAE
FRABENMAZEIFMTI DTV - FIAN-CRAEEERE LIKEBTTIO MERETD
&, MFD (3R FRREN TN LIIB B (COH RIET —REEY by T T—AICE#(TIVIR-A)LT
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1—H—ID CEDRERIRY MICEFET S,

(1) FDP_ACC.1 Subset access control %7ty k7ot 2%l
FDP_ACF.1 Security attribute based access control t¥1)T1BHE(CLZ 7D A%

TOE (3, Table 12, Table 13 [CHEL), BHIEEAHAEDIITEXET D7V AGI#HEH I
Jo LT XEKRD()AD note DEER (L Table 12, Table 13 M note #5 LTIV,
BREEAREEETHROND VI TEXET AT BREETEB LR RAEET—F—cLTEINS
(7. A= —FE@IATLEBELINTICATRECB D, LIZLIPDAREREIZA4TP U+ PC
MoZERPOT—AE, VATLEBBL TN 7O AREEEGS,
TVU MEREICBWTIE. D347V b PCHBEASNS TV T —ARICRI B ERE T 5725H0
1-HY—-ID B'&EFND, T)V MEREICHTB YadEEE. TV M TF—RICEFNS1—HY—ID
[CLoTHESNB(note 1),
AFvUBSEE. JE—#EEE. D7D A EMEEICH 1D V3T, B\ RIUCOY 1 LIz 21— —1D
M. Z0F—F—ELTEINDFoNS, (note 2)
TPOAREDRD YT, J7DAEEERE VLRI AENMFE CERLVED., VATLEEEN ST
—F—=&ULTEINDFHN %, (note 3)
TPIAREVTRESNZ I7DAZET ARG REITIHERYIAILEIND A TON TS 1
—ID i"F—3—&ULTEIND(FoNS, (note 3)
TPDAREDYITEHT—5E TOE S oiEoN 78, TOE DFAZETH VNI NOI -1,
TPIAREDVITHLUTAZERTHLFTELL, (note 4)
XENRFERDH UBEER A v XEDRBRRYIARFEEOMNE URREICEZ 2T 5. 3
BRYDZNORFERDE LISV, B I ERICOTAVREDNBETHD . FEINVIAICA
FrUXEZERTIRE. BREEEIINTORBRYDAN, —RFIRAEEEENFETS
BRRNVDAZITNEIRATREC S, FIAZERATY X EEREFEITIHBAVIAEERL, A+
v OREEETIOIN. BIRUVERBRAVIADREBEBEN AT U XEDMAEICL S, (note 1)
BRAYVIALERESNLET-AOENE L, TV MER. BIBR. 7V MERTIFEOERE K
D:ERE. TBEBFLRIEMEEBELIINEITTES, SARYATLEEELY th ADHE
NYDARDT—RFEEIETELLY, (note 5)
TIVb AFvy IE— TPDRAEE. T7VAZE . XEORFERNE L. WINOBEEICH L
TH. XETHZRETIHEEFIRESNGL,
AFvY TPDAEE . TPV AREOE B I TR E T I B IRESNE L,

1.1.4. £X1)71EHE

(1) FMT_MOF.1 Management of security functions behavior t¥1UT/#4EEDH3F\DEE
FMT_MTD.1 Management of TSF data TSF F—AN)E &
FMT_SMF.1 Specification of Management Functions ‘& IE#REDYETE
FMT_MSA.1 Management of security attributes £Fa1UT/BHEDEIE
FMT_MSA.3 Static attribute initialization E%E9EME4IHEA1E
FMT_SMR.1 Security roles ¥1)T1 D& E|
TOE ([FF&RIFRFESNE VAT LEEEDH(C, T&E Table 22 [C7RY TOE TH1)T/#EREICRI &
FEILF T EEREENSRERTER. FLUESKBEDFERIBERZRETSI 11043
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J1—AZiRH T3,

F, BRI SN— R RAEEIESONAT - FEEDHATHETHD .

CNbDEEICED, BRENZ 1T BEEBEEFIRIL TS,

TOE (3. Table 12, Table 13 (CHELY, BIEEARWAETIRNDN S VaTEXET—IDFH E H
TBHRDT AN MEELT., Bae B LA AE AN IERZRTE T D, 5Hl(E. [7.1.3. 75
T AF|# (1) FDP_ACC.1 Subset access control 72y 7Dt A%|{E FDP_ACF.1 Security
attribute based access control X171/ BHICLS 7D EAREHIZSROIL,

TOE (&, HMEEE . SA. VATLEEE ., — A HAZORBZESBIAECEEMT. £
NEHRT 5,

TOE (F. FIAZERECEALEF1) T BHEDT 74 MEELT, —RFIREZRET D,

Table 22 F1)T1E BB RECIZ/ERTAET UI

t¥i1 )T ERIER BENRI CWIS

N=FTAADEBERT - LEEHEMEEORTEESRL. AR/E v v
3. LEEEHBDREEITD

APL—URESLHEREDSREES L. B/EIDOREEIT v

RENRIDoDFREERD) AT - MERDREES R L. BR/E v
DREEITD

FAERAERRICLD PO AERREES L. AA/EN. 1B v v
BEBDREETD

HWWEESE ID &)SAD- FOREEIT) HEMEEEZEDH A e v v

FIAZED ID OFRFEZSHWU ID &)SAT— FOFREEITI . F v v
REICEINETLZEZSR L, SA TR —BFABOREIZH
€9 B

AN
<

1Y —)1SA0 - FOR/NXFHFIRES B UREZITI

AN
<

BIET AR SLEEEDREESRL. B/EIBLUFHMFER
NEREEITD

TLS =) \GEAZ DR EES R L. (ER/EFDHREEIT, - v

B EREERE DR EE S R L AREREL/ BN DR EE1TO

STV MERRDREES R L. EWR/ARIOREETD

Bt BRIeSRUREEITI

BETAMEREDEES L. AU/ ENDREEITI

AN EANIRNIENIRN

I7—=LOIPT7vIT - MEREDREES L. AR/ENOREET
2

<

Z— M7 HRE GRIENRIVE LY CWIS) DS HREERTE

AN

LiR—rHADREESEL, VATLEEERE/FIRENRE:

172

DA IV V7R EHIRIEBEDS REREETIMEREDA RN/ v v
ENMRF)ISAD—F)

X I T EERROREES R LA/ EIDREEITI - v
(AR, tFaUTAEEBATT-AEATRNDTF ATl
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| T EBEEY-NCHETRCEN AR, | | |

(2) FPT_SKP_EXT.1 Protection of TSF Data TSF F—AM{Ri&
TOE (3. #2155 #2(KEK: Key Encryption Key)ZF X T NVRAM2 [CIRFT 20, IARTOFIHE
(CX LT, CORERBERHETROHDIVITI—AERMLTUVEL, F2. NVRAM2 HlFAED
(FENTVBRERIT. AL —IEBELEREIR TR,
AL—3JiEEH2(DEK: Data Encryption Key)ld. £i0) KEK T AES-CBC A THESELT.
NVRAM1 R Uf HDD [C{R#F T %, HDD (LIR#F T DEK DRZRIE NNV 7YTITHB.
TOE DFZENEF. NVRAM1 [CIRFSNEREBIESNEA I — UGS HEE. NVRAM2 (CH D BERS
SHRCESLIN. BB FEXDIRAET DRAM [LLRFNS,
L. IRTOFIAEICH LT, TOE (&, DRAM [CIEFESNEEXDA M — JIESRBESHIT
FAVATI-AERBLTUVEL, F2. DRAM [CIRFSN TV EXDA M —IEE#E(E. BIR
ERETEILENIHEESND,
TLS BIEHICHEATIMZRHEDIIAEE. 7.1.6 (15)DHEBCLNESILSNIREET
HDD [CRFSN. IATOFAEICx LTHERESRA E T 371—AFRELTLVED,
BEICFIAIND TLS ©yYavi# Kk U TLS EC Diffie-Hellman F4Z B (& 3X T DRAM (LR TE
SNBN. TATOFEEICK LT, TOE [E. DRAM [CRFESNEEXD Y YV BESRH LTS
URII-AERBELTVELY, F2. DRAM [CRFSN TV EX DYV, BRZ%EETC
EICENIEESND,

1.1.5. SE#ELER

(1) FPT_TST_EXT.1 TSFtesting TSF TAk
TSF A A—J DIREL:
TSF (X Controller ROM & Fax ROM D2 2N 77— LI 7ICENEIREINTHN., Nb220T77— L
DIT7NEEMEREITHEICED., TSF DIEEEBEERELT S,
TOE (ZFZENHF(C Controller ROM (& 4byte DFTv7H Li, Fax ROM (& 2byte DF v LEFHE
URTEDBE—HTINZHEREL. EERIRENRIICIFI-2RRUEBZELT D, F.
DRBG [ZBILT [M111.3 [SEREDAIATAMEEITL, TAMKKRUEZSEE ]
BENRRIUCIS- 2R RUEBZEFLT S, 13H DRBG OfL4k(lE 7.1.6 TRT,

(2) FPT_TUD_EXT.1 Trusted Update S{ERE7YIT—t

FMT_MTD.1 Management of TSF data TSF 7—30N)E &

FMT_SMF.1 Specification of Management Functions & IE#REDYETE
YATLEBEGARENRIUDOOREICED . BIENRIN L THEEFOI7— L7 N3y
EHERRTBCENTED, T, BEERTEVANEEIFH DT ECLHTHIFE T D TOE ZHE R
F377—L0I7DN—I3 R THENTED,

VATLEBE., 77— L0177 -N—=9307vTI=IeE>T, I7—LI17e7vIT—h33CE
WT&ED, 77— L1777 1N\—I3v7yFY—IUICIE Controller ROM, Fax ROM &)\ —3J LTz)\ A
FTUI771 IO RIBEN TS,

TOE (&, VAT LEBEDHFANCLINEITINGI7—LII7 - N=Jay Py TI—ILhoiEESN
377~ LIITEECINFT)I7ANERIETIE. NMFUTPMIVSRASNZEFERL ZHEEL
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U BREEICEKBRULES S}, 7yTT— ek U, BEARIVCIS—@MULTELET S, NMFY
7N ESN TS EFE AL, N1FUT74)V%Z SHA-256 TNyl \wYalEERE

2048bit DFHZFTHES1E L7z RSASSA-PKCS1-v1.5 HEHK®D RSA TIYRINELZ THD. JoTHE
SEDFIEE . NI FIIPAIUNSRA SN B FERLET7— L1 7EL R RSA 2FS(C
THES. 2))MMFYT74 )% SHA-256 T)\woa, ) ESHEREN\YVAEELEL. — BTN

FREERL TN . A — B CTHNIEHREE R ERE D,

1.1.6. T—HEES1E

(1) FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys) &5 824 Al (FE Xt 7
H)
TOE (& TLS FE 5B 1E DEEFESL (EC Diffie-Hellman) CARWVRIEXFREEL T, [21ICEREHDEM
HhEREBZAD . FBFRBOLERAERG. [3]5.6.1.2.2 BV [2]Appendix B.4.2 [CHED,
TLS EC Diffie-Hellman F#ZE(S . Linux O/dev/random b8 {EEY— FETS(14)ICEEEHD
AES-256 CTR DRBG TA R ULEELH THS . M BIFRELT [2]Appendix.D [CEEED P-256.
P-384, P-521 #HiR— U, TLS 2TV I—YavBETHATZ—DOhiRES,

TOE (& TLS H—/\EERAZ(CRI A T3 IEXFRBEL T, [2]ICEEEHMBEABRE. £ LA, [4]1C
SCED RSA BBERVS, CNoDIEX FREE(Z CWIS hoD1—H—§ R TEMIND, FEFBER
BOERAEIE [315.6.1.2.2 BU [2]Appendix B.4.2 [TH5, RSA (3 [416.3.1.3 EiDERL
FECHEV, ZORTEONZFERI(E [2]0 B33 [CENERMEIND, FEMABIFRELT
[2]Appendix.D [CEB&i( P-256. P-384, P-521 %, RSA 2K &L T 2048bit, 3072bit FHHR—k
L. CWIS B o1—H—hNWIFNh—DEIEE LTERKIETRT %, Fio. REURHDELEE ALICIE
(14)ICEEE M AES-256 CTR DRBG 2 1\3,

ERRUVEBRAERICHNT, TOE HADIRRPRBOREERLL,

(2) FCS_CKM.1(b) Cryptographic Key Generation (symmetric keys) F&5#24 Bt Fr82 )
TOE AL —UREERRUSEBERBEOEYYaVRELT. MENEY MIDELHZAS. &
IRKRICIE. ARL—URES 8 (DEK: Data Encryption Key)® 256 £, DEK #i§S1L T 35HD
BERE 5 B2(KEK: Key Encryption Key)®D 256 Ew k. TLS £yYavBOIAA—ELTRIVI—3
VTRE LS AKICIEUT 128-256 EY MEENENERT 5, BELEUL(14)ICEEEHD AES-
256 CTRDRBG TA T %, 385, CD DRBG WFFUHENED(SE, (12)[CREEH LT IMUe4E
Y3 R. RU. TLS BIEtyYaViRk R THS,

(3) FCS_CKM.4 Cryptographic key destruction &S 82553
FCS_CKM_EXT.4 Cryptographic Key Material Destruction R&-S ##1 ¥ DR ZE
TOE B FEXREFNIBRRUVBMMHERE(CLB LR THETS(Y), TOE [CEXRFIND
B R URMPEEDHZESEE Table 23 [TRY . Fz, CNHoDE KR UEMBHIE S LEOE
1T (C RAM EDD—DABRINENIE-SNTHIASNSH . RAM LDT—5( TOE DERETE
ELIEREERDHIBRENS,

(M ARL—URES (L NVRAM1T & HDD [CRFSNBD, (10)[CEEHDBENRE S L SN DTH.
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AEHOHRRINET S, Tz, (1)ICEEED TLS Y—/\GEBAECFIA TS IERFREIZ. (15)DA N
ZALICED HDD EICEESIELTRFSNSLD . RAERORRINET S, T7—LII7ERR
FECAVS ARSI, ER, TIMRA-MESE., BSD)T L EF1)T1/ 54300 NI(C
LEZELBWVEHREHOR RN THD,

Table 23 FXFFINDHHE R UBM B OWIES A

BErE A REE WEHE

EEd = NVRAM2 | #E)SRILDEBEBEAZ1—-hoT—3—{EHIkE
(KEK:Key Encryption tERUER. 7—5%(14)(C52% D DRBG TAERLL
Key) EELBT1IELEETS,

TLS By aviE RAM TOE DERETCTHEET 3,

TLS EC Diffie-Hellman | (£ %)

Z B

(4) FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption) HEFSE1E(R
mEESie  E5)
TOE (3 TLS O FHEE S /S ELT [SICEEEHD CBC E—FR U [6][CEEEHD GCM £— KD
AES(128bit. 256bit)&HR— 3, AES [ [7]#EHLTHS.

(5) FCS_COP.1(b1) Cryptographic Operation (for signature generation/verification) I§S1R/F
(BRERLREL)
TOE 377—LOI77Y7T— FOEEMRIECH VT, [2)ICEEHD RSA TIIIEREYIR—
I3, BRI 2048bit THD, FEHIA—IYME [2]5.5(F)ICFLED RSASSA-PKCST-v1.5 (CHE
Do

(6) FCS_COP.1(b2) Cryptographic Operation (for signature generation/verification) R&& &
(BRERL/HREL)
TOE (3 TLS MM FEREECHVT, [2ICEBHD RSA TIHIIEL RUEMBRT JRILERIC
X UIZE R £ R UREEZTT), 86, RSA SR I(3 2048bit F/z(d 3072bit, NIST #5FIBE R
(& P256. P384, P521 &ZHR— 9%, RSA TIRIEBRDER I4—IVME [2]5.5(H)ICFEEHD
RSASSA-PKCS1-v1.5 (T4 5, FTo. HEFHIRT IR E R DE R ER/IRGER [2]6.4 (CHED,

(7) FCS_COP.1(c1) Cryptographic operation (Hash Algorithm)  BSB4&4E (/\wa 7 TUZXLs)
TOE [377— L0177y 7T— FOEEMRIIRDI7— LVIP Py TT— MA=IT=A0)\vYa
FTHIC SHA256 ZFIFAT %, CM SHA256 /\vV1fEEERED RSA ESHERELRTHLT
BRI EETTS. BH. \Wwoa7ITUILE [BIICERT B,

(8) FCS_COP.1(c2) Cryptographic operation (Hash Algorithm) FES4&4E (/\wYa 7TV L)
TOE (& TLS ®/\wYa5HEIZ SHAT. SHA256. SHA384 &BHR— 193, BH. \wYa7ITUX L
(& [BICEMT D, Cold(1)ICEREDRFEAVE—JRREE. BT EFBERER/MRIIDE
NENDHAIIAMTEICFIAEND,
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(9) FCS_COP.1(d) Cryptographic operation (AES Data Encryption/Decryption) &-Si24E (AES
THRESIEB'E)
TOE [FAFL—YBEBOREESARELT, DlCE&EHINE AES, RU, TOVIRESE—RELT

[10]ICEE &SNz CBC BHR— T3, BEIL 256 EYRTHE, IVIFARL—IDEHABEE
DEK #TICEH T3,

(10) FCS_COP.1(f) Cryptographic operation (Key Encryption) K§S1R4/F (BERES1k)
TOE (Z(12)[CEEE D@D, A ML — URE-FIE#EEED DEK(256bit)Z [9]ICEEE SNz AES AHT
EE1ET %, 8K 256bit THD. TOVVEESE— RIE [10]ICEEE SN CBC EHiR— T3,
BR(E 256 EYFTHD, IV (X(14)(CE2E D AES-256 CTR DRBG o8& 8 THS,

(11) FCS_COP.1(g) Cryptographic Operation (for keyed-hash message authentication) &%
BB\ Y1 v — JFREE)

TOE (3 TLS [CH1H2 B EAVE— IR ARELTUT e R— T3,
- B2 R (bit): 160, 256. 384
- )\Ww¥1:SHA-1, SHA-256, SHA-384
- Avtr—IH4 IT A MR(bit): 160, 256, 384

NDAFIVTVZALEE [11]. BEENY YAV E—IFREE I TYZX LHMAQ)IE [12]IC#EHT
50

(12) FCS_KYC_EXT.1 Key Chaining #F11/Y
TOE [FA FL— YRGS 5 (DEK) R U DEK ZREF 1L T DBEE S B (KEKN ZHF 11T B,
BEAMICIE TOE FAML—URBSRTF I/ VDB ESIB(EAMICIE. THBEEMNE., FEE.
BENRIOBEEEAZ1-HoT—A—IEHIBRZR O BIFF)(C(14)ICEEE D DRBG T DEK &
KEK Z4 A% L. DEK [ KEK [CLD(10)[CHE->THES1E L NVRAM1 KU HDD I, KEK (&3 324K
BET NVRAM2 [, ENENIRTFT B, 2 B B LIEDREEIFFE . NVRAMT [CEESELTRELE
DEK % NVRAM2 h'\o&id i Lz KEK T(10)ICHE- TR BT 5, S K[ DEK. KEK £6(C 256 £y
FCT#H%, DRBG CIF(14)ICEE B LEEN+ 2B I FOE—DEEESN 2B DIRE L 256 EY
FTHD., BFIM VDT 256bit BEHLHIFIND,

(13) FPT_KYP_EXT.1 Protection of Key and Key Material ##% U##¥lD{x#E
TOE (Z(12)ICEE & LTz@D. AL —URE B8 F 14 h' 1) TOE OB 2 ENHF(C#% 2 DRBG
T DEK & KEK Z4 R L. DEK (& KEK TREB 1SN T NVRAM1 KR U HDD [Z. KEK (&3 304K RE
T NVRAM2 [ZENFNRTET D, ZDOMDA ML —I(Z DEK, KEK BMRFSNB &0,
NVRAM2 (FER IR AT REA FL—ITHBISH. (12)DEEF 140 D—ERN T #h X HA AT BETG A
FL—IICEXTRESNDCER L,

(14) FCS_RBG_EXT.1 Cryptographic Operation (Random Bit Generation) K&S1&/E (ELE#E
Y MR
TOE (FELEAERLIC [1110.2.1 (CHEHLLTZ AES-256 CTR DRBG %FIF 9%, 0 DRBG (&
Derivation Function. Reseed ##E%% L. Prediction Resistance #REE#EF131\, F7=. Linux
A—2ID/devirandom HMfFELEZ Y — FET D, /devirandom DIREITTTHS Linux
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Random Number Generator(LRNG) & U LRNG (Z3EAT200O90808D5%H H UiEE/ 4 X
EEHEEAREIVME-RET D, CO/M X (EV T I PICENERMICFERDIE L DEERLE
F3%EDTHB. DRBG [d/dev/random W fitfaEN iz — F& entropy_input & U nonce ELT
FATRH, ELBOIY bOE—E(3 256 EVhx1.5 Z#B%. [1]8.6.7 DEEHL+HEE XD,

TOE (C? DRBG ZAWVTARL—YESHE, TLS Ty av e8I 3,

(15) FDP_DSK_EXT.1 Protection of Data on Disk T4AD EDT—5{R5&
TOE (FARL—ITF A ALDT—RTOVD B T BL/ES LT, ERMIICIE. TPMILYA
TLEDESIEXRIA—T1 23V AD T IR U AT —80D Read/Write ZF N LTT—2NDE
BL/BEELEIEL. B3/ \—T1 VavICRIETET—R2TOYD% Read/Write T3, BEEILA R
(& FCS_COP.1(d)[CHED, BEEAE R EDA ML —IT N4 AL IR 3T A HER HDD & NVRAM1
THN. HDD & NVRAM1 LISH IR SR AIRER A FL— I T N A KLY,
LEROAN—UBEE1E(E TOE EEENRFHNOEIET B, BEBL/ESILICFIFAT S DEK (£(12)(2
SEELUGED. BSRFIIUNBVESBICERIND,
E2TOEXDFAET L. EXDFWEZED TSF 7—4(F HDD R U NVRAM1 EDRES L&
N=T10aV[CEEFAENZHIES1ESNS, HDD £ NVRAM1 EDIERE BRI R D) —T1Y
IvIcIE. AT LA A= Fl{E) A —2% KEK Z8EL(10)(CEEEHD@EDEES 1L SNz DEK D
HHEIEIN ., FXOFABXET IRV EXDMWEZED TSF 7% EFH 1\, BH. DEK D
EE51EIE(12)ICERE LED TOE DR S H#F 1M1 VN B UVEEIRFCITHND, . FX KEK D
REFSETHSD NVRAM2 [FIRM A ATRER A FL— I T INA ATIE LY,

1.1.7. SE8E&E

(1) FCS_HTTPS_EXT.1 HTTPS selected EIREN T HTTPS
Web 750, GoUWICEEEY—NEDETOEIE FF749D% HTTPS TEF17FrRILET LD
(C5& T BRENTIRETH D, CORTEIL CWIS ho BIBEDHWITASD, HTTPS (& [13]ICH»
EERETHD,
D347k PC D Web T30 b CWIS ADIEHEEREZ(1dE. TOE EDFM17V M PCET
TLS BIENRXTVI—YavefEIL L. HTTPS BIE &R T3, D317 PC hod TOE M
CWIS [EHTBAIFREB LU TN TOUE— MEMHESH LT HTTPS BENEAIND, FE.
EEY-NhoEENTT-INBEREZT. EENTTF-EEEY - NTEIETIRE.
HTTPS BIENEAINS,

(2) FCS_TLS_EXT.1 TLS selected #EIiRSN 7 TLS

TLS BIEELT [14]D TLS1.2 &#HiR— 1T 3,
TLS BIETHEATIEEAM— MISA 7Y M3 —=1ED TLS RT3y hicxTVI— N
%, TOE [ TLS ZFIFT3@EIECHTIE. TOE (FHBECIEUTHIM1 7Y MIEY—NICERNE
%, BIZIE. CWIS PDEATIET =)\, AFv U XEA—ILEERICEDIM1T7 U e LTIRS &,
TOE (D547 M oIRESNERE S 21— bOhh oY R— M 2:&EU 0% 1 2FEIRT S,
TOE " R— b BB AL — MILL T THB,

* TLS_RSA_WITH_AES_128_CBC_SHA

- TLS_RSA_WITH_AES_256_CBC_SHA
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* TLS_RSA_WITH_AES_128_CBC_SHA256

* TLS_RSA_WITH_AES_256_CBC_ SHA256

* TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA

* TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA

* TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256

* TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384

* TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256

* TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384

* TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA

* TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA

* TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256
* TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384
* TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256
* TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384

(3) FTP_ITC.1 Inter-TSF trusted channel TSF &S Fv®Il
TOE (3 TOE £BEEY — /N, Mail $— DT, LU TOEEERETONIVEYR—+T3, C
NIEED. TV RRIV FDBEFBIEBIET - IDRBEHS WD DR ENRIIEND,
- BE &Y —)\: TLS/HTTPS
* Mail #—=/)\: TLS

(4) FTP_TRP.1(a) Trusted path (for Administrators) E{S%E/\A(EEER)
TOE FEEBEN)E—FPCHHONETHEAMVATTI—AICK L. U TOEEEEE IO IILE
BR—Fr73%, CHICED. IV FRI Y FOERIEBIET —IDRBERS WM ODRENRIEEN
o
« CWIS: TLS/HTTPS

(5) FTP_TRP.1(b) Trusted path (for Non-administrators) ={S%8/\A (FEEIRE )
TOE (FIEEEZEDUYE— FPCHLDETDEAMVATI— ALK L, LTOEEEEETONIL
ZHR—1F%, CNICED. IV RRI Y FOBRIEBIET —HADRBERS WD ODRENRIISN
%,
« CWIS: TLS/HTTPS
s TUVBA— RS N—DBDENRI: TLS

7.1.8. PSTN 77D -2y cJ—DRED 5 B

(1) FDP_FXS_EXT.1 Faxseparation J7DA% B
TOE (. 77D AT LREZH5 . ARBERREN LT, I7IAT AN EZEHAERIRH T
%,
HiR— b33 7OV ITU-T G3 E—RFDH THD,
TPD2AA VR TI—ATEZENHFINTLBDE. FIAEZEDI7HIIIXEDH THS
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TAET LEREREF T SMBN LD B IET —IBIEIVY RE—IR(HMF B LS, T7DA

EI#RDD TOE [CRIEICPDEAT BETELGLY, Fe. TOE (&, ARBERIRMERE R D
—DRETT A& (TEITHAEEELLBLVEH. ARBERBRZENZELLARERT 41
RERRY M —=DEE(CEL LY,

1.1.9. T—RHEX

(1) FDP_RIP.1(a) Subset residual information protection Y7ty N&TEIEHRIR#E
TOE [F. YATLEBEICINVI TR TROLEFHEHKENBENIELINTIVSE, JE—#
BE. VAL, AT v UMBRE. D7D AMRE. XEDRERBEDR V3T T RICHEN-FT
AADEEBICEENFABZSXET 2 LETHEERTS,
FEFEHEMBEG LEESESH 1 B(CO(EO)ICLD LEE)E. 3 E(0-1-ELEUCLD LEFER
iE) OFIRDVHE KD, L. BESEERENAIIESNTISIGEE . MELAITE BET—H
(0,1, ELE) FEEBILSNIIRBETEEATNSG Fo. N\—FTAADEE LI LEEFHET
EDFIABEHXET-IN—EZHFS5. TOE EBFRIC—EZFIVILT HERT OFIRAFH
XETAINEETIEER. LEETHELEZETITS,
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8. STH&REE-FHEE (Acronyms And Terminology)

8.1. HB&EE (Acronyms)
K ST [CHTBREEEZLLTICERBAT B,

B EERNR

cC JEVD547')7(Common Criteria)

CWIS tUR—01714 3 —%y MF—EA(CentreWare Internet Services)

DRAM HAF3I9H5 05 LT7H1 AAEY(Dynamic Randam Access Memory)

FIPS PUB REDEFIFHANIEIRLED H AR (Federal Information Processing
Standard publication)

IIT E{& A 713—37F)l(Image Input Terminal)

10T E[{& H 738 —37F)L(Image Output Terminal)

MFD T I5)V48 &8 (Multi Function Device)

NVRAM TERMESVALT7DEAAEY(Non Volatile Random Access Memory)

PDL R—3Y 58k E §&(Page Description Language)

PP 707523 70a774 )L (Protection Profile)

SEEPROM IIPIVNAICHERSNEERMICE S A ATEER ROM
(Serial Electronically Erasable and Programmable Read Only Memory)

SFP tF 1T 1#EE A £t (Security Function Policy)

SFR ¥ 2T #EEZE 4 (Security Functional Requirement)

SMTP TFA—ILE{ETA FIL(Simple Mail Transfer Protocol)

ST ¥ 21UT45 -4y MSecurity Target)

TOE ST %t % (Target of Evaluation)

TSF TOE ¥ 1') 7484 BE(TOE Security Function)
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8.2. FHEE& (Terminology)
K STICHITBRAEBELLTICERAT S,

R B

L E ) TPAIWVIAT L EREAT DO/ ROBEEZUNBOLIITHET S EEET . 5t
L OWEMEEO LEXIEFE,

KEK Key Encryption Key D&, RETId. AL —JREBRZE BT 27HOESHO
CEEET,

DEK Data Encryption Key OB&, RETIE. A — I ERDEEIET,

73VY21*EY SD F7z3 eMMC Z487

A=Y TEXRMEDTZYVIAEYR U HDD #1657,

SEEP Serial Electrically Erasable PROM DR, 1> bAO—JiK— R ET CPU [CN\R¥EHREND
TEFKMEATEY,

Web UI FAFEDIIM17 D Web T50H &N LT, TOE [T BIRMENTES Y —EATH
Z

BERYIA HERRVIAERFRAANZAF v XEPTPIAXEZ TOE NICRETBIEADC
Eo
FLRETIEITHEBRYD AN X EZRY M- LOIVE1—5hD
WO CENAIRETH B,

ERIIVH TIVAEEICE VT, FIRIT—2%7 1 R—ALTHERL LIZEY bRy T T—A% . MFD

(Store Print) DA —JEEIC—BEREL. BIASNZFIABEMRIENRIVLDIERT 2ETH

&R T STV M IE,

FAZRHXET—Y MFD QAL -VREICBRINTLE., RIANMKET LI71LEHIBRESNSD, AL —
VEBERICRT -3 ERFLCVIIREOXET -4,

XET-5 — % F FA3& (UNORMAL). SA h¥ MFD OIE—#8E, TV AMERE, A vUikEE. J7
(Document data)  DARERE, XEDRFHEEEFI AT MR, MFD REEBIBT 52 CHERIEHRE
BOTHE BMUIXETXRTLTD.

TRIVTAEEQY V0L D EDIIBERETOMELIFRPEELGAAY MBI EEE DB

T—4 TR, 1-Y-BELGE)E. BREEINTZT—4,

FAE®RE AAIEREELZRIRAECEIN B TONS &S, A TOE TlE. MEBEERE. SA &
(User Role) g, — A AERINERINTNS,

BHEREERE HWEEEN TOE 2R AT IR ERERZRT . SFR N TIE Key Operator
(Key Operator role EREEND,

role)

SA #&2&| SA N TOE &R AT IRICHELHERERT,

(SArole)

— R FIRE &R E — % FI FA& (UNORMAL)Y TOE ZFI AT 3MRICHELHERERT

(U.NORMAL role)

FIAESAER FIREEZHATIHDER, 1——ID,
(User Identifier)

BEEBEERIE HBREEERIZIETONEI—Y—ID, SFR W TId Key Operator Identifier &
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#H RITND,
(Key Operator
identifier)
B EEE MFD DO E D TOE tF1UT(HBEDREZITIEESE,
(Key Operator)
SA B EEE HDVIBEICIERENTE SABTHIY MEERL T BIENTE MFD D1
WEEL TOE 1 )THEREDR EEITOEEE,
VAT LEBE Key Operator & SA D#F5,
(U.ADMIN)
CWIS TOE M Web B —/)NTHD., FIAZEDFA4TY +D Web F530HZN LT, TOE [T
(BV8—017 1V BIREHER. ZRTER. XEOBMNH U/HRIZERNTEIY—EATHS,
-9k Y—ERA) Windows DIEZE Web J3 VT THERTIENTED,
— TOE D& HEREEE AT SAIIC. FIFAADAIEREIE17>C TOE OF A #EE (CHI R
(User ZMTBTZHDEEETHD .
L KRIRBEEESNERERREEN 2 DD E— FVHBH . A TOE TIEIARIKRFEREE— FTEIMET
Authentication) 2.
(’f:ffﬂ TOE {1~ 4~ BEE MFD (28U 1~ F— 585 AL CRRET B IE 7 5E—
Authentication) F»
f;iﬁfff TOF D1—Y -z SRR T — NCEHR U1V - 1ERzEA L GRALE EE
Authentication) L
rEEEE . e s L
(Hard Disk Data N=RFAADEE LI(CEBSNLEXETHZHIBRTIRIC. DT —AEIEEHFET
) —ATLEEETZIEETRT,
Cleaning)
AML—UBEE REEED—EREIIAN —JZEBILTIHEETRT,
Ty ;;E;E/EELE FZ(PDL) CHERLSNZENRI T — A Z T L. EV bRy T T—RICE#T S

TAVR—ZHREICED, -2 (PDL)THEMSNIZT — &ML, EV Iy

JRCih S 3R

TIAR=Z I ACEBTE,

25 [\ T —REFIFAED MFD O#EEERI A TIEMEE— FEGRIC. VAT LEEEN TOE D

k FERIREICENDE T, TOE HIBFDENEEXTE® TOE EX1UT(HREREDSH/E
el REEDERETOBEFE—F,

A—MUFHEEE BRIV B LY Embedded Web Server hh o fal £ #2475 % U3 L VK BE T— E DB A

(Auto Clear)

EBLieE, BEIMICEREEN DT 7D FENBEETH S,

HAMNR-IVIZ7

(Customer MFD OfRSFMEEEITIIVIZT

Engineer)

T IAZ%%%U; TOE FLARESNTVBEECTELFEREZBELTIIEATEIETH
(attacken) o MBAHICF, ARRBNLIAEBETEIHSHN, EDERXRZRLTPIVEATEIELES

ﬂéo
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R/ MFD QIR BLREY . 597, BT ISR TA AT LA HEESNEI L.
(Control Panel)

—4 I =

y fwﬁﬁ%’bﬁ — R ERENFIETEIIATY .

YAFLEEE AT LEBENFIRTIISATU . YATLEEE(E Web 59 & MFD
BS4TY b (5 UT. TOE BEF—AORBEPEEHZ 5175,

TVVE—F31 18—

(Printer driver)

—RRMAEDIFM7V b EDOT A% MFD HMRIRATREGR— IR EFE(PDL)THE
BSNTZENRI T —RICE#T BV I MOI7 T, MIREDSAT7ONTERT S,

ENRIT—53

MFD W\ fZIRAIRERGR—J e EEB(PDL) CHERLSNT=T =%, EIRIT—%4(3, TOE @
FAVIR—XHEBETEY NV TT—RICE SN D,

By IT—4

AE—#BE[CIDERHAINET -8 BIUVTUVARBECINFIREI (17 Mok
ESNIZEIRIT—5&T VK- AMEETEI LT -5, EybIvTT—R3BA
X TEBREBLTN-FTIADREICRMIND,

B AE—HEET LT HODESAB DN RELGZ X EDLE . SEBLEERT,
TOF B F_5 SN TSF F—5O—#THD. TOE L& THEREN /N TOE (LB THERENTT
—5THN., TOE DEF1UTHSEEICEEE 52 B A RO DD BET— S,
o BEIARSND 256 EVPDT -5, AP —JEBEAOXET-ADRERIC. CO
sk BF—AEFERALTRSIEEST,
2yrI—5 SR %y FI—DERERRY MO —DEE AT E—BMICERT B A 0RE,

S ERRYFI—=D

TOE e EE I MM TR EENH KL, RERYII-DLUSNDRY I -DEET,

REpRY =5

TOE NERE SN B BONERICHD. SV EBRY FD—DhbDEF1)T1DE BT LT
RESNTLVBRYNI—=DHROD . MFD £ MFD A7DEABMKERYE— FOSEER
H—N\®H5147U b PCRIDFvRIVEIET,

ARBEEER
AR EFEERA
PSTN

(public telephone
line)

TPDAENE . TPDAREDT AN RN BRSNS,

NRERT—3
(fax data)

TPDANNRERBERNSEREDT S,

SEEAE

ITU-T #1E5D X509 ICEZSNTHED. KA BHR(FTEMRR. A2, 2ETF). &
B, AHHIR. DUZIFVN, VTRFrENEENTNSER,

Data on minimum
user password

TOE FRET—HTHD. KRR EERFICHITBFAE D) AT - FEREROR/NXFH
D1EER

length

Key operator TOE BRET—ATHN. H EEE DI OTHD) AT — FiEHR

Password

SA Password TOE ERFET—ATHN. SA FRILDT=HD)NAT— FiEHR

U.Normal TOE BRET—3THD. —f&F|FAE(UNORMAL)FREEDTH D) S AT — RiESR
Password

Data on access

TOE R ET—HTHN. FIMAE ID FBIERKRICEHR T SHAEDA N/ BN DFEREK
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denial due to
authentication
failures

EqEIE T

Data on Auditing

TOE FRET—HTHI. L\, MM, EDLIBIEREEITONELIBERPEERAAY
MBIZIZFEZPERERE., 1-Y—REQE)Z. BHFCERT HHEEEOE I/ EHD
Gk

Data on User
Authentication

TOE :RTET—ATHN. MFD OIE—#EE. AT v UBERE. J7D AMBES LU T 21
BEEFIATRMRIC, 1—Y—REHERIC TR T 28R A N/ ED B LU R EDIE
R,

Data on use of
password

entered from MFD
control panel in
user
authentication

TOE F/RET—HTHD . KAKNRIVDDDFRIERFD)SAT— R
F#EED A T/ ESDIEER.

Data on Store Print

TOE FRET—HTHD. TIV T AR ERICTIAR— T MIEFESE SN ENFRI
SEIN DR TE HH.

Data on Trusted
communications

TOE BXET—ATHD. ARy II—DEICHERTIXET—4H. YaJiER. t+a1Y
TAEENTT-AELV TOE BRET —HEVTBIET —HERETILHICHIETS
— RGBS EBETO NGB/ ENS LV REDFERSLVEAE . FBEEA
[BESAENAD—F, @8 )\ 20— FIFHK.

Data on Customer
Engineer Operation
Restriction

TOE BRET—HTHD, DAY—IVIZTIRFERIRELEEOE D/ EDDIFHRE UK
SFRAT— FOIEHR,

Data on Hard Disk
Data Cleaning

TOE BRET—HTHI. N—FT1ADEET S LETHEMAECER T IHREDR
NIENDIER

Data on Storage
Data Encryption

TOE RET—HTHN, ArL—IBESLHaE(C
BRI 2 HAEDE R/ EDIER

Data on date and
time

TOE BRET—HTHD. 31 LY —-V/PI 34 LEREBFHREBERZIT -3 THS,

Data on Auto Clear

TOE FRET—ATHD. BIENRIA— MV T7HBEDE N/ EN B LUDYU 7R D1E
). LU Embedded Web Server D7 — M) 7REREDE $h/EIDIEERH LUHUT
R DEHR .

Data on Self Test

TOE BRET A THN . BETAMEREDHF N/ ENDIEH

Data on Report
Print

TOE BRET—ATHN. Lik— M NEREDEREFR

Data on
Firmwareupdate

TOE BRET—RTHN., 77— LOIP7PyTT— MEREDERE IF o
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10. Appendix 1. XR#E BRE
A TOE [ZIF. RKEDATVav eI ENEICEI>TZ20ERN HS .
A) AFvF—HRENMEEREBEINS B
B) A¥v—#Eent AT av RSN 3R
A) ATV —REENMEERBINIERK
TOE &£13% MFD KAK, 7702747 a3y HAHV ADMH ENEELUTICTRT,
A
£mEF | MFD &{& TPDAXYE | HAEVA (SRS
=N NC100559 ME8355J1-2 DocuCentre-VII C2273 PFS
ME8390J1-1_20191209 | + LEEEEMAE
=N NC100559 ME8355J1-2 DocuCentre-VII C3373 PFS
ME8390J1-1_20191209 | + LEEEEMAE
=N NC100559 ME8355J1-2 ApeosPort-VII C2273 PFS
ME8390J1-1_20191209 | + EE&EHEMAE
BA NC100559 ME8355J1-2 ApeosPort -VII C3373 PFS
ME8390J1-1_20191209 | + EE&EHEMAE
BA NC100560 ME8355J1-2 DocuCentre-VII C4473 PFS
ME8390J1-1_20191209 | + EE&EHEMAE
BA NC100560 ME8355J1-2 DocuCentre-VII C5573 PFS
ME8390J1-1_20191209 | + LEEEEMAE
=N NC100560 ME8355J1-2 ApeosPort-VII C4473 PFS
ME8390J1-1_20191209 | + LE&EEMAE
=N NC100560 ME8355J1-2 ApeosPort -VII C5573 PFS
ME8390J1-1_20191209 | + LE&EEAE
=N NC100561 ME8355J1-2 DocuCentre-VII C6673 PFS
ME8390J1-1_20191209 | + EE&EHEMAE
BA NC100561 ME8355J1-2 DocuCentre-VII C7773 PFS
ME8390J1-1_20191209 | + EE&EHEMAE
BA NC100561 ME8355J1-2 ApeosPort-VII C6673 PFS
ME8390J1-1_20191209 | + EE&EHEMAE
BA NC100561 ME8355J1-2 ApeosPort -VII C7773 PFS
ME8390J1-1_20191209 | + LEEEEMAE
=N NC100562 ME8355J1-2 ApeosPort-VII C3373 PFS-
MES8390J1-1_20191209 2TS + EEFHEME
=N NC100563 ME8355J1-2 ApeosPort -VII C5573 PFS-2TS
ME8390J1-1_20191209 | + L Z&HEMaE
i )N TC101310 EC103747 | ME8351E2-2 ApeosPort-VII C2273 CPS w/
MES8390E2-1_20191209 | 4TM + J7DAt4HE
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iz )N TC101311 EC103747 | ME8351E2-2 ApeosPort-VII C3372 CPS w/
ME8390E2-1_20191209 | 4TM + J7DAt&HE
i )N TC101312 EC103747 | ME8351E2-2 ApeosPort-VII C3373 CPS w/
ME8390E2-1_20191209 | 4TM + 77D AtHE
i) TC101313 EC103747 | ME8351E2-2 DocuCentre-VII C4473 CPS w/
ME8390E2-1_20191209 | 4TM + 77D AHkRE
i )N TC101314 EC103747 | ME8351E2-2 DocuCentre-VII C5573 CPS w/
ME8390E2-1_20191209 | 4TM + 77D AHkRE
i) TC101315 EC103747 | ME8351E2-2 ApeosPort-VII C4473 CPS w/
ME8390E2-1_20191209 | 4TM + J7DAt&HE
i )N TC101316 EC103747 | ME8351E2-2 ApeosPort-VII C5573 CPS w/
ME8390E2-1_20191209 | 4TM + J7DAt&HE
i )N TC101320 EC103747 | ME8351E2-2 ApeosPort-VII C2273 CPS w/
ME8390E2-1_20191209 | TTM + J7DAt&HE
i )N TC101321 EC103747 | ME8351E2-2 ApeosPort-VII C3372 CPS w/
MES8390E2-1_20191209 | TTM + 77D At4HE
i) TC101322 EC103747 | ME8351E2-2 ApeosPort-VII C3373 CPS w/
ME8390E2-1_20191209 | TTM + 77D AHkHE
i) TC101323 EC103747 | ME8351E2-2 DocuCentre-VII C4473 CPS w/
ME8390E2-1_20191209 | TTM + 77D AHkHE
i) TC101324 EC103747 | ME8351E2-2 DocuCentre-VII C5573 CPS w/
ME8390E2-1_20191209 | TTM + J7DAtHE
i )N TC101325 EC103747 | ME8351E2-2 ApeosPort-VII C4473 CPS w/
ME8390E2-1_20191209 | TTM + 77D AtHE
i )N TC101326 EC103747 | ME8351E2-2 ApeosPort-VII C5573 CPS w/
ME8390E2-1_20191209 | TTM + 77D AtHE
i )N TC101327 EC103747 | ME8351E2-2 DocuCentre-VII C6673 CPS w/
MES8390E2-1_20191209 | TTM + 77D At4HE
i )N TC101328 EC103747 | ME8351E2-2 DocuCentre-VII C7773 CPS w/
ME8390E2-1_20191209 | TTM + 77D AHkRE
i )N TC101329 EC103747 | ME8351E2-2 ApeosPort-VII C6673 CPS w/
ME8390E2-1_20191209 | TTM + 77D AHkHE
i )N TC101330 EC103747 | ME8351E2-2 ApeosPort-VII C7773 CPS w/
ME8390E2-1_20191209 | TTM + 77D AtHE
B) A¥vF—#EENT T VA iR SN BHE R
TOE &#3% MFD KAK, 770274 T3y HAHV ADH A ENEZLUTICTRT,
B
R MFD A fk o rES] HAHYA HR%
BA& NC100558 QC100184 ME8355J1-2 DocuCentre-VII C2273 P
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ME8390J1-1_20191209 + TALEEHEMEE A¥vUREE
TP AtEE
=P NC100558 QC100184 ME8355J1-2 DocuCentre-VII C3373 P
ME8390J1-1_20191209 + TALEEHEMEE AFvIREE
TP AtEE
pEv) TC101307 EC103747 ME8351E2-2 DocuCentre-VII C2273 CP w/ 4TM +
ME8390E2-1_20191209 AFvUtRE, T7D AR
pEv) TC101308 EC103747 ME8351E2-2 DocuCentre-VII C3372 CP w/ 4TM +
ME8390E2-1_20191209 AFvUBERE, 7D AMRE
pi2)N TC101309 EC103747 ME8351E2-2 DocuCentre-VII C3373 CP w/ 4TM +
ME8390E2-1_20191209 AFvUBERE, TP AMRE
pi2)N TC101317 EC103747 ME8351E2-2 DocuCentre-VII C2273 CP w/ TTM +
ME8390E2-1_20191209 AFvUBERE, TP AMRE
pi2)N TC101318 EC103747 ME8351E2-2 DocuCentre-VII C3372 CP w/ TTM +
ME8390E2-1_20191209 AFvUtHE, T7D AR
pEv) TC101319 EC103747 ME8351E2-2 DocuCentre-VII C3373 CPw/ TTM +
ME8390E2-1_20191209 AFvUHkEE, TP AMERE
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