JISEC-CC-CRP-C0658-01-2019

V4
JISEC

BUl
4

s ﬁ&&k%ﬁ%ﬁ%f )
HEE EEOER

IT# 5 (TOE)

HEs=ftH (ZfMES) SRt TH 1H (ITREFE9715)
FRRERR R JISEC-C0658
o Canon imageRUNNER ADVANCE 715 I11/615 111/525 111
A4 R )
Series 2600 model
N—=2ga RN ) —AF = 1.0
PR B oy XY /) kSt

CC/~— h29L5E

U.S. Government Approved Protection Profile - U.S.
Government Protection Profile for Hardcopy Devices
Version 1.0 (IEEE Std. 2600.2™-2009)

EAL2 K ONSEMOLRFE= >R —* > FALC_FLR.2

FarFraryrua Ty A Ve,

A=A/ AV Iy =i I %

RSy o — 3

ITEF = U7 ¢ FHliEI D4 Fr | &4 ECSEC Laboratory #fAfit > % —

FERRDOTOEIZ DWW TORfiIL, AFDLBY THDZ LAFIELIZOTHE LET,
AFICHE12H4H
XY 7‘/('?‘/5‘— X = U T o BRI
BAEHE  RE 2
FHIAEEES - [ITEF= ) 7 4 iR ORERHEOEARRE] TED D TROFKIZES
TRHi S iz,
(D Common Criteria for Information Technology Security Evaluation Version 3.1 Release 5
@ Common Methodology for Information Technology Security Evaluation Version 3.1 Release 5

MRS R - B

[Canon imageRUNNER ADVANCE 715 II1/615 III/525 III Series 2600 model ] %, 3747
BOE NG SROEHEERE D ED DIT Y X 2 U 7 ¢ GRGEFICB 3 2 ERFHITE W, ED b
BRI D S FHI 232 0 FTE OPRGEEE 2w 7= L7z,



JISEC-CC-CRP-C0658-01-2019

B R
T R ettt ettt ettt ettt et ettt et et ae et et aeeaeaes 1
L1 AR R E T oottt 1
111 a7 7 yar7uaTd y A VETIIREE S Y 7 =2 e 1
1.1.2  TOEE T X 2 U T A BEEEME oot 1
1121 B E TR 2 U T AR IRITEE oo 2
1.1.2.2 BB B e 2
11,3 BEETHIH oottt ettt ettt aae 2
1.2 BEAMODTZH coovieieeeeeeeeeeece ettt ettt 2
1.8 BHAI DD RERIE oottt ettt ettt ettt ettt ettt et et e ettt et te et e nreenee s 2
2 TOETEB vttt ettt 4
e SR R G 5 2 LSOO SRRSO 5
3.1 B U T A BEBE T BT oottt 6
311 B E B DU T ABERETT B 6
B L1l BT oottt ettt 6
3.1.1.2  BIBITHT 28X 2 U T A BEREST B oo, 6
3.1.2 OB X2UT 4 T EEXF 2 U T ABERETEE oo 8
3.1.2.1 RO B 2 U T £ TR e 8
3.1.2.2 MO EX= VT ¢ HEHCT X2 U T A BERET S 9
4 BIHREAE & FMFRIH D BABEIL oottt n et s aens 11
4.1 R OB BT D IR oo 11
4.2 TEFBRBE LA oottt ettt 11
4.3  GEFABRBEICISIT DTOERIH ...ooeeeieeeeeeeeeeeeeeeee ettt 13
SR A A L 1 = i oY I < SOOI 14
5.1 TOEBEFRE T2 TR L PEER oot 14
5.2 ITERBE oottt ettt ettt ettt ettt ettt 15
6 BUETRIT B0 2 A L B ettt 17
AR BN 5 2 BT SR R O T vttt 18
TL BB oottt ettt enens 18
T.2 BT TTIE oot bbbttt s et et ns et s e 18
7.8 R FEREMET «.ooooeeeeeeeeeeeee ettt aeas 18
7.4 S OO 19
TA L BAFEFET A D ettt 19
T.4.2 G TENTT A R ettt 22
T.4.3  FHEEIR AT A B ettt 25
7.5 BB IZ DU N T ottt ettt ettt eanas 27

T8 FHAHIAE IR o 28



JISEC-CC-CRP-C0658-01-2019

O L 2 B B A N - OO 28
8 FBRIETEME cvovovvevereeeeee ettt ettt ettt ettt ettt a et ettt 29
8.1 R RTEAE R oottt ettt ettt senas 29
8.2 T B TH oottt ettt ettt ettt et et et et e et et eae et ete et reneeseaas 29
O BB T ettt 29
10 BFHd U T 4 Z 0 B oottt 30
TL B oottt ettt ettt enaee 31

12 B 34



11

111

1.1.2

JISEC-CC-CRP-C0658-01-2019

EREN

ZORGEHREEX., XY/ KA SHABA% L7 [Canon imageRUNNER
ADVANCE 715 I11/615 I11/525 III Series 2600 model /N— = > 1.0 (LLF A&
TOE| &\ 9,) IZoW TS ECSEC Laboratory sflirt % — (LLF [§
MR & H ) AL 11 A 6 HIZE T L2 IT % = U 7 ¢ aHlilc s L,
TONEDOFRIRERE HFEE THLHX v/ U RASHICHET 5 & & HIZ. AR TOE

WL Z R OELECHBEE IR L X 2 U 7T 4 IFMERIET 2D TH D,

ZIKHALAFJE%& n}h &i\ 10 %@‘{Z&V:LU?/I' &Fd/?l‘\/ ]\ (JJ\T ’—STJ kb‘5o)
%ﬁméﬂkwo%KKTOE@%%nU?%%%E#\%ﬁgﬁﬁw%@+%ﬁ
OBRMLL, STICBWTEHERENL TS,

AFRFEHREEIL, A TOE ZHEAT 2HERE K O REEH oia EAEL T
%, AFRGEREEIL. A TOE MDA DERIEEMHICIESW = RGER R 2 R~ T b D
THO., FHHOITHEZOEDEEITFTHHDOTIIRNWZ LICEEESNTZV,

AT R A R
A TOE OHAE, JEM&MOME L LUTIORT, i 2 BUKESROZ &,
IOaToarTaT A IVERRRIE/ S ir—3

ARTOE X, kDT a7 7 v a7 a7y A [14][15] (LUF #EA PP &Wv9H,)
[ZHEET D,
U.S. Government Approved Protection Profile - U.S. Government Protection
Profile for Hardcopy Devices Version 1.0 IEEE Std. 2600.2™-2009)
A TOE ORFE Ry 7 — 1%, EAL2 K ONEIIORGE=R > R —% >~ ALC_FLR.2
Th D,
TOEL EFa ) T« HeEME

AR TOE (., 2 —#EE. 7'V > MERE. %{5(Universal Sendi¥EE. 7 7 7 A
HEEE, A X —F v N7 77 AMgRE. 22—V —7R v 7 AEREE & o7 U2 L
HEM (LLF TMFP) &vwW9H,) ThbD,

AKTOE %, #& PP CERENLDEF =V 7 1 #EE. KO TOE »MEM S5
MNERTDEF 2 T4 H#HEHHT L2008 X2 ) T 1 KEEELREHET 5,

INHOtEX =2 U T o BEREMEICOWT, ZOREH T O Y4 M L SO EMEMEIC
DUWTIREE S 77— OFEF TR T,

A TOE NEET BB K OBHRICOWTIIRIEDO L B Y Th b,
1



1121

1.1.2.2

1.13

1.2

1.3

JISEC-CC-CRP-C0658-01-2019

BREEX2) T EKAH

A TOE (I, UTOFEBEZMEL TEY, ZAUTKHIT 2% =2 U7 1 Hrez iz
g2,

TOE OREETETH 52— P OLEF —4 RO F 2 U 7 BIRICEET 5
F— %%, TOE O, TOE RREEN TSRy kT —2 EOM@EF— 5 ~
DT 7 EAC LT, FECRBESII) ZSASII) T2 BB 55,

ZDT=HTOEIX, ZN 6 DRHEEFEDRERFH LW S A3 572012
WAEERRE, 77 AHE, RS bEOE X 2 U T o BRI T 5,

BREH RSN
PRI, RO &) IRk K ONRIE CIEM T 5 Z L2 ET 5,

A TOE I%, TOE OWERRGERR0A  F T 2= ANRRIERT 7 8 ANbIRGE S
DEIBBEEICREINDGZEEZHAEL TS, £/, TOE OEMIZH - > T
TAZ 2 ALE)e > THYNIERE L, fERFEE L 2T hide b,

"REFH

« KFHHOXR L 72 HEEBIERERX. 7V v Y a TOFARCITEA SR,
)/b/a7®&ﬂfﬁ%¢57nL:wﬁ%#ﬁ%mﬁéwKTmf%-%@
~7a k :l/l/@nﬁ/njljnun izlznq:ﬁﬁ@Xj‘%%T&)é

Sl e

FRREREREAEE 95 IT % = U 7 o 3l - FEREHRIE IS & AKRE 1T &
¥ 2 U7 o Gl KX ORBRERIE O AR (1], T 'X =2V 7 4 BAEHICHT %
KFE) (2] T ®¥F = U 7 o dHIHEBAGRE B 2 2Rk FH) BlIcBES 2
WNAEIZHEV, MR X - T TOE 12 B 5 BERE BE I ORGEEAHIZ F- S\ T
ITEx=V 7 ¢ dHlinFEhE i, Ao 11 AIZ5ET Lz,

_q: 1& o) l:llL:\

FOREAEER I, FEAGRERE SERR U 7= Rl s (18], L OBE I 2 R RERVE £ &
FRFE L. A TOE ORHEiFTE D T = (2 » T T =2 & 2R L=, TOE ®
IS CC ([4][5]l6] £ 7= 1x[71[8][9]) O CEM ([10][11]d w47y (I2HR S LT

2



JISEC-CC-CRP-C0658-01-2019

BYNCHERE SN TND Z & s Lic, SabpEBaIX RS 15D S ARSREMR S &
YRR L, RBREMERAR T LT,



JISEC-CC-CRP-C0658-01-2019

TOE: A
ATOE IE, LIFOLBY#HENS,

TOEA#5 : Canon imageRUNNER ADVANCE 715 III/615 111/525 III
Series 2600 model

N—T=ar: 1.0

BT : X oA

AKTOE X, LFDYZ7 b =7 N—=FRU =T NI,

#2-1 TOEMERL&

TR A1
« iR-ADV Security Kit-AF1 for IEEE * [Security Kit for IEEE 2600] & O
2600 Common Criteria Certification [Controller Version 1301]

Ver 1.00(system software)

+ Canon imageRUNNER ADVANCE 715 | - [iR-ADV 715 III, iR-ADV 615 III, iR-ADV

I11/615 II1/525 III Series with Fax 525 I DOV 3 40 & O [Super G3 FAX
Board-AY]
» Canon MFP Security Chip 2.11 + [Canon MFP Security Chip 2.11]

L DNaH - FEREZ 52 1J 7oK TOE Th 5 Z & &, FIHFIZLL T DO HIEIC L - Tl
WTHZLEINTE D,

* MFP O#AER2 L L0 | TOE OGRS OB 2 st 2.,

B ARETIE. F 2-1 DCanon imageRUNNER ADVANCE 715 I11/615 I11/525
III Series with Fax] T/RI A E TMFP ARk L9,




JISEC-CC-CRP-C0658-01-2019

txal) T4 A

ARETIE, AR TOE WEBUZKHTLT D7D Lct ¥ 2 U 7 ¢ BEREH #1508
WOEx 2T 4 i ERAT 5,

TOE %, =& —#ae. 7'V o M#EE, A% v U HRESE D MFP Bz 2t L Tk
V., 2—POXETFT—Z2NEHO HDD HEICER LY, Xy hU—2% LT
A—PFOURRROFHT — LR L) L2 3 5HeEZ A L TWD,

A TOE 2G4 % PP L, HEAEEW LDt F 2 U7 1 fERSCERAEDR
BEENPRDONLEEZAELTEBY, TORETYLHEE SND X2V T 1 B
L2 BE L TW5, TOE X, MFP #REZ 3 5B%IC, PP TERSN TV D
X2 VT o BEREEF -T2 U T o e R AT 5,

TOE Ot d 5% = U 7 4 #reIZIE, = — V ORIFEGRE L 7 7 & A Hilf#l, HDD
EBOEET — % OR Sl 7 — X HIBRFEO EEXEE, BEEE 71 b oL En
BENTEBY, REEETHLIZ—FONET —F RO EFXa )T 1 ITET L
BT — 4 T D,

728, TOE 1%, EHAICE L CUL FTOEEZAEEL TV D,

+ UNORMAL
TOE# 2 5 = U —fifie, 7V Mfe, %% ¢ Vi OTOED =2 —
P s,

+ U ADMINISTRATOR
TOED& % = U 7 4 HEED @ 5E %47 5 1 b 053 72 H B % #5 > TOE 0
T B,

*« TOE Owner
TOE& PEDIRFESC, TOEDERBRE DX = U 7 ¢ XK G 80O LB ET
RO EZITEBTH B,

F72. TOE OREGEIILLTOLDOTH D,

« User Document Data
L=V OILET =4,

» User Function Data
TOEIZ X > THHE EIND 22— DO LET—X0V a 7 IZBET H1EHR, 7
Vo hOEBRELTY V NRENEEND,

+ TSF Confidential Data
X2 VT AETHEA SN T — X DT, 72t & MEMENRD S



JISEC-CC-CRP-C0658-01-2019

HF—H, =P DRAT— K KRy 7 ARGEE S, EEn 7 R"EEn5,
B SEIL., 2 — N RERTRESR A V2 T = — ARNEE LW, B F
VAN

+ TSF Protected Data
XV TR CHERAIND T —F DR T, BEETEITRRDLND
T—%, 22—V OHAIEROHERIERENE D,

3.1 X)) T BEEAS

TOE 1%, 3.1.1 IR TEBUCKPL L, 8.1.2 I RTHEO X 2 U T ¢ 2T
TEXx= VT o HEE BET 5,

3.1.1 BB LX) T 1 HEERE
3.1.1.1 Z

ATOE if, £31IRTHEBEZBTL, ZCHPIT LKA D, b
DOEFIL, PPICEEBRENTWALDOERUTTH D,
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Al - B
T.DOC.DIS User Document Data may be disclosed to unauthorized persons.

T.DOC.ALT User Document Data may be altered by unauthorized persons.
T.FUNC.ALT | User Function Data may be altered by unauthorized persons.
T.PROT.ALT | TSF Protected Data may be altered by unauthorized persons.
T.CONFE.DIS | TSF Confidential Data may be disclosed to unauthorized persons.
T.CONF.ALT | TSF Confidential Data may be altered by unauthorized persons.
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PUSER.AUTHORIZ | To preserve operational accountability and security,

ATION Users will be authorized to use the TOE only as
permitted by the TOE Owner.

P.SOFTWARE.VERI | To detect corruption of the executable code in the TSF,

FICATION procedures will exist to self-verify executable code in
the TSF.

PAUDIT.LOGGING | To preserve operational accountability and security,
records that provide an audit trail of TOE use and
security-relevant events will be created, maintained,
and protected from wunauthorized disclosure or
alteration, and will be reviewed by authorized
personnel.

PINTERFACE.MAN | To prevent unauthorized use of the external interfaces

AGEMENT of the TOE, operation of those interfaces will be

controlled by the TOE and its IT environment.
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A ACCESS.MANAG | The TOE 1is located in a restricted or monitored
ED environment that provides protection from unmanaged

access to the physical components and data interfaces of

the TOE.
A.USER.TRAININ | TOE Users are aware of the security policies and
G procedures of their organization, and are trained and

competent to follow those policies and procedures.

A ADMIN.TRAINI | Administrators are aware of the security policies and
NG procedures of their organization, are trained and
competent to follow the manufacturer’s guidance and
documentation, and correctly configure and operate the

TOE in accordance with those policies and procedures.
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A.ADMIN.TRUST Administrators do not use their privileged access rights

for malicious purposes.
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Operational Environment B ji# &
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KEETHEN SN CCIZHET DIEFEZ LI FIRT,

CC Common Criteria for Information Technology Security
Evaluation (&% = VU 7 ¢ 7l & %E)

CEM Common Methodology for Information Technology
Security Evaluation (Z3 = U 7 2l /7 15)

EAL Evaluation Assurance Level GHE{&GEL L)

PP Protection Profile (7m7 27 v a7 a7 7 A/L)

ST Security Target (¥ %= U7 4 ¥ —%> > )

TOE Target of Evaluation (FFli%}42)

TSF TOE Security Functionality (TOE& ¥ = U 7 ¢ f#E

A ECHEH SN TOE (BT K5 % LA FIrT,
MFP Multifunction Product (7 3 % VA1)
HCD Hardcopy Device

AP EHTHEA SO EEZ LLTIRT,

Hardcopy Device (HCD)

A system producing or utilizing a physical embodiment of
an electronic document or image. These systems include
printers, scanners, fax machines, digital copiers, MFPs
(multifunction  peripherals)) MFDs (multifunction

devices), “all-in-ones,” and other similar products.

17727 A BRI ROVICA L =Ry ML TT 7 7 ALEHED %
ZAEEATO AV =R T 7 I ADZE,

TOE Owner A person or organizational entity responsible for
protecting TOE assets and establishing related security
policies.

TSF Confidential Data | Assets for which either disclosure or alteration by a User

who is not an Administrator or the owner of the data
would have an effect on the operational security of the
TOE.
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TSF Protected Data

Assets for which alteration by a User who is not an
Administrator or the owner of the data would have an
effect on the operational security of the TOE, but for

which disclosure is acceptable.

U. ADMINISTRATOR

A User who has been specifically granted the authority to
manage some portion or all of the TOE and whose actions
may affect the TOE security policy (TSP). Administrators
may possess special privileges that provide capabilities to

override portions of the TSP.

UTHERE FIAE D EAE S F L E AW TTOEZ BIELZY . TOEA #
PEARRICERR LT D T D HkRE,
U.NORMAL A User who is authorized to perform User Document

Data processing functions of the TOE

User Document Data

The asset that consists of the information contained in a

user’s document.

User Function Data

The asset that consists of the information about a user’s

document or job to be processed by the TOE.

NERA BT = — A

TV RRT 7 I A 1777 R) DY a 7OEZIE,
BA LY —N"NEDT =2 EZGT 570D, 52T x—
A

2 v R

MLELGTAL, 7V T D LICh D MEEET
'3‘54%%%51:0

A%y KRR

HESCE & FErIA IR S 2 AT D RAE,

i%1& (Universal Send)#

B
HE

MEAZAX Y U LTARINTZEBEFILESR v 7 AR
FEENTWEIEFLEEL, EFA—LTRLA PCOLFT 4+
VA 17 77 AR ENEE T DR,

T7 I AR T A

T AT 77 AEGEINTZEB L LENMESINDR v
JATHY, IRESNEZEFLEOTY MR ARETH D,

7'V > MEHE

TOEN KM S LTz E - LEEMRCEICT Y o T 58

L
HEo

7V MRTE 7V 2 MEEEICBT AR FERE, BT — & HEOERR, K
BN, WEEIRZ CORENEEND,
Ry 7 & TOEIZBW T, #tAIAARRLT Vo b, 777 AZIELIZE

F3CE 2 R AF D I

32




JISEC-CC-CRP-C0658-01-2019

Ry 7 ARGRER

B LEMENEINTWDR Y 7 AHOREIEE 5, B CE
X5 T 7 B ARV B D,

R 7 AKERE MLELEZ AFX ¥ L THRBPAALTEEFE, PCOrLIRIEE
ELESXE, 777 AZEBELEEFXEE, Ay 7 AT
PRAET DHERE, KON, R v 7 ARIES 7= 3CEBICx LT,
FU b FME, HIBROEE 2R S HEEE,

PENT] Web~” 7 7L LANZ®H L CMFPIZT 7 & A L, MFP

DOEMERLOMERSY 2 7 OEME, Ry 7 AT D HAE,
EFRERENTEDA L H T = — A,

33




12

[10]

[11]

[12]

[13]

W

JISEC-CC-CRP-C0658-01-2019

FAMAY

ITE % = U7 o 54l K& ORRER B O BABIRE, SERRB0ETH, MSZATBUE NEHRAL
e, CCS-01

ITE = U7 ¢ RBAEFIZBT 2 ZRFIH, L3099 H , MNAATEUE NG MALEEHE
HeRAE, CCM-02

ITE =2 U T ¢ FPAMEE RS ARE I B3 2 TR 4 IH, SFRk304E9 A, MNTATBUA AT
HALHEHEERAS, CCM-03

Common Criteria for Information Technology Security Evaluation Partl1:
Introduction and general model Version 3.1 Revision 5, April 2017,
CCMB-2017-04-001

Common Criteria for Information Technology Security Evaluation Part2:
Security functional components Version 3.1 Revision 5, April 2017,
CCMB-2017-04-002

Common Criteria for Information Technology Security Evaluation Part3:
Security assurance components Version 3.1 Revision 5, April 2017,
CCMB-2017-04-003

BN 2 ) T A TEOT-dD T T FA4F YT 23— b1 3L —i%E
TV N—T 3 3.1 WETHBRR, 201744 H, CCMB-2017-04-001 (V2947 H #
R 1.0hR)

BNt 2V 7 Ml 7-DDaET L 75457V T N—F2 EX2 T ¢
REE= R —x > b =3T3 8.1 WETHBIR, 20174F4 5], CCMB-2017-04-002
CER 2947 A FHFREE 1.0/

RN X2V T A FMBDTDDaETL 754 F VT A= 13 £Fa T4
RAE= R = b /"= 3 8.1 WETHBIR, 20174F45], CCMB-2017-04-003
CEA294 7 IR A5 1.050)

Common Methodology for Information Technology Security Evaluation :
Evaluation methodology Version 3.1 Revision 5, April 2017, CCMB-2017-04-004
fHmEIrx 2 U 7 4 fHlio 7o ol ik MGk ~N—32 3 3.1 dETHS
fi, 201744 4, CCMB-2017-04-004 CF%2947 A FHAR 45 1.0%)

Canon imageRUNNER ADVANCE 715 I11/615 111/525 III Series 2600 model
Security Target ~3—3" = > 1.01, 20194208 H06 H, ¥/ k&t

Canon imageRUNNER ADVANCE 715 I11/615 111/525 III Series 2600 model #F
A E 552.0h%, 20194116 H, #k\=tECSEC Laboratory 7t o % —
U.S. Government Approved Protection Profile - U.S. Government Protection
Profile for Hardcopy Devices Version 1.0 (IEEE Std. 2600.2T™™-2009)

CCEVS Policy Letter #20, 15 November 2010, National Information Assurance

Partnership

34



