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T.DOC.DIS User Document Data may be disclosed to unauthorized persons.
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T.PROT.ALT | TSF Protected Data may be altered by unauthorized persons.
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T.CONF.ALT | TSF Confidential Data may be altered by unauthorized persons.
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PUSER.AUTHORIZ | To preserve operational accountability and security,

ATION Users will be authorized to use the TOE only as
permitted by the TOE Owner.

P.SOFTWARE.VERI | To detect corruption of the executable code in the TSF,

FICATION procedures will exist to self-verify executable code in
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PAUDIT.LOGGING | To preserve operational accountability and security,
records that provide an audit trail of TOE use and
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PINTERFACE.MAN | To prevent unauthorized use of the external interfaces

AGEMENT of the TOE, operation of those interfaces will be

controlled by the TOE and its IT environment.

P.STORAGE.CRYPT

*1

TOEDOHDDIZE T 2T —# 1L, Kb I T\t
X7 6720,

*1: [PSTORAGE.CRYPT) %, A&, HDD |[Zitékd 57 — X 255+ %

PEREZ 2SR5 2

CRHEINDT-ORE I N,



3.1.2.2

JISEC-CC-CRP-C0652-01-2019

HEBOEX 1) T ASIIHTEEX2 ) T 4 HEEAE
TOE I%. 3 32 IRTHERO X = U F ¢ HEt a7 THme % B+ 5,
(1) #M#EkoOEx =V T ¢ J78F TPUSER.AUTHORIZATION] ~®Oxfi&

TOEW., [=— VIR, [ 3 7HITT 7 & XHEHIE) A K& %
B %,

TOE®D T=—WFRGEMRE] X, RBIRRGED ALY L 7= #7213 IZTOEDOF|
MEFFAIT 5, SDHICTOEIX, BIRREMRE Z TR 272012, A D3
AU — RiT, BUE SN E ST AIRIE LIz SCFFNCIRE L, HE s
for U CRBRERI L 7235 8121E, #kRRGE 2 HUE RFRE 13- 5,

B, TV aTORAN BXOT 7 7 AT 7 7 ADOZAE L, B
AFZR LTI D, L L, TRHOZ T 72 30CEIE, Z T AHT 2K T
7Y FREEIXSNTTOENICHEM S LD, TOEICKEMI Iz LEHED Y
U v MRKFEZEAT O T2 DIZIITOEDEAE RV TOEMERKLETH Y | Fl
RRENER SN D,

TOED [V a 73477 7 & AHIHEERE ] 1%, WBIREAE S 72 F & 23 TOE
DOIEREZ N DB/ T 7 & AHIE 21TV HEBRD & 2 M 721 IS FAT 277
TS, 77 ARETIE, FMIAFICRESNZ Te—1 ) LIRS HERTE
WEZR L, AGEEOIATHHF A SN TVDENE I e HliT 5,

INBIZEY, TOEX, IENMARRMEZIZTOEDRIH 27§ 5,

(2) HMfEDOEx =V T ¢ )78 TPSOFTWARE.VERIFICATION] ~® X%}t
TOEIZ, TECT A MERE] TAFT#ZFHT 5,

TOED THCT A MERE] (X, EBIFFZ, HDDICH Sk SN TRM ST
WHEITa— Faf s Lictk, LANT —Z R CHEM 21557 v =Y
AL R OEEn T O7wENETF =y 735, ThIZED, TOEEx =V 7 4
BREDFITa— FOZBEMENRBEIND,

B AEREIL, TOEE X2 U 7 A BREDORITa— FO—#nIZT 2 F = v
7 LTWD0, ZDESOZEEPHER S UL, RICA D= LTETSH
TMDIATA— FHERETH L LWV IFHEA STV D,

(3) HMfkDOEx =Y T 1 H# TPAUDIT.LOGGING] ~D%f)i

TOEX, TEAm 7HERE] TARG#ZHHT 5,



JISEC-CC-CRP-C0652-01-2019

TOE®D TEi&w ZEERE] X, ¥ =2 U T A BRBEOFEMIZHNT, ¥ =V
T A FRPIEE LB A w7 24 LTOEOHDDIZHANT 5, FE S 4
7eBE A 7L FERAE S V7= U. ADMINISTRATOR7E (F 28 Web 7 7 7 2 fifi
MLUTHAHTZENTE D,

TOEIZ, S hciEhn V7 ZEAn 7OV — NITXET 5 2 L3 AEE
Th D,

4) WiEDOEX =2V F 158 [PINTERFACEMANAGEMENT] ~® %}

TOE!L. T — Wk & (52 a T kEE | ©. AF84AE8+
50

TOE® F:L‘—'*j-nu uﬁ’%%ﬁbj \ ﬂ&}njljnu uEO)EijJ L/fu%l ﬂq%&ﬁ_ _TOE@%_IJ
HETRT 5, 72 FIHEDPEIELZ LV REEDS HUE R L 72358121,
tyra rEUET 5,

F7o. TOED A5 a THaiki%hE] 13, TOEOEFEA 4 7 = — A5
ZE LT — 4%, TOENLESFICLANIZERETA Z LT L < &
\Z72 o> TWn D,

THHIZEY  TOEDA v 2 7 = —ANRREICHERAINS Z L &FHIET 5,

(5) #MHEDOEX =2V T 18 TPSTORAGE.CRYPT.| ~DOxti&
TOE!Z. HDDH;S{LEERE] T, AGEl&EH T 5,

TOE® THDDI; 5{LiAE] 13, TOEDMi 2 TV A HDDICKM S N D 27 —
BEWEATHZ LI, T—F OWENLZHERT D, b, BFET LY
A LF256bitDAESTH V) | 5 S8 I LEBENRFIZNIST SP800-90A D ik iE wi I EL
BARA 1 = X B> THE S L, BIRA 7IZEVEESND,

10



4.1

4.2

JISEC-CC-CRP-C0652-01-2019

AR &M & ST MR D AR

ARETIE, FBET 25E A TOE OF| oA M etFhs LT, ATOE %
T 5 728 ORIR S M OCEH BRI DWW TRER T 5,

FARVEREICET 5EHREH

A TOE Z BT DROAHESRMFZ £ 4-1 17T, 2 b ORHESRME, PP IR
BMENTNDLHEDERLETH S,

I ORFREMNMIZ SN2V E. A TOE Ot X = U7 ( HKENAZICH)
1B % Z LiIFfRAES vy,

F=4-1 HIREH

Akt - RSl
A ACCESS.MANAG | The TOE 1is located in a restricted or monitored
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access to the physical components and data interfaces of
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A.USER.TRAININ | TOE Users are aware of the security policies and
G procedures of their organization, and are trained and
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documentation, and correctly configure and operate the

TOE in accordance with those policies and procedures.
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A.ADMIN.TRUST Administrators do not use their privileged access rights

for malicious purposes.
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KEETHEN SN CCIZHET DIEFEZ LI FIRT,

CC Common Criteria for Information Technology Security
Evaluation (&% = VU 7 ¢ 7l & %E)

CEM Common Methodology for Information Technology
Security Evaluation (Z3 = U 7 2l /7 15)

EAL Evaluation Assurance Level GHE{&GEL L)

PP Protection Profile (7m7 27 v a7 a7 7 A/L)

ST Security Target (¥ %= U7 4 ¥ —%> > )

TOE Target of Evaluation (FFli%}42)

TSF TOE Security Functionality (TOE& ¥ = U 7 ¢ f#E

A ECHEH SN TOE (BT K5 % LA FIrT,
MFP Multifunction Product (7 3 % VA1)
HCD Hardcopy Device

AP EHTHEA SO EEZ LLTIRT,

Hardcopy Device (HCD)

A system producing or utilizing a physical embodiment of
an electronic document or image. These systems include
printers, scanners, fax machines, digital copiers, MFPs
(multifunction  peripherals)) MFDs (multifunction

devices), “all-in-ones,” and other similar products.

17727 A BRI O ROV A L Z =Ry b L TT 7 7 ALE DL
ZAEEATO AV =R T 7 I ADZE,

TOE Owner A person or organizational entity responsible for
protecting TOE assets and establishing related security
policies.

TSF Confidential Data | Assets for which either disclosure or alteration by a User

who is not an Administrator or the owner of the data
would have an effect on the operational security of the

TOE.
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TSF Protected Data

Assets for which alteration by a User who is not an
Administrator or the owner of the data would have an
effect on the operational security of the TOE, but for

which disclosure is acceptable.

U. ADMINISTRATOR

A User who has been specifically granted the authority to
manage some portion or all of the TOE and whose actions
may affect the TOE security policy (TSP). Administrators
may possess special privileges that provide capabilities to

override portions of the TSP.
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U.NORMAL A User who is authorized to perform User Document

Data processing functions of the TOE

User Document Data

The asset that consists of the information contained in a

user’s document.

User Function Data

The asset that consists of the information about a user’s

document or job to be processed by the TOE.
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