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1.3. TOE#ZE (TOE Overview)
1.3.1. TOE#ERIBIUVEELF1UT1#8E (TOE Type and Major Security Features)
1.3.1.1. TOE m#&%| (TOE Type)
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1.3.1.2. TOE 0O#£8EFERI (Function Types)
Tablel [C TOE MR#t TR mOHEREIERIZEC R T B,
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1.3.1.3. TOE OfERZEFELF1)T1H4HE
(Usage and Major Security Features of TOE)
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-« TPDAMREEARE SRIVREICED . D7D RAEREEITI. T7DAEEREE RN LOFI REDIE
RICHEV, IIT TRIEZFHAH . AR BFERIRBEICENERSNEFRICXET - EEET D,
T7DAZE I AR BEERIRMACINEGEF N OEONLEXE T —HEREL. BRINYI AN M
T3, TDR. BHSNIZHEBRRVD AN —F—DHEE RN BENRIETTD,
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(5) DAMY—IVIZTIEIEFIBRHEEE
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HEDERTEWEETHD.
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1.3.2. TOE #|ARE (Environment Assumptions)

ATOE [, IT HRELT—RRBERBA T/ AL, T7A P04 —IBETHERRY FI-DDB BN HIRFES
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A HIAFIE \ il
o NEE SIS
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1.3.3. TOE LS DON—FII7#EREY T o178 (Required Non-TOE Hardware
and Software)
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N—ESI7IZREAD PCTHN. FUVE— K54 XHA VA R—ILENTHN. MFD [CRL T ETF—A0T
UV REREITIENTES,
Fz. Web 7595 &ERULT MFD OAF v+ —#EEICEINAF v UEXXET—A0ENHE LEREITI,
Fr—MRFAEN MFD [CEBFUZHBRYIADERELEENH KD,
USB TA—MEHRSINTWVBIGE ., TUVA—FSA NI VA R=ILENTHN, MFD [ LTXET—
BOFYY FEREFTICENTES,

(2) YATLEBEEDFITYb
N—R9IPEARD PC THN, Web 7595 %ERALT TOE (LT TOE RET—HDSBHPEER
ETOTENTED,

(3) FTP #—)%—
N—RH17/0S (ARG PC 35 —)\—THD. MFD (& FTP 7O FULERWT, FTP 4—/5—(C
XET-ADEEEITI.

(). RQ)O—REFRAEBDFMT7 I MNIATLEBEDF47 0 OS [ Windows 7, Windows 10 &
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1.4. TOE &t (TOE Description)
AETIE. TOE OF| AERE]. TOE OHEBREEH . BLUMIBMERFHICOVNTRRT S,
1.4.1. TOE E:ENFIAEREE (User Assumptions)
A STT.TOEI(CRULTHEETSFIAEHRE|Z Table 2 (CEEh TS,
Table 2 TOE W' #EE 33 FIAE&E
Designation PP Definition &
U.USER Any authorized User. FAFEICEZETD,
U.NORMAL A User who is authorized to —RFAECEZETD,
perform User Document Data TOE hR#t 9 %I —HRE.
processing functions of the TOE. | 7UVA—#gE. JPDARERESE
O TOE ##aeDF A&,
U.ADMINISTRATOR | A User who has been specifically | YATLERE (KW EEE
granted the authority to manage | & SA)ICE%%T 3,
some portion or all of the TOE and | TOE ®YATLEEHE—F
whose actions may affect the TOE | Tz EBEITOZHD4FHI
security policy (TSP). BHERZHFOFIHAAT. TOE
Administrators may possess DEENRIB LU Web 735
special privileges that provide DY EERLT, TOE #3230
capabilities to override portions of | BIfFREDSR/E#H. HL
the TSP. U TOE ¥ 1) T(#48ERE
DS/ EHEITIo
TOE Owner A person or organizational entity | ##OEBEEFICZET D,
responsible for protecting TOE TOE#EALGERT %%
assets and establishing related DEREBF-IEESE,
security policies.
HAMNI—IVIZ7 - NAMR—IVIZTPERADIY
N—J1—-2%FEALT, TOE
DHBREMEREEITOE

1.4.2. TOE 0i#¥EAIEEF (Logical Scope and Boundary)

TOE 0iREHMEE I TOT I LOEHEETH D,
2 [CTOE O BRI EC IR T B,
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REMEE | |-—RIBEIFITUE WebIF05, FUVE—E51)%)

“VATLEBEDIATV L (WebT50%)
H—)S— (FTPH—J{—)
- AREEERAE (T7DR)

A

—RFAE, VATLEESE

TOE -1RENNRIVIEE

-CWISHEgE

-JE—HEEE

- TR —HRE

s AF v —HEEE/ RV DD AF v IR

- I7D AR RE
-HRINYD ARERE
Input Output
Channel(s) “N—FTAADERT - L EEHEREE Channel(s)

-N\— FTAADER T —IE S LR
- 11— —FRRE R RE

- VATLEBE LX) TAEEKEE
HAN—IVIZTREFIPRHERE
LX) T EEOT R

-AERRY FD—D T —R{REEMEE

AV TAA—3av 70— F1YUT1#EE

-B 2 TAMERE
User Data TSF Data
User User TSF TSF
Document| | Function Protcted Confidential
Data Data Data Data

2 MFD AQ#& 1y be TOE DimIEAE F

Channel [ZIZLLT®D 4 2081 THH3.
a) Private Medium Interface
BHROFAENREFICPIELATZEDTERVMEE R PO-DII1VE—T1—2,
b) Shared Medium Interface
BHROFMAENRFICPILATEENTEZRY NI —DFEDIVA—TI— A,
¢) Original Document Handler
N—FIE—® User Document Data % TOE [CE5iX TR AN s
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d) HardCopy Output Handler
User Document Data &/\— FIE—T TOE OSMIERETEIANZX L
1.4.2.1. TOE MR TIEKRMEEE (Basic Functions)

TOE Z—#&FIAFICH LT, FEE Table 3 DLIICIE—HRE. TUVA—HERE. AFvF—H#HE. XV D
—DAXvIHERE. T7DAMERE. BAE)SRIVEEEE. CWIS HEESSUBR RN AR BEEIRI TS,

Table 3 TOE QA AR#gE

HRE M=
JE—Hae OE—HEReEE . —RRFIAED MFD ORENRIVDOIERET S ECED, IIT

THREESH D I0T hoENRIEITIHEETHD,
E—RBOERBOIC-HIERSNEIGE . [IT TRAANVEXET—AR
(&. —EB MFD ORERN— FTAADEEICERIN. IEEEHE. REN-F
TAADEENOFH HEINTHIRIENS,

TV —HEE TIVB—HEEL . —RFIRABEN—RFIAZEDFMT7Y MO TIV MERETD
EENRIT—AH MFD A% {ESN .. MFD (FENRIT—A%&MATLEY by TT—4
[CEH(TFIAVR—X)UT, IOT hoFRIZEITOHEETH D,
ENRIT—RIET)8— S/ )1\ LT PDLICE#LT£D A iEE CWIS hb
XEIPM N EERIEELGERHENDHS.

FTUVA—BEEEICIE . B3 IOT MoERIZITO@F UV he. EvbIvTT—
AE—BFRICREN— RT4ADEBICETBEL T, — B FIABIRE I RILDD
ENRItE R & ULE R T IOT haERIETIER TV MBS,

A TOE TlR@EETJY MIFIHTERELY,

AT v—HEEE. AFvF—HeEL, — AR FIEED MFD D24 RIVDLIERET B EICED.
2YRI=DAFvUHEE | IIT CRIEZHRAID. XET -V THBRYIAICETET DHEETHD,
FRYRI—D2AF v UHEEEE MFD (CERESNTUVSIRIRICHE ST, — A& FIH
FH1MFD ORENRIVDbIRTEZFH BDR(CEEIRIIC FTP H—/)N—A#gik
TIHEETHD,

T7 Ak HE TPIAREEE . DJPDAEEBETPOAZEN BN, TPOAEERF—KFAEN
MFD OIRENSRIVD DI TRETRIEICED, IIT TREIEESRA I, NBEE
ERBICENERSNLEHEFEICXETIEEIETDE, T7IARERLR
BERBRAEN LUERMBEFENOEINTREXET 4%, ZIEELTEE
YD AN AN T DHEBETHD .

BRIENRIVHERE BENRIVEREE—RFAE. DATLEEE . DAN-IVIZ7HN MFD
OHEEEFIA TN EICRERI—Y—( VA—J1—AHEETHD,
CWIS #gE CWIS #geld. —RFIRABEN—RFIAEZFDFM17V D Web T59HENLT
1RIETDHEETHD,

FEIOATLEBEE. VATLEBEDI(IT7Y M) Web 5990 VAT L
EEEDIDESAT—RFEAALTMFD (CRREESNZE. YVATLEEE X
VT4 EBEEEICED TOE BRET APV EALTT —AZEHTHENHE
%o
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HRRYDALEE BRARYDABEER ., BIEIRILEERE® CWIS BEEEN LT, —RFIAE. ¥

ATLEBEMRENCXET HERNHIIE, FLEMRTHIENTE
BHRETHD.

1.4.2.2. TOEHW{R#EI5tF1)7188E (Security Functions)

A TOE FFAACHLT. UTOEF1ITHREZ R TS,

(1) N—FT1ADEET I LEEHEMEE
RERN— RTAADFEE(CER NI XET AL, FIANE T LTHIBRSN S FRICE BB R THH
BreN. BRSNLXET - ABKREBEIBRSNGL, COHREN-FTAAVEE LICFIRFH X
ETREVTCRFEUREEICES., COMBEEMRRTSIHIC, JE—HEEE. T)Ua—HaE. AFv)—
HEE. RV D —DAFvURERE. D7D AR BRIRYDAMEED YITE T RIC. RERN—RT1ADE
BCBRSNEFRFAXET RCHLT, LEEHEET,

(2) N=FTAADERT - HESbikae
REN—-FTAAVEEICIRBRNYIARDXE T —ADLIICERNA TSN TEEIRETET 30 %
%, CORIREERRT B0, JE—HEE. TUUA—HEEE. A v —HEE. RV FD—DAFvUHRE.
POALRE . BURIRVD AR RE B (E R A B RE R E R ICARERN— FTAADEECETRSNIXET
—HOIESIEEITI,

(3) 1—Y—B5EHEE
TOE (&, BFRISNTAFEDFIAELFIC MFD O REEE AT HERZHTZE DI, BIE) IR,
FAZEDIAT7V O CWIS, FIVA— R34 N\Dp1—H—1ID £1—F—)\ADV— R A NSETHAIFE
T BHEEER T B,

RN RN LIZFIREOH W T LD REZE AR 8EEL S,

a)

b)

AAKBENRITHIEESN D HEEE

OE—#EEE. J7DAEEGEIE) . AFvT—HEEE. RV MI—DAFvUEE. B RV AMEEE.
TIUB—HRE(TUVR— RSANTORIEEEDRENF S THIENRIBHIREN R TRS
33%)

CWIS THIfEHSN S8

B EBORR, VaTRE-BROKR R, BRI ANOOXET -2 UEE. 7711
BEICLDTUY MEsE

FRAEBDIMT7V DT IIE— R4 N&E AT DHEE

FRAEIZM7V b LDT—5%, MFD W fEIRATEEBAR— IRk E 55 (PDL) CHE B SN IZEN R
T—RIZEHL TOE (LYY bTF—AEETET S (TFAR—FTUUN),
FIRELNFAEDSMTYMDTIVE— R4 N TR EEERTE ULRETTIU METETS
&.MFD BRET-REEYMRYTT—RICEH(TIVR—X)LTI—H—ID JElCREBN—F
TAADICEET D,

EFIUTHEEELTOI— S —REAAES . RE BN ERORAEITHNT LTI\~ kTR
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RERNOXETHEFEICHHHTCEMCHEETHD. LERDFREECLNFIHINIHAEDSS
AR RIVDORRELT 2B B DERET )Y MERE(T M RX— MUY MERER) B LUBRRINYD M
e
-CWIS h'oi23E T 315 & DHRINVIANLDXET —2EH L RE (R R NI A RE)
-CWIS oD I71IEFEICLDERT VY MERE(TI1 K- TV MEkEE
PeFa)THEREICEA ST 3.
FEABERIRERIVB LV VAT LEEEIFI17Y Mo TOE CXaUTAHEEDS RERTELEE
BT OERZHZEILHICIATLEEE ID ENAT—FEANSETHAIZRET LD THLHS,

T R=TUY Mt BRI AMBEOBIEIO—%H 3 (CRT,

FAEDDIATVE
TUVR—=FESM4N Web 7594
(CWIS)
l/ \\
ﬁf : / \ \
SR _ =
; B FREE
—
\_/
2FvUF—H BENYDA
TPOARET—4
S__/
A 4
BENRRIDDERE

'
\_ 2 -

B 3 T5AX-bTVY bEBRBRINYDANEEEE IO~

o BIETIUIMERE (T3 R— TV MEEE)

MFD TI 754 R= TV MCRFIDREELILIE R FIRENMAZED M7V FOTIVE— RSN
TRALEEERTE LTV MERET HE, MFD (3R 2R (CEIR T —2&EY by T T -3 K

(TAVR=)LTA—Y—ID CeDTFARX— TV FeLTRERN— RTAADEEIC—FKEET D,
Fz CWIS o1 —H—ID &ENAT—FEA AL, FBERERICRIAED M7V FRD TP IVEEICEINTY
YMETRETIBELRRICI—Y—ID JeDTIAX— U FeLTREN- RTAADEEIC—KE
B‘ns.
*llﬁﬁ%lat—ﬁ#*fiﬁ‘éﬂf—jUy FF—REREFRT BTHIC, MFD OE{E/IRILHD1—H—1ID &)IAD—
FEABL, EBEEENFHEI—Y—ID (SIS LZTUY MESDUA IR RENS FIAERIDUA
MONCENRIE TR FZIXBIBRDIE RO AIBEER S,

o BERYDAMHE
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BEEBRSNTVEBWIITETPIAR— Fh B RBIRYIACAF vy T—AETPDARIE T — &I
FTHENARETH D,

AF T ARBRRNYDAICEMNTBICE. FIAED MFD OIRE/ SR —H—ID £1—H—/%
AD—READSBT, BAESNIERF v UHEEDFI AN ATREICID ., BAESSRIVDOAF Y UIETRET D
CEICED IIT WRFEZER A BN, AERN— RTAADEEICETET D,
IPDAZET—RERBRYDAICKEMTZBS(CE1——REITHT . Hoh UHERESNEEER
CEDIRN A FHEREICE IE . BNV AICEBMICHEMIND ETRIHEE D, ZIETFDANEE
BRAMBEERYIAIZ. VATLEBEENMERLEEOEFEALBINEGLEW, £, VATLEES
(FTVUY MEREEL DIE R EERETV7VABEABRAVIAICEEM TLEE. BBETLENELD
(CERE LB INEELEL,

BN 1-Y-ID CtOEABRRRYIAR. FIREIEE RIIVEZIZ CWIS ho1—H-ID &
NAD—FEANT3E MFD BREBICEFINLI—Y—ID ENAT— I —BT2HEFIVIL. — 3
LEiH B D BEEN I UKD AR DT — & R T eh' I Recis . Bt LRENRI . HIFRDE1E
MRTREET B,

(4) YATLEBECX1)TEEEE
A TOE (&, HHIRFEDFIRENFHBERERFEILHIC, VATLEEET-FAOTPILAEVR
TLEBEICOHCHRLT, BRESNZYATLEEEDHIC, BENKIDOTEOTF1UT(HERE
DSRERTEEITOEREFAIT S,

- N—RTAAVEBRT I LEETHEWMEDSBERTE

- N—RFAADEET SRS LEEENSBERTE

- N\—RTFAADERT IS ILX—DEE

- KANRIDHDOFREERFD) S A) — FME A EEDS BEERTE

- WHEESE ID AT RORTE HEEEEDHAIEE

- SA. — A AE ID OSRBEFREHLUENAT— FEE

- VATLEBERIARICLE 7V AIEEHEENDSIREETE
- 1—HY—)\A0— R(—iRFIAEE SA)DFHFIRIEEENDS BERTE
- TLS BEHREEDSHRERTE

- IPSec RIEHEENSRERTE

- 1-Y-RIKEEDS RERTE

- BRT)UMEBEDOSRERTE

- Bft. BRIOSEERTE

- BBENRINA—MUTHBED S IREERE

- BCTAMEREDSREERTE

- Lik— M DEEOSBEERTE

- JPDARETAEEMTIBBAVIAIEEDSREETE

FEARTOE RYATLEEEDIATPY Mo Web T505EEUT CWIS #AEEICKD, FBEESNTE VAT

LEEEOHIC. CWIS HEEICID TROTF1UT S0 S BEREETHEREH AT,
. HMEEE 1D LSAT- FORE SHEEEOH TH
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- SA, —i&FIAE ID OSBEREHLUNIAT—FERE

- VATLEEERERRICLZ PV AEEHENSRERTE

- A-Y—-NRAT—-F(— R AEEL SA)DXFHHIREENS BERTE
- EFAVTAEBEOTREEDS BERTE

- TLS BIEHAENS REHRE

- IPSec BIEHREDSREEKTE

- X.509 FEEAZ DR/ Py70— F/AovA—F

- 1Y REDSRERTE

- CWIS #—MMUPHEEDS REKTE

(5) DAMI—IVIZTIRIEHIBRHEEE
ATOE G AAM—IVIZTPNR(A)DVATLEBE X 1) T EEBREECRETIRENSRELU
EEHNHELBNLIIC, BESNEVATLEEEDHCRIE/ SRILE CWIS h b, DAMN—IVIZT
REHIRE DR/ BNDOS REFREEITOEREZHFAI TS,

(6) tF¥aUT(EEERTHAE
AR TOE (. L2, 3D, EDLIBEREITONELVIERPERRGAAY MBIZIEEEERERE,
I1-Y—1BERE) e, BIFCHETILHOLFIUTIEEOTHAEZRINT S, COMRBRRIATLE
BEDHFIFATRETHN. BE PAETOHIC Web T50HZRUT CWIS [LENATRUIDDTF A+
TPAIVTHAIYO—- RS BENTRETHS. YATLEBENCFIUT(BEEOTT-AENIVO-FT
BIZHICIF. TLS BENFEHICEE SN TLEIFNEL LI,

(7) REBRYID-DFT-S{RFEMRE
A TOE (&, RERYMI-D LICEHRETEIXNET R, VaTER. tF1 )T EEOTT-36LU
TOE BRET ALV IBIET —HERETILHDOLL T O— MBI SLBIETO M IUSH ST
%o
- TLS 7Ok
- IPSec 7Ok

(8) 1V74*—YayJ0—tF1)T1#8E
A TOE (&, 448 U A—TJ1— ALRERY M) —DRICH TR EF I SN VVBEZHIR T HEEER T
%,
TOE RIKATav M 77D AR— REaY bO—JiR— FEUSB 4 VA—J1— AT SN SN, AREEE
EIREN O TPIAR— FZEEUT TOE DREBRAERRY FI—IA RIELPDEAT B EFHELL,

(9) BCTAMERE
A TOE (F, TSFRITI-FBLUTSF T-ADTELMERETILHDE T TAMERRERITIHL
WAIBETH D

1.4.2.3. EF1)T1HEEERNICTILHDEETE (Settings for the Secure Operation)

1.4.2.2 0EF1UTAHEEERRCTILHICVATLEEEI TOE (CLUTOREEZTHENBETH
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%o

o N—RFAAVEBT I LEEHEMEE
[1E]HBWMI[3 E]ICERE

o N—RTF4ADERT—HESLHEE
(B3] E

o ARENRIVDHDFERERFD) VAT — F{E At RE
[(B#]ICRE

o VATLEBEERIMAKICLIZTIEAIEGHE
[5]1EICERE

o A—H¥—NAT—R(—EFIAEFL SA) D/ FHHI PR 8L
[9IXFICEETE

o TLS E{EHEEE
(B3] E

e IPSec &E{SH#E
(]I E

o 1—H—ZREIHEAE
[ RAEREE]ICERE

o ERT)UMERE
[FAR= TV MRFICERE

o F—IDUTHEEE
[B3]ICERE

o TFIUTAEEOTHEEE
(B3] E

o NARY—IVIZT7IREFIRHEEE
[BR]ICRE

e BHOTAMEEHE
[(BE#]ICERE

o JPHARETADRTL - B LR EHEE
TPDAERRICR L. BERRYIAEIEE
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1.4.3. TOE ¥ EmEEE (Physical Scope and Boundary)

A TOE OYEMEHEIIEEKREAE THD. B 4 (C MFD ADOEIZY MERE. TOE OYEREEZ

EIRpU I
L [vxrLEEE
—RRFIAE
: NAMR—IVIZT
ADF ¢ : [VaTLEEE
ADF e ]{';S’";;"t}\'"ﬁ"'i ---------- | 2tk
M=F | L E—HERE | T4 "i L FAe I —RFABEIZ(MTVL
I“:::::::::_::)73‘&*357__ ¥ *%ﬁg i NVl g FT;'U'_”_
.......... gz § IS -EF-Fs | I——— O - —>
| - L PR S
ISL;;\—_JF?%E'::::%?:::" NARR—T, LY
AT ATRFRL IR Ny
::::gl::::::I | DERET— : R HiIPRA | i SEEP ]
1T L JUva— s B 1| rom (|G| [
IIT K=K ||, | fEE 1 BB noaoggees ! w| |
R N G St St Gl [—EFEEDS 7o
: THERE) :'4/77T)L—: o o~ : =M (UsB)
1 ]ma=me- s yayon—) B S| L
L JPDAE t#au745;7:q:55 DRAM |12
i §1=‘#§ﬁg ili:::*:%??:::: i lé}t%;éim i I
: AT
IOT :::::::::::I: Ei%tz\:l: : W%ﬂ*“}l‘ :
IOTHR—F|k 5 || CWIS I yzmm | 9—H7—4!
Lof L BEEE G mme | (REERERE |
f Hosr AR
| fEe 1 ARREE e
____Controller ROM N .
| CPU USB(KAR) | | 3 TOE %
LS| | ARERE R
FAX | TR
ROM ;

4 MFD RMO& 1=y & TOE DY i & B

MFD (33> bO—3iR—
&N,

A hA—FiR—
i D S el

K. FAX iKh—

REIITR—

REBENSRIIORIZ. FET—H2DEEE
FofEl, LUV FO—3R—

- =

172
FEIOT R—

—SDBEZITIHD. ERDREA VI—-T1—-ATHEKHEIN TS,

v bO—5ih—
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R, REBN—RT4ADEE  IIT. IOT, ADF BLTIEEIRILDDIE

RERA U A—D1—ATHEBESNTS, F
RO, XET 3B LUHIET

Rld. MFD OJE—#8E. TUVA—HEEE. AFvF—HEEE. T7DAMEE. BLUBBRRYIA
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BEEDFIEH LU CLF 1T HEBEDTZHDOERIBEER THN . XY I—D4V5—TJ1—A(Ethernet), O—
A VB—T1—A(USB) &S, IIT iK— K4 10T iK— FhES SN TS, FAJ5 LI Controller
ROM [CHE#HEN TV,

FAX R—RlF, AR BEZERMBEDS VA—T71—ATHN. IV FO—Fh— k& USB THERIN TS,
FO95LIE FAX R— FR®D FAXROM [CHEH SN T3,

ERADR—IFILIIT) . 6= AFvF—, TPDAMEEOFI AREIC. RIaESHAH . ERERED
VA= R—FANERET DA DT M ATHD,

EfgRE A3—3FIL(I0OT)IE. IV FO—JR— PO RERIESN D ERIFEREH HTET M ATHS,
BEEREVEE(ADF)E. RFaZEBMICIIT (CHETET )M ATHD,

BBV MFD OOE— 8. TUUA—H8EE. A v — 8L, J7DAMEE. BLUBRBRYD A% EE
DEEBLUREICBHERRIY., 507 89FNRINTA AT VA BB SNSRI THB,

TOE 20 NVRAM (& SD AE))ERNERN— FFAAVEE IS LATE TR VR IRIEATHD,

4 347M Channel ([ TOE T TFEN LTS,
e Private Medium Interface
##1E) %)L, USB
e Shared Medium Interface
Ethernet
e Original Document Handler
IIT
e HardCopy Output Handler
10T

1.4.3.1. TOE O¥EMERER
A TOE ZBR I MBI ERELUTISRY .
Table 4 ¥IEEHIERER

2% - F N=J3y i BEmAE
(REES)

DocuCentre-VI NC100556 Controller ROM N—Fo17 D—)IB&E

C2264 CP Ver.1.1.3

DocuCentre-VI NC100557 Controller ROM N—Fo17 D—)IB&E

C2264 CPFS Ver.1.1.3,

FAX ROM Ver.2.2.0

3| 779AFv 3 QC100164 FAX ROM Ver.2.2.0 | \—FD17 D—1)IEeE
4 | 7=RtFa1Y74¥vk+ | EC103551 - i D—1)IfEtE
5| AF¥vF—Fvb EC103545 - i D—1)IEeE
6 | DocuCentre-VI (ME837211-1) | - DVD A® D—1)IfEtiE

C2264 EBEHAF PDF 771 (MFD KRR

AT47)
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7 | DocuCentre-VI (ME8371J]1-1) | - DVD A® D—)IfgiE
C2264 1—4Y-ZH PDF 771 (MFD R{AREIHE
1k AT47)

8 | DocuCentre-VI (ME8373]1-2 | - DVD A® D—)IfgiE
C2264 t*a1YU74% | _20190306) PDF 771)b (MFD AR{K[EHR
BB E AF4T)

7¥) TOE (*.1,3,4,5,6,7,8 Fz(& 2,4,6,7,8 DA ENDE THEEIND,

1.4.4. 545V (Guidance)

A TOE #ERTEIAMIVANZERILUTOESDTHD,
e DocuCentre-VI C2264 EmBEEHH/ F:ME8372]1-1

e DocuCentre-VI C2264 1—Y—Xf4 KF:ME8371]1-1

o DocuCentre-VI C2264 t+i1UT(HresH N4 F:ME8373]1-2_20190306
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#&F3k (Conformance Claim)

2.1. CCi#&ZE (CC Conformance Claim)

A STHLU TOE D CCEBEIRIE, UTDESNTHSD,
ST TOE W EBEEIRTS CCON—-Yay:

Common Criteria for Information Technology Security Evaluation

Part 1: Introduction and general model (April 2017 Version 3.1 Revision 5)
Part 2: Security functional components (April 2017 Version 3.1 Revision 5)
Part 3: Security assurance components (April 2017 Version 3.1 Revision 5)

CC Part2 extended [FPT_FDI_EXP.1]
CC Part3 conformant

2.2. PP XEiE./\wr—YZEsk (PP claim, Package Claim)
2.2.1. PP X3k (PP Claim)

A ST &,

U.S. Government Approved Protection Profile - U.S. Government Protection Profile
for Hardcopy Devices Version 1.0 (IEEE Std. 2600.2 ™ -2009)
ADFELEEEERT B,

2.2.2. )\w5—3JEiE (Package Claim)

EAL2 ([C ALC_FLR.2 ®i&H0(EAL2 augmented by ALC_FLR.2)%#* 3§93,

7z PP iR ;&R AT HE: SFR Package WA, TRED)Wwh—J%)\wh— Y& (package
conformant)eLTEET %,

Title: 2600.2-PRT, SFR Package for Hardcopy Device Print Functions, Operational
Environment B
Package Version: 1.0

Title: 2600.2-SCN, SFR Package for Hardcopy Device Scan Functions, Operational
Environment B
Package Version: 1.0

Title: 2600.2-CPY, SFR Package for Hardcopy Device Copy Functions, Operational

Environment B
Package Version: 1.0
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Title: 2600.2-FAX, SFR Package for Hardcopy Device Fax Functions, Operational
Environment B
Package Version: 1.0

Title: 2600.2-DSR, SFR Package for Hardcopy Device Document Storage and
Retrieval (DSR) Functions, Operational Environment B
Package Version: 1.0

Title: 2600.2-SMI, SFR Package for Hardcopy Device Shared-medium Interface
Functions, Operational Environment B
Package Version: 1.0

2.2.3. #EEIRM (Conformance Rational)

A STIF. PP(ZEEk &N TLV% Common HCD Functions & Print Functions. Scan Functions.
Copy Functions. Fax Functions. Document Storage and Retrieval Functions,
Shared-medium Interfaces Functions ##### Lt L C— & BREZEMUTEEREINT VD,

AR ST [CHd TOE OFFERIL. JE—#EEE. TIUA—HE8E. A vF—#aE. XY I—DAFvUiEE. 77D
AtsEe. RNV AMEEER T3 T JRILES#E(Multi Function Device B&#§ MFD)T#®HD. PP O
4.1 Typical Products (C52t &N TL'3 Hardcopy Device ERZE THDERMAEEEA S LTS,

FETRICTILIICEFAITAREER. tFaUT KA, tF1)T EHE PP L TRl
nchd,

e PP THEULTLVSER/OSP/RIIRSHIC. P.CIPHER ZE/10M OSP £LTLV%, P.CIPHER (AR
N=FTAADEEDT - IDESILTH). thOREERLIMILTEIEZEEEZL ., ATIREH
FEELGL INLDIENHE B/ OSP/RTREHE PP OEF1)TAEREERDAT— AV FEDHIR
HTHS.

e PPTHRELCVWGERIRZEDX KA E DN, OE.AUDIT_STORAGE.PROTECTED &
OE.AUDIT_ACCESS.AUTHORIZED ZHIBRL. TOE DX KR AEHELTIVS, EDMIEABTELE
BYC5IASNTED, BIMOERREO KA HBBOIENSERREO KA L, PP O+
UTARRAFHDAT— AV PERIF LT OFIRTHS.

e PP THELTLS TOE OdxtKA &, O.AUDIT_STORAGE.PROTECTED.,
O.AUDIT_ACCESS.AUTHORIZED ZEMDx KA EELTVS, TOE DEF1UTA KA &I,
PP DEF1) T4 RAEHDAT— FAY FEDHIBREITHS

e PPTHHRELCLS SFRE ST THEMALTLVS SFR MEEfR% Table 15 (C7RLTLV3,
CCTHARDSFRERDEFMIE, SFROEBMATEIRL TS, +SMIDEF1ITBIELEEL
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TV, FPT_FDI_EXP.1 Q¥aX ZHIRT ST DIZIEITFE LB LV PP OEREEF THS.

FDP_ACF.1(a)IcBW\T. BERYDAARAD D.DOC DHIFREREL, — i1 —HY—7(FTR{ SAICE
BE#O7OC A ERANEIEREL TV, A& TOE Tl YATLEEEERZHD Role LT, Key
Operator & SA O57z20 Role ZFE &L TSN, FDP_ACF.1(a)Tld. Ak, FHEZ 5 AN 3N
& SAAND—E1—-Y—FEZEDORADEIN L TIE, PP ERINHIBERBTENTES, T BE
D ARET 4 R— M TYY RIS D D.DOC DHIBRTIE. U.USER [ LTHEFSBVE RN HBIN.
PP LNHIFRHITH S,

TIAR—=FTUV LS D D.FUNC OHIBRAIZIL, U.NORMAL [CIEZA—F—TH>THEFRI LB VE
FEHOTHN. PP LDFIRMITHD,

TIAR=FFUV REAE-LIS D D.FUNC DR ZELIR(E, TATO U.USER [Cx LT EEF S
EEERH>THN, PP LDHIRTHS,

FDP_ACF.1(b)Tld. IXTORREICK LT, — i1 —H -3 T SAICELRIBZRDERED 7 I AR
ERANEILRL VDD, EBDLIC, KK FFHENEZONIRE SAND— 1Y —FEFEDFRA|
DEINHTIE. PP ERLNFIRMERLTTENTES, —A. FDP_ACF.1.3(b) Tld. IRXTOHEEE
ANDOBTRIB 7O AERE S5 25 %xt %%, U.ADMINISTRATOR Tl3%<. Key Operator Z(F(ZFR
FELTWSH, PP INHIBREITHD, . FDP_ACF.1.3(b)Tld, 77D AZELTHEERVDAILRE
J5HaElE U. ADMINISTRATOR LT BARMIICEF SN BEE LTEZR L TLVB A, Tl PP
Application Note 94 [CHE>7zE£DTHD,

FDP_ACF.1 (d)FH HUEICEWTE, Ak, YATLEBETH > A —FT NG INIEREST
DEFRISNZLVEY, Subject # U.USER [CHRIRLTL\B 1Y, FHENN EZONBINREVATLEEEAD
— i 1-F-EZEORAUDEINETE. PP ZERINHIRHER BT IENTES,

FDP_ACF.1(f)ICEV\T BRAYIAICRFSNLERIEXEDEH H LALEL, SA ZIFICRRE LTLY
BN, K, FHEN EAONBINE SATH O LM AL TN EP DL ATERGLRAZENHTT
BN, PP ZXRSDHIRERLBTENTES, Tz, TPIAEER, — MR-V -LEITHIATLE
BEERICERFROT7ICAGIER AN EILRUCVSH, KK, FHEEEAONBINEVATLEEEA
D—MEI1-Y-RIFORANDEIL T, PP ERINGHIRMERLBTIENTED,

FDP_ACF.1(g)Tld. StAZLALER(L, — AR 1 — Y- (I THL SA [CE RO 7D AHI R B &4k

BELTLBN, R NAFENEZONINE SAND— 1Y —RZEDHAOEINLTIE. PP ERLD
FIRMIER G TIENTED, Fid HULLEO 7O AHIEFR ATl PP TE RSN (2)DEIRERZH
BRUTLVBA, COZEREIE PP ERINHIRMER BT IENTED, T BRRVIANDER X EDE
AL DR A Z4FRICER LTSN, REBRVIANOXEZ BB FI AENMBEZL OBHERYD

AR ESNZELVIREIEBATRT 2726 THS, PP Application Note 19 LU Application Note
104 (ZHEW, BFAIGRAIZEZRLTS,

PP THREL T\t SFR [FERERF TH., :BIMD SFR (ZLN, TOE ZLNHIRAIICLTLS,
COZEICED. KR ST O SFR (& PP @ SFR LDHIREITHB

- 20 - Copyright® 2019 by Fuji Xerox Co., Ltd



Fuji Xerox DocuCentre-VI C2264 /\—F74 20, 7—3C+1Y71. ¥+ —, TPORMTEETIN F1U718—TF

8, & ST Tld PP 0 SFRICX LT, B REP D EREH L. EDRIRABREAR)YDTRER LTS,
TDREIRNANRL PP OERLTVSRAEERER LTS,

FLRRICBMTER D ZIREH L. ZDEFTAEE PP THELTCL\SH S LEHTI2)yITERAR LT
3o

PP TRELTVS EF1UT X KA EBRMDOA ., P.AUDIT.LOGGING DK A &t
OE.AUDIT_STORAGE.PROTECTED. OE.AUDIT_ACCESS.AUTHORIZED %
O.AUDIT_STORAGE.PROTECTED. O.AUDIT_ACCESS.AUTHORIZED [CEZF#ZT\3,
&7z P.CIPHER Oxt%k A #HC O.CIPHER ZEBMULTW%, EDMIFHNBEEEETIC PP OEKRLT
WHARBRZRHR L TEMREESN TSR LTS,

1T HEREE RIS, ERBAE A AREETRB LTS,

BNEh’z TOE xtskA#tE SFR (CRLTIZEMDERBAZL TS,

¥ T KA EE FMT_MSA.1 O3t IGEfRA PP EERGSD, NI T-ADREDHIC
TFIVTIREDRAVDPHENVICH T REANDEHRE, TSF T-AREDREA EHCEHISSED
DTHN. PP HMEETILF 1) THREEGHONBTELETILOTIILL,

EDHth(E PP DER LTI RNBER B U THIMRIESN TSI EZRER L TLVD,

PP THRELTL'S SAR FNAZZLZEETIC PP OERLTVVIHNEZRHE LTS,

BUCA ST (3 PP (CEREEE & LTV,
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3. tFaUF1EERETEE (Security Problem Definition)

AETIE., BB, BEOCF1UT A, AHREHICOVTEERT D,

3.1. Zm® (Threats)
3.1.1. TOE & (Assets Protected by TOE)

ATOEWMRETIEEQLUTOERITHS,

Table 5 FIRET-RICEHTIREEE

Designation PP Definition BRMLGREEE f#H R EREA

D.DOC User Document Data JaJNBOLHICEET | FIAEN MFD 26—, JUU A,
consists of the BXET—A T7IA. AF v EDB I THIA
information contained FTHEEBULELEE. EFRET)
in a user’s document. v bOIEBHICAERN— RT1 A%
This includes the BIC—BFHICXET-INERES
original document itself N3, £ CWIS #aelCLDFI A
in either hardcopy or FDF17V bbb MFD HOEE
electronic form, image NYDAICEBESNEXET 5D
data, or BN LA AT RETH B,
residually-stored data | Ja7EB#ROFIRAFZFH | FAEN MFD 23—, J7DA,
created by the XETA AFvUEOHMTH AT SEE
hardcopy device while BUNEPEE. EETOLH
processing an original (CREBN— FTAADEEIC— B
document and printed [EXET-ANEFSIN. Y370
hardcopy output. ST RFr LI ERERE

HIBR TN T—RIZFET D,
D.FUNC User Function Data are | 1—%—J3J1&#k FABEFRINEBIOT1T412ED

the information about a
user’s document or job
to be processed by the
TOE.

N AW W
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Table 6 TSF F—AICBAT3{REE =

Designation PP Definition BRMGREEE iR EREA

D.PROT TSF Protected Data are assets | Table 26, Table EFRDTOERET—A. T+
for which alteration by a User | 27, Table 28, VT4 BRI LTORERICOL
who is neither an Table 29, Table TIEHRSNTEEF2UT4 £
Administrator nor the owner | 30, Table 31, DEBERLIZER,
of the data would have an Table 34, Table 35
effect on the operational DT EE D.CONF LL4t+
security of the TOE, but for DIEHR
which disclosure is
acceptable.

D.CONF TSF Confidential Data are FREBEONSADV-FIE | YVATLEBERFZVATLER
assets for which either = , B¥1UT EEREEICED
disclosure or alteration by a EEQY (Table TOE Ot Fa)T1HEEDERE
User who is neither an 16) . | D MFD DIEENRIP VAT

- N—RTAADEHT | . .
Administrator nor the owner R E L iELR LEBEIZAT7V M oA RE
of the data would have an CRNE Ry FD—hF—4 | B ERET—HE TOE RICEKR
effect on the operational REFER Fnd,
security of the TOE. — e FIAE (&1 —H—SREI B
BEICED. BBOD ID &)SAD—
ROEZRTED . MFD D#24E) %
VB RIBETHD. BET— A
TOE HIC&RESND,
VATLEBEREX1I)T(E
BENVT-H%VATLEBED
247V Mo BN LATEETH
N, tF¥1)T4EEODTT-AF
TOE RICREFSNS,
Table 7 ZOthDREE E
Designation PP Definition BRMGREEE ## B 55 BA
Functions Functions perform processing, | MFD D#&E RSN EDFIAELT

storage, and transmission of
data that may be present in
HCD products. These
functions are used by SFR
packages.

WK TOE MIE—#RE, UV A—
HERE. AF v —HERE. 7D A
BEREE ZE AT dENATRE,
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(ZRRBEYIATIE

SAT LEEEDSAFYh . \
F SR RSN L Y =
.aljeggjﬁl:;l;f}\ \\\ Sy // ‘f%ﬁ%ﬁ)?l—:

S _--"

______________

K AT 4 | /& posrae.
i T747 E f TOE \

PRy F—DEFRNEX VA=l B3
E£57—H TOE HEF—A. SN iﬁJFﬁ;M 2=y
Nl || = BE /;
E;Z"Iiiﬁ‘t:\:lqu X 1UT(ERDOTT
7 —5
_____ “TOE 8 ET—4
RPN VLIt
‘\\ Xy rI—=H ,’ __________________
R u%_@_ﬂﬂ_@_a_&_@i__@___
IERY PO — DB .
! ’7127\3:_!
:ﬂé—ﬁ}ﬁv‘"—@ : \ :
[ ',’ /A'% nﬁ \\
— D47k % IEI%;%H )
bLUH—— S - -
IW'&BI*ET Qo

_______________

5 REEELRERNRNEE

E) REBRYMI—DRICEETZ—RIZATI MBIV —N-ATDEET IR RYI—D%
FNd—MRT—RIREXRINDEETHZN, AREIEEREHEN L TOEEZNLTAERY FI—HAE
AT3ElE TOE DHEREICENIRIE SN BTN EID D LS RERNRNDEEANTIEATEEEERE
(FvALyA{AN

Table 6 O TSF 7—4(3, R&ERN— FT4ADEE. IV bO—FK— KD NVRAM (& SD *EY)).
SEEPROM [CRFSN TS,
ZUR RO BERT—REINLICEEENGL,

FLIRIEFTD NVRAM (& SD AEY)& SEEPROM [C(&. TSF F—ALUSNDT—ALEMSN TSN, Z
NOoDERFET—HE TOE DEF1UTAHEEICBIR LB LVEHRER ROEETIERL,
EFIVTAEEQTT-HE, —F#IIC NVRAM [CRERIESNBAY, TP ILELTERERN— FTAADEEIC
RESND,
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3.1.2. BEI—-YIVt (Threats agents)

ASTTRITR4BENERI-VIVIMREBBEET S, VINLELNILOKRBEAERFOETH
N TOE OBMEICOVWVTARSN TLSIFRMAB Z RO CL\BERET 3,

a) Persons who are not permitted to use the TOE who may attempt to use the
TOE.

b) Persons who are authorized to use the TOE who may attempt to use TOE
functions for which they are not authorized.

c) Persons who are authorized to use the TOE who may attempt to access data
in ways for which they are not authorized.

d) Persons who unintentionally cause a software malfunction that may expose
the TOE to unanticipated threats.

3.1.3. &HB (Threats)

A TOE (x93 & B %. Table 8 (L5893, unauthorized persons (& 3.1.2 DEZFHI—-JIV
THILEET B,

Table 8 #IAET—3 £ TSF T-RICHTEERL

Threat Affected asset Description

T.DOC.DIS D.DOC User Document Data may be disclosed to
unauthorized persons

T.DOC.ALT D.DOC User Document Data may be altered by
unauthorized persons

T.FUNC.ALT | D.FUNC User Function Data may be altered by
unauthorized persons

T.PROT.ALT D.PROT TSF Protected Data may be altered by
unauthorized persons

T.CONF.DIS | D.CONF TSF Confidential Data may be disclosed to
unauthorized persons

T.CONF.ALT | D.CONF TSF Confidential Data may be altered by
unauthorized persons

3.2. ##OtX1UT1 A48t (Organizational Security Policies)
& TOE HIBSF LB N ESBMBBOTF1)T(F 4% Table 9 (T T3,
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Table 9 fAntF*1)T1H %t

Name Definition

P.USER.AUTHORIZATION To preserve operational accountability and security,
Users will be authorized to use the TOE only as permitted
by the TOE Owner

P.SOFTWARE.VERIFICATION | To detect corruption of the executable code in the TSF,
procedures will exist to self-verify executable code in the
TSF

P.AUDIT.LOGGING To preserve operational accountability and security,
records that provide an audit trail of TOE use and
security-relevant events will be created, maintained,
and protected from unauthorized disclosure or
alteration, and will be reviewed by authorized personnel

P.INTERFACE.MANAGEMENT | To prevent unauthorized use of the external interfaces of
the TOE, operation of the interfaces will be controlled by
the TOE and its IT environment.

P.CIPHER To prevent unauthorized reading-out, the document
data in the internal HDD will be encrypted by the TOE.

3.3. HHEEH (Assumptions)
A TOE OEE. EA. bLUFIRICAET 2 RIIRSEHZ. Table 10 [CEEiRT B,

Table 10 BIESH

Assumption Definition

A.ACCESS.MANAGED | The TOE is located in a restricted or monitored environment
that provides protection from unmanaged access to the
physical components and data interfaces of the TOE.
A.USER.TRAINING TOE Users are aware of the security policies and procedures of
their organization, and are trained and competent to follow
those policies and procedures.

A.ADMIN.TRAINING | Administrators are aware of the security policies and
procedures of their organization, are trained and competent to
follow the manufacturer’s guidance and documentation, and
correctly configure and operate the TOE in accordance with
those policies and procedures.

A.ADMIN.TRUST Administrators do not use their privileged access rights for
malicious purposes.
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T¥a)F1xdEkAEt (Security Objectives)

AETEH.TOE tFaUT x5k A&t ERBRROCF VTR G E . BLUEFIUTI R GT EHRHL

[CoWTEEiR T3,

TOE Ot*a1)71xt%k A& (Security Objectives for the TOE)

TOE Ot Fa)71xisk A ét%E Table 11 ([CE2ih T3,

Table 11 TOE EX1UT1xt KAt

Objective

Definition

O.DOC.NO_DIS

The TOE shall protect User Document Data from
unauthorized disclosure.

O.DOC.NO_ALT

The TOE shall protect User Document Data from
unauthorized alteration.

O.FUNC.NO_ALT

The TOE shall protect User Function Data from
unauthorized alteration.

O.PROT.NO_ALT

The TOE shall protect TSF Protected Data from
unauthorized alteration.

O.CONF.NO_DIS

The TOE shall protect TSF Confidential Data from
unauthorized disclosure.

O.CONF.NO_ALT

The TOE shall protect TSF Confidential Data from
unauthorized alteration.

O.USER.AUTHORIZED

The TOE shall require identification and authentication
of Users, and shall ensure that Users are authorized in
accordance with security policies before allowing them
to use the TOE.

O.INTERFACE.MANAGED

The TOE shall manage the operation of external
interfaces in accordance with security policies.

O.SOFTWARE.VERIFIED

The TOE shall provide procedures to self-verify
executable code in the TSF.

O.AUDIT.LOGGED

The TOE shall create and maintain a log of TOE use and
security-relevant events, and prevent its unauthorized
disclosure or alteration.

O.AUDIT_STORAGE.PRO
TECTED

The TOE shall ensure that audit records are protected
from unauthorized access, deletion and modifications.

O.AUDIT_ACCESS.AUTH
ORIZED

The TOE shall ensure that audit records can be
accessed in order to detect potential security violations,
and only by authorized persons.
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Objective Definition
O.CIPHER The TOE shall provide the function to encrypt the
document data in the internal HDD so that they cannot
be read out.

4.2. ERIREOCFIVT4xIEAE (Security Objectives for the
Environment)

BRREOCF1)T KA $t%E Table 12 (CEEkT 3,

Table 12 ERREOCX1) T4 R KA &

Objective Definition

OE.PHYSICAL.MANAGED | The TOE shall be placed in a secure or monitored area that
provides protection from unmanaged physical access to the
TOE.

OE.USER.AUTHORIZED The TOE Owner shall grant permission to Users to be
authorized to use the TOE according to the security policies
and procedures of their organization.

OE.USER.TRAINED The TOE Owner shall ensure that Users are aware of the
security policies and procedures of their organization, and
have the training and competence to follow those policies
and procedures.

OE.ADMIN.TRAINED The TOE Owner shall ensure that TOE Administrators are
aware of the security policies and procedures of their
organization, have the training, competence, and time to
follow the manufacturer’s guidance and documentation, and
correctly configure and operate the TOE in accordance with
those policies and procedures.

OE.ADMIN.TRUSTED The TOE Owner shall establish trust that TOE Administrators
will not use their privileged access rights for malicious
purposes.

OE.AUDIT.REVIEWED The TOE Owner shall ensure that audit logs are reviewed at

appropriate intervals for security violations or unusual
patterns of activity.

OE.INTERFACE.MANAGED | The IT environment shall provide protection from
unmanaged access to TOE interfaces.
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4.3. TFa)TsxEAEHER (Security Objectives Rationale)

TFIT R, EF )T REERTRE LCAIREGH I G TIHDED . HELNIBBEICKT i
FBREHDLD. HRHWIHBOTF1UTIHEHERRTILHOELDTHS ., LF1ITI R A EHER ST
BHTREM . M TIBE. RRTMBOCF1)T AHOXEEHRZ Table 13 (CRY, F&/EF
A)FREE BN T )T R A ECINREESN TS L Table 14 (CEEiR T 3,

Table 13 tF¥aUT KA SHERNTIER. BBOCF1UT(A#H RURTHRSEH

Objectives

Threats, Policies,
and Assumptions

0.DOC.NO_ALT

O.FUNC.NO_ALT

O.PROT.NO_ALT

0.CONF.NO_DIS

O.CONF.NO_ALT

O.SOFTWARE.VERIFIED
O.AUDIT.LOGGED

O.AUDIT_ACCESS.AUTHORIZED

O.AUDIT_STORAGE.PROTECTED
OE.AUDIT.REVIEWED

OE.INTERFACE.MANAGED
O.INTERFACE.MANAGED
OE.PHYISCAL.MANAGED
OE.ADMIN.TRAINED
OE.ADMIN.TRUSTED
OE.USER.TRAINED

O.CIPHER

T.DOC.DIS

S lo.poc.NO_DIS

T.DOC.ALT

\

T.FUNC.ALT

T.PROT.ALT

T.CONF.DIS

T.CONF.ALT

P.USER.AUTHORIZATION

<] STSTSIS SIS l0.USER.AUTHORIZED
STSESTSTIS TS S loE.USER.AUTHORIZED

P.SOFTWARE.VERIFICATI
ON

P.AUDIT.LOGGING

P.INTERFACE.MANAGEME
NT

P.CIPHER

A.ACCESS.MANAGED

A.ADMIN.TRAINING

A.ADMIN.TRUST

A.USER.TRAINING
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Table 14 £F1UT REFERICHIETIEF1) T4 KA EHRHL

Threats, policies, and
assumptions

Summary

Objectives and rationale

T.DOC.DIS

T.DOC.ALT

T.FUNC.ALT

T.PROT.ALT

T.CONF.DIS

User Document
Data may be
disclosed to
unauthorized
persons.

User Document
Data may be altered
by unauthorized
persons.

User Function Data
may be altered by
unauthorized
persons.

TSF Protected Data
may be altered by
unauthorized
persons.

TSF Confidential
Data may be
disclosed to
unauthorized
persons.

- 30 -

0.DOC.NO_DIS protects D.DOC from
unauthorized disclosure.
0O.USER.AUTHORIZED establishes user
identification and authentication as the
basis for authorization.
OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to
appropriately grant authorization.
0O.DOC.NO_ALT protects D.DOC from
unauthorized alteration.
0O.USER.AUTHORIZED establishes user
identification and authentication as the
basis for authorization.
OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to
appropriately grant authorization.
O.FUNC.NO_ALT protects D.FUNC from
unauthorized alteration.
0.USER.AUTHORIZED establishes user
identification and authentication as the
basis for authorization.
OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to
appropriately grant authorization.
O.PROT.NO_ALT protects D.PROT from
unauthorized alteration.
0O.USER.AUTHORIZED establishes user
identification and authentication as the
basis for authorization.
OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to
appropriately grant authorization.
O.CONF.NO_DIS protects D.CONF from
unauthorized disclosure.
0O.USER.AUTHORIZED establishes user
identification and authentication as the
basis for authorization.
OE.USER.AUTHORIZED establishes
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Threats, policies, and
assumptions

Summary

Objectives and rationale

T.CONF.ALT

P.USER.AUTHORIZATI
ON

P.SOFTWARE.VERIFIC
ATION

P.AUDIT.LOGGING

P.INTERFACE.MANAG
EMENT

TSF Confidential
Data may be altered
by unauthorized
persons.

Users will be
authorized to use
the TOE.

Procedures will
exist to selfverify
executable code in
the TSF.

An audit trail of TOE
use and
security-relevant
events will be
created,
maintained,
protected, and
reviewed.

Operation of
external interfaces
will be controlled by
the TOE and its IT
environment.

- 31 -

responsibility of the TOE Owner to
appropriately grant authorization
O.CONF.NO_ALT protects D.CONF from
unauthorized alteration.
0O.USER.AUTHORIZED establishes user
identification and authentication as the
basis for authorization.
OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to
appropriately grant authorization
0O.USER.AUTHORIZED establishes user
authorization to use the TOE.identification
and authentication as the basis for
OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to
appropriately grant authorization

O.SOFTWARE.VERIFIED provides
procedures to self-verify executable code in
the TSF.

O.AUDIT.LOGGED creates and maintains a
log of TOE use and security-relevant events
and prevents unauthorized disclosure or
alteration.

OE.AUDIT.REVIEWED establishes
responsibility of the TOE Owner to ensure
that audit logs are appropriately reviewed.
O.AUDIT_STORAGE.PROTECTED protects
audit logs from unauthorized access,
deletion, and alteration for the TOE.
O.AUDIT_ACCESS.AUTHORIZED enables
the analysis of audit logs only by authorized
users to detect potential security violations
for the TOE.

O.INTERFACE.MANAGED manages the
operation of external interfaces in
accordance with security policies.
OE.INTERFACE.MANAGED establishes a
protected environment for TOE external
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Threats, policies, and
assumptions

Summary

Objectives and rationale

P.CIPHER

A.ACCESS.MANAGED

A.ADMIN.TRAINING

A.ADMIN.TRUST

A.USER.TRAINING

User Data stored in
the HDD will be
encrypted by the
TOE.

The TOE
environment
provides protection
from unmanaged
access to the
physical
components and
data interfaces of
the TOE.

TOE Users are
aware of and
trained to follow
security policies and
procedures.

Administrators do
not use their
privileged access
rights for malicious
purposes.

Administrators are
aware of and
trained to follow
security policies and
procedures.

interfaces.

O.CIPHER encrypts the document data in
the internal HDD to disable unauthorized
reading-out of them.

OE.PHYSICAL.MANAGED establishes a
protected physical environment for the TOE.

OE.ADMIN.TRAINED establishes
responsibility of the TOE Owner to provide
appropriate Administrator training.

OE.ADMIN.TRUST establishes responsibility
of the TOE Owner to have a trusted
relationship with Administrators.

OE.USER.TRAINED establishes
responsibility of the TOE Owner to provide
appropriate User training.
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5. 1.

YRRV R—% Y FEZE (Extended Components Definition)

This Protection Profile defines components that are extensions to Common Criteria
3.1 Release 2, Part 2. These extended components are defined in the Protection
Profile but are used in SFR Packages, and therefore, are employed only in TOEs
whose STs conform to those SFR Packages.

FPT_FDI_EXP Restricted forwarding of data to external
interfaces

Family behaviour:
This family defines requirements for the TSF to restrict direct forwarding of
information from one external interface to another external interface.

Many products receive information on specific external interfaces and are intended
to transform and process this information before it is transmitted on another
external interface. However, some products may provide the capability for attackers
to misuse external interfaces to violate the security of the TOE or devices that are
connected to the TOE's external interfaces. Therefore, direct forwarding of
unprocessed data between different external interfaces is forbidden unless explicitly
allowed by an authorized administrative role. The family FPT_FDI_EXP has been
defined to specify this kind of functionality.

Component leveling:

FPT FDI EXP.1 Restricted forwarding of data to external 1

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces, provides for the
functionality to require TSF controlled processing of data received over defined
external interfaces before this data is sent out on another external interface. Direct
forwarding of data from one external interface to another one requires explicit
allowance by an authorized administrative role.

Management: FPT_FDI_EXP.1
The following actions could be considered for the management functions in FMT:
a) Definition of the role(s) that are allowed to perform the management activities.
b) Management of the conditions under which direct forwarding can be allowed by
an administrative role.
¢) Revocation of such an allowance.
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Audit: FPT_FDI_EXP.1

The following actions should be auditable if FAU_GEN Security Audit Data Generation
is included in the PP/ST:

There are no auditable events foreseen.

Rationale:

Quite often a TOE is supposed to perform specific checks and process data received
on one external interface before such (processed) data is allowed to be transferred
to another external interface. Examples are firewall systems but also other systems
that require a specific work flow for the incoming data before it can be transferred.
Direct forwarding of such data (i. e. without processing the data first) between
different external interfaces is therefore a function that - if allowed at all - can only
be allowed by an authorized role.

It has been viewed as useful to have this functionality as a single component that
allows specifying the property to disallow direct forwarding and require that only an
authorized role can allow this. Since this is a function that is quite common for a
number of products, it has been viewed as useful to define an extended component.

The Common Criteria defines attribute-based control of user data flow in its FDP
class. However, in this Protection Profile, the authors needed to express the control
of both user data and TSF data flow using administrative control instead of
attribute-based control. It was found that using FDP_IFF and FDP_IFC for this
purpose resulted in SFRs that were either too implementation-specific for a
Protection Profile or too unwieldy for refinement in a Security Target. Therefore, the
authors decided to define an extended component to address this functionality.

This extended component protects both user data and TSF data, and could therefore
be placed in either the FDP or FPT class. Since its purpose is to protect the TOE from
misuse, the authors believed that it was most appropriate to place it in the FPT class.
It did not fit well in any of the existing families in either class, and this lead the
authors to define a new family with just one member.

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces

Hierarchical to: No other components.

Dependencies: FMT_SMF.1 Specification of Management Functions
FMT_SMR.1 Security roles.

FPT_FDI_EXP.1.1 The TSF shall provide the capability to restrict data receivedon
[assignment: list of external interfaces] from being forwarded
without further processing by the TSF to [assignment: list of
external interfaces].
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tX1UT1EH (Security Requirements)
RETE, CEITSBEES . tF TR EH S LRI EHRCOV TR TS,

BHE.AETHATHIAFENE

- YJFI1Hh

HEILTOESNTHS,

A

E =

Key Operator

BHEEEOI-Y-ZAN R UIRETOERHEE. HR
RYDARDLET . BRIV M TSR

SA

SA O1—Y—REEN' AN LI R BB TOE R EE . HENYI
ROXET—H. BIETIVMNIH T HRE

U.ADMINISTRATOR

Key Operator, SA O1—4%—EREEN DI UK BE THE AR
e, BRRYIARNDOXET -3, EFRTUY M T 5184E

U.NORMAL — & F A& (U.NORMAL)D1—H—EREEN A T LR BE T D)
EAREE HRRAVIANOXET . BRIV M T 518
0z

U.USER U.ADMINISTRATOR, U.NORMAL O1—H—323ENRLINL
TRETHOEARKEE. BRAVIANOXET A BRIV
(CXTTBIR1E

- A7Y1Hh
£ FR T

Copy Function

— M FIFAENMFD OIRERIVDDIERET BCECED IITT
[Rfazia B0 10T hoFIRIZIT o4 AE

Scan Function

— M FIAENMFD OIRE RV DIERET HCECED IITT
FERzHAM). XET AL THRRVDAICEIRT DA

Network Scan Function

MFD [CERESNTLSIFRICHE ST, — & FIRAEHN MFD D4
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tHRE

Print Function
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— & FI A& (U.NORMAL)H TOE ZFIFA T 3MRICHETHER
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User identifier
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Key Operator identifier
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Mailbox number

BHRRVIAEHR T HNES

List of Mailbox numbers
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Administrator Privilege)

CENTE, MFD OH#MEEY® TOE tF1UTAHEREDRTEZ
ITHIEEE,

U.ADMINISTRATOR
(System Administrator)

Key Operator & SA O#FF.,

U.NORMAL (General
User)

MFD OOE—#EE. AFvF—H#EE. RV MI—DAFvURERE, D
POAMRE. TIVA—BER SUBRRRYD AR ZFIA TS
=D

- TOMDAEE

B

—==3
=

The Fuji Xerox's standard
method, FXOSENC

ELPOVIAMREOESRAER?ITVILT, EEIFFICEA
Nhd,

AES

FIPS {Z£ R OIS BL 7L TUZXLT, \— RFAADT—A0
B LB ELICERSNS,

Access denial due to
authentication failure of
system administrator ID

VAT LEEH 1D BEEK BN A € [B1 38 (S LR (C, 24 3%F
REDOHAEEIECAALTIE, TOE 0ERUIM/ BIRAF TSR
(F+1373<B 5 BN 1%

Data on use of password
entered from MFD
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authentication

TOE BRET—ATHN . RAKNRIVDODFBEERF D) SAT— R
FABEREDH 30/ N DIEER
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password length
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Data on key operator ID
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Data on key operator
Password

TOE RET—HTH. MM EEEZLOHOD) AT FiE
#H

Data on SA ID

TOE ERET—ATHN. SA BAIDHD ID 15K,

Data on SA Password

TOE B2 ET—ATHN. SA BBELDTZH D) AT — FIE#H

Data on General user ID

TOE BRET—HTHN. —M&FI A& (U.NORMAL)H A DIz8h
o 1D 15k,

Data on General user
Password

TOE 5RET—HTHD. —MkFIAE(U.NORMAL)ZEFEDT8H
DINAT— FIE#R

Data on access denial
due to authentication
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TOE |RET—HTHD. YATLEESE ID FBAERKICEERT
SHBEDF R/ EDIFIRE KRB FR

Data on Security Audit
Log

TOEERET—HTHN. L2, N EDLIBERET DL
IERPEZERINVMBIZLEEDEREE, 1-Y—1#1E
BE) &, BIELIRT SHMAEDH R/ BEHDIER.

- 37 -

Copyright® 2019 by Fuji Xerox Co., Ltd



Fuji Xerox DocuCentre-VI C2264 /I—F77 R0, 7—4C+a1Y71. IF+F—. TPORFEETI CFalUrr84—TvF

Data on User TOERET—HTHN. MFD DIE—#EARE, AFvF—HRE, Ry
Authentication FO—DAXvUBERE. TPDAMRE, TV A—HREB LUHER
YOAMEBEZFI AT 3RS, 1—H—SRELIBRICTERAL T D14 HE
DB/ B’NHLUHREDTER,

Data on Store Print TOE HET—ATHN. TIV M —AZERFICTIAN— TV
MCERSEINEIRISE SN DEREFE R

Data on Internal Network | TOE & T7—3THN. ARV IV LICHFEHETIXET—
Data Protection A, J37ER. t¥1)TMEED)T-ABLU TOE BRET—4S
EVWOIEBIET AERETILDICH LTI — ARG %1[:
BEIONILOED/ BEINBLVEREDERSLVLAE. 2
FSEA/EEEAEINAD— R, £@EH)TA0— FIER,

Data on Customer TOE SRET—ATHN. DA IV IZTPIREFIRHEEDE

Engineer Operation B/ EHOERBTRF)IIAT— ROFEHR,

Restriction-

Data on Hard Disk Data | TOE &ET—ATHN. N\— T4 AVERT - IESLHEEEIC

Encryption BRI IEEEDE D/ BNDEREFE B L F—1ER.

Data on Hard Disk Data | TOE &ET—ATHN. N\—RFTFAADERTILETHERE

Overwrite BEICEA R T 2 BEOF X/ BMDIFIRE L EFEKIFR,

Data on date and time | TOE BET—3THN. 31 LY —V/BI—51 LR EFIRER
EBZT-ATHB,

Data on Auto Clear TOE SRET—HTHD . ARENSRIVA— FOUTPHEEDE %1/ &
PBLUDU7EEOER. LU CWIS OF— MUTHEEDH
B/ EHDIER.

Data on Self Test TOE BRET—ATHN. BT TAMEEEDAE 2/ EDER.

Data on Report Print TOE SRET—HTHN. Lik— M H#EEDER E1F R

Store Print/Private Print | FUVA—#EE(CH VT, EIRIT—3%T 10 R—XUTHERL LTZE

vV TT—H%, MFD OREN-FTF1AVEEIC— BEEE
L. BREE SN — A FIREDRIENRIVEDIE R T B ETHIRI

ZRRTB TV MAE,

Data on Received Fax TOE ET—ATHN., BHRCEICTPIARET —IERKRMT D

HERYIARIEE TS TEIER
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6.1. tFaUT,#EEEH (Security Functional Requirements)
K TOE MR T 21 )T HEEEHZLUTICERIRT 2,
AR ST T, HRATIEEEHFO—E%. Table 15 (ZRT,
Table 15 #EEEH—F
BEREEHIVR—2 Vb PP Z3K FIRARE PP EDE
FAU_GEN.1 Audit data generation Yes TOE (ZHH1E T Auditable Event &
BRMICER ., BMLTNS,
FAU_GEN.2 User identity association | Yes PP Mo ZEIL
FAU_SAR.1 Audit review No C? SFR OEMICENVATLEEED
FAU_SAR.2 Restricted audit review | No HICEEOTT—A05H B U RERIR
#y%,
FAU_STG.1 Protected audit trail No Z0) SFR MEMICENEENT T—4
storage Z. FELHIBRPBRENIRET S,
FAU_STG.4 Prevention of audit data | No 0 SFR MiBMICLNEEEOT W EFIC
loss BOTZRFIC, R A VEEOJICHLL
BEEANVIMELEEETD,
FCS_CKM.1 Cryptographic key No COSFROEMICENREN-FT1AD
generation HBEDT-AEESIETS,
FCS_COP.1 Cryptographic operation | No
FDP_ACC.1(a) Subset access control Yes Attributes. Operations. Access
Control rule (3 PP ®f2i =5 L.
EHICTOE [CHNHET Delete. Modify
DIREDEFHMIEE Subject DEEZL
W3,
FDP_ACC.1(b) Subset access control Yes Access Control SFP & TOE (C&D
BTERLTLVS,
FDP_ACC.1(c) Subset access control Yes Attributes. Operations. Access
(PRT SFR Package) Control rule (& PP gk %5 AL,
FDP_ACC.1(d) &BIC TOE [CHHET.
(SCN SFR Package) FDP_ACC.1(c), FDP_ACC.1(d),
FDP_ACC.1(e) FDP_ACC.1(f), FDP_ACC.1(g)T
(CPY SFR Package) (¥ Subject ZZEFE FdtEHIC. Read
FDP_ACC.1(f) DIREDFMEELTINS,
(FAX SFR Package)
FDP_ACC.1(g)
(DSR SFR Package)
FDP_ACF.1(a) Security attribute based | Yes Attributes. Operations. Access

access control

Control rule [Z PP @iEdi %51 AL,
EhICTOE [CHNHET Delete. Modify
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HEEEHIVR—2U b PP ZE3K LR E PP EDE
DRVFEFFHMILEIREDEMZELTLY
%,
FDP_ACF.1(b) Security attribute based | Yes Attributes. Operations. Access
FDP_ACF.1(c) access control Control rule (& PP gk %5 AL.
(PRT SFR Package) EhIC TOE [CHNHET Read DigE%
FDP_ACF.1(d) HMIELTLS,
(SCN SFR Package)
FDP_ACF.1(e)
(CPY SFR Package)
FDP_ACF.1(f)
(FAX SFR Package)
FDP_ACF.1(g)
(DSR SFR Package)
FDP_RIP.1 Subset residual Yes TOE [ZHHETEIFLTIS,
information protection
FIA_AFL.1 (a) Authentication failure No 0 SFR MEMICEINEMERER
FIA_AFL.1 (b) handling FIE. SA FRRIDEFREERBRICLE 7O
ELEHEERIRIET S,
FIA_ATD.1 User attribute definition | Yes TOE [ChhETEIF LTINS,
FIA_SOS.1 Verification of secrets No TOE (BN ETENFTLTIS,
FIA_UAU.1 Timing of authentication | Yes TOE [ZHHETEIFLTIS,
FIA_UAU.7 Protected authentication | No _ SFR M:EMICELNEREET74— FI\wD
feedback ER¥EITB,
FIA_UID.1 Timing of identification | Yes TOE [ZHHETEIFFLTIVS,
FIA_USB.1 User-subject binding Yes TOE [CHNHETEIFF LTS,
FMT_MOF.1 Management of security | No Z SFR MEMICENTEF1UTAH#ERED
functions behaviour BREZ. VATLEBRELZFICREY
Z
FMT_MSA.1(a) Management of security | Yes X1 TABHOEE®REZ TOE (CH
FMT_MSA.1(b) attributes HETEIFLTIS,
FMT_MSA.1(c) Management of security | No X1V EBHDOEEZ TOE [CHhE
FMT_MSA.1(d) attributes TEIRLTLVS,
FMT_MSA.1(e)
FMT_MSA.1(f)
FMT_MSA.1(g)
FMT_MSA.3(a) Static attribute Yes TOE [CHHETEIF LTS,

FMT_MSA.3(b)

initialisation
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HEEEHIVR—2U b PP ZE3K LR E PP EDE
FMT_MSA.3(c) Static attribute No TOE (ZHHETEEAHRLTLVE,
FMT_MSA.3(d) initialisation
FMT_MSA.3(e)

FMT_MSA.3(f)
FMT_MSA.3(g)
FMT_MTD.1(a) Management of TSF Yes TSF T—301&EYA Mz TOE (CHHE
FMT_MTD.1(b) data TEHELTIB,
2L FMT_MTD.1(b)l D.Conf ®
H
FMT_SMF.1 Specification of Yes XTI EERREDYA Mz TOE (CH
Management Functions HETERLTLVS,
FMT_SMR.1 Security roles Yes TOE [ChhETEIF LTINS,
FPT_FDI_EXP.1 Restricted forwarding of | Yes PP oZEERLL
(SMI SFR Package) | data to external
interfaces
FPT_STM.1 Reliable time stamps Yes PP hoZEERL
FPT_TST.1 TSF testing Yes TOE [ZHHETEIFFLTLVS,
FTA_SSL.3 TSF-initiated Yes TOE [CHNHETEIFFLTLVS,
termination
FTP_ITC.1 Inter-TSF trusted Yes PP hoZEERL
(SMI SFR Package) | channel

6.1.1. Class FAU: Security Audit
FAU_GEN.1 Audit data generation
Hierarchical to: No other components.
Dependencies: FPT_STM.1 Reliable time stamps
FAU GEN.1.1 The TSF shall be able to generate an audit record of the

following auditable events:

- Start-up and shutdown of the audit functions;

- All auditable events for the [selection, choose one of:
minimum, basic, detailed, not specified] level of audit; and
- [assignment: other specifically defined auditable events].

[selection, choose one of: minimum, basic, detailed, not

specified]
- not specified
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[assignment: other specifically defined auditable events]
- all Auditable Events as each is defined for its Audit Level (if

one is specified) for the Relevant SFR in Table 16;

Table 16 Auditable Events of TOE and Individually Defined Auditable Events

Relevant SFR

Auditable event

Audit level

Additional
informatio
n

Actions to be audited
(defined by CC)

FAU_GEN.1

There are no auditable
events foreseen.

FAU_GEN.2

There are no auditable
events foreseen.

FAU_SAR.1

Successful
download of audit
log data.

<Basic>

None

a) Basic: Reading of
information from the
audit records.

FAU_SAR.2

Unsuccessful
download of audit
log data.

<Basic>

None

a) Basic: Unsuccessful
attempts to read
information from the
audit records.

FAU_STG.1

There are no auditable
events foreseen.

FAU_STG.4

None

a) Basic: Actions taken
due to the audit storage
failure.

FCS_CKM.1

None

a) Minimal: Success and
failure of the activity.

b) Basic: The object
attribute(s), and object
value(s) excluding any
sensitive information
(e.g. secret or private
keys).

FCS_COP.1

None

a) Minimal: Success and
failure, and the type of
cryptographic operation.
b) Basic: Any applicable
cryptographic mode(s) of
operation, subject
attributes and object
attributes.

FDP_ACC.1

There are no auditable
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events foreseen.

FDP_ACF.1(a)

Job completion
and cancellation
of Print, Copy,
Scan, and Fax.

FDP_ACF.1(b)

Job completion
and cancellation
of Print, Copy,
Scan, and Fax.

FDP_ACF.1(c)

User name, job
information, and
success/failure
regarding
execution of Store
Print.

FDP_ACF.1(d)
FDP_ACF.1(f)

User name, job
information, and
success/failure
regarding access
to the document
in Mailbox.

FDP_ACF.1(g)

User name, job
information, and
success/failure
regarding access
to the document
in Mailbox.

<not
specified >

Type of job

a) Minimal: Successful
requests to perform an
operation on an object
covered by the SFP.

b) Basic: All requests to
perform an operation on
an object covered by the
SFP.

c) Detailed: The specific
security attributes used
in making an access
check.

FDP_RIP.1

There are no auditable
events foreseen.
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FIA_AFL.1(a)
FIA_AFL.1(b)

Authentication
lock of system
administrator

<Minimal >

None
required

a) Minimal: the reaching
of the threshold for the
unsuccessful
authentication attempts
and the actions (e.g.
disabling of a terminal)
taken and the
subsequent, if
appropriate, restoration
to the normal state (e.g.
re-enabling of a
terminal).

FIA_ATD.1

There are no auditable
events foreseen.

FIA_SOS.1

Change in quality
metrics

<nhot
specified >

a) Minimal: Rejection by
the TSF of any tested
secret;

b) Basic: Rejection or
acceptance by the TSF of
any tested secret;

¢) Detailed: Identification
of any changes to the
defined quality metrics

FIA_UAU.1

Success/failure of
authentication

<Basic>

None
required

a) Minimal: Unsuccessful
use of the authentication
mechanism;

b) Basic: All use of the
authentication
mechanism.

c) Detailed: All TSF
mediated actions
performed before
authentication of the
user.

FIA_UAU.7

There are no auditable
events foreseen.

FIA_UID.1

Success/failure of
identification and
authentication

<Basic>

Attempted
user
identity

a) Minimal: Unsuccessful
use of the user
identification
mechanism, including the
user identity provided;
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b) Basic: All use of the
user identification
mechanism, including the
user identity provided.

FIA_USB.1 User login failure <nhot None a) Minimal: Unsuccessful
specified > binding of user security

attributes to a subject
(e.g. creation of a
subject).
b) Basic: Success and
failure of binding of user
security attributes to a
subject (e.g. success or
failure to create a
subject).

FMT_MOF.1 Changes in <Basic> None a) Basic: All modifications
security function in the behavior of the
configuration functions in the TSF.

FMT_MSA.1(a) | Changes in <not None a) Basic: All modifications

FMT_MSA.1(b) | security settings | specified > of the values of security

FMT_MSA.1(c) attributes.

FMT_MSA.1(d)

FMT_MSA.1(e)

FMT_MSA.1(f)

FMT_MSA.1(9g)

FMT_MSA.3 (a) | None <Basic> None a) Basic: Modifications of

FMT_MSA.3 (b) the default setting of

FMT_MSA.3 (c) permissive or restrictive

FMT_MSA.3 (d) rules.

FMT_MSA.3 (e) b) Basic: All

FMT_MSA.3 (f) modifications of the initial

FMT_MSA.3 (g) values of security

attributes.

FMT_MTD.1(a) | Changes in <not None a) Basic: All modifications
registration data | specified > to the values of TSF data.
(ID, password) of
system
administrator,
and in the setting
of security
functions
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FMT_MTD.1(b)

Changes in
registration data
(ID, password) of
system
administrator

FMT_SMF.1 Access to system | <Minimal> | None a) Minimal: Use of the
administrator required management functions.
mode

FMT_SMR.1 Registration of <Minimal > | None a) Minimal: modifications
system required to the group of users that
administrator, are part of a role;
changes in user b) Detailed: every use of
registration the rights of a role.
data(role), and
deletion of system
administrator

FPT_STM.1 Changes in time <Minimal > [ None a) Minimal: changes to
setting required the time;

b) Detailed: providing a
timestamp.

FPT _TST.1 Execution of Self <Basic > None Basic: Execution of the
Test and the test TSF self tests and the
result results of the tests.

FTA_SSL.3 Log-in timeout <Minimal > [ None a) Minimal: Termination
from remote. required of an interactive session
Log-in timeout by the session locking
from control mechanism.
panel.

FTP_ITC.1 Failure of the <Minimal > | None a)Minimal: Failure of the
trusted required trusted channel
Communication functions.
within a specified b) Minimal: Identification
period of time, of the initiator and target
and client host of failed trusted channel
data (host name functions.
or IP address) c) Basic: All attempted

uses of the trusted
channel functions.
d) Basic: Identification of
the initiator and target of
all trusted channel
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functions.

FPT_FDI_EXP.1 | —

— - There are no auditable

events foreseen.

FAU_GEN.1.2

FAU_GEN.2

Hierarchical to:
Dependencies:

FAU_GEN.2.1

FAU_SAR.1:

Hierarchical to:
Dependencies:

FAU_SAR.1.1

FAU_SAR.1.2

The TSF shall record within each audit record at least the
following information:

- Date and time of the event, type of event, subject identity (if
applicable), and the outcome (success or failure) of the event;
and

- For each audit event type, based on the auditable event
definitions of the functional components included in the PP/ST,
[assignment: other audit relevant information].

[assignment: other audit relevant information]

- for each Relevant SFR - listed in Table 16: (1) information as
defined by its Audit Level (if one is specified), and (2) all
Additional Information (if any is required);

User identity association

No other components.
FAU_GEN.1 Audit data generation
FIA_UID.1 Timing of identification

For audit events resulting from actions of identified users, the
TSF shall be able to associate each auditable event with the
identity of the user that caused the event.

Audit review
No other components.
FAU_GEN.1 Audit data generation

The TSF shall provide [assignment: authorized users] with the
capability to read [assignment: list of audit information] from
the audit records.

[assignment: authorized users]
- U.ADMINISTRATOR
[assignment: list of audit information]

- all log information

The TSF shall provide the audit records in a manner suitable
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FAU_SAR.2

Hierarchical to:
Dependencies:

FAU_SAR.2.1

FAU_STG.1

Hierarchical to:
Dependencies:

FAU_STG.1.1

FAU_STG.1.2

FAU_STG.4

Hierarchical to:
Dependencies:

FAU_STG.4.1
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for the user to interpret the information.

Restricted audit review
No other components.
FAU_SAR.1 Audit review

The TSF shall prohibit all users read access to the audit records,
except those users that have been granted explicit
read-access.

Protected audit trail storage
No other components.
FAU_GEN.1 Audit data generation

The TSF shall protect the stored audit records in the audit trail
from unauthorized deletion.

The TSF shall be able to [selection, choose one of: prevent,
detect] unauthorized modifications to the stored audit records
in the audit trail.

[selection, choose one of: prevent, detect]
- prevent

Prevention of audit data loss
FAU_STG.3 Action in case of possible audit data loss
FAU_STG.1 Protected audit trail storage

The TSF shall [selection, choose one of: “ignore audited
prevent audited events, except those taken by the

”

authorized user with special rights”, “overwrite the oldest

” \\

events”,

stored audit records”] and [assignment: other actions to be
taken in case of audit storage failure] if the audit trail is full.
[selection, choose one of: “ignore audited events”, “prevent
audited events, except those taken by the authorized user
with special rights”, “overwrite the oldest stored audit
records”]

- overwrite the oldest stored audit records

[assignment: other actions to be taken in case of audit storage
failure]

- no other actions to be taken
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6.1.2. Class FCS:

FCS_CKM.1

Hierarchical to:
Dependencies:

FCS_CKM.1.1

FCS_COP.1

Hierarchical to:
Dependencies:

FCS_COP.1.1

Cryptographic Support

Cryptographic key generation

No other components

[FCS_CKM.2 Cryptographic key distribution, or
FCS_COP.1 Cryptographic operation]
FCS_CKM.4 Cryptographic key destruction

TSF shall generate cryptographic keys in accordance with a
specified cryptographic key generation algorithm
[assignment: cryptographic key generation algorithm] and
specified cryptographic key sizes [assignment: cryptographic
key sizes] that meet the following: [assignment: list of
standards].

[assignment: list of standards]

- none

[assignment: cryptographic key generation algorithm]
- the Fuji Xerox’s standard method, FXOSENC
[assignment: cryptographic key sizes]

- 256bits

Cryptographic operation

No other components

[FDP_ITC.1 Import of user data without security attributes, or
FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]

FCS_CKM.4 Cryptographic key destruction

The TSF shall perform [assignment: list of cryptographic
operations] in accordance with a specified cryptographic
algorithm [assignment: cryptographic algorithm] and
cryptographic key sizes [assignment: cryptographic key sizes]
that meet the following: [assignment: list of standards].

[assignment: list of standards]

- FIPS PUB 197

[assignment: cryptographic algorithm]
- AES

[assignment: cryptographic key sizes]
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- 256bits

[assignment: list of cryptographic operations]

- encryption of the document data to be stored in the internal
HDD and decryption of the document data retrieved from the
internal HDD.

6.1.3. Class FDP: User Data Protection

The Security Function Policy (SFP) described in Table 17 is referenced by the Class
FDP SFRs in this clause.

Table 17 Common Access Control SFP

Object Attribute Operation(s) Subject *Access
control rule
D.DOC attributes Delete U.NORMAL | Denied,
from Table | - Delete the document , SA except for
18 data in Mailbox his/her own
documents
Delete U.NORMAL | Denied,
- Delete the document except for
data in Private Print his/her own
documents
Delete U.USER Denied

- Delete the document
data except for Mailbox
and Private Print.

D.FUNC | attributes Delete U.NORMAL | Denied,
from Table | - Delete the job data in except for
18 Private Print his/her own

function data

Delete U.NORMAL | Denied
- Delete the job data
except for Private Print

Modify U.NORMAL | Denied,

- Modify the job data in except for
Private Print his/her own
- Modify the Copy job function data
data
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Object Attribute Operation(s) Subject *Access
control rule
Modify U.USER Denied

- Modify the job data
except for Private Print

or Copy job

*Details of Access control rule

Table 18 SFR Package attributes

Designation Definition

+PRT Indicates data that is associated with a print job.
- User identifier

- Owner identifier of D.DOC

- Owner identifier of D.FUNC

+SCN Indicates data that is associated with a scan job.

- User identifier

- Owner identifier of D.DOC

- Owner identifier of D.FUNC

+CPY Indicates data that is associated with a copy job.

- User identifier

- Owner identifier of D.DOC

- Owner identifier of D.FUNC

+FAXIN Indicates data that is associated with an inbound

(received) fax job.

- User identifier

- Owner identifier of D.DOC

- Owner identifier of D.FUNC

+FAXOUT Indicates data that is associated with an outbound (sent)
fax job.

- User identifier

- Owner identifier of D.DOC

- Owner identifier of D.FUNC

+DSR Indicates data that are associated with a document

storage and retrieval job.

- User identifier

- Owner identifier of D.DOC

- Owner identifier of D.FUNC

+SMI Indicates data that is transmitted or received over a

shared-medium interface.
- none
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FDP_ACC.1 (a)
Hierarchical to:
Dependencies:

FDP_ACC.1.1 (a)

FDP_ACC.1 (b)
Hierarchical to:
Dependencies:

FDP_ACC.1.1 (b)
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Subset access control
No other components.
FDP_ACF.1 Security attribute based access control

The TSF shall enforce the [assignment: access control SFP] on
[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

[assignment: access control SFP]

- Common Access Control SFP in Table 17

[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

- the list of users as subjects, objects, and operations among
subjects and objects covered by the Common Access Control
SFP in Table 17

Subset access control
No other components.
FDP_ACF.1 Security attribute based access control

The TSF shall enforce the [assignment: access control SFP] on
[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

[assignment: access control SFP]

- TOE Function Access Control SFP in Table 19

[assighment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

- users as subjects, TOE functions as objects, and the right to
use the functions as operations in Table 19.

Table 19 Function Access Control SFP

Object Attribute(s) Operation Subject | Access control
rule
Copy Function - User identifier - Copy operation from | UUNORM | The user is
- User identifier for | control panel AL, SA explicitly
each function authorized by
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Object Attribute(s) Operation Subject | Access control
rule
Network Scan - User identifier - Send the scanned U.NORM | U.ADMINISTRA
Function - User identifier for | data from control AL, SA TOR to use a
(F.SCN, F.SMI) | each function panel to FTP server function
Print Function - User identifier - Save the document | U.NORM
(F.PRT, F.SMI) - User identifier for | data from user client | AL, SA
each function in Private Print.
- Print(*) the
document data in
Private Print from
control panel
Fax Function - User identifier - Send the scanned U.NORM
(F.FAX) - User identifier for | data to remote fax AL, SA
each function from control panel
Scan Function - User identifier - Scan operation to U.NORM
(F.SCN, F.DSR) | - User identifier for | Mailbox from control AL, SA
each function panel
Mailbox None - Access the U.NORM | a user that is
Function document data in AL, SA authorized to
(F.DSR, F.SMI, Mailbox from control use the TOE is
F.FAX) panel or user client automatically

authorized to
use the

functions

*Job abort for Print function is restricted to the control panel.

FDP_ACC.1(c)
Hierarchical to:
Dependencies:

FDP_ACC.1.1(c)

Subset access control
No other components.
FDP_ACF.1 Security attribute based access control

The TSF shall enforce the [assignment: access control SFP] on

[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

[assignment: access control SFP]

- PRT Access Control SFP in Table 20
[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].
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- the list of subjects, objects, and operations among subjects
and objects covered by the PRT Access Control SFP in Table

20.

Table 20 PRT Access Control SFP

Object

Attribute(s)

Operation

Subject

Access control rule

D.DOC

+PRT

Read

Print the document
data in Private
Print

U.NORMAL | Denied, except for his/her

own documents

When the owner identifier
of D.DOC matches the user
identifier, print operation is
permitted.

FDP_ACC.1 (d)

Hierarchical to:

Dependencies:

FDP_ACC.1.1 (d)

Subset access control
No other components.
FDP_ACF.1 Security attribute based access control

The TSF shall enforce the [assignment: access control SFP] on
[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

[assignment: access control SFP]

- SCN Access Control SFP in Table 21

[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

- the list of subjects, objects, and operations among subjects
and objects covered by the SCN Access Control SFP in Table 21

Table 21 SCN Access Control SFP

Object | Attribute(s) | Operation Subject Access control rule
D.DOC | +SCN Read U. USER Denied, except for his/her
- Send the own documents

document data to
server

FDP_ACC.1 (e)
Hierarchical to:

Dependencies:

Subset access control
No other components.
FDP_ACF.1 Security attribute based access control
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FDP_ACC.1.1 (e)

The TSF shall enforce the [assignment: access control SFP] on
[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

[assignment: access control SFP]

- CPY Access Control SFP in Table 22

[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

- the list of subjects, objects, and operations among subjects
and objects covered by the CPY Access Control SFP in Table 22

Table 22 CPY Access Control SFP

Object

Attribute(s)

Operation Subject Access control rule

D.DOC

+CPY

Read This package does not specify any access

control restriction

FDP_ACC.1 (f)
Hierarchical to:
Dependencies:

FDP_ACC.1.1 (f)

Subset access control
No other components.
FDP_ACF.1 Security attribute based access control

The TSF shall enforce the [assignment: access control SFP] on
[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

[assignment: access control SFP]

- FAX Access Control SFP in Table 23

[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

- the list of subjects, objects, and operations among subjects
and objects covered by the FAX Access Control SFP in Table 23

Table 23 FAX Access Control SFP

Object

Attribute(s)

Operation

Subject

Access control rule

D.DOC

+FAXIN

Read

- Retrieve the
document data in
Mailbox

SA

Denied, except for his/her
own documents

- When the owner identifier
of D.DOC matches the user
identifier, retrieval operation
is permitted.
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Object | Attribute(s) Operation Subject Access control rule
+FAXOUT Read U.USER Denied, except for his/her
- Send the own documents

document data to
fax

FDP_ACC.1 (g)
Hierarchical to:

Subset access control

No other components.

Dependencies:

FDP_ACC.1.1 (g)

FDP_ACF.1 Security attribute based access control

The TSF shall enforce the [assignment: access control SFP] on
[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

[assignment: access control SFP]

- DSR Access Control SFP in Table 24

[assignment: list of subjects, objects, and operations among

subjects and objects covered by the SFP].

- the list of subjects, objects, and operations among subjects
and objects covered by the DSR Access Control SFP in Table

24

Table 24 DSR Access Control SFP

Object | Attribute(s) Operation Subject Access control rule
D.DOC | +DSR Read U.NORMAL, Denied, except for his/her
- Retrieve the SA own documents
document data in - When the owner identifier
Mailbox of D.DOC matches the user
identifier, retrieval
operation is permitted.
+DSR, Create U.NORMAL, Denied, unless the specified
- Mailbox - Save the SA Mailbox number is included
number scanned in the List of Mailbox
- List of document data to numbers of his/her own of
Mailbox mailbox the user.
numbers of
his/her own

FDP_ACF.1 (a)

Hierarchical to:
Dependencies:

Security attribute based access control
No other components.
FDP_ACC.1 Subset access control
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FDP_ACF.1.1 (a)

FDP_ACF.1.2 (a)

FDP_ACF.1.3 (a)

FMT_MSA.3 Static attribute initialization

The TSF shall enforce the [assignment: access control SFP] to
objects based on the following: [assignment: list of subjects
and objects controlled under the indicated SFP, and for each,
the SFP-relevant security attributes, or named groups of
SFP-relevant security attributes].

[assignment: access control SFP]

- Common Access Control SFP in Table 17

[assignment: list of subjects and objects controlled under the
indicated SFP, and for each, the SFP-relevant security
attributes, or named groups of SFP-relevant security
attributes].

- the list of users as subjects and objects controlled under the
Common Access Control SFP in Table 17, and for each, the
indicated security attributes in Table 18

The TSF shall enforce the following rules to determine if an
operation among controlled subjects and controlled objects is
allowed: [assignment: rules governing access among
controlled subjects and controlled objects using controlled
operations on controlled objects].

[assignment: rules governing access among controlled
subjects and controlled objects using controlled operations on
controlled objects].

- rules specified in the Common Access Control SFP in
Table 17 governing access among controlled users as
subjects and controlled objects using controlled
operations on controlled objects

The TSF shall explicitly authorize access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly authorize access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly authorise access of subjects to objects].

- Key Operator is explicitly permitted to delete the document
in Mailbox.

- U.ADMINISTRATOR is explicitly permitted to delete the
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FDP_ACF.1.4 (a)

FDP_ACF.1 (b)
Hierarchical to:
Dependencies:

FDP_ACF.1.1 (b)

FDP_ACF.1.2 (b)

document in Private Print.

- U.ADMINISTRATOR is explicitly permitted to delete the job
data.

- U.ADMINISTRATOR is explicitly permitted to modify the job
data in Private Print and the Copy job data.

The TSF shall explicitly deny access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly deny access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly deny access of subjects to objects].
- none

Security attribute based access control
No other components.

FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialization

The TSF shall enforce the [assignment: access control SFP] to
objects based on the following: [assignment: list of subjects
and objects controlled under the indicated SFP, and for each,
the SFP-relevant security attributes, or named groups of
SFP-relevant security attributes].

[assignment: access control SFP]

- TOE Function Access Control SFP in Table 19
[assignment: list of subjects and objects controlled under the
indicated SFP, and for each, the SFP-relevant security
attributes, or named groups of SFP-relevant security
attributes].

- users and list of TOE functions and the security attribute(s)
used to determine the TOE Function Access Control SFP in
Table 19

The TSF shall enforce the following rules to determine if an
operation among controlled subjects and controlled objects is
allowed: [assignment: rules governing access among
controlled subjects and controlled objects using controlled
operations on controlled objects].
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FDP_ACF.1.3(b)

FDP_ACF.1.4 (b)

FDP_ACF.1(c)
Hierarchical to:
Dependencies:

FDP_ACF.1.1(c)

[assignment: rules governing access among controlled
subjects and controlled objects using controlled operations on
controlled objects].

- [selection: the user is explicitly authorized by
U.ADMINISTRATOR to use a function, a user that is authorized
to use the TOE is automatically authorized to use the functions
[assignment: list of functions], [assignment: other
conditions]]

- [assignment: other conditions]

- rules specified in the TOE Function Access Control SFP in
Table 19

The TSF shall explicitly authorize access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly authorize access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly authorise access of subjects to objects].

- the user acts in the role U ADMINISTRATOR, is
explicitly permitted to receive fax data and save the received
fax data to Mailbox.

- the user acts in the role of Key Operator is explicitly
permitted to access to all the functions of TOE.

The TSF shall explicitly deny access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly deny access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly deny access of subjects to objects].
-none

Security attribute based access control
No other components.

FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialization

The TSF shall enforce the [assignment: access control SFP] to
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FDP_ACF.1.2(c)

FDP_ACF.1.3(c)

FDP_ACF.1.4(c)

objects based on the following: [assignment: list of subjects
and objects controlled under the indicated SFP, and for each,
the SFP-relevant security attributes, or named groups of
SFP-relevant security attributes].

[assignment: access control SFP]

- PRT Access Control SFP in Table 20

[assignment: list of subjects and objects controlled under the
indicated SFP, and for each, the SFP-relevant security
attributes, or named groups of SFP-relevant security
attributes].

- the list of subjects and objects controlled under the PRT
Access Control SFP in Table 20, and for each, the indicated
security attributes in Table 20.

The TSF shall enforce the following rules to determine if an
operation among controlled subjects and controlled objects is
allowed: [assignhment: rules governing access among
controlled subjects and controlled objects using controlled
operations on controlled objects].

[assignment: rules governing access among controlled
subjects and controlled objects using controlled operations on
controlled objects].

- rules specified in the PRT Access Control SFP in Table
20 governing access among Users and controlled
objects using controlled operations on controlled
objects.

The TSF shall explicitly authorize access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly authorize access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly authorise access of subjects to objects].

- U.ADMINISTRATOR is explicitly permitted to read the
document in Private Print.

The TSF shall explicitly deny access of subjects to objects

based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly deny access of
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FDP_ACF.1 (d)
Hierarchical to:
Dependencies:

FDP_ACF.1.1 (d)

FDP_ACF.1.2 (d)

FDP_ACF.1.3 (d)

subjects to objects].

[assignment: rules, based on security attributes, that
explicitly deny access of subjects to objects].
- none

Security attribute based access control
No other components.

FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialization

The TSF shall enforce the [assignment: access control SFP] to
objects based on the following: [assignment: list of subjects
and objects controlled under the indicated SFP, and for each,
the SFP-relevant security attributes, or named groups of
SFP-relevant security attributes].

[assignment: access control SFP]

- SCN Access Control SFP in Table 21

[assignment: list of subjects and objects controlled under the
indicated SFP, and for each, the SFP-relevant security
attributes, or named groups of SFP-relevant security
attributes].

- the list of subjects and objects controlled under the SCN
Access Control SFP in Table 21, and for each, the indicated
security attributes in Table 21.

The TSF shall enforce the following rules to determine if an
operation among controlled subjects and controlled objects is
allowed: [assignment: rules governing access among
controlled subjects and controlled objects using controlled
operations on controlled objects].

[assignment: rules governing access among controlled
subjects and controlled objects using controlled operations on
controlled objects].

- rules specified in the SCN Access Control SFP in Table
21 governing access among Users and controlled
objects using controlled operations on controlled
objects.

The TSF shall explicitly authorize access of subjects to objects
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FDP_ACF.1.4 (d)

FDP_ACF.1 (e)
Hierarchical to:
Dependencies:

FDP_ACF.1.1 (e)

FDP_ACF.1.2 (e)

based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly authorize access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly authorise access of subjects to objects].
- none

The TSF shall explicitly deny access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly deny access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly deny access of subjects to objects].
- none

Security attribute based access control
No other components.

FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialization

The TSF shall enforce the [assignment: access control SFP] to
objects based on the following: [assignment: list of subjects
and objects controlled under the indicated SFP, and for each,
the SFP-relevant security attributes, or named groups of
SFP-relevant security attributes].

[assignment: access control SFP]

- CPY Access Control SFP in Table 22

[assignment: list of subjects and objects controlled under the
indicated SFP, and for each, the SFP-relevant security
attributes, or named groups of SFP-relevant security
attributes].

- the list of subjects and objects controlled under the CPY
Access Control SFP in Table 22, and for each, the indicated
security attributes in Table 22.

The TSF shall enforce the following rules to determine if an
operation among controlled subjects and controlled objects is
allowed: [assignment: rules governing access among
controlled subjects and controlled objects using controlled
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FDP_ACF.1.3 (e)

FDP_ACF.1.4 (e)

FDP_ACF.1 (f)
Hierarchical to:
Dependencies:

FDP_ACF.1.1 (f)

operations on controlled objects].

[assignment: rules governing access among controlled
subjects and controlled objects using controlled operations on
controlled objects].

- rules specified in the CPY Access Control SFP in Table 22
governing access among Users and controlled objects using
controlled operations on controlled objects.

The TSF shall explicitly authorize access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly authorize access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly authorise access of subjects to objects].
- none

The TSF shall explicitly deny access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly deny access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly deny access of subjects to objects].
- none

Security attribute based access control
No other components.

FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialization

The TSF shall enforce the [assignment: access control SFP] to
objects based on the following: [assignment: list of subjects
and objects controlled under the indicated SFP, and for each,
the SFP-relevant security attributes, or named groups of
SFP-relevant security attributes].

[assignment: access control SFP]

- FAX Access Control SFP in Table 23

[assignment: list of subjects and objects controlled under the
indicated SFP, and for each, the SFP-relevant security
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FDP_ACF.1.2 (f)

FDP_ACF.1.3 (f)

FDP_ACF.1.4 (f)

FDP_ACF.1 (g)
Hierarchical to:
Dependencies:

attributes, or named groups of SFP-relevant security
attributes].

- the list of subjects and objects controlled under the FAX
Access Control SFP in Table 23, and for each, the indicated
security attributes in Table 23.

The TSF shall enforce the following rules to determine if an
operation among controlled subjects and controlled objects is
allowed: [assignment: rules governing access among
controlled subjects and controlled objects using controlled
operations on controlled objects].

[assignment: rules governing access among controlled
subjects and controlled objects using controlled operations on
controlled objects].

- rules specified in the FAX Access Control SFP in Table
23 governing access among Users and controlled
objects using controlled operations on controlled
objects.

The TSF shall explicitly authorize access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly authorize access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly authorise access of subjects to objects].

- Key Operator is explicitly permitted to read the document in
Mailbox.

The TSF shall explicitly deny access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly deny access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly deny access of subjects to objects].
- none

Security attribute based access control

No other components.
FDP_ACC.1 Subset access control
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FDP_ACF.1.1 (g)

FDP_ACF.1.2 (g)

FDP_ACF.1.3 (g)

FMT_MSA.3 Static attribute initialization

The TSF shall enforce the [assignment: access control SFP] to
objects based on the following: [assignment: list of subjects
and objects controlled under the indicated SFP, and for each,
the SFP-relevant security attributes, or named groups of
SFP-relevant security attributes].

[assignment: access control SFP]

- DSR Access Control SFP in Table 24

[assignment: list of subjects and objects controlled under the
indicated SFP, and for each, the SFP-relevant security
attributes, or named groups of SFP-relevant security
attributes].

- the list of subjects and objects controlled under the DSR
Access Control DSR in Table 24 , and for each, the indicated
security attributes in Table 24.

The TSF shall enforce the following rules to determine if an
operation among controlled subjects and controlled objects is
allowed: [assignment: rules governing access among
controlled subjects and controlled objects using controlled
operations on controlled objects].

[assignment: rules governing access among controlled
subjects and controlled objects using controlled operations on
controlled objects].

- rules specified in the DSR Access Control SFP in Table
24 governing access among Users and controlled
objects using controlled operations on controlled
objects.

The TSF shall explicitly authorize access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly authorize access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly authorise access of subjects to objects].

- Key Operator is explicitly permitted to read the document in
Mailbox.

- Key Operator is explicitly permitted to create the document
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FDP_ACF.1.4 (g)

FDP_RIP.1
Hierarchical to:
Dependencies:

FDP_RIP.1.1

in Mailbox.

The TSF shall explicitly deny access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly deny access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly deny access of subjects to objects].

- none

Subset residual information protection

No other components.

No dependencies

The TSF shall ensure that any previous information content of
a resource is made unavailable upon the [selection: allocation
of the resource to, deallocation of the resource from] the
following objects: D.DOC, [assignment: list of objects].

[selection: allocation of the resource to, deallocation of the
resource from]

- deallocation of the resource from

[assignment: list of objects]

- none

6.1.4. Class FIA: Identification and Authentication

FIA_AFL.1 (a)
Hierarchical to:
Dependencies:

FIA_AFL.1.1 (a)

Authentication failure handling
No other components
FIA_UAU.1 Timing of authentication

The TSF shall detect when [selection: [assignment: positive
integer number], an administrator configurable positive
integer within [assignment: range of acceptable values]]
unsuccessful authentication attempts occur related to
[assignment: list of authentication events].

[assignment: list of authentication events]

- key operator authentication

[selection: [assignment: positive integer number] , an
administrator configurable positive integer within
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FIA_AFL.1.2 (a)

FIA_AFL.1 (b)
Hierarchical to:
Dependencies:

FIA_AFL.1.1 (b)

FIA_AFL.1.2 (b)

[assignment: range of acceptable values]
- [assignment: positive integer number]
-5

When the defined number of unsuccessful authentication
attempts has been [selection: met, surpassed], the TSF shall
[assignment: list of actions].

[selection: met, surpassed]

- met

[assignment: list of actions]

- Identification and authentication of key operator is inhibited
until the TOE is cycled.

Authentication failure handling
No other components
FIA_UAU.1 Timing of authentication

The TSF shall detect when [selection: [assignment: positive
integer number], an administrator configurable positive
integer within [assignment: range of acceptable values]]
unsuccessful authentication attempts occur related to
[assignment: list of authentication events].

[assignment: list of authentication events]

- SA authentication (with local authentication)
[selection: [assignment: positive integer number] , an
administrator configurable positive integer within
[assignment: range of acceptable values]

- [assignment: positive integer number]

-5

When the defined number of unsuccessful authentication
attempts has been [selection: met, surpassed], the TSF shall
[assignment: list of actions].

[selection: met, surpassed]

- met

[assignment: list of actions]

- ldentification and authentication of key operator is inhibited
until the TOE is cycled.
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FIA_ATD.1

Hierarchical to:
Dependencies:

FIA_ATD.1.1

FIA_SOS.1

Hierarchical to:
Dependencies:

FIA_SOS.1.1

FIA_UAU.1

Hierarchical to:

Dependencies:

FIA_UAU.1.1

FIA_UAU.1.2

FIA_UAU.7

Hierarchical to:

Fuji Xerox DocuCentre-VI C2264 /\—F74 20, 7—3C+1Y71. ¥+ —, TPORMTEETIN F1U718—TF

User attribute definition
No other components.
No dependencies

The TSF shall maintain the following list of security attributes
belonging to individual users: [assignment: list of security
attributes].

[assignment: list of security attributes].
- Key Operator role

- SA role

- U.NORMAL role

- List of Mailbox numbers of his/her own

Verification of secrets
No other components.
No dependencies.

The TSF shall provide a mechanism to verify that secrets (SA
password and U.NORMAL password when local authentication
is used) meet [assignment: a defined quality metric].

[assignment: a defined quality metric].
- Password length is restricted to 9 or more characters

Timing of authentication
No other components
FIA_UID.1 Timing of identification

The TSF shall allow [assignment: list of TSF mediated actions]
on behalf of the user to be performed before the user is
authenticated.

[assignment: list of TSF mediated actions]
- storing the fax data received from public telephone line

The TSF shall require each user to be successfully
authenticated before allowing any other TSF-mediated actions
on behalf of that user.

Protected authentication feedback
No other components
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Dependencies:

FIA_UAU.7.1

FIA_UID.1

Hierarchical to:
Dependencies:

FIA_UID.1.1

FIA_UID.1.2

FIA_USB.1

Hierarchical to:
Dependencies:

FIA_USB.1.1

FIA_USB.1.2

FIA_UAU.1 Timing of authentication

The TSF shall provide only [assighment: list of feedback] to
the user while the authentication is in progress.

[assignment: list of feedback]
- display of asterisks (“*”) to hide the entered password
characters

Timing of identification
No other components.
No dependencies

The TSF shall allow [assignment: list of TSF-mediated actions]
on behalf of the user to be performed before the user is
identified.

[assignment: list of TSF-mediated actions]
- storing the fax data received from public telephone line

The TSF shall require each user to be successfully identified
before allowing any other TSF-mediated actions on behalf of
that user.

User-subject binding
No other components.
FIA_ATD.1 User attribute definition

The TSF shall associate the following user security attributes
with subjects acting on the behalf of that user: [assignment:
list of user security attributes].

[assignment: list of user security attributes]
- Key Operator role

- SA role

- U.NORMAL role

- List of Mailbox numbers of his/her own

The TSF shall enforce the following rules on the initial
association of user security attributes with the subjects acting
on behalf of users: [assignment: rules for the initial
association of attributes].
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FIA_USB.1.3

6.1.5. Class FMT:

FMT_MOF.1
Hierarchical to:
Dependencies:

FMT_MOF.1.1

[assignment: rules for the initial association of attributes]
- none

The TSF shall enforce the following rules governing changes to
the user security attributes with the subjects acting on behalf
of users: [assignment: rules for the changing of attributes].

[assignment: rules for the changing of attributes]
- none

Security Management

Management of security functions behavior

No other components

FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

The TSF shall restrict the ability to [selection: determine the
behavior of, disable, enable, modify the behavior of] the
functions [assignment: list of functions] to [assignment: the
authorized identified roles].

[selection: determine the behavior of, disable, enable, modify
the behavior of]

- disable, enable, modify the behavior of

[assignment: list of functions]

-List of security functions in Table 25

[assignment: the authorized identified roles]

-the roles listed in Table 25

Table 25 List of Security Functions

Security Functions

Operation Roles

User Authentication

enable, disable, modify the | U.ADMINISTRATOR

behavior

Security Audit Log

enable, disable U.ADMINISTRATOR

Internal Network Data
Protection

enable, disable, modify the | U.ADMINISTRATOR

behavior

Customer Engineer
Operation Restriction

enable, disable U.ADMINISTRATOR

Hard Disk Data Encryption

enable, disable U.ADMINISTRATOR
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Hard Disk Data Overwrite | enable, disable, modify the | UUADMINISTRATOR

behavior

Self Test

enable, disable U.ADMINISTRATOR

FMT_MSA.1 (a)
Hierarchical to:
Dependencies:

FMT_MSA.1.1 (a)

Management of security attributes

No other components.

[FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

The TSF shall enforce the [assignment: access control SFP(s),
information flow control SFP(s)] to restrict the ability to
[selection: change default, query, modify, delete,
[assignment: other operations]] the security attributes
[assignment: list of security attributes] to [assignment: the
authorized identified roles].

[assignment: access control SFP(s), information flow control
SFP(s)]

- Common Access Control SFP in Table 17
[selection: change default, query, modify, delete,
[assignment: other operations]]

- query, modify, delete, [assignment: other operations]
[assignment: other operations]

- creation

[assignment: list of security attributes]

- the security attributes listed in Table 18

[assignment: the authorized identified roles].

- the roles listed in Table 26

Table 26 Security Attributes and Authorized Roles

Security attributes Operation Roles

Key operator identifier modify Key Operator

SA identifier query U.ADMINISTRATOR
modify
delete, creation

General user identifier query U.ADMINISTRATOR
modify
delete, creation
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Owner identifier of D.DOC (own | query U.USER

document data in Mailbox)

Owner identifier of D.DOC (all query Key Operator
document data in Mailbox)

Owner identifier of D.DOC (own | query U.USER

document data in Private Print)

Owner identifier of D.DOC (all query U.ADMINISTRATOR
document data in Private Print)

Owner identifier of D.FUNC query U.USER

FMT_MSA.1 (b) Management of security attributes

Hierarchical to: No other components.

Dependencies: [FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]

FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

FMT_MSA.1.1 (b) The TSF shall enforce the [assignment: access control SFP(s),
information flow control SFP(s)] to restrict the ability to
[selection: change default, query, modify, delete,
[assignment: other operations]] the security attributes
[assignment: list of security attributes] to [assignment: the
authorized identified roles].

[assignment: access control SFP(s), information flow control

SFP(s)]

- TOE Function Access Control SFP in Table 19,
[selection: change default, query, modify, delete,
[assignment: other operations]]

- query, modify ,delete ,[assignment: other operations]
[assignment: other operations]

- creation

[assignment: list of security attributes]

- the security attributes listed in Table 19
[assignment: the authorized identified roles].
- the roles listed in Table 27

Table 27 Security Attributes and Authorized Roles(Function Access)

Security Attributes Operation Roles
Key operator identifier modify Key Operator
SA identifier query, modify U.ADMINISTRATOR
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delete, creation
General user identifier query, modify U.ADMINISTRATOR
delete, creation
User identifier for each query, modify U.ADMINISTRATOR
function

FMT_MSA.1 (¢) Management of security attributes

Hierarchical to: No other components.

Dependencies: [FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MSA.1.1 (c) The TSF shall enforce the [assignment: access control SFP(s),
information flow control SFP(s)] to restrict the ability to
[selection: change default, query, modify, delete,
[assignment: other operations]] the security attributes
[assignment: list of security attributes] to [assignment: the
authorized identified roles].

[assignment: access control SFP(s), information flow control
SFP(s)]

- PRT Access Control SFP in Table 20

[selection: change default, query, modify, delete,
[assignment: other operations]]

- query, modify, delete,[assignment: other operations]
[assignment: other operations]

- creation

[assignment: list of security attributes]

- the security attributes listed in Table 18
[assignment: the authorized identified roles].

- the roles listed in Table 28

Table 28 Security Attributes and Authorized Roles(PRT)

Security Attributes Operation Roles
Key operator identifier modify Key Operator
SA identifier query, modify U.ADMINISTRATOR
delete, creation
General user identifier query, modify U.ADMINISTRATOR
delete, creation
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Owner identifier of D.DOC (own query U.USER

document data in Private Print)

Owner identifier of D.DOC (all query U.ADMINISTRATOR
document data in Private Print)

FMT_MSA.1 (d) Management of security attributes

Hierarchical to: No other components.

Dependencies: [FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MSA.1.1 (d) The TSF shall enforce the [assignment: access control SFP(s),
information flow control SFP(s)] to restrict the ability to
[selection: change default, query, modify, delete,
[assignment: other operations]] the security attributes
[assignment: list of security attributes] to [assignment: the
authorized identified roles].

[assignment: access control SFP(s), information flow control
SFP(s)]

- SCN Access Control SFP in Table 21

[selection: change default, query, modify, delete,
[assignment: other operations]]

- query, modify,delete,[assignment: other operations]
[assignment: other operations]

- creation

[assignment: list of security attributes]

- the security attributes listed in Table 18
[assignment: the authorized identified roles].

- the roles listed in Table 29

Table 29 Security Attributes and Authorized Roles(SCN)

Security Attributes Operation Roles

Key operator identifier modify Key Operator

SA identifier query, modify U.ADMINISTRATOR
delete, creation

General user identifier query, modify U.ADMINISTRATOR
delete,creation

Owner identifier of D.DOC (own query U.USER

document data in Mailbox)
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Owner identifier of D.DOC (all query Key Operator
document data in Mailbox)

FMT_MSA.1 (e)
Hierarchical to:
Dependencies:

FMT_MSA.1.1 (e)

FMT_MSA.1 (f)
Hierarchical to:
Dependencies:

FMT_MSA.1.1 (f)

Management of security attributes

No other components.

[FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

The TSF shall enforce the [assighment: access control SFP(s),
information flow control SFP(s)] to restrict the ability to
[selection: change default, query, modify, delete,
[assignment: other operations]] the security attributes
[assignment: list of security attributes] to [assignment: the
authorized identified roles].

[assignment: access control SFP(s), information flow control
SFP(s)]

- CPY Access Control SFP in Table 22

[selection: change default, query, modify, delete,
[assignment: other operations]]

- none

[assignment: other operations]

- none

[assignment: list of security attributes]

- none

[assignment: the authorized identified roles].

- none

Management of security attributes

No other components.

[FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

The TSF shall enforce the [assignment: access control SFP(s),
information flow control SFP(s)] to restrict the ability to
[selection: change default, query, modify, delete,
[assignment: other operations]] the security attributes
[assignment: list of security attributes] to [assignment: the
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authorized identified roles].

[assignment: access control SFP(s), information flow control
SFP(s)]

- FAX Access Control SFP in Table 23

[selection: change default, query, modify, delete,
[assignment: other operations]]

- query, modify,delete,[assignment: other operations]
[assignment: other operations]

- creation

[assignment: list of security attributes]

- the security attributes listed in Table 18
[assignment: the authorized identified roles].

- the roles listed in Table 30

Table 30 Security Attributes and Authorized Roles(FAX)

Security Attributes Operation Roles

Key operator identifier modify Key Operator

SA identifier query U.ADMINISTRATOR
delete, creation

General user identifier query U.ADMINISTRATOR
delete, creation

Owner identifier of D.DOC (own | query U.USER

document data in Mailbox)

Owner identifier of D.DOC (all query Key Operator

document data in Mailbox)

FMT_MSA.1 (g)
Hierarchical to:
Dependencies:

FMT_MSA.1.1 (g)

Management of security attributes

No other components.

[FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

The TSF shall enforce the [assignment: access control SFP(s),
information flow control SFP(s)] to restrict the ability to
[selection: change default, query, modify, delete,
[assignment: other operations]] the security attributes
[assignment: list of security attributes] to [assignment: the
authorized identified roles].
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[assignment: access control SFP(s), information flow control
SFP(s)]

- DSR Access Control SFP in Table 24

[selection: change default, query, modify, delete,
[assignment: other operations]]

- query, modify ,delete,[assignment: other operations]
[assignment: other operations]

- Creation

[assignment: list of security attributes]

- the security attributes listed in Table 18
[assignment: the authorized identified roles].

- the roles listed in Table 31

Table 31 Security Attributes and Authorized Roles(DSR)

Security Attributes Operation Roles
Key operator identifier modify Key Operator
SA identifier query, modify U.ADMINISTRATOR

delete, creation

General user identifier query, modify U.ADMINISTRATOR

delete, creation

Owner identifier of D.DOC (own query U.USER
document data in Mailbox)
Owner identifier of D.DOC (all query Key Operator

document data in Mailbox)

List of Mailbox numbers of his/her

own

creation, delete,
query, modify

U.NORMAL, SA

query, modify,
delete

Key Operator

Mailbox number

creation, delete,
query

U.NORMAL, SA

query, delete

Key Operator

FMT_MSA.3 (a)
Hierarchical to:
Dependencies:

Static attribute initialization
No other components.
FMT_MSA.1 Management of security attributes

FMT_MSA.3.1 (a)

FMT_SMR.1 Security roles

The TSF shall enforce the, [assignment: access control SFP,
information flow control SFP] to provide [selection, choose one
of: restrictive, permissive, [assignment: other property]]
default values for security attributes that are used to enforce
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the SFP.

[assignment: access control SFP, information flow control SFP]
- Common Access Control SFP in Table 17

[selection, choose one of: restrictive, permissive,
[assignment: other property]]

- [assignment: other property]

- Initialization property in Table 32

Table 32 Initialization property

Object Security Attributes Default
D.DOC Owner identifier of D.DOC Creator’s user identifier
D.FUNC Owner identifier of D.FUNC

FMT_MSA.3.2 (a)

FMT_MSA.3 (b)
Hierarchical to:
Dependencies:

FMT_MSA.3.1 (b)

FMT_MSA.3.2 (b)

The TSF shall allow the [assignment: the authorized identified
roles] to specify alternative initial values to override the
default values when an object or information is created.

[assignment: the authorized identified roles]
- none

Static attribute initialization

No other components.

FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

The TSF shall enforce the [assignment: access control SFP,
information flow control SFP] to provide [selection, choose one
of: restrictive, permissive, [assignment: other property]]
default values for security attributes that are used to enforce
the SFP.

[assignment: access control SFP, information flow control SFP]
- TOE Function Access control SFP in Table 19

[selection, choose one of: restrictive, permissive,
[assignment: other property]]

- [assignment: other property]

- permissive initialization property for basic functions such as
copy, print, scan, network scan and fax as the default of
security attribute.

The TSF shall allow the [assighment: the authorized identified
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FMT_MSA.3 (c)
Hierarchical to:
Dependencies:

FMT_MSA.3.1 (c)

roles] to specify alternative initial values to override the
default values when an object or information is created.

[assignment: the authorized identified roles]
- none

Static attribute initialization

No other components.

FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

The TSF shall enforce the [assignment: access control SFP,
information flow control SFP] to provide [selection, choose one
of: restrictive, permissive, [assignment: other property]]
default values for security attributes that are used to enforce
the SFP.

[assignment: access control SFP, information flow control SFP]
- PRT Access Control SFP in Table 20

[selection, choose one of: restrictive, permissive,
[assignment: other property]]

- [assignment: other property]

- Initialization property in Table 33

Table 33 Initialization property

Object

Security Attributes Default

D.DOC Owner identifier of D.DOC Creator’s user identifier

FMT_MSA.3.2 (c)

FMT_MSA.3 (d)
Hierarchical to:
Dependencies:

FMT_MSA.3.1 (d)

The TSF shall allow the [assighment: the authorized identified
roles] to specify alternative initial values to override the
default values when an object or information is created.

[assignment: the authorized identified roles]
- none

Static attribute initialization

No other components.

FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

The TSF shall enforce the [assignment: access control SFP,
information flow control SFP] to provide [selection, choose one
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FMT_MSA.3.2 (d)

FMT_MSA.3 (e)
Hierarchical to:
Dependencies:

FMT_MSA.3.1 (e)

FMT_MSA.3.2 (e)

of: restrictive, permissive, [assignment: other property]]
default values for security attributes that are used to enforce
the SFP.

[assignment: access control SFP, information flow control SFP]
- SCN Access Control SFP in Table 21

[selection, choose one of: restrictive, permissive,
[assignment: other property]]

- [assignment: other property]

- Initialization property in Table 33

The TSF shall allow the [assignment: the authorized identified
roles] to specify alternative initial values to override the
default values when an object or information is created.

[assignment: the authorized identified roles]
- none

Static attribute initialization

No other components.

FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

The TSF shall enforce the [assignment: access control SFP,
information flow control SFP] to provide [selection, choose one
of: restrictive, permissive, [assignment: other property]]
default values for security attributes that are used to enforce
the SFP.

[assignment: access control SFP, information flow control SFP]
- CPY Access Control SFP in Table 22

[selection, choose one of: restrictive, permissive,
[assignment: other property]]

- permissive

The TSF shall allow the [assignment: the authorized identified
roles] to specify alternative initial values to override the

default values when an object or information is created.

[assignment: the authorized identified roles]
- none
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FMT_MSA.3 (f)
Hierarchical to:
Dependencies:

FMT_MSA.3.1 (f)

FMT_MSA.3.2 (f)

FMT_MSA.3 (g)
Hierarchical to:
Dependencies:

FMT_MSA.3.1 (g)

Static attribute initialization

No other components.

FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

The TSF shall enforce the [assignment: access control SFP,
information flow control SFP] to provide [selection, choose one
of: restrictive, permissive, [assignment: other property]]
default values for security attributes that are used to enforce
the SFP.

[assignment: access control SFP, information flow control SFP]
- FAX Access Control SFP in Table 23

[selection, choose one of: restrictive, permissive,
[assignment: other property]]

- [assignment: other property]

- Owner identifier of Mailbox which receives the fax data from
public telephone line

The TSF shall allow the [assignment: the authorized identified
roles] to specify alternative initial values to override the
default values when an object or information is created.

[assignment: the authorized identified roles]
- none

Static attribute initialization

No other components.

FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

The TSF shall enforce the [assignment: access control SFP,
information flow control SFP] to provide [selection, choose one
of: restrictive, permissive, [assignment: other property]]
default values for security attributes that are used to enforce
the SFP.

[assignment: access control SFP, information flow control SFP]
- DSR Access Control SFP in Table 24

[selection, choose one of: restrictive, permissive,
[assignment: other property]]

- [assignment: other property]
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FMT_MSA.3.2 (g)

FMT_MTD.1 (a)
Hierarchical to:
Dependencies:

FMT_MTD.1.1 (a)

- Initialization property in Table 33

The TSF shall allow the [assighment: the authorized identified
roles] to specify alternative initial values to override the
default values when an object or information is created.

[assignment: the authorized identified roles]

- none

Management of TSF data

No other components.

FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

The TSF shall restrict the ability to [selection: change default,
query, modify, delete, clear, [assignment: other operations]]
the [assignment: list of TSF data] to [assignment: the
authorized identified roles].

[selection: change default, query, modify, delete, clear,
[assignment: other operations]]

- query, modify, delete

[assignment: other operations]

- creation

[assignment: list of TSF data]

- TSF data listed in Table 34

[assignment: the authorized identified roles].

- selection, choose one of: Nobody, [selection:
U.ADMINISTRATOR, [assignment: the authorized identified
roles except U.NORMAL]]

- U.ADMINISTRATOR, Key Operator

Table 34 Operation of TSF Data

TSF Data Operation Roles
Data on key operator 1D modify Key Operator
Data on key operator Password modify Key Operator

Data on SA ID

query, modify, delete, | UUADMINISTRATOR

creation
Data on SA Password modify U.ADMINISTRATOR
Data on User Authentication query, modify U.ADMINISTRATOR

- 82 - Copyright® 2019 by Fuji Xerox Co., Ltd



Fuji Xerox DocuCentre-VI C2264 /I—F77 R0, 7—4C+a1Y71. IF+F—. TPORFEETI CFalUrr84—TvF

Data on use of password entered | query, modify U.ADMINISTRATOR
from MFD control panel in user
authentication

Data on minimum user password | query, modify U.ADMINISTRATOR
length

Data on Store Print query, modify U.ADMINISTRATOR
Data on Access denial due to query, modify U.ADMINISTRATOR

authentication failure of system
administrator

Data on Security Audit Log query, modify U.ADMINISTRATOR
Data on Internal Network Data query, modify, delete | UUADMINISTRATOR
Protection

Data on Customer Engineer query, modify U.ADMINISTRATOR
Operation Restriction

Data on Hard Disk Data query, modify U.ADMINISTRATOR
Encryption

Data on Hard Disk Data query, modify U.ADMINISTRATOR
Overwrite

Data on date and time query, modify U.ADMINISTRATOR
Data on Auto Clear query, modify U.ADMINISTRATOR
Data on Self Test query, modify U.ADMINISTRATOR
Data on Report Print query, modify U.ADMINISTRATOR
Data on Received Fax query, modify U.ADMINISTRATOR

FMT_MTD.1 (b) Management of TSF data
Hierarchical to: No other components.
Dependencies: FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MTD.1.1 (b) The TSF shall restrict the ability to [selection: change default,
query, modify, delete, clear, [assignment: other operations]]
the [assighment: list of TSF data] to [assignment: the
authorized identified roles].

[selection: change default, query, modify, delete, clear,
[assignment: other operations]]

- query, modify, delete

[assignment: other operations]

- creation

[assignment: list of TSF data]

- list of TSF data associated with a U.NORMAL or TSF Data
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associated with documents or jobs owned by a U.NORMAL in
Table 35

[assignment: the authorized identified roles].

- selection, choose one of: Nobody, [selection:
U.ADMINISTRATOR. U.NORMAL to whom such TSF data is
associated].

- U.ADMINISTRATOR, U.NORMAL to whom such TSF data is
associated

Table 35 Operation of TSF Data

TSF Data Operation Roles
Data on General user ID query, modify, delete, U.ADMINISTRATOR
creation
Data on General user modify U.ADMINISTRATOR ,
Password U.NORMAL
FMT_SMF.1 Specification of Management Functions

Hierarchical to:
Dependencies:

FMT_SMF.1.1

No other components.
No dependencies.

The TSF shall be capable of performing the following
management functions: [assignment: list of management
functions to be provided by the TSF].

[assignment: list of management functions to be provided by
the TSF]
- Security Management Functions listed in Table 36

Table 36 Security Management Functions Provided by TSF

Relevant SFR Management Function Management items defined by
CC
FAU_GEN.1 Management of data on Security There are no management
Audit Log settings activities foreseen.
FAU_GEN.2 - There are no management

activities foreseen.

FAU_SAR.1 Management of data on key a) maintenance (deletion,

operator and SA (ID and password) | modification, addition) of the

group of users with read access
right to the audit records.

FAU_SAR.2 -

There are no management
activities foreseen.
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FAU_STG.1 - There are no management

activities foreseen.

FAU_STG.4 none a) maintenance (deletion,
Reason: The control parameter of | modification, addition) of actions
audit log is fixed and is not to be taken in case of audit
managed storage failure.

FCS_CKM.1 - There are no management

activities foreseen.

FCS_COP.1 Management of data on Hard Disk | There are no management

Data Encryption

activities foreseen.

FDP_ACC.1(a)
FDP_ACC.1(b)
FDP_ACC.1(c)
FDP_ACC.1(d)
FDP_ACC.1(e)
FDP_ACC.1(f)
FDP_ACC.1(g)

There are no management
activities foreseen.

FDP_ACF.1(a)

- Management of user identifier

- Management of owner identifier of
D.DOC

- Management of owner identifier of
D.FUNC

a)Managing the attributes used
to make explicit access or denial
based decisions.

FDP_ACF.1(b)

- Management of user identifier

- Management of owner identifier of
function

- Management of Data on Received
Fax

FDP_ACF.1(c)

- Management of user identifier

- Management of owner identifier of
D.DOC

- Management of data on Store
Print

FDP_ACF.1(d)
FDP_ACF.1(f)
FDP_ACF.1(g)

- Management of user identifier
- Management of owner identifier of
D.DOC

FDP_ACF.1(e)

none

Reason: there are no additional
security attributes and is not
managed.
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FDP_RIP.1

Management of data on Hard Disk
Data Overwrite

a) The choice of when to perform
residual information protection
(i.e. upon allocation or
deallocation) could be made
configurable within the TOE.

FIA_AFL.1(a)
FIA_AFL.1(b)

Management of data on access
denial due to authentication failure
of system administrator

a) Management of the threshold
for unsuccessful authentication
attempts;

b) Management of actions to be
taken in the event of an
authentication failure.

FIA_ATD.1 none a) If so indicated in the
Reason: there are no additional assignment, the authorized
security attributes and there are no | administrator might be able to
additional security attributes to be | define additional security
managed. attributes for users.
FIA_SOS.1 Management of Data on minimum | a) the management of the metric
user password length used to verify the secrets.
FIA_UAU.1 - Management of data on use of a) Management of the
password entered from MFD control | authentication data by an
panel in user authentication. administrator;
- Management of data on key b) Management of the
operator, SA, and general user authentication data by the
password associated user;
- Management of data on user ¢) Managing the list of actions
authentication. that can be taken before the user
- Management of data on minimum | is authenticated.
user password length
FIA_UAU.7 - There are no management
activities foreseen.
FIA_UID.1 - Management of data on key a) The management of the user
operator, SA, and general user ID | identities.
- Management of data on user b) If an authorised administrator
authentication. can change the actions allowed
before identification, the
managing of the action lists.
FIA_USB.1 none a) an authorized administrator

Reason: action and security
attributes are fixed and are not
managed.

can define default subject
security attributes.

b) an authorized administrator
can change subject security
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attributes.

FMT_MOF.1

Management of data on Customer
Engineer Operation Restriction

a) Managing the group of roles
that can interact with the
functions in the TSF;

FMT_MSA.1(a)
FMT_MSA.1(b)
FMT_MSA.1(c)
FMT_MSA.1(d)
FMT_MSA.1(e)
FMT_MSA.1(f)
FMT_MSA.1(g)

none
Reason: The role group is fixed and
is not managed

a) managing the group of roles
that can interact with the
security attributes;

b) management of rules by
which security attributes inherit
specified values.

FMT_MSA.3(a)
FMT_MSA.3(b)
FMT_MSA.3(c)
FMT_MSA.3(d)
FMT_MSA.3(e)
FMT_MSA.3(f)
FMT_MSA.3(g)

none
Reason: The role group is only a
system administrator and is not
managed.

a) managing the group of roles
that can specify initial values;
b) managing the permissive or
restrictive setting of default
values for a given access control
SFP;

¢) management of rules by which
security attributes inherit
specified values.

FMT_MTD.1(a)

- Management of data on Customer
Engineer Operation Restriction

- Management of data on Report
Print

a) Managing the group of roles
that can interact with the TSF
data.

FMT_MTD.1(b)

none
Reason: The role group is fixed and
is not managed

FMT_SMF.1 - There are no management
activities foreseen.
FMT_SMR.1 none a) Managing the group of users
Reason: The role group is fixed and | that are part of a role.
is not managed
FPT_STM.1 - Management of time and data. a) management of the time.
FPT_TST.1 - Management of data on Self Test. | a) management of the conditions

under which TSF self testing
occurs, such as during initial
start-up, regular interval, or
under specified conditions;
b) management of the time
interval if appropriate.
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FTA_SSL.3

- Management of data on Auto
Clear.

a) specification of the time of
user inactivity after which
termination of the interactive
session occurs for an individual
user;

b) specification of the default
time of user inactivity after
which termination of the
interactive session occurs.

FTP_ITC.1

- Management of data on Internal
Network Data Protection.

a) Configuring the actions that
require trusted channel, if
supported.

FPT_FDI_EXP.1

none
Reason: The role and transfer
conditions are fixed and are not
managed.

a) Definition of the role(s) that
are allowed to perform the
management activities;

b) Management of the conditions
under which direct forwarding
can be allowed by an
administrative role;

¢) Revocation of such an
allowance.

FMT_SMR.1
Hierarchical to:
Dependencies:

FMT_SMR.1.1

FMT_SMR.1.2

Security roles
No other components.

identified roles].

FIA_UID.1 Timing of identification

The TSF shall maintain the roles [assignment: the authorized

[assignment: the authorized identified roles]
- U.ADMINISTRATOR, U.NORMAL, key operator, SA

The TSF shall be able to associate users with roles, except for

the role "Nobody” to which no user shall be associated.

6.1.6. Class FPT: Protection of the TSF

FPT_FDI_EXP.1
Hierarchical to:
Dependencies:

No other components.
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FPT_FDI_EXP.1.1

FPT_STM.1
Hierarchical to:
Dependencies:
FPT_STM.1.1

FPT TST.1
Hierarchical to:

Dependencies:

FPT_TST.1.1

FPT_TST.1.2

The TSF shall provide the capability to restrict data received on
[assignment: list of external interfaces] from being forwarded
without further processing by the TSF to [assignment: list of
external interfaces].

[assignment: list of external interfaces]
- any external interfaces

[assignment: list of external interfaces]
- any Shared-medium interfaces

Reliable time stamps

No other components.

No dependencies.

The TSF shall be able to provide reliable time stamps.

TSF testing
No other components.
No dependencies.

The TSF shall run a suite of self tests [selection: during initial
start-up, periodically during normal operation, at the request
of the authorised user, at the conditions [assignment:
conditions under which self test should occur]] to demonstrate
the correct operation of [selection: [assignment: parts of TSF],
the TSF].

[selection: during initial start-up, periodically during normal
operation, at the request of the authorised user, at the
conditions [assignment: conditions under which self test
should occur]]

- at the conditions [assignment: conditions under which self
test should occur]

[assignment: conditions under which self test should occur]
- at initiation under which self test is set

[selection: [assignment: parts of TSF], the TSF].

- [assignment: parts of TSF]

- TSF executable code

The TSF shall provide authorised users with the capability to

verify the integrity of [selection: [assignment: parts of TSF
data], TSF data].
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FPT_TST.1.3

[selection: [assignment: parts of TSF data], TSF data]
- [assignment: parts of TSF data]
- TSF data (excluding audit log data, and present time data)

The TSF shall provide authorised users with the capability to
verify the integrity of [selection: [assignment: parts of TSF],
TSF].

[selection: [assignment: parts of TSF], TSF]
- [assignment: parts of TSF]
- TSF executable code

6.1.7. Class FTA:TOE Access

FTA_SSL.3
Hierarchical to:
Dependencies:
FTA_SSL.3.1

TSF-initiated termination

No other components.

No dependencies.

The TSF shall terminate an interactive session after a
[assignment: time interval of user inactivity].

[assignment: time interval of user inactivity]

- Auto clear time can be set to 10 to 900 seconds on the
control panel.

- Login timeout from CWIS is fixed to 20 minutes.

- There is no inactive time with printer/fax driver.

6.1.8. Class FTP: Trusted Path/Channels

FTP_ITC.1
Hierarchical to:
Dependencies:

FTP_ITC.1.1

FTP_ITC.1.2

Inter-TSF trusted channel
No other components.
No dependencies.

The TSF shall provide a communication channel between itself
and another trusted IT product that is logically distinct from
other communication channels and provides assured
identification of its end points and protection of the channel
data from modification or disclosure.

The TSF shall permit [selection: the TSF, another trusted IT
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FTP_ITC.1.3

product] to initiate communication via the trusted channel.

[selection: the TSF, another trusted IT product]
- the TSF, another trusted IT product

The TSF shall initiate communication via the trusted channel
for [assignment: list of functions for which a trusted channel is
required].

[assignment: list of functions for which a trusted channel is
required].

- communication of D.DOC, D.FUNC, D.PROT and D.CONF over
any Shared-medium Interface
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6. 2.

tX1)FT(RIEEH (Security Assurance Requirements)
Table 37 (CEF 1T R EHZHRT D,
A TOE OFHEREELNIVE EAL2 THD, EBmLiztFaiUT(RIEIVIR—% Y M. ALC_FLR.2 TH
®o
Table 37 t¥a)T1{RIEEH
REEDSA FRELAVIR—RV b
ADV_ARC.1 Security architecture description
ADV: Security-enforcing functional
ADV_FSP.2 e
Development specification
ADV_TDS.1 Basic design
AGD: AGD_OPE.1 Operational user guidance
Guidance )
AGD_PRE.1 Preparative procedures
documents
ALC: ALC_CMC.2 Use of a CM system
o ALC_CMS.2 Parts of the TOE CM coverage
Life-cycle -
ALC_DEL.1 Delivery procedures
support .
ALC_FLR.2 Flaw reporting procedures
ASE_CCL.1 Conformance claims
ASE_ECD.1 Extended components definition
ASE: ASE_INT.1 ST introduction
Security Target | ASE_OBJ.2 Security objectives
evaluation ASE_REQ.2 Derived security requirements
ASE_SPD.1 Security problem definition
ASE_TSS.1 TOE summary specification
ATE: ATE_COV.1 Evidence of coverage
' ATE_FUN.1 Functional testing
Tests -
ATE_IND.2 Independent testing - sample
AVA:
Vulnerability AVA_VAN.2 Vulnerability analysis
assessment
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6. 3.
6.3.1.

PXITRBEEEHEEF )T R A O EE, Table 38(CEEik T3, COXRTRYED. Ft¥a
UTAHBER MG, DBKEL 120 TOE EXa )T R A EHSHIG LTS, FeBtF1) TRt KA &t
M. EF 2T HERREHICEVREESN TLVB#R#M%Z, Table 39 (CREt T3,

tX1)T1EHER (Security Requirement Rationale)

TX1UTHEREEHARHL (Security Functional Requirements Rationale)

Table 38 tXaUT/HREEHELTAITAREA SO SRR

Objectives

SFRs

0.DOC.NO_DIS

0.DOC.NO_ALT

O.FUNC.NO_ALT

O.PROT.NO_ALT

O.CONF.NO_ALT

0O.CONF.NO_DIS

O.USER.AUTHORIZED

O.AUDIT_ACCESS.AUTHORIZED

O.AUDIT_STORAGE.PROTECTED
O.CIPHER

O.INTERFACE.MANAGED
O.SOFTWARE.VERIFIED

FAU_GEN.1

FAU_GEN.2

S| < |0.AUDIT.LOGGED

FAU_SAR.1

AN

FAU_SAR.2

FAU_STG.1

FAU_STG.4

FCS_CKM.1

FCS_COP.1

FDP_ACC.1 (a)

FDP_ACC.1 (b)

FDP_ACC.1 (c)

FDP_ACC.1 (d)

FDP_ACC.1 (e)

FDP_ACC.1 (f)

FDP_ACC.1 (g)

FDP_ACF.1 (a)

NANENENENEN

FDP_ACF.1 (b)

FDP_ACF.1 (c)

AN

FDP_ACF.1 (d)

FDP_ACF.1 (e)
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Objectives

O.PROT.NO_ALT

O.CONF.NO_ALT

0O.CONF.NO_DIS

0.DOC.NO_ALT

O.FUNC.NO_ALT
O.AUDIT_ACCESS.AUTHORIZED

O.AUDIT_STORAGE.PROTECTED
O.CIPHER

O.USER.AUTHORIZED
O.INTERFACE.MANAGED
O.SOFTWARE.VERIFIED
O.AUDIT.LOGGED

SFRs
FDP_ACF.1 (f)
FDP_ACF.1 (g)
FDP_RIP.1
FIA_AFL.1 (a)
FIA_AFL.1 (b)
FIA_ATD.1
FIA_SOS.1
FIA_UAU.1
FIA_UAU.7
FIA_UID.1 VIiVIVIVIVIY
FIA_USB.1
FMT_MOF.1
FMT_MSA.1 (a) vivi|v
FMT_MSA.1 (b)
FMT_MSA.1 (c)
FMT_MSA.1 (d)
FMT_MSA.1 (e)
FMT_MSA.1 (f)
FMT_MSA.1 (g)
FMT_MSA.3 (a)
FMT_MSA.3 (b) v
FMT_MSA.3 (c)
FMT_MSA.3 (d)
FMT_MSA.3 (e)
FMT_MSA.3 (f)
FMT_MSA.3 (g)
FMT_MTD.1 (a) viv|v
FMT_MTD.1 (b) vivi|v

< | S| N[0.DOC.NO_DIS

\

AN

AR RN

AN YN Y N N NN

AN NN N NI N IR N

NN ENENENEN

IRV RN ENIEN
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octi 2 |8
Objectives F N
D | =
= O
alal (2|2
Qo o [D
~AE= w [ <
2 |2|8|e|2 |4
&)bbbﬂboz_kﬁnﬁm
ol S8 |wuw eS8
||O||||—UD€OL|I_)S<)
olo|2(2/2(2|2 &2
= W | w ot =
O | - mLul—'—"—"—'I
VIV Z|lolZ|Z2|u [Elelo|o |a |
O|0|S|x|O|O0O|wv [S|O0|D|D |D |~
QL0002 |50 << |< |0
SFRs ololololololo |loldlolo |o o
FMT_SMF.1 VivI ivi v iv]v
FMT_SMR.1 viviviviviv|vy
FPT_FDI_EXP.1 v
FPT _STM.1 v
FPT_TST.1 v
FTA_SSL.3 Vv
FTP_ITC.1 VY

Table 39 tF¥aUT wEHEICLdFIVTHEREZEHIRAL

¥ T R &

TF1T R R AR AL

O.AUDIT.LOGGED
(BEEAXY bOEERE
RAEISNIZTPDER)

O.AUDIT.LOGGED (3 TOE Off - ¥ 1UT4ICRDBZI R bOOTEERL -
HEFL EROGVFERRR -BREAEHRCH R A THD,
AeF1UT R RAHERRTRHICE.

FAU_GEN.1 [CIDEEMFIANY ML TEF1UT(BEEOT F— AN E RS
ns.

EEUT OB RIERICINERIFETHS,

FAU_STG.4: t¥1)T(BEENI T 0B HHIEEETHIEM. EFEE
ERICALE SN,

FCS_CKM.1: S #4 MDA RIFBERFICIS—EED
FCS_COP.1:BES{EDERKIEIITAT-RRELTERIFEND

FMT_MSA.3: 774V ME., L)L D ZE B (T £,

FAU_GEN.2, FIA_UID.1([CINEEEXNRERZ. TORALLLFAED
HAEIRICBEE T3,

FPT_STM.1 [C&D TOE O#FOEEfERYAVIERANT, EERRIAY b
([Z84 LAV I F1UT4BEEOY(CRR RSN D,

L EDEF 1T HBEBE B ICEDR R A ERBIZTENTED,

O.SOFTWARE.VER
IFIED
(VIMII7 e 4D

O.SOFTWARE.VERIFIED (& TOE BE&®MX{71— FOB AR DFIEZR
HIBIHARGEHTHS,
AeF1UTRARAHERERTHEHICE.
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TXaT R &

THIT R E AR AL

REL)

FPT_TST.1(CED TSFRITI-FBLU TSF TN M =R T 3D D E
ETAMEREEREENRHCRE LRITI LN TES,
L EDEF1) TR BRI R AR ERBT ENTES,

O.INTERFACE.MA
NAGED

(S ERA VB —D1—AD
E1E)

O.INTERFACE.MANAGED (tFa)74 R —(CHE-T, S8R U B—DJ1—2
THd CWIS, BIENRIL. TUVA—RIANICEATRIREEE BT IR AT
H%.

A1) TR RAMEETRT DI,
REBENVATLEBENETIHEICINREEENTIEATEIEEHLTD
T=hIC, FIA_AFL.1(a)ICENH & 1R & SRR DEREE R BRBF(C
FIA_AFL.1(b)IC&D SA OB kBB R RICLBTIEAEBT RS D
EREEICKBALIZE . EIR OFF/ON s E (T35,

FIA_UAU.1, FIA_UID.1 [CENEHLG—RFAEFESLIV VAT LEEEZH#
AT BEMIC. CWIS HHEENRIADTHE ABIC1—F— A RN 1THN S,
FTAR—- Ty |~0)$§‘ﬂh BHCE 1T AERANITIONS,

FIA_UAU.7 [CEDI1—Y—EBFEICR U TEREE 71— RIWWDIS R ESNDZD T, IR
7— FOREIEFEITS,

FTA_SSL.3 [C&D. CWIS &34/ RILIC—
10D )7 VBRI EERT D,
TUUBR—=RIANED YAV RIFETICERLBELLEL(CEY a3V e TT
%,

FIA_SOS.1[Z&D. SA e— i FIRBEDOR/INNAT - FREFIRT S,
FPT_FDI_EXP.1 [CEDHERA U R—TI—ANDDZET—HADRERRY FT—DA
DOFAIENEVEREZHIRT B,

L EDEF YT BBEBEHICEDR R A SRR/ T ENTED,

EREO7IEADNENMEERIAT

0.USER.AUTHORI
ZED
(—RFIAErsEE
0 TOE f#FADEET)

O.USER.AUTHORIZED (3 TOE OfEA%E# A $ 381, FRAENEF1)T1
RYI—CHHTHERZ(T ESNTHN., ENZEEEHRFNERND XK FEHTHD.
AEF1UTARERHEERT DI,

FDP_ACC.1(b). FDP_ACF.1(b)lckN1—H— @RISR EMT B ET. 3
A SNT=FI BB DH CEREBEDIREZEF T3,

WEEN VAT LEEBENE T EICINREEENTIEATEIEZHILTD
feWhIZ, FIA_AFL.1(a)ICENHe & 18 5 30T DER 5T SR BB (C.
FIA_AFL.1(b)IC&D SA MFREE 4k BB SREE R BXIC LB PO E AIE R EIH S
FREEICKRBALZE . IR OFF/ON h'inEIClgd,

FIA_ATD.1, FIA_USB.1 [CIDiMEmERE], SA RE —BFAER
B &MEIFTRECEN. FFRISNERIBEZEOH (YT ITH MEEINH TS, £l 3B
AEREEENE1—T—ICH LT BENFETIRBRYIADYA M MIFT L
([CED. AFv U XETHBRVDAICEETIE. BEOFETIHRBRVIAEE
RIBenaIaeesd,

FIA_SOS.1 (C&D. SA t— & FIAEZEDR/NIAT—FREFIRET S,
FIA_UAU.1, FIA_UID.1 [C&NESHE—BFIAESLVVATLEEEEH
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TXaT R &

THIT R E AR AL

AT B7HIC. CWIS ERENRILD DD 7D AR (C1—H -8 AIZREEN T THN
%, FETIAR— M) MO MEFICE 1—F— A RN TN S,
FIA_UAU.7 [CEN1—H—FRREICBI L CRREE 74— FINWDIRREESNB DT, /IR
7—FOiRRIEFETS,

FMT_MSA.1(b)IC&NEF1)T(BHOBNEDE . HE. Bk, (ERzERE
33,

FMT_MSA.3 (b)ICED@UI LT I4I MEZEET S,

FMT_SMR.1 [CENHMEERE . SA. VATLEEE . —RFIAEOREIH
BFaEn T, t0ZENEEM ToNnd,

FTA_SSL.3 (24D CWIS L2ENRIVIC—ERBOT7OE AN E MG S (5%
EZDV7UBRRIIZERT S,

ULDEF YT HEBEEHICENT R A S ERBLZTENTED,

0.DOC.NO_DIS
(FIREXET-H0
TIEBATIRE)

O.DOC.NO_DIS (& TOE Z# R0 LA IERREMN D User Document
Data Z5Fd xR A EH THd.

A1) TR RAMEERT DI,

FDP_RIP.1 [CEDRERN— FTAADEBICEESNZRRAZFHXET 0. L
AIDEHRONBZFIATERT S,

FDP_ACC.1(a),FDP_ACC.1(c), FDP_ACC.1(d), FDP_ACC.1(e),
FDP_ACC.1(f), FDP_ACC.1(g), FDP_ACF.1(a),FDP_ACF.1(c),
FDP_ACF.1(d), FDP_ACF.1(e), FDP_ACF.1(f), FDP_ACF.1(g) ,
FIA_UID.1 [C&NI1—H—BAIEERETHET, SFaISnizFIRAEFDHIC.
User Document Data MiE{E&4 RT3,
FMT_MSA.1(a),FMT_MSA.1(c),FMT_MSA.1(d). FMT_MSA.1(e).
FMT_MSA.1(f),FMT_MSA.1(g)lC&NtF1UT(BEOBVEHE  HE.
HIER. EREEHET D,

FMT_MSA.3 (a),FMT_MSA.3 (c),FMT_MSA.3 (d),FMT_MSA.3
(e),FMT_MSA.3 (f), FMT_MSA.3 (g)IcEDEI BT 74 IV MEZEET B,
FMT_SMR.1 [CENHMEEE . SA. VATLEEE . —RFIAEOREH
BaEnT. z0REINEEM ToND,

FMT_SMF.1 (C&D TOE CF1UT1 EEHEEZ VY ATLEEEANRH TS,
FTP_ITC.1 [C&D TOE & IT FO4D MEDAERRY FD—H L &N % User
Document Data #ZBh H{RE& T 27H(C. BIET—HESLTOFIUTH IS
33,

ULDEFIUT(HEBEEHICENT R A S ERBTENTED,

0.DOC.NO_ALT,
(FAEXET-50
FEHSHIRE)

O.DOC.NO_ALT (. TOE ##R DB WA EZHXSAHH User Document
Data Z=FdX KA TH3.

AKeF1 )T R RAHEERT NI,

FDP_ACC.1(a). FDP_ACF.1(a), FIA_UID.1 (C&D1—H—-#AIEEET S
CET, HA[SN=RABEDHIC. User Document Data DiEEEHA T 5,
FMT_MSA.1(a)lcENtFaUT(BHMBWENE., RE. Bk, FREEE
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33,

FMT_MSA.3 (a)lcLDi@ti T 74 MEE S ET 3,

FMT_SMR.1 [CENEHMEERE . SA. VATLEEE . —RFIAEOZEIH
BN T, t0&EINEEM ToNB,

FMT_SMF.1 (C&D TOE £¥1)T1EEMEEZ I ATLEEBENRETS,
FTP_ITC.1 [CLD TOE & IT 04D MDA ER %Y FO—D L &N 5 User
Document Data 2 ZEh bR ETZHIC. BIET—AESLTOMIVICH G
33,

LU EDEF1UTBBEBEBICEDR R A S ER/IZTENTED,

O.FUNC.NO_ALT
(FIFREHEET 50
REHSNIRE)

O.FUNC.NO_ALT (. TOE ##&BR DI WA ELZHEAh b User Function
Data Z5Fd xR A EH THd.

AeF1UT R AHERRTHHICE.

FDP_ACC.1(a), FDP_ACF.1(a), FIA_UID.1 ([C&Da1—Y—#FI=EET S
CET. BFaleni=FIAEFEDHIC. User Function Data DIE{/E%E5FRI T 5,
FMT_MSA.1(a)lc&nteFaUT/BHENBVEDE. RE. HIFR. EFREEE
33,

FMT_MSA.3 (a)lc&N@EtI T4 MEZEET B,

FMT_SMR.1 [CINEMEERE. SA. VATLEERE ., —RFIRAEORETH
BFaSn T, t0ZENEEM ToNnd,

FMT_SMF.1 (C&D TOE EF1 T4 EBEEEZ VAT LEBENRET S,
FTP_ITC.1 [CLD TOE & IT FOAD MEIOAER Ry FO—D L ZifiN 5 User
Function Data #Z BN HIRET3LNIC. BIET—AB STV BT
%o

L EDEFIUTHBEBEHICEDR R A S ER/IZTENTED,

O.PROT.NO_ALT,
(TSF 7—50FEH
ShiR:E)

O.PROT.NO_ALT (¥ TOE ##ERDHB VAR IER RSN TSF Data &57%xt
KHEHTHD,

AF1UT R RAHEERTIHICE.

FIA_UID.1 [CEN1—HY—-BANZEET S ET. FFRISNLE VAT LEBELT
[C. TSF Data O#&{EZzEFaIT 5,

FMT_MOF.1 [C&DEH 1) T HEEDEIEDE L BLUBBEDERLEIG. VAT L
BEELZFCBELTCNSDT, YVATLEEEL(FHIHIFREIND,
FMT_MSA.1(a), FMT_MSA.1(b),FMT_MSA.1(c),FMT_MSA.1(d).
FMT_MSA.1(e). FMT_MSA.1(f),FMT_MSA.1(g)ICEDEF1UT1EBHED
WE. HIBR. ERREEET D,
FMT_MTD.1(a)ICENEF 1T BBEDIERER E (L. VAT LEBEELZHICR
EFELTLWBDT,. TOE FHETADHREE. VATLEEELIFICHIFRSNS,
FMT_MTD.1(b)IC&N—#EFIAE ID 0K EF. VATLEBEERAEEICR
ELTWS,

FMT_SMF.1 (&N TOE 1) T HEEN B EBBEEDR TR, YATLEEEA
RT3,
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FMT_SMR.1 [CEDHMEEE ., SA, VATLEERE, —RAAZEORESH
RSN T, 20REINEE TN,

FTP_ITC.1[C&D TOE £ IT 704D MEIDMERRY D —D L &ifiN 3 TOE B2 E
TREBBNORETILHIC. BIETAESILTORIUSHIET B,

L EDEF1) TR BRI R AR ERBTENTES,

0.CONF.NO_DIS,
0.CONF.NO_ALT
(TSF F—HOFREH
ShBLURERTR
i)

0.CONF.NO_DIS, O.CONF.NO_ALT [ TOE ®ERDHEVFIERLTFE X
Ehh' D.CONF 25733t KA # THd.
AEF1)T1 A RASHEERTILHICE,

FIA_UID.1 [Z&NA—Y—#RBIEEMET S LT, BFralSNERAELFC,
D.CONF Dig{E&&FAI T3,

FMT_MOF.1 [C&N 1) T HEEDEIERE L BLUBBEDEEI. VAT L
BEHELZFICEELTCNBIDT, YVATLEEEL(FICHIREIND,
FMT_MTD.1(a)ICENEF 1T HBEDIRERRE L. YATLEEELZ(FICIR
ELTWBNDT, D.CONF DFILVEDE. RE[E. YATLEEELZFCHIBRSN
®o

FMT_MTD.1(b)ICIN—MFIAZED ID &/SAT—RDOFREF, YATLEBEE
AAEEICBRELTNS,

FMT_SMF.1 (C&D TOE F1 T HEEDEEEREDEEZ. SFal SNEFI A
ENRETS,

FMT_SMR.1 [CEDHMEEE. SA. VATLEEE ., — R FIAE ORI
BEnT. 20&EINEEM TN,

FTP_ITC.1(Z&D TOE & IT FO4D MEIORERRY FD—H EE RN EF1UT(
EENYT-354LU D.CONF #ZENHRETILHIC. BIET—AESETO
FVIEX ST B,

LU EDEF1) T B BE B W LR R A S &R/ T ENTED,

O.AUDIT_STORAG
E.PROTECTED

O.AUDIT_STORAGE.PROTECTED (B &L ZHEREDLZ LD E - HIBR-
EENOFIRNKRAEHTHS,

AEF1UTRAHERERTHEHICE.

FAU_STG.1 [CLNEERTI7MILICHEHSN TS EF1) T4 BEERNT T 4%,
FIEBHIBRPHENCRET S,

FAU_STG.4 [CENEEOUNEMRICIE1ZEFC, REE VM LARY T TN
NEEENTE EEEHIRLT HLLWEEAAY M, BEEOT 771 IAEHYT
%

L EDEF1) TR BRI R AR ERBTENTES,

O.AUDIT_ACCESS
.AUTHORIZED

O.AUDIT_ACCESS.AUTHORIZED (3B E L FNHERDH BB (CL>TD
#. BENBEFIVTERERIMNTIACTTINDILIICTIREKRAEHTH
%o

AEF1UTI R RAHERRTHLEHICE.

FAU_SAR.1 [CEDEFRISN TS VAT LEERER. EEOV 77100+
UTAEENT T -305d tH U EEEIRIT 5.
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FAU_SAR.2 [CIDEFRISN TS VAT LEBE LS DEEOTINDTP I A%
®it93,
L EDEF1) TR BRI R A B ERBTENTES,

O.CIPHER

O.CIPHER [ZREN— FTA AR EICERIN TS XET - HZWMNHELTE

PR RB VLI, RERN—-FTAADEE LICERINGT-HEES1ETS
XERAEHTHS.

AeF1UTARAHERERTHEHICE.

FCS_CKM.1 [CEDNIEFE SN 256 EV M DIE S RRICHEST, SR ERS
ns.

FCS_COP.1 [C&DRHONEEESPITIALEE SRR T, XET-IENED

N=FTAADEENEIRT SFFCHES L SN, Fidr H URFICEES LSS,

L EDEF1 )T BB G LI R AR ERBTENTES,

6.3. 2.

IK7FEDIREE (Dependencies of Security Functional Requirements)

TRIAVTIHREGMEEFELTCV IR . SITRFEFREB R LGV HERELG L. RERBRNE
IESNBTHREN G VR #LE . Table 40 [CREH T 3.

Table 40 tF¥a1UT4#EEEHIVR—2 Y MOIKREN

WREEHIVR—2V b

REFHEOHEEEHIVR—F Vb

BEHHIVERET

mELCLVSES (REREBELTCVDBVDEHLZOESE

FAU_GEN.1

Audit data generation

FPT_STM.1 -

FAU_GEN.2
User identity
association

FAU_GEN.1
FIA_UID.1

FAU_ SAR.1
Audit review

FAU_GEN.1 —

FAU_SAR.2
Restricted audit
review

FAU_SAR.1 -

FAU_STG.1

storage

Protected audit trail

FAU_GEN.1 -

FAU_STG.4

data loss

Prevention of audit

FAU_STG.1 -
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WREEHIVR—2V b

REFEOMAEZRGHIVR—2 Vb

BHHLUVEHRET MELCLVBESH (REMEERLCVEVEHEZOESY

j _to a. hic ke ECS COP.1 ES#(3 MFD ORZENRFICER SN . DRAM(IEHR
;ﬁzrafi:): o - AB))ICHEMEND, COREERICHENDTIEAT

° DFERELBLOT, BERERETILEENEL,

FCS COP.1 FCS_CKM.4:

Cryptographic FCS CKM.1 &S HR(3 MFD OEBIFFCER SN . DRAM(HB5 1
" -g g - AEY)CHEMEND, CORFSRICHBHILTIEAT

operation

BFREBLDOT, ESREBETILEMENTL,

FDP_ACC.1(a)
Subset access control

FDP_ACF.1(a)

FDP_ACC.1(b)
Subset access control

FDP_ACF.1(b)

FDP_ACC.1(c)
Subset access control

FDP_ACF.1(c)

FDP_ACC.1(d)
Subset access control

FDP_ACF.1(d)

FDP_ACC.1(e)
Subset access control

FDP_ACF.1(e)

FDP_ACC.1(f)
Subset access control

FDP_ACF.1(f)

FDP_ACC.1(g)
Subset access control

FDP_ACF.1(g)

FDP_ACF.1(a)
Security attribute
based access control

FDP_ACC.1(a)
FMT_MSA.3(a)

FDP_ACF.1 (b)
Security attribute
based access control

FDP_ACC.1(b)
FMT_MSA.3(b)

FDP_ACF.1 (¢)
Security attribute
based access control

FDP_ACC.1(c)
FMT_MSA.3(c)

FDP_ACF.1 (d)
Security attribute
based access control

FDP_ACC.1(d)
FMT_MSA.3(d)

FDP_ACF.1 (e)
Security attribute

FDP_ACC.1e)
FMT_MSA.3(e)
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BEEEZEHIVR—2R Vb IREFHEOBEEEHIVR—R VT
BEHBIUVEHAT MELCLSEH (KEMHEZERLCVEVEHEEDIE S
based access control
FDP_ACF.1 (f)

. ) FDP_ACC.1(f)
Security attribute -
FMT_MSA.3(f)
based access control
FDP_ACF.1 (g)
. - FDP_ACC.1(qg)
Security attribute -
FMT_MSA.3(g)
based access control
FDP_RIP.1
Subset residual L
information protection
FIA_AFL.1
Authentication failure | FIA_UAU.1 —
handling
FIA_ATD.1
User attribute BU
definition
FIA_SOS.1
e L
Verification of secrets
FIA_UAU.1
Timing of FIA_UID.1 —
authentication
FIA_UAU.7
Protected
N FIA_UAU.1 —
authentication
feedback
FIA_UID.1
Timing of L
identification
FIA_USB.1
) o FIA_ATD.1 —
User-subject binding
FMT_MOF.1
Management of FMT_SMF.1
security functions FMT_SMR.1
behavior
FMT_MSA.1(a) FDP_ACC.1(a)
Management of FMT_SMF.1 —
security attributes FMT_SMR.1
FMT_MSA.1(b) FDP_ACC.1(b)
Management of FMT_SMF.1
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WREEHIVR—2V b

REFEOMAEZRGHIVR—2 Vb

BEHUHLIUEHLTH HELCVSESE (KEMZHEELCVEVEHCENES M
security attributes FMT_SMR.1
FMT_MSA.1(c) FDP_ACC.1(c)
Management of FMT_SMF.1 —
security attributes FMT_SMR.1
FMT_MSA.1(d) FDP_ACC.1(d)
Management of FMT_SMF.1 —
security attributes FMT_SMR.1
FMT_MSA.1(e) FDP_ACC.1(e)
Management of FMT_SMF.1 —
security attributes FMT_SMR.1
FMT_MSA.1(f) FDP_ACC.1(f)
Management of FMT_SMF.1 —
security attributes FMT_SMR.1
FMT_MSA.1(q) FDP_ACC.1(qg)
Management of FMT_SMF.1 —
security attributes FMT_SMR.1

FMT_MSA.3(a)
Static attribute
initialization

FMT_MSA.1(a)
FMT_SMR.1

FMT_MSA.3(b)
Static attribute
initialization

FMT_MSA.1(b)
FMT_SMR.1

FMT_MSA.3(c)
Static attribute
initialization

FMT_MSA.1(c)
FMT_SMR.1

FMT_MSA.3(d)
Static attribute
initialization

FMT_MSA.1(d)
FMT_SMR.1

FMT_MSA.3(e)
Static attribute
initialization

FMT_MSA.1(e)
FMT_SMR.1

FMT_MSA.3(f)
Static attribute
initialization

FMT_MSA.1(f)
FMT_SMR.1

FMT_MSA.3(Qg)
Static attribute

FMT_MSA.1(g)

e e FMT_SMR.1
initialization

FMT_MTD.1 FMT_SMF.1
Management of TSF FMT_SMR.1
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WREEHIVR—2V b REFEOMAEZRGHIVR—2 Vb
BEUHBIUELGRT mELUCVSES EKEMEBHELTVEVEHEZDIE ST

data

FMT_SMF.1
Specification of
management

3L

functions

FMT_SMR.1

) FIA_UID.1 —
Security roles

FPT_STM.1

. ) L
Reliable time stamp

FPT_TST.1
TSF testing

3L

FTA_SSL.3
TSF-initiated BU
termination

FTP_ITC.1
Inter-TSF trusted L
channel

FPT_FDI_EXP.1
Restricted forwarding | FMT_SMF.1
of data to external FMT_SMR.1
interfaces

6.3.3. tFaAVT/IRIAEHIRM (Security Assurance Requirements Rationale)

This TOE is Hardcopy Device used in restrictive commercial information processing
environments that require a relatively high level of document security, operational
accountability, and information assurance. The TOE environment will be exposed to
only a low level of risk because it is assumed that the TOE will be located in a
restricted or monitored environment that provides almost constant protection from
unauthorized and unmanaged access to the TOE and its data interfaces.

Agents have limited or no means of infiltrating the TOE with code to effect a change,
and the TOE self-verifies its executable code to detect unintentional malfunctions. As
such, the Evaluation Assurance Level 2 is appropriate.

EAL 2 is augmented with ALC_FLR.2, Flaw reporting procedures. ALC_FLR.2 ensures
that instructions and procedures for the reporting and remediation of identified
security flaws are in place, and their inclusion is expected by the consumers of this
TOE.
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1.1.

TOE Ef4E# (TOE Summary Specification)
AETIE, TOE MBI T3 LF 1T (EEO BV TRET B,
t¥a)T71888E (Security Functions)

Table 41 [CTOE a7 aec b X1 )T RREHORITERT .
AETHAATS TOE Ha1UT(HEER 6.1 HCRRBSNZIEF IV THERERHER/LTLDTHS.

Table 41 TOE X1 18aet X 1T 8 BEE DXL B R

¥ UT1HERE

)T EEEH
FAU_GEN.1
FAU_GEN.2
FAU_SAR.1
FAU_SAR.2
FAU_STG.1
FAU_STG.4
FCS_CKM.1
FCS_COP.1 v
FDP_ACC.1(a)
FDP_ACC.1(b)
FDP_ACC.1(c)
FDP_ACC.1d)
FDP_ACC.1(e)
FDP_ACC.1(f)
FDP_ACC.1(g)
FDP_ACF.1(a)
FDP_ACF.1(b)
FDP_ACF.1(c)
FDP_ACF.1(d)
FDP_ACF.1(e)
FDP_ACF.1(f)
FDP_ACF.1(g)
FDP_RIP.1 v
FIA_AFL.1(a)
FIA_AFL.1(b)

TSF_IOW
TSF_CIPHER
TSF_USER_AUTH
TSF_FMT
TSF_CE_LIMIT
TSF_FAU
TSF_NET_PROT
TSF_INF_FLOW
TSF_S_TEST

AN IR N IR NE R N I NE N

AN

N AN N N N AN A AN AN ENEN AN RN RN

AN

<
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t¥a) 18R

TSF_USER_AUTH

TSF_IOW
TSF_CIPHER
TSF_FMT
TSF_CE_LIMIT
TSF_FAU
TSF_NET_PROT
TSF_INF_FLOW
TSF_S_TEST

ERIUTAHREE S
FIA_ATD.1
FIA_SOS.1
FIA_UAU.1
FIA_UAU.7
FIA_UID.1
FIA_USB.1
FMT_MOF.1
FMT_MSA.1(a)
FMT_MSA.1(b)
FMT_MSA.1(c)
FMT_MSA.1(d)
FMT_MSA.1(e)
FMT_MSA.1(f)
FMT_MSA.1(g)
FMT_MSA.3(a)
FMT_MSA.3(b)
FMT_MSA.3(c)
FMT_MSA.3(d)
FMT_MSA.3(e)
FMT_MSA.3(f)
FMT_MSA.3(g)
FMT_MTD.1(a)
FMT_MTD.1(b)
FMT_SMF.1
FMT_SMR.1
FTA_SSL.3 v
FTP_ITC.1 v
FPT_FDI_EXP.1 v
FPT_STM.1 v
FPT_TST.1 v

ANIERNEER NS IR NE A NS BN

NANENENENVEN AN

AN NN N N N AN AN AN AN AN AN RN AN RN

LITTIE % TOE tHa )T aEICRAL TR ZRE R IS T 2 tF 1T AR E B OV TERBAT %,
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1.1.1. N=FFT4ADEBET AL EEHEMEE(TSF_IOW)

N—FFAADEBRT A LEEHEMRER, VATLEEEZ(CINVATLEREE-FTHRESNEIN
—FFADEET A LEETHEMBERE AL, JE—HRE. TUVA—H#EE. AFvF—H#aE. Ry bD
—DAXvUHRE. J7DAMEE . BRINYDAMBEDE YT DT T RIC, REN— FT4ADEKE(CERS
NEEFRAFESXETRH LT AN FTAAOREOXET—HMHEEE. 1 HFLE 3RO LEE
(CENHEETE NEEEEHROERIRECIEUT, LEOHEREEBET IS, tX1)TREE
BEIIEAEZELTVILHTHD,

WIBOHEMEERETIEEE. LETHEORKE1EEL, tX1)TREERETIEAME. £LF
EHEEOEHEZ3EET S, 3EDEZEEERKE. 1HCEATREREJET TSN, LNREL
LEFHEEMB(HERE)THS.

(1) FDP_RIP.1 Subset residual information protection (47tv FN&FIEHRE#E)
TOE BRVITETHROLEETHEMKEEOHMELT, LEZEH 1 E("0(EN0)"[CLPLEE)L.
3 E(ELSC-ELE-"0(EN) LR LEE)DBERNE KD, FLREBN- T AVEELIC, LEE
HETENFRAFSXET-IN—EEHEHSE, TOE BBIFIC—EEF1v LT EHERT ORI AF
INET-HINFETIEENE. LESHENEERTTS,

1.1.2. N=FT4ADERET - IESLHRE(TSF_CIPHER)

N—=RTAADERT - IESEHEER. VAT LEBRE(CINVATLEREE- FTRESNEIN-FT
AADERT IS EHAERE J(CHEL, JE—#AE. TUVA—Hae. 2F v —1Ee. Ry FI—DA%v

VHERE. 7D ABERE . BRIV AR REBNE By PEIEBE SR E R CAER ) \— FT 1 AV BICERSINS
XET-IDESILETI,

(1) FCS_CKM.1 Cryptographic key generation (RS54 mk)
TOE B YAT LEBEICLNEREINEIN-RT(AVERT-IBELX—12FEAL. EFFCE
T OV AIZZED FXOSENC AR 7 TVXLICEST 256 BV bOREESHBEMEFTI(TN\—FTF12RY
EETABSEX—1PRELTHNE. FAUEESRNEREIND), BH FXOSENC AX7ILTVX L
&, +ALBERMEEF X1 7RT7ITIVALTHS.

(2) FCS_COP.1 Cryptographic operation (RE&1&1E)
TOE MR\~ KT AV EBICXET - S5 SHT BT, BRI SREM(FCS_CKM.1)(C
SNER LT 256 EvMRDEESH2E FIPS PUB 197 [CETJCAES PIVTYXLEICEINXET 20D
EELZIT), FLBRUEXET FeHRAHITHZELEKRIC, BBIFCAERLE 256 EVvhRD
E5#E AES 7ILTUXLICENESLZIT,

1.1.3. 1—Y—FREE#AE(TSF_USER_AUTH)

I1—Y— R BFRISNTZE ORI AELIFIC MFD O REEE AT IEREZRFLESHIC, 12
ERRIV. RIAZEDIA7Y bO CWIS, FUVR— RS54 N\ o1—H—ID £1—H—/{ATV—-F2 A HSET
HAEEEL T HHAETH D,
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MFD [CEFSN TS 1-Y—1FMEFALT, FBEETI.

ARREN R LIZFIREDH N T AL O REZ R AR REET D,

a) KKEEESRIVTHIEISN D HEEE
AE—-#ERE. D7D ARBE (A ) BEAE. A v —HEE. RV MD—DAFvURERE. BRINYD At RE. TV
VR—HERE(TV - FIA N TOREEEE DR E N EH THIENRIRFICIRE) SRV TR B)

b) CWIS THIEHSNSH#ERE
HBHIKEBOR TR, Va7 RE-BEORTR. HENIANLGOXET—FEH UEE. J71ILEE(C
$37)Y MaE

c) FREIFATVIDTIVE—RIANEERAT SHAE
FAZEDIA7V b EDT—R%, MFD WEIR AT geIa— U ECik 5 58 (PDL) TSN ZENRI T —3I(C
L TOE (CTIV AT —HEEHET S (TIM1R-FTIUH),
FRESRMAZEIIMT7Y DT IVEI—FIANTRIEEERE LTRETTUY METRET BL.
MFD 3Z{ET—42ZEY by T T —RICEH(TIVIR—X)LTI—Y—ID CECHRERN— FTFARDICE
B9

FEABRELIBEESRNESLVIATLEEEDF(7V Mo TOE EX1)THERENDSREBRTELEE
TOERZHILEBTHICIATLEEE ID £AATV-FEANSETHANBELTELDTLHS,

(1) FIA_AFL.1(a) Authentication failure handling (32 %E&H#CDHS(U?&L\)
TOE RYATLEEBE— FATPILATSRIC. YVATLEEEDRILZITON ., 2R DFREE KL
CHEEEIRIE LTS, I EEE ID RARRERE L. PIVEAETEHTHREINTNS 5
EDEFEKISET B, BIERIVTRERTIET/ A LS DRIEFZFFHFEED, Web T35
YTH MFD KIAQEROUIE/ 1% AF TREHEIER Z(FFT<{5%,

(2) FIA_AFL.1(b) Authentication failure handling (FREELEXFEDERD#RLY)
TOE ZVATLEBEE— FATPHLATRHIC, VATLEEEDRIIZ/TON, REIFFOEREL XX
I REZIRE LTS,
ARAFRELRFIC SA O ID R AR ZRH U7V E AE BRI TERESNTILVS 5 B DEHTREKITET
3. BENRITIIERIE/ IR A LN DIRELZ(HF B0, Web 7505 TE MFD R{ADE
BEDUIE/ I AF TERAHR B Z (T 3<%,

(3) FIA_ATD.1 User attribute definition (FIREBHUES
TOE B#MEEE , SA BLU—RFAABEORE. BLUHBISN R AEDREIIHRERYIA
DAL EEE LTS,

(4) FIA_SOS.1 Verification of secrets (% NREE)
TOE [ SA. — & FIAE DS AT — FERERICR/IMNXFHRICELSBNGEEREEERTS,

(5) FIA_UAU.1 Timing of authentication(Z2sED%13IY)

FIA_UID.1 Timing of identification(Z&AID313I7)
TOE (Z1&/E/ SRV, RIRE D47V D Web 7505 %:&E LT MFD HEEDIRIEREFRI T BAIIC. ID
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ENAT—FEARSET, AhEniz ID £)SA0— FH, TOE BRET—RICEFESN TS/ IAT— FIF
HE—BMIIEERET B, FLTFAR— MUY bOREIARFCE ID £)SAD— FREEC LS 1 — Y — 5

AEFREENMTONS,

FREE(FIA_UAU.1)&# A (FIA_UID. 1)(3, BRFCEITSNHE R - SBREDM A H LTI LIc R D3 15

EN'EFRISNS,

ARERNODTPIADZIEICOWVTCIE, TOE ([, BAIRER TS, I7DAT—3&ZELHEIRNYIA

(CHEHNT D,

(6) FIA_UAU.7 Protected authentication feedback({R&&Nh7=74—R)\vD)

TOE (31— —8REERF(C. /TAD— RFERTZHIC, SIAT—FELTANSNEXFHERTD ** X

Fe ARENRID Web TIVHICRTT SHRERIRB T 5,

(7) FIA_USB.1 User-subject binding(FIA&E-H7IIDMER)

TOE (FEBEESN/Z ID Mot EEE | SABLIUV—RFAZEORE . BLUBENAEITIHERERY

HAO—EEHTIIDMIEINATS,

(8) FMT_MSA.1(a). FMT_MSA.1(b). FMT_MSA.1(c). FMT_MSA.1(d).
FMT_MSA.1(e). FMT_MSA.1(f). FMT_MSA.1(g) Management of security
attributes(£F1)T/BHENERE)

TOE ($ Table 42 0:@N, ¥1UT4BIEDEFEE Y —FREAEARIC DRI RSN R AE(C

HIRR T3,
Table 42 tF¥1)T1 BHOEE
tXiUT1EHE 1BR1E &2
D.DOC(HEBHRYIANDAMAXET—A)ICHIGT | BMULWEaht —fRFIAE.
SATAEEHAER SA. BHE
HE
D.DOC(HEBRYDANDIATOXET—R)ICHIE | BLWEHE MW EESE
IR E & HATER
D.DOC(FFAR= TV MADFREXETA)IC | BLWEHE —feFAE.
X9 DR E & HAER HHEEE.,
SA
D.DOC(FFAR=F TV MADIATOXET—H) | BLEDHE WM EEE.
(CXRIS T BRTAE EHAIER SA
D.FUNC(Ya7183R)ICRIS T BmMAEHAFER | BALEhE —fEFIAAE.
HWEEE.,
SA
BENMERLEHREBRVIABSO—& ERK. HIBR. BLWVEDE. | —RRFIAE.
WE SA
HIBR. BMUWEDE. HE | EESE
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BHRRVIAES fErk. HIFR. FLEDE | —RRFIAE.
SA
HIBR. L& DHE HREEE

(9) FTA_SSL.3 TSF-initiated termination (TSF #28)ICL3# T)

TOE & Web 7570%hb CWIS (C—EE(20 2) D70 AN E NS EEOT1 Y (BRE Y YaY)

eDUV7UEREMEEKRT S,

FRBRENRIDL—ERRE(10~900 F TR E A EE) DIRIENEIMG S (L. BIENNRILDOEREN
D7ENFREIEEARS,

TIVA—=RIANEDEYYaVvEREFET . TV MOBERDEBEREIZEICEYIaVER T T3,

(10) FDP_ACC.1(a).FDP_ACC.1(b). FDP_ACC.1(c). FDP_ACC.1(d).

FDP_ACC.1(e). FDP_ACC.1(f). FDP_ACC.1(g) Subset access control (47wt

T AHE),
FDP_ACF.1(a). FDP_ACF.1(b). FDP_ACF.1(c). FDP_ACF.1(d). FDP_ACF.1(e).

FDP_ACF.1(f). FDP_ACF.1(g) Security attribute based access control (Z%aY

FABMICEZ PO A )

TOE (X Table 43 [CRTERD ., - —FREERLREIC LD MFD OEAR#EETHBIE—. T7D A A¥v
V. TV BERYD ADIRIEE# BRI SN AEFCHIBE TS, 220, KO FFEFHEMICTATD

HREEFIATES,
Table 43 EAHREANDT DT AH{H

HERE FFRISNB1R1EER A FAE
JE—#sE VAT LEBEICINFZEINZIC-HEEOF ANFIENE | SA
*Ijﬁﬁ%uﬁkfll] 'Iﬁiﬁt nﬁtﬁ” ot uIEé'ﬂf *”Fﬁ%a)ngi%l] 'Iﬁiﬁh\_ _'F:]Q*I]Fﬁ%

BUEma. BRI oDIE—BENETFIT NS,

AFvF—taE. VAT LEBEICLNRESNEZAT v —HEREDF AN EF RIS

FYRD=D2A%vy | NIEFIREFAEERE . BAIEEEESNLF AE OB HHw
taE —HUEEE . BESRIDODBBRYIANDAF v RS
TTIEENRIVD DD FTP H—N—=ADAF v T—REENEH

AIEN B,

TPOAEERKRE | YVATLEEBEICLNERESNLI7D A REDFI ANEFRI SN
R RAEBAIEIRE . #AIFREESNZFI AE OH A EH®RN —
BUESE . BIENRIDODOEFEIPIANDAF v T—HiE
BT e EFaiend.,

T)UB—tRE VAT LEBECLNFRESNLT )V - HEEOFI ANEFAIS
NIFIRAEHAIERE . BRI ZREESNZFI A E OB FHR
—HBUGE. FMABEDIA 7V M oDTIV T —8ETF4NX
— bV IRE. TFAR- TV T -IADXET 5D
ENRIDEF RIS 3.

BRRVIAMKEE | RERNYIARBELITATORAENFIATES,
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e aE RSN BIRECHRA FRAE
TPDAREWEE | TrDAERDODT - ARECHRRVIANOEREVATL | MEEES
EBEEREZL DI —([CLHOTHFIEMICETIND, SA

TOE (I Table 44 [CRTERD. FIRAET - ADEEEH AN DIASNTZFIAECHIBR TS,

Table 44 FIFAET—3INDTH A

FRET—H RSN B1RECIRA FRE
aE-7—4 AE—BECI TERSNZIE—T—ANDPIEAF BB | BWEEE
CPOEAFIEBI, SA
—RFIAE
AF¥vUT—4 EARBREDPDE AR T RISNZAF vy 3TN EITSND | BREEE
& AF YT A0 FTP Y= N—ADEENEFRI NS, SA
D.DOC(AF+rT—5)DHIFRHAEILHELY, —HRFIRE
TPOAEET R | BEAREOTOCATEHTHFAISNZIPDAVITHRITINDG | HREESE
ECBFIPDANDTPIAT —BEEDEFRI NS, SA
D.DOC(770AEIET —5) DHIFRHE AL FELN, —RFIAE
HFHRINVIZARD | IRTOHEBNYIANDXET—HAOEOHL., HIfR, TATO | HiHEEE
XETH BHRINYIANDXEDAX v U EENFFRISND,
BRAVIAAF v X EEEHETIR. FIRBEGB AN | —RFAAE.SA
BIBHBAYIALITHEIRATREE 3D, FIAE R AF YU X
EEEBERIIBRBAYIAEERL. AFv U RFERITTHL
(CED. D.DOC(EBRYDANDXET—3)BMERSNS.
D.DOCCHRERYIAADAEXET—)ICHISTIFEE | —RFIAE.SA
HAFREF REHIFRS—BULS S BRAVIAR
DFARBEXET-SOEIH L. HIFRNEFRISN S,
THAR=NTIY | THAR-FTIVPADTRTOXET-SDER. HIFRHEFE] | R EESE
FRDXET—H | SN, SA
D.DOC(FFAR- IV ADFREXET—R)ICH TSR | —RFIAE
BEHANFRF AEHANFERN —HLULBE. T51X-+
TV MADFREXET—HOR, BIFRDEFRISNS.
RTHDY3TT | D.FUNC(TFMR-(TUV MRDFRIE VT T-R)ICHIETS | —RRFIRE
-5 PR E A IFHREF RE B FRN—BULBE . T5MX
=TIV RO IIT DREIBRD TSNS,
D.FUNC(FFAR—= TV bUSND YT T—R)DHIBRIZEFRT | —MFIAE
SN
D.FUNC(3ARTDYaT7—R)DHIBRHNEFRISN S, HREEE
SA
D.FUNC(F3MR—- IV PRDFRE YT T-R)CHIETS | —RFIAE

PR E A IFREF RE B FRN—BULBE . TMX
— UV FRDOFRE I3 DRE(BE)DEF RSN,
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FRET—H RSN IRECIRA FRE
D.FUNC(AE—-Ya7)ICH IS TSR AE#AIHMEFIRER | —RFIAE
AEMA—EUEE . AE—Ja7 OHRE QE—EE) HEF
Nhd,

FARTHAED D.FUNC(TIMR-+FUvbIadede—va | BMEESE
NNDHRE(TFAR— TV b, IE-NTNOZELEBE) H'EF | SA

AISN B,
D.FUNC(F34R= )Y MERRIAE-IaT UMDY TT— | HEEE
) (Cx T BREE—TIRFRISNELY, SA

—RFIAE

TOE (& Table 44 [TRTEHN, 1Y —FREEREICINFRINVIA, TIMRX— TV FOBREZFREES
NZFIAZECHIRT S,
TPDARIET AL IR THEERRVDAICHEINT HET, Fidr H VIR E RSN R AE(CHIRT 3,

o BIETIUIMERE(TIMR—FTUY MRE
MFD Tl 734 R— UV MCRTFIDREZITV. FIAENFIRED A7V bOT )R- RS/ NTER
EEEERE VKBTIV MERET S5 E . HAIRERCHR T —2&EY by T T —R(CE#
(FAVR=X)LTA—H—ID CEDTFAR— TV FeLTRERN- RTARDEEIC—FEET 5.
Fz CWIS o1 —Y—ID &SAT—FEeA AL, FBEERICRIAEDSM17Y FADTFAIVEEICEINTY
YMETETIHELEKRICI-Y—ID CEDTIAR—- )Y FeLTREIN- FTAADREIC—KE
B\ns,
FAZEQR—RBEINCTVY T —SZHERTS12HIC. MFD OERERIVDH1—H—ID &)IAD—
FEAAL, BEESNHEI——ID (CHIG LTV MFBDUA M IThR TSNS, FIREIZDUA
MOGENRIFE T FIEHIBRDIE RO RIREE T3S,

o BERYDAMAE
3ICRRARSNTVEWIITETPDAR— B BIRVDACAF v U T —RETPIARIET —REKHH
FRHENRTRETH B,
BEABRERYDATIE, AARERYIAZERMLZI—Y—ID £RU ID TR SNLE—&FIRE.
SA BIUHMEEREOH N, RyDART—IDERH LRI, HIFRN T8 THS.

1.1.4. JATLEEEZCX 1T EEHEE (TSF_FMT)

VATLEEECFIVT EEKREL. HIREOFAENFNGHERERLEILHIC. YVATLER
BE-RADOPIEAEVATLEBEDHICHIRLT, BFRAISNEVATLEBREOH (CEERIVELYV
YATLEBEDSATY M5 TOE tF1 )T REDSRERE LB EITOHEREF T2,

(1) FMT_MOF.1 Management of security functions behaviour(Z¥a1UT(#EED 55 F

VWOERR)
FMT_MTD.1(a). FMT_MTD.1(b) Management of TSF data (TSF 7—20&EE)
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FMT_SMF.1 Specification of Management Functions (ZEEH#EEDHTE)
FMT_MSA.1(a). FMT_MSA.1(b). FMT_MSA.1(c). FMT_MSA.1(d).
FMT_MSA.1(e). FMT_MSA.1(f) . FMT_MSA.1(g) Management of security
attributes(EF1UT1BHEDEIE)

TOE [FFAIFRIESNIZ VAT LEEEDFHIC, TECLD TOE £H1UT 448EICRIR TS TOE B ET —
ADSRRERTELE. BLUSHKEEOR N/ B ERETH 1Y -1 TJ1-A&RH TS,
FEINODHEEICED, BREINZ X1 TEEMAEERHT D,

BAENRIDDIITEED TOE tF1)THEREDREES R L. RELEEITICENARETHS,

* N—FTAADEET A LETHERRORTEESRL. B/ EY. LECEROKEET

* N=FTAADEET IR SLEREOREESRL. AR/ BEIDREET

* N=RTAADERET - AESEF-—DREET

© KRS HOBEERED)SAT) - FERAOREES R L. B/ BENOREET

» VATLEBEEDERRICLIVIVLAEERREES L. A/ B, EERIROZREEITI

- WWMEESE ID £)\ADV-ROREEIT HEMEEEDH AL

- SA. —#&FIAE ID OFEESHRL ID £AT— FOKTE . FATTRELHKEEDREZITD

- A-H-NAT-F(—EFAEL SA) DR/ X FHHIRESBUREET

© RERYRD=DT-HREHEED TLS BIEDREES R L. AN/ EINHLUVFRBEROKEET
© RERYRI-DT—SREMEED IPSec BIEDRTEES L. A/ EDHLUVFHMIFTRNOREEIT

5

- 1Y AEEOREESR L. AMAEEL/ B LU MEROREEITI
ERTIUMERRDREES R, BH/HRIOREEITI

- B BRIESRUREETD

- BERRNA-IDUPHREEDREES R L. BN/ EIELUDI7REREOREEITI

- HETAMEROREESRL. B3/ ENOREEITS

- Uik—MHADREZSEL, YVATLEBRERE/FAEOREETD
© TPDARET - HERMTIBRBRAVIAEE DR EES R L. BRRNVIADIEE/BIROREETD

FEIATLEEBEDS(TY b Web T30 EEUT CWIS #EEICED, TEED TOE £F1UT11EE
NFREESHRL, REZBETOCENATRETHD

- WWEEE ID &)SAD-RFOREET HEHEEEDH R

- SA. —#&FMAED ID HEESHEL. ID ENRAT—-FOREEIT

© VATLEEERERRICLZPIVLAEERTEESRL. A/ EY. EERROREEITI

- A-Y-NAT-F(—EFIAEL SA) DR/ XFHHEIRESEUREET

- ERIUTAEENTHEEOR TSR LA/ BEIDREET
(AR, tX1)T1BEERT T TRUNOTHFANIPAINT, YATLEBEDS1T7VAPC £
(CHHVA—FFHEhmTEE, )

© RERY D =DT-HREHEED TLS BIEDREESRL. AN/ EMHLUVFRBEROKEET

© RERRYRD-DT-SREHEED IPSec BIEDRTEES L. B/ EDNHLUHMIFTRORZEELT
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2
- X.509 SEBAERIERL/ Ty FO— k/8H 00— kT3

1- - B EEOREE S KR/ BN S LURMEROR TS
. CWIS A= MUTHEEOBREESEL. AD/ BHOREETS

RN
1
(8]

(2) FMT_MSA.3(a). FMT_MSA.3(b). FMT_MSA.3(c). FMT_MSA.3(d).
FMT_MSA.3(e). FMT_MSA.3(f) . FMT_MSA.3(qg)
Static attribute initialization (5B HE#H1E)
TOE BEAREEETHDIE L. TUUA—BEEE. AFvFT—HEEE. RYMI—DAF v UHEEE. T7DA
BEEC LEF 1) TABHEDT 74 MEEL T2 BERERF AT EER E T %, (FMT_MSA.3(b))
7= D.DOC. D.FUNCICEALtFa)T1BHEDT 74 MEEL T, FRE & AIIERIC. ERLEZFI A
EHRERERETS, (FMT_MSA.3(a), FMT_MSA.3(c), FMT_MSA.3(d),
FMT_MSA.3(g)) %L, JE—0 D.DOC O AICx T B RICLDHIRIF L. HAFEFAIEND,
(FMT_MSA.3(e))
72 D.DOC (77D A%ZE) ICEAL X 1T BHEDT 74 MEEL T, 77DAT =3 (AR EIRT—3)
EERIIHERYIAOMAFHANIEREHZTE TS, (FMT_MSA.3(f))

(3) FMT_SMR.1 Security roles(t¥1)7/1&=E])
TOE FH#MEEZE. SA. VATLEBEBLIU—RAAZORIZHZEL. Z0RENZELLFA
E(ICEAEMITIVS,

1.1.5. DAMI—IVIZPEEHIRIEE (TSF_CE_LIMIT)

NANI—IVIZTIRERIBREREL . DA —IVIZPHR VAT LEEBE X 1T/ EIEMAE
(TSF_FMT)ICRET 2R ENSBHLUEBENERBVLIICHANR—IVIZ7OVATLEBEE—F
ADZREZHIR T BHEETHD,

COHEREICED ., DAMY—TIVIZPICLBERTEEENH ERLTED,

(1) FMT_MOF.1 Management of security functions behaviour(Z¥a1UT(#EED 55 F
LWOEHE)
FMT_MTD.1(a) Management of TSF data (TSF 7—4NDEHE)
FMT_SMF.1 Specification of Management Functions (B IE#EEDHFTE)

TOE [FFBEESNZYATLEEEDHIC AREIRIVECWIS DOAA M-IV I Z PR VEHIBRIEREIC
9% TOE BRET —ANSRERTE LB (HAEDAR/FEN)DILH D1 - —(V3-TJ1- %7 {#
EE:E

1.1.6. t¥1UT1EEOTHEE(TSF_FAU)

EFIIT EEOTHER, VATLEBECINVATLEBEEE - FTRESNLIEROTREICH
L\, IATO TOE MABCHULT, L2, 3D, EOLIBHERETOEDELIFERPEERIAY MHIZ
(FREELHBREE. 1I-Y-RERE) e, BIRRIILHOTF1IT(EEOT MRS,
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(1) FAU_GEN.1 Audit data generation(B8&T—34%RK)
EET-ADERIE. EESNEEERZAIAY M., BEEOYICEREFINEEERIIT S,

Table 45 [CEZEAT DFEMETY

Table 45 BE2&NT DE¥HA

BEBEOTHZRIAVME, L TOBRERT—AEHICEERIND, :

Date: Bff7—4% (yyyy/mm/dd, mm/dd/yyyy, dd/mm/yyyy ®LFhh)

Time: B Zl7—% (hh:mm:ss)

Logged Events: ARV bR (FRK 32 HIDEEXFSI)

User Name: FIR& & (&KX 32 HIOEEXFS)

Description: /XY MIEETHNBDERA (K 32 HIDEEXFII THEME TERSRBOIL)
Status: IRV FOMEEFER S LFIKEE (RK 32 MTOEEXFIITHMIEITESREOIL)

Logged Events Description Status
7TI\1 ADIREEZEE
Started normally(cold boot)
System Status Started normally(warm boot) | -
Shutdown requested
Self Test Successful/Failed
1—-Y—-32%
Login Successful, Failed(Invalid
. UserID), Failed(Invalid
Login/Logout Logout

Password), Failed
Locked System Administrator | -
Authentication

BEERNI-LE

Audit Policy Audit Log Enable/Disable
J3TAT—H2A
Print Completed, Completed
Copy with Warnings, Canceled
Job Status Scan by User, Canceled by
Fax | Shutdown, Aborted,
Mailbox*! Unknown
TIMABREER
Adjust Time
. . Add User _
Device Settings i | Successful/Failed
Edit User
Delete User
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Logged Events Description Status

Switch Authentication Mode | Successful
Change Security Setting BREEBLERF)

TN & T —INDT I A

Device Data Export Audit Log ‘ Successful/Failed

BIEHRR

Communication Trusted Communication Failed

(FOPVEBIERLRTE)

*1)"Mailbox"(ZHRBRYIANDXET —HRFERT

(2) FAU_GEN.2 User identity association(F| & i B & RO E M ()
TOE BEBINEEEXMRAINY MEEBEOT 771 IAGEERT DBFC. ZORRELSTF AEOH A
E$RICBEE(F T TREE LTS,

(3) FAU_SAR.1 Audit review (B5&LE1—)
XV TAEBNTT-RICRBINETATOERE., FiH HBIERRILTS,
FE"TEARTPAIVELTRETZ"ELODEATRORIVNHD ., COMBEICINEF1UT(BEENT 7%,
STRYINDTFASTIPAIELT, Aov0—RFBHIENH KD, EF1)T(BEEOTT-AEAIIO—
R ZE5(E. Web T505 &R TSHIIC. TLS BEEZAMEHESNTOEINEBLEL,

(4) FAU_SAR.2 Restricted audit review(BREEZELE1-)
X IUTAEBNTT-ADFTRA L LE. RSNV ATLEBREDHICRET D,
TXIUTAEENTTF—INDTIL AL, VAT LEEEN Web J50F 0 {EHTTHET. 241/ 3R
MoPDEATEHEFHEELL, YATLEEEHLN Web T30 %EELTTOEAOTA Y LTLVEITNIE,
VAT LEBEORI(OJM1 V) RICEATTRECES,

(5) FAU_STG.1 Protected audit trail storage({R:& SN 7=E5 & SE & HH)
TXIUTAEENT TR FH H UEEEDH T. BIRRBEEEDIS E#REEFAE U FELGHRSAP
WENRESNTLD,

(6) FAU_STG.4 Prevention of audit data loss(B5&T—2B% 05 1E)
TFITABEEOT T ADERICEOT B VB VM LAV T CRBSNLEE T —AICLEEL
T HULWEET-ANMEKRTIELBERHRIND,

BEEOTREDINY ME, 34 LAY TERIC NVRAM (LRTFESH 50 HISELEBE . NVRAM £
OO % 50 B T—20774 (AT TEEAY 77V IEES)ELT, REN— RT1AVEEA
REELT.HR/K 15,000 HOIXY M REFTIEN KD, 15,000 42823158, — &S
WA LAY T CREBRSNEEEOT I71 I DIBICEE LT, #0IRLTIXY MIEEEREN S,

(7) FPT_STM.1 Reliable time stamps(&{E4E31 LAYV T)

EBESNLEERRAAY EEEOT I/ T S8, TOE A2 TS IAYDHEEEIC LS5
LARVTERTTdHAEERMT S,
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FrEtDEREZEL TSF_FMT (CENVATLEEEDH N AIHETHS.

1.1.7. REBRYI—D7T -5 {RFEHBE(TSF_NET_PROT)

RERRY D —DT - REMEER. VATLEBRAE(CINVATLEREE-FTHRESNITEE 2 207
ARVEREDERICED, AERY NI-DT S {REHEENRHINDS,

(1) FTP_ITC.1 Inter-TSF trusted channel (TSF &S Fv=rIl)
TOEE TOE #EE 54 IT A TEF17ET— 4@ EMRIISNIESLEEFE 7O ML),
XETA, VITER. EF1ITAEENTTAIBLU TOE BRET &R ETIHETIRIETS,
COEEFEFrRIUL. hDOBEFrRIVEREMICEAISN . Z05HmORIESNZHNBLUHRE P
REND BETHZRETIENEFOTCD,
TOE HRHT I SLEEIUTORITHS,

p ul )] Bk BE7IIUIL

TLS D347k PC AES/128 Evhk
(Web 7504 —, JUV58—F34/8-) AES/256 Evh

IPSec D347k PC AES/128 Evhk
(Web 750%—, FUU8—F34/8-) Triple-DES/168 Ev
FTP #—)\—

a) TLSZOobkai
VATLEBEILINVATLEBEET— FTHRESNEITLS BIEICHEL. AERRYMI—DLEER
BXETA, VITER. EF1)TAEEOT T AP TOE BRET—IERETE—DOELT. tFa17
BT—5@EMRIESNS. TLS 7OMIUKIELTIVS,
TOE W<t i BHEREICELD. TLS H—N—EULTEMET BN KD, F TLS JOPILICKHETS
CEICEN R TOE L)E— MEDT—R@EEG . BEEPHSAVOmANLIRET N KD, FEE
MoDREEL. TEREOEEEICENBIET —IEMBIL TR LI TEERTE, LHESREEYaY
DOFREFICE RSN MFD RMADEREVIET%h. FE a0 T ERFISERT 3,

- TLSv1.0/TLSv1.1/TLSv1.2 7ORLELTE RSN EORE S5
BARICIE, TRROBESIERM— bOfRINMADRIRSN S,

TLS OFFSIEA1—t HERES A/ BYAX NovaA=R
TLS_RSA_WITH_AES_128_CBC_SHA AES/128 Evhk SHA1
TLS_RSA_WITH_AES_256_CBC_SHA AES/256 Ev i SHA1
TLS_RSA_WITH_AES_128_CBC_SHA256 | AES/128 Evhk SHA256
TLS_RSA_WITH_AES_256_CBC_SHA256 | AES/256 Evh SHA256

FERTDLOREL, TLS BES@&/E70 L0 HMAC(Hashed Message Authentication
Code - IETF RFC2104)#ae=E RT3 E(CLH>TEERT S,
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Web D347 b ETTLS BIEEHEMCT L. D47V MoDEKRIZ HTTPS Z&L T, ZIELET
NIEBoEL, TLSRIE[E., IPSec&ty b PyT 3301, FB> VAT LEBEN LF1)T EEDTT
—READYO- RFIBRICHERCERESN TG INEELEL,

b) IPSec 7OkrdJL
VATLEBELCINIATLEEEE— FTHREINEZIIPSec BIE IICH L. RERYFI—DEZHR
NBIXET—H, VaJlF|H. tF1)T4BEEOJT AP TOE RETHERETD—DLLT. EFa
TPET—REEMRIESNS. IPSec 7O PIUHIELTIVS,
IPSec 7ORLIE. TOE EYE— MREITEDLST IPSec BIEEITONEL VO, ME R PIES7ILTY
ALBEDNIA—REERTILHD, CF1)TA7YII-VaV0ENLZT D, PYII—DavDHEL
BIEESNTZHHED IP 7L ABDETOBRIET 1. TOE DFEIR OFF FLFVEYFSNBFET
IPSec M M5V AR— ME—FICEDEEBLEND, GHIESRIFITIaVORMIBEFICERSN . MFD K
KOEREZVIEIT I, FLBEEIaVDRTERBIHERT %,

-IPSec 7O PIJL(ESP:Encapsulating Security Payload)eLTA SN EfEOIE S5
BARMIZIE, TR @ERESARE) a1 ARXOMEAHEDEOAMNIDEIRSNS,

HERES A/ BRI Nyoa1AR
AES/128 Evh SHA1

3Key Triple-DES/168 Ewk SHA1

1.1.8. AVI7AA—=Yar70—tFa)71#8e(TSF_INF_FLOW)
AV7AA—=ay70—-tF1)T1#EE(E . external interfaces(4V &84 VA—J1—2A)E
Shared-medium interfaces(RE%Y FI—D)RICH(FBEF RSN VEEEHIR T H#EETHD,

(1) FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces
TOE [, SNERA V- T1— AN o R(TE OGNS T — A2 NI GRNERRY M) —DAERE T CEZEHIR T

S TECRENZRIT S,
SHERAVR—TI—A SMI(R &Ry bD—0) MBS T BRI AE
USB(T/M1R) TIVIT—HAZERAVI-TI-ATHH. DM VR3—T1—2AN

DEREFFFRIEN I,

GE: UV b IaTETIAR—=FT)Y PAETESND)

I7HAR— E/USB(KAR) | ERA® USB 4Y8—J1—ATIAY M- — REEEESN TS T
POAR—FE@E U T TOE [CARIEICTPDEATREITED, N
BEELERAEAI Y F)—DETT 3% 2 (TESL VDT, 28
REFORZENZEUVLLRERT —AEAERY FI—DiE
{EITiELIIL,

Ethernet T TR ZE LG &R MMDM VA —T1— ANDERE S EF
AIENILN,
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D1 —FT—AERAEIIA 7Y MY - N-DERIETSC
ER>EFRISN TLVEL, EmE SN B e LY,
CE: TV IaTRBTIAR- LTIV METESND)

BRI BRIV oD EEFE R T HA RN B ETHS,
FARENRIVDDODA N T IR RBLICHDI V3 —T1— A
NERE T HHEBEIITI L

1.1.9. BCTAMERE(TSF_S_TEST)

TOE (&, TSF £471— FHLU TSF T-INTE M EIRIL T HeHDE S TA MEREEREITT 5N
BETHS,

(1) FPT_TST.1 TSF testing (TSF TAk)
TOE (3#£28FF([C NVRAM £ SEEPROM ) TSF F—A% &L EEEEA L. EERIBRENRIVICT
I-Z2RTT S,
ERLEFIVT4EEDT T4, Bt O BT —INOICEEFENLBUVVEHEEOREI UEL,
F7= TOE (3#28)#%(C Controller ROM & Fax ROM OFrvhy LEHE LRI EDEE— T Bh%E
HERUVEERSIRESRIVICIS-2RTT S,
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8. ST B&EE-FHEE (Acronyms And Terminology)

8.1. H®&EE (Acronyms)
K ST [EHTBRREEELLTICEREAT B,

iE EERNB

ADF BHEREfEEDEE (Auto Document Feeder)

CC JEV9347)7(Common Criteria)

CE NARY—IVYZ7(Customer Engineer)

CWIS tUR—17408—2y MF—EA(CentreWare Internet Services)

DRAM H4F39D5 05 L7t AAEY(Dynamic Randam Access Memory)

EAL SFEREEL NJL(Evaluation Assurance Level)

FIPS PUB K EDEFRIFIRLIBIZLED H MR ¥ (Federal Information Processing
Standard publication)

IIT E& A H3—3F)(Image Input Terminal)

10T E{&H H58—3+I)L(Image Output Terminal)

IT fE#R i fif (Information Technology)

IP 413 —2%yr7A RV (Internet Protocol)

MFD FIRIEE#E(Multi Function Device)

NVRAM TERMESVH LT AAEY(Non Volatile Random Access Memory)

PDL R—JgBk E5&(Page Description Language)

PP 70752370774 )L (Protection Profile)

SAR tF1UT1REEEH(Security Assurance Requirement)
TN ACEFESNZESRMICEEFHZ ATRER ROM

SEEPROM (Serial Electronically Erasable and Programmable Read Only
Memory)

SFP 417188 & (Security Function Policy)

SFR t¥a)TH#BEZE 4 (Security Functional Requirement)

SOF K HESR E (Strength of Function)

ST t¥a)745—5"v(Security Target)

TOE STt & (Target of Evaluation)

TSF TOE t¥1")71#8E(TOE Security Function)
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8. 2.

FEE (Terminology)

A ST CHITPRAFEELTICEREAT S,

A ST TORE

AF v /Y RI=D2
Fry

(Scan / Network
Scan)

TOE Q#fE/Ix)VhvD TOE ROBBEINYD AN, FexyhJ—D(FTP 70K
INEBBET. NVIVOHREFIFIE— FTP Y= —AEEEREE RN AR, &
TzREIEF(C PDF. TIFF. JPEG EADE 5 EN A BE,

BFERRYDALEIFHHANEAT YL EPZIET7IANESR TOE RICRET
BBRIDIE, —H&FI A& (U.NORMAL), SA. #HEIBENER TEBIN,
MEEEENMERTIEEEERRYIAOF A, HTAHVATEIEINTL

fif.ﬁﬁj %, F. REETPIAXEZREFIIHRBRVIARL. SA [CE THERSNZL
DEIEET I EEHIAV AL THEREN TS,
FHBRAYIATHEMSNEZXEE., BENRIFLERY I LOOVE1—4
hoERDHE T ENTTRETH D,

— &% A& (U.NORMAL)., SA MEANFIICERTEIHBAYIA,

BEABRAIA BHEBREIINTOEANREBRYDACTIEATES,
FTATOFIRAENRBLUERTESIRERRIDA,

HEHERYIA CORYIANDXEICF, FEOFIAEMMERLELDEH B L. TATOFIA
ENFREEEE D, LIEL HIHVATHIAZZLLEN TS,
BRIV IMBEE AR E TR ECEE TV MEIESICHD, F=FICR

SrET 1 PNV E, BEEHELGEEE AULEWNMEE(CH A17—53% TOE RIC—
BFETEL. BAIERATR(CH N ERBT 2HEEE. EHD FF1AV FERERIEDL
B BEHEOE VO RF1AY M ANERTES,

I TOE RM® Web #—)\—T#&N. MIAEDZ172 +D Web T35 &N LT,

; TOE [Cx 9 2IKAERERR . BRELE . XEDOEDE U/HRIZE R, JaTHIkRH

1V53—%vh .

H—EA(CWIS) 'C%%)*)‘—I:R'.C"EB%’)O . o o
CWIS (&, Windows DiZ#E Web J50H TERATIENTES,

1—-4—-52% TOE O&HEEEE AT HIIC. FIAFEDHAE1T-oC TOE OF FAEEE (CH

(User FRENMTBHDBEBRETHD,

Authentication)

ARREEELE— FTEMET B

AIKERE

TOE 01—%—525E% MFD [CEHF L1 —EReFERAL R EEET

L
( ocal ) . 5;E_ Fo
Authentication)
EEFHE - , e — " - —
(Hard Disk Data REN— FTAAVEE LICERSNLEXET I ZHIRTSREIC. 207518
, HERET-ICLEETIEETRT,
Overwrite)

TAVIR—XtkRE

N—YREik S35 (PDL) TR SNENRI T —3&f# T L. Ev v T T —3(CE
Y SHHE,

FAUR—Z

TAVIR—AHEEICED ., A— Uk EFE(PDL) CRER SN T —REME L. E
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& ST COmE

EENZ

)

yhIYTT-RICE#RT ERE,

VATLEEEE-F
(system
administrator
mode)

—RFIAEN MFD OHREEFIR T SBEE— FEIZAIC, VAT LEBEEN
TOE O AIREICEHE T, TOE HRNENMERE® TOE t¥1UTHAES
ENSH/BHEL, BREBOEEITIBNMEE—F,

ZA— M7 HRE
(Auto Clear)

BAERIBLY CWIS hiofit BEELELVKEET—E DR RB LI
&, BERICEREEN NI 7Y FSNBIRETHD . BAE IR DS ST — DY
PR DX EN FIRE

DAMR-IVIZ7

(Control Panel)

(Customer MFD QORSF/MEBEITOIIVIZT,

Engineer)

tse = WEHLL. TOE FRIRESNTUVBEECTREBFERZHELTTIEATS

(attacker) BETHd, WMBEICF, RESNTZFRAETEIHEN, ZDERKRZRLTTIEA
I5EFELEFNS,

BIENRI MFD QREICHERRIY VT A9vFNRIVT1 AT VI D ERE SN/ 1%

o

—RFMAEBEDIMT U

—RFIRENFATEIIIATUL,

SAFLEEE 25 LEEENFIRTEIA T . AT LEEE(E Web J50F &L
DSAFUH MFD [Z%1LT. TOE BT —RORBDEERARIT),

—BHSA T hE TR

i’;"?_’“ YPBEY | O DB S LBLYSATY Mo — B RS

TIVB—FIM4N
(Printer driver)

—MRFIABEDIAT7V FLDT 3%, MFD h'EIRATREGA— YRk 558
(PDL) TSN T —RCE#TIYIMIITT, MIAEDSAPURT
EAT 3,

MFD DEIRAIBEBAR— VLR EEE(PDL) THRERINTZT 4, HIRIT—4

EIRIT—4 l2. TOE OF VK- AR TLY bRyTF— Bl EBEN S,
175 MFD LT 3)\~ FII7 1=y MITHTDNBEIEDSS. 12V EEDL 2
HYAELTBIEENE T4,
JE—HEEICENERH AFNET—5, BLUTUVS—BEECLDRIRED (7
ISR Y M BRI SNEIRIF — 9 %7 1K XA CER LT —5, EybeyT

TR BEAXTERERLUTRAEN-FT1ADEEICEMHINDS,

RNERN— RTAADEE
Mo DHEIBR

REN—RFTAADEENLCOHIBREEE B LGS . EEFEROHIFROEER
¥o TNH5, XET-INREN-FT1ADEENGHIFRSNZIH S . WIS
THERFERMVAIFRSINSH. HEHMCHIBRSNZXET - RTH LTI
AYBFERHELLD, ULNULXET-FBEHKEDU7ENTOELVREES
N. XET BRI, HELT AR UREIICEEAFNIETHRAFH X
ET-RELTHEN- FTAADEE(TTXS,

(Original
document)

AE—HEET IIT hoDFHH A B DR REBIXEPIEE ., BEBEETT,
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& ST COmE

—REFIAEN MFD OOE—#8E. T)UA—HEE. AFvF—HEEE. RV DD
AFvUHSRE. J7DAMEE. BBRINVD ABREERI AT BMRIC. MFD REREE
BYZLTHEBRERESOTIE. BHLTXET HERELETD. XTE
TR LT OREMNEENDS,

JE—#RERFE AT 3MEIC. IIT TR EN ., IOT CEIRISNBEY by T T—
B,

TV —REEEFIRT BRI, —RFAFEIFM17 Y Mo E SN ENRIT—
ABLU. ENETAVIR—AULERERERSNSEY YT T4,

AF v —H#EEE R AT RMEC, IIT A oA AFNRERN— RT1ADEEICE
BBty by TT7—4,

TPD A EEZ R AT BIRIC, IIT hoikd A FNIERABFHISEEFETIEV
VTR, BLU. EiREFHENLZEL IOT THIRIENBEY YT T—4,

FREFEHXET R

MFD OREN—FTAADEECERSNTER. FIRALKHET LI71IULHIBRL
ht, REN—-FTAADERERICE., T8 EELTVSREOXET -
B,

LFTBENT—

EEPERLER., -T2 TIMARNTREVEEELGERE. M)
DT (G L. TES LT L. TEDFER 1EVO R X TR FICEE SR LEZL D,

—M_DIAT U EBLVY - N-FB—RFIBED M7V FRICEFESNTY
%. TOE O#EEICHENDBI USNDT -4,

RE Ry FI—D%FRND TOE DREECHRNDILUNDT—4,

TOE #5E7—4

TOE [CL>THERENTED TOE [CBIL TR RSN IZ T —ATHN, TOE D F1!)
TAHRREICHEE 5 A BRI DHEHRET —Ho

N> TSF T—A0—&THN. BAFMICETENT—HTHS:
N—FFAADEBERT A LEEER. N\ FTAADEET HESLER. ¥
ATLEBEERER. DA -IVIZ7RAERRER. KK RID0DFEE
KD/ \ATD— FMEREHR. 1—7—)\A0— FOR/NXCFHIFR. FIAE ID &
NAD—FIER. YATLEBEZDIERRICLZ7IEAETIER. RERRYH
D=DT7T-SRERBH. CF1)T(EEOTVHREFR. 1 - -RHER. B
BTV MER. 27— MUTIER. BETAMER. LiR—MHAER. B
R E#R

HAENANTS 12 HOXHTF, M)\~ FFRVEBAES LA

e o COF— AL S R TS,
B LB L BB AN 256 C9MDT—h, WEN\— FFADE
e AR S L ADEOX BT~ ORI, CORF—AERALTIRSILE
5.
F9kI—D S8 NI DERE R MR AT 5 —RMICEAT 5B EORE,

SERRy RD—D

TOE = EHEI B TR EENH KL, AERYFI-DLUSNDFRY FD—D
(SEER

RERRY D=5

TOE 'R ESN BB ORERCHD, SRR I —DD oD EF1UT1DEB
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