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e-STUDIO2518A, e-STUDIO3018A, e-STUDIO3518A, e-STUDIO4518A, e-STUDIO5018A ) TH
%5, YBMHEIF 2 LT IZR Y, 72, MFPAKOEIAE GIEIE, BOR—)VIZHE S NAREBCEXEZ IZ L - T
MA#FIZE %I NS,

N—RD TR
EEE a—H—
w Y
RFEvF—ER BAIENTIL
1 1
s )\ ( " " ~N
FAXZ=whk S RT LIEER
AREFEER - » NCU Soc DRAM NIC | > RykT—%
o<
CPU
FROM FROM FRAM
PAPZ I
HDD P !
MFP i TOEHER |
Y
#RENRIXE
X 2 YR
VAN EYE: 157

- SYSTEM FIRMWARE :  Ver. TGO1SFOW1123
+ SYSTEM SOFTWARE :  Ver. TGO1HDOW1123
- ENGINE FIRMWARE :  Ver. TKIZ0MWWO02

- SCANNER FIRMWARE : Ver. TKIOOSLGWWO03
+ FAX1 FIRMWARE : Ver. FAXH625TA10

o HEN IV
BEARX V= NI, 22— =D MFP 2832572002 —Y A VX Tz —ATHB, N"—KU=x
TR, BERZ Y, LED BLUTXR Y FNR2INV X7 LCD TH D, VAT LHHI=w b LiEE
TBHZEIZLD, MFP 76 DIEHRA LCD IZRRI N, IV —FHBEFOZBIENEITINS,

o A¥ ¥ —iff
AF¥yF—a=v M, MEFREZHAALTZODANEETHY, TOEBT—X%E2TATLa2 0
—)a=w MIREETE, AFvF—2=v bV ATFLAHEERMOEEHELZITS> 77— 7

(SCANNER FIRMWARE) 3. HDD iZ#fiE T3,
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o VAT Ll

VAT LI IE, MFP 24k % Hlf U S HRE2 EB T2 R TH 5, Y 7 b = 71X, SYSTEM
FIRMWARE & SYSTEM SOFTWARE % S #f & v, & 4 ¥ A5 AfilfEEAH £ FROM & HDD I2#%
MEhTtnd

o )R-

TR —a=y NI, VAT L=y v SHIREREZEL, ATV Y N TF— X 2 ERIT
52—y bTHB, TV VX —azZy b VAT LHHERBOEEHHZITS 77 —Lb 7T
(ENGINE FIRMWARE) %, 7V v X —#dD FROM IZH&fiEhT\W5

e HDD (FIPS/N— K54 A2 % v b : GE-1230)

HDD &, 7 AU A AEEOMEFRERAUBEALE (FIPS140-2) HGIZHEN L 72 A C I SHERE 2 i 2 72N
—RNFA A RIF4T7ThHbO, £72 JCMVP it (JCMVP &S : F0022) HfFL T\ 5 BHD L
Javazy hTHb, MFP 2T 5Y 7 v 7D (SYSTEM SOFTWARE) 721 7% <,
AA=YT—RBIOXET —XABREI N, REEET — RIS I N =T 1 ¥ a VITRFES
N5, £72, FIPS N"—F T 1 227 F v M OEA LR, BN —VICila X AR ClinkEE 12 & > TF]
A& % T D,

e FROM (77 v¥aXEl))

FROM I AREHEMEA L -V RXAEYTHS, MFP 2fIfHlT25Y 7 b7 70— (SYSTEM
FIRMWARE) 23,

e FRAM

FRAM 3 AREEFRMA L —YTH %5, MFP ORI BE L TN 5 BEMERF L ZRRIET N1 ATH
éo

e SoC

SoC i, ¥ 7u 70y Y E2KIITNA AT ba—F KR EEKEES LU LSI ©. MFP EifEn £
AW 72 G % 47 5 R F v T,

e DRAM
DRAM (F, fEFMRAE) THS, MFP 24T 705620 —RNLEFTEIAEY) TH S,
e NIC (A b T—U A4 VR T A AH—NK)

NIC &y b7 =2 8kA v 2 72— AHDEETH 5, 10Base-T/100Base-TX/Gigabit 7 —H % v
NEYR—1NT 5,

o 772 A=y bk (GD-1370J/GD-1370NA/GD-1370EU)

PSTN &#ift L. G3 I[CHEPLL 724thdD 7 7 7 AKEMT T 7 7 AXE R EZETE2HHEDOY TV a v
=y b TH D, W5ed ZE - #HIHFIZ L > T PSTN RIRRBIE B RRS720, ToOMBIHEALTY 7 7 &
F T a v BERT 50, O 11 Table 1IZRT B BEFEORKEDT VT 7 Xy h(J.NAEU)
CEDEAEING, BB, 777 ABEPLICY AT AHIEERBEEORME AT 77y —L 72T
(FAX FIRMWARE) 1%, B3 2H - Hgic b s TH—D7 7 —L 7 = 7 A, TNFhDfd
D77 7A=Y D FROM IZEMAINTE D, 2—HY—2fFHHTE S 7 7 7 AREIXRA L TH 5,
o, Ty VAKX TV a VOB SGIEIX, BRIV ICIE S AVIREE T H T X o THIHE ICHE X
ns,
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142, HARXVA

ARTOED A A X AL#E|L, Table 2, Table 312779 & 8 0 JFEARK & HARGEROBUIEHHELH b, PDFE
K7 74L& UTDVD-ROMIZINER L 7z e . FIRIPIORETREESI NS, HARENW I G HAGEKR Z .
Z Dt D ENZ X HEFER 2 MFPE IR X 7R CRIAZE ICBA I D, £/, 7727 ATV avD
Bk Wi Ex, GD-1370J12 & HAGERR A, GD-1370NA/1370EUIC IZFEE R AYEIRIY) DK RE T RN & 1
TW3,

Table 2 EFERAT A XV A

AT PDFZR EN %y
Quick Start Guide OME17004400 O O
Safety Information OME17005600 O O
Copying Guide OME17006000 O
Scanning Guide OME17006600 O
MFP Management Guide OME17007400 O
Software Installation Guide OME17007200 O
Printing Guide OME17007000 O
TopAccess Guide OME17007600 O
Software Troubleshooting Guide OME17006200 O
Hardware Troubleshooting Guide OME17004800 O
High Security Mode Management Guide OME170078B0 O
Paper Preparation Guide OME17004600 O
Specifications Guide OME17005800 O
Fax Guide GD-1370 OME17008000 O O
Table 3 HAZERA 1 XV A
A BV AT PDFER FR k%)
AT ASRETT A R OMJ17004300 O O
LARIZBHNNI2ZL 721 OMJ17005500 O O
av¥—HA K OMJ17005900 O
AF¥ ¥y vIi4A KN OMJ17006500 O
REEMATA R OMJ17007300 O
AVARN=IHAR OMJ17007100 O
FOIA A R OMJ17006900 O
TopAccess A K OMJ17007500 @
NIV a—=Ta v THAR [V7 Yz THH] OMJ17006100 O
FNITNY a—F 4 v IHA R[N— R 7] OMJ17004700 O
NAEFal)TqE— NEREHTAN OMJ170077B0 O
FARRHEN AT A R OMJ17004500 O
kAT A R OMJ17005700 O
Ty AHA R GD-1370J OMJ17007900 O O
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1.4.3. TOE®D k¥ k&iEH

TOEDGREL 5T, IRDE 7 Y 3 /12 & - TRl T N B TOEMRERRE S & O — RV HEEEIC & o> TESR
Thd,

A—)L FTP SYSLOG
a1—4— D3A4TUMPC  H—s3— H—/— H——
A
1
!
1
]
¥ 3 i ¥ ¥
BRI BEET R
y X
Y Y
21— — R R e
Y
— g
> — SE Ml Lb
e FUSR TSFT—4{REHERE
e tee 1
- .| FAxisge B TSFE DR
%ﬁb
A
ARERR [
¥ \ 4 ¥
A—HF—TH G R | > HDD
] ] [EE=Rg 1
¥ ¥
| EEOTER
| D.TSF.PROT | | D.TSF.PROT |
| |
= TOE
X 3 FwERBER
1.4.3.1. EAB%sE

TOEIZHAWLHEEEL LT, a¥—, VUM, AFy U YXOEBGIZET S HOMKEEZEL, 2050
HERE 2 A HNIZ RIS 5,
o 1 [ﬁo—%%ﬁlé
I—H—DEESRINVEBIEL T, AF vy F—HTHRCELRFHAND ., EEHRIT 28EETH B,

o ElJlEHE
74TV RPCHROLDTY Y M T—X%, LAN 24 L C TOE 1240 . #UICEIRIT 28ETH 5,

o A%y UHEEE

I—YF—DEERI IV EEEL, MXEZAF Y F—E8THIND ., TOEET — X % A —)VIZEA Uik
ZLU7AD, FTIPY—N— IR ETHRIELNTXS,
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o 77U ARkHE

77 I ABBEL R, T 7 O ARMEMREL T 7 U AZEHREN S B,

77 7 AEEHEEIL. AF ¥ F I THAN S ZHMXET — X%, PSTN 2/t L THMNRD 7 7 7 AB%IC
RETHIHEETH D, T/, 7727 AZEHEEIX, PSTN 20 L THET 7 7 A 5B EI N TE-
XETF—REZETHHETH D, ZTDEDITIE,. 777 AX T a2 (GD-1370 £ 721% GD-1370NA,
721X GD-1370EU) DB ETH 5,

o TOEH EMeE

AGREFHEEEIZ & 0 BEE I N E R E DAY, BAE/ SRV F721% TopAccess 75 TSF ¥ — X IZBH$ %
BlE 2 ZIFcE 5188, HIAIX, HRROZEFEP 2 —H —DEE/HIBRRE 2175 2N TE S,

1432 ®FaV 7«8k
TOEIZ X o THRHI N Fa ) T A BRI TD LB Y TH 5,

L4 ?E&EIJ uzu\u &U‘HCD% %{%ﬁﬁj—éfl&bo){ﬂ_’g‘%ﬁg

i, FRREREREIX. TOE Z2FAL LS5 d56a2—¥ =2, TOE 2HHT AN TEZ521—HY—Th?
MEIPEMGEL, FIHTE 22—V —ThI2HMHRINZGEOAFHTN 252 5 6ETH 5,
TOE &, 2 —¥—il$ 572012, #ERXILVEZIZIF514T7 N PCHh6D—H—ID L a—H—
NAT—=REANTE LS Ia—F—IZf L, 22— =AY = NANFIZXI —XFERRT D7 1
— RNy 7 DR#EREEY . REHICER ULz —20v 277 MERERMACWET, £/ bnoa
VBRI RR D TE ORI W 2 A, BEINICB T T T AKEEERRA TV 5,

o 7 U Ad{HKERE
TOE i, & d3Na—H—IILRREETH 21— —T — X RUBEREAND T 7 2 22 HIAIL £,

o EEHEAE

TOE (. BEDIREZEH T 27-DDEER T 2ERT S, 1 XY MEIZEERINZTRTOE T,
W*ﬂ—ﬂ—mémém EHEY —N—THET LN TE D,

o ESHH MG HERE
TOE &, LAN 286t Lil{E 9 2B2, % v b7 —27 LOERET — X ORMP U A ZFET 57720
GEEmE7o b alEYR—T 5B,
TOE OEHABREETIZ. 2547 F PC, A —)L¥—,"—_ SYSLOG ¥ —/N—, FTP ¥ —N—L@fEd
LM, T—REWESMTE-OICTLS 2HT5, £/, 774V PCHETIV VA RNTA NEfioT
IPP FIfi 4 5565, TOE 127 7147 > b PC L D@EFIZ TLS 2fi>T 7Y > 7w b 2o IPPS %
FoTTIV Y b TF—REHELTVS,

o TSFHC{%#

TOE . BEHIO Y 72 F v 12T ATV RNEBLOKRIEZFAL T, #NETARE 7 7ML EEKR T 7
ANDOFEMT A 2FETLET, ZHZXD, TOE BEETEZIREIPSHIA SN ZHET
LT EYWTEB,
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o TSFF— & {}#

HHERE 2R > — Y —DOADVEKEZEH L, ALY - AL 70 bl e HHE 7 I3EY

IRET DI ENTE S,

o T —XIEEAL

HDD 2R E SN2 12— =T — R OJwHEZIET 572012, ThoDT— R 25T 58ETH D,

e PSTN7 7 7 A — 3w b7 — 27D EirRE

PSTN 5D AN%E 7 7 7 AZEIZHBT A ick b, EBEERERD S LAN NMEATBE Z L %2519

LIRETH 5,

e VI U777 v TF— bOWKREE

TOEDY 7+ 0 xT7 27 v 7T— B 7Yy 7T— 3BV 7 b 27 BERBREDNE S %
WL SHEETH 5.

1.4.3.3. HEE

ARSTIZB S 2 RE D H

FEOW, 2ETHEHAERL TVWACCBLUPPTEHEINTWSHEEIZDWTIX, %

DEBIINED ., TNLUSNDHGE%RTable 4IZEFHT 5,

i

a—¥%—ID

Table 4 FHEE
EE
—f 21— —, MFPEHZE MG XN 58] 7. TOEIXZ ORIz kD
A—Y—2kET D,

I—HF—RZAT—NK

#a—F—HTOEICH Y1 T BRICHAT 5827 — K,

YVarsns TV hYa T REERRRE ZEEMIBRSIOAFrYaTDk
5 7Y a TG

Avt—vns MFPDOREREERD B2 W Z 2 —HF =12 X D EIF SN BECET a0

TopAccess WebR—=ZADY a 7B LT NA ZAEHY -V THB, ZDY—ILEHH

TBHLEAY NI —2%N LU TCMFPOEHREZRGET S I ENTE 3,

HEia 277w R

az4 L TWda—Y =2 —EREMFPOEMEE L - 25512 H
iz a 7 b E NS E ORI,

Oy 27w R

Oy 277 NINET ATV NDPRIRE D E TOREH,

H A /I 0 O DR EHR. £ H/H /K58

&l UNORMAL, U.ADMIN, U.FAXOPERATOR, UACCOUNTMANAGER,
U.ADDRESSBOOKOPERATOR

T77—=ALTU=xT N—=RD T %GS5 7-DICBRICHARAENTZY 7 b T

Cipher Suite

TLSHEETHHT AEE T LI XLOMEED T &,
M B W b~y v ol ofick > THERENh S,

7 KL AR

77 7 AT, email7 RV AZSEE—EE UTHRR, RRTHIETE,
T 7 AEERAF YV De-mallibF D5 2 BIZIEETHZ LN TE
5,
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i R

-V —FREERBE O | HEEIZLD, BN AT = ROANY NI AEEOEEP, uy 7T

(=il DU MNEHOEE, oy 27 D NINET AT NAT—RA%Z 7 )T =27
LZEeMTED,

XaT7F v RN FoFIIEHEINBNWE ST — X 2B S LU BEF v 2L,

R AR IR 37 RAVEDILT T N T T VAGEDRT 14 T % /DT
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2. HEFER

2.1. CCEA&EIR
ASTHE LK UTOEDCCH A ERIFLATD LB L TH 5,
Common Criteria version: Version 3.1 Release 5

Partl : Introduction and general model April 2017 Version 3.1 Revision 5
Part2 : Security functional components April 2017 Version 3.1 Revision 5
Part3 : Security assurance components April 2017 Version 3.1 Revision 5
CC part2iZx§9 2STOi# & :  CC part 2 Extended

CC part3iZxy 9 ASTD A :  CC part 3 Conformant

2.2. PPEAER
ASTE L UTOEME A L TWBPPIXEATD EE D TH 5,

PP#4F Protection Profile for Hardcopy Devices
PP/N—Y a v 1.0 dated September 10, 2015

R JISEC-C0553

Errata : Protection Profile for Hardcopy Devices — v1.0

Errata #1, June 2017

2.3. Ny r—UHEAEXE
ASTIF NN r — IV ADEE FERIZL 220,

2.4. HEEIRIEH

PPERT BT D&M ZE L. PPOENREY [Exact Conformance] TH53, TD7=&, TOEFM
AiEPPE—HL TW3,

- Required Uses
Printing, Scanning, Copying. Networking communications, Addministration

- Conditionally Mandatory Uses
PSTN faxing, Fileld-Replaceable Nonvolatile Storage

- Optional Uses
AV
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3. Fa) T REES
31 a—¥%—
ASTTIE., FEDOLSIZTOEO I —HF— 2 BH 2 EHT S

Table 5 *—¥—49%
ZF 4 EH

U.NORMAL —ft1—H%— | TOEQHAKRETHZ I —HEE - 7Y Vb
BéHE - A X v VHRE - T 7 7 A EHRER R
TTEsa—¥—, —Ra—¥—id HAHK
BEZ L ICTHEHER Z M G X, 5 n-8
R 2T TE S,

U.ADMIN HHH TOED ¥ ¥ 2V 7 1 BREIZIRD D E, 21—
Y—D7 ATy MEROET, Ehn s O
&Y, TOE & DEBMREZ FOEHE,

U.ACCOUNTMANAGER =ik A—HF—DTHY Y MVEH(Z—F—Da—
Y—IDPALEIRE, FEARE D HRIEHEIR 722 &)
DFFENT A B EEA,
U.FAXOPERATOR —fa—Y— | 77 7 AR ERERETTE - —,
U.ADDRESSBOOKOPERATOR | —f#(1—#%— | 7 KL RAIRZMHETE 521 —¥—,
32. B

321 2—Y¥—F—2X&
ASTTIE2DOD A —HY —F— X %2 EHT 5,
Table 6 2 —H¥—5F— XT&EJ

2y ) BrENHE EH B3
DUSERDOC | 2 — ¥ — X | EFWNELIEFIN—FIaV¥—DFERAT. | a¥—xEF—X
BT —X I —DOXEIZEZTNDER TN XET—XR

AF Y UNET—XR
77 0 AREXET— X
770 AZEXET— R
DUSERJOB |2 —# =V | 2a—PF—OXEE AR XEQMHEY 2 | TV vYaT
a7F—& T BT B IR A¥xyrVar
av¥—va7s

Ty O AREEFEY a7
Ty IAZEYa T

3.2.2. TSF5¥— &
TSFF— &%, 2208 ok s,
Table 7 TSF 5 — X f&HI

D.TSF.PROT |f#E XN/ | T—RZOMAZETHEL, £421F | EF a7 F ¥ 2IIVOAER/HER
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PN BEMHE et EE3 ]
TSFF— & BHEREE R wa—F—iz | 2a—%—ID
EoT, BEASNETSFF — 4 [

MTOED ¥ ¥ 2V 7 1 8% JIF !
Fob Lhmwas, Biicone | 7T AAT=RKOY RS
WARTES kS RTSPF—x, | 1 HH

gy 77 R

Oy 7IN7hU Y MAT

— XA

F—bu 7y N
H IRp I
BINSAT—RE

7 N L AR

SYSLOGH — /N — D&

FTPY — N — D& E
D.TSF.CONF | B DTSFT | T— X DOFiEETH R, HHE | 2a—YP— 27—
— X BEL WA —F -1tk o
T, BEFHIIRIASINZTSF
F—=XMN, TOEOEF2) F11Z
HERRIITIBELNBEVWE S R
TSFF—4,

33. BB

EEEE PN 5TOEIZN T 2F#IE. MTOLEHTH 5,

ZiilE, TOEOX®F 2 ) 7« H#t 2 fahfb T 2 MO H KR E2 L7267 7 v a VEETT 2EM

I—VzVhMIkoTEHIND,

Table 8 BRDEH

| &7 i
T.UNAUTHORIZED_ACCESS WEE L, TOEDA VX7 —A%@EU T, TOEND—H
—XET—AANT 7R (B%E, )&, £2I3HIR) . £
Fa—Y—var7r—RELE (WEXITHIR) 7571
L I7awn,
An attacker may access (read, modify, or delete)
USER.DOCument Data or change (modify or delete) User
Job Data in the TOE through one of the TOE’ s
interfaces.
T.TSF_COMPROMISE WEFIZ, TOEDA VR 7 —A%BL T, TOENDOTSFT
—RANDARIERT 72 A%2E50 LRV,
An attacker may gain Unauthorized Access to TSF Data
in the TOE through one of the TOE’ s interfaces.
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22y i) EE
T.TSF_FAILURE TOED#MENF /] & Nzt G, TSFORREENIZ L > T, ¥
a2V T DEEZEFEEITND LA,
A malfunction of the TSF may cause loss of security if the
TOE is permitted to operate.
T.UNAUTHORIZED_UPDATE WEHIX, TOEIZARERY 7 MY 2T 24 YA M—=)LT 50
Ly,
An attacker may cause the installation of unauthorized
software on the TOE.
T.NET_COMPROMISE WEBEHFIZ, xy N —J@BEEE=X—UE0HELEDT
5ZET, RMEHFOT—RIZT 72 ALZH, TOEOEF 2
V714 2RELZDTE0E LR,
An attacker may access data in transit or otherwise

compromise the security of the TOE by monitoring or

manipulating network communication.

34. Mo ¥Fa V71 St
T, @ET28A38IT 0o x ) 71758 (OSP) TH 5,

341 MO F 2V T 4« AHDOES

MO F 2V 71 HeHd, BEIRTIBHICEODVWTERT L2DIXEANTIIZW, 230
HOWFRENSHE LB, ¥F a2V T4 R AHOREBERZ BT 272D IfHI NS,

Table 9 MDDt F 2 ) 71 HDOES
| 475 | EH
P.AUTHORIZATION a—H i3, CELB R OEEERE 2 EAT S 2 KR 2 A
Baxhir il s,
Users must be authorized before performing Document
Processing and administrative functions.
P.AUDIT X2 )T 4ET T T I FEASI ORI NERS
T, FRI0LIBRTIVarousidgESh, AT
VT a4 T ANERFEINRTNIER S RN,
Security-relevant activities must be audited and the log of

such actions must be protected and transmitted to an
External IT Entity.

P.COMMS_PROTECTION TOEIX, LAN EOMhd 731 2 & %A T & 2 i
572\,
The TOE must be able to identify itself to other devices on
the LAN.

P.STORAGE_ENCRYPTION TOENR 2 —H —XEF — X £/IIMEBEDOTSFT — X % Bihis

(SR & B ZH) BATRE R AR A N L — U TN AR AFE T 2854, TOE

XZENOSDTNAAEDZIDEI BT —RE2EE/AT S
&,
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247 EE

If the TOE stores USER.DOCument Data or Confidential
TSF Data on Field-Replaceable Nonvolatile Storage
Devices, it will encrypt such data on those devices.

PKXEY MATERIAL A—H—XETFT—RFZIIMEDOTSEFT — X OB r] fE
(G & 2H) BAHEREMEZA N =V DO SHOERIZFES TS5 LS

. CEX O, YIS AT BB FREToMob 505
fllZ, RIERT 72 A6 R#E I NIRRT TR 5720, D
FDAR L=V FNA A BITRESNTIZR S 2,
Cleartext keys, submasks, random numbers, or any other
values that contribute to the creation of encryption keys
for Field-Replaceable Nonvolatile Storage of
USER.DOCument Data or Confidential TSF Data must be
protected from unauthorized access and must not be
stored on that storage device.

P.FAX FLOW TOENPSTN Y 7 7 Afkae # 1Rt 9 2354, PSTN 7 7 7 Ald|
(i & e 28) i LANDRIZ 2% fR2F 5 5.,

If the TOE provides a PSTN fax function, it will ensure
separation between the PSTN fax line and the LAN.

3.5. RifRe%M:
HIREMFIE, X2V T o RAHPLF 2 ) T+ BEEBEAEDENTH 572012, fi= I NRFhid%z
LRWEETH B,
Table 10 B
| 1 | e

APHYSICAL TOE, KUTOEMRAF F 72 13T 2 7 — X OAfifE 1z Kb - 7-PHE
LX) T, FORBIZL->TRMEEINZZ L 28ET S,
Physical security, commensurate with the value of the TOE and
the data it stores or processes, is assumed to be provided by the
environment.

ANETWORK EHREEIL, LANA VR 72— ANDOHEDPSDEEDT 72 A H
STOEZ{RiET 5 Z L 2 ET 5,
The Operational Environment is assumed to protect the TOE
from direct, public access to its LAN interface.

A TRUSTED_ADMIN TOEEHEIZ, 1 beFa )T« HEHIHE> TTOEZEH T 5 &

I hTW3,

TOE Administrators are trusted to administer the TOE according
to site security policies.

ATRAINED_USERS FHENa—F—ld A beFa) T 1 HEHIE S TTOE%
Y5 X 8EIMEZIT TV,

Authorized Users are trained to use the TOE according to site

security policies.
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4, ®Fa2) 71 XKL
41, EHBREY XY 70 MR GE
ERBEEY X 2 ) T 1 HE SO \WT O 2N A Table 111230k 4 3,

Table 11 ERABEDO X2V 7 1 xE Lt

| 445 | e

OE.PHYSICAL_PROTECTION HAHEBEX, TOE, KOTOEDRE £ 72 13T % 7 — X DA
EIZREG- 728X 2V 7« 284 LR IT IR S 230,
The Operational Environment shall provide physical
security, commensurate with the value of the TOE and the
data it stores or processes.
OE.NETWORK_PROTECTION | MEFESiX, LANA VX 7 = —ZA~DIE P S DEHEDT 7+«
AMNSTOEZIRH#ET 5720122y N7 =27 F a2 ) 7 1 &gt
LR Nid7e 5780,
The Operational Environment shall provide network

security to protect the TOE from direct, public access to its
LAN interface.

OE.ADMIN_TRUST TOEMAEH X, BHHHENZ OMHERZERED 2 HIIZHHAL wv
WS EHEE ML LR IR 50,

The TOE Owner shall establish trust that Administrators
will not use their privileges for malicious purposes.
OE.USER_TRAINING TOEFiEH X, 22—V =2 beXa) 71 HE2EMHL,
TR NEEF->TVWB Z L 2 AL AR ITNIER 5720,
The TOE Owner shall ensure that Users are aware of site

security policies and have the competence to follow them.
OE.ADMIN_TRAINING TOEFE#H X, EHEVY A X a7+« HEHZ2HML.
TOE% E UL FZE L, /AT — N ez MM R#ET 572012
HEZEDHA XV A%IERT 2B E2F>TWD I L Z2HFEL
BRI NIER 5780,

The TOE Owner shall ensure that Administrators are aware

of site security policies and have the competence to use
manufacturer’ s guidance to correctly configure the TOE

and protect passwords and keys accordingly.
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5.

5.1.

Extended Component Definitions

Extended component definitions are listed below.
FAU_STG_EXT Extended: External Audit Trail Storage
Family Behavior:

This family defines requirements for the TSF to ensure that secure transmission of audit data
from TOE to an External IT Entity.

Component leveling:

FAU_STG_EXT.1: Extended: External Audit Trail Storage }— 1

FAU_STG_EXT.1 External Audit Trail Storage requires the TSF to use a trusted channel
implementing a secure protocol.

Management:
The following actions could be considered for the management functions in FMT:

e The TSF shall have the ability to configure the cryptographic functionality.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e There are no auditable events foreseen.

FAU_STG_EXT.1 Extended: Protected Audit Trail Storage

Hierarchical to: No other components.
Dependencies: FAU_GEN.1 Audit data generation,
FTP_ITC.1 Inter-TSF trusted channel

FAU_STG_EXT.1.1  The TSF shall be able to transmit the generated audit data to an External
IT Entity using a trusted channel according to FTP_ITC.1.

Rationale:

The TSF is required that the transmission of generated audit data to an External IT Entity which
relies on a non-TOE audit server for storage and review of audit records. The storage of these
audits records and the ability to allow the administrator to review these audit records is provided
by the Operational Environment in that case. The Common Criteria does not provide a suitable
SFR for the transmission of audit data to an External IT Entity.

This extended component protects the audit records, and it is therefore placed in the FAU class
with a single component.

Copyright© 2018 TOSHIBA TEC. All rights reserved.

17/85



5.2.

5.3.

FCS_CKM_EXT Extended: Cryptographic Key Management
Family Behavior:

This family addresses the management aspects of cryptographic keys. Especially, this extended
component is intended for cryptographic key destruction.

Component leveling:

FCS_CKM_EXT.4: Extended: Cryptographic Key Material Destruction H 4 |

FCS_CKM_EXT.4 Cryptographic Key Material Destruction ensures not only keys but also key
materials that are no longer needed are destroyed by using an approved
method.

Management:
The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e There are no auditable events foreseen.

FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

Hierarchical to: No other components.

Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction

Rationale:

Cryptographic Key Material Destruction is to ensure the keys and key materials that are no
longer needed are destroyed by using an approved method, and the Common Criteria does not
provide a suitable SFR for the Cryptographic Key Material Destruction.

This extended component protects the cryptographic key and key materials against exposure,
and it is therefore placed in the FCS class with a single component.

FCS_HTTPS_EXT Extended: HTTPS selected
Family Behavior:

Components in this family define requirements for protecting remote management sessions
between the TOE and a Security Administrator. This family describes how HTTPS will be
implemented. This is a new family defined for the FCS Class.
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54.

Component leveling:

FCS_HTTPS_EXT.1 Extended: HTTPS selected — 1]

FCS_HTTPS_EXT.1 HTTPS selected, requires that HTTPS be implemented according to RFC
2818 and supports TLS.

Management:
The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e Failure of HTTPS session establishment

FCS_HTTPS_EXT.1 Extended: HTTPS selected

Hierarchical to: No other components.
Dependencies: No dependencies.

FCS_HTTPS_EXT.1.1 The TSF shall implement the HTTPS protocol that complies with RFC
2818.

FCS_HTTPS_EXT.1.2 The TSF shall implement HTTPS wusing TLS as specified in
FCS_TLS_EXT.1.

Rationale:

HTTPS is one of the secure communication protocols, and the Common Criteria does not
provide a suitable SFR for the communication protocols using cryptographic algorithms.

This extended component protects the communication data using cryptographic algorithms, and
it is therefore placed in the FCS class with a single component.

FCS_KDF_EXT Extended: Cryptographic Key Derivation
Family Behavior:

This family specifies the means by which an intermediate key is derived from a specified set of
submasks.

Component leveling:

FCS_KDF_EXT: Cryptographic Key Derivation |—| 1 |

FCS_KDF_EXT.1 Cryptographic Key Derivation requires the TSF to derive intermediate keys
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from submasks using the specified hash functions.

Management:
The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e There are no auditable events foreseen.

FCS_KDF_EXT.1 Extended: Cryptographic Key Derivation

Hierarchical to: No other components.

Dependencies: FCS_COP.1(h) Cryptographic = Operation (for keyed-hash message
authentication),
[if selected: FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit
Generation)]

FCS_KDF_EXT.1.1 The TSF shall accept [selection: a RNG generated submask as specified in
FCS RBG _EXT.1, a conditioned password submask, imported submask] to
derive an intermediate key, as defined in [selection: NIST SP 800-108
[selection: KDF in Counter Mode, KDF in Feedback Mode, KDF in
Double-Pipeline Iteration Mode], NIST SP $00-13Z], using the keyed-hash
functions specified in FCS_COP.1(h), such that the output is at least of
equivalent security strength (in number of bits) to the BEV.

Rationale:

The TSF is required to specify the means by which an intermediate key is derived from a
specified set of submasks using the specified hash functions.

This extended component protects the Data Encryption Keys using cryptographic algorithms in
the maintained key chains, and it is therefore placed in the FCS class with a single component.

FCS_KYC_EXT Extended: Cryptographic Operation (Key Chaining)
Family Behavior:

This family provides the specification to be used for using multiple layers of encryption keys to
ultimately secure the protected data encrypted on the storage.

Component leveling:

FCS_KYC_EXT Key Chaining — 1]
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FCS_KYC_EXT Key Chaining requires the TSF to maintain a key chain and specifies the
characteristics of that chain.

Management:
The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:
e There are no auditable events foreseen.

FCS_KYC_EXT.1 Extended: Key Chaining

Hierarchical to: No other components.

Dependencies: [FCS_COP.1(e) Cryptographic operation (Key Wrapping),
FCS_SMC_EXT.1 Extended: Submask Combining,
FCS_COP.1(i) Cryptographic operation (Key Transport),
FCS_KDF_EXT.1 Cryptographic Operation (Key Derivation),
and/or
FCS_COP.1(f) Cryptographic operation (Key Encryption)].

FCS_KYC_EXT.1.1  The TSF shall maintain a key chain of: [selection: one, using a submask as
the BEVor DFEK; intermediate keys originating from one or more
submask(s) to the BEV or DEK using the following method(s): [selection:
key wrapping as specified in FCS_COP.1(e), key combining as specified in
FCS SMC EXT. 1, key encryption as specified in FCS COP.1(f), key
derivation as specified in FCS_KDF EXT.1, key transport as specified in
FCS_COP.1(i)]] while maintaining an effective strength of [selection: 7128
bits, 256 bits).

Rationale:

Key Chaining ensures that the TSF maintains the key chain, and also specifies the
characteristics of that chain. However, the Common Criteria does not provide a suitable SFR for
the management of multiple layers of encryption key to protect encrypted data.

This extended component protects the TSF data using cryptographic algorithms, and it is
therefore placed in the FCS class with a single component.

FCS_RBG_EXT Extended: Cryptographic Operation (Random Bit Generation)
Family Behavior:

This family defines requirements for random bit generation to ensure that it is performed in
accordance with selected standards and seeded by an entropy source.
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Component leveling:

FCS_RBG_EXT.1 Extended: Random Bit Generation H 1 |

FCS_RBG_EXT.1 Random Bit Generation requires random bit generation to be performed in
accordance with selected standards and seeded by an entropy source.

Management:
The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e There are no auditable events foreseen.

FCS_RBG_EXT.1 Extended: Random Bit Generation

Hierarchical to: No other components.
Dependencies: No dependencies.

FCS_RBG_EXT.1.1 The TSF shall perform all deterministic random bit generation services in
accordance with [selection: ISO/IEC 18031:2011, NIST SP 800-90A] using
[selection: Hash_DRBG (any), HMAC_DRBG (any), CTR_DRBG (AES)].

FCS_RBG_EXT.1.2 The deterministic RBG shall be seeded by an entropy source that
accumulates entropy from [selection: [assignment: number of
software-based sources| software-based noise source(s), [assignment:
number of hardware-based sources| hardware-based noise source(s)] with
a minimum of [selection: 128 bits, 2566 bits| of entropy at least equal to the
greatest security strength, according to ISO/IEC 18031:2011 Table C.1

“Security strength table for hash functions” , of the keys and hashes that it
will generate.

Rationale:

Random bits/number will be used by the SFRs for key generation and destruction, and the
Common Criteria does not provide a suitable SFR for the random bit generation.

This extended component ensures the strength of encryption keys, and it is therefore placed in
the FCS class with a single component.

FCS_SMC_EXT Extended: Submask Combining
Family Behavior:

This family defines the means by which submasks are combined, if the TOE supports more than
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one submask being used to derive or protect the BEV.

Component leveling:

FCS_SMC_EXT.1 Extended: Submask Combining 1|

FCS_SMC_EXT.1 Submask combining requires the TSF to combine the submasks in a
predictable fashion.

Management:
The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e There are no auditable events foreseen.

FCS_SMC_EXT.1 Extended: Submask Combining

Hierarchical to: No other components.
Dependencies: FCS_COP.1(c) Cryptographic operation (Hash Algorithm)

FCS_SMC_EXT.1.1 The TSF shall combine submasks using the following method [selection:
exclusive OR (XOR), SHA-256, SHA-512] to generate an intermediary key
or BEV.

Rationale:

Submask Combining is to ensure the TSF combine the submasks in order to derive or protect the
BEV.

This extended component protects the TSF data using cryptographic algorithms, and it is
therefore placed in the FCS class with a single component.

FCS_TLS_EXT Extended: TLS selected
Family Behavior:

This family addresses the ability for a server and/or a client to use TLS to protect data between a
client and the server using the TLS protocol.

Component leveling:

FCS_TLS_EXT.1 Extended: TLS selected — 1|
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FCS_TLS_EXT.1TLS selected, requires the TLS protocol implemented as specified.

Management:
The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e Failure of TLS session establishment

FCS_TLS_EXT.1 Extended: TLS selected

Hierarchical to: No other components.
Dependencies: No dependencies.

FCS_TLS_EXT.1.1 The TSF shall implement one or more of the following protocols [selection:
TLS 1.0 (RFC 2246), TLS 1.1 (RFC 4346), TLS 1.2 (RFC 5246)] supporting
the following ciphersuites:

Mandatory Ciphersuites:
e TLS_RSA WITH_AES_128_CBC_SHA
Optional Ciphersuites:

[selection:
e None
e TLS_RSA_WITH_AES_256_CBC_SHA
e TLS_DHE_RSA_WITH_AES_128_CBC_SHA
e TLS_DHE_RSA_WITH_AES_256_CBC_SHA
e TLS_RSA_WITH_AES_128_CBC_SHA256
e TLS_RSA_WITH_AES_256_CBC_SHAZ256
e TLS_DHE_RSA_WITH_AES_128_CBC_SHA256
e TLS_DHE_RSA_WITH_AES_256_CBC_SHA256
e TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA
e TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA
e TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA
e TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA
e TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256
e TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384
e TLS_ECDHE_RSA_WITH_AES_128_GCM_SHAZ256
e TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
e TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256
e TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384
e TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256
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e TLS_ECDHE_ECDSA WITH_AES_256_CBC_SHA384

Rationale:

TLS is one of the secure communication protocols, and the Common Criteria does not provide a
suitable SFR for the communication protocols using cryptographic algorithms.

This extended component protects the communication data using cryptographic algorithms, and
it is therefore placed in the FCS class with a single component.

FDP_DSK EXT Extended: Protection of Data on Disk
Family Behavior:

This family is to mandate the encryption of all protected data written to the storage.

Component leveling:

FDP_DSK_EXT.1 Extended: Protection of Data on Disk 1|

FDP_DSK_EXT.1 Extended: Protection of Data on Disk, requires the TSF to encrypt all the
Confidential TSF and User Data stored on the Field-Replaceable
Nonvolatile Storage Devices in order to avoid storing these data in
plaintext on the devices.

Management:
The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e There are no auditable events foreseen.

FDP_DSK EXT.1 Extended: Protection of Data on Disk

Hierarchical to: No other components.
Dependencies: FCS_COP.1(d) Cryptographic operation (AES Data Encryption/Decryption)

FDP_DSK_EXT.1.1 The TSF shall [selection: perform encryption in accordance with
FCS_COP.1(d), use a self-encrypting Field-Replaceable Nonvolatile Storage
Device that is separately CC certified to conform to the FDE EF cPP| such
that any Field-Replaceable Nonvolatile Storage Device contains no
plaintext User Document Data and no plaintext confidential TSF Data.

FDP_DSK_EXT.1.2 The TSF shall encrypt all protected data without user intervention.
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Rationale:

Extended: Protection of Data on Disk is to specify that encryption of any confidential data
without user intervention, and the Common Criteria does not provide a suitable SFR for the
Protection of Data on Disk.

This extended component protects the Data on Disk, and it is therefore placed in the FDP class
with a single component.

FDP_FXS_EXT Extended: Fax Separation
Family Behavior:

This family addresses the requirements for separation between Fax PSTN line and the LAN to
which TOE is connected.

Component leveling:

FDP_FXS_EXT.1 Extended: Fax Separation 1|

FDP_FXS_EXT.1 Fax Separation, requires the fax interface cannot be used to create a
network bridge between a PSTN and a LAN to which TOE is connected.

Management:
The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e There are no auditable events foreseen.

FDP_FXS_EXT.1 Extended: Fax separation

Hierarchical to: No other components.
Dependencies: No dependencies.

FDP_FXS_EXT.1.1 The TSF shall prohibit communication via the fax interface, except
transmitting or receiving User Data using fax protocols.

Rationale:

Fax Separation is to protect a LAN against attack from PSTN line, and the Common Criteria does

not provide a suitable SFR for the Protection of TSF or User Data.

This extended component protects the TSF Data or User Data, and it is therefore placed in the
FDP class with a single component.

Copyright© 2018 TOSHIBA TEC. All rights reserved.

26/85



5.11.

5.12.

FIA_PMG_EXT Extended: Password Management
Family Behavior:

This family defines requirements for the attributes of passwords used by administrative users to
ensure that strong passwords and passphrases can be chosen and maintained.

Component leveling:

FIA_PMG _EXT.1 Extended: Password Managemen H 1 |

FIA_ PMG _EXT.1 Password management requires the TSF to support passwords with varying
composition requirements, minimum lengths, maximum lifetime, and

similarity constraints.

Management:
The following actions could be considered for the management functions in FMT:

e There are no auditable events foreseen.

FIA_PMG _EXT.1 Extended: Password management

Hierarchical to: No other components.
Dependencies: No dependencies.

FIA_PMG _EXT.1.1 The TSF shall provide the following password management capabilities for
User passwords:

e Passwords shall be able to be composed of any combination of upper and lower case
letters, numbers, and the following special characters: [selection: “I” , “@” , “#” ,
“$n ) “%n i “Ln ) “&n ) =l , u( u, u)” , [assignment: Other CharaCterS]];

e Minimum password length shall be settable by an Administrator, and have the capability
to require passwords of 15 characters or greater.

Rationale:

Password Management is to ensure the strong authentication between the endpoints of
communication, and the Common Criteria does not provide a suitable SFR for the Password

Management.

This extended component protects the TOE by means of password management, and it is
therefore placed in the FIA class with a single component.

FPT_KYP_EXT Extended: Protection of Key and Key Material
Family Behavior:

This family addresses the requirements for keys and key materials to be protected if and when

written to nonvolatile storage.
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Component leveling:

FPT_ KYP _EXT.1 Protection of key and key material H 1 |

FPT_KYP _EXT.1 Extended: Protection of key and key material, requires the TSF to ensure that
no plaintext key or key materials are written to nonvolatile
storage.

Management:
The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e There are no auditable events foreseen.

FPT_KYP _EXT.1 Extended: Protection of Key and Key Material

Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_KYP _EXT.1.1 The TSF shall not store plaintext keys that are part of the keychain
specified by FCS_KYC_EXT.1 in any Field-Replaceable Nonvolatile
Storage Device, and not store any such plaintext key on a device that uses
the key for its encryption.

Rationale:

Protection of Key and Key Material is to ensure that no plaintext key or key material are written
to nonvolatile storage, and the Common Criteria does not provide a suitable SFR for the
protection of key and key material.

This extended component protects the TSF data, and it is therefore placed in the FPT class with
a single component.

FPT_SKP_EXT Extended: Protection of TSF Data
Family Behavior:

This family addresses the requirements for managing and protecting the TSF data, such as
cryptographic keys. This is a new family modelled as the FPT Class.

Component leveling:

FPT_SKP_EXT.1 Extended: Protection of TSF Data 1|
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FPT_SKP_EXT.1 Protection of TSF Data (for reading all symmetric keys), requires
preventing symmetric keys from being read by any user or subject. It is the
only component of this family.

Management:
The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.

FPT_SKP_EXT.1 Extended: Protection of TSF Data

Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_SKP_EXT.1.1 The TSF shall prevent reading of all pre-shared keys, symmetric keys, and
private keys.

Rationale:

Protection of TSF Data is to ensure the pre-shared keys, symmetric keys and private keys are
protected securely, and the Common Criteria does not provide a suitable SFR for the protection
of such TSF data.

This extended component protects the TOE by means of strong authentication using Pre-shared
Key, and it is therefore placed in the FPT class with a single component.

FPT_TST_EXT Extended: TSF testing
Family Behavior:

This family addresses the requirements for self-testing the TSF for selected correct operation.

Component leveling:

FPT_TST_EXT.1 Extended: TSF testing — 1|

FPT_TST_EXT.1 TSF testing requires a suite of self-testing to be run during initial start-up
in order to demonstrate correct operation of the TSF.

Management:
The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e There are no auditable events foreseen.
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FPT_TST_EXT.1 Extended: TSF testing

Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_TST_EXT.1.1 The TSF shall run a suite of self-tests during initial start-up (and power on) to
demonstrate the correct operation of the TSF.

Rationale:

TSF testing is to ensure the TSF can be operated correctly, and the Common Criteria does not
provide a suitable SFR for the TSF testing. In particular, there is no SFR defined for TSF testing.

This extended component protects the TOE, and it is therefore placed in the FPT class with a
single component.

FPT TUD_EXT Extended: Trusted Update
Family Behavior:

This family defines requirements for the TSF to ensure that only administrators can update the
TOE firmware/software, and that such firmware/software is authentic.

Component leveling:

FPT_TUD_EXT.1 Extended: Trusted Update — 1|
FPT_TUD_EXT.1 Trusted Update, ensures authenticity and access control for updates.
Management:

The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e There are no auditable events foreseen.

FPT TUD_EXT.1 Trusted Update

Hierarchical to: No other components.

Dependencies: [FCS_COP.1(b) Cryptographic Operation (for signature generation/verification),
or
FCS_COP.1(c) Cryptographic operation (Hash Algorithm)].

FPT_TUD_EXT.1.1  The TSF shall provide authorized administrators the ability to query the
current version of the TOE firmware/software.
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FPT_TUD_EXT.1.2 The TSF shall provide authorized administrators the ability to initiate
updates to TOE firmware/software.

FPT TUD_EXT.1.3 The TSF shall provide a means to verify firmware/software updates to the
TOE using a digital signature mechanism and [selection: no other
functions] prior to installing those updates.

Rationale:

Firmware/software is a form of TSF Data, and the Common Criteria does not provide a suitable
SFR for the management of firmware/software. In particular, there is no SFR defined for
importing TSF Data.

This extended component protects the TOE, and it is therefore placed in the FPT class with a
single component.
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6.2. Class FAU: Security Audit
6.2.1. FAU_GEN.1 Audit data generation

(for O.AUDIT)
Hierarchical to: No other components.
Dependencies: FPT_STM.1 Reliable time stamps

FAU_GEN.1.1 The TSF shall be able to generate an audit record of the following auditable

events:
a) Start-up and shutdown of the audit functions;
b) All auditable events for the not specified level of audit; and
c) All auditable events specified in Table 12, [none].

FAU_GEN.1.2 The TSF shall record within each audit record at least the following information:

a) Date and time of the event, type of event, subject identity (if applicable), and the
outcome (success or failure) of the event; and

b) For each audit event type, based on the auditable event definitions of the
functional components included in the PP/ST, additional information specified
in Table 12, [none].

Table 12 BEENRER

BENSHES |  BBESFR
VaTnky FDP_ACF.1 Y a 7O
Job completion
2 —H— R FIA_UAU.1 5L
Unsuccessful User authentication
—H— G FIA_UID.1 73U
Unsuccessful User identification
EHLRRE DM FMT_SMF.1 U
Use of management functions
BE DO THEI—Y - N —TDRE | FMT_SMR.1 73U
Modification to the group of Users that

are part of a role
R D28 5 FPT_STM.1 77U
Changes to the time
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B AN SR | BESFR | EUM®

Y a VHENLO KK FTP_ITC.1, R DB
Failure to establish session FTP_TRP.1(a),
FTP_TRP.1(b)

6.2.2. FAU_GEN.2 User identity association

(for O.AUDIT)

Hierarchical to: No other components.

Dependencies: FAU_GEN.1 Audit data generation
FIA_UID.1 Timing of identification

FAU_GEN.2.1 For audit events resulting from actions of identified users, the TSF shall be able
to associate each auditable event with the identity of the user that caused the

event.

6.2.3. FAU_STG_EXT.1 Extended: External Audit Trail Storage

(for O.AUDIT)

Hierarchical to: No other components.

Dependencies: FAU_GEN.1 Audit data generation,
FTP_ITC.1 Inter-TSF trusted channel.

FAU_STG_EXT.1.1 The TSF shall be able to transmit the generated audit data to an External IT
Entity using a trusted channel according to FTP_ITC.1.

6.3. Class FCS: Cryptographic Support
6.3.1. FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys)

(for O.COMMS_PROTECTION)

Hierarchical to: No other components.

Dependencies: FCS_COP.1(b) Cryptographic Operation (for signature generation/
verification)
FCS_COP.1(i) Cryptographic operation (Key Transport)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

FCS_CKM.1.1(a) Refinement: The TSF shall generate asymmetric cryptographic keys used for
key establishment in accordance with [

e NIST Special Publication 800-566B, “Recommendation for Pair-Wise Key Establishment
Schemes Using Integer Factorization Cryptography” for RSA-based key establishment
schemes

] and specified cryptographic key sizes equivalent to, or greater than, a
symmetric key strength of 112 bits.

6.3.2. FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)
(for O.COMMS_PROTECTION, O.STORAGE_ENCRYPTION)

Hierarchical to: No other components.

Copyright© 2018 TOSHIBA TEC. All rights reserved.

33/85



6.3.3.

6.3.4.

Dependencies: [FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
FCS_COP.1(e) Cryptographic Operation (Key Wrapping)
FCS_COP.1(f) Cryptographic operation (Key Encryption)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash message
authentication)
FCS_COP.1(h) Cryptographic Operation (for keyed-hash message
authentication)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction
FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit Generation)

FCS_CKM.1.1(b) Refinement: The TSF shall generate symmetric cryptographic keys using a
Random Bit Generator as specified in FCS_RBG_EXT.1 and specified
cryptographic key sizes [ 128 bit 266 bif] that meet the following: No Standard.

FCS_CKM.4(a) Cryptographic key destruction

(for O.COMMS_PROTECTION, O.STORAGE_ENCRYPTION, O.PURGE_DATA))

Hierarchical to: No other components.

Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]

FCS_CKM.4.1(a) Refinement: The TSF shall destroy cryptographic keys in accordance with a
specified cryptographic key destruction method |

For volatile memory, the destruction shall be executed by [ powering off a device].

For nonvolatile storage, the destruction shall be executed by a [single] overwrite
of key data storage location consisting of /a pseudo random pattern using the
TSF’ s RBG (as specified in FCS RBG_EXT.1)], followed by a [none]. If
read-verification of the overwritten data fails, the process shall be repeated again;
] that meets the following: [no standard).

FCS_CKM.4(b) Cryptographic key destruction

(for O.COMMS_PROTECTION, O.STORAGE_ENCRYPTION, O.PURGE_DATA))

Hierarchical to: No other components.

Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]

FCS_CKM.4.1(b) Refinement: The TSF shall destroy cryptographic keys in accordance with a
specified cryptographic key destruction method [

For volatile memory, the destruction shall be executed by [ powering off a device].

For nonvolatile storage, the destruction shall be executed by a [three] overwrite
of key data storage location consisting of /a static pattern/, followed by a [none]. If
read-verification of the overwritten data fails, the process shall be repeated again;
] that meets the following: [no standard).
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6.3.5. FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

(for O.COMMS_PROTECTION, O.STORAGE_ENCRYPTION, O.PURGE_DATA)

Hierarchical to: No other components.

Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction

FCS_CKM_EXT.4.1 The TSF shall destroy all plaintext secret and private cryptographic keys
and cryptographic critical security parameters when no longer needed.

6.3.6. FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)

(for O.COMMS_PROTECTION)

Hierarchical to: No other components.

Dependencies: FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

FCS_COP.1.1(a) Refinement: The TSF shall perform encryption and decryption in accordance
with a specified cryptographic algorithm AES operating in [ CBC modes] and
cryptographic key sizes 128-bits and 256-bits that meets the following:

e FIPS PUB 197, “Advanced Encryption Standard (AES)”
o [NIST SP 800-38A, NIST SP 800-381)

6.3.7. FCS_COP.1(b) Cryptographic Operation (for signature generation/verification)

(for O.UPDATE_VERIFICATION, O.COMMS_PROTECTION)
Hierarchical to: No other components.
Dependencies: [FCS_CKM.1(a) Cryptographic key generation]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

FCS_COP.1.1(b) Refinement: The TSF shall perform cryptographic signature services in
accordance with a [RSA Digital Signature Algorithm (rDSA) with key sizes
(modulus) of [2048 bits]] that meets the following [FIPS PUB 186-4, “Digital
Signature Standard” .

6.3.8. FCS_RBG_EXT.1(a) Extended: Cryptographic Operation (Random Bit Generation)

(for O.STORAGE_ENCRYPTION)
Hierarchical to: No other components.
Dependencies: No dependencies.

FCS_RBG_EXT.1.1(a) The TSF shall perform all deterministic random bit generation services in
accordance with [/VIST SP 800-90A] using [ Hash_ DRBG (any)).

FCS_RBG_EXT.1.2(a) The deterministic RBG shall be seeded by at least one entropy source
that accumulates entropy from [/single/ hardware-based noise source(s))
with a minimum of [2566 bits] of entropy at least equal to the greatest
security strength, according to ISO/IEC 18031:2011 Table C.1 “Security
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Strength Table for Hash Functions” , of the keys and hashes that it will

generate.

6.3.9. FCS_RBG_EXT.1(b) Extended: Cryptographic Operation (Random Bit Generation)

(for O.COMMS_PROTECTION)
Hierarchical to: No other components.
Dependencies: No dependencies.

FCS_RBG_EXT.1.1(b) The TSF shall perform all deterministic random bit generation services in
accordance with [/VIST SP 800-90A] using [CTR_DRBG (AES)].

FCS_RBG_EXT.1.2(b) The deterministic RBG shall be seeded by at least one entropy source
that accumulates entropy from [/single] hardware-based noise source(s)|
with a minimum of [ 1 28bits] of entropy at least equal to the greatest
security strength, according to ISO/IEC 18031:2011 Table C.1 “Security
Strength Table for Hash Functions” , of the keys and hashes that it will

generate.

6.3.10.FCS_COP.1(c) Cryptographic operation (Hash Algorithm)

(selected in FPT_TUD_EXT.1.3, or with FCS_SNI_EXT.1.1)
Hierarchical to: No other components.

Dependencies: No dependencies.

FCS_COP.1.1(c) Refinement: The TSF shall perform cryptographic hashing services in
accordance with [SHA-1, SHA-266, SHA-512) that meet the following: [ISO/IEC
10118-3:2004].

6.3.11. FCS_COP.1(f) Cryptographic operation (Key Encryption)

(selected from FCS_KYC_EXT.1.1)

Hierarchical to: No other components.

Dependencies: [FDP_ITC.1 Import of user data without security attributes, or
FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

FCS_COP.1.1(f) Refinement: The TSF shall perform key encryption and decryption in accordance
with a specified cryptographic algorithm AES used in [[CBC] mode] and
cryptographic key sizes [ 2566 bits] that meet the following: [AES as specified in
ISO /IEC 18033-3, [CBC as specified in ISO/IEC 10116).

6.3.12. FCS_SMC_EXT.1 Extended: Submask Combining

(selected in FCS_KYC_EXT.1.1)

Hierarchical to: No other components.

Dependencies: FCS_COP.1(c) Cryptographic operation (Hash Algorithm)
FCS_SMC_EXT.1.1 The TSF shall combine submasks using the following
method [exclusive OR (XOR)] to generate an intermediary key or BEV.
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6.3.13.FCS_COP.1(g) Cryptographic Operation (for keyed-hash message authentication)

(selected with FCS_IPSEC_EXT.1.4)

Hierarchical to: No other components.

Dependencies: [FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

FCS_COP.1.1(g) Refinement: The TSF shall perform keyed-hash message authentication in
accordance with a specified cryptographic algorithm HMAC-[SHA-1, SHA-256],
key size [ 160, 256]bits, and message digest sizes [ 160, 256] bits that meet the
following: FIPS PUB 198-1, "The Keyed-Hash Message Authentication Code,
and FIPS PUB 180-3, “Secure Hash Standard.”

6.3.14.FCS_COP.1(h) Cryptographic Operation (for keyed-hash message authentication)

(selected with FCS_PCC_EXT.1, FCS_KDF_EXT.1.1)

Hierarchical to: No other components.

Dependencies: FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_COP.1(c) Cryptographic operation (Hash Algorithm),
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

FCS_COP.1.1(h) Refinement: The TSF shall perform [keyed-hash message authentication] in
accordance with [ HMAC-SHA-512] and cryptographic key sizes [256] that meet
the following: [ISO/IEC 9797-2:2011, Section 7 “MAC Algorithm 2” ; ISO/IEC
10118].

6.3.15.FCS_TLS_EXT.1 Extended: TLS selected

(selected in FTP_ITC.1.1, FTP_TRP.1.1)

Hierarchical to: No other components.

Dependencies: FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric Keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash message
authentication)
FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit Generation)

FCS_TLS_EXT.1.1 The TSF shall implement one or more of the following protocols [7LS 1.2
(RFC 56246)] supporting the following ciphersuites:

Mandatory Ciphersuites:
o TLS RSA WITH AES 128 CBC SHA

Optional Ciphersuites:
[
e TLS_RSA_WITH_AES_256_CBC_SHA
e TLS_RSA_WITH_AES_128_CBC_SHA256
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e TLS_RSA WITH_AES_256_CBC_SHAZ56

6.3.16.FCS_HTTPS_EXT.1 Extended: HTTPS selected

Hierarchical to: No other components.
Dependencies: No dependencies.

FCS_HTTPS_EXT.1.1 The TSF shall implement the HTTPS protocol that complies with RFC
2818.

FCS_HTTPS_EXT.1.2 The TSF shall implement HTTPS using TLS as specified in
FCS_TLS_EXT.1.

6.3.17.FCS_KDF_EXT Extended: Cryptographic Key Derivation

(for O.STORAGE_ENCRYPTION)

Hierarchical to: No other components.

Dependencies: FCS_COP.1(h) Cryptographic Operation (for keyed-hash message
authentication),
[if selected: FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit
Generation)]

FCS_KDF_EXT.1.1 The TSF shall accept [a RNG generated submask as specified in
FCS_RBG_EXT. 1] to derive an intermediate key, as defined in [NIST SP
800-108 [KDF in Counter Mode]], using the keyed-hash functions specified
in FCS_COP.1(h), such that the output is at least of equivalent security
strength (in number of bits) to the BEV.

6.3.18.FCS_KYC_EXT.1 Extended: Key Chaining

6.4.

6.4.1.

(for O.STORAGE_ENCRYPTION)

Hierarchical to: No other components.

Dependencies: [FCS_COP.1(e) Cryptographic operation (Key Wrapping),
FCS_SMC_EXT.1 Extended: Submask Combining,
FCS_COP.1(i) Cryptographic operation (Key Transport),
FCS_KDF_EXT.1 Cryptographic Operation (Key Derivation),
and/or FCS_COP.1(f) Cryptographic operation (Key Encryption)].

FCS_KYC_EXT.1.1 The TSF shall maintain a key chain of: [intermediate keys originating from
one or more submask(s) to the BE'V or DEK using the following method(s):
[key combining as specified in FCS_SMC_EXT. 1, key encryption as
specified in FCS_COP. 1(1), key derivation as specified in FCS_KDF EXT.1]]
while maintaining an effective strength of [ 256 bits].

Class FDP: User Data Protection
FDP_ACC.1 Subset access control

(for O.ACCESS_CONTROL and O.USER_AUTHORIZATION)
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Hierarchical to: No other components.
Dependencies: FDP_ACF.1 Security attribute based access control

FDP_ACC.1.1 Refinement:The TSF shall enforce the User Data Access Control SFP on subjects,
objects, and operations among subjects and objects specified in Table 13 and
Table 14.

Table 13 D.USER.DOC 7 7 & A §llffl SFP

"Create" | "Read" | "Modify" | "Delete”
Submit a View Modify Delete
document to Image or stored stored
Operation: | beprinted Release document document
printed
output
Job owner (note 1) denied
U.ADMIN denied denied
U.NORMAL denied denied denied
U.ACCOUNTMANAGER denied denied denied denied
U.FAXOPERATOR denied denied denied denied
K%DRDRESSBOOKOPER denied denied denied denied
Unauthenticated (condition 1) denied denied denied
Submit a View Modify Delete
i document scanned stored stored
Operation: ] ] ;
for Iimage Image image
scanning
Job owner (note 2)
U.ADMIN denied denied
U.NORMAL denied denied denied
U.ACCOUNTMANAGER denied denied denied denied
U.FAXOPERATOR denied denied denied denied
U.ADDRESSBOOKOPER . ) . .
ATOR denied denied denied denied
Unauthenticated denied denied denied denied
Submit a View Modify Delete
document scanned stored stored
for Image or Image image
Operation: copying Release
printed
copy
output
Job owner (note 2) denied
U.ADMIN denied denied
U.NORMAL denied denied denied
U.ACCOUNTMANAGER denied denied denied denied
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Fax send

Fax receive

"Create" "Read" "Modify" "Delete”
U.FAXOPERATOR denied denied denied denied
U.ADDRESSBOOKOPER . i . )
denied denied denied denied
ATOR
Unauthenticated denied denied denied denied
Submit a View Modify Delete
. document scanned stored stored
Operation: ] ; ;
to send as Image Image image
a flax
Job owner (note 2)
U.ADMIN denied denied
U.NORMAL denied denied denied
U.ACCOUNTMANAGER denied denied denied denied
U.FAXOPERATOR denied denied denied
U.ADDRESSBOOKOPER
denied denied denied denied
ATOR
Unauthenticated denied denied denied denied
Receive a View fax Modify Delete
fax and Image or image of Image of
. store it Release received received
Operation: .
printed fax fax
fax
output
Job owner (note 3) denied
U.ADMIN (note 4) denied
U.NORMAL (note 4) denied denied denied
U.ACCOUNTMANAGER (note 4) denied denied denied
U.FAXOPERATOR (note 4) denied
U.ADDRESSBOOKOPER ) ) )
(note 4) denied denied denied
ATOR
Unauthenticated (note 4) denied denied denied
Table 14 D.USER.JOB 7 7 ¥ A {ilffl SFP
| “Create"* | "Read" | "Modify" | "Delete”
. Create print | View print | Modify print | Cancel print
Operation: . . .
Jjob queue / log Jjob Jjob
Job owner (note 1) denied
U.ADMIN denied
U.NORMAL denied denied
U.ACCOUNTMANAGER denied denied denied
U.FAXOPERATOR denied denied denied
U.ADDRESSBOOKOPER . . .
denied denied denied
ATOR
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Fax send

Fax receive

"Create"* "Read" "Modify" "Delete”
Unauthenticated denied denied denied
. Create scan View scan | Modify scan | Cancel scan
Operation: . , ,
Jjob status / log Jjob Jjob
Job owner (note 2) denied
U.ADMIN denied
U.NORMAL denied denied
U.ACCOUNTMANAGER denied denied denied
U.FAXOPERATOR denied denied denied
U-ADDRESSBOOKOPER denied denied denied
ATOR
Unauthenticated denied denied denied denied
. Create copy | View copy | Modify copy | Cancel copy
Operation: . . .
Jjob status / log Jjob Jjob
Job owner (note 2)
U.ADMIN denied
U.NORMAL denied denied
U.ACCOUNTMANAGER denied denied denied
U.FAXOPERATOR denied denied denied
UADDRESSBOOKOPER denied denied denied
ATOR
Unauthenticated denied denied denied denied
. Create fax | View faxjob | Modify fax Cancel fax
Operation: . . .
send job queue / log send job send job
Job owner (note 2)
U.ADMIN denied
U.NORMAL denied denied
U.ACCOUNTMANAGER denied denied denied
U.FAXOPERATOR denied denied
UADDRESSBOOKOPER denied denied denied
ATOR
Unauthenticated denied denied denied denied
Create fax View fax Modify fax Cancel fax
Operation: | receive job receive receive job | receive job
status / log
Fax owner (note 3) denied denied
U.ADMIN (note 4) denied denied
U.NORMAL (note 4) denied denied denied
U.ACCOUNTMANAGER (note 4) denied denied denied
U.FAXOPERATOR (note 4) denied denied
U.ADDRESSBOOKOPER . ) )
(note 4) denied denied denied
ATOR
Unauthenticated (note 4) denied denied denied
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6.4.2.

6.4.3.

6.4.4.

Application note:

Condition 1: Jobs submitted by unauthenticated users must contain a credential that the TOF
can use to identify the Job Owner.

Note 1: Job Owner is identified by a credential or assigned to an authorized User as part
of the process of submitting a print or storage Job.

Note 2: Job Owner is assigned to an authorized User as part of the process of initiating a
scan, copy, fax send, or retrieval Job.

Note 3: Job Owner of received faxes is assigned by default or configuration. Minimally,

ownership of received faxes is assigned to a specific user or U ADMIN role.

Note 4: PSTN faxes are received from outside of the TOEF, they are not initiated by Users
of the TOE.

FDP_ACF.1 Security attribute based access control

(for O.ACCESS_CONTROL and O.USER_AUTHORIZATION)

Hierarchical to: No other components.

Dependencies: FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialization

FDP_ACF.1.1 Refinement: The TSF shall enforce the User Data Access Control SFP to objects
based on the following: subjects, objects, and attributes specified in Table 2 and
Table 3.

FDP_ACF.1.2 Refinement: The TSF shall enforce the following rules to determine if an
operation among controlled subjects and controlled objects is allowed: rules
governing access among controlled subjects and controlled objects using
controlled operations on controlled objects specified in Table 13 and Table 14.

FDP_ACF.1.3 Refinement: The TSF shall explicitly authorise access of subjects to objects
based on the following additional rules: [rules none].

FDP_ACF.1.4 Refinement: The TSF shall explicitly deny access of subjects to objects based on
the following additional rules: [rules none).

FDP_FXS_EXT.1 Extended: Fax separation

(for O.FAX_NET_SEPARATION)
Hierarchical to: No other components.
Dependencies: No dependencies.

FDP_FXS_EXT.1.1 The TSF shall prohibit communication via the fax interface, except
transmitting or receiving User Data using fax protocols.
FDP_DSK EXT.1 Extended: Protection of Data on Disk

(for O.STORAGE_ENCRYPTION)
Hierarchical to: No other components.
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6.5.

6.5.1.

6.5.2.

6.5.3.

Dependencies: FCS_COP.1(d) Cryptographic operation (AES Data Encryption/Decryption).

FDP_DSK_EXT.1.1 The TSF shall [use a self-encrypting Field-Replaceable Nonvolatile Storage
Device that is separately CC certified to conform to the FDE EE cPP|, such
that any Field-Replaceable Nonvolatile Storage Device contains no
plaintext User Document Data and no plaintext Confidential TSF Data.

FDP_DSK_EXT.1.2 The TSF shall encrypt all protected data without user intervention.

Class FIA: Identification and Authentication
FIA_AFL.1 Authentication failure handling

(for O.USER_I&A)
Hierarchical to: No other components.
Dependencies: FIA_UAU.1 Timing of authentication

FIA_AFL.1.1  The TSF shall detect when [an administrator configurable positive integer within
/1 - 30]] unsuccessful authentication attempts occur related to [the unsuccessful
user authentication attempts of following the last successful authentication or
clear of user account lock].

FIA_AFL.1.2  When the defined number of unsuccessful authentication attempts has been
[met], the TSF shall [lockout each account in lockout time, UADMIN and
UACCOUNTMANAGER can release a lockout account.

FIA_ATD.1 User attribute definition

(for O.USER_AUTHORIZATION)
Hierarchical to: No other components.
Dependencies: No dependencies.

FIA_ATD.1.1  The TSF shall maintain the following list of security attributes belonging to
individual users: [ 2 —#—ID, #&Z).

FIA_PMG_EXT Extended:Password Management

(for O.USER_I&A)
Hierarchical to: No other components.
Dependencies: No dependencies.

FIA_ PMG_EXT.1.1 The TSF shall provide the following password management capabilities for
User passwords:

e Passwords shall be able to be composed of any combination of upper and lower case

letters, numbers, and the following special characters: [ “!” , “@” , “#”, “$”, ,
T (", %), [refer o Table 15]];

e Minimum password length shall be settable by an Administrator, and have the capability
to require passwords of 15 characters or greater;
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6.5.4.

6.5.5.

6.5.6.

Table 15 % DAt AIREXFE
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FIA_UAU.1 Timing of authentication

(for O.USER_I&A)
Hierarchical to: No other components.
Dependencies: FIA_UID.1 Timing of identification

FIA_UAU.1.1  Refinement: The TSF shall allow [storing the document data from printer driver,
receive PSTN Fax data] on behalf of the user to be performed before the user is
authenticated.

FIA_UAU.1.2 The TSF shall require each user to be successfully authenticated before
allowing any other TSF-mediated actions on behalf of that user.

FIA UAU.7 Protected authentication feedback

(for O.USER_I&A)
Hierarchical to: No other components.
Dependencies: FIA_UAU.1 Timing of authentication

FIA_UAU.7.1 The TSF shall provide only [display dummy characters] to the user while the
authentication is in progress.

FIA_UID.1 Timing of identification

(for O.USER_I&A and O.ADMIN_ROLES)
Hierarchical to: No other components.
Dependencies: No dependencies.

FIA UID.1.1 Refinement: The TSF shall allow [receive PSTN fax data] on behalf of the user to
be performed before the user is identified.

FIA_UID.1.2  The TSF shall require each user to be successfully identified before allowing any
other TSF-mediated actions on behalf of that user.
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6.5.7.

6.6.

6.6.1.

6.6.2.

FIA_USB.1 User-subject binding

(for O.USER_I&A)
Hierarchical to: No other components.
Dependencies: FIA_ATD.1 User attribute definition

FIA USB.1.1 The TSF shall associate the following user security attributes with subjects
acting on the behalf of that user: [ 2 —#"—ID, #Z)).

FIA_USB.1.2 The TSF shall enforce the following rules on the initial association of user
security attributes with subjects acting on the behalf of users: [none].

FIA_USB.1.3 The TSF shall enforce the following rules governing changes to the user security
attributes associated with subjects acting on the behalf of users: [none].

Class FMT: Security Management
FMT _MOF.1 Management of security functions behavior

(for O.ADMIN_ROLES)
Hierarchical to: No other components.
Dependencies: FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MOF.1.1 The TSF shall restrict the ability to [disable, enable] the functions [Secure
Channel] to U ADMIN.

FMT_MSA.1 Management of security attributes

(for O.ACCESS_CONTROL and O.USER_AUTHORIZATION)

Hierarchical to: No other components.

Dependencies: FDP_ACC.1 Subset access control,
FBPIHFC 1 Subsetinformationflowcontrot]

FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MSA.1.1 Refinement: The TSF shall enforce the User Data Access Control SFP to restrict
the ability to [query, modify, delete, [create, export]] the security attributes [-Z —

#F—ID, % #) to [Table 162/7).
Table 16 ¥¥ a2V 71 @Y X b
¥xal 7« @l #BiE a—y—
a1—¥%¥—ID create, modity, query, delete, | U ADMIN
export
query, export U.ACCOUNTMANAGER
query U.NORMAL,
U.ADDRESSBOOKOPERATOR,
U.FAXOPERATOR
a—¥%—ID create, modity, delete U.ACCOUNTMANAGER
(U.ADMIN % &< )
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¥a) 74 @H BiE a—H—
Gl create, modify, query, delete, | U.ADMIN
export
query, export U.ACCOUNTMANAGER
query U.NORMAL
U.ADDRESSBOOKOPERATOR
U.FAXOPERATOR
el create, modify, delete U.ACCOUNTMANAGER
(U.ADMIN % F <)

6.6.3. FMT_MSA.3 Static attribute initialization

6.6.4.

(for O.ACCESS_CONTROL and O.USER_AUTHORIZATION)
Hierarchical to: No other components.

Dependencies: FMT_MSA.1 Management of security attributes

FMT_MSA.3.1 Refinement: The TSF shall enforce the User Data Access Control SFP to provide
[restrictive] default values for security attributes that are used to enforce the

FMT_MSA.3.2 Refinement: The TSF shall allow the [##£/ 7% L] to specify alternative initial
values to override the default values when an object or information is created.

FMT_SMR.1 Security roles

SFP.

FMT_MTD.1 Management of TSF data

(for O.ACCESS CONTROL)

Hierarchical to: No other components.
Dependencies: FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MTD.1.1 Refinement: The TSF shall restrict the ability to perform the specified operations

on the specified TSF Data to the roles specified in Table 17.

Table 17 TSF 5¥— X OEH

Data | Operation | Authorised role(s)
UADMIN @2 —H#—"2Z27— R | modify, U.ADMIN
export
U.ACCOUNTMANAGER® 21— | modify, U.ADMIN,
P— 2T — R export U.ACCOUNTMANAGER
U.FAXOPERATOR @ —#—,% | modify, ZD TSF 5F—RIZBE#ET %
AT — R U.FAXOPERATOR
modify, U.ADMIN,
export U.ACCOUNTMANGER
U.ADDRESSBOOKOPERATOR | modify ZDTSF F—&IZHs 5
DA—HF—=NAT— R U.ADDRESSBOOKOPERATOR
modify, U.ADMIN,
export U.ACCOUNTMANGER
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IDL¥:] Operation Authorised role(s)

UNORMAL ® 2 —#—/27 — | modify ZOTSF F—XIZB# T %
N U.NORMAL

modify, U.ADMIN,

export U.ACCOUNTMANAGER
074 VYN AT—=ROANY bF | modify U.ADMIN
lCIE
oy 777 SR modify U.ADMIN
Uy o797 NINETHAY Y MA | clear U.ADMIN,
T—RA U.ACCOUNTMANGER
F—trna sy modify U.ADMIN
H R modify U.ADMIN
BN AT — R modify U.ADMIN
7 KL Ak create, U.ADMIN

modify, delete | U ADDRESSBOOKOPERATOR
SYSLOG #—/\— D& modify U.ADMIN
FTP ¥ —N— D5 modify U.ADMIN

6.6.5. FMT_SMF.1 Specification of Management Functions

(for O.USER_AUTHORIZATION, O.ACCESS_CONTROL, and O.ADMIN_ROLES)

Hierarchical to: No other components.

Dependencies: No dependencies.

FMT_SMF.1.1: The TSF shall be capable of performing the following management functions:

[refer to Table 18).

Table 18 EH##E

| SFR e | B T

FAU_GEN.1 FRINBGEMT 771 T 0138w | RL

FAU_GEN.2 FRINBZEMT 771 T 1132w | &L -

FAU_STG_EXT.1 TSF &, WSR2 ET 20 NER | &L Z DFgBEIX R
S TWRITIIER 5720, fLx e

FCS_CKM.1(b) FRINZEMT 771 EF 1 13m0 | &L

FCS_CKM.4(a) FRINZEMT 771 EF 1 13m0 | &L

FCS_CKM.4(b) FRINZEMT 771 EF 1 13m0 | &L

FCS_CKM_EXT.4 FRINZEHT 7T 1T 1130 | &L

FCS_COP.1(b) FRENBZEHT 7574 T 11350 | 2L

FCS_COP.1(c) FRINZEHT 7T 1T 1130 | &L

FCS_COP.1(f) FRENBEHT 771 T 1%\ | 2L

FCS_COP.1(g) FRENBEHT 771 T 1%\ | 2L

FCS_COP.1(h) FRANZEHT 75 1 T 11373\ | L

FCS_RBG_EXT.1(a) | PRENBZEMT /51T 1 ik | &L

FCS_RBG_EXT.1(b) | PRINBZEMT 7T+ BT 1 ld2\Ww | 2L

FCS_TLS_EXT.1 FREINZEHT 7T 1T 1130 | &L
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SFR B EHERE HH
FCS_HTTPS_EXT.1 | PRENBZEMHT 754 T 13RWw | 2L
FCS_KDF_EXT.1(b) | PRENAEMT 751 LT 113\ | &L
FCS_KYC_EXT.1 FRENBGERT VT4 T 113w | &L
FDP_ACC.1 FRENBGERT VT4 T 113w | &L -
FDP_ACF.1 a) BRI T 7 A7 I3EAICHED | 2L JE M D 1) A fiE
SPEIZHbN 2 J@EOE R EEE X A
HZTERW
FDP_FXS_EXT.1 FRENBGERT VT4 T 113w | &L
FDP_DSK_EXT.1 TFRENZEHT 7T 10 T 113\ | 2L
FIA_AFL.1 a) AL OFREERATICN$ B HMEDE | o — Y —FREE L
B DE
b) Lk OERIZBEVWTESHND | &L FIEDT 7 a
TovavOER VI-OEHI N
TVWEEA
FIA_ATD.1 a) b LEIMzREh TR, #FaE | 2L Z DIREIZ R
HEFI—Y -z 2EMDOEF 2 frE

VT JBIERZERT LI LNTES

FIA_PMG_EXT.1

FREINDZEET 7T 14T 11T 50

BINSAT— REDE
i

FIA_UAU.1

a) HHHIZ X BT — X DEH

A=Y= NZAT =R
DI
(U.ACCOUNTMANA
GER/ U.ADMIN
/U.NORMAL/
U.FAXOPERATOR/
U.ADDRESSBOOKO
PERATOR) by
U.ADMIN.

A=Y= RNAT =R
DEER
(U.ACCOUNTMAN
AGER/UNORMAL/
U.FAXOPERATOR/
U.ADDRESSBOOKO
PERATOR) by
U.ACCOUNTMANA
GER
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SFR B EHERE B
b) BRT 221 —H -2 L BiE7T— | "UNORMALIZ L5 H
X DEH BDa—PNRAT—
N2k
-U.FAXOPERATORIZ
5D —YS
A7 — N OEHL
-U.ADDRESSBOOKO
PERATORIZ & % H
HOa—Y AT —
[Nok=2:
c) A—Y =ML npufice ohd | 2L FIEDT 27 a
T avo)ANEEHTLEIL VI-OEHI N
7200
FIA_UAU.7 FTREINZEHT 7T 1T 113\ | 2L
FIA_UID.1 a) L—H—RAIIE RO E I—H—IDDEH
b) FFAIEHED, BN I NG | L FIEDT 27 a
TOvavEERETELLA TOT VDB N
7 avIALEEHETSEIL AN
FIA_USB.1 a) FAEHEX, TIALIDOYTY | 2L E RS WAk (s
7 hOeFaV T E@BEEERTE XA
%
b) HAEHEIZ, YTV DEF | &L Al X -1
)T EEEREETES XA
FMT_MOF.1 a) TSFOMHE L A8 %2 X LA | &L FREDT 27 a
LEE DTN —THREET LI VI-OEHIN
7200
FMT_MSA.1 a) ¥Xa ) Fq @ HEICEEE R | 2L FREDT 7Y a
FELUELRE DTN — T2 EHT 5T VI-DEHIN
& AP
b) ¥¥ 2V 51 @ENREDMEET | L FREDT 73 a
SMCT-DDBNZEMT L & VI-OEHI N
VA
FMT_MSA.3 a) MIEAMEZRE L2 EE O V-7 | 2L WA % fRE
EEHTLI L TE55ENE
7200
b) FTED T 27 & AHMESFPIZN T 2T | 7L HIME
7 AV MEDFF B B\ I HIBRAVEE ENTHEH, ZE
EEERTHI L BETER
c) kF¥aVFqEBENREOMEESE | 2L BRI % 25
<7D DBAZERTH L XTE W
FMT_MTD.1 a) TSFF—X L HHBEICHES RFLA | 2L FREDT 7Y a
LEE DTN —TREET LI VI DEHIN
AN
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SFR B EHRE B
FMT_SMF.1 FHRINGEHT 771 T 113\ | 2L
FMT_SMR.1 a) KED—HERT I —DINV— | 2L FREDT 7 a
TOER VI-DEHIN
VA
FPT_SKP_EXT.1 FHRINGEHT 771 T 113\ | 2L
FPT_STM.1 a) Mo EH RALAR Y TEED
B,
FPT_TST_EXT.1 FRENBGERT VT4 T 113w | &L
FPT_TUD_EXT.1 FHRINGEHT 771 T 113\ | 2L
FTA_SSL.3 a) il % DRAHIZH LGy a>vD | 2L 2 —f %
MTE2ECIEIHAZENET 7T« ICRRETER
7T dH B DORE W
b) Mt a vk TE2ELIES tyyarvikrgoa
MHAEBENET 254 TTHBET 74N | —F—DFT7 275747
N I D FEE DF 7+ )V MR D
7
FTP_ITC.1 a) HELTR— bt SfEF | EFaT7F v 2IVERE
Y RIVEERT DT 7Y a VO
FTP_TRP.1(a) a) bLIKR—-bIhTcwnid, &EE | 2L FIEDT 7 a
NAZBRT BT 7 a v ORERK VI-OEHIN
VAQAY
FTP_TRP.1(b) a) bULIKR—-bIhTcwniX, &EE | 2L FIEDT 7 a
NAZRERT LT 7Y 3 v Ok V- DEEI N
VAQAY
-7 R L AIRDOEH
*SYSLOGH — /=D
‘FTPY — N —DHE

6.6.6. FMT_SMR.1 Security roles

(for O.ACCESS_CONTROL, O.USER_AUTHORIZATION, and O.ADMIN_ROLES)
Hierarchical to: No other components.
Dependencies: FIA_UID.1 Timing of identification

FMT _SMR.1.1 The TSF shall maintain the roles U ADMIN, UNORMAL, UFAXOPERATOR,
U.ACCOUNTMANAGER, and U ADDRESSBOOKOPERATOR.

FMT_SMR.1.2 The TSF shall be able to associate users with roles.

6.7. Class FPT: Protection of the TSF
6.7.1. FPT_SKP_EXT.1 Extended: Protection of TSF Data

(for O.COMMS_PROTECTION)
Hierarchical to: No other components.
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6.7.2.

6.7.3.

6.7.4.

6.7.5.

Dependencies: No dependencies.

FPT_SKP_EXT.1.1 The TSF shall prevent reading of all pre-shared keys, symmetric keys, and
private keys.

FPT_STM.1 Reliable time stamps

(for O.AUDIT)
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_STM.1.1 The TSF shall be able to provide reliable time stamps.

FPT_TST_EXT.1 Extended: TSF testing

(for O.TSF_SELF_TEST)
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_TST_EXT.1.1 The TSF shall run a suite of self-tests during initial start-up (and power on)
to demonstrate the correct operation of the TSF.

FPT TUD_EXT.1 Extended: Trusted Update

(for O.UPDATE_VERIFICATION)

Hierarchical to: No other components.

Dependencies: FCS_COP.1(b) Cryptographic Operation (for signature generation/verification),
FCS_COP.1(c) Cryptographic operation (Hash Algorithm).

FPT TUD_EXT.1.1 The TSF shall provide authorized administrators the ability to query the
current version of the TOE firmware/software.

FPT_TUD_EXT.1.2 The TSF shall provide authorized administrators the ability to initiate
updates to TOE firmware/software.

FPT _TUD_EXT.1.3 The TSF shall provide a means to verify firmware/software updates to the
TOE using a digital signature mechanism and [no other functions] prior to
installing those updates.

FPT_KYP_EXT.1 Extended: Protection of Key and Key Material

(for O.KEY_MATERIAL)
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_KYP_EXT.1.1 Refinement: The TSF shall not store plaintext keys that are part of the
keychain specified by FCS_KYC_EXT.1 in any Field-Replaceable
Nonvolatile Storage Device.
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6.8.

6.8.1.

6.9.

6.9.1.

6.9.2.

Class FTA: TOE Access
FTA_SSL.3 TSF-initiated termination

(for O.USER_I&A)
Hierarchical to: No other components.
Dependencies: No dependencies.

FTA_SSL.3.1 The TSF shall terminate an interactive session after a [refer to Table 19).
Table 19 FIHEZEDIF T 75 « 7heHERE

 igeoa | F—bus b

BAEAS TV 15-150 #
Web 7 o v ¥ 5-999 4

Class FTP: Trusted Paths/Channels
FTP_ITC.1 Inter-TSF trusted channel

(for O.COMMS_PROTECTION, O.AUDIT)

Hierarchical to: No other components.

Dependencies: [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

FTP_ITC.1.1 Refinement: The TSF shall use [7LS] to provide a trusted communication
channel between itself and authorized IT entities supporting the following
capabilities: [/SYSLOG server, Ftp server, mail server]) that is logically distinct
from other communication channels and provides assured identification of its
end points and protection of the channel data from disclosure and detection of
modification of the channel data.

FTP_ITC.1.2 Refinement: The TSF shall permit the TSF, or the authorized IT entities, to initiate

communication via the trusted channel

FTP_ITC.1.3 Refinement: The TSF shall initiate communication via the trusted channel for
[SYSLOG service, FTP service, mail service).

FTP_TRP.1(a) Trusted path (for Administrators)

(for O.COMMS_PROTECTION)

Hierarchical to: No other components.

Dependencies: [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

FTP_TRP.1.1(a) Refinement: The TSF shall use [7LS, TLS/HTTPS] to provide a trusted
communication path between itself and remote administrators that is logically
distinct from other communication paths and provides assured identification of

Copyright© 2018 TOSHIBA TEC. All rights reserved.

52/85



its end points and protection of the communicated data from disclosure and
detection of modification of the communicated data.

FTP_TRP.1.2(a) Refinement: The TSF shall permit remote administrators to initiate
communication via the trusted path

FTP_TRP.1.3(a) Refinement: The TSF shall require the use of the trusted path for initial
administrator authentication and all remote administration actions.

6.9.3. FTP_TRP.1(b) Trusted path (for Non-administrators)

(for O.COMMS_PROTECTION))

Hierarchical to: No other components.

Dependencies: [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

FTP_TRP.1.1(b) Refinement: The TSF shall use [7LS, TLS/HTTPFS] to provide a trusted
communication path between itself and remote users that is logically distinct
from other communication paths and provides assured identification of its end
points and protection of the communicated data from disclosure and detection
of modification of the communicated data.

FTP_TRP.1.2(b) Refinement: The TSF shall permit [ remote users| to initiate communication via
the trusted path

FTP_TRP.1.3(b) Refinement: The TSF shall require the use of the trusted path for initial user
authentication and all remote user actions.

6.10. ¥ 2V 5 ¢ [RIrEMH

Table 20!Z Protection Profile for Hardcopy Devices - v1.0D & ¥ 2V 5 4 {F3FEM: 2= 3, 2,
AHIARAE L~V DEALLIZER I Nz IV R—% ¥ b v MZASE_SPD.1%EMUL7ZEDTH 5,

Table 20 TOE &% 2 V) T « {RFFEMH

| RaEa v H—5 Vb | AL > R—% > M
¥aV T4 x—7y M | ASE_CCL.1 A FIR
Security Target Evaluation Conformance claims
ASE_ECD.1 PR3 Y R— v MER
Extended components definition
ASE_INT.1 STHERN
ST introduction
ASE_OBJ.1 HHREOY X 2 ) 7 1 WK G

Security objectives for the
operational environment

ASE_REQ.1 FiRI Nz F 2V T 1 B
Stated security requirements
ASE_SPD.1 ¥a) T HEEE
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BEEa Yy R—% v b it a v R —2 v bk

Security Problem Definition
ASE_TSS.1 TOEZ LAk
TOE Summary Specification
B ¥ ADV_FSP.1 FEARBEREE %
Development Basic functional specification
AR ANE AGD_OPE.1 A= EH XA
Guidance Documents Operational user guidance
AGD_PRE.1 e T &
Preparative procedures
FA4 T A NP ER—- | ALC_CMC.1 TOE®D 7~V 1S
Assurance Class Labelling of the TOE
ALC_CMS.1 TOE D CM #i
TOE CM coverage
T A b ATE_IND.1 ST A b -E
Tests Independent testing - Conformance
i 55 MR R A2 AVA_VAN.1 I 5555 M A
Vulnerability assessment Vulnerability survey
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6.11. ¥ 2V 7 1 KEREEAARHL
6.11.1. ¥ 2V 7 1 BBEEABOKEERF
TOEX ¥ 2V 7 1 BEEE S 12 DWW T, ASTIZ B 1 B A7 D 5 Mkt R % Table 211ZR T,
Table 21 ¥ a2V 7 1 BEREEA DEFME SRR

TOE€F¥a VT« CCE X UPPT STCH§7= L STTHi7=L T
PRE BRI W ARG H TV DWW
FAU_GEN.1 FPT_STM.1 FPT_STM.1 mU
FAU_GEN.2 FAU_GEN.1, FAU_GEN.1, AV
FIA_UID.1 FIA_UID.1
FAU_STG_EXT.1 FAU_GEN.1, FAU_GEN.1, mU
FTP_ITC.1 FTP_ITC.1
FCS_CKM.1(a) [FCS_COP.1(b), or FCS_COP.1(b), AV
FCS_COP.1(i)], FCS_CKM_EXT.4
FCS_CKM_EXT.4
FCS_CKM.1(b) [FCS_COP.l(a), or FCS_COP.1(a), =L
FCS_COP.1(d), o FCS_COP.1(g),
FCS_COP.1(e), o FCS_CKM_EXT.4,
FCS_COP.1(f), or FCS_RBG_EXT.1(a),
FCS_COP.1(g), o FCS_RBG_EXT.1(b)
FCS_COPJ()L
FCS_CKM_EXT /4,
FCS_RBG_EXT.1
FCS_CKM.4(a) [FCS_CKM.1(a), or FCS_CKM.1(a), U
FCS_CKM.1(b)] FCS_CKM.1(b)
FCS_CKM.4(b) [FCS_CKM.1(a), or FCS_CKM.1(a), AV
FCS_CKM.1(b)] FCS_CKM.1(b)
FCS_CKM_EXT.4 | [FCS_CKM.1(a) or FCS_CKM.1(a), 7L
FCS_CKM.1(b)], FCS_CKM.1(b),
FCS_CKM.4 FCS_CKM.4(a),
FCS_CKM.4(b)
[FCS_CKM.1(b)], FCS_CKM.1(b), AV
FCS_COP.1(a)
FCS_CKM_EXT.4 FCS_CKM_EXT.4
[FCS_CKM.1(a)], FCS_CKM.1(a) A
FCS_COP.1(b)
FCS_CKM_EXT.4 FCS_CKM_EXT.4
FCS_COP.1(c) AV %L %L
FCS_CKM.1(b), FCS_CKM.1(b), %L
FCS_COP.1(f)
FCS_CKM_EXT.4 FCS_CKM_EXT.4
[FCS_CKM.1(b)], FCS_CKM.1(Db), AW
FCS_COP.1(g)
FCS_CKM_EXT.4 FCS_CKM_EXT.4
FCS_CKM.1(b), FCS_CKM.1(b), %L
FCS_COP.1(h) FCS_COP.1(c), FCS_COP.1(c),
FCS_CKM_EXT.4 FCS_CKM_EXT.4
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FCS_SMC_EXT. 1 FCS_COP.1(c) FCS_COP.1(C) =L
FCS_RBG_EXT.1(a) | %=L U L
FCS_RBG_EXT.1(b) | 7= L AV AV
FCS_CKM.1(a), FCS_CKM.1(a), AV
FCS_COP.1(a), FCS_COP.1(a),
FCS_COP.1(b), FCS_COP.1(b),
FCS_TLS_EXT.1
FCS_COP.1(c), FCS_COP.1(c),
FCS_COP.1(g), FCS_COP.1(g),
FCS_RBG_EXT.1 FCS_RBG_EXT.1(b)
FCS_HTTPS_EXT.1 | FCS_TLS_EXT.1 FCS_TLS_EXT.1 =L
FPT_KYP_EXT.1 %L %L U
[FCS_COP.1(e), FCS_KDF_EXT.1,
FCS_SMC_EXT.1, FCS_SMC_EXT.1,
FCS_KYC_EXT.1 FCS_COP.1(j), FCS_COP.1(f)
FCS_KDF_EXT.1,
and/or FCS_COP.1(f)]
FCS_KDF_EXT.1 FCS_COP.1(h) FCS_COP.1(h) AV
FCS_COP.1(d) %L FCS_COP.1(d) | FDE_EE_cPP
WA U 7zl
@ CCHRAEX 1
7= Bl 22wy
FDP_DSK_EXT.1 REAHOKS
b A #5862
ML —YFA
1A%z MHL
TW5728
FDP_ACC.1 FDP_ACF.1 FDP_ACF.1 U
FDP_ACF.1 FDP_ACC.1, FDP_ACC.1, AV
FMT_MSA.3 FMT_MSA.3
FDP_FXS_EXT.1 %L %L ANV
FIA_AFL.1 FIA_UAU.1 FIA_UAU.1 U
FIA_ATD.1 A4V %L ANV
FIA_PMG_EXT.1 AV AV AV
FIA_UAU.1 FIA_UID.1 FIA_UID.1 AV
FIA_UAU.7 FIA_UAU.1 FIA_UAU.1 AV
FIA_UID.1 AV AV AV
FIA_USB.1 FIA_ATD.1 FIA_ATD.1 %L
FMT_MOF.1 FMT_SMR.1, FMT_SMR.1, %L
FMT_SMF.1 FMT_SMF.1
FMT_MSA.1 [FDP_ACC.1], FDP_ACC.1, AV
FMT_SMR.1, FMT_SMR.1,
FMT_SMF.1 FMT_SMF.1
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FMT_MSA.3 FMT_MSA.1, FMT_MSA.1, 7L
FMT_SMR.1 FMT_SMR.1
FMT_MTD.1 FMT_SMR.1, FMT_SMR.1, 2L
FMT_SMF.1 FMT_SMF.1
FMT_SMF.1 U 72U L
FMT_SMR.1 FIA_UID.1 FIA_UID.1 U
FPT_SKP_EXT.1 U 72U 2L
FPT_STM.1 72U 72U 2L
FPT_TST_EXT.1 L 72U 2L
FPT_TUD_EXT.1 | FCS_COP.1(b), FCS_COP.1(b), 2L
FCS_COP.1(c) FCS_COP.1(c)
FTA_SSL.3 72U 7L 7L
FTP_ITC.1 [FCS_IPSEC_EXT.1, or | FCS_TLS_EXT.1, 7L
FCS_TLS_EXT.1, or FCS_HTTPS_EXT.1
FCS_SSH_EXT.1, or
FCS_HTTPS_EXT.1]
FTP_TRP.1(a) [FCS_IPSEC_EXT.1, or | FCS_TLS_EXT.1, 2L
FCS_TLS_EXT.1, or FCS_HTTPS_EXT.1
FCS_SSH_EXT.1, or
FCS_HTTPS_EXT.1]
FTP_TRP.1(b) [FCS_IPSEC_EXT.1, or | FCS_TLS_EXT.1, 2L

FCS_TLS_EXT.1, or
FCS_SSH_EXT.1, or
FCS_HTTPS_EXT.1

FCS_HTTPS_EXT.1

6.11.2. ¥ a VU F 1 IRFFEMIEN

INSDEF )T 1 RAFEMZEINT HBIIE, TNNROEF a2 T4 R—ZA T4 UDPKBHEDOHE I N
BB RIVIZEDINWTWS Z e, TOEZHB T2 HHABRKEOY X2 ) 714 Al TH D, »DOTOEES
EOTWVARLERBINTVWEZIETHD, STOHOLWEEZAIZHIMRIAET 7T 1T 11T F
2V T o R R R T 5 72 OB HEIZ O W T DDA A XV A/t 3 -0 T

DAffifE 1z

Wo,

Copyright© 2018 TOSHIBA TEC. All rights reserved.

57/85




TOEERER% (TOE Summary Specification)
ARETIE, TOELFaF¥a )7« #aE (TSF) OB E RT3,

B

PARIZZ 5 AFAUD ERIZ B % ERHE %2 2ld 3 5,

FAU_GEN.1

TOE Ik, BE&EA RV MR ELZ L SITEBER 7 2ER L, BEEU 7 7 7 A IZEEHT S, ZNITED

FAU GEN.1 #ZFEHLTW5,

Table 22 ZTHFI N4 RV P B IUVERER S

= ks SR g
BEENRER ‘ 2—#—1D ‘
EAHRE O E) MFP O&EJRA >~ U U
EAHRE DR T MFP O&EJFA 7 U U
VaTOKRT TV NYaToKT | VaTiaE | B, £7213EK
AF¥yrVadoRT | YVaTdrAaE | K. 72k
a¥—Ya ToRT YVa T Zma#H | R, F 72k
Ty O AREYaTD | VaTiaH | B, £7213EK
®r
Ty IAREYaTO | VaTEas | . £k
®T
2 — Y —FREE R =/ VAN 1S 0Ja v U7 | . 723K
2 — Y — G I—H—
B IR RE D] A I—H—DE BHEEITo72 | B 72138
a—H—
aA—%—ID OEH EBHEEfTo72 | B, 72138,
a—H—
a—H —DHIkR BHEEIT-72 | B
a—H—
REDEH BHEEIT-72 | B
a—H—
BEIO—WTHD1— | KENEHROLE BHEEIT7Z | I
Y=V — T DNE I—H—
W% D 25 o RFE DB IE BHEEIT-72 | B
a—H—
¥ a VHENL DR TLS v ¥ a VHESID | 7L B, F 2R R
J B

TOE i, B&EINDE A XY ML TFOTF—XZEHT 5,

- EAE/EEA TT—/A4RY NPFREL I

s Avk—U: ARV FONEEBIPT 2308 (LY a VEBROBEIE. LBROHEEE £R)
s IT5—O—F: ARYMII-RELTEHRIN, 4D 16 EHTERINET,

- 2—H¥—ID: arAq v Uiza—Y -0+
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- AR 1 Ry b OFERAER

(8% 3 5 TSFI)
CBERZL A v, T—A E I —, DAZATIE—, AF ¥, DATZAARFY V.
Ty AEE, TV, VaTdRRBIOO KRR, EHEAERE, BFEY—

« TopAccess: B A4 Y, YaTAT—RA, ThUv b, -G8, EHERE
TV UVR=RIAN=: TV FERIZHTEHA VX Tz —R
 FOM: AL VALY F, PSINTV 7y VAL VR Tz —A

FAU_GEN.2

TOE . BEENRDAIRY I BFEETLE, TOIRY MNOFEAE LA —F—Da—¥—ID 2
HFo e 52 & T, FAU GEN.2 2B L TW5,

(B89 5 TSFI]

B (VA9 ZE = B/ AN SN ﬁ AV —, DATATE— AFXF YV, DATAAF YV
77V ARE, TV UM YVaTRRBLUTn SRR, HHERE, EFHY -

» TopAccess: @7 A v, VaTAT—RA, &k, 7hHU b, a—V—EMH EHERE
TIVUVRE—=RIAN—: TV PERIZNTEZSI VEZT—A
s ZOM A VALY F, PSIN T 7 2 AL VAT = —A

FAU_STG_EXT.1

U.ADMIN | TopAccess DB EZRED 5. SYSLOG Y —N—%#EETEH —N—2 U THETE B,
TOE &, AMINEEETF— X2 ETHEA N L —IF NS ZIZHEAFE L, @E 7T b a)L TLS1.2 2144
ALUTHEREET 7Y —NN—=TH 5 SYSLOG U —N—IZEETEIENTEE, NEA ML =YD
HEo S OMFEERIZ. 0 ORKERAEBRIZA{ 2 Ay —Y 12 10,000 £, BIFIG 2 : 5,000 4, A
Fyrus 5000 M, 777 AOREEHLH : 5,000 . 77 7 ADZEEEE : 5,000 4% £
BTE5, £400 7 DREKELBBEDHERIZL 58, &40 ZDRE HWEET — XMk
FLUWERET X 2RFTHZLTES,

WA ML=V I EE N2 TOEE T Z1E, UADMIN ZUHREBRTLI N TE, TOMDI—
Y=k, HEOY a 7u 7 UhBRIERWT 72 AfilflZ2{T7->TW5,

(B33 2 TSFI)
s BERIOV v Ty R AW, -, DATZATIE— AF YV, DATZAARAF YV
77 ARG, TV, VaTRRABLTRIRR, HEHERTE, BEY—
» TopAccess: BT AV, YVaTAT—RA, &k, ThHUr b, 22—V —EH HHERT
TV VR—=KIAN=: TV NERIIFTESI VR Tz—A
s ZOMf: AL VALY F | PSIN 777 AL VR T 2 — A

7.2. WEYER-L
PIFIZZ 5 AFCSO B2 5 5 B Rk 2 5l 3 %
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FCS_CKM.1(a)

TOEIL, W= M5 OB CHEFH X N2 I FrmG 58 e LT, NIST SP 80056-B,Revision 106.3.1.3
iz Fl#k Drsakpgl-crt F N CTRSABER T 2 AT 5, BOERICHH T 2 ELEUIIFCS_RBG_EXT.1(b)
I\, CTR_DRBG(AES-256) THKT 5, Z DL, HOBE{L N 7 1 TSI TRFEEI N5,
728, TOEIX, ATSFIZE L., TOEKA DILEPHCD-PPIZ#H D 72 WHEH W, 52 WdHFa S i
MEREZE G ATV,

AEEIZBI T B2TSFLIE, UFIZRTED TH 5,

(B8:H# 3 5 TSFI]
- TopAccess : FHLE &R E

FCS_CKM.1(b)

TSFiE, TLSEED X T T —Ya /ZBEWVWT, @EHOE Y ¥ a VELHMACO#EZ EKT 5, v
Va Vv CHMACO#IX, =N 25347V EITHRETZELBE» oK I NS, SLEIX
FCS_RBG_EXT.1(b)(Zft\», CTR_DRBG(AES-256) TH KT 5, H#DI/NT A — X%, ﬁéﬂﬁ
Cipher SuiteiZ &> T, U FIZ/RTHED TH B,

oty a
WIS T — X Z2REE/AT 2DICHHI N, EIRX N /-Cipher SuitelZ &> T, HHT 2H57)LTY
ALEPOEINE LS, 57T ZLIFXAES-CBCZMHL, vy a VHEOEXIX128bit
& 256bitANEIRT & 5,

® HMACOD
%#%@#b@f&ﬂﬁ@ﬁ(ﬂw)tﬁﬁ% RERGET B -OD2ODHRTHLN S, kL
RADOHIZ256E Yy NEDOMACHZ ALK L., 7 — X MREEH O TldCipher SuitelZfit - 72K T4E
DR

Zho O, fFEEAETYNICEL, EEBTHESL S,

(BH3# 9 5 TSFI)
- FCS_ITC_EXT.1 ® TSFI iz#:3 %

TSFiZ, TOED &2 0 # 2 BB, FCS_RBG_EXT.1(a) ¢\ Hash_ DRBG(SHA-512) T #%
ERT S, 72, TSFIXZOBRIZ, BEEHBEZTIZ, FCS_KDF_EXT.1iZft-> T, HAKS/{ NI o
TIRHEA N DOMFP% FRAET 5 720DI12fH 5 F A D IBGEHE256bitx T 5, &b, KA MIRGEHEE RET
LZl-OIfHINEGFyLyYa—Rik, HERSIE N1 7 (JCMVPREHEE S : FO022) OFELEUE
FRESREIZ K D BRI A X D AR I NG,

(589~ 5 TSFI)
- BENRIL L BFEF— (TOE BBROYEIEEIZES)
s FOM: A1 A1 v F (TOE HEZDOYHELENZIES)

FCS_CKM_EXT.4/FCS_CKM.4(a)

TSEAK S AN DEEK/OBEVIZ, RE Lo IRFICIERERI NS,

@ HOES({ NI 1 TDHRA IR
MFPDBEERFIZ, RERFEE U THRbh, BBRFEINTWAHEIEE, FCS_RBG_EXT.1(a)il &
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% ELEE s CHash_DRBG (SHA-512) % Wz EL T EEHEEZTHZ LIT K DIEET 5,
REMFIZBT ZTSFIIE, BAFICORTED TH 5,

(B84 3 5 TSFI]
s PEES ROV BIRF— (TOE REZDOHIRIEZENIZES)
- FOM o AA A1y F (TOE HBEHOHIEZENIZIRES)

o BB G, ff#E(FCS_KDF_EXT. 1D H i), FA MZRGEHEE, Fy L Yya—F, LAKYZAa—
R, BEADEY Y a VKR OHMACO#
HERMEA T NIZHEF L, BEECHEI NS,

(8% 3 5 TSFI)
I V(AE SNt E
C FOM o R Ry F

FCS_CKM_EXT.4/FCS_CKM.4(b)
TSEA KD AR O#EIZ, REE o 2RI NS,

® H— N — DFRE
Y—N—OWERIT, BCESLE 74 7oA EREER P L -V NICESLInREI NS, &
BEEDH L VEEIAE 2 K5 2 561, AEREE U THROI, #BPREFEI DTV HkE, [EE
DIET3M FEE TS, 72, HAMAEVICHEFEI LTV AHIE. BEFTHEINS,
AREMIZET ATSFIIX, ATFICRTED TH S,

(B3 5 TSFI]
- TopAccess : &EHE & E

FCS_COP.1(a)

TSF X, FTP_ITC.1., FTP_TRP.1(a) %X O* FTP_TRP.1(b)iZ B I Bl 1E T — X (£ & D 7= D 1T,
FCS_CKM.1(b)iZ & D 4 L 72128bit 7z 1£256bitD I 5 #E & FIPS PUB197IZ ¥l 5 AESH; 5 7 )V
Y X2 %NIST SP 800-38AIZ#EHLT 2CBCE— R TEWES B Z L2k 0 BET — X O ES(LEY
H5%175,
AREMIZBT A2 TSFIIZ, L NITRTED TH D,
(B389 5 TSFI)
-+ FTP_ITC.1 ® TSFI IZ¥# U %

FCS_COP.1(b)

TSFi%, BEERAEAEIERIZ B 1) 284K, FCS_ITC.11Z & 64 — N —3EHE &K O'FPT_TUD_EXT.11Z
3577 —=L0zT7DT7 Y 7T — MRIEICEBWT, FIPS PUB 186-4I1Z8iE & #17zDigital Signature
Standard(Z#E#L U 72 R A32048bitDRSAT ¥ X VEZL 7 )LV T Y X L (rDSA) %2 #H 3 %, TSFIZ, s
AEHEERRIC B 2B B RO — N —GEHE OMEE TIERSASSA-PKCS1-vl 5%, 77 —LD=x7
7 v 7T — MREETIZRSASSA-PSSZ W5, £7z, FAFHEOERKIZFCS_CKM.1(a)iz & b Ak 7z
RSAEZ T 5,

AREMIZEA T HTSFIE, AFIZ/RTED TH B,

(B8:# 3 5 TSFI]
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- FCS_ITC.1 8 X FPT_TUD_EXT.1 @ TSFIIZ# L 5

FCS_RBG_EXT.1(a)

TSFiZ., =¥ FBRE—JiE KXODRBGEZ HWTEHEZ LK T 5, ZDDRBGIE., NIST SP 800-90AIZ1¢
> THash_DRBG (SHA-512) &2 FHWCEEZ KT 5, TV hp Y —JFiE, —DDN—F7 7 R—2
W& B4 XJFEAE A, ISO/IEC 18031:2011 Table C.1 “Security Strength Table for Hash
Functions” {24 > T256bitd LY b B ¥ —% K/NREFDEntropy Input%, > b1 E—JiA 5 DRBG
T3, /A ZPFIZTOEDSoC (Intel Atom 7' B+ v 3 —E3825) AWNET 5/ — K7 =7 DES
AT S, /4 RFE»LSDOH I, SOCHDODRBGD ¥ — RIZfH WS4, NIST SP 800-90A D
CTR_DRBG(AES)IZfit » 7z ¥ % 17 > TRDRANDM & CTH h ¥ 3, /A ZPFIX, 1bitdh 7z b 0.5bit
UEOR/NTY bab¥—%248 2 &2 [Rambus 2012|050k A 505> TH b, RDRANDM4A X/
ZPEH S5 D256y by bpE—0Y— NTHfbIhztFa) 745@E1288 Y N DDRBGO H}
J1TdH 5, RDRAND4 (£128bitZ b1 M H N TELESH SV V= RSN THHDT, TV
POV -2 MR T Bmgd T —F Y 0 & XA XZRDRAND i & T L /8 L 7%
128'512=65,536bit=8,192byte # AES-CBC-MACHL¥ T 16bytelZ JEMid 5 Z & T, 16byteZ & 1Y —
R 3872 2RDRAND @A ZINE L, rmgd?D2,500byteD3 DDy 7 7 IZIFIE 7)Y b —0
F—RE—RRIZEET S, ZOTSFAEH I NS & &, Linux PRNGA32048bitPA LD Ty vo—#%
REFTHRBIZANT AR EFREINTWVWS DT, TSFOHash_DRBG(SHA-512)%3Linux PRNG®
/dev/urandomi 17 & FAH T 128byte D F — R IFIFIEF 7 VY bu ¥ —DIREL HEET 5,
TSFORAFE# IENIST SP800-90BO6Hi O/ T > b o ¥ —RiES b 12 &k b, TOEDEIESM D HIPH T,
/dev/urandomH J1A38bitH 72 D 5. 7bitA EDR/NT Y bV —2 502 L 2R L, 70Ty ha Y
— TR WeEBKWIZAES o TH ., /dev/urandom H J1 @ 128byte ® ¥ v I ¥ i
729.6(=128"8'5.7/8)bitd T O ¥ =G ENS L HET S, ZDLE Y hl%Entropy Input b\
Hash_DRBG(SHA-512)I2 ¥ — Nz fitfa 4 242 & . FCS_RGB_EXT.1(a)ZZEH L T\ 5,

(BH3# 9 5 TSFI)
- BEASRL  EBIEF— (TOE ZRE#ZOYEEE)IZES)
- FOMh: A1 VAL v F (TOE HEBEHOYEEENZRS)

FCS_RBG_EXT.1(b)

TSFi., =¥ bva Y —Jis K ODRBGE W TEE Z £ T 5, ZDDRBGIX, NIST SP 800-90AIZH¢
- CCTR_DRBG (AES) % H\WTHLE 2 £ T 5, ZDCTR_DRBG(AES)iderivation function % i i
T 5728, ¥— KkElE U CEntropy Input® NonceZ{#fH$ 5%, T2 hat—iflZ, —DD/N—FKD
LT R—=AIZ& B )1 XFEEHA, ISO/IEC 18031:2011 Table C.1 “Security Strength Table for
Hash Functions” (2> T128bitd T b1 ¥ —% H/NREFDEntropy Input& 64bitd T b 1o —
ZHR/NRFFDONonceZz, TV habE—iEd 5DRBGIZH T3, /4 XJFEIFTOEDSoC (Intel Atom 7
Oty ¥ —E3825) BWET A N— KTz 7OESEZMHAT 5, /1 XEHSDH X, SOCHDODRBG
DY — FIzHWS N, NIST SP 800-90ADCTR_DRBG(AES)IZ ¢ - 72 MLEE % 17 > TRDRAND# 4 TH
hEnzd, /A4 XPEIE, 1bitdd 7z 0 0.5bitPh EOR/NT Y b u¥—%2&8 Z & A [Rambus 2012]DFdk
Mo ->TEY, RDRANDMH I/ 1 AJFEH S5 D256y by hab—n Y — Rk izt

FaVTFsmE128Y Yy NODRBGOH I TH %, RDRAND 4 1E128bit% 51 13 H )13 5 L ESHh
LV Y—=RINZMAHETHEDT, TV bu—Hz2HEKT 5mgdT —€ > 7' 0¥ ZIZRDRANDM 4
THUE L 7-128'512=65,536bit=8,192byte # AES-CBC-MACHLHE T 16bytelZ JEAES 5 Z & T, 16byte
Tz — N3 ZRDRANDG A H I Z2INEE L. rngd®2,500byte D3O DNy 7 7IZIFIE 7 )LVT v
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7.3.

FaE—DF— X% —FIZERET 5, rngd? 5Linux PRNGIZ A E R T Y b =2 +01cfd s n
% DT, TSFALinux PRNG® /dev/random J17% 5 F A 3 32byte DT — X X7V hu ¥ —
DR LHEET B,

TSFDBH¥# IZNIST SPS00-90BD6HiD/NT > hu ¥ —HEES v iz & v, TOEDEESMDHIF T,
/dev/randomti J1 A38bitdH 7= D 5. 7bitbh EOB/NT Y ha ¥ —2 5L 2 L 2R L, 7l bat
—THRWVWEEBNICAEDE > TH, /dev/randomH J1D32byteD ¥y b FI1215182.4(=32*8*5.7/8)bit
DTvhal—NEEInNdeHEET S, ZDOE Y +F%NIST SPS00-90B T\ 9 conditioning
component®D##| % fH 5 OpenSSLELEIZ A S L., OpenSSLELE D H 11D 320bit & 160bitD2 DD ¥y
MNilzZnEnTy boE—JE»5H 35, NIST SPS00-90BMD3.1.5.2fi L 6Hfiic kb, Z D
conditioning component® i 1D ¥y MllkZ N Z N 128bitk 64bitd T > b 1 ¥ —% R/NRERED &
&35, ZDE Y b4%Entropy Input& Nonce® L, CTR_DRBG(AES)IZ ¥ — Rz 443 2 iz
&b, FCS_RGB_EXT.1(b)ZEEHL TW\53%

(B33 A TSFI)
- BENFIL BEF— AF YU, PATZAAFY Y
- TopAccess: BZ MY, YaTJAT—RA, THAU VM, —H—EHll HHELE
TNV VR =RIFAN=: TV MNERIZHTES VR Tz — A
- ZOM A VALY F

A MV —VBEEL (G E BHEBEH)

AR & BB LB 2 Bk Z2 didk 3 5,

FPT_KYP_EXT.1

AR TOE T FCS_KYC_EXT.1 i85 28F =1 V2K T 28U TOL BN TH 5.

® G i

FCS_RBG_EXT.1 2%\, Hash_DRBG(SHA-512)%& W TAERME N d 256bit DEITH D, HHFE
PEZ ML=V FEE NS,

o 1% (FCS_KDF_EXT.1?DH J14#E)
FCS_KDF_EXT.1 IZfeWE R S E P X NS 256bit DETH D, HEEEZA ML I EI N
50
©® KA 1 ERGLHE
FCS_SMC_EXT.1 (Zf\» 256bit ® i flij##(FCS_KDF_EXT.1 @ H f1fH) & 256bit Dfi & % XOR U 7z
%R A NRAEE UCHHT S, Z0OFRA NRHEHEIZ, HEAEEA ML -V B XU FROM IZI#FES N
5, B, FROM [ ZHMZ AT RER AFERMEA N L —UTH 5,

e Fy L vya—\R
HOEE RS TIeB T2 BEBBERE 2 IV TAER I NS 256bit DELITH b, HERMEA N L —
VIR FEE NS,

@ L ARVAIA—NR

Fylrvya— NzeRE{#e LT, FCS_COP.1(H)IZHV, AES-CBC (2 & 0 k2 RGEHE % 51k
LD SIS NMETH Y, BAEEA L —VILREEI N5,
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7.4.

FCS_KYC_EXT.1
©® KA N EREEHR D A K

3, FCS_KDF_EXT.1 (Zft\, S8 & hilifk 2 84 5, #E Ik, FCS_RBG_EXT.1(a)
€\ Hash_DRBG(SHA-512)Z2 AW TA kI v d 256bit DEBTH 5, Z OFELFETH L T,
FCS_KDF_EXT.1 THIE X 117z KDF @&&fjﬁ_ﬁi‘ﬁbm A EH X 5, FCS_COP.1(h)Tlt ¥
2V T 1 BREA 256bit LA EIZEZNS & 512, HMAC-SHA-512 2 &R L T35, Z DELEKIE. DRBG
2Ty b a ¥ —&(266bit LE)RE X SN THEBI NI TH S,

WIZ, FCS_SMC_EXT.1 iZft\, ifilfft & 256bit Ofi& % XOR U7zfE% R A MRGE#t e U T
5,

® Fv LY UAKRYAG

FrLrya— Rk HOlES NI 1 7128 2 EL8UEBEEE %2 VW T AR S b 256bit DFELET
Hb, TOFvLrYVa—Rix HOEELRIA TS Y AT LARMBERICEEEI NS, VAT A
IR T, Fy LYy a—Nz2EESH#H2 LT, FCS_COP.I1(H)iZftv, AES-CBC iZ & b H A Ml
GRS S, ZOREUEIX. 266bit DLV AR AT —RE LT, ¥ AT AHIEHERDS
HORS{E NS0 JIckZansd, ATOE O#EF o1 VIZBI3I5 BEVIE, ZOLVAKRYZAI—FRT
Hb,

PRz, #F o1 UV DOREMIZT 266bit L ED X2 ) FoBELZEHELTWS

(F8# 3 5 TSFI)
- EERRL  EBIFEF— (TOE &@B#ZOYIEEE)IZIR )
s ZFOM o AL AL v F (TOE HREZOM)EFENZRS)

FDP_DSK EXT.1

TSF &, HOBB{E N Z 17 (JCMVP ZitH 5 : F0022) IZHHE T — X B X OMED TSF 57— X %
RETAHZLIZED, 26T —XES(T 5, TOEREL T2 MFP L HAK SR 7
2R A IR R TS 5, \‘O)Z]_\X}‘nunﬁfﬁi HIFEE Z 212, TOE OHCK SR T4 7hY R
T LGEEN RG220l TN G, RIECET S, HEWEE R I T DT —2DHEEZ
AAWENZR Y, EERAALET—XIZHE TR B(EI NS, 2B, TOE PHHT2HAKS{E RN I A
T OREEIZIE, S I NRVEEEA RS AT - 238 TS I RIEI NS,

(BH3# 9 5 TSFI)
- FDP_ACC.1/FDP_ACF.1 XU FMT _SMF.1 ® TSFI iZ#1 3,

A MV —=UKEt GERER)
TRIZA ML=V B TEIR U 284 D.412 B89 5 BRI Rk %2 5l 3 5,
FCS_COP.1(f)

TSFCld, BIREHOEIZH O SL N T 1 TNORLBUERREIC X 0 ElE =il (UIF, Fy L
YYaA—RNEWRYS) &, RAMFGEHE LR S#EE LT, AES-CBCTH5{td 5, ZOF v LYo
— RS Nk, TOEOHAKSIL R I 4 726 Y AT AGIHERICEEFE TS, VAT Al
HERTIE, FyLrYa— NzRs{#e UTHW, KA MEEGEH# 2 AES-CBCIZ L W IE51Ld %,
DR A NRFEHDE S S N2 fHIX. TOED ¥ 27 LAflEEMN D S HER SR 74 Tk EE N5,
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7.5.

(BH3# 9 5 TSFI)

- BESRIL L B X — (TOE RBEROAEEEIZES)
- FOM o AA A1y F (TOE HBEHOHIEZENIZIRES)

FCS_KDF_EXT.1

TSF 1. FCS_RBG_EXT.1(a)lZft\ LA E B %45 Hash_ DRBG(SHA-512) CAEM L 72 8L % ¥ 7<% A
2 & L, NIST SP800-108 ™ KDF in Counter Mode IZ¥#E#L U 72 /575 T, FCS_COP(h).1 (Zf/E WSS
v afERWT, TEEE2EHT 5,

(8% 3 5 TSFI)
- BENSRIL B X — (TOE RBEHROFEIEENIZES)
- FOMh: A1 VAL v F (TOE HEHOYELENZES)

FCS_SMC_EXT.1

TSFTI&, FCS_KDF_EXT.1IZ & b Hiy 7 il & 256bitDfi & DXORU =M & i1 5, ZDfA
. R MRS LTS 02,

(B389~ 5 TSFI)
- BEASRIL L BEX— (TOE RBBZOMEEENIZIES)
C FOM A VALY F (TOE HBHOYIELENIZIRS)

FCS_COP.1(h)

TSF 1%, $EH G S R 2 EH 3 282, FCS_KDF_EXT.1 O Ny v a X v — VBB DHE

12, ISO/IEC 9797-2:2011, Section 7 “MAC Algorithm 2” ; ISO/IEC 10118 Iz #:#u U 7=

HMAC-SHA-512 Z{#ifl 3" %, HMAC DO #EZ 256bit, /N v ¥ 2 %X SHA-512, 71 v 7 EiX 512bit,
s MAC K% 512bit TH 5,

(BH3# 9 5 TSFI)
- BEASROL  EBIEX— (TOE RE#ZOYEEE)IZES)
- FOMh: A1 VAL v F (TOE HEBEHOYIELENZRS)

BEORE GEIREM)
BUNICEIREMED. 212 B9 5 E{E Rk 2 Rlid 9 5,
FCS_TLS_EXT.1

TSF (%, FTP_ITC.1 2R T &Y —/N— & Oil{Z K O FTP_TRP.1(a)/FTP_TRP.1(b)IZ"F 27 T A 7
N PC & D@(Z12 5 \WC. TLS {5 % ¥ K — b5, TSF 234 K — b33 TLS i#@{21& TLS1.2(RFC 5246)
"C“%éo

e TLS_RSA WITH_AES_128_CBC_SHA
e TLS_RSA WITH_AES_256_CBC_SHA
e TLS_RSA WITH_AES_128_CBC_SHAZ56
e TLS_RSA WITH_AES_256_CBC_SHAZ56
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TSFAR 27 54 7 > FPCLMET BIEEDEME

e TSFIZ. FCS_RBG_EXT.1(b) & U'FCS_CKM.1(a)iZf\>, TLSHE THWBRSADH — /N —Fik
BB X ONEE LK T 5, FCS_COP.1(b)IZHt> T, Z OREHEZ W T Y —/N—ZEH
EDOEX/EERT B,

o MBEDIEAMT — R 2T B HIEIIUTOEY TH S,

< TSF &, ¥—N—0OMEEEHNT, 77472 PC 25k 56NTE72 RSA AFHH
St ENTVWEIREOILEE ST 5, FCS_COP.1(c) kT FCS_COP.1(g)IZfEw,
Ayt —VRBHD =D DFE N Y 2 Z(HMAC) Z T, BB D LI S BBl ELE
¥ (PRF) 2@U Ty ¥z #P HMAC O 4EKT 5,
e TSF (%, BFT — X O S K OMGEHIEIXLAT D@D TH 5,

< TSF %, FCS_COP.1(c) & UF FCS_COP.1(g)iZft\», HMAC D% W T, @ETF—X
DWEREEZ 1T S,

< TSF &, FCS_COP.1(a)izfit\», AES-CBC £— K Tilifg 7 — X OIS R OE S 217
5,

(Be3#9 5 TSFI)
- FTP_TRP.1(a). FTP_TRP.1(b)® TSFIIZ#EL %

TSER &Y — N — & DEEE1T 5 HEDEME

¢ TSFI&, FCS_COP.1(b)Izfit> T, &MY —N—25%RONTE Y —N—FHBEBOBL &K
Y B,

e MEDEHLT — 2 2 HHET B HIKIUTDEY TH 5,

< TSFiX, v ¥ a VP HMAC O#t & ERKT 5728, FCS_RBG_EXT.1(b)IZfE > TH
BORLIE ERT 5,

< TFS &, S —N—05%k 5N TE /2 RSA OV — N—AFHEE HWT, MEDILE
ZH5E5 b3 5, FCS_COP.1(c) %1 FCS_COP.1(g)IZfE\, A vt — VFRAED 7z D

oy v 7 (HMAC) % W T, W& ORI & LB ZE U T v v a Ve
HMAC O#t %483 %,

o TSF (&, #EFT — X OHE S K OMGEEHIEIXLA T D@D TH 5,
< TSF X, FCS_COP.1(c) % U FCS_COP.1(g)iZft\ . HMAC D% W T, #fET — X

DWEMGEEE1T D,
<% TSF 1., FCS_COP.1(a)iZfi\ ., AES-CBC € — K Tilif3 7T — X DRGSR OME S %247
‘50
(B34 4 5 TSFI]

- FTP_ITC.1 ® TSFI (Z#EU %

TSF»232 54 7~ hPCLIPPSZ& W TCHEE T 5 5HE DEIE

¢ TSF 3. FCS_RBG_EXT.1(b)& 0" FCS_CKM.1(a)lZft\ . TLS M@ETHW 2 RSA O — 3
— RS £ ORI A T B, FCS_COP.1(b)Izfo T = ORNEHEE FI\ T H — N —
FEHEOE A E KT 5,
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7.6.

e TSFIZ, ¥ —N—DOMEHHZHANT, 251072 FPCHh 5% SN T ERSAAFETH 5L X
NTWAMEOHEEZE ST 5, FCS_COP.1(c) R U'FCS_COP.1(g)IZfiE\, A vt —U#A
FED 72D DFELF Ny > Z(HMAC) & FIW T, MZEOFLE D o BELEEE 2B T v
va VIEPHMACO#E %2 KT 5,

e TSFiZ, FCS_COP.1(c) R U'FCS_COP.1(g)iZft\>. HMACOD#E% FH\W T, @5 T — X DNE
MREEZ AT D,
¢ TSFiZ., FCS_COP.1(a)iZf¢\ ., AES-CBCE— RTEIET — X DS R ES 247>

(B83# 9 5 TSFI)
TR —RIAN—: TYVFERIZHT A VX T — A

FCS_HTTPS_EXT.1

TOE &V E— MNHHE L 2 BEHRAE NN AR T 572012, RFC2818 2 & L7- HTTPS 71 b O
NEFEELTWDS, £7/-, FCS_TLS_EXT.1 THRE XN/ TLS 71 b a2)L% /- HTTPS &2 % Al GE
123 3HIZL Y FCS_HTTPS_EXT.1 ZEHL T\W5,

(B83H# 3 5 TSFI]
» TopAccess: AT A Y, YaTATFT—RA, THDV b, 2—¥—FH EHHEHRT

FCS_COP.1(g)

TSFIX, TLSHEEIZSWTHEDOILE P Sy ¥ a VHEYHMACO#E % &K 5 72 D O H LI &
(PRF) 1Zffifix 5, 72, TSFETLSEGIZSWTEHET — X DWEMRIEE2 T 57-DfHI NS,
FIPS PUB 198-1, [The Keyed-Hash Message Authentication Code] . Jx O'FIPSPUB 180-3. Secure
Hash Standard] %iii7z9 2 v £ — YRR UHEH160bitdOHMAC-SHA-1, A vt — Y EROHEN
256bitOHMAC-SHA256 2/t > TH#fT Ny ¥ a Xy v —VFGEIETI NS, ZORIZHEHAI NS

v ¥ aB8UE, FCS_COP.1(c)iZff>TW0Wd, ZHiZ& D, FCS_COP.1(g)ldZFEH TIN5,

(BH3# 9 5 TSFI)
- FTP_ITC.1 ® TSFI IZ¥#¥ 1 5%

BEET Y 77— GEREMR)
DURICEIREMHD.3IT BT 2 BERLbk 2 ik 9 5,
FCS_COP.1(c)

TSFiZ, FPT_TUD_EXT.1iZBW} 377 =LV zT7 DT v TF— b DBIZT 7 —L 0 =7 DEMEKR
T BDIT, 77 =L T IZETVRVEBLELITHNITONG, ZDHS/vy ¥ 2 BEIX, ISO/IEC
10118-3:20041Z &89 5 SHA-2561Zfit > TW 5, TSFIX, @BET — X D5 %2 MEE 3 2Bz,
FCS_COP.1(g)iZfeWHEff Ny ¥ a X v —VERHEZ EITT 5, TORRIHbN 1G5y ¥ 2 B
ISO/IEC 10118-3:2004Z 429 5 SHA-1 ) I'SHA-2561Z > T\ 5, TSFiX, KA bwuﬁz@%ﬁzﬁjﬁ
B2, FCS_COP.I(h)IZFREWHE Ny Y a Xy v — VA2 ETT 5, TOBIHbh a5 Ny ¥
2%, ISO/IEC 10118-3:200412 88 $ 5 SHA-B121ZE> T\ 5,

PLEX b, FCS_COP.1(c)idFEHE N5,

(B93# 9~ 5 TSFI)
- BEAIROV  EHHEEHE
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- TopAccess : EHH X E

7.7. MAEHET—25#E
LARIZZ 5 AFDPO ZHIZ B 5 i fthk 2 5did 4 %,
FDP_ACC.1/FDP_ACF.1

TOER, =¥ =X&HT=ZAOT7 7 Afilfile, 2—=F =XET — X OBEANDT 7 L Afil#l 2175,
A=Y =XEHT = ZAOT 7 AL TOXET -2 s nca—Y—IDe, vrq U TH
MRREE Nz 2 —F =D a2 —HF —IDH-BULGBITOAT 7 AEHTT 5, £z, 2—¥—HD
BEAD T 7 & ZHlfHIE, Table 138 & UTable 14 T/RINBHA L B Y, 2 —F =R ORENHE,

BAENEEEI NS,
FCC_ACC.18 X UFDPAFC.LIZTRO T 7 ARIHNZ L > TEHINT WS,
Table 23 D.USER.DOC ® 7V v v 7 7 & A&

EAIIREE - UADMIN & UNORMAL % 7V >~ b 3§25 XEDHADY 7
TiEH & LTCEIMNIT S,

- HHOBAUZXEOMES K 2T 5,

- HEOBA U XEOREIFHESGT 5,

- HEOA U XEDOHIRIZFAIS 5,

U.ADMIN - TV VN EXEDOHEAET T B,

s D= =D A LT v b EOME RIS T 5,
s DI =DHA LT P XEORERIELT S,
s DI =DMRAFEL =T v b XEOYIBREFAT S,
UNORMAL - TV NTEXEDOHEAETT B,

D= =R ALT) Y N XEOMEERERT 5,
MO —=BEALZTY VN XEOREEIELT 5,
s DI —DRFEL =T v M XEOYIBREIEST 5,

U.ACCOUNTMANAGER s TV UNTEXEORAEZHRT 5,
U.FAXOPERATOR c BTOBALET) v b EOMEZHEA T S,

U.ADDRESSBOOKOPERATOR | « £ TOHEALZTY v hXEOWREZEERT 5,

- BTOMREFELETY VM XEOHIREZIEST 5,

RARFE L — Y — - #iBlX N7z UADMIN, UNORMAL 726 7V ¥ b XXEDH
AFFFAT 5,

- BTOHRALEZTY Y MXEOHEZEST 5,

- ETOHRALEZTY Y M XEOREZESRT 5,

c BTOHREFELZTY V N XEDOHIBRZES T 5,

(B83# 3 5 TSFI)
B Y (-0 B VR ) IV N
s TNV UR—=—RSAN— T NERIZNTBES R T — R
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Table 24 D.USER.DOC DA ¥+ > 7 7 & A&

a—H— T 7 & AR

e Y EES

- UNORMAL #AF¥ ¥ v J B3 XEDRADY a TiiEH L L

TE|fIF 5,

- HEDPAFX vV UBBOMBEZFF T 5,
- HEDPAFX v v UEEBRORZES K OHIRIZFF AT 5,

U.ADMIN

c AX Y VT EXEDOEARTAT S,

s DI =D AF ¥ VU EGEDOBEERIESRT 5,

c BTOI—Y—=PAF v v UEZEHROREITEST 5,

- HEDOAF ¥ v Uz EGOHIRITFT L, o2 —HF—D 2

v U EGOHIBRIZIES T 5,

U.NORMAL

c AF Y UITBANEORAEL AT B,
DI —F =22 X ¥ U UREGOME 2 LT 5,
c RTOI—HF—DNAF v ¥ LEEHEDORZE P L OHIFRIZHES

ER:E

U.ACCOUNTMANAGER
U.FAXOPERATOR
U.ADDRESSBOOKOPERATOR

c AFXF Y VT AENEORARERT B,
s BTOAF YV UZEHEBOBE2ELGT 5,
c RTOI—HF =D ZAF v v ULEEHBEORZE S L OHIRIZHES

ER:E

RAGEL— Y —

c AFXF Y VT ANEORAERERT B,
s BTOAF YV UZEHEBOBE2ELGT 5,
- RTOAF Y v UEEGORE S L OHIRIZIES T 5,

(Bdi# 3" 5 TSFI)

s BESI  AX Y Y, DATZARF YV

Table 25 D.USERDOC D2 ¥'—7 7 & A Hi{

e | 7 2 & A @A
EAIIEEE « UADMIN & UNORMAL 2 3¥—9 53 XEDHEADY 37
rEE & LTEINT 5,
- HYPHIRI Lo —of a2 #Ha T 5,
- HEPREFELUZEHBOREZHSGT 5,
- BEDPRELUZBEBROHIREZF AT 5,
U.ADMIN - AV —FENEORAETHAT 5,
s iD= a— LU EGOMEEZIES T 5,
s iDL —F = A — ULRIE L 2B OWE Z R T 5,
s DI —F = a ¥ — URIE L 72 HGOHIFRZ 3 A9 5,
UNORMAL - AV —FENEORAETHAIT S,
s DA —F =N av— U -EGOMEEZIESRT S,
s LD —F = — ULRAE L 2B OWE 2T 5,
s DAY= — URIE L B OHIRZHE T 5,
U.ACCOUNTMANAGER - AV —FENEORARERT 5,
U.FAXOPERATOR - BTOAY—-LUZEBROMEZERT 5,

U.ADDRESSBOOKOPERATOR

- BTOIAE—-URFELZEGEOWE ST 5,
- BTOIAE—UREL ZEGOHIRZ G T 5,
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R — ¥ — L AE—TBAEORAREET B,
C RTOIY— L RBIGOME 2 HET 5,
- BTOAY—-ULIREFELEERORLEEZEST 5,
C RTOIY— UL ZBHROHIREEET 5,

(B93# 3 5 TSFI)
- BEASRIL s O —, DATAIY—, VaTERBLOT SRR

Table 26 D.USER.DOC D7 7 7 AEET 27 & K
VaJE#H - UADMIN & UNORMAL ¥ UFAXOPERATOR % 7 7 7 A
REXEDY a THiAEH L LTEIRIT 5,
- HEDRAX vy Y UEGOMEZ2 T 5,
- HEPRE LU ZEBOWRE Z AT 5,
- HEDRELUZEEOHIREZ AT 5,
U.ADMIN « Ty VARG EORAETAT S,
s DI —DAF v VEKEOMEE ST 5,
s D=V —DEEFEL - BEORE R AT 5,
- D 2 —H —DURAE L - HROHIFRE BT B,
UNORMAL « Ty ARG EOEAETAT S,
U.FAXOPERATOR s D= =2 F v U EGOBE RS T 5,
c DT —F =ML R ORE RS T 5,
« D 2= —AURAE L - HGOHIRE ST 5,
U.ACCOUNTMANAGER « T 7 VARG EORARETT 5,
U.ADDRESSBOOKOPERATOR | + £ TDA¥ v VHGEDOME 2 HG T 5,
- BTOREFELVZHBOREEEGT 5,
- BTORMFELZHBEOHIRZESG T 5,
FRRE L — Y — « T 7 VARG EORARETT 5,
- BTOAF v VHBROMELZIEG T 2,
- BRTOREFELVZHBOREEIEGT 5,
- BTORMFELZHBEOHIRZESG T 5,

(B389 % TSFI)
s BERRN Ty A, VaTRRBE LR IER

Table 27 D.USER.DOC 7 7 7 AZAZ7 2 & Al
- a-y- | TrexEgmw
VEVAZE - UADMIN & UFAXOPERATOR % 7 7 7 AZfEXEDY 7
T L U TEIMNIT B,
- BTDT7 7 7 AZEXEOMEL X CHRZHT T 5,
c RTDT7 7V AZGNEORERERT 5,
- RTCDT 7 7 AZEXEOHIREZTAT 5,
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St 7 7 & AgER R
U.ADMIN c BTCDT 7 IV AZBRI-—V —DOEFEIC LS TR%EL2HATT
U.FAXOPERATOR %,
- BTCDT 7 7 AZEXEOMEL L CHIRIZ#A T 5,
- RTCDT 7V AZBXEORELZELT 5,
- RTCDT 7 7 AZEXEOHIREZFAT 5,
UNORMAL c BTCODT 7V AZERRI—V —DBIECEISTZELHFIT
U.ACCOUNTMANAGER %,

U.ADDRESSBOOKOPERATOR

- RTDT 77 AZGEGEDOMES K O 2 HEST 5,
C BTDT 7 7 ARAGHBEDORLZ LR T 5,
* BTCDT 7 7 AZFHEOHIFRZHESLT 5,

RBGEL—H — c BTDT 7V AZBEIZA—F—DBEIZE S T2 E2HAT
5,
c BTDT 7 7 AZEHBGORES X OHRZES T 5,
s BTD7 7 7 AZEHBEORELZHELRT 5,
- BTCDT 7 7 AZEHEGEOHIREHEE T 5,

L c BTDT 7 I AZEXEZZ - —0EFEIZES5T TOE O
MR S ZIEEI N5,

(BH3# 9 5 TSFI)

- BfESRL Y Vb

s ZTOMPSTIN 77 2 AL VR T2 — A

Table 28 D.USERJOB ® 7V v N7 27 & A §ilfd

a—H— |
VaTdiEE

T 2 & AR

- UADMIN & UNORMAL ZBEM ) v bEGFLEY a7

DY aTdprEHE 2 LTEIMNITFOND,

U.ADMIN

- TV NV aTOEREH T S,

c BTOT) NV aTOMERHAT 5,
c BTOT) bV aTOWRERESRT S,
- 2TOTV Y NI aTORGHE L 2#HAT 5,

U.NORMAL

- TV NV aTOEREHTTT S,

BTNV aTOMEEFTT S,

- BTOT) vV aTOWRERESRT S,

- HEOT ) v bY a TORIE UIEHFTT 208, fioa—H—

DTV Y aTOREEUIFEST 5,

U.ACCOUNTMANAGER
U.FAXOPERATOR
U.ADDRESSBOOKOPERATOR

- TV UMY aTOERERET 5,

c BTOT) NV aTOMEETTT S,
- BTOT) Y bV a TOWRLERIELRT 5,
c BTOT) Y aTORELEHEET 5,

KL — Y —

- TV VNV aToEREHTT S,

- BTOT) bV aTOMERIEST S,
c BTOT) U Y aTOREEEST 5,
- BTOT) Y aTORELEERT S,
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(B854~ 5 TSFI]
s BEAROL TN VaTdRRBLOEIERR
» TopAccess : Y a T7AT—X A
s TVVUR—=RIAN=: FY Y MERIZHTHA VR T2 —A

Table 29 D.USER.JOB DA ¥+ V7 7+ A&l

a—H— 7 7 & AR

VaTdiEE - UADMIN & UNORMAL ZHERAF ¥ VFETFLEYa T
DY aTdEZEE LTENMNITSNS,
U.ADMIN c AFX YoV a TOERESET S,

- BTOAF Yy Va7 OMExHAT 5,

- BTDAF YUYV a 7 ORERERT 5,

- BTOAF Yy Va7 OMHELELETT S,

UNORMAL « AF¥ YUV a TOEREHAT S,

c BTDAF YU Ya7TOMERTTT 5,

- BETDAF YV a TORERERT 5,

- BEOAFX Y vV a 7OHGE UIEHT 50, flioa—+—
DAF vy >Ya TORMHUIELET 5,

U.ACCOUNTMANAGER - AF YV a TOEREESGT S,
UADDRESSBOOKOPERATOR | « £ TDA¥ v Y a 7OME2ZH T 5,
U.FAXOPERATOR c BTDAF YUY a TORLEREST 5,

- BTOAF Yy Va7 OHHELEZHEET S,
RABFE L — Y — - AF YV a TOEREESGT S,

- BTOAFY Y aTORER2EST 5,
cBTOAFY YV a TORLEERESRT 5,
A TDOAF YUY a TOWMELEEAET S,

(B85 5 TSFI)
s BERFI  AFX Y v, DATZAAFY Y, VaTREBIOCOIER
« TopAccess : Y a 7AT—X A

Table 30 D.USER.JOB ® a2 ¥ —7 7 ¥ AH#

2 7 7% AHEHA

Va e - UADMIN & UNORMAL ZHEMNEfFLZa—-YaToD
YaTdmAH L LTENNT S,
U.ADMIN - av¥—YaToEREH TS,

- BTOAVY—VaTOMEEITT 5,

- BTOIAV—Va TOWREEERT S,

- ZETOIAIVY—Va 7ONMELEZHTT 5,

UNORMAL - aA¥—Va TOEKEHATT 5,

- BTOAVY—VaTOMEEHTT 5,

- BTOIAV—VaTOWREEERT S,

- HHOIVY =Y a O LIEFHFA T 50, o —%—oD
Y-V a TORHE UIKERT 5,
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2 7 2% R

U.ACCOUNTMANAGER - A=V a T TOEKEHESET S,
U.FAXOPERATOR - LTOavr—YaToMEEHT S,

U.ADDRESSBOOKOPERATOR | + £TDaV¥—Ya 7ORE2HET 5,
- BTOIAE—Va7OEMLEZEST 3,
SRR —H— - A=Y aTOEEEHGS 5,

- BTOAY—VaTOMERESGT 5,
- BTOAY—Ya TOREZELT 5,
- BTOIAE—Va7OEMELEZEST 3,

(B93# 9 5 TSFI)
- BEARL O — DATZATY—, VaTERRB IR IER
- TopAccess : Y a 7AT—R A

Table 31 D.USER.JOB D7 7 2 AE[ET 2 & AHlH

e | 7 2 & AHEHA
EAIIREE - UADMIN & UNORMAL & U.FAXOPERATOR # H 57235
TUE7 72 2% EYa70vadias e LTENITS,

U.ADMIN - Ty O RREY a TOEKE BT 5,

- BTDI 7 IV AEEY a 7TOMEEH T 5,
c BTCODT 7V AREY a TOREZREET 5,
c BTOT 7y 7 AKXEY a TOBGE L 23T 5,
UNORMAL - Ty O RREY a TOE R BT 5,
- BTDI 7V AEEY a 7TOMEEH T 5,
c BTCDT 7 7 AREY a TOREZRESRT 5,
- BEO 7 7 7 AREEFEY 3 TOHGHE UIFFHF T 55, Mo —
P—DT7 77 AEEY a 7OHHE L IZES T 5,
U.ACCOUNTMANAGER « Ty O AREY a TOEREEST 5,
U.ADDRESSBOOKOPERATOR | «+ £ TD7 7y 7 AEEY a 7OME2#H T 5,
c BTDT 7 7 AREY a TOREZERT 5,
c BTDT 7y 7 AKXEY a TORHE L 2T 5,
U.FAXOPERATOR c T7 O AREY a TOEREHAT 5,
c BTCOT 7 7 AREY a TOMEIXIHFTT 5,
c BTDT 7 7 AREY a TOREZERT 5,
- BEO 7 7 7 AREFEY 3 TORH U IEFFI S 505, fho1—
Y—D7 7 7 Z%EY a 7ORMUIXES T 5,
KRR — Y — - Ty O RREY a TOEKEERT 5,
c BTDT 7 7 AKREY a TOMEBER2EST 5,
c BTDI7 77 AREU 7 OMEREET 5,
s BTODT 7 7 AREY 3 TOREZRELRT 5,
c BTDT 7y 7 AKEY a TOBME L 2HEKT 5,

(8% 3 5 TSFI)
- BESROL D T 7 J ARG, Va T KRB LU IER
« TopAccess : Y a 7AT—R A
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Table 32 D.USER.JOB ® 7 7 27 AZAZT 2 & A&|f

a—H— T 7 & AR

EMEIVEES - UADMIN & UFAXOPERATOR %27 7 7 A%fzV a 7D
a JiE#E e UTCEIMNIT B,

U.ADMIN A DL S TRTDT 7 2 A%EY 3 TOMEK %

U.FAXOPERATOR FHT 5,

s BTDIT 7V AZEY a TOME %I 5,
- BTDT 7 I AZEY a TOREZRELST 5,
c BTCDT 7 I AZEY a TORME L EHATT 5,
U.NORMAL AP —DEEICESTRETD T 7 I AZIEY 3 TOMEKE
U.ACCOUNTMANAGER AT,

U.ADDRESSBOOKOPERATOR | + £ TN 7 7 7 A%Z(EY a 7OME#HET 5,
c BTCDT 7V AZEY a TOREZRERT 5,
- BTCODT 7 IV AZEY a TORH L 28T 5,
KERFEL—H — c BTCDT 7 IV AZIEY a TOEKEHAT 5,
c BTDI 7 I AZEY a TOMERIEST 5,
c BTCDT 7 I AZEY a TOREZREST 5,
- BTCODT 7V AZEY a TORH L 28T 5,

(B85 9~ 5 TSFI]
s BER ROV Va TRRB LU ZERR
- TopAccess : ¥V a 7 AT —&X A
- ZOM : PSTN 77 VAL VR T = — A

7.8. PSIN7 77 A-2v v —27BD5 8
PURIZ & = REB. 2B 12 4 2 B RE 2 20k § 5,
FDP_FXS_EXT.1

T7 IV AETLOBHEX, 77 7V ARGEBIUOT7 7 7 AZEOATH 5,

TOED 7 7 VAL VR T z—AlE, W7 7 7 AL 7 7 V AXET — X DEZEOAMHI N, %
DMMDOHEHMKTT 7 2 A4 VR T 2 —AZMHATEHITLW,

TOEDT7 7 7 AA VA7 2 — A, EZEToraLe UTITUTH#R G DAY R— T3, D7
., TOE & PSTN L DfEI1X, 77 27 A70 b AN %Mo EZEFEDOAZNITEN, 72— B DX
IV T —ya VR LARWEER, ThUBEO 7 2 — Xt mET S —i122 5720, TOE 138
fE IR % Yl g 5,

Tz kD, PSTN & LAN & D 7V v Uk 2 5L TWw5,

(BH3# 3 5 TSFI)
s ZFOM:PSIN 77 2 AL VR T2 — A

7.9. AL WEE
LARIZ2 I AFIAQOBEMIZEE 4 2 BRIk 25k 3 5,
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FIA_AFL.1
- TOE X, #/EX2 VB L TopAccess 226 2—H =20 71 V§ BB, WBICKII U386 £ 7~

T ATy vay ZERBEO T A VI S B T2 EREE R E A, UADMIN 12 & - TERE X 7z (A
B (1~30) IZELEE, Y02 —F—ID 2iEDilay 27 Y 4 5,
U Y 2T NREBIIHAHB I F—0ouv TN ERERT 5% UADMIN &

U.ACCOUNTMANAGER (Z#2fit 3 %,

(B8:H# 3 5 TSFI]
CHESRIL B Y
- TopAccess : B 271 v, HHEZRE

FIA_ATD.1
- TOE X, ¥ a VT« @M LTa—¥—ID &&E % 2 — 5 — 12 BEA T B LR T 5.

(B389~ 5 TSFI)
- TopAccess : 2 —H —&H

FIA_PMG_EXT.1

TOE ¥, 2—H— X277 — RO&k, BEORIZI—HF —RAT— RA2MET 2L EMT 2, 2
T—REUTHEBRINDZXLFRA TIE, TIVT7 7Ry NOKIE, INCF, BT, i (+,-./:;=2
\_ {1} AR=R) | REEXE (@#$ ~ T (). BROBMEIRE (RAYEEDO T LTI R E
T I VAEDYT 4 7 RFFOXT : #EMllX Table 156 28) TH 5, 7z, UADMIN IZ L > T/NAT —
R/ % 15 SCEBL BIZ 3R ET B HNARETH 5,

(B33 2 TSFI)
s BRENRV R — LM, BTy, EHEEHRE
« TopAccess: BZ A >, THD Vb

FIA_UAU.7

TOEIZ, BAEASAXND LAY —BNRZAT = RE ANT 5L, #EEH EOANLTORDDIZXI—
X7e LT “@" 2FKmRU, ANWUZEXFIFRARLZ WV, /ZHEKIZ, WebT 7 7 Hh 6 2—H =23
AT =R ANT2HEH, ANMUEXFZORDOITREXTE2RRT D, 72720, RECFIEMFEHT
57T VIHAF L= F R RRT 5,

(B85 5 TSFI)
s BERFV s
» TopAccess : B 1 v

FIA_UAU.1/FIA_UID.1

TOEIX, =% =%l - SBif32 228 KkT 2, -V —T ATV DT —XR=AZH L Ta—
P — DA & FBANEFTFE N, 22— —IDENRAT — RPHNERIZEFEINT VWD I LT U Yy LT —
REe—HLUBEWEAEu A VIFERSI N, 22—V —IZHEAL oY 7T M BRRRI N5,

II3A4 TV RPCIRE TV VUV R—=RIAN=2N L TETINEG TV MOGEIF, 7V bYa Ttk
VadA—F—0a—Y—IDWNITINTEY, TOEZX ) v v Y a 72ZELERICEFOI—Y—
DZEHFBL TV REA—IVRFa—2 ) v s a 72T 5,
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£72. TOER, 777 ARETBHHITIE, 77 7 AREY 3 7OM L it 2709127 7 7 A%ET
_Q%TOELZ{%T%?E)O

(B384 % TSFI]
S V(YA ) P = B G
« TopAccess : B 1~
- TVYRMRIAN— YV RERIZHT DA VX7 2 —A
s FOMPSIN 77 7 AL VR Tz —A

FIA_USB.1
- TOE &, #A &ALz —H = a—3—1ID, &EZEHEANIT 5,
(B34 5 TSFI)

- BERFN s

+ TopAccess : @71 v

7.10. X2V 7+ BH
PAFIZZ 9 2 FMT OZEMZB S 2 2Rtk Z R T 5,
FMT_MOF.1
TOEIZ, UADMIND AIZ, £ F 27 F ¥ 3 I)VOFERERE D AR/ HELREZ Y 0 A ez 24t 5,

(BE3# 9 5 TSFI)
- BRSOV EPE T
» TopAccess : HHERE

FMT_MSA.1

TOE iZ. UADMIN iz L FOBERE % #2453,

. 2a—¥—ID OfEK. ZE, MAE, M T2 AK— |
C REHOMfR, ZH, MAE, Bk 22K b

TOE iZ. U.ACCOUNTMANAGER IZPL FORRE 2 23 5,

s La—¥—ID DEE, T AK— |
- UADMIN %< a2 —%—ID OERL. £, Hikk
» UADMIN %R BEDIER. £, HiR

TOE I%. UNORMAL, U.ADDRESSBOOKOPERATOR. U.FAXOPERATOR Z LA O#fRE % k3

%,
- B3 —H¥—ID OfatE
- HEOEEHIOMEE
(B3 5 TSFI]

+ TopAccess : I —H —EH
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FMT_MSA.3

TOE(X. D.USERDOC® & OUD.USERJOBAFHUMEH I N D, ZTDF 2 ) 7+« BIEOHIIME S L
TR LY —Da—¥—IDZEY T3,

TOEI%, D.USERDOC® X UD.USERJOBAEK I NHKE, TDFa VT4 EMETHL21—¥—ID
DU Z EEE T DREARIZIRHE L 72\,

(BE3# 9 5 TSFI]
s BERFRL A — BATATY— AF YU DATAAFY Y, T 77 AKE
- TopAccess : 2 —H —&H
s TV R—=KRIAN=: TV FERIZHTEAI R T —A

FMT_MTD.1
TOElX., UADMINIZEAN D#EbRE % R AL T 5,

UADMIN ® 2 —H =827 — RDEEL T AK— b
U.ACCOUNTMANAGER D2 —H#—X2A 7 — RDEHEL T 7 ZK— b
U.FAXOPERATOR D2 —HF— AT — RDZEFH L T 7 AR — h
U.ADDRESSBOOKOPERATOR DL —H— A7 — ROZEHEL T 7 AK— k
UNORMAL D2 —H#— 827 — RDZEHEL T2 AK— k

074 YINRAT—=RDODANY NT A HBDOLEHE

0w o7y MEHOEE

Oy o279 RNINEZEBT ATV NDAT—RAZ)T
F—bua 7y MEREOEHE

H IR R D28 5

BNSAT - REDOEE

7 RV ARDIER, 25, HIbR

SYSLOG ¥ —/N—DFEDEHE

FTP 4 —N—DHEDEHE

TOEIX. BAF DO#EfEHEEE % U FAXOPERATORIZIR T 5,

HADI—HF =27 — FDLEH

TOEIX. BAT DO#E/E#EAE # U ACCOUNTMANAGERIZHRAEd %,

UACCOUNTMANAGER D2 —H =N 2T —RDEEL T 7 AR— |
U.FAXOPERATOR D2 —H— AT — RDZLEFH L T AHK—
U.ADDRESSBOOKOPERATOR DL —H— /N A7 — ROEFE L T ZAFK— k
UNORMAL D2 —H— XA T — RKDZLEHE L T AFK— |k

UADMIN UADa Yy 7270 NENFZT AT Y NDAT—RAZ VT

TOEIX, DA FD#/ERAEZ UNORMALIZFRE T 5,
HEDOI—HF— AT — ROLEH

TOEIZ. DL O#/E#fEEIZU ADDRESSBOOKOPERATOR % 2t 3 %,
HEOI—HF—A T — ROLEH
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(B8:H# 3 5 TSFI]
C BERRI B oA v, A=A, YVa TREABLUOOIRR, HHERE
« TopAccess: B 2741 >, THD v b, 22—V —EMH, EHEKE
FMT_SMF.1
TOEIX, ARDOEFa ) 7« HHEREZIEMET 2 Z 12k b, FMT_SMF.1%258d 5,

RALAR Y THREDEH -

U.ADMIN (T & % HIkfiF#R D 22 5 #4E,

I—HF—IDOEHM :
U.ADMIN ¥ 72 1% U ACCOUNTMANAGER 12 & 5 2 —H%—1D D2 HEAE,

I—HY— NZAT — RDOEH .

U.ADMIN IZ & % UACCOUNTMANAGER, UNORMAL, U.FAXOPERATOR, U.ADMIN # X
' U ADDRESSBOOKOPERATOR D —H —/ 827 — RDZEH B LT 7 AR — MM,
U.ACCOUNTMANAGER iZ & % U ACCOUNTMANAGER, U.NORMAL, U.FAXOPERATOR,
B X ' UADDRESSBOOKOPERATOR D L —H =N AT — ROAEEL L T2 AKR— bEME,
UNORMALIZ X2 HED 2 —H =X 27 — R DA HEIE,
U.FAXOPERATOR IZ & % 2 —H— /S A7 — R DA H IR,
U.ADDRESSBOOKOPERATOR IZ & % 2 —H%# —/ 827 — K DZH £ 1E,

I — Y —ZREE R UL D E B
UADMIN iz k21021 VN AT — KD A S [ D F#HE,
UADMIN iz k20w 277 MR OEEEE,
U.ADMIN % 7213 UACCOUNTMANAGER IZ & 28 v 277 b ENETHI VYV VAT —RAD Y
) 7 —15AE,
B/NSIAT — REDOEH .

U.ADMIN 2 & 2 H/NS AT — REOETE#E,

Wity v a VT LR —YF =0T 77« 7T OREERBORE
UADMIN IZ &2 HEIR 27 7 b IR D 28 T,

X aTF v RIVERE

U.ADMIN (Z & % TLS J&E DA R/ 5 D 2 5 e,

7 KL AMRDEE

UADMIN IZ & 57 K L AMRDZEE#AE,
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SYSLOGY —/3—:
U.ADMIN iZ & 5 SYSLOG ¥ — /3 —3&E D Z HH#AE,

FTPY —/N—:
U.ADMIN (Z & % FTP ¥ — N — 3% D2 5 #1E,

(8% 3 5 TSFI)
s BERSXIL cma g1y R—LAHEH, YaTdErbLOn SRR BHERE
- TopAccess: BZ 1Y, Thwy b, 2—F—EFH, HHERE

FMT_SMR.1

TOE /& . UADMIN ., UACCOUNTMANAGER. UNORMAL, UFAXOPERATOR & & U
U.ADDRESSBOOKOPERATORIZ Bl § & ¢ & REF U, 22— Y — 2 Ghk§ D i £ D& E %2 i) 72
-V IR 5,

(B8:H# 3 5 TSFI]
- TopAccess : 2 —H —&H

7.11. TSFO/IF#

PAFIZZ 5 A FPT OBz B$ 2 B2 30k d 3,

FPT_SKP_EXT.1

- TSF %, ¥ —N—MEGE 2 H OB SL R 1 T IS LIRETHRET 20, 2 Toa—F -7 7%
AT HEEREITERAE L T W,

« TSF &, S gk, i, Fy Lo Ya—RNEOCVARY A3 — REEFEER T V) IOEXTHRIET
B0, BCOA—Y—IIT7 7 AT 582 LTV, £/2, TNS5DC SPIXEFENTHEE
INs,

« TSF i, A bZil#% FROM IZEXTHREFET DD, @ TOI—F =27 7 AT 5ReI3RM L
TH,

- TSFiZ. TLSEEHO Yy v a Vs L U HMAC O 2 HEFEMEX BT VIZSEXTHRET I8, 2TH
-V —=IZT7 7 AT HHEERRM L T, 72, Zhvsodb@mptis, EFErciEEINS,

ZNIZ X DFPT_SKP_EXT.1%2 5B L TW5,

FPT_STM.1

TOEIF, B&EV /25T 2 7OIZTOEIZWEI NS U 7)oy ZICH s s TE] . THI .
TH] . TR . (). TR 2RALAR VT LUTHEHATSILICED, FPT_ STM.1Z2%EBIL
W,

(B83# 9~ % TSFI]
- FAU_GEN.1. FAU_GEN. 2 O :# TSFI (Z#3° %

FPT_TST_EXT.1
TOE &, EIFEFHRHIATORILTTAMEFETT D,

s T 7—LT T DNIVAT AL
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MFP ZHilffid %Y 7 b =7 (SYSTEM FIRMWARE, SYSTEM SOFTWARE) &, R8s Rz
RSA. Ny ¥ a2 BT SHA-256 2 L7-B B AR K MG EML TW5, 72, 7YV
R—a2=y MEOT77—2,L7 7 (ENGINE FIRMWARE) . AFvF>—2=v MEDT 7 =LY
=7 (SCANNERFIRMWARE) ., 7727 Z2a2=y D7 7—L7 =7 (FAX FIRMWARE) &
H216bit DF =y 7Y LEFHEL, 77 =LV 7 HESREOPHCKIEZIT>TWVW5,
c TV MBE—=FEOANIVAT A
MFP Z #1327 b7 =7 (SYSTEM SOFTWARE) (XBIFEEFIZ rngd D 7 0& 2 2B L
7-#%. Linux PRNG ®/dev/random %*& 4096 /N4 ~ ZH(f3 L T NIST SP 800-90B i272 & - 7z
CHGEEZE1T5, 20D & & Linux PRNG IZT Y haE—2#03 5720, mgd 13X hL—7DV b
Z 1 T RDRAND i Z RO T, ZOOH LT 10 BT I —(CF=0)%2 &3 2 &,
W or 72U TCmgd 7Rt 22K T IE5, TR RAEHR AT DFEREHNESIZ
r%d@7DﬁX%T%@ﬂTét NANVDAY =TI FRRITY TITEY— ATV I — I DBHRR
SN, TOE LEHA%ZFIET 2, 7235, RDRAND APt I hd &, =¥ bu—JHodildh
J A ZPEDBE L TWARWZ & 2 RFET 572812, SoC WD Online Health Test (OHT)IZ & %k
2R NIV AT A MDY EHBITIrb s, ZUE/ 1 XJFEOEDHE I 266 By M LTEX 1 ¥y

FMro 4y bO 6RO Y MRXEX—VOHBIBEAT Y N L, TOED SN HEIEFHFHNTDH

TS, HPFEATHNIEARERE GBS 5, —RROMOELED Z DHE TAREMHK & T LRI
XZ1%THH, AT/ AXPFOHEANRNZ=B0R 1ICEESINZD, 08 1 2XREICHBE U
0 $ %70 & OREIRN 7 i D FAE &2 MRS 5 Z & A3, [Rambus 2012] D8k A 5 430> TWb, OHT
XIEED 256 B OJEFE%E FiH | 129 [ LA 4 THNIERDRAND 4y ik CF=1 & & $ 12 % K
Z5TRIFNECF=0 TT I — %K, 7=, BIEBIFIZ HE) THEIT I N5 SoC WEKD Buit in Self
Test (BIST) Tl&, OHT AIEL K EWTWB Z & 2MGET 5728, BEEIfFIZ L D SoC AD OHT &
CTR_DRBG BIELULKEHWT WS Z & 23 5, Zd BIST THRHE ZMAIT 5 & RDRAND @4yl

WIZCF=0 T 7 — %K,

FEHDOANIVATF AN TREPREINZEGE, 3 b a— LR VI T —3— RRERI N, TOE
EEEZHIEL 22— —IEX TOE 2HTE R R5, 77—LV 7 RIZFEEINEZY 7 YT
TSFIE, 77 =LV 27 DANVATAMIED, ZOFEFI—-FOBEMERIEL TWDH, N—F7
7 TSF X, TV FBE—HEANTN—RY 27 R=2AD /) A ZJFEZHMHELTWS, T> hotE—iH
DANVATAPMIED SoC WD ANVAT A MERENETFINSZ LT, TV bRE—JHOHD /
A ZPRDEDHIIDIEHR TH 5 h % MGE L IEEOBRH 27> T3,

PEDZEmnS TSFAREFICEFEL TWE Z & 2 BFEEFICEILET ST A M LTI FA%RED
ThHBHEEZD,
(B33 2 TSFI)

- BENFOL B —

- TOM: R AL Y F

FPT_TUD_EXT.1

TSFiZX. UADMINIZ, TOEDHRAEDY 7 v 27 NN—Y a VIERZHERT 520D 1 Vv X T —A L
UTCTEIERIN DR —LEEOEREZRTH I 2L, V7 vz T27yF— 3510427
— 2 & UTHEME RV OB E R E A & TopAccess DEHLE % B % 24 9 5,
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¥, T T T HBENCT Yy ST = T BV T MU T OEENEERZRGET 5 T Y R IVE L MGE D B
REERHIET 5, TOMGEAHEX. 7y 7T =1 95% 77— 7 (SYSTEM SOTWAER, SYSTEM
FIRMWARE, ENGINE FIRMWARE, SCNNER FIRMARE, FAX1 FIRMWARE) 7 7 1 JWIZ{FBEL
THRMEINE T I ZNBLH S, FCS_COP.1(b)IZft > 72RSASSA-PSSIZE WS L=y v afie,
Ty TTF—bhL&DETBKET 7 =LY T HSFCS_COP.1(c)iZfHt > TSHA266TEH L2y &
AfEZILERL, AR T DI L 2MERTIETELVW T 77— LT TR ES PERGET 5,

(B34 9 5 TSFI)
s PBRESROL - R — A, SRS E
- TopAccess : FHLE&RE

7.12. TOET 7 & X
BRIC7 7 A FTA O ZFICBEY & ERAMRZ AT 5.,
FTA_SSL3
TOEN:, 2—H¥ =2 —ERHEHEE NIV EEREL RN, BEEICDZ T LR, BOERHIZ15

~150M DM THRETE S, Fiz. Web7 IV HEMHLTCTOEIZT 72 AL, —ERHIEMEI N
kv v arvEREIICKRT LT Y NS, RAERRIZE~9997 D THET E 5,

(B3d# 9~ 5 TSFI)
VAT 9 R s B
+ TopAccess : @71 >~

7.13. BSHENR/F ¥ 2
PARIZ2 9 A FTP OBEMIZ BT 2 BRI L2 FLid T 5,
FTP_ITC.1

TOEIX, &Y —N—[HD@EETDT— X {AHED7zDTLS1.2% HH L TEfE 2T 5, TOED &{EH#
Fry 2NN UTA=NY == SYSLOGY —/N—, FTPY —N—~D7 7t A9 555121%, TLS
IS DRI E &I — N —~ZRKT B,

(B85# 9~ 5 TSFI]
- BEARXOV EBEF—, B v R AHH, A¥—, DAZAIY— AF v DATZA
2x vy, VYN, 772 R%E, VaTRRBIUOB SRR, HHERE,
» TopAccess: A7 A Y, YaTdJATFT—RA, THAD Vb, a—V—FH, EHERT
s TV UVR=KRIAN= TV MNERIZHT B VXA T —A
- ZTOMh: ALV ALY F PSIN 77 VAL VR T 2 — A

FTP_TRP.1(a). FTP_TRP.1(b)
TSFi, TOEX YV E— MEHES LV E— MIAZROBEEREIZBEWT, #@ET—XDJRHEL S D
RELWBET —XOREDORAT 2 HEHE N AZEMTE2012, UTOMEZRMtT S,
WEB~R— & D1 :
2542 FPCHOLTOEOWEBR— VU ADEEHNAZMELT 572812, HTTPSH » vV —2 7
O oL TERT 5,
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DE— MNEHEBIO®)E— MIHENRZ 51> FPCHRSWEBT I 7 ¥ %{fi-> T, TOEOWEB
R=VZEkiT 285413, HTTPS 71 b 2L &2 W28 R 0 @{E0EB I N5,
27347V RPCHRODRIOEHERIFE I -V —FAEB LT RTOYE—MIHETZ >
avid, HTTPS7\ b 2V Z W BEIZIR D Ef7E N5,

254 Y PCHRSEDTY Vb
254V RPCHRLTI) VR —RIAN—%flis7=T VY DL, TOEANDES: CEEH A %
WIS 5 7-izi%, TLS@ E 7'a b )V TGS 5,

(B83# 9 5 TSFI)

- TopAccess: BZ A Y, YaTATF—XRA, THDI VM, 2—F—EH SHERE
TV VR=RIAN=: TV PERIZTHA VX Tz —A
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AREIZ

g 5 TSFLIZDWT, LAR®D Table 33 12”79,

Table 33 TSFI DEH

TSFI% FEAH
BAEANF I

FEIHF — AL VALY FIZK O MFPICERZ AL, MFPEZEB L7720, MFPZ Y v v b
U0 T 5720010 R T z—2,

asq BAEASANDOT 72 AT 22—V =%l T 272001 V27 2 — X,

7R — L\ [ [ I—Y—NAT—ROEEHIE, BLOTOEDN—Y a3 V2 HERT H7-0DA ~
RT —2A,

av— XEEEETH-ODA VR Tz —2A,

MATZA T — NEREETBH-ODA VR T —A,

AFy v R BT — 2 LTAF vy L, AF vy Y UAEGT—2%2 7L Ea—, R

—VHIBR - ZLUEBZ - ALY, FIPY—N—0D 7 3 VRIZHEELZD, fBE
Demail7 RVANEELZDTBE-0D1 VR T —A,

MAT-AAF Y v

FRAEGT —XELUTAFy YL, AF vy VY UAEEBT—X%2 Ll da—, R
—VHIRLZD, £, AFY U ULET—XE2RMNT7 7140 & L THE De-mail
T RUVANEELEZDTELDDOAL VR T 2 —2Z,

VAV 25147V RPCHLESNMFPHD A —)L RFa— IR N -FREY. 77
I AZMET — R BT 572D 1 V27— A,
77 I AiEE FRAEGT— X LUTAFy YL, AF vy VY UAEEBT—X%2 L da—, R

—VHIR - AUBX - HABLIUV I 7V ARET OO VX T 2=,

VaTdRREBIO
(nE7E TN

FIR, 2% v Y DFIFRIP T PV RARD T — X 2 8FT 272D VX7 =2 —
Xo

(R BHEDNRAT—=ROLEHE, 7 RVARD T — X OBEEOEREN X2 ) T
1T AEERT S 2DDA VR T 2 — &,
TopAccess
aJAq v 34TV RPCHROET 78 AT 52— =%l T 572001 VX7 = —

Xo

VaTATFT—RA

EHFDOTV v bV a T AX vy vV a TERBETEEODI VR T -,

THT U HEDNRAT — REFPHREINTWEEEERERRT 520D VX7 =
_Xo
aI—H—EH I—Y—HHROEBREOL—F —IZHTI2EHEZTIODA VX T = — 2,
(R F— N2 THEEDOMFPOZRE, AT —RK) Y —DBE, 7 L AEDA
ViR— NEDOMFPOEMZTI72bDA VR T = — A,
TYVER—=F I N—
TV RNERIZN | ZFA4T U IPCHRS TV Y N T —REMFPIZHA— IV RRTF)T 272001 &
TAVRTL—A | 72— AThH5,
Z DAt
PSIN7 7 72 A A |MERT 7 2 AR O D T 7 VAT —REZETEH4 VR T — A,
VR Tz —A
AL VALY F MFPIZEFEZ AL T, 0 7 OS2 L. TOEZHHTE 2 REBIZT 5720

DAVRTz—A,
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Apendix
Appendix TlX, HBIEDEELZE L ERT,

Table 34 BEFEDESE

W& 55 2
AES Advanced Encryption Standard
BEV Border Encryption Value
CBC Cipher Block Chaining
CC Common Criteria
cPP Collaborative Protection Profile
CPU Central Processing Unit
DRAM Dynamic Random Access Memory
DRBG Deterministic Random Bit Generator
EE Encryption Engine
FDE Full Drive Encryption
FIPS PUB Federal Information Processing Standards Publication
FRAM Ferroelectric Random Access Memory
FROM Flash ROM
FTP File Transfer Protocol
GCM Galois Counter Mode
HCD Hardcopy Device
HDD Hard Disk Drive
HMAC Hash Message Authentication Code
HTTPS Hypertext Transfer Protocol over SSL
IPP Internet Printing Protocol
IPPS IPP over SSL
IT Information Technology

International Organization for Standardization / International

ISO/IEC Electrotechnical Commission

LAN Local Area Network

LCD Liquid crystal display

LED light emitting diode

MFP Multifunction Peripheral

NCU Network control unit

NIC Network Interface Controller

NIST National Institute of Standards and Technology
PC Personal Computer

PP Protection Profile

PSTN Public Switched Telephone Network
RFC Request for Comments

RNG Random Number Generator

RSA Rivest-Shamir-Adleman

SAR Security Assurance Requirement
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W = RE 7%

SFP Security Function Policy
SFR Security Functional Requirement
SHA Secure Hash Algorithm
SMTP Simple Mail Transfer Protocol
Soc System-on-a-chip
TLS Transport Layer Security
TOE Target of Evaluation
TSF TOE Security Functionality
® 2% 3k

» [Rambus 2012]
< Analysis of Intel's Ivy Bridge Digital Random Number Generator, Cryptography Research
a division of Rambus, 2012.
< Available: https://www.rambus.com/intel-ivy-bridge-random-number-generator/.
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