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1.4.5 TOE OF|H#E
A TOE OF|HFE (U.USER) X, LA FD XAz EESn5,

e UNORMAL (—#&H|H# /anormal user)
RIS, ARSI FIRE ©L BEE R B R R ORI,

e U ADMIN (&' B#3% / an administrator)
OIS, RRRESHVIRI I C B R B 2R ORI, L5 AR ICABRITHZ A Fa - B

(LA, ﬁﬂpﬁﬁﬁ%&ﬂ%i&)?ﬁr?/l\% te,
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2.1 CC A EiE
ASTBIORTOE BN EEEEETECCHONR—Vary BIOAST D CC/R—F2BIUOS—F3 EWE
M, LRtV TH D,

CC Conformance: Common Criteria version: Version 3.1, Release 5,
Part 2 (CCMB-2017-04-002) Extended, and
Part 3 (CCMB-2017-04-003) Conformant.

2.2 PP Eik
AR ST BLU TOE M@ E$ 5 PPIZLL FITR T LB THS,
® PP 4 #5: Protection Profile for Hardcopy Devices

e PP /N—’z2: 1.0 dated September 10, 2015
e Errata: Protection Profile for Hardcopy Devices — v1.0 Errata #1, June 2017

A ST NIZEBWT, FRIZWTO DR RY LA HLZ PP SRS,

23 Nulr—UFk
A ST BEIOTOE 1L, o —ViiE &2 FEELR,

2.4 JEAARM
A ST BLU TOE i, PP BAEERTHLT OSMAZEL , PP O ZERIEY [Exact Conformance | Téh D,
D72, TOE FRINIL PP E—HL TN,

e Required Uses
* Printing, Scanning, Copying, Network communications, Administration

e Conditionally Mandatory Uses
* Storage and retrieval, Field-Replaceable Nonvolatile Storage

e Optional Uses
+ Image Overwrite, Purge Data
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EE

AKE |, TOE DXl T ifElrE:mT 5,

3.1 &

TOE (X135 i % Table 3.1 (2R,

Table 3.1: Z&

AR

=== =%
JASE=

T.UNAUTHORIZED ACCESS

An attacker may access (read, modify, or delete) User Document Data
or change (modify or delete) User Job Data in the TOE through one of
the TOE’s interfaces.

WEEFIT  TOED AL Z 7 = — A% T, TOENOF|HE SrEF
—HA~T A (S, 2., £THIR) . FRRREY a7 5 —
B (AR FITHIBR) T 20b L,

T.TSF_COMPROMISE

An attacker may gain Unauthorized Access to TSF Data in the TOE
through one of the TOE’s interfaces.

KHEEE L, TOEDA 57 =— %@L T, TOENODTSF7 —X#~0
RIEART 7R AZAGL B LAV,

T.TSF_FAILURE

A malfunction of the TSF may cause loss of security if the TOE is
permitted to operate.

TOEDENENFF I SN I=HE . TSEORA/EENC LT, EX =T+
S i=V I T N N AT VA AR

T.UNAUTHORIZED UPDATE

An attacker may cause the installation of unauthorized software on the
TOE.

WX, TORIZARIERY T NI =27 A A=)V B LIV
v,

T.NET _COMPROMISE

An attacker may access data in transit or otherwise compromise the
security of the TOE by monitoring or manipulating network
communication.

WEFE L, Ry N —JBE T = — LD EL -V 352 T,
EETOT —HZT7BALIZY, TOEO X2V T 422 E LIV
BB LAV,

3.2 kDX VT 4 HE
HRROEF2UT 1 J78H Table 3.2 1273,

Table 3.2: #EEDOExF2UT 1 8l

H R

g
FEF%

P.AUTHORIZATION

Users must be authorized before performing Document Processing and
administrative functions.

FIRE IR, SCEALEE K OVE B RE 2 AT 4D RNTAEIR 2 G- Sh/e
QU ERANGYAAR

P.AUDIT

Security-relevant activities must be audited and the log of such actions
must be protected and transmitted to an External IT Entity.

X VT ABET VT AT TR SN IERGT, 220D
T U arOud IS, INRIT= T4 T 4 ~IEES 2T R
ANV AN

©2018, >—T7HzCE4 (Sharp Corp.), all rights reserved. 14




AR

l==g==%
FEF%

The TOE must be able to identify itself to other devices on the LAN.

P.COMMS_PROTECTION | TOEIE, LAN EDOMD T /A R4 B & &l T&ihidie s

U,

If the TOE stores User Document Data or Confidential TSF Data on
Field-Replaceable Nonvolatile Storage Devices, it will encrypt such data
on those devices.

P.STORAGE_ENCRYPTION | 1 yp oy iy 50 2257 — & 7= 1305 O TSFF — 4 % B Hb 25 M ] e/ <

FRMEAN — DT NAANRAFT D56 TOEIZENOLD T /S A |
DZDIH72T =255 b+ 528,

Cleartext keys, submasks, random numbers, or any other values that
contribute to the creation of encryption keys for Field-Replaceable
Nonvolatile Storage of User Document Data or Confidential TSF Data
must be protected from unauthorized access and must not be stored on
that storage device.

P.KEY_MATERIAL RS0 25— 2 7 | RS D TSFF — 2 00 Bl Hi A3 ] e 7 A B0

MEARN =T D7D DRGSO AL R T 552557, SEX o, 7
<~ A7 B, FTRFOMOBHHDHMEIL, RIE/RT 72 ANOR#ES
NIRTFIUIZREI2N D3 DF D AR —T T A A FIRIFESL TR
AR

Upon completion or cancellation of a Document Processing job, the TOE
shall overwrite residual image data from its Field-Replaceable
Nonvolatile Storage Devices.

P-IMAGE_OVERWRITE | mife im0 e 737213 L OBRIT, TOBIEZ D BUHIAEHL 7T HER

FHERVEAN —D T NRAR EOERG G T — 4% EEXEELRTN
X757,

P.PURGE_DATA

The TOE shall provide a function that an authorized administrator can
invoke to make all customer-supplied User Data and TSF Data
permanently irretrievable from Nonvolatile Storage Devices.

TOE(Z, HERRAT BB, RERMEREBEAN —T T A2 LD
T _RCOBEBE NG T AR A E T —% J OTSFT —H % K AN H
L CERWIDINCT AN TEARE AR AL 2T AT b7,

3.3 mifESRM:
TOE OfFEH, A FRC,

Table 3.3 CTRERTHERE DML E LD,
Table 3.3: RS

A B

Physical security, commensurate with the value of the TOE and the data it stores
or processes, is assumed to be provided by the environment.

APHYSICAL | 1OE | J O'TOR#MR 7 S/ MBS 55— ¥ ORI L A>T % )
TAD, EOBREIZ L > TIREESNDZEEET D,
The Operational Environment is assumed to protect the TOE from direct, public
access to its LAN interface.

ANETWORK

EHBREIL. LANA VAT 2 —A~DINENODERED T 72 A HTOEZ 14
HETHEEIEIET D,

A TRUSTED_ADMIN

TOE Administrators are trusted to administer the TOE according to site security
policies.

TOEFBLE 13, ¥ A htF 2T T #HINE > CTTOEZ FHLd 54, (RIS T
W5,
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Authorized Users are trained to use the TOE according to site security policies.
A.TRAINED USERS | #F A& FIH#F L, A X2V T4 F#HIE> CTOEZEH T2 I0 % E
A2 D,
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4 BX2VT xR 5§
AEX, BX 2T xR EHIB T DR IOV Tk 5,

HEHBREO X 27 %K 57 #% Table 4.1 12”7,
Table 4.1: EHBREO VX2V T 5% 78+

H P

=== =%
JASE=

OE.PHYSICAL_PROTECTION

The Operational Environment shall provide physical security,
commensurate with the value of the TOE and the data it stores or
processes.

HHBREEIX, TOE, X O TOEDMRAF £/ TS5 7 —Z DAMfEIZF
Bl X 2T 4 2R AL 2 TR B,

OE.NETWORK PROTECTION

The Operational Environment shall provide network security to protect
the TOE from direct, public access to its LAN interface.

EABREE L. LANALH T 2 — A~ DEFED T 7B ADN
TOEZ RS A= DI Ry NI — X 2 )T 4 242t U2 T uiE e b7
U,

OE.ADMIN_TRUST

The TOE Owner shall establish trust that Administrators will not use
their privileges for malicious purposes.

TOEFTH H 1L, BEENZOMEREZEESHD B IHHLZ2NEN)
ET v AVADA B E AN E AN YA AN

OE.USER_TRAINING

The TOE Owner shall ensure that Users are aware of site security
policies and have the competence to follow them.

TOEFT A # 1L, FIHE DA M2 T ¢ et BfRL . ZHUIHED )
BEFF O TONDIEZRIELRIT IF B0,

OE.ADMIN_TRAINING

The TOE Owner shall ensure that Administrators are aware of site
security policies and have the competence to use manufacturer’s
guidance to correctly configure the TOE and protect passwords and keys
accordingly.

TOEFTA &L, EHHE BV A MeF 20T 78t 2 BAEL . TOEZ 1ELL
RIEL, AT —R LRSI RGE T D7D SEE DA X 2%
G T 51 BaF> TWAZ EARAELRIT T2 D7,
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5.1 FAU STG EXT Extended: External Audit Trail Storage

Family Behavior:

This family defines requirements for the TSF to ensure that secure transmission of audit data from TOE to
an External IT Entity.

Component leveling:
FAU STG_EXT.1: External Audit Trail Storage H 1 ‘

FAU_STG_EXT.1 External Audit Trail Storage requires the TSF to use a trusted channel implementing a
secure protocol.

Management:

The following actions could be considered for the management functions in FMT:
e The TSF shall have the ability to configure the cryptographic functionality.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.
FAU_STG_EXT.1 Extended: Protected Audit Trail Storage
Hierarchical to: No other components.

Dependencies: FAU_GEN.1 Audit data generation,
FTP_ITC.1 Inter-TSF trusted channel

FAU STG_EXT.1.1 The TSF shall be able to transmit the generated audit data to an External
IT Entity using a trusted channel according to FTP_ITC.1.
Rationale:

The TSF is required that the transmission of generated audit data to an External IT Entity which relies on a
non-TOE audit server for storage and review of audit records. The storage of these audit records and the
ability to allow the administrator to review these audit records is provided by the Operational Environment
in that case. The Common Criteria does not provide a suitable SFR for the transmission of audit data to an
External IT Entity.

This extended component protects the audit records, and it is therefore placed in the FAU class with a
single component.

5.2 FCS_CKM_EXT Extended: Cryptographic Key Management

Family Behavior:

This family addresses the management aspects of cryptographic keys. Especially, this extended component
is intended for cryptographic key destruction.

Component leveling:
FCS_CKM _EXT.4: Cryptographic Key Material Destruction H 4 ‘

FCS_CKM_EXT.4 Cryptographic Key Material Destruction ensures not only keys but also key materials
that are no longer needed are destroyed by using an approved method.

Management:

The following actions could be considered for the management functions in FMT:
o There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU GEN Security Audit Data Generation is included in the
PP/ST:
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e There are no auditable events foreseen.
FCS_CKM _EXT.4 Extended: Cryptographic Key Material Destruction
Hierarchical to: No other components.

Dependencies: [FCS_CKM.I(a) Cryptographic Key Generation (for asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction

FCS_CKM_EXT.4.1 The TSF shall destroy all plaintext secret and private cryptographic keys and
cryptographic critical security parameters when no longer needed.

Rationale:

Cryptographic Key Material Destruction is to ensure the keys and key materials that are no longer needed
are destroyed by using an approved method, and the Common Criteria does not provide a suitable SFR for
the Cryptographic Key Material Destruction.

This extended component protects the cryptographic key and key materials against exposure, and it is
therefore placed in the FCS class with a single component.

5.3 FCS HTTPS EXT Extended: HTTPS selected

Family Behavior:

Components in this family define requirements for protecting remote management sessions between the
TOE and a Security Administrator. This family describes how HTTPS will be implemented. This is a new
family defined for the FCS Class.

Component leveling:
FCS_HTTPS_EXT.1: HTTPS selected 1]

FCS_HTTPS_EXT.1 HTTPS selected, requires that HTTPS be implemented according to RFC 2818 and
supports TLS.

Management:

The following actions could be considered for the management functions in FMT:
® There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

e Failure of HTTPS session establishment
FCS_HTTPS_EXT.1 Extended: HTTPS selected
Hierarchical to: No other components.
Dependencies: FCS TLS EXT.1 Extended: TLS selected
FCS_HTTPS_EXT.1.1 The TSF shall implement the HTTPS protocol that complies with RFC 2818.
FCS_HTTPS_EXT.1.2 The TSF shall implement HTTPS using TLS as specified in FCS_TLS EXT.1.
Rationale:

HTTPS is one of the secure communication protocols, and the Common Criteria does not provide a
suitable SFR for the communication protocols using cryptographic algorithms.

This extended component protects the communication data using cryptographic algorithms, and it is
therefore placed in the FCS class with a single component.

54 FCS_KYC _EXT Extended: Cryptographic Operation (Key Chaining)

Family Behavior:

This family provides the specification to be used for using multiple layers of encryption keys to ultimately
secure the protected data encrypted on the storage.

Component leveling:
FCS_KYC EXT.1: Key Chaining 1|
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FCS_KYC_EXT Key Chaining, requires the TSF to maintain a key chain and specifies the characteristics

of that chain.

Management:

The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the

PP/ST:

e There are no auditable events foreseen.
FCS_KYC_EXT.1 Extended: Key Chaining

Hierarchical to: No other components.

Dependencies: [FCS _COP.1(e) Cryptographic operation (Key Wrapping),
FCS_SMC_EXT.1 Extended: Submask Combining,
FCS_COP.1(i) Cryptographic operation (Key Transport),
FCS_KDF _EXT.1 Cryptographic Operation (Key Derivation),
and/or
FCS_COP.1(f) Cryptographic operation (Key Encryption)].

FCS_KYC_EXT.1.1 The TSF shall maintain a key chain of: [selection: one, using a submask as the BEV
or DEK; intermediate keys originating from one or more submask(s) to the BEV or DEK
using the following method(s): [selection: key wrapping as specified in FCS_COP.1(e),
key combining as specified in FCS_SMC _EXT.1, key encryption as specified in
FCS_COP.1(f), key derivation as specified in FCS_KDF EXT.1, key transport as
specified in FCS_COP.1(i)]] while maintaining an effective strength of [selection: 128
bits, 256 bits] .

Rationale:

Key Chaining ensures that the TSF maintains the key chain, and also specifies the characteristics of that

chain. However, the Common Criteria does not provide a suitable SFR for the management of multiple
layers of encryption key to protect encrypted data.

This extended component protects the TSF data using cryptographic algorithms, and it is therefore placed
in the FCS class with a single component.

5.5 FCS RBG EXT Extended: Cryptographic Operation (Random Bit
Generation)

Family Behavior:

This family defines requirements for random bit generation to ensure that it is performed in accordance

with selected standards and seeded by an entropy source.

Component leveling:

FCS_RBG_EXT.1: Random Bit Generation 1|

FCS_RBG_EXT.1 Random Bit Generation requires random bit generation to be performed in accordance
with selected standards and seeded by an entropy source.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.
FCS_RBG_EXT.1 Extended: Random Bit Generation
Hierarchical to: No other components.
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Dependencies: No dependencies.

FCS_RBG_EXT.1.1 The TSF shall perform all deterministic random bit generation services in
accordance with [selection: ISO/IEC 18031:2011, NIST SP 800-90A] using [selection:
Hash_DRBG (any), HMAC DRBG (any), CTR_DRBG (AES)].

FCS_RBG_EXT.1.2 The deterministic RBG shall be seeded by an entropy source that accumulates
entropy from [selection: [assignment: number of sofiware-based sources] software-based
noise source(s), [assignment: number of hardware-based sources| hardware-based noise
source(s)] with a minimum of [selection: /28 bits, 256 bits] of entropy at least equal to
the greatest security strength, according to ISO/IEC 18031:2011 Table C.1 “Security
strength table for hash functions”, of the keys and hashes that it will generate.

Rationale:

Random bits/number will be used by the SFRs for key generation and destruction, and the Common
Criteria does not provide a suitable SFR for the random bit generation.

This extended component ensures the strength of encryption keys, and it is therefore placed in the FCS
class with a single component.

5.6 FCS_TLS EXT Extended: TLS selected

Family Behavior:

This family addresses the ability for a server and/or a client to use TLS to protect data between a client and
the server using the TLS protocol.

Component leveling:
FCS_TLS_EXT.1: TLS selected 1]

FCS_TLS EXT.1 TLS selected, requires the TLS protocol implemented as specified.
Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.
Audit:
The following actions should be auditable if FAU GEN Security Audit Data Generation is included in the
PP/ST:
e Failure of TLS session establishment
FCS_TLS_EXT.1 Extended: TLS selected
Hierarchical to: No other components.
Dependencies: FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash message authentication)
FCS RBG_EXT.1 Extended: Cryptographic Operation (Random Bit Generation)

FCS_TLS EXT.1.1 The TSF shall implement one or more of the following protocols [selection: TLS 1.0
(RFC 2246), TLS 1.1 (RFC 4346), TLS 1.2 (REC 5246)] supporting the following
ciphersuites:

Mandatory Ciphersuites:
TLS RSA WITH AES 128 CBC_SHA
Optional Ciphersuites:
[selection:
None
TLS RSA WITH AES 256 CBC SHA
TLS DHE RSA_WITH AES 128 CBC_SHA
TLS DHE RSA_WITH AES 256_CBC_SHA
TLS RSA WITH AES 128 CBC SHA256
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TLS RSA_WITH _AES 256_CBC_SHA256

TLS DHE RSA_WITH AES 128 CBC _SHA256

TLS DHE RSA_WITH AES _256_CBC_SHA256

TLS ECDHE _RSA_WITH AES 128 CBC_SHA

TLS ECDHE_RSA_WITH AES 256_CBC_SHA

TLS ECDHE_ECDSA_WITH AES 128 CBC _SHA
TLS ECDHE_ECDSA_WITH AES 256_CBC_SHA
TLS ECDHE _RSA_WITH _AES 128 CBC SHA256
TLS ECDHE_RSA_WITH AES 256_CBC_SHA384
TLS_ECDHE_RSA_WITH _AES_128_GCM_SHA256
TLS ECDHE _RSA_WITH AES 256_GCM_SHA384
TLS ECDHE_ECDSA_WITH AES 128 GCM_SHA256
TLS ECDHE_ECDSA_WITH AES 256_GCM_SHA384
TLS ECDHE_ECDSA_WITH AES 128 CBC_SHA256
TLS ECDHE_ECDSA_WITH AES 256_CBC_SHA384

Rationale:

TLS is one of the secure communication protocols, and the Common Criteria does not provide a suitable
SFR for the communication protocols using cryptographic algorithms.

This extended component protects the communication data using cryptographic algorithms, and it is
therefore placed in the FCS class with a single component.

5.7 FDP_DSK EXT Extended: Protection of Data on Disk

Family Behavior:
This family is to mandate the encryption of all protected data written to the storage.

Component leveling:
FDP_DSK_EXT.1: Protection of Data on Disk 1]

FDP_DSK_EXT.1 Extended: Protection of Data on Disk, requires the TSF to encrypt all the Confidential
TSF and User Data stored on the Field-Replaceable Nonvolatile Storage Devices in order to avoid storing
these data in plaintext on the devices.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.
FDP_DSK EXT.1 Extended: Protection of Data on Disk
Hierarchical to: No other components.
Dependencies: FCS COP.1(d) Cryptographic operation (AES Data Encryption/Decryption)

FDP_DSK_EXT.1.1 The TSF shall [selection: perform encryption in accordance with FCS_COP.1(d),
use a self-encrypting Field-Replaceable Nonvolatile Storage Device that is separately CC certified to
conform to the FDE EE c¢PP ] such that any Field-Replaceable Nonvolatile Storage Device contains no
plaintext User Document Data and no plaintext confidential TSF Data.

FDP_DSK EXT.1.2 The TSF shall encrypt all protected data without user intervention.

Rationale:

Extended: Protection of Data on Disk is to specify that encryption of any confidential data without user
intervention, and the Common Criteria does not provide a suitable SFR for the Protection of Data on Disk.
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This extended component protects the Data on Disk, and it is therefore placed in the FDP class with a
single component.

5.8 FIA PMG _EXT Extended: Password Management

Family Behavior:

This family defines requirements for the attributes of passwords used by administrative users to ensure that
strong passwords and passphrases can be chosen and maintained.

Component leveling:
FIA PMG EXT.1: Password Management H 1 ‘

FIA_PMG _EXT.1 Password management requires the TSF to support passwords with varying
composition requirements, minimum lengths, maximum lifetime, and similarity constraints.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.

FIA_ PMG EXT.1 Extended: Password management
Hierarchical to: No other components.
Dependencies: No dependencies.

FIA_ PMG EXT.1.1 The TSF shall provide the following password management capabilities
for User passwords:

e Passwords shall be able to be composed of any combination of upper and lower case letters, numbers,
and the following special characters: [selection: “/”, “@”, “#”, “8”, “%", “N”, “&”, “*” “(", )",
[assignment: other characters ];

e Minimum password length shall be settable by an Administrator, and have the capability to require
passwords of 15 characters or greater.

Rationale:

Password Management is to ensure the strong authentication between the endpoints of communication, and
the Common Criteria does not provide a suitable SFR for the Password Management.

This extended component protects the TOE by means of password management, and it is therefore placed
in the FIA class with a single component.

5.9 FPT KYP EXT Extended: Protection of Key and Key Material

Family Behavior:

This family addresses the requirements for keys and key materials to be protected if and when written to
nonvolatile storage.

Component leveling:
FPT KYP_EXT.1: Protection of key and key material H 1 ‘

FPT_KYP _EXT.1 Extended: Protection of key and key material, requires the TSF to ensure that no
plaintext key or key materials are written to nonvolatile storage.

Management:

The following actions could be considered for the management functions in FMT:
® There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:
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e There are no auditable events foreseen.
FPT_KYP EXT.1 Extended: Protection of Key and Key Material
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_KYP EXT.1.1 The TSF shall not store plaintext keys that are part of the keychain
specified by FCS_KYC EXT.1 in any Field-Replaceable Nonvolatile Storage Device, and not store any
such plaintext key on a device that uses the key for its encryption.

Rationale:

Protection of Key and Key Material is to ensure that no plaintext key or key material are written to
nonvolatile storage, and the Common Criteria does not provide a suitable SFR for the protection of key
and key material.

This extended component protects the TSF data, and it is therefore placed in the FPT class with a single
component.

5.10FPT _SKP EXT Extended: Protection of TSF Data

Family Behavior:

This family addresses the requirements for managing and protecting the TSF data, such as cryptographic
keys. This is a new family modelled as the FPT Class.

Component leveling:
FPT_SKP_EXT.1: Protection of TSF Data 1|

FPT_SKP_EXT.1 Protection of TSF Data (for reading all symmetric keys), requires preventing
symmetric keys from being read by any user or subject. It is the only component of this family.

Management:

The following actions could be considered for the management functions in FMT:
® There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.

FPT_SKP_EXT.1 Extended: Protection of TSF Data
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_SKP_EXT.1.1 The TSF shall prevent reading of all pre-shared keys, symmetric keys,
and private keys.

Rationale:

Protection of TSF Data is to ensure the pre-shared keys, symmetric keys and private keys are protected
securely, and the Common Criteria does not provide a suitable SFR for the protection of such TSF data.

This extended component protects the TOE by means of strong authentication using Pre-shared Key, and it
is therefore placed in the FPT class with a single component.

5.11 FPT TST EXT Extended: TSF Testing

Family Behavior:
This family addresses the requirements for self-testing the TSF for selected correct operation.

Component leveling:
FPT TST EXT.1: TSF testing 1|

FPT_TST_EXT.1 TSF testing requires a suite of self-testing to be run during initial start-up in order to
demonstrate correct operation of the TSF.

Management:
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The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.
Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.

FPT_TST_EXT.1 Extended: TSF testing
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_TST_EXT.1.1 The TSF shall run a suite of self-tests during initial start-up (and power on) to
demonstrate the correct operation of the TSF.

Rationale:

TSF testing is to ensure the TSF can be operated correctly, and the Common Criteria does not provide a
suitable SFR for the TSF testing. In particular, there is no SFR defined for TSF testing.

This extended component protects the TOE, and it is therefore placed in the FPT class with a single
component.

5.12FPT _TUD EXT Extended: Trusted Update

Family Behavior:

This family defines requirements for the TSF to ensure that only administrators can update the TOE
firmware/software, and that such firmware/software is authentic.

Component leveling:
FPT _TUD_EXT.!: Trusted Update 1]

FPT_TUD_EXT.1 Trusted Update, ensures authenticity and access control for updates.
Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.
Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:
e There are no auditable events foreseen.
FPT_TUD_EXT.1 Trusted Update
Hierarchical to: No other components.
Dependencies: FCS_COP.1(b) Cryptographic Operation (for signature generation/verification),
FCS_COP.1(c) Cryptographic operation (Hash Algorithm)
FPT_TUD_EXT.1.1 The TSF shall provide authorized administrators the ability to query the current
version of the TOE firmware/software.
FPT_TUD_EXT.1.2 The TSF shall provide authorized administrators the ability to initiate updates to
TOE firmware/software.

FPT_TUD_EXT.1.3 The TSF shall provide a means to verify firmware/software updates to the TOE
using a digital signature mechanism and [selection: published hash, no other functions ]
prior to installing those updates.

Rationale:

Firmware/software is a form of TSF Data, and the Common Criteria does not provide a suitable SFR for
the management of firmware/software. In particular, there is no SFR defined for importing TSF Data.

This extended component protects the TOE, and it is therefore placed in the FPT class with a single
component.
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FAU GEN.1 Audit data generation (for O.AUDIT)
Hierarchical to: No other components.
Dependencies: FPT STM.1 Reliable time stamps
FAU_GEN.1.1 The TSF shall be able to generate an audit record of the following auditable events:
a) Start-up and shutdown of the audit functions;
b) All auditable events for the not specified level of audit; and
c) All auditable events specified in Table 6.1, [and Table 6.2].
FAU GEN.1.2 The TSF shall record within each audit record at least the following information:
a) Date and time of the event, type of event, subject identity (if applicable), and the
outcome (success or failure) of the event; and
b) For each audit event type, based on the auditable event definitions of the functional
components included in the PP/ST, additional information specified in Table 6.1, [and

Table 6.2].
Table 6.1: Auditable Events the PP Requires
Auditable event Relevant SFR | Additional information
Job completion / a7 DT FDP_ACF.1 Type of job/ a7 i}l
Unsuccessful User authentication / & FRAERE | FIA UAU.1 None
Unsuccessful User identification / ) F & 5% 5 5= B FIA _UID.1 None
Use of management functions / & ZH#REDOF|]H FMT _ SMF.1 None

Modification to the group of Users that are part of a

role /| B D—HTHAFFEIS N —TDOHRE FMT SMR.1 None

Changes to the time / FfZ|DEE FPT STM.1 None
FTP_ITC.1, .
Failure to establish session / &3 /a  FEILD K FTP_TRP.1(a), Reason for failure / X

FTP_TRP.1(b) | 7EH
Note: FIJHE DI HGUIFAERIEREG L BESN T BEEBEL T O FERELRLT,
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Table 6.2: Auditable Events this ST Provides

Auditable event Relevant SFR Additional information

Software update / 7 P T T 77— FPT TUD EXT.l1 |#IH/N—T=ar

FAU GEN.2 User identity association
Hierarchical to: No other components.
Dependencies: FAU_ GEN.1 Audit data generation
FIA UID.1 Timing of identification

FAU GEN.2.1 For audit events resulting from actions of identified users, the TSF shall be able to
associate each auditable event with the identity of the user that caused the event.

FAU STG_EXT.1 External Audit Trail Storage (for O.AUDIT)
Hierarchical to: No other components.

Dependencies: FAU_GEN.1 Audit data generation
FTP _ITC.1 Inter-TSF trusted channel.

FAU STG_EXT.1.1 The TSF shall be able to transmit the generated audit data to an External IT Entity
using a trusted channel according to FTP_ITC.1.

6.2.2 WZE FCS ZAF

ARHITlE, PP BEDDHHMZEHERIZEIIS FCS (Cryptographic Support / B 5578 —hk) 7T ADHEEE
2Rl %, i 6.2.9,6.2.12, 6.2.13 BLV 6.2.14 DAHITH —HD FCS B2 HD,

FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys) (for
O0.COMMS PROTECTION)

Hierarchical to: No other components.

Dependencies: [ECS—CKM2-Cryptosraphickey-distribution;-er
FCS_COP.1(b) Cryptographic Operation (for signature generation/ verification)

FCS_COP.1(i) Cryptographic operation (Key Transport)]
FCS CKM _EXT .4 Extended: Cryptographic Key Material Destruction
FCS_CKM.1.1(a) Refinement: The TSF shall generate asymmetric cryptographic keys used for key

establishment in accordance with /[NIST Special Publication 800-56B,
“Recommendation for Pair-Wise Key Establishment Schemes Using Integer
Factorization Cryptography” for RSA-based key establishment schemes] and specified
cryptographic key sizes equivalent to, or greater than, a symmetric key strength of
112 bits.

FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys) (for
O0.COMMS PROTECTION, O.STORAGE _ENCRYPTION)

Hierarchical to: No other components.

Dependencies: [ECS—CKM2-Cryptosraphickey-distribution;-er
FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
FCS_COP.1(d) Cryptographic Operation (AES Data Encryption/Decryption)
FCS_COP.1(e) Cryptographic Operation (Key Wrapping)
FCS_COP.1(f) Cryptographic operation (Key Encryption)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash message authentication)
FCS_COP.1(h) Cryptographic Operation (for keyed-hash message authentication)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction
FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit Generation)

FCS_CKM.1.1(b) Refinement: The TSF shall generate symmetric cryptographic keys using a Random
Bit Generator as specified in FCS_RBG_EXT.1 and specified cryptographic key
sizes [128bit, 256 bit] that meet the following: No Standard.
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FCS_CKM_EXT.4 Cryptographic Key Material Destruction (for O.COMMS PROTECTION,
O.STORAGE ENCRYPTION, O.PURGE DATA)
Hierarchical to: No other components.
Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction

FCS_CKM_EXT.4.1 The TSF shall destroy all plaintext secret and private cryptographic keys and
cryptographic critical security parameters when no longer needed.

FCS_CKM.4 Cryptographic key destruction (for O.COMMS_ PROTECTION,
O.STORAGE ENCRYPTION, O.PURGE DATA)
Hierarchical to: No other components.
Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS CKM.4.1 Refinement: The TSF shall destroy cryptographic keys in accordance with a specified
cryptographic key destruction method [
® For volatile memory, the destruction shall be executed by [ powering off a device |.

o For nonvolatile storage, the destruction shall be executed by a [ single | overwrite of
key data storage location consisting of [ a pseudo random pattern using the TSF’s
RBG (as specified in FCS RBG EXT.1), a static pattern |, followed by a [ none . If
read-verification of the overwritten data fails, the process shall be repeated again;

] that meets the following: [ no standard |.

FCS _COP.1(a) Cryptographic Operation (Symmetric encryption/decryption) (for
0.COMMS PROTECTION)

Hierarchical to: No other components.

Dependencies: [EPPIFCHmportofuserdata-withoutseeurityattributes;-or
EDPIFC21 c ! » . 1 ’
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction
FCS_COP.1.1(a) Refinement: The TSF shall perform encryption and decryption in accordance with a
specified cryptographic algorithm AES operating in [ CBC mode | and cryptographic
key sizes 128-bits and 256-bits that meets the following:
o FIPS PUB 197, “Advanced Encryption Standard (AES)”
o [ NIST SP 800-384 ]

FCS_COP.1(b) Cryptographic Operation (for signature generation/verification) (for
O.UPDATE_VERIFICATION, O.COMMS_ PROTECTION)

Hierarchical to: No other components.

Dependencies:  [EDPATCHmpertofuscrdata-withoutsceurity-attributes,-or
EDP_IFC21 : ! » X 1 ’
FCS:CKM. 1(a) Cryptographic Key Generation (for asymmetric keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

FCS_COP.1.1(b) Refinement: The TSF shall perform cryptographic signature services in accordance
with a [ RSA Digital Signature Algorithm (rDSA) with key sizes (modulus) of | 2048
bits | | that meets the following [ FIPS PUB 186-4, “Digital Signature Standard” |.

FCS_RBG_EXT.1 Cryptographic Operation (Random Bit Generation) (for
O.STORAGE_ENCRYPTION and O.COMMS PROTECTION)

Hierarchical to: No other components.
Dependencies: No dependencies.
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FCS_RBG_EXT.1.1 The TSF shall perform all deterministic random bit generation services in accordance
with [ NIST SP 800-90A ] vsing [ CTR_DRBG (AES) |].

FCS_RBG_EXT.1.2 The deterministic RBG shall be seeded by at least one entropy source that
accumulates entropy from [ | single | hardware-based noise source | with a minimum of
[ 256 bits | of entropy at least equal to the greatest security strength, according to
ISO/IEC 18031:2011 Table C.1 “Security Strength Table for Hash Functions”, of the
keys and hashes that it will generate.

6.2.3 WZE FDP {4

ARHITIE, PP BEDDHMZEHERIZEIHS FDP (User Data Protection / K57 — 2 1%#) 7T ADK
AR 23045, Ml 6.2.9, 6.2.10 BL 6.2.11 OEHITHL —HED FDP B35,

FDP_ACC.1 Subset access control (for O.ACCESS CONTROL and
O.USER_AUTHORIZATION)

Hierarchical to: No other components.
Dependencies: FDP_ACF.1 Security attribute based access control

FDP_ACC.1.1 Refinement: The TSF shall enforce the User Data Access Control SFP on subjects,

objects, and operations among subjects and objects specified in Table 6.3 and Table
6.4.

FDP_ACF.1  Security attribute based access control (for O.ACCESS _CONTROL and
O.USER_AUTHORIZATION)

Hierarchical to: No other components.
Dependencies: FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialization

FDP_ACF.1.1 Refinement: The TSF shall enforce the User Data Access Control SFP to objects based
on the following: subjects, objects, and attributes specified in Table 6.3 and Table
6.4.

FDP_ACF.1.2 Refinement: The TSF shall enforce the following rules to determine if an operation
among controlled subjects and controlled objects is allowed: rules governing access
among controlled subjects and controlled objects using controlled operations on
controlled objects specified in Table 6.3 and Table 6.4.

FDP_ACF.1.3 Refinement: The TSF shall explicitly authorise access of subjects to objects based on the
following additional rules: [ none |.

FDP _ACF.1.4 Refinement: The TSF shall explicitly deny access of subjects to objects based on the
following additional rules: [ none |.
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Table 6.3: D.USER.DOC Access Control SFP

“Create” “Read” “Modify” “Delete”
. Operation: Submit a document|View image or Release| Modify stored| Delete stored
Print to be printed printed output document document
Job owner (note 1)
U.ADMIN
UNORMAL denied denied denied
Unauthenticated denied denied denied denied
) fion: Submit a document Vi di Modify stored| Delete stored
Scan peration. for scanning tew scanned image image image
Job owner (note 2)
U.ADMIN denied denied
UNORMAL denied denied denied
Unauthenticated denied denied denied denied
%) . \Submit a document View scanngd inage or| Modify stored| Delete stored
)peration. ! Release printed copy ; ;
Copy for copying output image image
Job owner (note 2)
U.ADMIN denied denied
UNORMAL denied denied denied
Unauthenticated denied denied denied denied
Storage / Operation:| Store document Retrieve stored  |Modify stored| Delete stored
retrieval document document document
Job owner (note 1)
U.ADMIN
UNORMAL denied denied denied
Unauthenticated denied denied denied denied
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Table 6.4: D.USER.JOB Access Control SFP

“Create” “Read” “Modify” “Delete”

Print Operation: | Create print job View p rlzgéqueue/ Modify print job|Cancel print job

Job owner (note 1) denied

U.ADMIN denied

UNORMAL denied denied

Unauthenticated denied denied denied denied
Scan Operation: | Create scan job View SCZ) Zstatus / Modify scan job|Cancel scan job

Job owner (note 2) denied

U.ADMIN denied

UNORMAL denied denied

Unauthenticated denied denied denied denied
iy Operation: |Create copy job View Coli J(; Sl Modify copy job|Cancel copy job

Job owner (note 2) denied

U.ADMIN denied

UNORMAL denied denied

Unauthenticated denied denied denied denied

Storage / Operation- Create storage /|  View storage/  |Modify storage /|Cancel storage
retrieval P | retrieval job retrieval log retrieval job retrieval job

Job owner (note 1) denied

U.ADMIN denied

UNORMAL denied denied

Unauthenticated denied denied denied denied

Note 1: Job Owner is identified by a credential or assigned to an authorized User as part of the process of
submitting a print or storage Job.

Note 2: Job Owner is assigned to an authorized User as part of the process of initiating a scan, copy, or
retrieval Job.

6.2.4 WZH FIA 24

AHITIE, PP BEDHDHVMIEHEIZEII5 FIA (Identification and Authentication /

MEBE B A TR T 5, 1T 6.2.13 BilCh —E D FIA EiERH5,

FIA_AFL.1

Hierarchical to: No other components.

Dependencies:
FIA AFL.1.1

FIA_AFL.1.2

FIA_ATD.1

FIA UAU.1 Timing of authentication
The TSF shall detect when / [ 3 ] / unsuccessful authentication attempts occur related to

Authentication failure handling (for O.USER 1&A)

WA LRBGE) 7T AD

[ the unsuccessful user (including administrator) internal authentication attempts
following the last successful authentication .

TSF shall [

When the defined number of unsuccessful authentication attempts has been [ met /, the

o Unsuccessful authentication reached three times: Reception of authentication trials
stops for five minutes

o Five minutes later after stopping: the number of times authentication was
unsuccessful is cleared, and the reception of authentication trials is recovered

1.

Hierarchical to: No other components.

Dependencies:

No dependencies.
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FIA_ATD.1.1 The TSF shall maintain the following list of security attributes belonging to individual
users: [ FIHEF R 124, FIFERE .

FIA_ PMG_EXT.1 Password Management (for O.USER [1&A)
Hierarchical to: No other components.
Dependencies: No dependencies.

FIA_ PMG_EXT.1.1 The TSF shall provide the following password management capabilities for User
passwords:

e Passwords shall be able to be composed of any combination of upper and lower case
letters, numbers, and the following special characters: [ “!”, “@”, “#”, “$”, “%”, “*”,
“&”, “xV (% )7, | no other characters | [;

e Minimum password length shall be settable by an Administrator, and have the
capability to require passwords of 15 characters or greater;

FIA UAU.1 Timing of authentication (for O.USER I&A)
Hierarchical to: No other components.
Dependencies: FIA UID.1 Timing of identification

FIA_UAU.1.1 Refinement: The TSF shall allow [ nothing ] on behalf of the user to be performed
before the user is authenticated.

FIA UAU.1.2 The TSF shall require each user to be successfully authenticated before allowing any
other TSF-mediated actions on behalf of that user.

FIA UAU.7 Protected authentication feedback (for O.USER [&A)
Hierarchical to: No other components.
Dependencies: FIA UAU.1 Timing of authentication

FIA UAU.7.1 The TSF shall provide only [ substitute characters as many as ones that are provided |
to the user while the authentication is in progress.

FIA UID.1  Timing of identification (for O.USER I&A and O.ADMIN_ ROLES)
Hierarchical to: No other components.
Dependencies: No dependencies.

FIA UID.1.1  Refinement: The TSF shall allow [ nothing ] on behalf of the user to be performed
before the user is identified.

FIA UID.1.2  The TSF shall require each user to be successfully identified before allowing any other
TSF-mediated actions on behalf of that user.

FIA USB.1  User-subject binding (for O.USER 1&A)
Hierarchical to: No other components.
Dependencies: FIA ATD.1 User attribute definition

FIA USB.1.1 The TSF shall associate the following user security attributes with subjects acting on the
behalf of that user: [ FUHE 14, FIHEZRE .

FIA_USB.1.2  The TSF shall enforce the following rules on the initial association of user security
attributes with subjects acting on the behalf of users: [ no rules ].

FIA _USB.1.3  The TSF shall enforce the following rules governing changes to the user security
attributes associated with subjects acting on the behalf of users: [ no rules ].

6.2.5 W78 FMT {4

ARHITIE, PP BEDDHMEHRIZEI IS FMT (Security Management / &%= U7 &) 77 ADFHE
G S MR RV

FMT MOF.1 Management of security functions behavior (for O.ADMIN_ ROLES)
Hierarchical to: No other components.
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Dependencies: FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT _MOF.1.1 Refinement: The TSF shall restrict the ability to / enable ] the functions [
e Initialize Private Data / Data in Machine (TN 183 & ONKBEPY 7 — 5D EJHIE)
] to U ADMIN.

FMT MSA.1 Management of security attributes (for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)
Hierarchical to: No other components.
Dependencies: [FDP_ACC.1 Subset access control;-er
FMT_SMR.1 Security roles ]
FMT_SMF.1 Specification of Management Functions

FMT MSA.1.1 Refinement: The TSF shall enforce the User Data Access Control SFP to restrict the
ability to [ query, modify, delete, | create | ] the security attributes [ Security attributes
specified in Table 6.5 | to [ Authorised roles specified in Table 6.5 ].

Table 6.5: List of Security attributes

Security attributes Operation Authorised roles
=y =7z . create, modify, delete U.ADMIN
PR AL E 071 % query U.ADMIN, the owning UNORMAL
=g =77 e create, modify, delete U.ADMIN
PR LTI E B query U.ADMIN, the owning UUNORMAL

FMT MSA.3 Static attribute initialization (for O.ACCESS _CONTROL and
O.USER_AUTHORIZATION)
Hierarchical to: No other components.

Dependencies: FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

FMT MSA.3.1 Refinement: The TSF shall enforce the User Data Access Control SFP to provide
[ restrictive | default values for security attributes that are used to enforce the SFP.

FMT MSA.3.2 Refinement: The TSF shall allow the / no role ] to specify alternative initial values to
override the default values when an object or information is created.

FMT MTD.1 Management of TSF data (for O.ACCESS_CONTROL)
Hierarchical to: No other components.

Dependencies: FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT MTD.1.1 Refinement: The TSF shall restrict the ability to perform the specified operations on
the specified TSF Data to the roles specified in Table 6.6.
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Table 6.6: Management of TSF Data

TSF Data Operation Authorised role(s)

. create, delete U.ADMIN

PR AL E AT —F modify U.ADMIN, the owning UNORMAL
ﬁ/j VNI — PN modify U.ADMIN
R AET 2 modify U.ADMIN
Hﬁ/ﬁﬁ/ modify U.ADMIN
BB FEHERE query, modify U.ADMIN
B B)n2 70 MEFRT query, modify U.ADMIN
TR create, modify, delete U.ADMIN
FRAEV—N—FRIE create, modify, delete U.ADMIN
IP7RLRRE modify U.ADMIN
A—IL NG —N—FIE query, modify U.ADMIN

FMT SMF.1 Specification of Management Functions (for O.USER _AUTHORIZATION,

0.ACCESS CONTROL, and O.ADMIN ROLES)

Hierarchical to: No other components.

Dependencies:

No dependencies.

FMT SMF.1.1 Refinement: The TSF shall be capable of performing the following management
functions: [ management functions specified in Table 6.7, Table 6.8, Table 6.9, and

Table 6.10 ].
Table 6.7: List of Management Functions Provided by the TSF (1)
BERE Z{F/SFR B PEFEHE/management functions 17 /notes
FAU GEN.1 None —
FAU GEN.2  |None —
FAU STG EXT.1 | Bs &2 i6(5 Je D% E 5 SRS RE I X TS 2 [ 7
FCS CKM.1(a) |None —
FCS CKM.1(b) |None —
FCS CKM EXT.4 |None —
FCS CKM 4 None —
FCS COP.1(a) |None —
FCS COP.1(b) [None —
FCS RBG EXT.1 |None —
FDP ACC.1 None —
FDP _ACF.1  |None IR I AE S OFLAIZ L
FIA AFL.1  |None BT 7L a3 E
° Wiﬂutu\nEﬁJﬂq%@y_(f%
FAATDL L pysaaim & a0z
FIA PMG EXT.1 | fiz// S AT — bﬁ@ﬂ* Ed —
o A FRRE T DA
FIA UAU.1 | 3BEF——DFHE FRRERTT 7 a I E E
s NEREBREF A SAY — R OZEH
FIA UAU.7 None —
H%Z%IJ Aty DJ‘-Eji‘Ato)/jj_‘E
g — )\ — *”"_'_’
FIA_UID.1 WE? E; JEH;;O)?‘%%/EJ I AT 7S
'W muuﬁilﬁﬁ’%ﬂ7/f/%@w§
FIA USB.1 None PV NEMETEE
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Table 6.8: List of Management Functions Provided by the TSF (2)

HEREZL/F/SFR & PEFHE/management functions {5 /notes

FMT MOF.1 None BN T N—T VL

FMT MSA.1  |None BEN7 N —7 AN E
BENT N—T T T HIVRRE .

FMT _MSA.3  |None BEOL AN EE

FMT MTD.l  |None BEN T —T VL E
FMT SMEF.1 None —
FMT_SMR.1 | HERRZ LV —T OEH —

FPT SKP EXT.l |None —
FPT STM.1 | HAH/EEZ O E —

FPT TST EXT.1 |None —

FPT TUD EXT.l |None —
FTA_SSL3 | HEnZ 7N DF
FTP ITC.1 None —
FTP TRP.1(a) |None —
FTP TRP.1(b) |None —

5
e
|

Table 6.9: List of Management Functions Provided by the TSF (3)

HEREZL/F/SFR & PEFHE/management functions 17 /notes
FPT KYP EXT.1 |[None —
FCS KYC EXT.1 |None —
FDP DSK EXT.1 |None

FDP RIP.1(a) |None

FDP RIP.1(b) | ]l NN OAKEN T — X O HI LD FLE)
FCS COP.1(d) |None —
FCS COP.1(f) |[None —
FCS TLS EXT.1 [None —
FCS HTTPS EXT.1|None —
FCS COP.1(c) |None —

FRATIE IR D T AT
(3 EE THEBRIEIC [ E

Table 6.10: List of Management Functions Provided by the TSF (4)

BERE ZAF/SFR B PEFEHE/management functions 17 /notes
— o TR AMRDE B —
— o IP7 KLU ADFKIE —
— e A VIEE Y — N —DRE —

FMT SMR.1 Security roles (for O.ACCESS CONTROL. O.USER_AUTHORIZATION, and
O.ADMIN ROLES)

Hierarchical to: No other components.

Dependencies: FIA_UID.1 Timing of identification
FMT _SMR.1.1 Refinement: The TSF shall maintain the roles U ADMIN, UNORMAL.
FMT_SMR.1.2 The TSF shall be able to associate users with roles.

6.2.6 ¥ZH FPT %iftf

AHiITIX, PP AT DM HRIZE S FPT (Protection of the TSF / TSF D) 77 ADKERE B4
RLIR T, fhIZ 6.2.9 FHilCh—i D FPT E/ERH D,

FPT SKP EXT.1 Protection of TSF Data (for O.COMMS PROTECTION)
Hierarchical to: No other components.
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Dependencies: No dependencies.

FPT _SKP_EXT.1.1 The TSF shall prevent reading of all pre-shared keys, symmetric keys, and private
keys.

FPT STM.1 Reliable time stamps (for O.AUDIT)
Hierarchical to: No other components.
Dependencies: No dependencies.
FPT STM.1.1 The TSF shall be able to provide reliable time stamps.

FPT TST_EXT.1 TSF testing (for O.TSF_SELF TEST)
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT _TST EXT.1.1 The TSF shall run a suite of self-tests during initial start-up (and power on) to
demonstrate the correct operation of the TSF.

FPT TUD_EXT.I Trusted Update (for O.UPDATE VERIFICATION)
Hierarchical to: No other components.
Dependencies: FCS_COP.1(b) Cryptographic Operation (for signature generation / verification)
FCS_COP.1(c) Cryptographic operation (Hash Algorithm)
FPT TUD_ EXT.1.1 The TSF shall provide authorized administrators the ability to query the current
version of the TOE firmware/software.

FPT TUD_EXT.1.2 The TSF shall provide authorized administrators the ability to initiate updates to TOE
firmware/software.

FPT TUD_EXT.1.3 The TSF shall provide a means to verify firmware/software updates to the TOE using
a digital signature mechanism and / no other functions ] prior to installing those updates.

6.2.7 WVZE FTA B4

AHITIX, PP 2NEDDMZEHIRIZESHS FTA (TOE Access / TOE 727 & R) 7T ADKSREE 4 7R
—é—éo

FTA SSL.3  TSF-initiated termination (for O.USER 1&A)
Hierarchical to: No other components.
Dependencies: No dependencies.
FTA SSL.3.1 The TSF shall terminate an interactive session after a [ user inactivity for:
® 240 seconds or shorter, specified by U.ADMIN, for sessions via the operation panel
® 300 seconds, for sessions via web interfaces

].

6.2.8 WZH FTP %ift

AHiITlX, PPONE D HMZE FHIERIZES1% FTP (Trusted Paths/Channels / {3 4H, SA/F ¥ %IV) 7T AD
i T LR Re UG I

FTP _ITC.1  Inter-TSF trusted channel (for O.COMMS PROTECTION, O.AUDIT)
Hierarchical to: No other components.

Dependencies: [FCS IPSEC EXT.1 Extended: IPSEC selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

FTP_ITC.1.1  Refinement: The TSF shall use / TLS ] to provide a trusted communication channel
between itself and authorized IT entities supporting the following capabilities:
[ authentication server, | audit log server, fip server, mail server | | that is logically
distinct from other communication channels and provides assured identification of its end
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points and protection of the channel data from disclosure and detection of modification
of the channel data.

FTP _ITC.1.2  Refinement: The TSF shall permit the TSF, or the authorized IT entities, to initiate
communication via the trusted channel.

FTP _ITC.1.3  Refinement: The TSF shall initiate communication via the trusted channel for
[ authentication service, audit log service, ftp service, mail service ].

FTP_TRP.1(a) Trusted path (for Administrators) (for O.COMMS PROTECTION)
Hierarchical to: No other components.

Dependencies: [FCS IPSEC EXT.1 Extended: IPSEC selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS _SSH _EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

FTP_TRP.1.1(a) Refinement: The TSF shall use / TLS, TLS/HTTPS ] to provide a trusted
communication path between itself and remote administrators that is logically distinct
from other communication paths and provides assured identification of its end points and
protection of the communicated data from disclosure and detection of modification of
the communicated data.

FTP_TRP.1.2(a) Refinement: The TSF shall permit remote administrators to initiate communication via
the trusted path.

FTP_TRP.1.3(a) Refinement: The TSF shall require the use of the trusted path for initial administrator
authentication and all remote administration actions.

FTP_TRP.1(b) Trusted path (for Non-administrators) (for O.COMMS PROTECTION)
Hierarchical to: No other components.

Dependencies: [FCS _IPSEC EXT.1 Extended: IPSEC selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

FTP_TRP.1.1(b) Refinement: The TSF shall use / TLS, TLS/HTTPS ] to provide a trusted
communication path between itself and remote users that is logically distinct from other
communication paths and provides assured identification of its end points and protection
of the communicated data from disclosure and detection of modification of the
communicated data.

FTP_TRP.1.2(b) Refinement: The TSF shall permit / remote users ] to initiate communication via the
trusted path.

FTP_TRP.1.3(b) Refinement: The TSF shall require the use of the trusted path for initial user
authentication and all remote user actions.

6.2.9 FMHATEVZEEALT Bl
REITIL, PP BED DA EME RO S | BIHIA M ATRE/ A SRIEMEA N — O F 3 2 LD F
DT —F\ B AR REE M A SR 5, T 6.2.12 Filch . AHIC BT AREEEE D — AN B,

FPT KYP EXT.1 Protection of Key and Key Material (for O.KEY MATERIAL)
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT KYP_EXT.1.1 Refinement: The TSF shall not store plaintext keys that are part of the keychain
specified by FCS_ KYC EXT.1 in any Field-Replaceable Nonvolatile Storage Device.

FCS_KYC_EXT.1 Key Chaining (for O.STORAGE_ENCRYPTION)
Hierarchical to: No other components.

Dependencies: [FCS_COP.1(e) Cryptographic operation (Key Wrapping),
FCS_SMC_EXT.1 Extended: Submask Combining,

©2018, >—T7HzCE4 (Sharp Corp.), all rights reserved. 37



FCS_COP.1(f) Cryptographic operation (Key Encryption),
FCS_KDF EXT.1 Cryptographic Operation (Key Derivation),
and/or
FCS_COP.1(i) Cryptographic operation (Key Transport)]
FCS_KYC_EXT.1.1 The TSF shall maintain a key chain of: / intermediate keys originating from one or
more submask(s) to the BEV or DEK using the following method: [ key encryption as
specified in FCS_COP.1(f) | ] while maintaining an effective strength of / 256 bits |.

FDP_DSK EXT.1 Protection of Data on Disk (for O.STORAGE_ENCRYPTION)
Hierarchical to: No other components.
Dependencies: FCS_COP.1(d) Cryptographic operation (AES Data Encryption/Decryption).

FDP_DSK EXT.1.1 The TSF shall / perform encryption in accordance with FCS_COP.1(d) ] such that
any Field- Replaceable Nonvolatile Storage Device contains no plaintext User Document
Data and no plaintext Confidential TSF Data.

FDP_DSK EXT.1.2 The TSF shall encrypt all protected data without user intervention.

6.2.104 7 > a i C2
AHITIL, PP RNEDDAT > ar RO G, Wiy FEEICBID LM REE 2Rk 32,

FDP_RIP.1(a) Subset residual information protection (for O.IMAGE_OVERWRITE)
Hierarchical to: No other components.
Dependencies: No dependencies.

FDP_RIP.1.1(a) Refinement: The TSF shall ensure that any previous information content of a resource is
made unavailable by overwriting data upon the deallocation of the resource from the
following objects: D.USER.DOC.

6211437 ar B C3
KEITIE PP NEDDIF T ar FHBDOIL | F— 2 D522 HIRIC b A EERE B4 20k 5,

FDP_RIP.1(b) Subset residual information protection (for O.PURGE _DATA)
Hierarchical to: No other components.
Dependencies: No dependencies.

FDP_RIP.1.1(b) Refinement: The TSF shall ensure that any previous customer-supplied information
content of a resource is made unavailable upon the request of an Administrator to the
following objects: D.USER, D.TSF.

6.2.123F# R~ —REA{: D1

AREITIL PP AEDDEIRAN—REMEDH | BUHA L AT REZR R R VEA N — 2 T SA X DR D
T =2 oM RE B A RN T 5, T 6.2.9 HilTH . AT OMREE O — 3 B D,

FCS_COP.1(d) Cryptographic operation (AES Data Encryption/Decryption) (for O.
STORAGE ENCRYPTION)

Hierarchical to: No other components.

Dependencies:  [EDPATCHmpertofuscrdata-withoutsceurity-attributes,-or

EBPIFCc 2 mpertefuser-data-with-seeurityatiributes;or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM _EXT 4 Extended: Cryptographic Key Material Destruction
FCS_COP.1.1(d) The TSF shall perform data encryption and decryption in accordance with a specified
cryptographic algorithm AES used in / CBC | mode and cryptographic key sizes /[ 256
bits ] that meet the following: AES as specified in ISO/IEC 18033-3, / CBC as specified
in ISO/IEC 10116 ].
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FCS_COP.1(f) Cryptographic operation (Key Encryption) (selected from FCS KYC EXT.1.1)
Hierarchical to: No other components.

Dependencies:  [EDPATCHmpertofuscr-data-withoutsceurity-attributes,-or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM _EXT .4 Extended: Cryptographic Key Material Destruction
FCS_COP.1.1(f) Refinement: The TSF shall perform key encryption and decryption in accordance with
a specified cryptographic algorithm AES used in / CBC | mode and cryptographic key
sizes [ 256 bits | that meet the following: AES as specified in ISO/IEC 18033-3, / CBC
as specified in ISO/IEC 10116 ].

6.2.13 &R A~_— 2B D2
REITIE, PP NEDDEIRAR—RFEEDH S | RSN EE 1 B ARERE TR 230k 35,

FCS_TLS EXT.1 TLS selected (selected in FTP_ITC.1.1, FTP_TRP.1.1)
Hierarchical to: No other components.
Dependencies: FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash message authentication)
FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit Generation)
FCS_TLS _EXT.1.1 The TSF shall implement one or more of the following protocols / TLS 1.2 (RFC

5246) ] supporting the following ciphersuites:

Mandatory Ciphersuites:

o TLS RSA WITH AES 128 CBC _SHA

Optional Ciphersuites:

[

o TLS RSA WITH AES 256 CBC SHA

o TLS DHE RSA WITH _AES 128 CBC SHA

o 7TLS DHE RSA WITH AES 256 CBC SHA

o TLS RSA WITH AES 128 CBC SHA256

o TLS RSA WITH AES 256 CBC_SHA256

o TLS DHE RSA_WITH AES 128 CBC_SHA256

o TLS DHE RSA WITH AES 256 CBC_SHA256

]

FCS_HTTPS EXT.1 HTTPS selected (selected in FTP_ITC.1.1, FTP_TRP.1.1)

Hierarchical to: No other components.

Dependencies: FCS_TLS EXT.1 Extended: TLS selected
FCS_HTTPS_EXT.1.1 The TSF shall implement the HTTPS protocol that complies with RFC 2818.
FCS HTTPS_EXT.1.2 The TSF shall implement HTTPS using TLS as specified in FCS_TLS EXT.1.

FCS_COP.1(g) Cryptographic Operation (for keyed-hash message authentication) (selected with
FCS IPSEC EXT.1.4)

Hierarchical to: No other components.

Dependencies:  [EDPATCHmpertofuscr-data-withoutsceurity-attributes,-or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM EXT 4 Extended: Cryptographic Key Material
FCS_COP.1.1(g) Refinement: The TSF shall perform keyed-hash message authentication in accordance
with a specified cryptographic algorithm HMAC-/SHA-1, SHA-256], key size | 160,
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256 |, and message digest size [ 160, 256 ] bit that meet the following: FIPS PUB 198-1,
"The Keyed-Hash Message Authentication Code, and FIPS PUB 180-3, “Secure
Hash Standard.”

6.2.14 3R~ —REA{f: D3
REITIL, PP BEDDEIRAS—REEDIE | EEET > 7T — NI BRI 2300 T3,

FCS_COP.1(c) Cryptographic operation (Hash Algorithm) (selected in FPT _TUD EXT.1.3)
Hierarchical to: No other components.
Dependencies: No dependencies

FCS _COP.1.1(c) Refinement: The TSF shall perform cryptographic hashing services in accordance
with [ SHA-1, SHA-256 ] that meet the following: ISO/IEC 10118-3:2004.

6.2.15 2% 27 A HRAE /AR HL

E AR ST 28 E4ET5 SFR 1. PP SHLET 5 SFR OERSEES ThH, BT B I OMEIRIZT T
SE T LTWA, £72, L IR REE B0 ARTFIEICOWTRIBEIZ 2V,

6.2.15.1 BX 2 U7 BERE BAF DR IFHEAR L

Table 6.11, Table 6.12, 331U Table 6.13 (%, CC BL PP N HET 5 SFR M3l & 9 &KL
A TOE 73 2 U CUONDARFEME Tl 2 L QR MEAENE . B L OMKAEMEAR T & D 1E Y M2~
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Table 6.11: BX=2U7 (HEREE/FDIRIFIE (1)

P Ny S HRELTS R i

FAU GEN.I FPT STM.1 FPT STM.1 — —
FAU GEN L, FAU GEN.1,

FAU_GEN.2 FIA UID.1 FIA UID.1 — —
FAU GEN L, FAU GEN.I,

FAU_STG_EXT.1 FTP ITC.1 FTP ITC.1 — —

[FCS_COP.1(b), or

FCS_COP.1(b),

FCS_CKM.1(a) FCS_COP.1(i)], _ - B
FCS CKM EXT.4 FCS_CKM_EXT.4
[FCS_COP.1(a), or
FCS_COP.1(d), or FCS_COP.1(a),
FCS_COP.1(e), or FCS_COP.1(d),
FCS_CKM.I(b) FCS_COP.1(f), or FCS_COP.1(f), B B

FCS_COP.1(g), or
FCS_COP.1(h)],
FCS_CKM EXTA4,
FCS RBG EXT.1

FCS_COP.1(g),
FCS CKM_EXT 4,
FCS RBG EXT.1

[FCS CKM.1(a)or | FCS_CKM.I(a),
FCS_CKM EXT4 | FCS CKM.1(b)], FCS_CKM.1(b), — —
FCS_CKM.4 FCS_CKM.4
[FCS CKM.1(a)yor | FCS_CKM.I(a), — —
(G (LS FCS CKM.1(b)] FCS CKM.1(b)
[FCS_CKM.1(b)], | FCS_CKM.1(b), — —
Sl LURLE) FCS CKM EXT.4 | FCS CKM EXT.4
[FCS_CKM.1(a)], FCS_CKM.1(a),

FCS_COP.1(b)

FCS_CKM_EXTA4

FCS_CKM_EXTA4

FCS RBG EXT.1

FDP_ACF.1

FDP_ACF.1

FDP ACC.1 — —
FDP ACC.L, FDP ACC.1,
sl sl FMT MSA.3 FMT MSA.3 — —
FIA AFL.1 FIA UAU.1 FIA UAU.1 — —
FIA ATD.1 — — — —
FIA PMG EXT.1 — — — —
FIA UAU.I FIA UID.1 FIA UID.1 — —
FIA UAU.7 FIA UAU.I FIA UAU.I — —
FIA UID.1 — — — —
FIA USB.1 FIA ATD.1 FIA ATD.1 — —
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Table 6.12: ¥ =2U7 (HERE B/ OKAAE (2)

s R HRELTS R %
FMT SMR.L, FMT SMR.1,

FMT_MOF.1 FMT SMF.1 FMT SMF.1 — —
[FDP_ACC.1], FDP_ACC.1,

FMT MSA.1 FMT SMR.1, FMT SMR.1, _ _
FMT SMF.1 FMT SMF.1
FMT MSA.L, FMT MSA 1,

FMT_MSA.3 FMT SMR.1 FMT SMR.1 — —
FMT SMR.L, FMT SMR.1,

FMT_MTD.1 FMT SMF.1 FMT SMF.1 — -

FMT SMF.1 — — — —

FMT SMR.1 FIA UID.1 FIA UID.1 — —

FPT SKP EXT.1 — — — —

FPT STM.1 — — — —

FPT TST EXT.I

FPT_TUD EXT.1

FCS_COP.1(b),
FCS_COP.1(c)

FCS_COP.1(b),

FTA SSL.3

FCS_COP.1(c)

FTP_ITC.1

[FCS_IPSEC_EXT.1, or
FCS TLS EXT.1, or
FCS SSH EXT.1, or
FCS_HTTPS EXT.1]

FCS_TLS_EXT.1

FTP_TRP.1(a)

[FCS_IPSEC_EXT.1, or
FCS_TLS_EXT.I, or
FCS_SSH_EXT.1, or
FCS HTTPS EXT.1]

FCS_TLS EXT.1,

FCS_HTTPS_EXT.1

FTP_TRP.1(b)

[FCS_IPSEC _EXT.1, or
FCS_TLS EXT.1, or
FCS SSH _EXT.1, or
FCS HTTPS EXT.1]

FCS_TLS_EXT.1,

FCS_HTTPS_EXT.1
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Table 6.13: X =2U7T (HERE /- DIKIFIE (3)

FCS_KDF EXT.1, and/or

“FCS COP.1(i)]

P tst R HRLTS Rl iz
FPT KYP EXT.1 — — — —
[FCS_COP.1(e),
FCS_SMC EXT.1,
FCS_KYC_EXT.1 FCS_COP.1(f), FCS_COP.1(f) _ _

FDP DSK EXT.1

FCS_COP.1(d)

FCS_COP.1(d)

FDP _RIP.1(a)

FDP RIP.1(b)

[FCS_CEM.I(b)],

FCS_CKM.1(b),

FCS_TLS_EXT.1

FCS_COP.1(a),
FCS_COP.1(b),
FCS_COP.1(c),
FCS_COP.1(g),

FCS RBG EXT.1

FCS_COP.1(a),
FCS_COP.1(b),
FCS_COP.1(c),
FCS_COP.1(g),

FCS RBG EXT.1

FCS_COP.1(d) FCS CKM EXT4 | FCS CKM EXT4 — —
[FCS_CKM.1(b)], FCS_CKM.1(b), — —
FCS_COP.1(f) FCS CKM EXT.A4 | FCS CKM EXTA4
FCS_CKM. (), FCS_CKM. (),

FCS HTTPS EXT.1

FCS TLS EXT.1

FCS TLS EXT.1

FCS_COP.1(g)

[FCS_CKM.1(b)],
FCS CKM EXT.4

FCS_CKM.1(b),
FCS CKM EXT4

FCS_COP.1(c)
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6.3 BT o REE A

IR, ARSTATERT X2V TAFEEM: (SAR) %, CC 73—k 3 DIRFEZ T ARNI ™Y, A ST I,
CC /RX—R 3 [TEFHLSI, PP ICREIREN =X 2 T AR FGET AR — R M, D FEE SAR ELCTEH T
éo

6.3.1 Class ASE: Security Target Evaluation

» Conformance claims: ASE CCL.1 — Conformance claims

+ Extended components definition: ASE _ECD.1 — Extended components definition
+ ST introduction: ASE_INT.1 — ST introduction

* Security objectives: ASE _OBJ.1 — Security objectives for the operational environment
* Security requirements: ASE REQ.1 — Stated security requirements

* Security problem definition ASE SPD.1 — Security problem definition
* TOE summary specification ASE_TSS.1 — TOE summary specification

6.3.2 Class ADV: Development
* Functional Specification: =~ ADV_FSP.1 — Basic functional specification

6.3.3 Class AGD: Guidance Documents

* Operational user guidance: AGD_OPE.1 — Operational user guidance
* Preparative procedures: AGD_PRE.1 — Preparative procedures

6.3.4 Class ALC: Life-cycle Support
* CM capabilities: ALC_CMC.1 — Labelling of the TOE
* CM scope: ALC CMS.1 — TOE CM coverage

6.3.5 Class ATE: Tests
* Independent testing: ATE_IND.1 — Independent testing - conformance

6.3.6 Class AVA: Vulnerability Assessment
* Vulnerability analysis: AVA VAN.1 — Vulnerability survey

6.3.7 EX =2V T A PRAEE/ AR HL
EE0. AR ST 2315595 SAR 1%, PP 23 E T 5 SAR L5242l —H L T\,
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7 TOE ZE{AE

AE(X, TOE BX 2 U7 488 (TSF) OERTARZ LR 35281280, BX 2V 7 HEREZEA4: (SFR)
7= SNDIEERT,

7.1 BX2UT B
AHITIREIC, 6.2.1 Hioo M FAU B B2 B A 3R T 5,

FAU GEN.1/FAU _GEN.2

TSF T, B OREEILHE TN % Table 6.1 3L U Table 6.2 |ZF0h L7-EEA A b0/ HEEA T —
HELUTAKRT D,

TSF 13, B OB T 25 R AU MR A LT B AHEE /BB X OWEZI (R 43/#0) % TOE O
VAT DIy I DLRG L, BT — 2R T D,

TSF 1%, FFEDOFIHBE SR ESEIAXUNIUX, ZORHE O A 07 A L DRREZIT
SHI 0o BE A AU MBS oY 7 U=V NEBITE e L CEE AT — X35, 7272, TOE H
HNARU MR AE ST A ITSYSTEM?, 7Y =7 MM E TR ARV A T N/A” L itdk 95,
TSF MEEA T — X ICFLE T DIE I T AN DUNT, Table 7.1 1277,

Table 7.1: BEA T — X ZFeEk T DI

AU M HIS|REVE oy ros RR e

BEADOEHE) (Audit

Start) N/A N/A O |NA

EAOKT (Audit | g N/A O |NA

End)

ATORT Job 15 o Ca T O |gTLEvaTs
Completion)

I FRRED S n7 A/ ELTAT

(I&A Failure) o O ST SCTH NA - \N/A

G o (o EMEAT SR |0 [SBILERs A4
INAT—R DT P ISAT —REFESNFIE
(Change Password) o |© REEATSRHE O our A4
PTAROER 1o |0 ERE(TIFIRE O |ER#EORT A,
(Change Login Name) = _
2—HF—DHIkR " P HIBRLI-m s A4 (B —W
(Delete user) o 1° HIEREAT -7 AIRE | O ——FEHIFROS A1 Al
MR V—7 3B . P . . N
(Add Auth Group) o |0 BIMEATST R | O BANLT-AERR NV —T"4
R O IR T % P DR N —T B
BR7N—TDIEH o |O EHEATST-RAE O BN FIHEZEDORT A4
(Change Role) B HRDOMERT V—T4
%I‘Eﬁ‘/vh—j‘]@%&ﬁ; EIN=cSiS . > .
DAF (Change Auth |O | O EWEAoRRE (O | TSR
Group Setting)

AR SR 25 P

(Change Time Setting) REEATFRHE O N/A

REEOLET e REE RS R A
(Change Setting) > © RELIAIRSE © B HHEOREN

TLS {5 DAL

(Comm Failure) O |IN/A SYSTEM N/A SR DR
*EAE T A
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\__./\\s_—

TLS 1815 DI HISBHIEE D IP TRL A

(Comm Failure) SBEEMHFEDO IP TRLA

smfameamay O [N NA NA |

\——./\\———uy‘{» '%E&@fﬁﬂﬂ
BN BINENn - N

VAN oL E s DOWNEREER ID L 0%E 54

(Modify Addr Book) |©  |© SRATSTAAE (O e s i/ m s
7= NIDOWNEEFR ID
T —ALTT 4

Tr =BT T T T T T — AT T -77\)? T\T]\\HW)77—A7

'} (Firm Update) | = |© e O |=7 YA

pdate TS F—MEDT 7 — BT

T N—Ugy

*1 A_URREA HERNSO 8601 DYEIEIE A TSNS

*2 BEA BT 2 — AL T, Ope/Web/NetDW T N INRFLS LD, 72720, R T N/A LR S TNDEH DI, "N/AERFLS D,
*3 AU RS EL T, Success/FailureD W IR ERFESND, 72721, EH T'N/AE25>TNDHDIE, "N/A”EE I ND,

AREMIZB TS TSF A2 7 =—A(%, Table 7.2 |- LBV THS,

Table 7.2: FAU_GEN.1/FAU_GEN.2 |[Zf3% TSF A Z7 =— A

AR AR T z—A

B DL E) * MFDDEJRON (5 EHOE A [F1%)

RO T « MEDD & OFF

SaT DT 4@{A&HEM@¥EMUB?®77IfXKﬁEﬁﬂﬂﬁfﬁ%ﬂ%%VW
> Xa A NI 7 AV TRERE DV a7 AR

FRBIERAED IR | o BRVE SR/ Web S — VD — W — GRS/ A R E

BN o BE SRV O TETE —R/WebX—U T, [2—HF —FH ]| -[2—F VAR5

oA

ISAT —R DT

s BE SRV DR EET—R/Web X —U T, [2— P —FH ]| > [ —HF —UANMD
a—YP—2EIE

c BAE SRV OREE—R/WebX—I T, [ —H —FH]>[2—F—UARN5

RIAROER | Sy

S « BRSOV O ETE —R/WebX—U T, [2— P —FH] > [2—F—UARNND
ST ORI S s
HERRT N—T"0D |« BRIV DR ET—R/WebX—U T, [2—H —FH] - [HERI L—T115
B MERR T N — 7 % % ik
FIABEOFET |« B SRV OREE—R/WebX— VT, [2— W —FH]>[2—F—UARND

DIERR T N—T
DA

A=Y —ZEIE

MEMRT N—T"0 |« BE R RV DR EET—R/WebX— T, [—F —EFH ][RI L— 715
REDIER MEFRY —T A& IE
o BE ROV DR TET—R/WebX—C, [V AT LR E [l E ]~ B /1
I D2
MRWADER | sy B onpaEse
R EMEDE R « BE SRV DR TET —F/Web2— T, BHER ENHREHE 2T

TLS i/ DX

*FTP_ITCADTSFA L #7 =—AIZHEL | FRAEY —/N—/Bi &Y — /X —/FTP¥—
— /A=A =N DBEEFAT

« BAE SRRV T, [T R RIR DT BB SRS M bR % FEAT

TRVARDIR | | (et T, [7RL AME] 7 L o B B i e F4
T7—Db0xTT | BERINANBA T AR ~BITL, 77— =T Ty ST — R
v 77—k 17
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FAU STG EXT.1

ARSI T — 2%, FTP_ITC.1IZHEV, Syslog 7' 2 h=/LEB IOV TLS1.2 & W CES A — /N —(2
EESND, ZOT =21 FEDEDTDHET, WA — ISy 7 7 SEI TR F ST
Do 2Oy T PHEITIE, 4 THFOBEET —F2RFT HIENTED, EET —ZDOREIL Fzicr
—HINAERRESNIZ AT TS,

B — N~ OREN R LT L& B E SV B Web N—V D FIZEE A E—U2FK
AU, T DFETEIMNER Y — N —~DEE L HRITT 5, BEA -, A — 1 —
ICEEHES IV QRN L L Z DR EN R LI, FHE ~OEE 2 HEiE T 5,

Py 7 7RI O FHE 80% L FITET DL, MUIAAEHE LISNIRT A TERWIIITHIRE L5,
ZOHIBRIE, 37 7RI O F SRS T0% AT /R~ T2 CIEBRES D, 23 7 7 REIR NS, D FY
PNy 7 P REIRIC 4 T OBEE T —ZDMRAFSIVIREE Tl Fiolc RS A T — 213\ 7 75
WUZRFESNT ., HIERS LD,

N7 PRI FESN B T —Z1%, FDP_DSK_EXT.1 [ZREW K S b L CIRES NS, F£7-. FIIH
FHRENFDOL T, TN TORMZ Iy 7 7 BRSNS T — AT AT HTENTE
720N,

ARFEHIZBIF 2 TSF A2 %7 =—Al%, FAU_GEN.1/FAU GEN.2 ® TSF AV X7 = —A|ZHEL S,

7.2 BEEYAR—b
AREITIEEIC, 6.2.2 BiDWMZH FCS B2 23Kk A 5ok 35,

FCS CKM.1(a)

TSF (X, K5 51815 OHERET CHODIEFREEE LT, AZHE S NIST SP 800-56B, Revision 1 @ 6.3.1.1

HiIZFLH D rsakpgl-basic 7T RSA 2 AEpKT 2, E DM E L7255 5% FCS RBG_EXT.1 12

e~ THRNT D, TOE 134 TSF IZBL ., TOE $58 OILIECRFEAESN O H AR, B DV MTFFRESI

BISEEEAE /TR, ZOHET, FEE OBEICLVHIBREN D E T, NERAR —UIZRFS D,

ARFTBITS TSF Ao F 72— A%, LRI RTEBYTHA,

o FCS_CKM_EXT.4 O TSF A2 47 = —AIZHEL | FEXIFREEL I FEL 72 . 72 MFD O ON (15
ENHOE IHG[FSE)

FCS CKM.1(b)

TSF 1L, B 5 BfE oI — 90280\ T BE OB a @2 AT 5, Bia 83, TLS @
BEATOITE Y — /= I T U MECTHA SN D OFD AR S AL, T — 2 &G B/ 535
TeD DKRIRGEL T — ZHARRET DT80 D MAC $#2 510, TSFIE, FCS_RBG_EXT.1 (245 RBG TARL
S ELE A VT, AES-128 DI B AA — Ml 455513 128 B MR D, AES-256 DI 5 AA—
N 256 1% 256 © Y NREOXIFREA AR L T MEAT)— NIRRT 5, e,

FCS RBG_EXT.1124% RBG TAMSIZELEE VT, SHA-1 DR B AL — Ml 358515 160
B MEOD, SHA-256 DI 5 A — AL 3235513 256 B MDD MAC 4 AFRL , FHIEEATY —
WIZIRIET 2,

AREMIZEA 5 TSF A2 %7 = —AZ, FTP_ITC.1 ® TSE A2 47 = —AIZHEL 5,

TSF 1%, TOE & &% O al#e &3 O TOE 91k O f B s, AR — 82 i 5357

DXL LT, FCS_RBG_EXT.112L5% RBG CTHAMEINZELEE FAVNT 256 B M D fis 584 4=

L AR AT —1 NIIRTET 5,

ARFEIEIZEIF 5 TSF A2 27 =— A, L FIORTEBYThs,

o TOE X ENFEZ DM EEH)

o BE IV DR EET—RT, [VAT LR E [ EF 2V T AR E ]~ [E NG HE O T —Z DY)
R SR b & FE4T1% . TOE % L&)

TSF X, TOE &% & #% DO M)ElEE Bk 36 LN TOE W) k% O F A EhRe 2, WEIARL — IR AFET 57 —

B BT AT Ol Z4E LT, FCS RBG _EXT.1 (245 RBG TARSN-ELEZ AW T 256 £

MEDAN — VA A AL, FCS_COP.1(HIZ L5851k A W TR ME AT —1 IR fFS -

T SR L LT RRE TR R M AEY —2 WIZERAF T 5,
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AKBEMEIZBE TS TSF Ao ¥ 7 = — A, L FICRT LB ThHS,

e TOE & & {314 D4 [a] i &)

o BIE STV ORIEE— T, [V AT LR [ 20 FARE - AR ORI 7 — 2 0]
B 1 o0 ba 341714 . TOE Z L)

¥7- TSF I%. TOE OEJE ON HEZ . REEIME AT —2 |[TARAESIT- G BAb ST AR — A58 7.

HiL. FCS_COP.1(HiZ & 28N Bk 2 I CAR B AT ) — 1 I E ST GG B4 O L7 AL

— VA W57 /LY A L AES Rijndael THEMT 5720, TOE OFERETr £ TOM, fFEMEAT)—H

(ZRATT 20

ARERZB TS TSF A 47 2—A%, L ISR T LB THD,

e MFD O & ON (fF B HDE [HH [F)5)

FCS CKM _EXT.4/FCS CKM.4
TSF 23O LL N O8#T | RELEIR TR ITHEFES D,
o 13 FH DI B
B TOE Ozt EOHIBRZ FAT U, R E gl LT, SEPMRIFSIL O DK
ZErey MIITCLR EEETHZLICIVEFESND,
ARFNRTBITA TSF Ao Z 72— A%, UL RIS RTEBYTHA,
o BERFILDREET—R/Web _X—I T, [V AT LR E]>[EFX2U T A% E]=[SSL & E ) Dk
PRI A HIBR
o HIEHD B 3 #:
TLS {5 DS UIWr ST R, REZREEE L T, SBEBMRAFSI QO DRI A 5 70 B EL T
EEEXTHIEICIVEEESIND, FT, R IEATY— EIZH DT, TOE OEJFKT CHEFEL | AZES
o,
ARFMTBITS TSF Ao Z 7 2— A%, LRI RTEBYTHA,
« FTP ITC.1 ® TSF A #7 = —AIZHEL CRARALT= TLS 18{E DUk
« MFD D&} OFF
o SIS
IR DME NG B AN T — 2 O H)#1{b(Initialize Private Data / Data in Machine)% 37172
Wi, B S L SN HE T — 2 BL O TSF 7 — 2R R COEESNDLZEDD, AN — VI A HE
7egl U Cilodu, AN — VSO S 0/AE S L QD8RS B8 [FIAR I SR B s S LTl
AL, FCS_RBG_EXT.1 12£% RBG CTAMRINIZELIT 1 ] EEXTHZLICIVEESND,
ARFMTBI TS TSF Ao # 72— A%, UL FIORTEBYTHA,
o BRIV DOREE—R T, [V AT LR E]>[EF 2V T AR E] = [H NGB OARERN T —Z D
LI BRI LA AT
o ARL— I g
EHLE DME NG B OABEN T — 2 O #I#{E(Initialize Private Data / Data in Machine)% 51772
B, B S LS FIHE T — 2 BL N TSF 7 — XN T _RCOEESNDLIEND, RERfEEL b
Uy RRFEMEATY —2 (\RAFS N S b S T- AL — U8 FCS_ RBG _EXT.1 1255 RBG T4
RS ELELT 1 8] EEE L2 LIS D,
ARBENRTBIF S TSF Ao 272 — A%, L RIS RTEBYTHA,
o BRIV DOBRETE—RT, [VAT LR E]>[EF 2T 4% E ]~ [EANEHR L ORENT —Z D
WML BRI LA 54T
F72, TOE OFEJF ON BRI 5 S7-AR - — V8T TOE OEJRKT TR RS EE L T, %
PEAEY— L2578, TOE OEJFWT CHREF L EESNLS,
ARBEMICE TS TSF A ¥ 7 =— A1, UL FIORTEBYTHS,

« MFD O EJH OFF
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FCS COP.1(a)

TSF i%, FTP_ITC.1, FTP_TRP.1(a) 33X FTP_TRP.1(b) (IR HiE(E T —Z K 5{bD7=dIZ,
FCS_CKM.1(b)IZEVAERR LT 128 B MEF/21H 256 B MR DR B-#: L FIPS PUB 197 [ZHE#L5 AES
557 /L2 Y X L% NIST SP 800-38A (ZHEHLT 2 CBC E—R CENET HZLICLVil(E T — XDl 51k
BIOME 21T,

ARFAEIZBI T2 TSF A2 %7 =—Al%, FTP_ITC.1 33X FTP_TRP.1(a)/FTP_TRP.1(b) @ TSF A%
7 —AIZHEL D,

FCS COP.1(b)
TSF (X, TOE OaRaEEE AN Z L DR EA I IT 5B AR, FTP_ITC.1 (&AW —/ S —GiEH]
FMFEFB LU FPT_TUD_EXT.1 (2857 v 77 —MREFEIZIU T, FIPS PUB 186-4 [ZHLE S/
Digital Signature Standard Zii 7= § 8 R 75 2048 £ hD RSA 7 VXV EL T /LT YR A(DSA) & H 5
%, 7=, TOE OREARAEA 8 A2 XD B4 I B 5B 4 A I T, FCS_CKM.1(a)ic kb
ARSIz RSA $%F 3%,
ARELEICE % TSF Ao 27 = — R, L FICRTEB0ThHS,
o TOE DfRaEEE A
o [VATLRE] X2V T A E][SSL i E NI N THERRRE I E AN AZ I TRV REE T,
TOE % f5 L&)
s Web X—U T\ [VAT AR E] [ EF 2V T 45 E]~[SSL 58 E N OHEERFEEIZIB W T, [EA]
AT
o — /N —ZEHEARGE:
« FTP ITC.1 ® TSF AL 27 = —A|ZHEL D
o 77T —MazE:
« FPT _TUD EXT.1 ® TSF A2 X7 =—AZHELD

FCS RBG EXT.1

TSF /%, DRBG B LU ES /B RS 1172 RBG 5 10, DRBG I3, 384 ' FO T b — 2D ELHL
—NR(Entropy Input)% % % L3%, NIST SP 800-90A %773 CTR_DRBG (AES-256) Téhd, ZiLix
i H BI%k(derivation function)Z 8 FHL72V» CTR_DRBG THY, D —R#1EH(nonce %) fE H LR,
ES 1T, DO N—FD =7 X—=20D /A XA G5 T BB ORI THY, DRBG (CATJ 5 384 £k
Dxrhut—Z R OEE — N AT D,

TSF (%, ES (6L TELBAE R EDR B L OEL B H L 20 IRLATHO 2L T 384 B ML B hre
—HEZ, ENEFEIT 384 Y DT b — a2 FF OB — R a2 AR T 5, Zha DRBG IC5-2 528
T8 AE IR 2D EL A AR T2,

AR5 TSF A2 47 =— A%, FCS_CKM.1(a)B L NFCS_CKM.1(b)?D TSF A2 47 =— AT Yk
L%,

7.3 FIHE T — 2R
AETITEIC, 6.2.3 HiD M8 FDP BRI 28 IR iR 92,

FDP_ACC.1/FDP_ACF.1

TSF i3, FIHHE T —FBLOMME T —F DBRIE~OT 7 2 ARl ZAT,

WA T =2 ~OT 72 A% | BEBRESIVIZE B4 (UADMIN), BLOHMH T — 2 B 50T
AEHRELTRAOT ORI HHE T A% By DB FES NI AE D ZACFF A5 28T,
FIME T =2 ~OBIETHONT, Table 6.3 F5LU Table 6.4 [ZHEASWRIMH LIV a7 4 —F—
(ZHDLT 7 A BB E E T D,

D.USER.DOC 77 AHl#IZEI 95 TSF A2 ¥ 7 =—AL, Table 7.3 |- T L0 TH D,

Table 7.3: D.USER.DOC 77 EAHl#HIZBI 95 TSF AL ¥ 7 =—A

B RE e (A FT7=—X

Print (V1) Create |» 7747 L FPCIBHIRNTHFAEINL , FVF—RIA /3 —Di%
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JE BRI A AT

Read

« BAEANRVT, [FX 2 A N7 7 AV 7D B Create B EIZ DA — LR
ST 7 7 A NI, F% 5217

o BAE SRV T [RFRa A b7 7 AV 703 BCreate B EIZ L DA — /LR
ST 7 ANVE SR | B ARl T 5% FAT

« BE SRV T [RFR 2 A N7 7 AV 703 BCreate B EIZ LD — LR
SN T 7 ANVE IR | [ ELZE B LU CHIRT 214 51T

o FRCERERR ICHIRIZ ST

Modify

o HESFILT, [RX2 A NT 7 AU 7 ) BCreate B EIZ KD — LR
SN T 7 ANVERIRL , [(REEZE T L CHIRT D0 OiRtEE I T

Delete

o BAE SRV T [RFa A b7 7 AV 7D BCreate B EIZ LD — /LR
ST 7 ANVEIRIRL | [HIFR)Z FAT

o BB SRV T [RFa A R T 7 AV 703 BCreate B EIZ LD — /LR
SNT=T 7 ANVERIRL | FIRE T — 22 IR T Dk Ex A 2L
CHIMZ 54T

« Create {FA 1T | BUE RV DR EE—RT, [V AT LRIE]
[EF=2VTARE] [T — ATV THEE][NF 2 A NI 7 AV 7T
—ZHEBEOIHELZTAT FLAHEEE O L BAERTRE

Scan (A¥%¥>)

Create

* MFDD AF ¥ —a = MZfaa Y LT, B E SRV T [T
NAF X NPT L E 2—2FT (LLT ., AHEZ Createff{FEScl &
(N

s MFDD A% ¥ —a =y MIJifEaZz Y LT, [E-Mail], 72i%
[FTP/Desktop]7°H7 LB 2—% 3T (LT, AE{E% Createf#{ESc2
LRSS

s MFDDAF ¥ —a =y MIJFfaz >y LT, #fE LT, [
VAKX ], [E-Mail]. £721Z[FTP/Desktop]HAF ¥ % FEIT (LA
T KE/EA Create B {ESc3 L5

Read

* Createff2a{EScl. F7=IXCreatet{ESc2% FE1T

Modify

« Createf{ESc2% 32T . 7L B a— I DIREL EIT

Delete

s CreatefEScl, F72iECreatef/ESc2% T4 ., [HELIAD A LT
T FE VY NEFELT

* Createf2/ESc1, F7-13CreatefESc2A FA T4 |, [ — LM A&
g

s Createf2EScl, F7ziLCreatef{ESc2% 31T, E—RFERHANHTE
—RNZO0EZ 5

» Createf{ESc3% AT #1E/ XL T, [Vt R, FIoiE[Fe A &
W& ST

o AX YU HZITE BE SRV TC, [VaT R [ A v =] [ TR
FATH DO a7 | DAF ¥ FATTHERS =Y a7 2 1R /HIBR

Copy (2E™—)

Create

s MEDDAF¥ ¥+ —a2 =y MNIJFRZ 'y LT, #8#1E ST [T
NAL=IPLT L 2—ZFT (LUT ., AHfFEZ Create it /EC1 &I
5)

* MEDDAF ¥ —a2 =y MNIFfEZ Yy LT, #81E 3L T, 2
=17 a—%FT (LU AEAEE Create B/ EC2 LI 57)

s MFDD AX ¥ —2=v M Ffaz Y U T, #E LT [V
ar’—], o [EE = nat —E2%4T (LT, AEEZ Createt:
TEC3 LIS

Read

* Createf2{EC1. F7-IZCreatef2/EC2% 31T
o FEHMERICaY —AFET
* Createf{EC3% 31T

Modify

* CreatefR{EC2% FATHR . 7L B o — Wi btk &2 I T

Delete

s Createf2{EC1, F7=1ECreatefp{EC2%EI T [MEIADA LRI T,
[XEEE BT R ET AR LT, FEV ey NEFET

s Createf2{EC1, F7/=1XCreatef/EC2%E/T%, [ — LM | R ¥ %
9
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s Createt{EC1, F72lXCreate B {FC2E AT, E—RFRENHHLE—
RZ2OIEZ 5

* Createft/EFC3% F1TH . #FE /LT, [y, Foid [ —H
11557

o A —FITHE BAE SOV T, [HIRIH IR], EE a7 R =
VRN = [FHRI/FEATH O a7 Imbae —8TCERSNT=va 7 %
ik /1B

Storage/retrieval (£&
FEOHL: FEax
NI AVT)

Create

s MEDDAF ¥ —a =y MIJFfRZ Y LT, BfE LT, [T
AT L (AR T SAARAF] [AF Y RAF] FIF[F A
N7 7 AV T 1= [AKHDDIZAF ¥ U ARATF T DN AT v AR T2 S
1T

e 77 AV T ERERONICEREL T, A%y Foid, a8’ —%2FT

Read

« BE RV T, [FFR2 AT 7 AU 7 03B Create i/ E CIRIES LTZ
TrANEERL, [T <HIR] S EEEZ L L CHIRE 5]
SHRIZ 4T

« BAE SRV T, [RFR2 AT 7 AU 03B Create i/ E CIRAES LTZ
77 ANVEIRL , [15(5 T D OEE 52 FAT

Modify

« BE ATV T, [RX 2 A N7 7 AV T DB Createf/E CERFS LT
TrANEBRL, [ EE L E L CHIRT D10 DimEE I T

o BE XL T, [RX 2 A N7 7 AV 7B Create B/ E CLRTES LT
T AVEIRIRL , [15(5 3D DfmtE A 54T

Delete

o BE KL T, [RF2 A N7 7 AU 7 ) B Create i E CHRAT-S N
TrANEERL ., [HIBR]ZFAT

s WebX— T, [77 AN E] = [RF 2 AN T 7 AU 7 h B Create i
ECRIGFSINT T 7 AV ERINL | [HIFR]Z 5T

« BESRLT, [RX 2 A R 7 AU 70 DCreate i/ E CHRAFS L7
Ty ANVERIRL, HIWZICT — 2 &8I 25 4 A Iz U CHI
HFEAT

« BHE RV OBREET—RT, [VAT LR E]=[EXF 2T 4% E]—
[7—=HTUTHE>[RF2 A NI 7 AV 7T —HHEDDIHER
FAT GRIAREELE O L FERTRE

D.USER.JOB 727 A2 9% TSF A Z 7 =—Al%, Table 7.4 |ZRT LBV THS,
Table 7.4: D.USER.JOB 77 E Al 2B 9% TSF A2 27 = —A

BERE BE | A FT—R
Print (ZVF) Create |» Z77AT U FPCOBHIRIT 2LEHABRINL | 7V H—RTA /N —DEx
TEM ORI FATH% B SRV T [RFRa AT 7 AU 7
BITAT L NPCNBDHIRIEAT TAR— VW RENTZT7 7 AV RN |
Fill A 51T
Read |+ BE VT [Pa7 K] [7 Vo N[ TRIFATH O a7 4%
N
Modify | N/A
Delete |« Ba{E/ L C, [HIRIHFIE], F20E[Ta7 R —=[7 Vo N—=[ T8/
FATH DT a7 0 DCreate/E CIER SV a7 & H IE/HIBR
Scan (A% L) Create |* MEDDAF Y ) —=2=y NIJffRZ Y LT, #IE 3L T, [T
JVAF ], [E-Mail], F721E[FTP/Desktop] > HAN > %34T
Read [« BRIESFIL T, [Vad Rin]-[AF YT —]=[FR/FEITFOYa7]
Z IR
Modify | N/A
Delete |+ #/E/ XKL T, [Va7 K] [AF v —]=[ TR/ THDOY a7
B Createf/E CIERY SV T- a7 & IE/HIBR
Copy (ZE"—) Create |* MEDDAX v —a=yMIJFfZ Y T, #1E/ LT, [
Jar—], Fld[ar—]bar —& 3T
Read |+ BE VT [Pa7 K] [7 Vo N[ TRIFATH O a7 4%

R
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Modify |N/A

Delete |« 2 —31T71% ., FfamidmiA I HIE ST, (VB R, (=
v — k)& 5T

o BB, [HIRIF IR], F23 a7 R — [V =[5/
FATH OV a7 | bCreate B E CIERRSILIZ a7 & IE/HIBR

Storage/retrieval ({f: |Create |(fR1FIa7)

HFEOHL: R¥ar * MEDD A Y —= =y MRz hL T, S SxL T, [T

7 7 AV 7 |- [AARHDDIZ AT v ARAE S D] A v R A2 5
1T (LAF . AEREZ Createti {ES1EFES)

« T AV TR EZONICREL T, A%y Floldar —x2 %7 (LA
T AEEZ Create i/ ES2 LI 5%)

I HLYa7)

« BAEASFVT, [RF2 AT 7 AU 736 Table 7.3 TRER L TS
Storage/retrieval D Create i CIRFINIZT7 7 AV ZEIRL | [53<
FIUR] E7IE [ EE 2 LU CHIRS D1 BRI 2 31T

« BAE SRV T, [RF2 AR 7 AV 7B Table 7.3 TREBRL TS
Storage/retrieval D Create#/F CIRAFS N7 7 ANV A ZRL | [T
DIPOFEEFAT

Read |({R1FVa”)

* CreatefES2A4 FHAT4 , HAE/ NIV T, [a7 RO, 2 —REX
[V AR U BRHE[AF ¥ T — 0O TR/ FATHR O Va7 23R IR

EHLYa7)

o BAE ROV T [Pa7 RO, FHIRIREIX[Z VR, 255 R [ A v
T 1B PHRIFATR O a7 2R

Modify | N/A

Delete |({R1FTa7>)

* Createf{ES12 3 T1% . JFR St AA - I EE 2L T Uy
N\ FoiE e A A 15 AT

s Createf/ES2A 1T . A% ¥ IFlXScant’a 7| A" —Kf I Copys”
a7 ODelete% £1T

T HLYa7)

« AR FEAT#% | BfE oL C ) (AR AE] 723 [a 7 R =7
VR [ THRIFATHR O a7 B Createf/E CIERR SN T- a7 &
1E/HIBR

« BMRFATHR, BB STV T, [PaT KB [AF v T ][ TA/5E
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FPT KYP EXT.1

A TOE T FCS_KYC_EXT.1 (28T 28T = AL ZAER T 28k J8ERT 5 L AL — U Th D,

TSF (%, S 584 b I AT SIIEA TR YEATY —1 WIS SCTIRAET 208, AR —
VITIFRAF LRV,

TSF (%, RIEEFEMEATY —2 PNICHERT 588 Chy 5L L7 AR — V82 R (7L, TOE O FER ON Rl
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FCS KYC EXT.1
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FDP DSK EXT.1
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o N¥ a2 AT 7 AV THERBIC KON AN — A RAF SN T A A=V T — 5% FIHFE OBRAEIZLY
HlkRESoRsIC EEXWHET D,
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711 7 —H DAY
ARHEITIEEIZ, 6.2.11 HioA T Ta B C3 2T BN HARZFLL 35,

FDP RIP.1(b)

TSF 1%, BAE SRS TEHE OERIZIGE, WA —Y EIZHHTXTOFIHE T —2 BN
TSF 7 —%% FEXWE LTS, Z0rX 8 TAN — 8B A8 S84 ARk L. DLRT o sk
YA IR, AMEREIX. 12 TOE Z2F e BRI 95,

AREIEIZEIF 5 TSF A2 27 2— A1, L FIORTEBYTho,

o BUE KNV DOBREET—RT, [V AT LRE]>[EF 2V TARE] > [ENFBRE OAEN T —FZ D 1)
LUl REYIE v ik )]
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FCS COP.1(d)
TSF %, FDP_DSK EXT.1IZfEWFIHE T — X BELNTSF 7 — 2 &5 BAL B IO 53255, kD&
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s - f:
FCS_CKM.1(b) TSI 256 B MED T A R ZFF Ol B84 V5,
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WS,
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713 PREESNT-IRTE
A TIETEIT, 6.2.13 BiOBIR~— 2 D2 1245 EHHRE 2 30k 45,

FCS TLS EXT.1

TSF 1%, TLS 15 &L C TLS1.2(RFC 5246)% 7R —h9%,

TSF 23 TLS i@(F1238W TR —h D5 5 A1 —R~E TLS RSA WITH _AES 128 CBC_SHA,
TLS_RSA_WITH_AES 256 CBC_SHA, TLS DHE RSA WITH _AES 128 CBC_SHA,

TLS DHE RSA WITH AES 256 CBC_SHA, TLS RSA WITH AES 128 CBC SHA256,

TLS_RSA WITH_AES 256 CBC_SHA256, TLS DHE RSA WITH_AES 128 CBC_SHA256 3L\
TLS _DHE _RSA WITH_AES 256 CBC_SHA256 T2,

TSF X, FCS RBG_EXT.1 B3X N FCS_CKM.1(a)lZfEV Y, TLS #{F CHWA T — R —fE s L O
BASEA £ T 5,

TSF (X, FCS_COP.1()IZf¢\ >, TLS BE BT 21BE 7 —Z D Skl LOME 42179,

TSF i, FCS_COP.1(b)IZfEV >, FTP_ITC.1 TR T &M —/3—L D TLS 5 128 T, Y — S —GiEH]
FMRFEEATO,
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TSF (X, TOE LVE—NMEEE LOBOBEFEIB L TOE LVE—MIHE ORI OBEIZIHBWT
FTP_TRP.1(a)# XUV FTP_TRP.1(b)IZHE T mfE S AT 25728 RFC2818 (2 &L,

FCS TLS EXT.1 (ZH|»7= TLS Z'vhaL%ffi i L7= HTTPS 15 &1 35,
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—>arEHeNE L% . HTTPS um%ﬁaﬁﬁ‘*@“é

7747 K PC 9250 TOE @ Web ~<— U2 BT 5 BIFRER LT X TOYE—MEEICXIL T,
HTTPS 13 2% H =5,

ARFTBI TS TSF Ao # 72— A%, UL FITRTEBYTHA,
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FCS_COP.1(g)

TSF X, FIPS PUB198-1 |ZHES417= The Keyed-Hash Message Authentication Code 3548 FIPS
PUB180-3 [ZHLES 4172 Secure Hash Standard AJifi7= 3", Av—IF AV AMED 160 B NCHEE:
160 £ h® HMAC-SHA-1, F72(3AYE— VX AV AMNZD 256 ' M CHEE 256 B R
HMAC-SHA-256 (ZHEW Y, &Ny o T2 8D Ay — U8R 5 (HMAC) & W 2815 2179,
Ny 72k FCS_COP.1(e)ZHED SHA-1, F721L SHA-256 D F Ny 7 —ER&H AL, /Ny
TaffiE R T D,

A2 B2 TSF A2 27 =—A X, FCS TLS EXT.1 ® TSF A2 Z7 = —A|ZHEL D,

714 S EET YT —hk
ARHITITEIZ, 6.2.14 HiDFEIR N —RZA: D3 (2R3 DB AR ZFLl 35,

FCS_COP.1(c)

TSF (%, FPT TUD EXT.1 83X OFCS _TLS EXT.1 [ZB}5 v 2D 5, ISO/IEC
10118-3:2004 (23 &35 SHA-1, £721% SHA-256 ([t~ 5y v 7 —E 2% 45,
ARFEMHIZBI TS TSF A2 47 2 —A%, FPT_TUD_EXT.1 8XWFCS TLS EXT.1 O TSF AL 47 = —
AIZHEL S,
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ARETIE, ZRCERB L O R E

8.1 HI&k

Y,

A ST CHEHENDHFEON, 2 THlA TEL WD CC BLOPP TEHRINI-HZEICHOWTUL, £
DEFNED, TNV D HFED EFe% Table 8.1 (277,

Table 8.1: ST TEHINAHFED EF

=B E
IP7RL A IPIZ B W CHEFE FL72 DK M an 2 ikl 95720 DR HIFF 75,
TOEDWeb~<— |TOETHHMFDDYE—MEEHI/FEL T, MFDNEWebH—/ S —3 it 7%
/ Web_X— Web 21—/,
Ri AESIZEHEN TG 57 LT R A, B E 13- F—DJoan Daemen K &
ijndael . .
Vincent RijmenfX,
AR—=T T —H ARETITFFIZ, MEDDOEREREN ] “IRITCER DT X VT —HE e,
Tovva=yh | FEEEEE ., BB RE ORI A G A S BRI HIRI BB 2 T k3 Do,
I EATEY — B AU R BN A KT DR &,
HR TV NEMATER S A AT L D E T,
avha—F—a= |MFD2RZHET 2% E, TOED T 7— LT =7 2 FIT9 5728 DCPU, FEFEMEA
vk EY—, HBA, ES, NERMEAT)—FEZH T 5,

arvbo—7—77
— AT

MFDO =z ha—F—a=y el 57 7— L0 =7,

FrME

RF 2 AT 7 AV TRERRIC KO IRAELTcAA—T T — 2T L, BRI, 245, 7L
Ea— FIFHIBREITIZE,

AFyF—a=vh

FFRREAX Y L CAA—T T — e fgbiEE, Ot — AX v kG B L OAF v
RIFOBRIE 35,

R 2 AT 7 AV ZTERED — D, iR Z w2 > TR e A A=V T — S 2 NEA

AR ARAT R — IR B0 FIRIC LR T L A,

o NIBHROED . 57 D1 =75 R PAN — T 5

Sl MFDO ERIZ 52— F— (> 57 A A=, % — B L% T BlF
RO F A AT A% BT,

FEA o710 MDA (A0 — AT E G CREFCE B T 570 . N

N AN — N RAT T HIETE,

MRS [N R B IS ATOE AR B A&

ST |BEO R =T A AT AT R A BN T T,

FRRIEAT— |[BhA - oA LR T Ao Eh T b,

e — R A

o Ty R AR . A7 as T BTG B R TREEL L
T e MR 2 A G Al SRS L L7 BT

o7 2 AT — R Rl O SR C. AT — RO BB IE LT E.

8.2 M&GE

A% ST CHE NS BIEFEDE 4 Table 8.2 1077,

Table 8.2: ST Tt SN AMEFED EF

B e
AES Advanced Encryption Standard
BEV Border Encryption Value
CC Common Criteria
CM Configuration Management
CPU Central Processing Unit
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) EE
DRBG Deterministic Random Bit Generator
ES Entropy Source
I;g;S PUB Federal Information Processing Standards Publication 197
HBA Host Bus Adapter
HCD Hardcopy Device
HMAC Hash-based Message Authentication Code
HTTP Hypertext Transfer Protocol
HTTPS HTTP over SSL/TLS
I/F Interface
P Internet Protocol
IPP Internet Printing Protocol
IPP-SSL. | IPP over SSL/TLS
IT Information Technology
LAN Local Area Network
LDAP Lightweight Directory Access Protocol
MAC Message Authentication Code
MFD Multifunction Device
MFP Multifunction Printer, Multifunction Peripheral
NIC Network Interface Card, Network Interface Controller
0S Operating System
PC Personal Computer
PP Protection Profile
RBG Random Bit Generator
ROM Read Only Memory
SAR Security Assurance Requirement
SFR Security Functional Requirement
SSL Secure Socket Layer
ST Security Target
TLS Transport Layer Security
TOE Target of Evaluation
TSF TOE Security Functionality
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