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<, BT —FEb 2T EEXHET HHHE,

© 2018 KYOCERA Document Solutions Inc.

9



TASKalfa 40121, TASKalfa 3212i
X2 VT4 24 —F v b

=i

TOE DRI E X2 U7 ¢ BEES OB AR cE o o2, FIHEOBREE X2V T
7 BREFERICxT DA v 7 2508k L. HDD WICPREF T D HRE,

RFFLIEERE e 71203, SR EHEORNT 7B ATDHZ ENRHKD, Tz, REFLEEER S
&, WEEVE B R E LTS 5EIC Email & L CEHE S5,

T VT g EPREREE

TOE DX =2 VT ¢ BEREICEE T DR E 21T O HHE,

X a VT o BEEREIX, PPl SN FIRBEOARDBRIAT 52 LR HE S,

BAERIVE D7 T4 T FPCIBRIATS Z ERMKD, 7 T4 7 2k PC OO OEIEIZIT,
Web 77 U —%HT 5,

HO7 A MR
TOE D% =2 VT A HEREDFEITa— ROARER S AZ M T 57212 TSF E{72— KB L OVTSF
F— B DFERME A WEET HHERE,

Xy BT — R R

TOE NEEGE SNDNEFR » N T —7 E&FiNDT— 2 DNEEAR SIc X0, R, KAz
Lo, WERRE LA RS DIRE,

A CR[EHERE. 7Y U F —HERE. R v 7 ABREE. Ry 7 ABEREICIIT S 7 T A4 T |k PC (Web
TIUW—) DOOEME, BX 2 VT o FEEEEICRBITH 7 747 R PC (Web 7T 7H—)
SOBEEFIAT B, #REOIELEZRIEL, * v NV —7 EERN DM REFEE K B1L
THZETIRET D, 22, 7V X —HEICBIT 5 u— U Bk CORMITHRATH 5,
Fo A B —T = A RS DIEREZ, TOE 20 L THRER v U — 7 [CEWRET 5 2 &
ZBiIET 2R RE Rk 5,

1.4.4. HA KA

ARTOEEAF S 2 A X A% LU FIZRT,

# 1.4 TOE ZHBKTHHTA X R

£ F Ne= g )

TASKalfa 32121 / TASKalfa 4012i 7 A v 27 A K HIRR 2017. 11 H A
302V65603001

TASKalfa 3212i / TASKalfa 40121 ¥ —77 1 — 4 A K /Safety | 2017. 11 H A /st

Guide 302V65622001

TASKalfa 3212i / TASKalfa 4012i i fH&NAHE W 2017. 11 A A
2V6KDJA000
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FAX System 12 fif 7B E Rev.5 2017.11 | AA
3RKKDJA005

TASKalfa 40121 / TASKalfa 3212i Data Security Kit (E) f#iJf | 2018.7 H A

M 3MS2V6KDJAO

Command Center RX fR{ETF/EE Rev. 15 2017.10 | HA
CCRXKDJA15

TASKalfa 32121 / TASKalfa 4012i 7'V > % — KT A ,3— #EafE | 2V6BWKTJA710.2 | HA

FIEE 017.08

KYOCERA Net Direct Print HRfEFIEE DirectPrintKDJ | H A
Al.2016. 02

BHIHHE / Notice 2018.9 ER:NATZIN
303MS5639001

Data Security Kit (E) REFNEE / Installation Guide 2013. 1 H 2/ Hg 4t
303MS56710-02

FAX System 12 7% & FJIEZE / Installation Guide 2016. 6 H A/ s
303RK56710-03

HD-12 3% & FEE / Installation Guide *! 2016. 4 ER:NATZIN
303515631001

TASKalfa 3212i / TASKalfa 4012i FIRST STEPS QUICK GUIDE | 2017. 11 AN
302V65602001

TASKalfa 3212i / TASKalfa 4012i OPERATION GUIDE First edition | JE4k
2017. 11
2V6KDEN00O

FAX System 12 FAX OPERATION GUIDE Rev.5 2017.11 | g4k
3RKKDEN105

TASKalfa 4012i / TASKalfa 3212i Data Security Kit (E) | 2018.7 ok

OPERATION GUIDE 3MS2V6KDENO

Command Center RX User Guide Rev. 14 2017. 10 | ¥4+
CCRXKDEN14

TASKalfa 3212i / TASKalfa 4012i Printer Driver User Guide | 2VE6BWKTEN710.2 | ¥4t
017. 09

KYOCERA Net Direct Print User Guide DirectPrintKDE | ¥#4k
N1.2016. 02

*1 HD-12 #{EFIEE / Installation Guide 1&, HDDA 73 = L HE#kE 4 CTHRGE K02 8L CTIELFEHR S L7220,

1.4.5. TOE Of{f#& e
TOE O PE L. User Data, TSF Data., Functions T 5,

© 2018 KYOCERA Document Solutions Inc.

11




TASKalfa 40121, TASKalfa 3212i
X2 VT4 24 —F v b

1.4.5. 1. User Data
User Data I¥, FIMHHICL > TER S, TOE OEF =D T (HERE (TSF) ITITEELZ RIFS 2N T
— X T b, User Data (ZIZLL T D 2 FENFAET D,

# 1.5 User Data

Designation | Definition

D. DOC User Document Data consist of the information contained in a user’ s document.
This includes the original document itself in either hardcopy or electronic
form, image data, or residually stored data created by the hardcopy device while

processing an original document and printed hardcopy output.

D. FUNC User Function Data are the information about a user’ s document or job to be
processed by the TOE.

ARTOED %[5 &4 HUser DatazF 1.612-7,
# 1.6 A TOE 2’xfZ & 35 User Data

Designation | User Data Explanation

D. DOC BT — X # 2.2 T/RETZ, +PRT, +SCN, +CPY, +FAXIN, +FAXOUT, +DSR,
+SMI D @& R o7 — ¥

PArT — 4 FREHERT — ¥ OB RIS TG T — X ITHIBRS D
N, BEERZINHEIBRESND D, BELTLE I ET—H

D. FUNC VaTdT—X | EAREREAEZEIT LEEBRICER SN Y a 7T —H

1.4.5.2. TSF Data
TSF Data (%, TOE IZ X o> TERR &4, TOE (224 H 2 20 LR WT—H TH 5, TSF Data I
WZLL T O 2 FEANGAET D,

% 1.7 TSF Data

Designation | Definition

D. PROT TSF Protected Data are assets for which alteration by a User who is neither

an Administrator nor the owner of the data would have an effect on the

operational security of the TOE, but for which disclosure is acceptable.
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D. CONF

TSF Confidential Data are assets for which either disclosure or alteration by

a User who is neither an Administrator nor the owner of the data would have

an effect on the operational security of the TOE.

ATOED %42 &4 5 TSF Datam % 1. 81T~

# 1.8 A TOE 23xt8 &35 TSF Data

Designation | TSF Data Explanation
D. PROT nJAya—F—4 | a—W—EIERE T A3 2RI HE O
o — Y —HER 2 — P —FIHERE CHEHT 2RI HE OHERERO Z L, K

TOE Ci%. U. ADMINISTRATOR & U. NORMAL DMERRINFELET 5.

TOE DEFOFATRMEMIZ, FITET RSN TWNDHINE Sk
IRTREDZ &, 22—V —EFHRECHERAT2RAEmIZY
a TR RENEVIESND,

FATIEIE TOE 23 oa v —Hfe. 7'V o ¥ —HfE, A% v o E{EREEE.
FAX #EHE. R v 7 AMEBERZ FITRRETH D Z & 2ond @ik,
BIRCE-RE KB OEENFFOTAE OFEH, ITAEERIZITR A =

—P—aNE YL THND,

a7 F ToREEK
(=P —=TH 7
=7y i)
—ERE)

=PI T 5, 2T H T ha T
o b~ OBAT R

a2y 77w~ B
(2—=HF =TI
hay 27 7o hRY

i IE)

A—P—EEERETHNT S, 2= =T v ey T
U O S AT ]

vy 77U YA

a— W —EHERCHERT S, 2= =TI hry s T
U bz —F—1U X |k

BB AL, 2OV R MOFNL—F =TI 7 MEIZ
ny 7Y NORBRERRRTHIENTED

HEjme 77 o b

=Lt
X IE

07 A DY yya i HETR T 5 R RFH

IRAT— KR Y o—

=4

AxX &

NAT—=RORY —fFWT, "AV—=FORS, /NAT—
ROBMES, RUOVRAT — FORH 2% E S 5 720 OfF
L

Ry 7 ADOFTEHE

HUAR Y I AOMBEE ERT 2O DORIE,
nJArya—YP—ZNE B THID,

FTA #H O HRICIE
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Ry 7 ANDOXFZ, AIFEEETHAT -0 0RE, &
ERENEDNR>TWER Y 7 212iE, FIFAERENRT 2
TAAREL T2 D,

H R e H At & K2 ORRE 16 i
Ty MU= WG | F v bU—7 REREICH TS TLS, IPsec Bi 5 Lil@(zE D
E 1280 DR TENG

FAX BR05ERTE

FAXZAE LTeT — 2 &, Bk 570 DRIE,

Bifn 7 LAR— bk
fRIEla i

BT 7 LR — b 2SN IEE T DB O S Se it R

D. CONF 074 ya—Y—] | ——E G T 9 5 R E ORGEE )
AT — K
o= Ao SRR CAREIND e ST —XH
I 5 HDD 5 5% RE T F 9~ 5 5 5-

1.4.5.3. Functions

Functions %, # 2.1 SFR Package

functions T/REINDHEEETH 5,
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2. A R

2.1. CC A& EIE
ARST BELOTOE DCC @A FEIZ. LFOLEEBY TH D,

ST &TOE A& % FEiET HCC D/N—T g

Common Criteria for Information Technology Security Evaluation
Partl: Introduction and general model Version 3.1 Revision 5
Part2: Security functional components Version 3.1 Revision 5

Part3: Security assurance components Version 3.1 Revision 5

Common Criteria conformance: CC Part2 extended and CC Part3 conformant

2.2. PP EiE
ARST BILOTOE NS T HPPIX, LLFTOEY TH D,

PP4, #R : U.S. Government Approved Protection Profile — U.S. Government Protection
Profile for Hardcopy Devices Version 1.0 (IEEE Std 2600.2™-2009)
N—Tg3v : 1.0

B A PP X Common Criteria Portal [Z#8#S41 Ty % TIEEE Standard Protection Profile for
Hardcopy Devices in IEEE Std 2600-2008, Operational Environment B| (Zi#& L. 72>> [CCEVS
Policy Letter #20] i/ L CUNVA,

2.3. Ny —UFEE
ARST BEOTOE 1X, /N r— t BAL2 JBIN%E F9ET 5, BIO 2 7R—3 > MIALC_FLR.2TH 5,

ST 1. RDSFR Packages |Zi#E&7 5,

2600. 2-PRT SFR Package for Hardcopy Device Print Functions, Operational Environment B &

2600. 2-SCN SFR Package for Hardcopy Device Scan Functions, Operational Environment B @&

2600. 2-CPY SFR Package for Hardcopy Device Copy Functions, Operational Environment B &

2600. 2-FAX SFR Package for Hardcopy Device Fax Functions, Operational Environment B &

2600. 2-DSR SFR Package for Hardcopy Device Document Storage and Retrieval (DSR) Functions
Operational Environment B &

2600. 2-SMI SFR Package for Hardcopy Device Shared—medium Interface Functions, Operational
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Environment B &

2.4. SFR Packages
2.4.1. SFR Packages functions
Functions perform processing, storage, and transmission of data that may be present in HCD

products. The functions that are allowed, but not required in any particular conforming Security

Target or Protection Profile, are listed in Table % 2. 1.

#* 2.1 SFR Package functions

Designation | Definition

F. PRT Printing: a function in which electronic document input is converted to

physical document output

F. SCN Scanning: a function in which physical document input is converted to

electronic document output

F. CPY Copying: a function in which physical document input is duplicated to physical

document output

F. FAX Faxing: a function in which physical document input is converted to a
telephone-based document facsimile (fax) transmission, and a function in which
a telephone-based document facsimile (fax) reception is converted to physical

document output

F. DSR Document storage and retrieval: a function in which a document is stored during

one job and retrieved during one or more subsequent jobs

F. SMI Shared—medium interface: a function that transmits or receives User Data or
TSF Data over a communications medium which, in conventional practice, is or
can be simultaneously accessed by multiple users, such as wired network media

and most radio—frequency wireless media

2.4.2. SFR Packages attributes

When a function is performing processing, storage, or transmission of data, the identity of
the function is associated with that particular data as a security attribute. This attribute

in the TOE model makes it possible to distinguish differences in Security Functional
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Requirements that depend on the function being performed. The attributes that are allowed,
but not required in any particular conforming Security Target or Protection Profile, are listed
in Table #& 2.2 SFR Package attributes

Z 2.2 SFR Package attributes

Designation | Definition

+PRT Indicates data that are associated with a print job.
+SCN Indicates data that are associated with a scan job.
+CPY Indicates data that are associated with a copy job.
+FAXIN Indicates data that are associated with an inbound (received) fax job.
+FAXOUT Indicates data that are associated with an outbound (sent) fax job.
+DSR Indicates data that are associated with a document storage and

retrieval job.

+SMI Indicates data that are transmitted or received over a shared—medium

interface.

2.5. WA AR
AST 2’PPICHEA L TWA Z & ORILE DL FITRT,

A TOE OFHIE, E& LT —HEiE, A% v kElEE, 7'V ¥ —fKRE. FAXBKRE, AN > 7 2K
BBAEATHEEHTH Y PP ThH D 2600.2, Protection Profile for Hardcopy Devices, Operational
Environment A (ZZC#L D Hardcopy Devices &9 TOE fdiRl & —B L CWA EE x5, 2. NEX
v MU=V T D720 DF y P U —ZHEE B A LTS, RIEEAL LTHL TS NAND,
fiREMEA T Y —, Flash A€V —_ HDD | SSD, F£/z, 77 —L U =T Z#KiNT D72HD PROM I3,
W B ERY A L ATREZRFEIEIHA Tz, PP TER S 72 7D SFR Package D 5 5,
2600. 2-NVS, SFR Package for Hardcopy Device Nonvolatile Storage Functions, Operational
Environment B Z &< 6 fE @ SFR Package IZi& L CWAZ LITHEUITH D EE X5,

WIZ, BF2 T BUEER. BxX 2T oW e, X2 )T 0 EHZRBWT, PPICEE LT
WHZEERLTNS,

X7 o EERTIL, PP ONE A2 T L7- =T, P.HDD. ENCRYPTION ZiBANL T3,
P. HDD. ENCRYPTION (%, EHBREEIZH 727280 % 237 5 0SP Tldpvy, ko T, PPOEF= YT 458
BERAMI-TEHREIL, ASTOEX=2 V7 EEROWNIZT, 20D, ASTIiE, PP O4
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i

ToOEFxF2U 7T HEERLD bHIRHTHD LEF R D,

=]

X2 U T ¢ %P GFECTiE. OE. AUDIT_STORAGE. PROTECTED & OE. AUDIT_ACCESS. AUTHORIZED % [ &

PP DN % 4 CH& A72 LT, 0. HDD. ENCRYPTION %3840 L C\ %, O.HDD. ENCRYPTION /&, iEMEREEIC
Bri= 7259 % 23T % Objective TIERVY, Lo T PP DB X =2 U T ¢ 5t H#t 207 T E B EE 1T,
AKST DX = U7 4R RGEOWTZT, 2D, KSTIL, PPOETOEX =2 U 7 1 %R FE L
D HLHIRKTHD &S 2D,

B, PP THELTWDEX2 U 7 xR G585 B P.AUDIT. LOGGING |25t 4 2 %} 3R 5 #
OE. AUDIT_STORAGE. PROTECTED & OE. AUDIT_ACCESS. AUTHORIZED v F O £
0. AUDIT_STORAGE. PROTECTED & 0. AUDIT_ACCESS. AUTHORIZED & & & #& %2 T W\ % |
0. AUDIT_STORAGE. PROTECTED & 0. AUDIT_ACCESS. AUTHORIZED % % Jii 3= 2 N &5 £ 6 1% .
OE. AUDIT_STORAGE. PROTECTED & OE. AUDIT_ACCESS. AUTHORIZED CE R S 2 EMA RO X 21U 7 1
SRR ERISED Z ERHRD EE XD,

YX a2 U T 4 BT ARST THELTWASFR & PP THE L TUWA SFR DR A 2. 31051,
# 2.3 A ST @ SFR & PP ™ SFR D BER

A ST ™ SFR PP DER
FAU_GEN. 1 v

FAU_GEN. 2 v

FAU_SAR. 1
FAU_SAR.
FAU_STG.
FAU_STG.
FCS_CKM.
FCS_COP. 1

FDP_ACC. 1(a)
FDP_ACF. 1(a)
FDP_ACC. 1(b)
FDP_ACF. 1 (b)
FDP_RIP. 1

FIA_AFL.
FIA_ATD.
FIA_SOS.
FIA_UAU.
FIA_UAU.

— = DN

NIENENENEN

\

Q| === -
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A ST ™ SFR PP MER
FIA_UID. 1 v
FIA_USB. 1 v
FMT_MSA. 1(a) v
FMT_MSA. 3 (a) v
FMT_MSA. 1 (b) v
FMT_MSA. 3 (b) v
FMT_MTD. 1(a) v
FMT_MTD. 1 (b) v
FMT_SMF. 1 v
FMT_SMR. 1 v
FPT_STM. 1 v
FPT_TST. 1 v
FPT_FDI_EXP. 1 v
FTA_SSL. 3 v
FTP_ITC. 1 v

A ST Tld, PP TER I TCWAHLTO SFR 23 L7 T, FAU_SAR. 1, FAU_SAR. 2, FAU_STG. I,

FAU_STG. 4, FCS_CKM. 1, FCS_COP. 1, FTA_AFL. 1,FTA_S0S. 1, FTA_UAU. 7 Z B/ L T\ %, £ 7- FTA_SSL. 3
DEHRIEIZ BN T, BfE SRV L Web 7T U — D EEERF IR 2 F5E L T\ 523, A& TOE 12
WTERE SRV E Web 7T U —DIANDA L H—T = A AT FEE v ¥ a3 VITFEE LR,

FDP_ACF. 1. 3 (b) {233V T, U. ADMINISTRATOR ~DBIRAJIZEF I3 2 LA O EIFEAEZ HIFR L TV 5 23,
BIMOFF R ORAZFF 727200 2 LIHMEERTO PP OBEIEZHNTI VR TH D, 2D, A ST
T ATOTOE X, PPOEX2 YT BB LOD, LVHIRNTHL EF XD,

B2, PP THIEL TWASAR &, AST THELTWD SAR 1T FA%ETH 5,

WE-T, ARSTIX, PPIZK LT, RIZEEITXVHIRAZRGFIETPPICEB TS — et Xx= VT«
PRHERICRT T AR 2R L T WA, PRI L et L CWAH EE X 5,
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3. X2V T~

RETIE, B

3.1. Threats agents

This security problem definition addresses threats posed by four categories of threat agents:

S HE e 26
n%ﬂfﬁﬂifﬁi:
MRk Ot X =2 VT 4 Fét, BRIz oW T

1|

(UG AP

a) Persons who are not permitted to use the TOE who may attempt to use the TOE

b) Persons who are authorized to use the TOE who may attempt to use TOE functions for which

they are not authorized

¢) Persons who are authorized to use the TOE who may attempt to access data in ways for

which they not authorized.

d) Persons who unintentionally cause a software malfunction that may expose the TOE to

unanticipated threats.

The threats and policies defined in this Protection Profile address the threats posed by these

threat agents

3.2. Threats to TOE Assets

This section describes threats to assets described in clause 1.4.5.

# 3.1 Threats to User Data for the TOE

Threat Affected Description
asset

T. DOC. DIS D. DOC User Document Data may be disclosed to unauthorized
persons

T. DOC. ALT D. DOC User Document Data may be altered by unauthorized
persons

T. FUNC. ALT D. FUNC User Function Data may be altered by unauthorized
persons
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% 3.2 Threats to TSF Data for the TOE

Threat Affected Description
asset

T. PROT. ALT D. PROT TSF Protected Data may be altered by unauthorized
persons

T. CONF. DIS D. CONF TSF Confidential Data may be disclosed to unauthorized
persons

T. CONF. ALT D. CONF TSF Confidential Data may be altered by unauthorized
persons

3.3. Organizational Security Policies for the TOE

This section describes the Organizational Security Policies (0SPs) that apply to the TOE.
OSPs are used to provide a basis for Security Objectives that are commonly desired by TOE

Owners in this operational environment but for which it is not practical to universally define

the assets being protected or the threats to those assets

# 3.3 Organizational Security Policies for the TOE

Name

Definition

P. USER. AUTHORIZATION

To preserve operational accountability and
security, Users will be authorized to use the

TOE only as permitted by the TOE Owner.

P. SOFTWARE. VERIFICATION

To detect corruption of the executable code in
the TSF, procedures will exist to self-verify

executable code in the TSF.

P. AUDIT. LOGGING

To preserve operational accountability and
security, records that provide an audit trail
of TOE use and security-relevant events will be
created, maintained, and protected from

unauthorized disclosure or alteration, and

will be reviewed by authorized personnel.
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P. INTERFACE. MANAGEMENT To prevent unauthorized use of the external
interfaces of the TOE, operation of those
interfaces will be controlled by the TOE and its
IT environment.

P. HDD. ENCRYPTION To improve the confidentiality of the
documents, User Data and TSF Data stored in HDD
will be encrypted by the TOE.

3.4. Assumptions
The Security Objectives and Security Functional Requirements defined in subsequent sections

of this Protection Profile are based on the condition that all of the assumptions described

in this section are satisfied

% 3.4 Assumptions for the TOE

Assumption Definition
A. ACCESS. MANAGED The TOE is located in a restricted or monitored environment that

provides protection from unmanaged access to the physical

components and data interfaces of the TOE.

A. USER. TRAINING TOE Users are aware of the security policies and procedures of
their organization, and are trained and competent to follow those

policies and procedures

A. ADMIN. TRAINING Administrators are aware of the security policies and procedures
of their organization, are trained and competent to follow the
manufacturer’ s guidance and documentation, and correctly

configure and operate the TOE in accordance with those policies

and procedures

A. ADMIN. TRUST Administrators do not use their privileged access rights for

malicious purposes
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4. X 2 U T 4 xR 5

ARFETIE, TOE %= U7 ¢ kIR GE, EHREO X2V 7 o &R G, BL X2V T 1%t
FHEHRALZ W TERIRT B,

4.1. Security Objectives for the TOE

This section describes the security objectives that the TOE shall fulfill.

Z 4.1 Security objectives for the TOE

Objective Definition

0. DOC. NO_DIS The TOE shall protect User Document Data from unauthorized
disclosure.

0. DOC. NO_ALT The TOE shall protect User Document Data from unauthorized
alteration.

0. FUNC. NO_ALT The TOE shall protect User Function Data from unauthorized
alteration.

0. PROT. NO_ALT The TOE shall protect TSF Protected Data from unauthorized
alteration.

0. CONF. NO_DIS The TOE shall protect TSF Confidential Data from unauthorized
disclosure.

0. CONF. NO_ALT The TOE shall protect TSF Confidential Data from unauthorized
alteration.

0. USER. AUTHORIZED The TOE shall require identification and authentication of

Users, and shall ensure that Users are authorized in accordance
with security policies before allowing them to use the TOE.
0. INTERFACE. MANAGED The TOE shall manage the operation of external interfaces in
accordance with security policies

0. SOFTWARE. VERIFIED The TOE shall provide procedures to self-verify executable
code in the TSF.

0. AUDIT. LOGGED The TOE shall create and maintain a log of TOE use and

security-relevant events, and prevent its unauthorized

disclosure or alteration.
0. AUDIT_STORAGE. PROTE | The TOE shall ensure that audit records are protected from

CTED unauthorized access, deletion and modifications
0. AUDIT_ACCESS. AUTHOR | The TOE shall ensure that audit records can be accessed in order
IZED to detect potential security violations, and only by

authorized persons
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Objective Definition
0. HDD. ENCRYPTION The TOE shall encrypt User Data and TSF Data, when the TOE
stores them in HDD.

4.2. Security Objectives for the operational environment

This section describes the security objectives that must be fulfilled by operational

environment of the TOE.

F 4.2 Security objectives for the operational environment

Objective Definition

OE. PHYSICAL. MANAGED The TOE shall be placed in a secure or monitored area that
provides protection from unmanaged physical access to the TOE.
OE. USER. AUTHORIZED The TOE Owner shall grant permission to Users to be authorized

to use the TOE according to the security policies and

procedures of their organization.
OE. USER. TRAINED The TOE Owner shall ensure that Users are aware of the security

policies and procedures of their organization, and have the

training and competence to follow those policies and
procedures.
OE. ADMIN. TRAINED The TOE Owner shall ensure that TOE Administrators are aware

of the security policies and procedures of their organization,

have the training, competence, and time to follow the
manufacturer’ s guidance and documentation, and correctly
configure and operate the TOE in accordance with those
policies and procedures

OE. ADMIN. TRUSTED The TOE Owner shall establish trust that TOE Administrators

will not use their privileged access rights for malicious

purposes.
OE. AUDIT. REVIEWED The TOE Owner shall ensure that audit logs are reviewed at

appropriate intervals for security violations or unusual

patterns of activity.
OE. INTERFACE. MANAGED The IT environment shall provide protection from unmanaged

access to TOE external interfaces
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4.3. Security Objectives rationale
This section demonstrates that each threat, organizational security policy, and assumption,

aremitigated by at least one Security Objective for the TOE, and that those Security Objectives

counter the threats, enforce the policies, and uphold the assumptions

Z 4.3 Completeness of security objectives

Objectives

Threats. Policies, and

0. AUDIT_STORAGE. PROTECTED
0. AUDIT_ACCESS. AUTHORIZED

0. DOC. NO_ALT

0. FUNC. NO_ALT

0. PROT. NO_ALT

0. CONF. NO_DIS

0. CONF. NO_ALT

0. SOFTWARE. VERIFIED
0. AUDIT. LOGGED

OE. AUDIT. REVIEWED
0. INTERFACE. MANAGED
OE. PHYISCAL. MANAGED
OE. INTERFACE. MANAGED
OE. ADMIN. TRAINED
OE. ADMIN. TRUSTED
OE. USER. TRAINED

Assumptions

0. HDD. ENCRYPTION

< 0. DOC. NO_DIS

.DOC. DIS

<\

.DOC. ALT

. FUNC. ALT v

. PROT. ALT v

. CONF. DIS v

. CONF. ALT v

STSTSS] S| S| X 0. USER. AUTHORIZED
STS|TSX S| S| N OE. USER. AUTHORIZED

. USER. AUTHORIZATION

. SOFTWARE. VERIFICATION v

. AUDIT. LOGGING ViV |V |V

. INTERFACE. MANAGEMENT v v

. ACCESS. MANAGED v

. ADMIN. TRAINING v

. ADMIN. TRUST v

. USER. TRAINING v

S == == 9]0 9]0 =S =S =S193=]=3

. HDD. ENCRYPTION
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& 4.4 Sufficiency of security objectives

Threats. Policies,

and Assumptions

Summary

Objectives and rationale

T. DOC. DIS

User Document Data may be
disclosed to unauthorized

persons

0.DOC. NO_DIS protects D.DOC from

unauthorized disclosure

0. USER. AUTHORIZED establishes user
identification and authentication as

the basis for authorization

OE. USER. AUTHORIZED establishes
responsibility of the TOE Owner to

appropriately grant authorization

T.DOC. ALT

User Document Data may be
altered by unauthorized

persons

0. DOC. NO_ALT protects D.DOC from

unauthorized alteration

0. USER. AUTHORIZED establishes user
identification and authentication as

the basis for authorization

OE. USER. AUTHORIZED establishes
responsibility of the TOE Owner to

appropriately grant authorization

T. FUNC. ALT

User Function Data may be
altered by unauthorized

persons

0. FUNC. NO_ALT protects D. FUNC from

unauthorized alteration

0. USER. AUTHORIZED establishes user
identification and authentication as

the basis for authorization

OE. USER. AUTHORIZED establishes
responsibility of the TOE Owner to

appropriately grant authorization

T. PROT. ALT

TSF Protected Data may be
altered by unauthorized

persons

0. PROT. NO_ALT protects D.PROT from

unauthorized alteration

0. USER. AUTHORIZED establishes user
identification and authentication as

the basis for authorization

OE. USER. AUTHORIZED establishes
responsibility of the TOE Owner to

appropriately grant authorization

T. CONF. DIS

TSF Confidential Data may

be disclosed to

0. CONF.NO_DIS protects D.CONF from

unauthorized disclosure
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unauthorized persons

0. USER. AUTHORIZED establishes user
identification and authentication as

the basis for authorization

OE. USER. AUTHORIZED establishes
responsibility of the TOE Owner to

appropriately grant authorization

T. CONF. ALT

TSF Confidential Data may
be altered by unauthorized

persons

0. CONF. NO_ALT protects D.CONF from

unauthorized alteration

0. USER. AUTHORIZED establishes user
identification and authentication as

the basis for authorization

OE. USER. AUTHORIZED establishes
responsibility of the TOE Owner to

appropriately grant authorization

P. USER. AUTHORIZAT
TON

Users will be authorized to
use the TOE

0. USER. AUTHORIZED establishes user
identification and authentication as
the basis for authorization to use the
TOE

OE. USER. AUTHORIZED establishes
responsibility of the TOE Owner to

appropriately grant authorization

P. SOFTWARE. VERIFI
CATION

Procedures will exist to
self-verify executable
code in the TSF

0. SOFTWARE. VERIFIED provides
procedures to self-verify executable
code in the TSF

P. AUDIT. LOGGING

An audit trail of TOE use
and security-relevant
events will be created,
maintained, protected, and
reviewed by the TOE and its

IT environment

0. AUDIT. LOGGED creates and maintains a
log of TOE use and security-relevant
events, and prevents unauthorized

disclosure or alteration

0. AUDIT_STORAGE. PROTECTED protects
audit records from unauthorized

access, deletion and modifications

0. AUDIT_ACCESS. AUTHORIZED provides
appropriate access to audit records

only by authorized persons.

OE. AUDIT. REVIEWED establishes
responsibility of the TOE Owner to
ensure that audit logs are

appropriately reviewed
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P. INTERFACE. MANAG
EMENT

Operation of external
interfaces will be
controlled by the TOE and

its IT environment

0. INTERFACE. MANAGED manages the
operation of external interfaces in

accordance with security policies

OE. INTERFACE. MANAGED establishes a
protected environment for TOE external

interfaces

P. HDD. ENCRYPTION

User Data and TSF Data
stored in HDD will be
encrypted by the TOE.

0. HDD. ENCRYPTION encrypts User Data
and TSF Data stored in HDD by TOE

A. ACCESS. MANAGED

The TOE environment
provides protection from
unmanaged access to the
physical components and

data interfaces of the TOE.

OE. PHYSICAL. MANAGED establishes a
protected physical environment for the
TOE

A. ADMIN. TRAINING

TOE Users are aware of and
trained to follow security

policies and procedures

OE. ADMIN. TRAINED establishes
responsibility of the TOE Owner to
provide appropriate Administrator

training

A. ADMIN. TRUST

Administrators do not use
their privileged access
rights for malicious

purposes.

OE. ADMIN. TRUSTED establishes
responsibility of the TOE Owner to have
a trusted relationship with

Administrators

A. USER. TRAINING

Administrators are aware of
and trained to follow
security policies and

procedures

OE. USER. TRAINED establishes
responsibility of the TOE Owner to

provide appropriate User training
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Q > e =
5. YRR VAR — RV NEF
This ST defines components that are extensions to Common Criteria 3.1 Release 4, Part 2. These

extended components are defined in the ST but are used in SFR Packages, and therefore, are

employed only in TOEs whose STs conform to those SFR Packages

5.1. FPT_FDI_EXP Restricted forwarding of data to external interfaces
Family behaviour:

This family defines requirements for the TSF to restrict direct forwarding of information from

one external interface to another external interface

Many products receive information on specific external interfaces and are intended to transform
and process this information before it is transmitted on another external interface. However,
some products may provide the capability for attackers to misuse external interfaces to violate
the security of the TOE or devices that are connected to the TOE’ s external interfaces

Therefore, direct forwarding of unprocessed data between different external interfaces is
forbidden unless explicitly allowed by an authorized administrative role. The family

FPT_FDI_EXP has been defined to specify this kind of functionality.

Component leveling:

FPT_FDI_EXP. 1 Restricted forwarding of data to external interfaces 1

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces, provides for the
functionality to require TSF controlled processing of data received over defined external
interfaces before this data is sent out on another external interface. Direct forwarding of
data from one external interface to another one requires explicit allowance by an authorized

administrative role.
Management: FPT _FDI_EXP. 1
The following actions could be considered for the management functions in FMT:
a) definition of the role(s) that are allowed to perform the management activities;

b) management of the conditions under which direct forwarding can be allowed by an

administrative role;
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¢) revocation of such an allowance.

Audit: FPT_FDI_EXP. 1

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included
in the PP/ST:

There are no auditable events foreseen.

Rationale:

Quite often a TOE is supposed to perform specific checks and process data received on one
external interface before such (processed) data is allowed to be transferred to another
external interface. Examples are firewall systems but also other systems that require a
specific work flow for the incoming data before it can be transferred. Direct forwarding of
such data (i. e. without processing the data first) between different external interfaces is

therefore a function that - if allowed at all - can only be allowed by an authorized role

It has been viewed as useful to have this functionality as a single component that allows
specifying the property to disallow direct forwarding and require that only an authorized role
can allow this. Since this is a function that is quite common for a number of products, it

has been viewed as useful to define an extended component

The Common Criteria defines attribute—based control of user data flow in its FDP class. However,
in this Protection Profile, the authors needed to express the control of both user data and
TSF data flow using administrative control instead of attribute-based control. It was found
that using FDP_IFF and FDP_IFC for this purpose resulted in SFRs that were either too
implementation—specific for a Protection Profile or too unwieldy for refinement in a Security
Target. Therefore, the authors decided to define an extended component to address this

functionality.

This extended component protects both user data and TSF data, and could therefore be placed
in either the FDP or FPT class. Since its purpose is to protect the TOE from misuse, the authors
believed that it was most appropriate to place it in the FPT class. It did not fit well in
any of the existing families in either class, and this lead the authors to define a new family

with just one member.
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FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces
Hierarchical to: No other components.

Dependencies: FMT_SMF. 1 Specification of Management Functions
FMT_SMR. 1 Security roles.

FPT_FDI_EXP. 1.1 The TSF shall provide the capability to restrict data received on
lassignment: /ist of external interfaces] from being forwarded without further

processing by the TSF to [assignment: /ist of external interfaces].
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6. BX = VU T ¢ Hff

ARETIH, TOEtx= VT 4 BEZHOWTEDRT 5,
6.1. TOEtx= VT ¢ HREE(}:

6.1.1. 7T AFAU: X 2 U F ¢ B

FAU_GEN. 1 Audit data generation

Hierarchical to: No other components.

Dependencies: FPT_STM. 1 Reliable time stamps

FAU_GEN. 1.1 The TSF shall be able to generate an audit record of the following auditable events:

— Start—up and shutdown of the audit functions;

— All auditable events for the [selection, choose one of: minimum, basic, detailed,

not specified] level of audit; and

— all Auditable Events as each is defined for its Audit Level (if one is specified)
for the Relevant SFR in Table 6.1; [assignment: other specifically defined

auditable events].

[selection, choose one of: minimum, basic, detailed, not specified]

® not specified

lassignment: other specifically defined auditable events]
e /1L

FAU_GEN. 1. 2 The TSF shall record within each audit record at least the following information:
— Date and time of the event, type of event, subject identity (if applicable), and

the outcome (success or failure) of the event; and

— For each audit event type, based on the auditable event definitions of the
functional components included in the PP/ST, for each Relevant SFR listed in Table
6.1: (1) information as defined by its Audit Level (if one is specified), and
(2) all Additional Information (if any is required); [assignment: other audit

relevant information).

lassignment: other audit relevant information)
e /L
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#+ 6.1 Audit data requirements

Relevant SFR

Auditable event

Additional

information

Actions to be audited
(defined by CC or PP)

FAU_GEN. 1

There are no auditable events

foreseen.

FAU_GEN. 2

There are no auditable events

foreseen.

FAU_SAR. 1

[Not specified]

a) Basic: Reading of
information from the audit

records

FAU_SAR. 2

[Not specified]

a) Basic: Unsuccessful attempts
to read information from the

audit records

FAU_STG. 1

There are no auditable events

foreseen.

FAU_STG. 4

[Not specified]

a) Basic: Actions taken due to

the audit storage failure

FCS_CKM. 1

[Not specified]

a) Minimum: Success and failure
of the activity.

b) Basic: The object
attribute(s), and object
value(s) excluding any
sensitive information (e. g.

secret or private keys)

FCS_COP. 1

[Not specified]

a) Minimum: Success and
failure, and the type of
cryptographic operation.

b) Basic: Any applicable
cryptographic mode (s) of
operation, subject
attributes and object

attributes.

FDP_ACC. 1 (a)

There are no auditable events

foreseen.

FDP_ACF. 1 (a)

[Not specified]

UTICRTAT V=7 Mt 58

Type of job

a)Minimum: Successful requests

to perform an operation on
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Relevant SFR

Auditable event

Additional

information

Actions to be audited
(defined by CC or PP)

YEDIFATIZEIT DAkE) LT Bk
- D. DOC D&HE

- D. DOC DHIIR

- D. FUNC D% [

- D. FUNC i Zs

- D. FUNC 4

an object covered by the
SFP.

b) Basic: All requests to
perform an operation on an
object covered by the SFP.

c)Detailed: The specific
security attributes used inl

making an access check.

FDP_ACC. 1 (b)

There are no auditable events

foreseen.

FDP_ACF. 1 (b)

[Not specified]

a)Minimum: Successful requests
to perform an operation on anl
object covered by the SFP.
b) Basic: All requests to
perform an operation on an
object covered by the SFP.
c)Detailed: The specific
security attributes used in

making an access check.

FDP_RIP. 1 - - There are no auditable events
foreseen.
FIA_AFL. 1 [Minimum] - a) Minimum: the reaching of the
1% DR U 7= FRBGELARE OELfgE L 7= threshold for the unsuccessful
AR ENFERERAA T 25 B |2 Bl 2 U 7= IRF authentication attempts and the
IZEBNDBUTDOT 7 v a actions (e.g. disabling of a
s a—HW—=Thvrhry 7Tk terminal) taken and the
DFEAT subsequent, if appropriate,
KON, EFRREIZETTT AL TFOT 7 restoration to the normal state
NIV (e.g. re—enabling of a
- BRERE I ey T U MR terminal).
R DiEbR
FIA_ATD. 1 - - There are no auditable events
foreseen.
FIA_SOS. 1 [Minimum] a) Minimum: Rejection by the TSH
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Relevant SFR

Auditable event

Additional

information

Actions to be audited
(defined by CC or PP)

PLUFIZRT T A R SR OES
- FIRE B HROFHAERFIZA T &
ntuersAra—%F—mR2x7—R

DEREIZ L HES

- FIHABEBEHRORERICEL SN
0 7A=Y —RATU— KD,
BEREIC L DIER

of any tested secret;
b) Basic:
acceptance by the TSF of any]

Rejection or

tested secret;
c)Detailed: Identification of
any changes to the defined

quality metrics.

FIA_UAU. 1 [Basic] None required Defined by PP:
Both successful and unsuccessful Both successful and
use of the authentication mechanism unsuccessful use of the
authentication mechanism
FIA_UAU. 7 - - There are no auditable events
foreseen.
FIA_UID. 1 [Basic] Attempted user Defined by PP:
Both successful and unsuccessful identity Both successful and
use of the identification mechanism unsuccessful use of the
identification mechanism
FIA_USB. 1 [Not specified] - a)Minimum: Unsuccessful

binding of user security

attributes to a subject

(e.g. creation of a
subject).

b) Basic: Success and failure of]
binding of user security
attributes to a subject
(e. g. success or failure to

create a subject).

FMT_MSA. 1 (a)

[Not specified]

a) Basic: All modifications of]
the values of security

attributes.

FMT_MSA. 3 (a)

[Not specified]

a) Basic: Modifications of the
default setting of
permissive or restrictive
rules.

b) Basic:

the initial values of

All modifications of
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Relevant SFR

Auditable event

Additional

information

Actions to be audited
(defined by CC or PP)

security attributes.

FMT_MSA. 1 (b)

[Not specified]

a) Basic: All modifications of]
the values of security

attributes.

FMT_MSA. 3 (b)

[Not specified]

a)Basic: Modifications of the
default setting of
permissive or restrictive
rules.

b) Basic: All modifications of
the initial values of

security attributes

FMT_MTD. 1 (a)

[Not specified]

a) Basic: All modifications to

the values of TSF data.

FMT_MTD. 1 (b)

[Not specified]

a) Basic: All modifications to

the values of TSF data.

FMT_SMF. 1 [Minimum] None required Defined by PP:
Use of the management functions Use of the management functions
FMT_SMR. 1 [Minimum] None required Defined by PP:
Modifications to the group of users Modifications to the group of
that are part of a role users that are part of a role
FPT_STM. 1 [Minimum] None required Defined by PP:
Changes to the time Changes to the time
FPT_TST. 1 [Not specified] - a) Basic: Execution of the TSH

self tests and the results of
the tests.

FPT_FDI_EXP. 1

There are no auditable events

foreseen.

FTA_SSL. 3 [Minimum] None required a) Minimal: Termination of an
Termination of an interactive interactive session by the
session by the session locking session locking mechanism.
mechanism

FTP_ITC. 1 [Minimum] KL 7=m 597 ¥ 1| Defined by PP:

Failure of the trusted channel

functions

JVESREDIBIESE IP 7
NI

GEEILOIPT RL A
IXTOE HEH DT KL A

Failure of the trusted channel
functions
b) Identification of the

initiator and target of
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Relevant SFR | Auditable event Additional Actions to be audited
information (defined by CC or PP)
[ E Th DT DS failed trusted channel
1) functions.
FAU_GEN. 2 User identify association
Hierarchical to: No other components
Dependencies: FAU_GEN. 1 Audit data generation

FIA_UID. 1 Timing of identification

FAU_GEN. 2. 1 For audit events resulting from actions of identified users, the TSF shall be able
to associate each auditable event with the identity of the user that caused the event.
FAU_SAR. 1 Audit review
Hierarchical to: No other components
Dependencies: FAU_GEN. 1 Audit data generation

FAU_SAR. 1.1 The TSF shall provide [assignment: authorised users] with the capability to read
lassignment: /ist of audit information] from the audit records
lassignment: authorised users)
® U. ADMINISTRATOR
lassignment: /ist of audit information]
® F6.1 |Z7779 Audit data requirements @ lAuditable event | #., &N TAdditional

information| HRIZ/RT 1
FAU_SAR. 1.2 The TSF shall provide the audit records in a manner suitable for the user to interpret

the information.
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FAU_SAR. 2 Restricted audit review
Hierarchical to: No other components
Dependencies: FAU_SAR. 1 Audit review
FAU_SAR. 2. 1 The TSF shall prohibit all users read access to the audit records, except those users
that have been granted explicit read-access
FAU_STG. 1 Protected audit trail storage
Hierarchical to: No other components
Dependencies: FAU_GEN. 1 Audit data generation
FAU_STG. 1.1 The TSF shall protect the stored audit records in the audit trail from unauthorized
deletion.
FAU_STG. 1. 2 The TSF shall be able to [selection, choose one of: prevent, detect] unauthorized
modifications to the stored audit records in the audit trail.
[selection: choose one of: prevent, detect]
® Prevent
FAU_STG. 4 Prevention of audit data loss
Hierarchical to: FAU_STG. 3 Action in case of possible audit data loss
Dependencies: FAU_STG. 1 Protected audit trail storage
FAU_STG. 4. 1 The TSF shall [selection, choose one of: “ignore audited events” , ‘prevent audited

events, except those taken by the authorised user with special rights” , ‘overwrite
the oldest stored audit records” ] and [assignment. other actions to be taken in

case of audit storage failure] if the audit trail is full.

[selection: choose one of: “ignore audited events” ,6 ‘“prevent audited events,
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except those taken by the authorised user with special rights” , “overwrite the
oldest stored audit records” ]

) “overwrite the oldest stored audit records”

lassignment: other actions to be taken in case of audit storage failure]
e /1L

6.1.2. 75 A FCS: P AR — k

FCS_CKM. 1. 1

FCS_CKM. 1 Cryptographic key generation
Hierarchical to: No other components
Dependencies: [FCS_CKM. 2 Cryptographic key distribution, or

FCS_COP. 1 Cryptographic operation]
FCS_CKM. 4 Cryptographic key destruction

The TSF shall generate cryptographic keys in accordance with a specified
cryptographic key generation algorithm [assignment: cryptographic key generation
algorithm] and specified cryptographic key sizes [assignment: cryptographic key

sizes] that meet the following: [assignment: list of standards]

[assignment: cryptographic key generation algorithm]
® FIPS PUB 1804 ICESL B4R T /LT U X A

[assignment: cryptographic key sizes]
® 256bit

[assignment: list of standards]
® FIPS PUB 1804

FCS_COP. 1 Cryptographic operation

Hierarchical to: No other components

Dependencies: [FDP_ITC. 1 Import of user data without security attributes,
or
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FCS_COP. 1. 1

FDP_ITC. 2 Import of user data with security attributes, or
FCS_CKM. 1 Cryptographic key generation]
FCS_CKM. 4 Cryptographic key destruction

The TSF shall perform [assignment: list of cryptographic operations] in accordance
with a specified cryptographic algorithm [assignment: cryptographic algorithm] and
cryptographic key sizes [assignment: cryptographic key sizes] that meet the

following: [assignment: list of standards]

[assignment: list of cryptographic operations]
® HDD ~FE:XjAALHED D.DOC, D. FUNC, D.PROT. D.CONF OhE =1k
® HDD /b Hix i LIKFD D.DOC, D. FUNC, D.PROT, D.CONF D1 75

[assignment: cryptographic algorithm]
® AES

[assignment: cryptographic key sizes]
® 256bit

lassignment: list of standards]
® FIPS PUB 197

6.1.3. 7 7 A FDP:FIHET — & {1k

FDP_ACC. 1. 1 (a)

FDP_ACC. 1(a) Subset access control

Hierarchical to: No other components

Dependencies: FDP_ACF. 1 Security attribute based access control

The TSF shall enforce the User Data Access Control SFP in Table 6.2 on the list of
users as subjects, objects, and operations among subjects and objects covered by
the User Data Access Control SFP in Table 6. 2.

FDP_ACF. 1(a) Security attribute based access control

Hierarchical to: No other components
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FDP_ ACF. 1. 1 (a)

FDP_ ACF. 1. 2(a)

FDP_ ACF. 1. 3(a)

FDP_ ACF. 1. 4(a)

Dependencies: FDP_ACC. 1 Subset access control

FMT_MSA. 3 Static attribute initialisation

The TSF shall enforce the User Data Access Control SFP in Table 6.2 to objects based
on the following: the list of users as subjects and objects controlled under the
User Data Access Control SFP in Table 6.2, and for each, the indicated security
attribute in Table 6. 2.

The TSF shall enforce the following rules to determine if an operation among
controlled subjects and controlled objects is allowed: rules specified in the User
Data Access Control SFP in Table 6.2 governing access among controlled users as

subjects and controlled objects using controlled operations on controlled objects.

The TSF shall explicitly authorise access of subjects to objects based on the
following additional rules: [assignment: rules, based on security attributes, that

explicitly authorise access of subjects to objects].

lassignment: rules, based on security attributes, that explicitly authorise access
of subjects to objects]
® 6.3 T/REHT- Explicitly authorize access control rule

The TSF shall explicitly deny access of subjects to objects based on the [assignment:
rules, based on security attributes, that explicitly deny access of subjects to

objects].

lassignment: rules, based on security attributes, that explicitly deny access of
subjects to objects)]
e L
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ZF 6.2 User Data Access Control SFP

Object Attribute Operation(s) Subject Access control rule
(Security (Security
attribute) attribute)
D. DOC +PRT, +SCN, +CPY | Read, Delete U. NORMAL Denied, except for his/her own
(FRrEETER) |, +FAXOUT Q=072 gvg=2 documents
——4) U.NORMAL ® & 7o ra—H—4 |
&, D.DOC D TFrfEEH 25 —8T
55612, Operation ZFF R[4 5,
D. DOC +DSR Read, Delete U. NORMAL Denied, except (1) for his/her own
(R 7 2D (a4 | documents, or (2) if authorized by
TEH., Ry —F—4) another role or mechanism if such
7 ADILEFH functions are provided by a
iE) conforming TOE
(1) U.NORMAL @ & 7oA v z—H —
4] &, D.DOC ST TRy o
ADFTHEH] B—ET 2561
Operation Z# ]9 5,
(2) D.DOC 3N S LTz TR v 7 2D
LHRE] DA THLHEI
U. NORMAL {Z Operation ZFFA[ 3 %,
D. DOC +FAXIN [assignment: U. NORMAL Denied
GIREERLE: Y other (a4 = | U.NORMAL 7>5 D 42T? Operation %
operations] —F—4) LT 5,
Any Operations
D. FUNC N/A Read, Modify, U. NORMAL Denied, except for his/her own
(P & 1hH) Delete (r /A >z | function data.
—HF—4) U.NORVAL @ a7/’ Af o —H—4 |
&. D.FUNC & TFif#&1&#®l »—E
T HEEIT, Operation ZFFn[4 5,
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#F 6.3 User Data Access Control SFP for U. ADMINISTRATOR

Object Attribute | Operation(s) | Subject Explicitly authorize access
(Security (Security attribute) control rule

attribute)

D. DOC +PRT Delete U. ADMINISTRATOR (AT EEEH OEICEED BT,
(FrEEER) (22— —HERR) Operation Z#FFr[ 45

D. DOC +SCN Delete U. ADMINISTRATOR (AT & E#R OISR DL ST,
(FrEEER) (22— —HERR) Operation Z#FFr[ 45

D. DOC +CPY Delete U. ADMINISTRATOR (AT & E#R OEICEDL BT,
(T = 1 ) (2 —H —HERR) Operation ZFFr[4 %

D. DOC +FAXOUT Delete U. ADMINISTRATOR (AT A G R OMEIZED S,
(T 1 ) (2 —H —HERR) Operation ZFFr[4 %

D. DOC +DSR Read, Delete | U. ADMINISTRATOR (R 7 ZADFTAE ) OEIZED
(R 7 2D (L — Y —HERR) 59, Operation ZZFA[4 %
A )

D. DOC +FAXIN Read, Delete | U. ADMINISTRATOR (AT A G R OMIZED S,
(FrEEE®R) (—H —HERR) Operation Z#Fr] 7 %

D. FUNC N/A Read, Modify, | U. ADMINISTRATOR (AT & EHR OEICEDL ST,
GREERE:Y Delete (2 — P —HERR) Operation Z#F Al 9 2%

FDP_ACC. 1 (b) Subset access control

Hierarchical to: No other components.

Dependencies: FDP_ACF. 1 Security attribute based access control

FDP_ACC. 1. 1(b) The TSF shall enforce the TOE Function Access Control SFP in Table 6.4 on users as

subjects, TOE functions as objects, and the right to use the functions as operations.

FDP_ACF. 1 (b) Security attribute based access control

Hierarchical to: No other components.

Dependencies: FDP_ACC. 1 Subset access control
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FDP_ ACF. 1. 1 (b)

FDP_ ACF. 1. 2 (b)

FDP_ ACF. 1. 3(b)

FDP_ ACF. 1. 4(b)

FMT_MSA. 3 Static attribute initialisation

The TSF shall enforce the TOE Function Access Control SFP to objects based on the
following: users and [assignment: Iist of TOF functions and the security
attribute (s) used to determine the TOE Function Access Control SFP).

lassignment: Iist of TOE functions and the security attribute(s) used to determine
the TOE Function Access Control SFP]
® #6.40 l0bject] WITRENT-MEEL [security attribute] MICRENT-EF

= U7 o @k

The TSF shall enforce the following rules to determine if an operation among
controlled subjects and controlled objects is allowed: [selection: the user is
explicitly authorized by U ADMINISTATOR to use a function, a user that is authorized
to use the TOE is automatically authorized to use the functions [assignment: Iist

of functions], [assignment: other conditions]].

[selection: the user is explicitly authorized by U ADMINISTATOR to use a function,
a user that is authorized to use the TOE is automatically authorized to use the
functions [assignment: Iist of functions), [assignment: other conditions]]

® [assignment: other conditions]

lassignment: other conditions]

® 6.4 TRENT-IRA

The TSF shall explicitly authorise access of subjects to objects based on the
following additional rules: [assignment: rules, based on security attributes, that

explicitly authorise access of subjects to objects].

lassignment: rules, based on security attributes, that explicitly authorise access
of subjects to objects]
e L

The TSF shall explicitly deny access of subjects to objects based on the [assignment:
rules, based on security attributes, that explicitly deny access of subjects to

objects].

lassignment: rules, based on security attributes, that explicitly deny access of
subjects to objects)
e L
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ZF 6.4 TOE Function Access Control SFP

Object Operation Subject Access control rule
(Security (Security
attribute) attribute)
F. CPY Y a 7T DELT U. ADMINISTRATOR | Subject BAE T 5 Y a TR EDHIC
(FHATIEME) U. NORMAL Object DFEITBIENE N DLHEIC
(¥ a 7FRWERAE) | Operation Z#H[ T 5
F. PRT ¥ a 7 DELT U. ADMINISTRATOR | Subject BAE T 5 Y a T EDHIC
(EATRME) U. NORMAL Object DFEITRMEN T ENDHLEIC
(¥ a 7RRWERAE) | Operation Z#H[ T 5
F. SCN Va7 DFEAT U. ADMINISTRATOR Subject ZHT BT a TRA[FREDHIZ
(SHTIE M) U. NORMAL Object DFEATBMENZT EINDHAIZ
(¥ a 73R E) | Operation ZFFR[ 95
F. FAX Va7 DFEAT U. ADMINISTRATOR Subject ZHT BT a TRA[FREDHIZ
(SHTIE M) U. NORMAL Object DFEATBMENZT ENDHAIZ
(¥ a 738X E) | Operation ZFFR[ 35
F. DSR Va7 DFEAT U. ADMINISTRATOR Subject ZH T BT a TRA[FREDHIZ
(SHTIE M) U. NORMAL Object DFEATBMENZT ENDHAIZ
(¥Va 7R A[EXIE) | Operation ZFFA[T 5
FDP_RIP. 1 Subset residual information protection
Hierarchical to: No other components.
Dependencies: No dependencies.
FDP_RIP. 1.1 The TSF shall ensure that any previous information content of a resource is made

unavailable upon the [selection: allocation of the resource to, deallocation of the
resource from] the following objects: D.DOC, [assignment: /ist of objects].
[selection: allocation of the resource to, deallocation of the resource from]

® deallocation of the resource from

lassignment: /ist of objects]
e /1L
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6.1.4. 7T A FIA: %R & 23

FIA_AFL. 1 Authentication failure handling
Hierarchical to: No other components
Dependencies: FIA_UAU.1 Timing of authentication
FIA_AFL.1.1 The TSF shall detect when [selection: [assignment.: positive integer number/, an

administrator configurable positive integer within/assignment: range of acceptable
values]] unsuccessful authentication attempts occur related to [assignment: /ist

of authentication events].

[selection: /[assignment: positive integer number], an administrator configurable
positive integer withinlassignment: range of acceptable values]]
® apn administrator configurable positive integer within [assignment: range
of acceptable values]
[assignment: range of acceptable values]
® [/ to 10
lassignment: /ist of authentication events)
° @Wﬁﬁw#%@m74yﬁﬁ*énkmf4yn~$—gmﬁbf\%f@
FiEh U 72 FRGELARE 8L L 72 AR HIRRAIER
o 7?47/hmﬁ@@u&%/?hiéhkm74yn~$%%uﬁbfﬁ%
% ORI U 72 5RAELARE e L 72 AR T

FIA_AFL.1.2 When the defined number of unsuccessful authentication attempts has been

[selection: met, surpassed], the TSF shall [assignment: /ist of actions].

[selection: met, surpassed]
® nmet
lassignment: /7ist of actions)
® 1~60 /O THAVEEENEE LI-RMARIET 5 £ T, b L I3 a2
Fa sy ZIREEMIRT DT, AT HU "hboal A ro%ftEa y
745,
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FIA_ATD. 1 User attribute definition
Hierarchical to: No other components
Dependencies: No dependencies.
FIA_ATD. 1.1 The TSF shall maintain the following list of security attributes belonging to

individual users: [assignment: /ist of security attributes].

lassignment: /7ist of security attributes)

o nUfva—V¥—k 2—V—HR Va3 TRARE

FIA_SOS. 1 Verification of secrets

Hierarchical to: No other components.

Dependencies: No dependencies.

FIA_SOS. 1.1 The TSF shall provide a mechanism to verify that secrets meet [assignment: a defined
quality metricl.

lassignment: a defined quality metric]

e NAU—FE : 8Tk
® R D RERRL S
FIA_UAU. 1 Timing of authentication
Hierarchical to: No other components.
Dependencies: FIA_UID. 1 Timing of identification

FIA_UAU. 1.1 The TSF shall allow [assignment: /ist of TSF-mediated actions that do not conflict
with access—controlled Functions of the TOE] on behalf of the user to be performed

before the user is authenticated.

lassignment: [ist of ISF-mediated actions that do not conflict with
access—controlled Functions of the TOE]
o EIRIKEEDOIUE
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o o R —EOER
o UL H—IEROEIR
® FAXT—HXD%E

FIA_UAU. 1.2 The TSF shall require each user to be successfully authenticated before allowing
any other TSF-mediated actions on behalf of that user.
FIA_UAU.7 Protected authentication feedback
Hierarchical to: No other components
Dependencies: FIA_UAU. 1 Timing of authentication
FIA UAU.7.1 The TSF shall provide only [assignment: [7ist of feedback] to the user while the
authentication is in progress
lassignment: /ist of feedback)
° "I — 5 (% : asterisk)
FIA_UID. 1 Timing of identification
Hierarchical to: No other components
Dependencies: No dependencies
FIA_UID.1.1 The TSF shall allow [assignment: /ist of ISF-mediated actions that do not conflict
with access—controlled Functions of the TOE] on behalf of the user to be performed
before the user is identified
lassignment: [ist of ISF-mediated actions that do not conflict with
access—controlled Functions of the TOE]
o RIRIKEOIUS
& UaTUEFR-EOER
& UL E—IFEHROER
® FNXT—¥D%E
FIA_UID. 1.2 The TSF shall require each user to be successfully identified before allowing any

other TSF-mediated actions on behalf of that user.
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FIA_USB. 1.1

FIA_USB. 1. 2

FIA_USB. 1. 3

FIA_USB. 1 User—subject binding
Hierarchical to: No other components
Dependencies: FIA_ATD. 1 User attribute definition

The TSF shall associate the following user security attributes with subjects acting

on the behalf of that user: [assignment: [ist of user security attributes].

lassignment: /7ist of user security attributes)
& s a—¥—4 a—F—HER Va TRARE

The TSF shall enforce the following rules on the initial association of user security
attributes with subjects acting on the behalf of users: [assignment: rules for the

initial association of attributes].

lassignment: rules for the initial association of attributes]
e fml

The TSF shall enforce the following rules governing changes to the user security
attributes associated with subjects acting on the behalf of users: [assignment: rules

for the changing of attributes].

lassignment: rules for the changing of attributes)
o fEL

6.1.5. 7 FAFMI:EFx =V 7 (&

FMT_MSA. 1(a) Management of security attributes

Hierarchical to: No other components

Dependencies: [FDP_ACC. 1 Subset access control, or
FDP_IFC. 1 Subset information flow control]
FMT_SMR. 1 Security roles
FMT_SMF. 1 Specification of Management Functions
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FMT_MSA. 1.1(a) The TSF shall enforce the User Data Access Control SFP in Table 6.2, [assignment:

access control SFP(s), information flow control SFP(s)] to restrict the ability to
[selection: change default, query, modify, delete, [assignment: other operations.]]
the security attributes [assignment: /ist of security attributes] to [assignment:

the authorised identified roles).

lassignment: access control SFP(s), information flow control SFP(s)]
® 2L

[selection: change default, query, modify, delete, [assignment: other operations.]]
® % 6.5 T/RSMTZ Operation(s)

lassignment: /ist of security attributes)
® % 6.5 CT/REIU7Z Security Attributes

lassignment: the authorised identified roles]
® £ 6.5 T/REI7z Role

F% 6.5 Management of security attributes

FMT_MSA. 3. 1 (a)

Security Attributes Operation(s) Role
Ry 7 ADOFTAE modify U. ADMINISTRATOR
RNy 7 ZAOILFHRE modify U. ADMINISTRATOR
By 7 ADFTEH
=875
U. NORMAL
BIRCERLE: modify U. ADMINTSTRATOR
FMT_MSA. 3 (a) Static attribute initialisation
Hierarchical to: No other components.
Dependencies: FMT_MSA. 1 Management of security attributes

FMT_SMR. 1 Security roles

The TSF shall enforce the User Data Access Control SFP in Table 6.2, [assignment:

access control SFP, information flow control SFP) to provide [selection, choose one
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FMT_MSA. 3. 2(a)

FMT_MSA. 1. 1 (b)

of: restrictive, permissive, [assignment: other property]] default values for

security attributes that are used to enforce the SFP.

lassignment: access control SFP, information flow control SFP)
e L

[selection, choose one of: restrictive, permissive, [assignment: other property]]

® restrictive

The TSF shall allow the [assignment: the authorized identified roles] to specify
alternative initial values to override the default values when an object or

information is created

lassignment: the authorized identified roles]
® Nobody

FMT_MSA. 1 (b) Management of security attributes

Hierarchical to: No other components

Dependencies: [FDP_ACC. 1 Subset access control, or
FDP_IFC. 1 Subset information flow control]
FMT_SMR. 1 Security roles
FMT_SMF. 1 Specification of Management Functions

The TSF shall enforce the TOE Function Access Control SFP, [assignment: access
control SFP(s), information flow control SFP(s)] to restrict the ability to

[selection: change default, query, modify, delete, [assignment: other operations.]]
the security attributes [assignment: /ist of security attributes] to [assignment:

the authorised identified roles]

lassignment: access control SFP(s), information flow control SFP(s)]
® /oL

[selection: change default, query, modify, delete, [assignment: other operations.]]

® [assignment: other operations]

lassignment: other operations]

© 2018 KYOCERA Document Solutions Inc.

51



TASKalfa 40121, TASKalfa 3212i
X2 VT4 24 —F v b

FMT_MSA. 3. 1 (b)

FMT_MSA. 3. 2 (b)

® Any Operations

lassignment: /ist of security attributes)
e EATEME

lassignment: the authorised identified roles]
® Nobody

FMT_MSA. 3 (b) Static attribute initialisation

Hierarchical to: No other components
Dependencies: FMT_MSA. 1 Management of security attributes
FMT_SMR. 1 Security roles

The TSF shall enforce the TOE Function Access Control Policy, [assignment: access
control SFP, information flow control SFP] to provide [selection, choose one of:
restrictive, permissive, [assignment: other property]] default values for security

attributes that are used to enforce the SFP.

lassignment: access control SFP, information flow control SFP)
® /oL

[selection, choose one of: restrictive, permissive, [assignment: other property]]

® permissive

The TSF shall allow the [assignment: the authorized identified roles] to specify
alternative initial values to override the default values when an object or

information is created

lassignment: the authorized identified roles]
® Nobody

FMT_MTD. 1 (a) Management of TSF data

Hierarchical to: No other components
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Dependencies: FMT_SMR. 1 Security roles.
FMT_SMF. 1 Specification of Management Functions

FMT_MID. 1. 1(a) The TSF shall restrict the ability to [selection: change default, query, modify,
delete, clear, [assignment: other operations/] the [assignment: [ist of TSF datal
to [selection, choose one of: Nobody, [selection: U ADMINISTRATOR, [assignment: the
authorized identified roles except U. NORMAL]1].

[selection: change default, query, modify, delete, clear, [assignment: other

operations/]
® £6.6 T/RSI7- Operation

lassignment: /7ist of TSF datal
® 6.6 T/r#L7z TSF data

[selection, choose one of: Nobody, [selection: U. ADMINISTRATOR, [assignment: the
authorized identified roles except U. NORMAL]]]
® 6.6 TR Roles
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Z 6.6 Operation of TSF data

TSF data Roles Operation
o g A a——4 U. ADMINISTRATOR | modify, delete, create
oA rya—P—R2AU—FK U. ADMINISTRATOR | modify, delete, create
o —H—HE[R U. ADMINISTRATOR | modify, delete, create
g JIARIE U. ADMINISTRATOR | modify, delete, create
0y 7 £ TORE (—%—7 4 | U. ADMINISTRATOR | modify
v hkuy 27U RRY U—E
iE)
oy 77w MM (—%—7 4 | U. ADMINISTRATOR | modify
vrobury T NRY —
iE)
2y 77T R AR U. ADMINISTRATOR | modify
HEhe 77 o MR E U. ADMINISTRATOR | modify
NRAT— KRR Y U —FE U. ADMINISTRATOR | modify
HIRFax U. ADMINISTRATOR | modify
T MU — I B ERRE U. ADMINISTRATOR | modify
FAX BRIERX E U. ADMINISTRATOR | modify
B o 7 LR — NRE s S U. ADMINISTRATOR | modify

Nobody [assignment: other operations]
5 7 g .

* Any Operations

FMT_MTD. 1 (b)

Hierarchical to:

Dependencies:

Management of TSF data

No other components.
FMT_SMR. 1 Security roles.
FMT_SMF. 1 Specification of Management Functions

FMT_MTD. 1. 1 (b)

The TSF shall restrict the ability to [selection: change default, query, modify,
delete, clear, [assignment: other operations/] the [assignment: /ist of ISF data
associated with a U NORMAL or TSF Data associated with documents or jobs owned by
a U NORMAL] to [selection, choose one of: MNobody, [selection: U ADMINISTRATOR, the
U. NORMAL to whom such TSF data is associated]].

[selection: change default, query, modify, delete, clear, [assignment: other

operations/]
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® 6.7 C/rIfL/c Operation

lassignment: /ist of ISF data associated with a U. NORMAL or TSF Data associated with
documents or jobs owned by a U. NORMAL]
® K6.7 T/RIALZ TSF data

[selection, choose one of: Nobody, [selection: U. ADMINISTRATOR, the U. NORMAL to whom

such TSF data is associated)]
® (6.7 CT/REINT- Roles

#+ 6.7 Operation of TSF data

TSF data Roles Operation

U. NORMAL ZBH#EftuN7= 12 7 1 > | U. NORMAL modify
Z—HF— 2T — K

FMT_SMF. 1. 1

FMT_SMF. 1 Specification of Management Functions
Hierarchical to: No other components.
Dependencies: No dependencies.

The TSF shall be capable of performing the following management functions:

lassignment: /ist of management functions to be provided by the TSF].

lassignment: /7ist of management functions to be provided by the TSF)

® RyJAWREICEBITLEX =2V T 4By 7 ADOFAH Ry 7 ZADILARGE,
FTAEN®) 28T HHhE

® TSF F—% (mrArva—HF—4 arfra—F—n_"20—R a2—HF R,
VaTRRE, vy 7 ETOEE, vy 77U MM, vy 77U NI XM H
a7 v MERHERE, NATU— RRY —&KE, BRFRE, Xy NV — 7 5
B, FAX BRIEERE, B m 7 UAR— A EAERER) 28T 286
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% 6.8 Management functions

Relevant SFR

Management Functions

Management item
(defined by CC or PP)

FAU_GEN. 1 - There are no management activities foreseen
FAU_GEN. 2 - There are no management activities foreseen
FAU SAR. 1 U. ADMINISTRATOR #E[RE D% H# a) maintenance (deletion, modification,
addition) of the group of users with read
access right to the audit records
FAU_SAR. 2 - There are no management activities foreseen
FAU_STG. 1 - There are no management activities foreseen
FAU_STG. 4 L a) maintenance (deletion, modification
(77 v a  IEETHY, & addition) of actions to be taken in case of
T DT R0) audit storage failure.
FCS_CKM. 1 - There are no management activities foreseen
FCS_COP. 1 - There are no management activities foreseen.
FDP_ACC. 1 (a) - There are no management activities foreseen
FDP_ACF. 1 (a) L a) Managing the attributes used to make

(% # o 7 v — 7 1%
U. ADMINISTRATOR [E7E T 5 7=
¥, FHEIBMIE L)

explicit access or denial based decisions

FDP_ACC. 1 (b)

There are no management activities foreseen

FDP_ACF. 1 (b)

7L

(% = o 7 v — 7 0%
U. ADMINISTRATOR [H7E T % 7~
O, FEHTHLEITR)

a) Managing the attributes used to make

explicit access or denial based decisions

FDP_RIP. 1 L a) The choice of when to perform residual
(24 CTHEBRIFIC DO B FEAFE Y information protection (i.e. upon
1R ERT A7, BEEH allocation or deallocation) could be made
RO X A I 7 & EPT 5| configurable within the TOE.
B ke
FIA_AFL. 1 FORER R Bl o B a) management of the threshold for
unsuccessful authentication attempts;
b) management of actions to be taken in the
event of an authentication failure.
FIA_ATD. 1 L a) if so indicated in the assignment, the

GEMMotX=U 7 ¢ Bri3fF
FELRWED, BT 48T
72UN)

authorised administrator might be able to
define additional security attributes for

users.
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Relevant SFR

Management Functions

Management item
(defined by CC or PP)

FIA_SOS. 1 a7 A a—YP— 27T — RKD| a) the management of the metric used to
INAT— KR o—DEH verify the secrets
FIA_UAU. 1 U. ADMINISTRATOR |2 X A& 7 A| a)management of the authentication data by
va—HP— X2 T — ROEH an administrator;
U.NORMAL {Z L2 HE D1 7 A | b) management of the authentication data by
Z—P— 2T — ROEH the associated user;
c) managing the list of actions that can be
taken before the user is authenticated
FIA_UAU. 7 - There are no management activities foreseen
FIA_UID. 1 Management of the  user| Defined by PP:
identities Management of the user identities
FIA_USB. 1 7L a) an authorised administrator can define

(7= boEX2 T o
BMEIXEE DD, EHET DM
X 7ew)

default subject security attributes.
b) an authorised administrator can change

subject security attributes

FMT_MSA. 1 (a)

7L

(% % o 7 v — 7 %
U. ADMINISTRATOR [E7E T 5 7=
O, EHTHMLEITRD)

a) managing the group of roles that can
interact with the security attributes;
b) management of rules by which security

attributes inherit specified values

FMT_MSA. 3 (a)

7L

(% = o 7 v — 7 0%
U. ADMINISTRATOR [H7E T %7~
O, FEHT LB

a) managing the group of roles that can
specify initial values;

b) managing the permissive or restrictive
setting of default values for a given
access control SFP;

c) management of rules by which security

attributes inherit specified values.

FMT_MSA. 1 (b)

7L

(% & o 7 v — 7 %
U. ADMINISTRATOR [&E T % 7=
O, BHTHZLETR)

a) managing the group of roles that can
interact with the security attributes;
b) management of rules by which security

attributes inherit specified values

FMT_MSA. 3 (b)

7L

(% = o 7 v — 7 1%
U. ADMINISTRATOR [H7E T %7~
B, FET DML )

a) managing the group of roles that can
specify initial values;

b) managing the permissive or restrictive
setting of default values for a given
access control SFP;

c) management of rules by which security

attributes inherit specified values.
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Relevant SFR

Management Functions

Management item
(defined by CC or PP)

FMT_MTD. 1 (a)

L

(% 8 o 7 v — 7 %
U. ADMINISTRATOR [EE T %7~
O, BHT HZLETR)

a) managing the group of roles that can
interact with the TSF data.

FMT_MTD. 1 (b)

7L

(% % o 7 v — 7 %
U. ADMINISTRATOR [HETdH 5 7=
W, BHT HLETRW)

a) managing the group of roles that can
interact with the TSF data.

FMT_SMF. 1 - There are no management activities foreseen
FMT_SMR. 1 FRE O =2 — —HER D 7 /L —| a) managing the group of users that are part
T OEH of a role.
FPT_STM. 1 Management of system time Defined by PP:
Management of system time
FPT_TST. 1 L a) management of the conditions under which|

(HCO. 7 A b OEITEMITE E
ThdH-D, BT HLELR
V)

TSF self testing occurs, such as during
initial start-up, regular interval, or
under specified conditions;

b) management of the time interval if

appropriate.

FPT_FDI_EXP. 1

FAX DHRESM D B EE

a) definition of the role(s) that are allowed|
to perform the management activities;

b) management of the conditions under which
direct forwarding can be allowed by an
administrative role;

c¢) revocation of such an allowance

FTA_SSL. 3

H#Ehw 77 o M oE B

a) specification of the time of user
inactivity after which termination of
the interactive session occurs for an
individual user;

b) specification of the default time of user
inactivity after which termination of

the interactive session occurs

FTP_ITC. 1

a) Configuring the actions that require

trusted channel, if supported
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FMT_SMR. 1 Security roles
Hierarchical to: No other components
Dependencies: FIA_UID.1 Timing of identification

FMT_SMR. 1.1 The TSF shall maintain the roles U. ADMINISTRATOR, U.NORMAL, [selection: Nobody,

lassignment: the authorised identified roles]].

[selection: MNobody, lassignment: the authorised identified roles]]
® Nobody

FMT_SMR. 1. 2 The TSF shall be able to associate users with roles, except for the role “Nobody”

to which no user shall be associated.

6.1.6. 27 5 A FPT:TSF Dff-3#

FPT_STM. 1 Reliable time stamps
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_STM. 1.1 The TSF shall be able to provide reliable time stamps.

FPT_TST. 1 TSF testing
Hierarchical to: No other components.
Dependencies: No dependencies.
FPT_TST. 1.1 The TSF shall run a suite of self tests [selection: during initial start-up,

periodically during normal operation, at the request of the authorised user, at the
conditions lassignment: conditions under which self test should occur]] to

demonstrate the correct operation of [selection: [assignment: parts of TSFl, the
TSF.
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[selection: during initial start—-up, periodically during normal operation, at the
request of the authorised user, at the conditions [assignment: conditions under which
self test should occur]]

® during initial start-up

[selection: [assignment: parts of ISF], the ISF]
® [assignment: parts of TSF]

lassignment: parts of ISF]
® HDD W 5{kikne

FPT_TST. 1.2 The TSF shall provide authorised users with the capability to verify the integrity
of [selection: [assignment: parts of ISF datal, TSF data].

[selection: [assignment: parts of ISF datal, ISF data)l
® [assignment: parts of ISF data]

lassignment: parts of ISF data)
o [FEHt

FPT_TST. 1.3 The TSF shall provide authorised users with the capability to verify the integrity
of [selection: [assignment: parts of ISF], TSF].

[selection: [assignment: parts of ISF], TSF]
® [assignment: parts of TSF]

lassignment: parts of TSF]
® TSFFEITEY 22—/

FPT _FDI_EXP.1 Restricted forwarding of data to external interfaces

Hierarchical to: No other components.
Dependencies: FMT_SMF. 1 Specification of Management Functions
FMT_SMR. 1 Security roles.

FPT_FDI_EXP. 1.1 The TSF shall provide the capability to restrict data received on any external

Interface from being forwarded without further processing by the TSF to any
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Shared-medium Interface.

6.1.7. 7 7 AFTA:TOE 77 & A

FTA_SSL. 3.1

FTA_SSL. 3 TSF-initiated termination
Hierarchical to: No other components
Dependencies: No dependencies.

The TSF shall terminate an interactive session after a [assignment: time interval

of user inactivity].

lassignment: t¢ime interval of user inactivity]
o B{E v D IEEEIREEDY BEERE PR T K AR ERF IR A (5 Fb~
495 1)
® Veb 7T UH— o MHEEERRED, 10 SEREH
XOBEMEASRL L Web 7T U —LISMIEEE v g UIIFE LR

6.1.8. 7 7 A FIP: BEHE XA /F ¥ /L

FTP_ITC. 1.1

FTP_ITC. 1. 2

FTP_ITC. 1. 3

FTP_ITC. 1 Inter—-TSF trusted channel
Hierarchical to: No other components.
Dependencies: No dependencies.

The TSF shall provide a communication channel between itself and another trusted
IT product that is logically distinct from other communication channels and provides
assured identification of its end points and protection of the communicated data

from modification or disclosure.

The TSF shall permit the TSF, another trusted IT product to initiate communication

via the trusted channel.

The TSF shall initiate communication via the trusted channel for communication of
D.DOC, D.FUNC, D.PROT, and D.CONF over any Shared-medium Interface.
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6.2. TOEtx= VT ¢ {fiFEf:

Z 6.9 2600.2 Security Assurance Requirements (2% = VU 7 ¢ {RiFEHEZ RS
A TOE OFHMARFE L ~/LIEX EAL3 TH VY, X% 2 U T 4 RGE= > R—x > b ALC_FLR. 2 Z3BA0L T

Do
+ 6.9 2600.2 Security Assurance Requirements

Assurance Class Assurance components

ADV: Development ADV_ARC. 1 Security architecture description
ADV_FSP. 2 Security—enforcing functional specification
ADV_TDS. 1 Basic design

AGD: Guidance documents AGD_OPE. 1 Operational user guidance
AGD_PRE. 1 Preparative procedures

ALC: Life-cycle support ALC_CMC. 2 Use of a CM system
ALC_CMS. 2 Parts of the TOE CM coverage
ALC_DEL. 1 Delivery procedures
ALC_FLR. 2 Flaw reporting procedures (augmentation of EAL2)

ASE: Security Target evaluation ASE_CCL. 1 Conformance claims
ASE_ECD. 1 Extended components definition
ASE_INT. 1 ST introduction
ASE_OBJ. 2 Security objectives
ASE_REQ. 2 Derived security requirements
ASE_SPD. 1 Security problem definition
ASE_TSS. 1 TOE summary specification

ATE: Tests ATE_COV. 1 Evidence of coverage
ATE_FUN. 1 Functional testing
ATE_IND. 2 Independent testing — sample

AVA: Vulnerability assessment AVA_VAN. 2 Vulnerability analysis

6.3. BX=2U T ¢ EARL

6.3.1. X = U T ¢ HERESLIFARHL

X2 VT kR IFEHIRIT S TOE B % = U 7 ¢ R ENFE OxHR &2 7T,
KFCTRLHl L2 B3R Tt £8 (P) Zp FH AR U, IREFAR TRM L /2HB X2 0FHE X

®O)T 5,
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Z 6.10 Completeness of security requirements

SFRs

Objectives

0. DOC. NO_DIS

0.DOC. NO_ALT

0. FUNC. NO_ALT

0. PROT. NO_ALT

0. CONF. NO_DIS

0. CONF. NO_ALT

0. USER. AUTHORIZED
0. INTERFACE. MANAGED
0. SOFTWARE. VERIFIED

0. AUDIT_ACCESS. AUTHORIZED

0. AUDIT_STORAGE. PROTECTED

0. HDD. ENCRYPTION

FAU_GEN.

FAU_GEN.

o |+o | 0. AUDIT. LOGGED

FAU_SAR.

FAU_SAR.

FAU_STG.

FAU_STG.

FCS_CKM.

o = (DN = DN =

FCS_COP.

[um—y

FDP_ACC.

1(a)

FDP_ACF.

1(a)

FDP_ACC.

1(b)

FDP_ACF.

1 (b)

FDP_RIP.

FIA_AFL.

FIA_ATD.

FIA_SOS.

FIA_UAU.

FIA_UAU.

FIA_UID.

i e e B e

T Y| W»n

FIA_USB.

1

|9 | L |Tg |y || n

FMT_MSA.

1(a)

FMT_MSA.

3(a)

FMT_MSA.

1(b)

FMT_MSA.

3(b)

FMT_MTD.

1(a)

FMT_MTD.

1(b)
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Objectives
ala
m | @m
= | N
(@] =]
A | =
= |2
ala o | =
@ m = | B
B2 = SN2z
SFRs N | = | = 5} . | S
SlE2 =824 |2
= | = ||| A@R (|| e
| =lalalmlaldlLl=lo |2 | @5 | e
Hl S| || Al |Eldl .00 |>=
A= [ [ I Bl Oo|ld|&|& |0 | &=
1| 1lolololololsle|a|lnn|l= |C
ololz|lz|l=2|l=2|l= ||| | || =
S|z LSS SeElgle |« = | &
S IR 5 T ST < S B = == [ [ =i [ O Sy .
v =|lelZ|IZ2|olelonlalalala
SIS | =|8|8|lnl=zcls|5|5|a
AlA|lER|n|O|0|D|lA|alz|=|= =
S|lo|lc|d|oc|d|d|ld|g|ld|c|a |
FMT_SMF. 1 S|S|S|S|S|S
FMT_SMR. 1 S|S|{S|S|S|S]|S
FPT_STM. 1 S
FPT_TST. 1 P
FPT_FDI_EXP. 1
FTA_SSL. 3 P
FTP_ITC. 1 P/P|P|P|P|P

ATz, [# 6.10 Completeness of security requirements] OAERHLZ R4,

0. DOC. NO_DIS
0.DOC.NO_DIS |%, AIEZRBARAS D.DOC Zi# 5 5EidtTh 5,

FIA_UID. 112 &0, FIHZE DA S 41, FDP_ACC. 1(a), FDP_ACF. 1 ()12 & V| FFal & i=FIHE D&
(2 D.DOC ~DEAEZFFAIT %,

FDP_RIP. LI1C LV JEfFT—Z L LTDOD.DOCIZEBWT LABTID EDIFERONE R TE < T 5,
FMT_MSA. 1 (@) 12k 0, X2 VT 1 BE~OBIEEZEHT 5,

FMT_MSA. 3(a) 12X 0. D.DOC MR S U7=FRIZ, D.DOC DFFAE G HR. & L <L D.DOC 23K S5
Ry 7 ZAOFAHE, Ry 7 AOLERENED 2T 7 4V MEEZA L TND Z & ERGET D,
FMT_SMR. 1 {2 & ¥, U. ADMINISTRATOR & U.NORMAL O —H—HE[RANEIV 24 T SR S 5,
FMT_SMF. 112 L V., B% =V 7 ¢ BFHEHEEEZ U ADMINISTRATOR & D.DOC DFTAH T % U. NORMAL ~
2,

FTP_ITC. 1 {2k v, TOE &M@ EHE 1T MO R v U —2 EZ&FiND D.DOC (k3 5 B 5%
B IRES D,

> C. 0.DOC.NO_DIS I%, RIEZRBH/RM S D.DOC {425 Z &L 2 RiET 25 Z L3k S,

0.DOC. NO_ALT
0.DOC. NO_ALT |&, AIEZRLZE S D.DOC Z1i# T 25K F#tTh 5,
FIA_UID. 112 &0, FIHFED A S, FDP_ACC. 1(a), FDP_ACF. 1(a) 2 & V| #Fal S =FIHE DI
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(2 D.DOC ~DEAEELTFAIT %,

FMT_MSA. 1 (@) 12k 0, X2 U T 4 BUE~OEIELEHT 5,

FMT_MSA. 3(a) 12 & ¥, D.DOC 2AARE S7-BIC, D.DOC DFFA & B H. & L <X D.DOC MM S5
Ry 7 ADFAHE., Ry 7 AOLFGRENEY 2T 7 4V MEEA L TWDZ & EZRGET Do,
FMT_SMR. 1 1Z & ¥, U. ADMINISTRATOR & U.NORMAL 0=t —H —HE[RAEI D 1T H MR S5,
FMT_SMF. 112XV, BX =V T ¢ HHEEREZ U ADMINISTRATOR & D.DOC DFF A Tdh 5 U. NORMAL ~
T 5,

FTP_ITC. 1 12XV, TOE o EfEE 1T "M xR v v U —2 EZ¥Eis D.DOC ([Zxd 2 B
B IRiESND,

7E> T, 0.DOC.NO_ALT %, NIERLZENS D.DOC ZRi&ET 52 & 2 RAET 5 Z L HIK D,

0. FUNC. NO_ALT
0. FUNC. NO_ALT 1%, ARIEZ2ekZEh 5 D. FUNC & {R# 3 5K 78 CTdH 5,

FIA_UID. 112XV, FIHZED GRS, FDP_ACC. 1(a), FDP_ACF. 1 (a) 2k v, FFa] SN=RIHE DI
IZ D. FUNC ~D#AEZFFA[ T 5,

FMT_MSA. 1(@) 12 &V, BX= U T 4 BYE~OBIELEHT S,

FMT_MSA. 3 (a) 12 & ¥, D.FUNC 23ERR S 72 BRIC. D. FUNC OFTA B IS ImN 727 7 + /v MEZA L
TWD I EERET 5,

FMT_SMR. 1 12 & ¥, U. ADMINISTRATOR & U.NORMAL D=t —H —HE[RAE D 24T SR S5,
FMT_SMF. 1 (2 XV, %= U T ¢ EFEERER U ADMINISTRATOR & D.FUNC OFTA# Td 5 U. NORMAL
~RAET 5,

FTP_ITC. 112 &V | TOE & @ 54 1T AL DR >~ MU —2 E&§iiL5 D. FUNC (Zxtd 5 a0 %%
B REI LD,

> T, 0.FUNC.NO_ALT (%, “RIEZRELZED>5 D. FUNC Z 34 5 Z L #{RFET 5 Z L kS,

0. PROT. NO_ALT

0. PROT. NO_ALT %, AIEZ2ekZE7 5 D. PROT Z{%i#3 5K 7 CTH 5,

FIA_UID. 112 &V FIHBFD G S, 77l S FIHE O FIZ D. PROT ~OEAEEFFA[ T 5,
FMT_MTD. 1(a), FMT_MSA. 1(a), FMT_MSA. 1(b){Z X V. TSF data ~D#fEi%, U. ADMINISTRATOR (Z
fREiLd,

FMT_SMR. 1 12 & ¥, U. ADMINISTRATOR & U.NORMAL D=t — —HE[RAE D 2T SR S5,
FMT_SMF. 1 (2 XV, &%=V T ¢ EFKEREA U. ADMINISTRATOR & D.PROT DFTA# Td 5 U. NORMAL
~EtT 5,

FTP_ITC. 112 &Y, TOE &M@ Edd IT M OFR v U —27 &AL 5 D. PROT (T 5 e %
B IREI LD,

5> T, 0.PROT.NO_ALT I, RIEZRZZED 6 D.PROT Z #4252 L ARGET D Z L3k D,

0. CONF. NO_DIS, 0. CONF.NO_ALT
0. CONF. NO. DIS, 0.CONF.NO_ALT %, RIEZgBHR, aZE0 5 D. CONF Z{Ri#T D xR GT#HTH D,
FAU_SAR. 1. FAU_SAR.2 {2 Y. TSF Data (Bs#tw ) DA H LHERAEIL. U. ADMINISTRATOR (2[R
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I,

FAU_STG. 1 {Z& Y, TSF Data (Bsfw 7)) 1X, NIERHIR, ENLREIND,

FAU_STG. 4 (ZX V. TSF Data (Bs#&Enm 7) (%, Wik EEOELEOBZNNDIRESND,

FIA_UID. 1iZ &0, FIAFEDGERI S, 30 SR O D. CONF ~O#E{EEZFFA[ -5,
FMT_MTD. 1(a) {2 X Y. TSF data ~®D#EfElX, U. ADMINISTRATOR & Nobody (ZHifR =415,
FMT_MTD. 1 (b) {2 & ¥, U.NORMAL @ TSF data ~®O#fEIL, D. CONF OFAF#H T % U. NORMAL IZHlIfR
s,

FMT_SMR.1 (Z & » . U.ADMINISTRATOR & U.NORMAL. Nobody o =t — H — KR 25 fE £ & 1,
U. ADMINISTRATOR & U.NORMAL = —HF—4E[RNEI Y YT HN 5D,

FMT_SMF. 1 {2k 0., %=V T ¢ EHFEEREA U ADMINISTRATOR & D. CONF OFFA#E Td 5 U. NORMAL
~RIET S,

FTP_ITC. 112 &Y, TOE &M mfEdd IT M O v U —727 &AL 5 D. CONF (ZXf 75 AR5
BRI ND,

ST, 0.CONF.NO. DIS. 0.CONF.NO ALT |%. RIEZABR, thZEh 5 D. CONF A {R#+ 2% = L A {RiEd
DT ENHKRD,

0. USER. AUTHORIZED

0. USER. AUTHORTZED (%, FIFHZE OB EFRAEZ ER L, %2 U 7 ¢ HEHIME - TRIAZEICT 7 & A
MeZ At b Lictz, TOEMEZFFAI 95 2 & 2 RGET DRI G#Th 5,

FIA_UID. 1, FIA_UAU. 12XV, FIHZE ORI & FERAED M S b,

FIA_UAU. 712 X0, FIAERGAFEORI T 1 — Ry 7 ME#EEN D,

FIA_AFL. 112XV, FIAFGRIEOHERFE LI-38GEREC, v/ A v OZMARe v 7 SN,
FIALATD. 1IC kY v A va—WF—4 a—F R, ¥ a 7R EOF AT BYELHERF S LD,
FIA_SOS. 112 &Y, FIHFFRIEOMENERSNTMEREICEET 2 Z EBREEES NS,
FIALUSB. 1 kY, v A va—H—4 a—P R, ¥a 7R AREOFHERMELZ STV =
DX 2V T 4 BHEICHEORST BNLD,

FTA_SSL. 312 &LV, FIHFEDOEy v a U PNEE I, RiIEhotEy v a A3 TIN5,

FDP_ACC. 1(b) . FDP_ACF. 1(b)IZ XV, #Fa SNT=FIHH ORI IEARRRED B EE T35,

FMT MSA. 1) 12k, X2 VT 4 BYE~OBREZEHT D,

FMT_MSA.3(M) 1LV, BEX =2V T 4 BIETH L ETEMENEY 2T 74V MEZALTWDH I &%
REET %,

FMT_SMR. 1 (2 J ¥ . U. ADMINISTRATOR & U.NORMAL O —HF—HERANEI Y 24 T SN S 5,
$E> T, 0.USER. AUTHORIZED 1%, FIF#E OB LFEFEEZ TR L, X =2 U T o« F#Hit» TRIAEIC
T AMEEATE LTk, TOEMER AT 35 2 & 2RGET 2 2 L kD,

0. INTERFACE. MANAGED

0. INTERFACE. MANAGED (X, &% = U 7 ¢ HEHIIEW, SMIA o F— 7 = A ZADBELE BT D3R )7
FHThDd,

FIA_UID. 1, NAUMJ1’;D R O] & FBREN FEhE S5,

FIA_UAU. 7 | . MIHEBERFERFOFRREY 4 — RNy 7 MRS D,
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FIA_AFL. 112XV, FIABEFRAEOERE L8R ERIFI, v /A v ozfMna vy 7 Shvb,
FIA_SOS. 112 &Y, FIAHFFRIEOMENERZ SN MEREICAET S Z EBRiEEn 5,
FTA_SSL. 312 &LV, FIHFEDOEy v a U RNEHE SN, IRIEFOE Yy g 3T I,

FPT_FDI_EXP. 1 12 LV, iRy U — 7 ~OEiENREIND,

%> T, 0. INTERFACE. MANAGED [, #MERA > & — 7 = A ADEMEZEFLT 5 Z L 3K D,

0. SOFTWARE. VERIFIED
0. SOFRWARE. VERTFIED %, TSF @372 — N%& H MGk T % B 2t 565K H5# TH 5,
FPT_TST. 1 IZ X ¥, TOE OE#IFICHDT 2 FDAA — hDFELT, TSF F—& O—E D552 MERFED
Feh S AL, HEVEZDEEDOF A I 7128 H8EIC LY TSF O—EDFEIT 72— RERVEMGENE
i X5,

7€ > C,0. SOFRWARE. VERTFIED |X,TSF @372 — R % H CRGET 5 Bl < 2 2flt37 2 Z L 3k 5,

0. AUDIT. LOGGED

0. AUDIT. LOGGED 1%, TOE OfEif&tEx 2V 7 4 ICBH#HT 2 FR A5 L TEH L, RIERBRHK
EaIET %R TECTh 5,

FAU_GEN. 112 LV, BEARISRA X M L TEEr VR ER IS,

FAU_GEN. 2, FIA_UID. 112 &V, BEEEFGIIX L CHIHAE OFENIEH & BT Hivs,

FPT_STM. 1 {2 LV, TOE NDE(EHE S A LA X U THREZE AV, BEEFEGIIHT L CORAREL D Fisk S
o,

fit > C, 0.AUDIT. LOGGED (X, TOE Offifl &=V T ¢ (BT IEEFR 2L CTEHL, R
IERBIRSRCWEZLIET 2 2 L 2 RFET D 2 E kD,

0. AUDIT_STORAGE. PROTECTED
0. AUDIT_STORAGE. PROTECTED |%, RIEZ2T 7 & A, HIbR, ENOEEr V2 Ri#ET 52 & 2 RAET
LRE TR D,

FAU_STG. 1 I LV | BiEn/-iEd o 7ok LT, AU HIBRE OSZE N OIREI LD,
FAU_STG. 4 1Z LV | B r ZZ o7 L& b i < IS nERAr 7~ FEx 25
L, HILWEE D 72BN 5,

fit > C, 0.AUDIT_STORAGE. PROTECTED %, RIEZRT 7 & A, Bk, &E»LEEn /2 i#ET 52 L
RAET D Z kS,

0. AUDIT_ACCESS. AUTHORIZED
0. AUDIT_ACCESS. AUTHORIZED Id, #1ER2 X = U 7 (EX ERHT 272012, HROH 2HF 7200
%Enﬁ’?&tx#é*&%%ﬂ#éﬁ%ﬁ%f&é

FAU_SAR. 1 {2 & 0, U. ADMINISTRATOR (2B 7 7' & DIF W DO Fe A LEES & 4fit4 5,

FAU_SAR. 21T & ¥ | U. ADMINISTRATOR LISN DB & = 7 ~D T 7 & A ZHIR+ 5,

fit > C. 0. AUDIT_ACCESS. AUTHORIZED (%, HHER 2t X 2V 7 4 EX AR T 572012, HRDOH 5
FRINEER ZIZT 78 AT 52 L2 RGET 2 2 L HkD,
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0. HDD. ENCRYPTION

0. HDD. ENCRYPTION (%, TOE PNEB? HDD |ZfRAF S 4172 User Data, TSF Data ZH5{bd 2 x5 HEtC
5D,

FCS CKM. 112 LV, F8EESNETAITY XA T, BN ER SN,

FCS_COP. 11 LV $5ESNI-M ST LT X4 LS8R 241 L T HDD 1245473 % D. DOC. D. FUNC,
D. PROT, D.CONF ZH§=54k L. A4 D.DOC, D.FUNC, D.PROT, D.CONF %1 54 %,

%t T, 0.HDD. ENCRYPTION |Z. HDD IZf£fF 9 % User Data, TSF Data ZMiE{t4 % = & Z{%iFT 5
ZENHRD,

6.3.2. TOE & = U7 ¢ B¥HE A O A7BEIR
TOE &% = U 7 ¢ #RE B R OIKFEIfR 2 LL R IR,

# 6.11 TOE X% = U 7 ¢ MEEEA-F DR FEIfR

PeRE AT IEREIE IRTFPEZ T LTV e VDB

FAU_GEN. 1 FPT_STM. 1 —

FAU_GEN. 2 FAU_GEN. 1 —
FIA_UID. 1

FAU_SAR. 1 FAU_GEN. 1 —

FAU_SAR. 2 FAU_SAR. 1 —

FAU_STG. 1 FAU_GEN. 1 —

FAU_STG. 4 FAU_STG. 1 —

FCS_CKM. 1 FCS_COP. 1 FCS_CKM. 4
FCS_CKM. 4 6.3.2.1 €z

FCS_COP. 1 FCS_CKM. 1 FCS_CKM. 4
FCS_CKM. 4 6.3.2.1 €z

FDP_ACC. 1 (a) FDP_ACF. 1 (a) —

FDP_ACF. 1 (a) FDP_ACC. 1 (a) —
FMT_MSA. 3 (a)

FDP_ACC. 1 (b) FDP_ACF. 1 (b) —

FDP_ACF. 1 (b) FDP_ACC. 1 (b) —
FMT_MSA. 3 (b)

FDP_RIP. 1 No dependencies. —

FIA_AFL. 1 FIA_UAU. 1 —

FIA_ATD. 1 No dependencies. —

FIA_SOS. 1 No dependencies. —

FIA_UAU. 1 FIA_UID. 1 —
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FIA_UAU. 7 FIA_UAU. 1 —
FIA_UID. 1 No dependencies. —
FIA_USB. 1 FIA_ATD. 1 —
FMT_MSA. 1 (a) FDP_ACC. 1 (a) —
FMT_SMF. 1
FMT_SMR. 1
FMT_MSA. 3(a) FMT_MSA. 1 (a) —
FMT_SMR. 1
FMT_MSA. 1 (b) FDP_ACC. 1 (b) —
FMT_SMF. 1
FMT_SMR. 1
FMT_MSA. 3 (b) FMT_MSA. 1 (b) —
FMT_SMR. 1
FMT_MTD. 1 (a) FMT_SMF. 1 —
FMT_SMR. 1
FMT_MTD. 1 (b) FMT_SMF. 1 —
FMT_SMR. 1
FMT_SMF. 1 No dependencies. —
FMT_SMR. 1 FIA_UID. 1 —
FPT_STM. 1 No dependencies. —
FPT_TST. 1 No dependencies. —
FPT_FDI_EXP. 1 FMT_SMF. 1 —
FMT_SMR. 1
FTA_SSL. 3 No dependencies. —
FTP_ITC. 1 No dependencies. —

6.3.2. 1. FCS_CKM. 4 DARLEMEZ 288 & L 72 UWOMVR L
PR IR ON BRI OSSR = & 10— B Ml TRV AR SEREMEA T U — (2S5, EER

Z OFF |2 L72% b, TOE [ TEARE O X = U 7 ¢ —xtR 78+ OE. PHYSICAL. MANAGED |2 X W # BRI
REINTWD, ZO-ORESHAZ T 2 BRI SLE L L,

6.3.3. BX =2V T ¢ RAFELARIL

This TOE 1is Hardcopy Devices used in restrictive commercial information processing

environments that require a relatively high level of document security, operational
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accountability and information assurance. The TOE environment will be exposed to only a low
level of risk because it is assumed that the TOE will be located in a restricted or monitored
environment that provides almost constant protection from unauthorized and unmanaged access
to the TOE and its data interfaces. Agents cannot physically access any nonvolatile storage
without disassembling the TOE except for removable nonvolatile storage devices, where
protection of user and TSF data is provided when such devices are removed from the TOE
environment. Agents have limited or no means of infiltrating the TOE with code to effect a
change and the TOE self-verifies its executable code to detect unintentional malfunctions

As such, the Evaluation Assurance Level 3 is appropriate.

EAL 3 is augmented with ALC_FLR.2, Flaw reporting procedures. ALC_FLR.2 ensures that
instructions and procedures for the reporting and remediation of identified security flaws

are in place, and their inclusion is expected by the consumers of this TOE.
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7. TOE ZLRIMLAR

AETIX, TOE k325 8F 2 U7 4 O BRIHARIZ OV CREib 3 5,
FT1IE, TEbXa VT el ol T o MaEEEORMGE R,

X TITEEX2VT R X2V T« HEEH

X

P RE 20
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7. 1.

FMT_MSA. 3 (b) v
FMT_MTD. 1 (a)
FMT_MTD. 1 (b)
FMT_SMF. 1

FMT_SMR. 1

FPT_STM. 1 v
FPT_TST. 1 v
FPT_FDI_EXP. 1 v
FTA_SSL. 3 v
FTP_ITC. 1 v

ANIEANIENIERAN

o — R

TSF. USER_AUTHENTICATION

o— AR, FIRAFEDBIERSF L LLIEZ A4 T FPCH D TOE ZEA/EL L9 & L2

2y FFRISNTRIAE N E D D E B RRRET 2 ETH B,

TOE (%, #E RS2 H LT Web 7T U —5 TOE O#EEITE D & LB, v 71 ViliE % &
KL, vl A ra—F—Lltul A a—PF—R2AU— R RDOANEZERT S,

Flo, TV H—=RT A= TWAIN KT A /N—n5 TOE 2T 7 BATHERCIE, Va 7iohtE5sh
TasAva——gta s ra—YF— AU — RLY FFRINTFAENE D D E#BIEE
T 5,

(1) FIA_UID. 1 F&BIOH A I
TOE X, FIRER v /A U2 FEm L L 5 & LEBRIC, Ah&hice 74 v a—3F—4705 TOE N
IZBFR S IV TV DRI B HFRICAET 2 2 L 2 REET 5,
FEERIRRE DO B DWW CIE, TOE 1%, FIHHE OB Z1T o ailc, ezt s, va 7iEH—
WL HTH—EFERIZOWVTIEL, TOE X, FIAEOFBZAT IR0, BFHREFRRT H, FAXT—
DZAZITOWTIX, TOE &, FIHFHF OB Z1T 9 A, FAX 7 — X 257 5,

(2) FIA_UAU. 1 FEFEDOH A I 7
TOE I&, FIA_UID. 1 CTHBINAKE LIZGAIC, FRICAI ENTcn 74 v a—HF— /2T — R
TOE NI IR SN TWNWD /R AT — RIEH & —Ed 5 Z L 2/MGET 5,
FEEHIRRE D BUFIZ OV CIE, TOE 1X, FIAE ORGEEAT D RIS, WA RMT 5, ¥ a 7IiFH—
%&ﬁ7/§ BEHIZOWTIEL, TOE 1%, FIHEORRFEEIT ORI, EHREFRRT DH, FAX T —
ZAFIZOWTIL, TOE 1%, FIHBE OFRREEIT S Az, FAX 7 — X 25T 5,

(3) FIA UAU.7 PRAESNIZFEIET 4 — FXv 7
TOE 1%, #fEFZ L H LTI T4 T FPCb AT SNTen VA va—PF— 2T — Rkt
LT, ¥I—XF (k:asterisk) 207 A VHEEIZERT S
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(4) FIA_ATD. 1 FIHEEMEE
TOE 1. v /A v a—F—4 a—F—HER, ¥ a THAREOHAEBIEA EFR L MET 5,

(5) FIA_SOS.1 Fh%E DREE
TOE X, A v a—P—_RT— KB, EEINTZWEREIZEET D Z L 2B 5,
EFRINTMEREIL, NATU—FRE 8 XFU E, CFEfER : 95855 ThoH,

(6) FIALUSB.1 FIHAE - 7 =7 MER
TOE 1L, v /A va—W—4  a—WF—ER, ¥ a TRARTEOFMERBEELZ Y 72 =7 MIH
nYTH,

(7) FIA_AFL.1 GRFERHRFOELY
TOE 1%, #fE %, b LTI FA T FPCISDa 7 A ATt L, Btk DY) LT 3REEL
B3R LT~ 7 A DI S B RS B O E LTAEICE LB A SN T T v b o
By R L2 (a2 ZAREE) REBICBATT 5,
A E BRI X D REIER O EIT 1 [FI~10 FIOHIPH TR ERIREETH 5,
2oy ZARBEICBAT Lo 13, 1~60 70 O CHESRE BILE MR E L - RFE 2R3 5720, & L< X
B EEE S vy 7R MRERT 5 L IBFIREICBATT 2,

(8) FTA_SSL.3 TSF iENC L BT
TOE 1%, #AE X3, b L iE Web 7T U =005 OEMEN, — ERE R EIRRE 2 ke L 7=
ez, B#Ea 7o NEEET 5,
KEME ST L Web 7T 7 —LISMIKEEEE v & a UIIFFE(EL 7RV,
® {ExL
FIRENa 74 %, BRERESHEIVEEE O E LRk LIS/ ic Ein 77
v N EET S,
HEEREHEEIC L DREIL 5 B~495 B O#H CRRERETH D,
® VWeb 7T —
FIHZER v 7 A 4%, HEEIRIRREDS 10 Rifkee L7285 aIcBBin 77 o &2 Ehid 2,

7.2. T—X27T 7 ¥ AR
TSF. DATA_ACCESS
F— BT 7Y AHIESREIL, TOE DIEAMEETH D a ' —, ZFx v UEE, 7V ¥ —, FAX, By
J ADEREREE VT, TOE NIZIRGF SN TWDEBET — X, T a TT —H~DT 7B R%, FFs
NFHEOICHIRT 2 HEETH 5.

(1) FDP_ACC.1(a) W7k v F7 7 & AHlfHE
FDP_ACF.1(a) X = U7 4 BHIZL DT 7 & AHI4HE
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7.3. ¥ a 7ikalkkRE
TSF. JOB_AUTHORIZED
¥ a TiRATHERRIE, TOE OREAECH DL a2t —, AFx vV ikE, U ¥ —, FAX, Ry 7 ZAD%
BREDOFIH Z . FFa] SR HFE OHHIRT 2HETH 2,

(1) FDP_ACC. 1(b) H7& v b7 7 & Al
FDP_ACF. 1(b) Ex=VU7 4 BMHICL DT 7 & AHl#H
TOE (X, #£ 7.3 [RT#Y | =—F —FHREREIC CRBIRERE S - FI A OF A HHICE £
NHYa TRARELHER L, FAIHZH SN EAEEDO R, ¥ a 7 OEITEFHTT 5,

R 7.3 ¥ a TRAKRED T 7 & AHlHBLA
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BaEHE | DG, Ya TOFTEFTD

(2) FMT_MSA.3(b) #AYEMEFIHE
TOE (X, £ 7.3 ITRTHMABEMDOY a TR AITRED N GHEREL 10D Y a TOETIBMEDT 7 +
NV MEEZBRET 2, FAEZFHRICEN LG EDOY 3 TRAREICE ENDFEITREDOT 7 4
LV MEIZ, BETOY a TRRESNTVD,
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7. 4. HDD W5 SALHERE
TSF. HDD_ENCRYPTION
TOE 1%, JEARERZFTT DL, BT —2°Ya 75 —4, TSF 5 —4 % HDD \Z{R1Fd 5, HDD B
FALBEREIZ, 2D DOT — X & HDD IZRIFT DR8I, T — X ZR5 5L L TIRIFT HIERECTH 5,

(1) FCS_CKM. 1 B =84 mk
TOE Id, AES 7 /b3 U X AIZfEMT 5 256bit K5 5-8E% FIPS PUB 1804 (285 < Wy S8kE k7 /L
Y RLEHWTAERT 2, 2O, EEOE®REITIZ, TOE OFER ON Fpllise Z L Ic—F
IRECEERIAR S AL, fERME AT Y —IRFE SN D, W, B8O IT & 7 B 1 HIE0E B AR I
DRHFRE S, HAPICEEIND Z L3N,

(2) FCS_COP. 1 WfHHfE
TOE i%. HDD (25— % ZAR1FT BB, ACBIREIC Ak L 7o iE S8 ik (FCS_CKM. 1) U2 & Y 1Rk L 7=
256bit HE S #EZ IV, FIPS PUBS 197 (Z3-5< AES BE 577 /LA U A AICHES TT — 4 D51k
ZATVN, HDD (C#IALe, FE7o, HDD ITRAF S NToT —F g m g, FARICE BRI /B L7z
G 8z AV, ABS B 7 L T Y AW TT — 2 281 5T D,

7.5, hREZHEMKRE
TSF. DOC_OVERWRITE
TOE 1%, JEARREREDS Y a 75 T2, HDD & Flash A& U —|ZRAE S NIZEig T — % OB & FeR
T%, bFEXJEEMAEIZ. 2o HDD & Flash A€V —|{RESNIZEHET — % OHIERER ST
BRI, EifRT — X OET — X Ik L TR U A EEEX L, BT — XA R T
T HHETH D,

(1) FDP_RIP. 1 %7t v hFRAEE i
TOE 1%, EEXEEOXIG L 22 5 EIREIV 4 CREFRY%E ORI % A Eifg7 — % % HDD, Flash A&
U— EOREOFIKICES, ZOREOHEEEZENT I rERCLY EEXHEEZRITT S,
B OBEAERED GRS, EEESHEDFRIRBIC R 728560, LESHEFTOERBIZ LY
KT Lol FIREAERT — 2 030 256 | FHIRED R SN R0, B ESR) Sh
TEHER T, Bl o 2k EEXMEEFETT D,

7.6. BE5Ao JHERE
TSF. AUDIT_LOGGED
Ao TR, BAEMNRA N MBAE LR, B8 a 724 Lickk - BET5HETH 5,

(1) FAU_GEN.1 FBE#&T — & ARk
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TOE 1%, 58 7.4 TRTEEERNSRA N MOABAE LIRS, F 7.4 ORULEESET —Z 2308k L,
ERa 72Kt 5,

F 1.4 BEENRA N b LT AR T —X

BEENRA X b EXxT—% BMOEET —4F
oA ES NG AR kD HEE —
AT A 2 ORI -
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Y huy 7T NOFETE EEREEICLD
77 MRBE DR

HEio 7 7o hMokdk®ya T _

g7 — 2 OESE (M, HIFR) A R DRI

o — BN O RIS 52— B

P —HERODOAH)

07 A A= PSR — RARERIE CHrLfE
A, ) DOMEREICL SIS

= T EEEE O] —

Sy —

TLS. IPsec it8{g D15 &L WEHLIPT RL &

1 BEAFEREDBAAA L& TIX, TOE OBf4s & #& T LRI 572, TOE OFEMBEHA, EIRW O~ F TRTT D
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(3)

(4)

FAU_GEN. 2 FI| FH &35 155 o> B A
TOE 1%, BEEERIRA X2 MK L, Z DR & 72 o 7= FHE ORRBIE 2 B4 v 7 B
60

FAU_SAR. 1 BEfEL B a2—

FAU_SAR.2 [REBAEL E 22—

TOE 1%, B m 700 OfF WAt LRe ) &4 M EBE O IR T 5, S OICHEREIE I
*F L. EOEHREMRT 2 0I5 LB CEAS AT 5, BaA R 7 Ol Uik, e
BELESERE L7505 Email & L TR EE N5,

FAU_STG. 1 {R7E S 37 A REHI R
TOE 1. BEfE v 7 Ot A L, HIBRZIT S RE1 & Has & BLE O At 5, Hass
FRE VSN O — BRI HE NS 7127 78 AT 5720 OREITIRAE L,
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(5) FAU_STG.4 BEE&/T—HHEELOMIE
TOE 1%, B m 7 N> 7286, b VR TS A r 7 ~0 EEE 2170,
LW SRR A N N EiekT D,

(6) FPT_STM. 1 @®fEEZ A LR FZ T
TOE 1%, TOE WHEBIZ T AT ARFRH A2 BT 5, BEEXNGA X MRRE LR, 20 AT Ak
ZIATA R OFA AR A FLERT D, TOE NERD > A7 ARG Te %) 2 R AE 72 < BB IZRE
BRLGKICHIFIT 5 Z & THEREHER X A LA X U T it d 5,

7.7. X2 VT ¢ EHEEEE
TSF. SECURITY_MANAGEMENT
X2 T EERREIL, FHEEROMESS, TOE Dt X = VT (HREOREL, #FalSh-FIH
FOHZHIR L, FETHHERETH D, BIESKAVER, 7 T74T7 0 FPCHOLRAT L Z EnRHK
BHe 7 T7A4T 2 FPCOEOEIEIZIX, Web 7T UV —%fEHT 5,

(1) FMT_MSA. 1(a) &=V T ¢ JBrEDE B
TOE %, 7R v 7 ABREICEIT D, RTOR v 7 ATKT DL T OEEE | MEEBLE O I
T 5,
o RNy ADFHEEDOBIRELEHE
o KRy ADMAREDSHELRE
Flo, Ry 7 AR IT D, CEICKHT 2L T O#EL | aEHE ORIIFF T 2,
o WEOHAEHBROZHELR

—RFIAE X LT BEDBFIAEICR > TNDAR Yy 7 ATk LT, L FOEEZFTFAI 2,
o Ny ADIAREDSIELER

(2) EMT MSA. 1(b) EFX =V F 4 BB
TOE 121X, & 7.3 TR FIT M2 HETE 2 & ENI M,

(3) FMT_MTD. 1(a) TSF 5 —# &
TOE 133 7. 512" T TSF T —Z kT 5.3 7.5 CRINLEEA M EIRE O IR TR 5,

© 2018 KYOCERA Document Solutions Inc.

78



TASKalfa 40121, TASKalfa 3212i
X2 VT4 24 —F v b

F 7.5 WaREHFICTL D TSF 7 — X OEE

TSF 5 — & FF S o8 E
FI R F oo %8k M. HIBR, FELER

(R va—P = vl 2P —/RAT —
Ry 2=V —HR, ¥ a TRBAEE)

A—HP=T AV huy T bRY U—FRE ZH
(my 7 EToOEH, 7y 77 v ME)

2y 77 )AL A
HEho 77 v NREERE Al
INAT— KRR Y o —3%E ALY
H HF % & ALY
Xy MU — 7 B ERE ZEH
FAX BRIER% E ALY
o 7 LR— h MBS ZEH

(4) FMT_MTD. 1(b) TSF 75— % &
TOE (5 7.6 (Z/RT TSF 7 —Z Zxt9 5, & 7.6 TRENDEEEZ —RFIHEICHRAT S,

#F 7.6 —BFIHAIZL D TSF 57— X OERE

I A SN HRME
HIHAE G WO TS

(FIAE ICE#E W -a 7 v a—P— N2 —

K)

(5) FMT_SMR. 1 & ¥ = U F 1 OFE|
TOE 1%, HéasEHE KO —FIHE O 22—V —HERZH#EFE L, FAIHE ZF O 2 —F —HERIZES
AT 5,

(6) FMT_SMF.1 ‘EHHEREDHRFTE
TOE (. (VIR LT=AR vy 7 ZAEREICH T2 X2 U 7 ¢ BIEOEHERE, MO, £ 7.5, % 7.6
WRLTE TSF F—ZZxtd 53 7.5, & 7.6 TR ULEEMEERITO B 2 U 7 ¢ S EEERE 2 1 it
T 5,
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7.8. HCOT A MERE
TSF. SELF_TEST
HO7 A MEREIZ, UTOHCT A & FEliid HHEETH 5,

(1) FPT_TST.1 TSF T & k
TOE (XA FOHCET A h&FE[T 5,
o HDD B BALISRED IEHEMET = v 7
o KEHOTEEN T =
o X2 UTAHEDOEITEY 2—NDRENTF = v

EEIRFIZ . W58tz VT B b/1E 5 o8 EfER 2 Ehi 9 %5 Z & T, HDD K5 S kRE D (L&)
EF v 7 LW EHOFEEMNT = v 7 ZRIFFICE-RT 5, F72, BX 2V 7T A HEOFEITEY =
—VOSEEMET = v 7 IR EIE O~ TERT D,

EEREO T = » 71T, BENRD LNTHEIE, TOE OESESFVICEB E 2R R L, FIAEIC
FEREETH D Z L AR, FIRE T, BEERRDET VR, EFICEEHR TSI D E LT
TOE ZFIH3 25 Z £k D,

7.9. F v bU— 7 {RHEKEE
TSF. NETWORK_PROTECT
Xy MU — 7 {RHERREIX, TOE L@ EHE IT "HAAMoOR Yy hU—2 EERN D2 TOT — X &K
T L, RIERWESCERB DIRET HEETH 5,
FTo MR A v H =T = A AD TOE LT 7B AT HFHZ ., TOE 25 L TN R » b U — 7 (BT
Wik 95 2 & BT DRERE LRI T 5,

(1) FTP_ITC.1 TSF ME{E#ET v %L
TOE 1%, mfa# IT Wi TH LK —\—X7 T4 7 2 b PC EIBEEIT H BRIZ, WiEHET ¥ =
NEN L CEEEZBGT S, Zo@EIE, TOE &EEHEITRGLOEL 515 THLHETE D,
KG L 72 HHERRIZLL T D@ Y Th 5,
o A%y ik{EHRE
o TV 2 —HEEE
o Wy AHERE (X(EHERE
o Ry U AKREICEBITS 2 T AT FPC (Web 7T 7 —) M b OE{E
o EX2 VT AEHMREICKITLZ 74T FPC (Web 77 U —) b OEE
7P L, TV X —HREIC R b a— AR CORIRIIRgN TH D,
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X2V T4 4= b

TOE 2Meftd 2 miEfHT v X /VlBIRIZL T 0@ Y Th 5,

# 7.7 TOE M3 2 &5 T v *VidfE

P Zubay |[EETAIY XL

2747 PC TLSv1. 2 3DES (168 bits), AES(128bits, 256bits)

A LA —sR— IPsec 3DES (168 bits), AES(128bits, 192bits, 256bits)
FTP H—/3— IPsec 3DES (168 bits), AES(128bits, 192bits, 256bits)

(2) FPT_FDI_EXP. 1

WX IZHIE E T 5,

F7-, BEERRRAE L CTZET LT — XL, FAXBEREZFICHIBENTEY, FAXIBE 1 h o
SN T2 T —Z DI a2 ZT A L 7o TWWAD, Z D8, R THNERR Y MU — 7|25

N A B —T = A ASOFIR S T iRk
TOE I, 2COHNEA v H—T = A AMH AN SNIER,. KOZE LT —H &, BHENET
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8. Wik - HIFE

8.1. HREDOERR

ARST CHEHINDHEDEHRELFE 8.1 TRT,

# 8.1 STCHEAINIHAEDOER

ik

===
FEF&

Data Security Kit (E)

TOE DX =2 VT ¢ BEREO—ETH 5, HDD W5 bine/ F3E & H
EHREATEH LS L2008 X2 ) T LT A B A TH
%o MFP DA T a VB E LTIt SN TEY . 74 B X 1E#
ZMFPIZAJIT 5 Z & T, i bIin s,

FAX System 12

FAX BBE AR T A 72D, MFP oA 7> = L8lE L LTt n
TV, B0 FAX FoME % MFP (283535 = L2 L b . FAX EEREN
FIFARE & 72 %,

HD-12 Ry 7 ARREAYIBRT 720D HD A ML —U 47 a3 Th b,
Ry 7 ARG T IRESCR v 7 AW L < 88T 52 L
R D,

TWAIN TOE DA ¥ ¥ F—n DI & G iAF, 7 74T b PCIZEfE %

EETA-OOHKEETH S, TWAIN &9 FHEEH & I1X APT fEEED =
EEfET,

FAX 7 — 2 D313

TOEIZELNTL DFAX DT — X T D FTOEMEDZ L %8
T, (T —% OHIRCIRE DR ITE £ 720),)
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ERE. ANy 7 ZAREZ EHLT 212D O T v & X DB HALD
Z &,
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—IFIHE D, I E—EE. A X v VIEERERE. 7Y ¥ —HEE.
FAX BERE N OVR » 7 ARBEA R L, ¥ 3 7 & FAT LB I Ak
INbLT—#,

Tarl T =Xt ETHELOEDICYa TR a—ICAY, Va T
METTDHEWEEEINDT—XThHD,

v a 7R

Va I NEOEREET, FICBEHTOYa 7DD L 2RI,
EITRROBERZED TRTZ b d D,

VaZlER R

VaZlERE ) X MELTZ b o,

¥ a 7T ARDURERS

Va7 T — S OFFAMER R T 5 Z &,

Ry 7 ANEH
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e FIRAEE RSN v 7 AERA L, FIRAENBER LT — X 2 A H
TLOEED Z &,

) RNy 7 AN SN EE, BORy 7 2ZB#HTL52 L,

iy Ry 7 ANIRIF S NTEEROLER L 2/BEETH &, TOX

TR LT EE£, B LHEEZERT 5,

EEEEB L Ea—

A X LEHERE. FAX BEREDERED 1 o, 2EET 572912 TOE D
AX ¥ T —NOHAIANTEEBDO T L B o2 — 2 E SR VI E R
THEETH D,

O —@EgE T L E 2 —

a P —EEDOEMED 1D, 2t —3 5792 TOE O A Fx v F—»n
DAt ARIANTEBBE O T U E 2 — 2 BE R VICEK R T HEETH
%o

Ry VATV E2—

Ry 7 AREEOEMED 1o, Ry 7 ANITREFES N TWD LED
TV a—ZBEEEICRRT L ETH D,

 Z NI TOE ORFEZE FTIHEHRO Z &, FAMFRESS M —FE, =
T—Ip EMFRIND,

o H—IER TOEMEAT LIy a 7R EXV DT NENDER, 7V ¥ —H
REMFATES AL, HIRIG 7o 2 =080, A% ¥ S RERE
MIATS AL, EEFEH T o2 —DHEnT 5,

{57 — & —EFIAED, e, Ax v UREREEE. 7V ¥ —HgRE.
FAX BERE K VR v 7 AMRE A FIIH L72BRIZ, TOE N CALEE X b
W IERD = & 24ET,

7747 KPC X MU= (B S iz TOE IZHF LT, Ry hT—7 128 L

T TOE O —ve R (#Ee) 2R HT MO a L Ba—2DZ L&
‘ﬁ”o

FIPS PUB 1804

K[E D NIST (National Institute of Standards and Technology :
[E SR MERANMEICHT) TR b SNy v = BB T 5 71
FYXLTH D,

FIPS PUB 197

K[E D NIST (National Institute of Standards and Technology :
[E AR MERANMEICAT) TR S - hEdEns & icB3+ 57 v 2
VXL THD, AESHF 5 & LN 5,

m
o
g
S
&

BT — 2 DORT, FOF— X2 OEBERIET S -, B
T =X i BEICHIBRT D Ed. 2 OfETS T 2RI AR AR b
DIZTHZ & xFT,

A
NI
[
N
%&7
32_{7

g7 — X DOHR T, BEOEBREZERT 2T — % D35t AT EIR,
WG T — X BRI HIBR L2 Ga12ik,. ZomEliiEFEL L
£9, ZORMFELEEREZIELT RET—4 ] LIS,

© 2018 KYOCERA Document Solutions Inc.

83




TASKalfa 40121, TASKalfa 3212i
X2 VT4 24 —F v b

8. 2.
AKST CE SN AMEFEDEFR AT 8.2 T/RT,

EEXHEE HDD | ZARAF S VT2 iR T — & OHIBRDME R S-S, BT — 4
DFETF—Z IR L TR T % EEE L, ET—XH
WEERICEE L E BT — X OFHEERAHIRT L %
9., 29722 CTr—XHAAEZARAHREZIRREICT 2 2 &M
ks,

BE SRV BAEBEO—F LBICHRE S, KSRV THER SN D,
SNA B —T A ZATHY | FIHE IR, Bl %8 LT TOE
ERATDZ EnHED,

W& 38 0D T 25

# 8.2 ST CHEAINAMEDEE

WG EF
A. assumption (when used in hierarchical naming)
ADMIN. administrator (when used in hierarchical naming)
AES Advanced Encryption Standard
ALT alteration
CC Common Criteria
CONF. confidential (when used in hierarchical naming)
CPY copy
D. data (when used in hierarchical naming)
DIS disclosure
DOC. document (when used in hierarchical naming)
DSR document storage and retrieval
EAL Evaluation Assurance Level
F. Function (when used in hierarchical naming)
FAX facsimile
FUNC. function (when used in hierarchical naming)
HCD Hardcopy Device
HDD Hard Disk Drive
IT information technology
MFP Multifunctional Product / peripheral / printer
NAND Not AND
NCU Network Control Unit
NVS nonvolatile storage
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Security Objective (of the TOE) (when used in hierarchical

0.
naming)

OF. Security Objective (of the operational environment) (when
used in hierarchical naming)

OSP organizational security policy

P organizational security policy (when used in hierarchical

’ naming)

PP Protection Profile

PROT. protected (when used in hierarchical naming)

PRT print

SAR Security Assurance Requirement

SCN scan

SFP Security Function Policy

SFR Security Functional Requirement

SMI Shared—-medium Interface

SSD Solid State Drive

ST Security target

T. threat (when used in hierarchical naming)

TOE Target of Evaluation

TSF TOE security functionality

U. user (when used in hierarchical naming)

USB Universal Serial Bus
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