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BEHBIUVEHAT MELCLSEH |[IKFEMHEERLCVEBNEHEEDIE S
FAU_GEN.1
o5 FPT_STM.1 —
FAU_SAR.1 FAU_GEN.1 —
BEELE1— -
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Dz, FIA_UAU.1 ADIRFEEIEFEEZEIND,
FIA_UAU.7 FIA_UAU.1 B
REINLT4—FNN\WD -
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FMT_SMF.1
N - L
EIEMEEDETE
VT SMRL FIA_UID.1:
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FPT_STM.1
e L
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TSF FAb
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6.3.3. tFIUTIIREEEHIRM

ATOERTIRINEAHTHD . BRDERTHD, BELAVOBENERFOWEERICLS. B \RILH
JUVATLEBEDFMT7 D Web T30 Mo TOEDHVERA U A—J1—AZFEAULZINE . FLIENERR
YEI=DEICHFEETIT-ADEREPBRS . TIRY—IVEDHERICLD eMMC AEDIERZFH HEOE
FHENEESND,

NBICKHLTA TOE BREMEHRTILHOLF1IUT(HEEZIRIETIDENDD,

EAL2 @ZH3BIRTHIEZ B,

ALC_FLR.2 [$, BHENZLF1I)T1 LORMEHRELHEE T IR TEFRELRAT D,
ALC_FLR.2 ZEMTEF. K TOE MHEENHAFIZILDOTHS,
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TSF_SELF_TEST
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FAU_SAR.2
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TFIUTHREEE Pl
FPT_STM.1 v
FPT_TST.1 v
FTP_ITC.1 v

LT TIEE TOE a8 eECRAL T ZEE R IS T2 XU T B BEE B (COWVTERBET B,

1.1.1. I5vY1AR)EET —AIESL#ae (TSF_CIPHER)

7ovV1 BT -IESCEEER. JE—HRE. TUVA—HEE. XYM —DAF v UHREENE R B FERERE
REFFIC eMMC ABVICEFESNSXET AP X1 T/ BEENT T AN S 1L EITI.
(1) FCS_CKM.1 ESSHER

TOE (& FIPS PUB 180-2 [CEJ{ SHA-2 7ILTURALICED 256 B OB S HALEIT,

(2) FCS_COP.1 FEEi2/F
TOE (& eMMC ABJICXETABLU X 1UT/BEENT TR TIRIC. BEHRAERK
(FCS_CKM.1)ICEN&ER LT 256 Ev FROEESHE FIPS PUB 197 (CEJCAES 7ILJUXLEICE
NXET-ABLUF1)T(EENT T ADESLE(T). FLERBUEXETABLUEFIUT(E
BEOVTF-A%5EAHTIEEEREKRIC. 256 EY RO S HE AES ZILTUVXLICENESILEIT,

7.1.2. 1—Y—FE5E4EE (TSF_USER_AUTH)

11— —FREEHERE(L . BF RSN E DRI AELITIC MFD O REZE AT SR TR B 58 AR
BECTHB,
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Hd.
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FIAEDFHAEEEECRALTIE, TOE OEIRUIM/ BIRAFTRIIT113{33,

(2) FIA_ATD.1 HAEEMTE
TOE BYATLEBEHLU—RFIAEDRBZERZLHRFT S,

(3) FIA_SOS.1 #Z0&5E
TOE BFIAEN AT - FRERICR/INXFRICELBIMERERTEEERT 5.
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- 54 - Copyright® 2018 by Fuji Xerox Co., Ltd.



Xerox VersalLink C505 t7Fz1l774—4"wf

& 25 tHIVTAEHOERE

X1 E % 1% &El
B EE SR S[AY=¢o)cs VATLEEE
SA BAIIFER (A REERLRF D ) VALY, HIFR. fERL | YVATLEESE

— AR FI A& R E R (R AR O VALY, HIBR, fERL | YVATLEESE
)
ERTIVMIHIST A EEH#ANER | BOAEDOE, HIR. X | VATLEEE,
—HRFI A
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(3) FMT_MSA.3 #eIE MM

TOE @ZFRTVVMEALEFIUTABIEDT 74V MEEL T, FRAE B A BT LR A& A
TEEREFI AP REGFIREH A FRERET 5.

(4) FMT_SMR.1 t¥1U5 (&%l
TOE $ VAT LEBREOGINEMIEL . Z0REE VAT LEEECEEMITVS,

1.1.4. HAMR-IVIZ7EEHIRKAE (TSF_CE_LIMIT)
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(TSF_FMT) [CRAT 3R ENSRESUEBNHELBVLIIHANR-IVIZTOVATLEEEE-FA
DIREEFIR T SHBEETHS

COBEREICED ., DAMY—TIVIZT7DBENTFEUICLRZREET BN FKLGLD,

(1) FMT_MOF.1 tFi1UT(EENH2E\DEIE
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FECOMREICINERSNZ tF1 )T EEMAEEIRILT D,
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TOE 3YATLEBEMVREEMHEFL. TOREEVATLEEEICEEMTTIS,
1.1.5. EFaUT(BE&ENT#EE (TSF_FAU)
EFI)TAEEOTHEER. YVATLEBEICLINVATLEBEE-FTRESNLIEEOTRE ICHEL,
FRTHOTOEFIAECK LT, L\2, D, EDLIBIERETNELVVIERPEELBAIAV M BIZEES
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x® 27 BEEOJOFH

BEBEOTHFRANVME. L TORERET A HITEREFRIND,
e Log ID:EEENT#EAFELTHRELES (1~60000)
Date: Bft7—%(yyyy/mm/dd, mm/dd/yyyy, dd/mm/yyyy ®LFhh)
Time: KZl7—4(hh:mm:ss)
Logged Events: /XY F&FR (FRK 32 HIDEEXFFI)
User Name: FI|RA&E & (&KX 32 HIOEEXFS)
Description: 41XV MCEATENAEDERA (&KX 32 HIOEEXFINTHMIEI TRSEBOIL)
Status: 1AV FOMEBFERE LR EE (K 32 HTOEEXFIITEHEMITESEROCY)
Optionally Logged Items: #@{RFIEB LSHCEBEDTNREFSINSEMIFER

Logged Events Description Status

TI\AADRREE L

Started normally(cold boot)
Started normally(warm boot) | -

System Status
y Shutdown requested

User operation(Local) Start/End

Self Test Successful/Failed
19525k

Login Successful, Failed(Invalid

UserID), Failed(Invalid

Logout
g Password), Failed

Login/Logout
gin/Log Locked System Administrator

Authentication -
Detected continuous (LB EIEERTE)
Authentication Fail

EERNIV-KE

Audit Policy Audit Log ‘ Enable/Disable
JaTAT-HRA
Print Completed, Completed
Copy with Warnings, Canceled
Job Status Scan by User, Canceled by
Shutdown, Aborted,
Print Reports Unknown
T ABELEE
Adjust Time Successful/Failed
Device Settings Switch Authentication Mode | Successful
Change Security Setting (FREEBLRR)

T 2T —INDTHEA

- 58 - Copyright® 2018 by Fuji Xerox Co., Ltd.



Xerox VersalLink C505 t7Fz1l774—4"wf

Logged Events Description Status

Device Data Successful/Failed

Import Certificate
Delete Certificate
Add Address Entry

Delete Address Entry
Edit Address Entry
Export Audit Log

BIEFER

Communication Trusted Communication

Failed
(FAFVEBEXERE)

(2) FAU_SAR.1 & L1~
XA TAEBENT TR B INEITATOERE. A HERER R TS,
FR"TEARTPAIELTRETR"ELOBRORIVNHD, COMRECEINEFI)T(EEOAT T —%.,
STRENDTFALTIPAIVELT, AO0—-RTBENHE KD, CF1UT(BEEATTF—AESIIO0-FT
3B5(E. Web 750 &FIAT3HI1C. TLS @EEEMICRESNTOEINE LI,

(3) FAU_SAR.2 [REBELE1—
TFIITAEENT T A0S H LE, BBEESNE VAT LEEENH(CRET 5,
EXITAEBOTT-ANOTIEAR ., VAT LEEEN Web 5050 ERAEET. B \RILHD
POEATBEFIHELL., YATLEEEHDN Web F505ZRULT TOE AOTAVLTVEHNE, YA
TLEBEDRIE (A1) RICERATEECES,

(4) FAU_STG.1 {RESNEEE MG
LX) T4 EEBEOT T —IDEIBRHEEEIFEE LG FELGHSAVPHENLRESNTLVD,

(5) FAU_STG.4 BE&ET-XEXDBHIE
tHIVTABEEOT T -ANERCE TR, REE VA LAV T TRESNZEET-FCEEELT,
FLLEET-INMBRTICLEEHEIND,

BEBEOTHEDINY ME, 31 LARVTEHIC NVRAM [CRFSN 50 HCELRZIHEE . NVRAM E0O
& 50 B T—20T77/IV (LT TEEOTI7MIVIEES) ELT, eMMC AEINREEZLT. &KX
15,000 FDIXY MeREFTIEN RS, 15,000 HEHBA%EEE. —BHIVIMLARIVT T
BSNZEEAT 71D bIRREE LT, #BIRUTIAY MEEERSN S,

(6) FPT_STM.1 &{EREAM LARVT
EBSNEEERRAAY MEEAT I71IUAGRHET 58, TOE TS IAYDHEEIC LR L
ARV TERITI AR TR T D,
FratORELEX TSF_FMT (CENVATLEBEDH N AIRETH D,
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71.1.6. HNEBRYII—DT—H{REEMBE(TSF_NET_PROT)

AERYRI—DT7—SRFERKEER ., VAT LEBEICLNVATLEEEET-FTRESNLTEE 32070+
VEREDEEICED, AEBRY ) -DT7 - {REMEEN R SND,

(1) FTP_ITC.1 TSFRIZE@EFvrIl
TOEETOEFFEEHE IT # RSB TEF 17T ABENMRIISNIBESILEETOM LS. X
ET A, FI)TAEEONTTABLU TOE /ETHERETIHREEZTIRMETD, COSEBETFrR
UE hDBIEEFrRIVEHERICE BISN ., ZDiH RORIESNIH NS LUVRELPREND, BIET—
e RETIRENEFH>TD,
TOE MEHTIESELBEILUTOEITHS,

Jord BE% BE7IIVXL
TLS D347~ PC AES/128 Evwh
(Web 7504, F)UR—R34) AES/256 Evhk
LDAP H#—)\—
IPSec D347~ PC AES/128 Evhk
(Web 7594, F)UR—R34Y) Triple-DES/168 vk
LDAP H#—)\—
Kerberos #—/\—
SMTP H—)\—
FTP H—)\—
DNS H—/\—
S/MIME SMTP H—)\— Triple-DES/168 Ev
AES/128 Evhk
AES/192 Ewhk AES/256 Evi

a) TLS 7Oohrdib
VATLEBECINVATLEBEET - FTHRESNLITLS BIEICHEL. AERRYFI—D EZERN
BNETA. EXIUTAEENT TP TOE [ETHERETI— DL, EX17LBT—AEE
HREESNS. TLS 70 ICHE LTIV,
TOE W'%f 53 HEBEICLD ., TLS H—N—F(E TLS D547V beLTEMETREN KD, Fi
TLS 7APDUSHIETBIEICED. K TOE EUVE— MEDT—HEE (&, BEPHSAOT AN HIRE
FEENH KD, BENOORET. TiLOBEECINEIET AEEEILTIELH>TEET D,
BHEEBESREITIIVORMRFICERSIN. MFD RMADEREUIE TN, FLEEIaV0E TERE
FFERT .

TLSv1.0/TLSv1.1/TLSv1.2 FORJILELTE RSN ik E DR S 3
BAMICIE, TROBESIERM— bOfIMADRIRSNS,

TLS ORFSIEA -t HERES A/ BYAX NyYa1AR
TLS_RSA_WITH_AES_128_CBC_SHA AES/128 Evhk SHA1
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TLS_RSA_WITH_AES_256_CBC_SHA AES/256 Evk SHA1
TLS_RSA_WITH_AES_128_CBC_SHA256 | AES/128 Evh SHA256
TLS_RSA_WITH_AES_256_CBC_SHA256 | AES/256 Evhk SHA256

FERSAMHLOREIR. TLS S @EE70 L0 HMAC (Hashed Message Authentication
Code - IETF RFC2104) #BEZE AT 3 EICLH>TERT D,

Web D347V b ETTLS BIEEZAMICTRE. D317V MhoDERIE HTTPS Z&EL T, ZIELEI(T
niEinizly, TLS @I, IPSec, S/MIME &ty b7y 73381, FLE Y ATLEBEENEF1UT
1EEOY T8 IY0- R RRICE R ESNTVEINERLEL,

b) IPSec 7Ok
VATLEBEICINV AT LEBEET - FTHRESNLIIPSec @B IICHEL. RERRYMI—D EER
NAIXETA, EX1UTAEEOTTAP TOE /RETHEHRETD—DELT. tF17BT7 &
ENMRIEENS. IPSec 7O PR FELTIVS,
IPSec 7ORILIE. TOE EUE—FETEDLST IPSec BIEEITINEL VO, FEF LB S 7ILTY
ALBEDINSGA—REERTIEHD, X1UTAPYVII—2aV0HENET S, 7VVI—Y3av0iEL
BIEESNZHED IP 7 FLABOETOREET—4(E. TOE OEJR OFF £ty N3 T
IPSec O oV AR— ME—RIZENIEELEND, LHEESHRIITIIVORBREFCERSEIN., MFD &
AOEREUIMT 2D, TR YaVORTERBISHRT S,

IPSec 7O +JJL (ESP:Encapsulating Security Payload) ELTA RSN 3 EMGE DI S8
BARMICIE, TEEOH£ERESARE\vVa1ARDMEAENDEORINIIEIRESND,

HERES A/ B4 Nyoa1AR
AES/128 Evh SHA1, SHA256. SHA384, SHA512

3Key Triple-DES/168 £t SHA1, SHA256. SHA384, SHA512

c) S/MIME Forail
VATLEBEICIN VAT LEEEE— FCHRESINLIS/MIME BELCHL. ARy )D&
USRI D EZRNBIXET-IERETEI—DELT. CF17BA-ILBENMRIIENS.
S/MIME 70 bUCs LTS,
S/MIME BEEA—ILDEEBEEICLD . NEBEBFA—ITRIETZHEEDA—IERE IR ETOX
ET-RDOEFEEHLT S,
BRBEREA-IIDESLERIBEFCERSIN ., MFD KADEREVIE T30, FLEA-ILOBS
LSE T ERBFISHRT %,

S/MIME 70O VELTERENSA—ILEESEDTzhD B REE S A =X

HEBERES AR/ BT
3Key Triple-DES/168 Evw bk
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AES/128 Evhk
AES/192 Evhk
AES/256 Evhk

1.1.7. BETAMERE(TSF_S_TEST)

TOE(d, TSFREATI-FBLUTSF T —ANTEMEREL T HZHDBE T TAMEREERITITHENATRET
Hd.

(1) FPT_TST.1 TSFFak
TOE (Z#2E1FFIC NVRAM & SEEPROM O TSF F—A% SR A L. EERKIBRENRIVICIS
—EXRTT D,
EELEFIVT(EEOT T4, BETO BT NolCBEENLVEHEEDREI LI,
FZTOE (FEEEIFFICH 2 TA MERENERESN TLVSE. Controller ROM OF 1904 LEFTE UFTED
EE— TN R LEERISIRERIUIIS-E2RTTS,
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A ST [CHITBHEEELLTICEREAT 3,

iE EEABE
ADF HEREFEEDEE (Auto Document Feeder)
CC JEVH547)7 (Common Criteria)
CE NARY—IVYZ7(Customer Engineer)
DRAM H4+39D5 U5 LDt A*EY(Dynamic Randam Access Memory)
EAL SEMREELAJL (Evaluation Assurance Level)
eMMC A ATIVFAT17H—F(Embedded Multi Media Card)
K E DEFFRNIBIZENDH M (Federal Information Processing
FIPS PUB L
Standard publication)
1T B A H5—3F)L (Image Input Terminal)
10T E{&H H5—3+)L(Image Output Terminal)
IT & ¥R (Information Technology)
IP 413 —2%yr7ARIL(Internet Protocol)
MFD FIRIEEHE(Multi Function Device)
NVRAM TERMES VY LTHEAXEY (Non Volatile Random Access Memory)
PDL R—Y5eik E & (Page Description Language)
PP J079Y3>70774 )b (Protection Profile)
SAR tF1UTRIEEH(Security Assurance Requirement)
TN ACERSNZERMICEERZ ATFEG ROM
SEEPROM (Serial Electronically Erasable and Programmable Read Only
Memory)
SFP t¥a1YTs# 85 &t (Security Function Policy)
SFR X1 T HBEZE 4 (Security Functional Requirement)
SMTP BEFA—ILEETORIIL(Simple Mail Transfer Protocol)
SOF HERETRE (Strength of Function)
ST t¥a1)715—4'v I (Security Target)
TOE STfixt % (Target of Evaluation)
TSF TOE t¥a1UT1##E (TOE Security Function)
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A ST CHITBRAFEELTICEREAT .

RiE EENE

—_— TOE M4 EBICH>T TOE EXEETIEREDIVTA T4, EERMICIE—ARFIA
BEVATLERE,

SA(System BHEEEND, MFD OHMEEY TOE tX1)T(HREDRERF RIS

Administrator)

nizE,

VATLEEE

MFD O#MEEY® TOE 1T DR EITOEES,
HINEEEL, SA OIFF

DAMR-IVIZ7

MFD ORSF/IEEETIIVIZT

WEE

BEH-TTOE ZRIATSE,

BRI

MFD OREICHERRAY 50T 89F IR TAAT VA ERE SN/ IR
o

—RFABIIATUE

—RFAENFATEIIIMTUE,

VATLEEE
D347V

VATLEBENFRTEINIAT U, YATLEEET Web J50H%E
LY MFD ‘L-‘-.I'l/_c TOE nﬁij__ QG)EEE bigng‘f—fao

Embedded Web
Server

TOE A® Web H—N—=T®HN. FIAEDFM17V +D Web 595 EMN LT,
TOE [Cx 3 3IKAEMERR. SRELEE. JaTHIBRNTERZY—EATHD,
Embedded Web Server (&, Windows D{Z# Web J5O05 T#EATS
ZENTED,

VATLEEEE-F

—MRFIAEN MFD OWEEEFIAT 3 EFE— REBAIC, YATLEEEN
TOE OERIRIFEICENE T, TOE HEBROEIERE® TOE tFaUTH#AE
REDSE/BEHEL L, REBORBETOBNMEE-F,

TIVR=FFAN

—REFREISM7V b LDT—5%, MFD W fEIRAIREBR—J ek S 58
(PDL) TR SNTERIT—R(CE#TZY T bII7 T, FIREDS(TU T
ERAT %,

UIIII

S MFD D EIR AT ae B R— Uitk E 35 (PDL) TR INET—4, EIRIT—4
(. TOE @7 AVR—AEETEY bIv T T—RICE SN D,

P MFD 89 %/\— FOI71Zy MEICITONZ@IEDS>S. IV REZDL AR
MAELCGRIEENS T4,
IE—BEEICEDFTHAFNET B, BLUVTIVA—HEECINFIREDIM47

EybIvTIT—4 VM HEESNERNRITF %7 I R— AMBETERLET -4, EviIvS

TRIIHBE AKX TEBREHRELT eMMC AEVICHE NSNS,

TAVR—XHRE

R—YECik B35 (PDL) CHERSNTEIRI T — &M@ L., EV by T T—AIC
LT HHAE.

TAVR—ABERECLD A—URER S5 (PDL) TSN T — & AT L.

Faut—

7Ivm=Z PyRRyTF—BC T T B,

B C— AT [T DoOEH RBOHRELE X E PEE. EALCERT.
XE7—5 IR ED MFD OO0 —I8EE. JUUh—HEEE. 79I —D AT v AR
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FIRATBMEIC. MFD NERZE BT 2L COEBRIFHRESLT %, L
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eMMC AEVAICE, TR ZRFLTCVSIREDOXET S,

t¥a)T(EEOTT—4H

[EELEALER. I-Y-BELBE. TIMARTRELLEZRERRE.
FODITRT () DY TES UL, TEDRER 1EVOR K TR R SICEE SR LY
Do

REERT 5

— IS4 T7U MBSV - N-FB—BFIAEIFATV MAICE
%. TOE O#EEICHEDB SN DT -4,

RenTy

— 75

RER Ry FI—DZ5N 2% TOE DREEECFHRNDI LS DT—4,
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ks
fil
NT]
&

TOE [C&>THER NN TOE [CEALTHER SN T—ATHN. TOE Dt Fa
DT AEREICH BT 5 2B REEDHIETET — o
NI TSF T—A0—ETHN, EARMICII TEDT—ITH3:
VATLEBEFER. DA IV IZ7REHIBER. 1—Y—)1A0—FD
/DX FHIFR. FIAE IDENNAT—FER. VATLEBREFRIERBICL
B7VEAERER. NERY NI —DT AR ERR. tF1)T(EEOVE
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TOE OBEICEAE LBV FA 7Y MY —N—&TRT,

R

BEARINS 256 EVEDT—5, eMMC AEBUNDOXE
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NERRYFI—DERERRY I -DERETI—RMICERTIEEORE,

SERRy RD—D

TOE e EHI MBI CTRHEENERG., AERY =D DRy -0
(SEER

RERY D=0

TOE % E SN EBORARCHD, 42y I —-DD o0 EF1)T1 DB
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—rOESEBBY—N—PIF17V+ PCRDTFvRIVEIERT .

TOE OF A AT $H1IC. FIAE DA Z17-T TOE OF| AEEECHI
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