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LN THEED Web 75 0 HRT S Y r—3 g %%k 4 A2 h—L L, TOE &% LAN #&H
T 5,
1.4.42. 3% 21T 1 H#EE

LIz, TOEO®x = U T ¢ fe% itk %,

(1) 55 FRRERERE
TOEZFIAL LD & TA5FNLTOE OHFAFHAEZETHAEMNE 5 75 Boa—P—g LA T — R

WL > THIFEL, TOE OFRAIAZETH S Z ENHRTE 72154612 TOE OF|H %27 e 51
FJI:O *ﬁnmﬁ{f :]ZZIK{ZIKHL HEE%AB’H—”—/\“—ELAnEZP&) R f@@%ﬁ)&)gﬁlb&b ﬁéﬂbf\_ﬁtf
FET %,

AHEREIC 1T, BERSRFA DB NRA T — REANT AR NRAT — REX I —UFTERT D
BEENT END, S HIT, dfe L7 R E MBI E LI G 1SRG L o > 7 3
Dy JHERE, RAY— ROMEEZEET 572 OFEERNH LN CORE LT/ XAY — ROk
INTED M2 T2 LT /XA T — R 2 56T DHERED AR ICE £ D,

(2) FRUCET 7 & AEEE
eI REBRERERE TREBRE S L7z TOE OFFATFIME K LT, £ OMMZEOXRENIH L TEZX S
TR F 72 TRI R DJEME & SCE DRI IS W TERSCE~OBRIEZ TR AT 5 HGE,

(3) I FH 7 il B il £ i
AR BIFEREREARE CRERE S 7z TOE OFFAIFIHE TR LT, T ORHAEZE O ﬁbf%z%
nt%@%@itiﬂ%%ﬂ_ﬁzgnt@W%@_%omf\mmwb\x%&/%b
v—HgRE. 7 7 7 ABEEE. X%@%ﬁ&ﬁ@ﬁb%@%%\iﬁf%474y&7;~x%%
DOEEZRTF AT HHRE, BL O, EITHOY 3 TI0E EN 5 SR LELSN O STEA~DENEDH
il &9 D HERE,

(4) HDDR:B-{bkRE
HDD T8k SN TWABT — X RN DIRET 72012, Tb 2R 5{bd 2H%6E

(5) Bifrnw JikRe
TOE OB LUt F =V 7 4 ICB#HT 2L (LI, BAFERL VD) O & ARHE
WELLLICEAR 7L LR L, R LcEAr 7 2EA T 2N TRAT o aE, &
v 713 TOE WO HDD IZA##19 % 25, AMIBIDSHARIC 2 o Te G ST B I L o EIC L
o T, Ya7oxfHgEllk BEEo Z7oKMbIThRy) Eidmb i IS nciEs
RUERAS EEZZITO., 61T, i LIcEA e ZIXEHE L TITH AN L, HIBROBIEZ T
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T,

(6) ZRAFME#IH Lbkae
TOE WOHIBRSN-3FE, —RRREDL LWITZOWMA I LT, FEDT —# & LF
ET LT LR BAFEHROHA 2R AR & 9 S,

(D % b U—7 BiEREEE

LAN FIFIFHC % v U — 2 LOUSHRIC £ 5 W 2 & BT 68, 7 51 72 | PC &

MFP OROEET—% . SHBFEY—/S—, DNS —/S— SMTP #—/3— & MFP Do
G T — 5 W BT 5.

(8 HIOT % MkhE
HDD W5 5{vife. Bk — R 5 NZ TSF #f7a— RBNIEF Th b Z & & MFP O iLH)
BEICHRFET D RS RE,

(9) X =7« EPHRE
I FERERERE CRERE S #1172 TOE OFFAIFIME IR LT, ZORMMAEZEORENIH L THEA S
NIHERRIZEEAS W T TSF 7 — 2 1 T 2 BE R L O X =2 U 7 A HERED 5 2 W 2 il
s T O HRE,

QO)IMERA > B 7 = — Ry BfERRE
USB A v H 72— A2 G0N HA L 2T 2—ANED A% %D % F Shared-medium
Interface ~ZET 5 Z LN TE WIS IC L, £7o, FBIEEFRD S LAN ~ORAZFIET %
FERE, TEREERRCOWTIIANEREZ 7 7 7 A%(5 L BIRZWIHIERR ORI RETH Z LI kY
EahEBEN D DR AZIE L. ZE7 7 7 A0k AL 5 Z L2 X 0 EFERIFR S LAN ~
DRANZERIET 5,

1.4.4.3. IR

PATFIZ, 251k S D KEREZR D DN T & 2 W ERE A S0k 3 %,

- FTPE. SMBi%/E, WebDAViL(E, IP7 R L AFAX, A v #—% v FFAX, PC-FAX%/E
RN v 7 R7p 8 STIZHIZE STV WD R v 7 A

- SNMPHERE

- DPWS#& &

- LPD# &

- RAWEJfi

- USBu — 1 W8k TO 7Y o Mg

AN AEY (FHIRI, SCERAAF, 28—)

kX2 VT 4 XE, FAF& TV b, BEECPDFLA O ) o MERE (7Y > MEREIL Z D
FRICE D W OHIRIERE CTEIRIZER P TONTHA CTOLRRIE& TV o P XEL L TRIEEIND)

1.4.5. TOE O FIBH
TOE Oof|H# (U.USER) IZLLTO XL IZ0BEINS,

Table 1-1 Users

Copyright ©2017-2018 KONICA MINOLTA, INC., All Rights Reserved
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Designation Definition
U.USER Any authorized User.
(FFArFI )
U.NORMAL A User who is authorized to perform User
(— R H#E) Document Data processing functions of the TOE.
U.ADMINISTRATOR U.BUILTIN_ADMINI | A User who has been specifically granted the
(B STRATOR authority to manage some portion or all of the TOE

(E/V M UEHE) and whose actions may affect the TOE security
U.USER_ADMINIST policy (TSP). Administrators may possess special

RATOR privileges that provide capabilities to override
(—Y—EFHH) portions of the TSP.

*¢U.BUILTIN_ADMINISTRATOR, U.USER_ADMINISTRATORIZ DWW TII14.7THFELZ SR

1.4.6. REEE

& PEIX. User Data, TSF Data, Functions T& 2,

1.4.6.1. User Data

User Data (ZFF I FIHZE DMERKRT 22y, FFAIFIHEBE O DIC/EK S 4L, TOE €% = U7 « #iED
BRI B2 5 2 70T — X Th D, User Data lZLL FO L H 1z S5,

Table 1-2 User Data

Designation Definition

D.DOC User Document Data consists of the information contained in a user’s document. This
includes the original document itself in either hardcopy or electronic form, image data,
or residually stored data created by the hardcopy device while processing an original

document and printed hardcopy output.

D.FUNC User Function Data are the information about a user’s document or job to be processed
by the TOE.

1.4.6.2. TSF Data

TSF Data i TOE 2MERKT %2>, TOE HIZER S =T —% TH Y., TOE OFRIEICHEL 5 2
HT—HTohb, TSFData iZLULTO LY ITHhEIND,

Table 1-3 TSF Data

Designation Definition

D.PROT TSF Protected Data are assets for which alteration by a User who is neither an
Administrator nor the owner of the data would have an effect on the operational security

of the TOE, but for which disclosure is acceptable.

D.CONF TSF Confidential Data are assets for which either disclosure or alteration by a User who

is neither an Administrator nor the owner of the data would have an effect on the

operational security of the TOE.

A TOE T# 9 TSF Data % UL FIZ/RT,

Copyright ©2017-2018 KONICA MINOLTA, INC., All Rights Reserved
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Table 1-4 TSF Data

Designation

Definition

D.PROT — hU &y MRFH
HEim 77 7 R
FAAIE 2 A [ B R A
INRAT — R AR5
7 7 2 AHIENZ D
MY — N —FRFIERR
EERE RO R EEE
RE LI 15

Xy hT—7F
EEERTE (A
2T — R
ZAE T 7 7 ADERE
User ID
Permission Role
Allocation Role
Role

RE (

B e

DT —5 GRAKRMIEE,
ET— 4

AR AR BRI

AT — R BEHE)

SMTPH——DIP7 RL A, R— hF L,
VAT K D EME D5 %)

MFPOIPT R L R%)

WZBI9 23 E

R

D.CONF nJA L RAT— K
by — K

sBOX PASSWORD
DOC PASSWORD

Bidn s

1.4.6.3. Functions

2.3.2 SFR Package functions (273 #4HE,

1.4.7. A&E

K ST T 2 HFEOER L E

%j‘éo

=

Table 1-5 FHiE

Designation

Definition

Allocation Role

FIRECEEMT b2 B, MFPOBEREZ FITT LIRS D,

Box Type

Ry 7 ZOFH,

X2 VT ERY 7 A BEHIATYZERY 7 A
{tPDF & v 7 A,
Ry 7 20855,

/\OXU ]‘HE|7§‘
uunE&7U/}‘T/7x 77/]))/7 FN—

Copy Role

A= FTTE &AL

Data Administrator

74T v FPCHOHEHER
]\O

EXTOTRDOT TV r— a7

Data Administrator

with Device Set-Up and Utilities

BEEOMFPIZHIST AEEERT NARAEHY 7 b =T, 577
A Y7 b =T T bData Administrator D ELENAS A HE

DSR Role

7 — 2 OHDD~O{RAF, HDDIRAFSILTWDHT —Z DRt L.
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ENTE HHHE,

Fax Role T 7 7 AKBEE AT T E D8,
FTP%1E A¥ ¥ LT =%, At a—F—TR/2DT7 7 A VITEHL T,

FTPY—_—IZ7 v 7 u— T e,

HDD7 —# |3 X | prikne

HDD L7 — % % L& & HikR7 2 e,

HDD 7 — % L3 X BB fe O @ {F

HDD7 —# L& EHIRBERRICH W TRAT 28I (HEHR %

R ERERE RIET DIEEE,

Permission Role MFPDOEREIZ BT H a0 5 SR,

Print Role I AT NPCHHETY v N EFATTE HH&E,

Role U.USERD#&#,
U.NORMAL, U ADMINISTRATOR2 % ¥ , U ADMINISTRATOR %
S HIZU.BUILTIN_ADMINISTRATOR &
U.USER_ADMINISTRATORIZ 43 230 5,

Scan Role AXy U FATTE DEH,

SMBi%fE AX YU LT —F%, avEa—F—TWIAD7 7 A /VITERL T,

AU 2 —F =RV == T L F—~KE T B EERE,

U.BUILTIN ADMINISTRATOR
(EL b A EPRE)

U.USERD#H,
HOHNEOTORICRE SN TV L EHE (4 Mo EEHE) IZoh
15 & bl

U.USER_ADMINISTRATOR
(2 — Y — )

U.USERD#%E,

U.ADMINISTRATORIZ L » T 5 &4 5 45,
U.USER_ADMINISTRATORHI DA & 7 =— A )b a7 A T
TEHIET, ZORETOBENTED L IIThD,

BwEIOAG - HIBAARETHD Z & ERIFRBUHFOR V& B
U.BUILTIN_ADMINISTRATOR & A U,

User Role

FYU b AFYy, AE— 7T A LET A NORIEE VST
PRAEZ AT D BRIC LB A e,

Web Connection

Fv hT—7 O3 ¥ a—#—CWeb” 7 74 28 LMFPORZE
BRI AEIER 2 5 7= D DIERE,

WebDAV%(E AXx L LT —4%, AV Ea—F—TRZADT7 7 A VITEHRL T,
WebDAVH— R—|27 v 71— K9 BHERE,

IR D 3% 28 MET = HTEDN T EFECEEEEE U FIRA A — 2 ORI (1 77)
0. AT 2HMBOBREEDOEREEITH 2 &,
XETFT—FZZOLDIFETET, RKEITESWTHIRIA A — T 23HI
() s,

F—hrUEY b 0y AR, TORESNA— My NGEEITT 7B AR 720 -

TS EICABICe 7T U M DR,

el U A S

%ﬁ%ﬁs‘g&ﬁg#éﬁ#%ﬁo :@E#Fﬁi)i‘ﬁi@ﬁ*é b E@jﬁ"]‘lﬂ 7F 4 ]\ﬁ*
%o FESFADS ORFED T,

Va7

N— Ra b —dEE B SN D RN X A7, B~ Z 27131
AR EOLELAZNHTE B,

T VT BERRE

X2 VT AIEOSD T WVICERT 2R EE X = 7 R EIC I
TELZE DR IE & HEFET DHEBE, Z OBBEER AR > TV D Z LTk b
Fy U =27 %N LI-TOEOEHHERE, * > FV— 27 REEHEYHL
BERE, ImRRZWIERRIC X HDREL T e EOFIABEE L i, F72I3FIA
DR E S B 23R S D1ED BREM DL T ORFIC & B Hd 3 R
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RN, REMOLET (FEREZITNFEITAR) 2175L8F=2VT 4
TRALRRE XN 22 D,

X T4 E

2747 FPCIEL Y RAT — RBEE S, TOENIZIRFE T

(SECURITY DOCUMENT) .
X2 VT 4 LEASART—F X2 T 4 CEICRESNTNHNRAT— R,
(DOC PASSWORD)

Y v a 0B TR

Tty varEBBICKT T DGR
BB/ %)L, Web Connection, Data Administratoric >\ TZh
FN—ERMBRIENB Z bty v a v 2K TT 5,

INA T — R —ERE R E

EEE N ET D BIE,

Ry 7 ANRAT—REANENTZ/SRAT — RO L - A —F w5 n
COBMEICET D ENFAR Y I A~DT 7 ARKIEE RS,

X2 VT 4 XLEBARRT = REANINT/NAY — RO LR —
HENZOBMEISET D X2 )T 4 LEAADT 7 AN S
b,

TrAN T« FUNR—KRy T A

L (AfF, o) o 2) ZRELTBEHEENEHT IR Y 7 A,
BEINTNDIXEEZ T L E2—THIENRTE  ILHIZRY 7 AND
o3 (FRL, %3 BC, ESNEZAEMEmENS,

VANAEVEIN; 1

TOEN” 747 » FPCHLEESNIa—Y—ID, m 7 A /XA T —
Ro FIRT — 2 220 Ao fiE, == —%—ID, u 27 A /AU — |
2 & DRBIRERED ) L T2 558 D HHIRT — 2 % AL D,

Ry A

LEERFETDEHODT L7 R,
RFSND LHFIFTEBLELFTTOY a TICEENDILENDH D,
Ry 7 2280 CEERE, BIET 2D 2 EPHRDFIMHE N R D,

Ay ANRAT— R

RNy 7 AN EENTRAT— R,

(BOX PASSWORD) U.ADMINISTRATOR 72 N EE T& 5 /327U — K& kIZsBOX
PASSWORD & #H7,
2 —H%—ID FIRFIZH 722 5TV 55811, TOEIEXE ORI L v FHE %
(User ID) FET 5,

%AB‘H_’_‘/\’_‘uou‘.EE% EN :"‘““-‘j_’_“ID‘Fﬂ‘J-B‘H_’_“/\“_‘IDTT%Ekéhé

o — P —ID—HFR SR - iRk

—HEERHELL Y% —Y—IDIC L Hu A BT A
bR . —RER RS L 2R D 2 L

2 —F — A

=P — DRI, RO HIBR AT 21T 5 Hhe,

o— —FRFE O H e

FRRES . (RIRRERE /M — N —FRGE) DR E&1T 9 BERE,

o — Y — R EE

TOEDFI I & FRFES % FERE

AAFREE (INTERNALLY AUTHENTICATION) LAY — N —RRGE
(EXTERNALLY AUTHENTICATION) o 2 fi$H23 6 5,

U.BUILTIN_ADMINISTRATORIZAMAGRFED A TRRALS 41D,

arA

TOEIZEBW T, J_‘H‘—ID&D?/f VRAT — RIZ J:OVC%EIJHLJH
FITTHZ &,

0y A RAY— R

TOEIZR 7 A T D72 D/INAT— K,

(LOGIN PASSWORD)

B b — K HDDO#; BAbIC B W T AT 2 580 LK ICB W THERT 55—
4, TOEIXMS ST — R&MEH L TR S#% AT 5,

2 Wiikee FAXARERRE A 2 LIoE T A8k, E-mail & W o 728 5 XA FI A

LT, 2= /) VRSN ET Z2MFPOYR— e 7 —¢
iB{E L, MFPOEMEREE, FIRIEEOMSRIEHRE2 ST 5, oM E
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WS LTy —r 2 GBI N F—03E%, iReshRk, SEZkiN S
Y —bLRT V=T OYRIERE) wiRfiT 5,

S — S —RRRERE T — ¥

SRRGEY — N —IZB T AR ET — % G — =BT D F A A
VR ERET)

B v i P e

B v 7R OBMEOBE 21T 5 BRAE,

B o R RE WEm&%ﬁ%Té%%o

B BRA R O SR FAE AL R BRI ] M Lo RAERB B KA REMEICEST S22 L2 KDY
U.BUILTIN_ADMINISTRATORDFEFEN 1 v 7 STz 45E1cm v 7
DMERR &% F TR,

SR A T Y ZER Y 7 A

FAXZAEE (FHXE) PWMRFSNLIEHENERT 2Ry 7 A,
RAFSN TV LFEICH L TH T m— F IR, 7L E2—RTE 2,

RN v 7 A

A=V 7EE HFENODOERTT 7 7 AE(E) LEEWELERE
THERY 7 A,

EEHET v IV B AE

BfEHET v R VBEED FATOIE, W7 NOE P 21T O #eE,

BT ¥ R LHERE LANZREH L TRV B 357 — & 25 L CER#ET 2 HEHE
FRATAE HRIH A% HE HDDF—# FEXHIREAEIC L W HDD L5 — % 21 2 Hhe,
R 1 3 R DG, A RHERNIAE LIS, ZORAIERNES 0 /2

SN,

HEiw 77 o b

BHENHRET HREHE, ZORFEARET 2 EBEMICe T T R
%, Web Connection? %4,

EEORELTE LET—HIHESNW T YZELELZ ALY LR EA A=V 2 EE
THEODOBREDER (T Z &,
XET—HZOLDIFEEET REICEDVTEFA A —UNEES
na,

HRCE BIEERYHLoOME LS (FEDSRIC L BEIEOE LR D) 30E,

RRE& TV N BEEE Xy hU—27 koarvEa—F—nbikEEnca—V—4 AU —

(AUTH PRINT) FEf#EI XEEZT) U MERINCELE L TRTET DH&6E,

FORIE SR E B i EHE DR ET 2 BUE, # L 72 BRI SB0S Z ORIEICET D LR

AEERE 1 v T SN D,

R SR T — R

AERERRE S OB AT W T HIEERFERC AN T2 AN EH L T
WAHANZT— K,
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148. KRy R

TOE 2MEMET 2R v 7 R HOW TRk T 5, TOE XL TOEEDOR v 7 R i3 5,
(RBZIIIR Y 7 ZOIZES S DETH LD, B R RV EIZBITAFERELT L —8T
HHDTIERV, £72, ZHUSMIERAR v 7 A2 ESIFET N Z ISR LIZFEOR v 7 &

PUMIREH T & 7220,)
Table 1-6 Y XTLRYIR
Ry 7 ZADOFER BLL]
EX2 VT ALERY S | EFa VT4 LEBRESNDIR Y 7 Z,
A

ATV ZIERy 7 A | FAX ZEXE (FRXE) MEFESNDIR Y 7 A,
FR A ) ZAERED ON (IR E I N TV AEAIT., =5 CEME A €Y
ZER Y 7 AR END, B A E Y ZEEREIL U ADMINISTRATOR

BT 9,
/XA Y — R 5t PDF 51t PDF (BE< £ XA —=REANTEH I HICHRESIN TS PDF
RNy 7 A TrAN) ERFTEIRY I A, LEEBEEL TRAY—=RFRANTHZET

YRESCEORIREN KD,
BAE& TV MRy 7 2 | BEE& TV v MERRTIENMREINDI R Y 7 A

Table 1-7 #geRv oI X

Ry 7 ZADFELE
TrAVT Fon— | RELEXET—F (EEXE) T A7 74V U 7 B 5OR %
Ry 7 A ML CHRB L ORENRTEIEEENEET IR Y 7 A,

2. Conformance claims
2.1. CC Conformance claims

AKSTix. LLF®DCommon Criteria (AR, CCLFET) e T 5,

CC version ¢ Version 3.1 Release 4
CC conformance ¢ CC Part 2 extended, CC Part 3 conformant
Assurance level : EALZ2 augmented by ALC_FLR.2

2.2. PP claim

ASTiX, LLTOPPICEGT 5,

PP4 BRG] : U.S. Government Approved Protection Profile - U.S. Government
Protection Profile for Hardcopy Devices Version 1.0 (IEEE Std
2600.2™-2009)

N—T g v 1.0

1) APPlZCommon Criteria Portal (Z#8#; 41T\ 3% [TEEE Standard Protection Profile for

Hardcopy Devices in IEEE Std 2600-2008, Operational Environment B] (Zi#& L., 2>
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CCEVS Policy Letter #20] &7z LTV 5,

2.3. Package claim

ASTi%. LLFDSFR PackagelZi# &9 %,

+ 2600.2-PRT
+ 2600.2-SCN
+ 2600.2-CPY
+ 2600.2-FAX
+ 2600.2-DSR
+ 2600.2-SMI

2.3.1. SFR package reference

Title

Package version
Date

Title

Package version
Date

Title

Package version
Date

Title

Package version
Date

Title

Package version
Date

Title

Package version
Date

o> oy op o> o> o

g

2600.2-PRT, SFR Package for Hardcopy Device Print Functions,
Operational Environment B

1.0

March 2009

2600.2-SCN, SFR Package for Hardcopy Device Scan Functions,
Operational Environment B

1.0

March 2009

2600.2-CPY, SFR Package for Hardcopy Device Copy Functions,
Operational Environment B

1.0

March 2009

2600.2-FAX, SFR Package for Hardcopy Device Fax Functions,
Operational Environment B

1.0

March 2009

2600.2-DSR, SFR Package for Hardcopy Device Document
Storage and Retrieval Functions, Operational Environment B
1.0

March 2009

2600.2-SMI, SFR Package for Hardcopy Device Shared-medium
Interface Functions, Operational Environment B

1.0

March 2009

2.3.2. SFR Package functions

Copyright ©2017-2018 KONICA MINOLTA, INC., All Rights Reserved
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Functions perform processing, storage, and transmission of data that may be present in HCD

products. The functions that are allowed, but not required in any particular conforming Security

Target or Protection Profile, are listed in Table 2-1.

Table 2-1 SFR Package functions

Designation Definition

F.PRT Printing: a function in which electronic document input is converted to physical document output

F.SCN Scanning: a function in which physical document input is converted to electronic document
output

F.CPY Copying: a function in which physical document input is duplicated to physical document output

F.FAX Faxing: a function in which physical document input is converted to a telephone-based document
facsimile (fax) transmission, and a function in which a telephone-based document facsimile (fax)
reception is converted to physical document output

FDSR Document storage and retrieval: a function in which a document is stored during one job and
retrieved during one or more subsequent jobs

F.SMI Shared-medium interface: a function that transmits or receives User Data or TSF Data over a
communications medium which, in conventional practice, is or can be simultaneously accessed by
multiple users, such as wired network media and most radio-frequency wireless media

2.3.3. SFR Package attributes

When a function is performing processing, storage, or transmission of data, the identity of the
function is associated with that particular data as a security attribute. This attribute in the TOE
model makes it possible to distinguish differences in Security Functional Requirements that
depend on the function being performed. The attributes that are allowed, but not required in any

particular conforming Security Target or Protection Profile, are listed in Table 2-2.

Table 2-2 SFR Package attributes

Designation Definition

+PRT Indicates data that are associated with a print job.

+SCN Indicates data that are associated with a scan job.

+CPY Indicates data that are associated with a copy job.

+FAXIN Indicates data that are associated with an inbound (received) fax job.

+FAXOUT Indicates data that are associated with an outbound (sent) fax job.

+DSR Indicates data that are associated with a document storage and retrieval job.
+SMI Indicates data that are transmitted or received over a Shared-medium interface.

2.4. PP Conformance rationale

2.41.

PP o TOE &7l & D—E 1t X5k

PP 3%t & 28 oOfERIX, ~— Favr—&EECIT, HCD: 5 5)Th 5, HCDIL, ~— K
AN EET XN T A NIERT D (RAxX v ), TUXNLEEN—RFa—T 4 —AC
A D0y (FIRD . EEEEHRRZT L TN—Rabt—CEE2EETIN (77 A), "—FKat—
XEOEMEERT S (2—) T520IHATIHMLTHD,
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HCDIZHMIZISE U TEED R/ MR THEIE S, HWREZILIET A7-DICNN—RT 4 A7 R4
TROMDOARFERMFLE S AT L, RX¥ a2 AV b= R_—RER 2 BIML TS0 L H 5,

A TOE OFERIZ MFP T&% %, MFP (X, BINEE L& T HCD NFEF % E 4K 2, HCD 2
BT 2HEA B LD, Ko T, ATOE f3Z PP @ TOE il —EH L T\ 5,

242.PPDtEF ) TAREEEF AV T A RARAHED—EMRER

P.HDD.CRYPTO & O.HDD.CRYPTO MiE/0
PHDD.CRYPTO I ZHDD 258k SN DT —Z OF 5k 2RO D L DO TH 0 EHREICH 0D
iz H-2 5 b0 TIER< TOE #7250 TH5, O.HDD.CRYPTO |3:E/M L 7= OSP
WIS T 5 b O TINGEHBREIZ» DO EH7-2 5D TiE2< TOE ZHl{+5H D
Thbd, LTER->TSTIETOE Ik LT PP ERIZEL LOHIFEEZFR L, TOE OEMREEICK L
TIX PP ERIZEDOHIBEZIEL TRV, PPICK L CRIEEZIZLVFHIREATH D &5 R %10
e IS

243.PPOtEFa T4 EHLED—EME®R

A TOE @ SFR 4. Common Security Functional Requirements & 2600.2-PRT. 2600.2-SCN,
2600.2-CPY. 2600.2-FAX, 2600.2-DSR. 2600.2-SMI 757z 5,

Common Security Functional Requirements (X.PP 23 f§E 3 524 SFR Th Y ,2600.2-PRT,
2600.2-SCN., 2600.2-CPY. 2600.2-FAX. 2600.2-DSR. 2600.2-SMI |3 PP 7345+ % SFR Package
MOBERLIZHDOTH D,

AKST OEF=2UT ¢ EfHE, PP OEF=2 T ¢ BRI L TEM, B ML TWLEFNH D
2, PP LIT—BELTWD, UUTIZ, &8N, Bl TnwafEpre, 2o PP & —BLTWHHE
M iidd %,

Common Access Control SFP

PP [Z+FAXIN @O JEME% 2 D.DOC @ Delete, Read 35 & X D.FUNC @ Delete, Modify {Z
M427 7 2#lHZ2EHREL TWDE, TOE BNZEF O FAX #EDF ¥ U B/LHIRENT
BOTHTHITO) ZENTE, 2LV ZEFD FAX @ D.DOC, D.FUNC ZHIfrs1 5,
L22L72A 5 21k D.DOC, D.FUNC @ Delete % & [X L 7= 4L T3 72 < 813 ¥ v > B VICE
9 Delete THVY, mr L LTSN DMh, ZENTE T LICRITIAR v 7 RIZRF S DSR
Access Control SFP %G L 72 W ERH#ESI LD Z &5 PP OFEREZH 729 H D TR,

TOE /% Box Type 7332 U — R 5{t. PDF N v 7 ZADHE | +PRT D &M% > D.FUNC ®
Modify Z281E LT\ 5, Z#UuE PP X0 #IRNZ T 7 2 2H#TH 5,

TOE 1T Box Type 23] X €V Z[GH v 7 ADYA, +DSRAFAXIN O JEM4:% £7> D.FUNC
@ Modify Z251E LT\ 5, ZHUX PP X V#HIRAZRT 7 & ZHI#ITH 5,

TOE [Z+SCN 3 L U+FAXOUT o @t % > D.DOC @ Modify IR % 7 27 & 2 #HlfH % &
LTS, ZHIE PP TIIERESNTWARWVWLDTH DA, ZONFITR— TV HEA TOHIER
% D.DOC OfiFF# Toh 5 UNORMAL IZHIET 5 H D TH S, PP TlL Delete (BT 57 7
T ARIEHNER SN TS TOE 1T PP & RO T 7 & ZHIHHIIN 2 ~— T HALTO Delete
MEREZTRME L TV B3, D FELTIEY#% D.DOC OFAHICHIRENTEY . PP OT 7 & Al
15 SFP OFIRZAZMT 2 X 5 78 b O TIEZRUY,

FAU_SAR.1. FAU_SAR.2. FAU_STG.1. FAU_STG.4(1). FAU_STG.4(2)®iEMN
A TOE NEH o V2G4 57~ 12, PP APPLICATION NOTE5 # L 8 PP
APPLICATION NOTE7 (Z2ff\v>, FAU_SAR.1. FAU_SAR.2. FAU_STG.1. FAU_STG.4(1).
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FAU_STG.4(2) %87 5%,

FCS_CKM.1, FCS_COP.1, FIA_SOS.1(2)®iEn
A TOE % Objectives & L T O.HDD.CRYPTO #EMLTEY, ThiCL b -T
FCS_CKM.1, FCS_COP.1, FIA_SOS.1(2)%:B8M¥ 523, Ziid, PP BMEETH X2V 7
4 BHRORNREELTHHDOTIER,

FDP_ACF.1(@)»>— &1

PP ® FDP_ACF.1 (a)i% his/her own documents/ his/her own function data DFH~DT 7 &
A LRI B 7 7 & Al SFP 3tk L LT3, A TOE i D.DOC, D.FUNC ®tF =V
T AR S LONWTT 7 A il 23 272 5 fil, TOE IZfffF S5 D.DOC, D.FUNC (2>
WTCIHRESNTET A L7 NI THLIR Y 7 ARFEL, Ry 27 R 57 7 & AHIfEIC X
> THEAR v 7 2D D.DOC, D.FUNC zffi#T 5, "AV— R TS NI-R Y 7 ATH
BINZXEL, Ry 7 ANRAT—RIZEoTRESNTEY, Ry 7 ANRRAT— REEFHL
TWARIMF (K TOE TIXEHE) % 4#%AK v 7 Ao D.DOC, D.FUNC @ owner & {7
ST, T RAGI#EEB IO,

FIA_AFL.1. FIA S0S.1(1). FIA_UAU.7 ®3E00
AERFEERIA TOE N34 2 RETH 5, %+ ZT. PP APPLICATION NOTE 38.12%¢0 N,
FIA_AFL.1, FIA_SO0S.1(1). FIA_UAU.7 #8173 5%,

FMT_MOF.1 &

TOE i3tEx =V 7 ¢ 58 bi% &2 AT D88 L OVENIC T 2 8E 2 Ff>, TOE I3t ¥ =
V7 4 b ELAADNCLIZREBCTENT LI E2ZOHNA XL ATRDTEY
FMT_MOF.1 (3% =2 U 7 ¢ 5#fbi% € DA E % UADMINISTRATOR (ZHlfR4 2% = & T, ~IE
WX )T A BIERENKEINDZ EEZBIELTWAHDOTHY PP RFEET S EF2 Y
T A BEEONEEZEELET HH O TR,

FMT MOF.1 (¥ FTP_ITC.1 (BT 2 EFHER O NIc o —F —BiEHEO EH %
U.ADMINISTRATOR (ZHlfR$ % = & T, BEHERENAREICETIND Z EEBIEL TS G
DOTHY, PPHIEETL2EX=2 V7T A BHONFEERTHHO TR,

HDD 7 —% EEXHIREREDIE 2 B O F BTS2 R#E T 5 L EESHIBRMEREDIR S
BEWEZEHRTLIHOTHY, PPRRET 5 X2 T A BHEONEEZLETTHEHDOTIER,

EEAMREORS MO OFHIIEE e VRO MELZEHT 200 THY , PPREET St
Xa VT A BHONREEZELTLHH O TR,

FMT_MSA.1(a). FMT_MSA.1(b) & %5 )58t D Ea%

ZAUD OMSRETEIE &t R TS ORISR PP & B A8, TRy 7 A0 @M L TSF
T—HIZESL X2V T 4 BHEOIRZANVRELEANTSF T —FZ DL DDAV S A &
FEEORERZEL 2 0 beX 2 )7 A BIEOEEN TSF 7 — X O LR U EK - 7% b
DO THY PPREETL2EX2 )7 A BEONEFEEETHHOTIHR,

FMT_MTD.1 & x5 580 R
TOE OE#EHRE|ITd %5 U.ADMINISTRATOR (% U.BUILTIN_ADMINISTRATOR &

Copyright ©2017-2018 KONICA MINOLTA, INC., All Rights Reserved
25/76



bizhub 368e/bizhub 308e/ineo 368elineo 308e EFz//7rF—5 vk

U.USER_ADMINISTRATOR (2478 &5, U.BUILTIN_ADMINISTRATOR %8 & 7> C &
TOE I[ZFEESNTWAEFE (B FA VEHE) IO 5 SN EETHY
U.USER_ADMINISTRATOR (% U.BUILTIN_ADMINISTRATOR L O
U.USER_ADMINISTRATOR |2 L » CfH G- &N a2 &ETH D, Zhbiks bic TOE OFHE
#%ETH Y . UADMINISTRATOR & U.NORMAL OHERD4YBEIC T JET 5 & D Tid7z2< . PP
DIRETHEX 2T A BHEONKEETT D HO TR,
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3. Security Problem Definition

3.1. Threats agents

This security problem definition addresses threats posed by four categories of threat agents:
a) Persons who are not permitted to use the TOE who may attempt to use the TOE.
b) Persons who are authorized to use the TOE who may attempt to use TOE functions for
which they are not authorized.

¢) Persons who are authorized to use the TOE who may attempt to access data in ways for

which they are not authorized.

d) Persons who unintentionally cause a software malfunction that may expose the TOE to

unanticipated threats.

The threats and policies defined in this Protection Profile address the threats posed by these

threat agents.

3.2. Threats to TOE Assets

This section describes threats to assets described in clause in 1.4.6.

Table 3-1 Threats to User Data for the TOE

Threat Affected asset Description

T.DOC.DIS D.DOC User Document Data may be disclosed to unauthorized persons

T.DOC.ALT D.DOC User Document Data may be altered by unauthorized persons

T.FUNC.ALT D.FUNC User Function Data may be altered by unauthorized persons
Table 3-2 Threats to TSF Data for the TOE

Threat Affected asset Description

T.PROT.ALT D.PROT TSF Protected Data may be altered by unauthorized persons

T.CONF.DIS D.CONF TSF Confidential Data may be disclosed to unauthorized persons

T.CONF.ALT D.CONF TSF Confidential Data may be altered by unauthorized persons

3.3. Organizational Security Policies for the TOE

This section describes the Organizational Security Policies (OSPs) that apply to the TOE.
OSPs are used to provide a basis for Security Objectives that are commonly desired by TOE

Owners in this operational environment but for which it is not practical to universally define the

assets being protected or the threats to those assets.

Table 3-3 Organizational Security Policies for the TOE

Name

Definition

P.USER.AUTHORIZATION

To preserve operational accountability and security,

Users will be

authorized to use the TOE only as permitted by the TOE Owner.

P.SOFTWARE.VERIFICATION

to self-verify executable code in the TSF.

To detect corruption of the executable code in the TSF, procedures will exist

P.AUDIT.LOGGING

To preserve operational accountability and security, records that provide an
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audit trail of TOE use and security-relevant events will be created,
maintained, and protected from unauthorized disclosure or alteration, and

will be reviewed by authorized personnel.

PINTERFACE MANAGEMENT To prevent unauthorized use of the external interfaces of the TOE,

operation of those interfaces will be controlled by the TOE and its IT

environment.

P.HDD.CRYPTO

The Data stored in an HDD must be encrypted to improve the secrecy.

3.4. Assumptions

The Security Objectives and Security Functional Requirements defined in subsequent sections

of this Protection Profile are based on the condition that all of the assumptions described in this

section are satisfied.

Table 3-4 Assumptions for the TOE

Assumptions Definition

A.ACCESS.MANAGED The TOE is located in a restricted or monitored environment that provides
protection from unmanaged access to the physical components and data interfaces
of the TOE.

A.USER.TRAINING TOE Users are aware of the security policies and procedures of their organization,
and are trained and competent to follow those policies and procedures.

A. ADMIN.TRAINING Administrators are aware of the security policies and procedures of their
organization, are trained and competent to follow the manufacturer’s guidance and
documentation, and correctly configure and operate the TOE in accordance with
those policies and procedures.

A.ADMIN.TRUST Administrators do not use their privileged access rights for malicious purposes.
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4. Security Objectives
4.1. Security Objectives for the TOE
This section describes the Security Objectives that the TOE shall fulfill.

Table 4-1 Security Objectives for the TOE

Objective

Definition

0.DOC.NO_DIS

The TOE shall protect User Document Data from unauthorized disclosure.

O.DOC.NO_ALT

The TOE shall protect User Document Data from unauthorized alteration.

O.FUNC.NO_ALT

The TOE shall protect User Function Data from unauthorized alteration.

O.PROT.NO_ALT

The TOE shall protect TSF Protected Data from unauthorized alteration.

0O.CONF.NO_DIS

The TOE shall protect TSF Confidential Data from unauthorized disclosure.

O.CONF.NO_ALT

The TOE shall protect TSF Confidential Data from unauthorized alteration.

O.USER.AUTHORIZED

The TOE shall require identification and authentication of Users, and shall
ensure that Users are authorized in accordance with security policies before

allowing them to use the TOE.

O.INTERFACE.MANAGED

The TOE shall manage the operation of external interfaces in accordance with

security policies.

O.SOFTWARE.VERIFIED

The TOE shall provide procedures to self-verify executable code in the TSF.

O.AUDIT.LOGGED

The TOE shall create and maintain a log of TOE use and security-relevant

events and prevent its unauthorized disclosure or alteration.

O.HDD.CRYPTO

The TOE shall encrypt data at the time of storing it to an HDD.

4.2. Security Objectives for the IT environment

This section describes the Security Objectives that must be fulfilled by IT methods in the IT

environment of the TOE.

Table 4-2 Security Objectives for the IT environment

Objective

Definition

OE.AUDIT_STORAGE.PROTECTED

If audit records are exported from the TOE to another trusted IT
product, the TOE Owner shall ensure that those records are protected

from unauthorized access, deletion and modifications.

OE.AUDIT_ACCESS.AUTHORIZED

If audit records generated by the TOE are exported from the TOE to
another trusted IT product, the TOE Owner shall ensure that those
records can be accessed in order to detect potential security violations,

and only by authorized persons.

OE.INTERFACE.MANAGED

The IT environment shall provide protection from unmanaged access to

TOE external interfaces.

4.3. Security Objectives for the non-IT environment

This section describes the Security Objectives that must be fulfilled by non-IT methods in the

non-IT environment of the TOE.
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Table 4-3 Security Objectives for the non-IT environment

Objective

Definition

OE.PHYSICAL.MANAGED

The TOE shall be placed in a secure or monitored area that provides

protection from unmanaged physical access to the TOE.

OE.USER.AUTHORIZED

The TOE Owner shall grant permission to Users to be authorized to
use the TOE according to the security policies and procedures of their

organization.

OE.USER.TRAINED

The TOE Owner shall ensure that Users are aware of the security
policies and procedures of their organization and have the training and

competence to follow those policies and procedures.

OE.ADMIN.TRAINED

The TOE Owner shall ensure that TOE Administrators are aware of
the security policies and procedures of their organization; have the
training, competence, and time to follow the manufacturer’s guidance
and documentation; and correctly configure and operate the TOE in

accordance with those policies and procedures.

OE.ADMIN.TRUSTED

The TOE Owner shall establish trust that TOE Administrators will not

use their privileged access rights for malicious purposes.

OE.AUDIT.REVIEWED

The TOE Owner shall ensure that audit logs are reviewed at
appropriate intervals for security violations or unusual patterns of

activity.
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4.4. Security Objectives rationale

This section demonstrates that each threat, organizational security policy, and assumption are

mitigated by at least one security objective for the TOE, and that those Security Objectives

counter the threats, enforce the policies, and uphold the assumptions.

Table 4-4 Completeness of Security Objectives

Objectives
slelslelzlzlelelalelelzlelelelele iz le g
) Q Q s n > : : : = : s s s :
oocwoo%qoc§>>>5m5>>q
alalzijofz |z |8 @ |2l s |c g | |E |8 |4 |8 |8 |=
zlz @2 |2 |2 (7 |82 |2 |2 |2|e ||| |2 |7 | |E |2
SiSlzlzlzlz|x|F|EIEI2|IEIEIE |22 |2 |2 |2 |5
‘UI>IOIO|O|OSE%O%IUJ&&’%gEGQ;
25 elelela|Z 1221212131218 (8(E 1|2 |E |2 |2
Threats, policies, and Sl |z Sl B |IS g |° |5 |8 (|2 2 |8 (= |9 |2
S|z |2 |2 = |2 2 |2 |2 |&
. S |5 |m |O z |2 | = > ==
assumptions SEESI = Q|2 (= (2 (2 [z |8 (=
= =2 | > [» [z |9 |CO
S = ; S lala |=
S |B 2 |3 N
o |= o |9 |H
=HE °
g |5
g =
o |
T.DOC.DIS v v |v
T.DOC.ALT v vV |V
T.FUNC.ALT v vV |V
T.PROT.ALT v vV |v
T.CONF.DIS v v |v
T.CONF.ALT Vi v |v
P.USER.AUTHORIZATION vV |V
P.SOFTWARE.VERIFICATION (4
P.AUDIT.LOGGING 4 vV | v |V
P.INTERFACE.MANAGEMENT v v
P.HDD.CRYPTO v
A.ACCESS.MANAGED %4
A.ADMIN.TRAINING 4
A.ADMIN.TRUST v
A.USER.TRAINING v
Table 4-5 Sufficiency of Security Objectives
Threats. Policies, Summary Objectives and rationale
and assumptions
T.DOC.DIS User Document Data 0.DOC.NO_DIS protects D.DOC from unauthorized
may be disclosed to disclosure.
unauthorized persons. O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization.
OE.USER.AUTHORIZED establishes responsibility
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of the TOE Owner to appropriately grant

authorization.

T.DOC.ALT

User Document Data
may be altered by

unauthorized persons.

O.DOC.NO_ALT protects D.DOC from unauthorized

alteration.

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for

authorization.

OE.USER.AUTHORIZED establishes responsibility
of the TOE Owner to appropriately grant

authorization.

T.FUNC.ALT

User Function Data may
be altered by

unauthorized persons.

O.FUNC.NO_ALT protects D.FUNC from

unauthorized alteration.

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for

authorization.

OE.USER.AUTHORIZED establishes responsibility
of the TOE Owner to appropriately grant

authorization.

T.PROT.ALT

TSF Protected Data may
be altered by

unauthorized persons.

O.PROT.NO_ALT protects D.PROT from

unauthorized alteration.

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for

authorization.

OE.USER.AUTHORIZED establishes responsibility
of the TOE Owner to appropriately grant

authorization.

T.CONF.DIS

TSF Confidential Data
may be disclosed to

unauthorized persons.

O.CONF.NO_DIS protects D.CONF from

unauthorized disclosure.

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for

authorization.

OE.USER.AUTHORIZED establishes responsibility
of the TOE Owner to appropriately grant

authorization

T.CONF.ALT

TSF Confidential Data
may be altered by

unauthorized persons.

O.CONF.NO_ALT protects D.CONF from

unauthorized alteration.

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for

authorization.

OE.USER.AUTHORIZED establishes responsibility
of the TOE Owner to appropriately grant

authorization

P.USER.AUTHORIZATION

Users will be authorized
to use the TOE

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for

authorization to use the TOE.

OE.USER.AUTHORIZED establishes responsibility
of the TOE Owner to appropriately grant
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authorization

P.SOFTWARE.VERIFICATION

Procedures will exist to
self- verify executable
code in the TSF.

O.SOFTWARE.VERIFIED provides procedures to
self-verify executable code in the TSF.

P.AUDIT.LOGGING

An audit trail of TOE use
and security-relevant
events will be created,
maintained, protected,

and reviewed.

O.AUDIT.LOGGED creates and maintains a log of
TOE use and security-relevant events and prevents

unauthorized disclosure or alteration.

OE.AUDIT_STORAGE.PROTECTED protects
exported audit records from unauthorized access,

deletion, and modifications.

OE.AUDIT_ACCESS.AUTHORIZED establishes
responsibility of, the TOE Owner to provide

appropriate access to exported audit records.

OE.AUDIT.REVIEWED establishes responsibility of
the TOE Owner to ensure that audit logs are

appropriately reviewed.

PINTERFACE.MANAGEMENT

Operation of external
interfaces will be
controlled by the TOE

and its IT environment.

O.INTERFACE.MANAGED manages the operation
of external interfaces in accordance with security

policies.

OE.INTERFACE.MANAGED establishes a

protected environment for TOE external interfaces.

P.HDD.CRYPTO

Cryptographic operation
will be
TOE.

controlled by

O.HDD.CRYPTO encrypts data stored in HDD by
TOE.

A.ACCESS.MANAGED The TOE environment OE.PHYSICAL.MANAGED establishes a protected
provides protection from | physical environment for the TOE.
unmanaged access to the
physical components and
data interfaces of the
TOE.

A. ADMIN.TRAINING TOE Users are aware of | OE.ADMIN.TRAINED establishes responsibility of
and trained to follow the TOE Owner to provide appropriate
security policies and Administrator training.
procedures.

A.ADMIN.TRUST Administrators do not OE.ADMIN.TRUSTED establishes responsibility of
use their privileged the TOE Owner to have a trusted relationship with
access rights for Administrators.
malicious purposes.

A.USER.TRAINING Administrators are OE.USER.TRAINED establishes responsibility of

aware of and trained to
follow security policies

and procedures.

the TOE Owner to provide appropriate User

training.

5. Extended components definition (APE_ECD)

This Protection Profile defines components that are extensions to Common Criteria 3.1 Revision
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2, Part 2. These extended components are defined in the Protection Profile but are used in SFR

Packages, and therefore, are employed only in TOEs whose STs conform to those SFR Packages.
5.1. FPT_FDI_EXP Restricted forwarding of data to external interfaces

Family behaviour:
This family defines requirements for the TSF to restrict direct forwarding of information from

one external interface to another external interface.

Many products receive information on specific external interfaces and are intended to transform
and process this information before it is transmitted on another external interface. However,
some products may provide the capability for attackers to misuse external interfaces to violate
the security of the TOE or devices that are connected to the TOE’s external interfaces. Therefore,
direct forwarding of unprocessed data between different external interfaces is forbidden unless
explicitly allowed by an authorized administrative role. The family FPT_FDI_EXP has been
defined to specify this kind of functionality.

Component leveling:

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces I_

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces provides for the
functionality to require TSF controlled processing of data received over defined external
interfaces before these data are sent out on another external interface. Direct forwarding of data
from one external interface to another one requires explicit allowance by an authorized

administrative role.

Management: FPT_FDI_EXP.1
The following actions could be considered for the management functions in FMT:
a) Definition of the role(s) that are allowed to perform the management activities
b) Management of the conditions under which direct forwarding can be allowed by an
administrative role

¢) Revocation of such an allowance

Audit: FPT FDI EXP.1
The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

There are no auditable events foreseen.

Rationale:

Quite often, a TOE is supposed to perform specific checks and process data received on one
external interface before such (processed) data are allowed to be transferred to another external
interface. Examples are firewall systems but also other systems that require a specific work flow
for the incoming data before it can be transferred. Direct forwarding of such data (i.e., without
processing the data first) between different external interfaces is therefore a function that—if

allowed at all-—can only be allowed by an authorized role.
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It has been viewed as useful to have this functionality as a single component that allows
specifying the property to disallow direct forwarding and require that only an authorized role
can allow this. Since this i1s a function that is quite common for a number of products, it has been

viewed as useful to define an extended component.

The Common Criteria defines attribute-based control of User Data flow in its FDP class.
However, in this Protection Profile, the authors needed to express the control of both User Data
and TSF Data flow using administrative control instead of attribute-based control. It was found
that using FDP_IFF and FDP_IFC for this purpose resulted in SFRs that were either too
implementation-specific for a Protection Profile or too unwieldy for refinement in a Security
Target. Therefore, the authors decided to define an extended component to address this

functionality.

This extended component protects both User Data and TSF Data, and it could therefore be
placed in either the FDP or FPT class. Since its purpose is to protect the TOE from misuse, the
authors believed that it was most appropriate to place it in the FPT class. It did not fit well in
any of the existing families in either class, and this lead the authors to define a new family with

just one member.

FPT FDI_EXP.1 Restricted forwarding of data to external interfaces
Hierarchical to: No other components
Dependencies: FMT_SMF.1 Specification of Management Functions
FMT_SMR.1 Security roles
FPT FDI_EXP.1.1 The TSF shall provide the capability to restrict data received on
lassignment: list of external interfacesl from being forwarded without

further processing by the TSF to [assignment: /ist of external interfaces).
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6. Security Requirements

RETI, LF 2 )T 1 BV TRBT 2,

6.1. Security functional requirements

6.1.1.

ZOETHE, 41 ETHESN-EX 2 T 4 xR G2 BT 572D, TOEDEX 2T o
BEREE AR 35, 7ed, BX =2 U T ¢ BEREE/FIEL., CCPart2 ICHEDE X 2 U 7 ¢ HEEEE)
5. 8IHT %, CCPart2 ICHESN Tk X = U7 ¢ #iEZ{F1%. PPAEEE Std 2600.2-2009)
WCHUEDIEE X 2 U 7 o B 6. 51T 5,
<tFalT1HBEEZHAREORTAEE>

UTORBOHIZENT, A=V FTRENDREIL., PP CHEMEITFEME L2 L 27RT,
A5Y 2 HORN— FORSABEHL, A ST TEIM”, RIS TWDHZ EERT,
T HE—FGA U TRINDIRLDERIIFMEE T1 5V 22 HON— 7 FCREINBELL. 7
VH =T A SPTEFESCEFTAAR ST TSEME STV D Z L 2R d, 7L DRICHEIMT ) TR
ENDHFEFIL, YEHEREEFAAR ST TR L SN TS TS Z L 25RT,

Class FAU: Security audit

FAU_GEN.1 Audit data generation

Hierarchical to : No other components
Dependencies : FPT_STM.1 Reliable time stamps

FAU_GEN.1.1 The TSF shall be able to generate an audit record of the following auditable events:
- Start-up and shutdown of the audit functions;
- All auditable events for the [selection, choose one of: minimum, basic, detailed, not
specified] level of audit; and
- All Auditable Events as each is defined for its Audit Level (if one is specified) for the
Relevant SFR in Table 6-1; [assignment: other specifically defined auditable events)
[selection, choose one of: minimum, basic, detailed, not specified]
not specified
[assignment: other specifically defined auditable events]
zL

FAU_GEN.1.2 The TSF shall record within each audit record at least the following information:
- Date and time of the event, type of event, subject identity (if applicable), and the
outcome (success or failure) of the event; and
- For each audit event type, based on the auditable event definitions of the functional
components included in the PP/ST, for each Relevant SFR listed in Table 6-1: (1) the
information as defined by its Audit Level (if one is specified), and (2) all Additional
Information Gf any is required); [assignment: other audit relevant information)

[assignment: other audit relevant information|

2L

Table 6-1 Audit data requirements

Auditable event Relevant SFR | Audit level Additional Details

information
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Unsuccessful use | FIA_UAU.1 Minimum None required +Failure of login
of the

authentication

mechanism

The reaching of FIA_AFL.1 Minimum None required -FREEDE 1L

the threshold for - FAIREEA~ D IR

the unsuccessful
authentication
attempts and the
actions (e.g.
disabling of a
terminal) taken
and the
subsequent, if
appropriate,
restoration to the
normal state (e.g.

re-enabling of a

terminal).

Unsuccessful use | FIA_UID.1 Minimum Attempted user | -Failure of login

of the identity, if

identification available

mechanism

Use of the FMT_SMF.1 Minimum None required Use of the management functions
management

functions

Modifications to | FMT_SMR.1 | Minimum None required | &#l& L TCOZ—F —D 7 L—T 1%
the group of TFE L7200 TR T 72\,

users that are

part of a role

Failure of the FTP_ITC.1 Minimum None required Failure of the trusted channel
trusted channel functions

functions

Changes to the FPT_STM.1 Minimum None required changes to the time

time

FAU_GEN.2 User identity association
Hierarchical to No other components
Dependencies : FAU_GEN.1 Audit data generation
FIA_UID.1 Timing of identification
FAU_GEN.2.1 For audit events resulting from actions of identified users, the TSF shall be able to

associate each auditable event with the identity of the user that caused the event.

FAU_SAR.1 Audit review
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FAU_SAR.1.1

FAU_SAR.1.2

FAU_SAR.2

FAU_SAR.2.1

FAU_STG.1

FAU_STG.1.1

FAU_STG.1.2

FAU_STG.4(1)

FAU_STG.4.1(1)

Hierarchical to No other components

Dependencies : FAU_GEN.1 Audit data generation

The TSF shall provide [assignment: authorised users] with the capability to read
[assignment: list of audit information] from the audit records.

[assignment: authorised users]

UADMINISTRATOR

lassignment: list of audit information]

Table 6-1 I TEEERz

The TSF shall provide the audit records in a manner suitable for the user to interpret the

information.

Restricted audit review

Hierarchical to : No other components

Dependencies : FAU_SAR.1 Audit review

The TSF shall prohibit all users read access to the audit records, except those users that

have been granted explicit read-access.

Protected audit trail storage

Hierarchical to No other components

Dependencies : FAU_GEN.1 Audit data generation

The TSF shall protect the stored audit records in the audit trail from unauthorized
deletion.

The TSF shall be able to [selection, choose one of - prevent, detecfl unauthorised
modifications to the stored audit records in the audit trail.

[selection, choose one of prevent, detect]

prevent

Prevention of audit data loss

Hierarchical to FAU_STG.3 Action in case of possible audit data loss
Dependencies : FAU_STG.1 Protected audit trail storage

» o«

The TSF shall [selection, choose one of: “Ignore audited events”, “prevent audited events,
except those taken by the authorised user with special rights”, ‘overwrite the oldest
stored audit records’| and [assignment: other actions to be taken in case of audit storage
failurel if the audit trail is full (BEZFEBF IS HNC 72 0 JERFDBIED [ EEZEZEIE) IZRE
SNERE T, BEEAEBFITGH I % 0 7E 558,

[selection, choose one of: “ignore audited events”, “prevent audited events, except those

»

taken by the authorised user with special rights”, ‘overwrite the oldest stored audit
records’]
ignore audited events

[assignment: other actions to be taken in case of audit storage failure)

P g T DZAEI
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FAU_STG.4(2)

FAU_STG.4.1(2)

Prevention of audit data loss

Hierarchical to FAU_STG.3 Action in case of possible audit data loss
Dependencies : FAU_STG.1 Protected audit trail storage

» o«

The TSF shall [selection, choose one of: “Ignore audited events”, “prevent audited events,
except those taken by the authorised user with special rights”, ‘overwrite the oldest
stored audit records’| and [assignment: other actions to be taken in case of audit storage
failurel if the audit trail is full (BEZFEBF IS IHC 72 0 JERFDBIED [ LEZZFFA]) IZRE
SHERET, BEBABFPIRHIZ220 72 556,

[selection, choose one of: “ignore audited events”, “prevent audited events, except those

»

taken by the authorised user with special rights”, “overwrite the oldest stored audit
records’]
overwrite the oldest stored audit records

[assignment: other actions to be taken in case of audit storage failure)
nL

6.1.2. Class FCS: Cryptographic support

FCS_CKM.1

FCS_CKM.1.1

Cryptographic key generation

Hierarchical to - No other components.
Dependencies : [FCS_CKM.2 Cryptographic key distribution, or
FCS_COP.1 Cryptographic operation]
FCS_CKM.4 Cryptographic key destruction
The TSF shall generate cryptographic keys (cryptographic keys for HDD encryption)in

accordance with a specified cryptographic key generation algorithm [assignment:
cryptographic key generation algorithm] and specified cryptographic key sizes
[assignment: cryptographic key sizes] that meet the following: [assignment: list of
standards].

[assignment: cryptographic key generation algorithm]

refer to Table 6-2

[assignment: cryptographic key sizes]

refer to Table 6-2

[assignment: list of standards]

refer to Table 6-2

Table 6-2 Cryptographic key algorithm key size

list of standards

cryptographic key generation algorithm key sizes

a=J 2 )V E B SRR T a=#h3 /% HDD Kf584ER T VI Y X A - 256 bit

FCS_COP-1

Cryptographic operation

Hierarchical to : No other components

Dependencies : [FDP_ITC.1 Import of user data without security attributes, or
FDP_ITC.2 Import of user data with security attributes, or
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.FCS_COP.1.1

FCS_CKM.1 Cryptographic key generation]

FCS_CKM.4 Cryptographic key destruction
The TSF shall perform [assignment: list of cryptographic operations] in accordance with
a specified cryptographic algorithm [assignment: cryptographic algorithm] and
cryptographic key sizes [assignment: cryptographic key sizes] that meet the following:
[assignment: list of standards].
[assignment: list of cryptographic operations]
refer to Table 6-3
[assignment: cryptographic algorithml]
refer to Table 6-3
[assignment: cryptographic key sizes]
refer to Table 6-3
[assignment: list of standards]
refer to Table 6-3

Table 6-3 Cryptographic operations algorithm key size standards

Standard cryptographic key sizes cryptographic operations
algorithm
FIPS PUB197 AES - 256 bit HDD D551k

FDP_ACC.1(a)

FDP_ACC.1.1(a)

6.1.3. Class FDP: User Data protection

Subset access control

Hierarchical to No other components

FDP_ACF.1 Security attribute based access control

The TSF shall enforce the Common Access Control SFP in Table 17 (Access Control SFP
in Table 6-4, Table 6-5,Table 6-6, Table 6-7, Table 6-8, Table 6-9) on the list of users as

subjects, objects, and operations among subjects and objects covered by the Common

Dependencies

Access Control SFP in Table 17 (the list of users as subjects, objects, and operations

among subjects and objects covered by the Access Control SFP in Table 6-4,Table
6-5,Table 6-6,Table 6-7,Table 6-8 Table 6-9).

Table 6-4 Common Access Control SFP

Object Attribute Operation(s) Subject Subject Access control
Function Object Attribute rule
Attribute | Attribute

D.DOC +SCN User ID Delete U.NORMAL User ID User ID 28 —% 9~
+CPY D6 OB RAEE
+FAXOUT A2,
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D.FUNC

+PRT

Box Type
User ID

Delete

U.NORMAL

User ID

Box Type 23/X2 U
— RW§ 751k PDF
Ry 7 ZADEE,
User ID 28—
5 b O OHERAEE
AT 2,

Modify
Delete

U.NORMAL

User ID

Box Type 7253t

2 VT 4 ERY
7 AT Do,
NRAT — Rk
PDF Ay 27 AT

2 A User ID
DT HHLDOD
F AR T

%

o

Box Type
DOC
PASSWORD

Modify
Delete

U.NORMAL

DOC
PASSWORD

Box Type 23t %
2T 4 XER Y
7 ADLGET
DOC
PASSWORD 23—
BT 256 1 THYE
AT D,

+CPY
+SCN
+FAXOUT

User ID

Modify
Delete

U.NORMAL

User ID

User ID 28 —%&
D356 O BEE
A3 5,

+DSR
+FAXIN

Box Type
sBOX
PASSWORD

Delete

U.NORMAL

sBOX
PASSWORD

Box Type 235l
AEVZERY
AT sBOX
PASSWORD 73—
BT 556 1 THAE
ZEFRT D,

+DSR

Box Type
sBOX
PASSWORD

Modify
Delete

U.NORMAL

sBOX
PASSWORD

Box Type 287 7
AYT e Fun
—RyJ AT
sBOX
PASSWORD 75—
BT 558 T HE
ZEFRT D,

Table 6-5 PRT Access Control SFP

Object

Attribute

Function
Attribute

Object
Attribute

Operation(s)

Subject

Subject
Attribute

Access control rule

D.DOC

+PRT

Box Type
User ID

Read
Delete

U.NORMAL

User ID

Box Type 23tEF% =2V
T4 LERY 7 AT
WA, User ID 78—
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HT5E0DOLEESE
PRl 5,

Box Type Read
DOC Delete
PASSWORD

U.NORMAL

DOC
PASSWORD

Box Type 23tEF% =2V
TALER Y 7 ADY
412 DOC
PASSWORD 73 —%3"
RE redtet: (e i
%)

o

¥ Box Type (2%t L T DOC PASSWORD 72315 & T % 725 Box Type & 2895 Z & TRET 5,

Table 6-6 SCN Access Control SFP

Object Attribute Operation(s) Subject Subject Access control rule
Function Object Attribute
Attribute | Attribute
D.DOC +SCN User ID Read U.NORMAL | User ID User ID 3—EH7 5%
Modify D DI EE T
5o
Table 6-7 CPY Access Control SFP
Object Attribute Operation(s) Subject Subject Access control rule
Function Object Attribute
Attribute | Attribute
D.DOC +CPY User ID Read U.NORMAL | User ID User ID A—H% 2%
DD IHEAEAFFA T
5o
Table 6-8 FAX Access Control SFP
Object Attribute Operation(s) Subject Subject Access control rule
Function Object Attribute
Attribute | Attribute
D.DOC | + FAXIN Box Type Delete U.NORMAL sBOX PASSWORD | Box Type 33l A €
sBOX PASSWORD | Read VEZER Y 7 ZGEIT
sBOX PASSWORD 73
—ET 256 1B EE
A9 5,
+FAXOUT | User ID Read U.NORMAL User ID User ID 3 —#79 % %
Modify DO AT A
%,
Table 6-9 DSR Access Control SFP
Object Attribute Operation(s) Subject Subject Access control rule
Function Object Attribute
Attribute | Attribute
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D.DOC | +DSR Box Type Delete U.NORMAL sBOX PASSWORD | Box Type "7 7 AV
sBOX PASSWORD | Read VT e FUN—Ry
Modify A2 DA IZ sBOX
PASSWORD 28 —% 9"
DG E B ER T
Do
Delete U.NORMAL sBOX PASSWORD | Box Type »33fiffi] X &
Read UEER Y 7 ADGE
1Z sBOX PASSWORD
DT 256 IHRIE
YD,
FDP_ACC.1(b) Subset access control
Hierarchical to No other components
Dependencies FDP_ACF.1 Security attribute based access control
FDP_ACC.1.1(b) The TSF shall enforce the TOE Function Access Control SFP (TOE Function Access
Control SFP in Table 6-10) on users as subjects, TOE functions as objects, and the right
to use the functions as operations (the Iist of users as subjects, objects, and operations
among subjects and objects covered by the TOE Function Access Control SFP in Table
6-10).
Table 6-10 TOE Function Access Control SFP
Object Object Operation(s) Subject Subject Attribute Access control rule
(TOE Function) | Attribute
F.PRT Permission FAT U.NORMAL Allocation Role Subject ® Allocation
Role Role 7% Object @
Permission Role % & A/
TV 56, REDFELT
IS D,
F.SCN Permission FAT U.NORMAL Allocation Role Subject @ Allocation
Role Role 7% Object @
Permission Role % & A/
TS E. HREDFELT
it I AR
F.CPY Permission E1T U.NORMAL Allocation Role Subject ® Allocation
Role Role 7% Object ®
Permission Role =& A
TWL5aE. BEEDFET
I,
F.FAX Permission FAT U.NORMAL Allocation Role Subject @ Allocation
Role Role 7% Object @
Permission Role % & A
TV D56, WREDFELT
T D,
F.DSR Permission FAT U.NORMAL Allocation Role Subject @ Allocation
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Role Role 7% Object @
Permission Role % & A/
TWDIGE. BiEDFELT
A2,

FDP_ACF.1(a)

FDP _ACF.1.1(a)

FDP_ACF.1.2(a)

FDP_ACF.1.3(a)

FDP_ACF.1.4(a)

Security attribute based access control

Hierarchical to No other components
Dependencies : FDP_ACC.1 Subset access control

FMT_MSA.3 Static attribute initialisation
The TSF shall enforce the Common Access Control SFP in Table 17 (Access Control SFP
in Table 6-4,Table 6-5,Table 6-6,Table 6-7,Table 6-8, Table 6-9) to objects based on the
following:_the list of users as subjects and objects controlled under the Common Access
Control SFP in Table 17, and for each, the indicated security attributes in Table 17 (the
list of users as subjects and objects controlled under the Access Control SFP in Table
6-4,Table 6-5,Table 6-6,Table 6-7,Table 6-8, Table 6-9 and for each, the indicated security
attributes in Table 6-4, Table 6-5, Table 6-6, Table 6-7,Table 6-8,Table 6-9) .

The TSF shall enforce the following rules to determine if an operation among controlled

subjects and controlled objects is allowed: rules specified in the Common Access Control
SFEP in Table 17 governing access among controlled users as subjects and controlled
objects using controlled operations on controlled objects (rules specified in the Document
Access Control SFP in Table 6-4, Table 6-5, Table 6-6,Table 6-7,Table 6-8 Table 6-9

governing access among controlled users as subjects and controlled objects using

controlled operations on controlled objects) .
The TSF shall explicitly authorize access of subjects to objects based on the following
additional rules: [assignment: rules, based on security attributes, that explicitly
authorize access of subjects to objects].
lassignment: rules, based on security attributes, that explicitly authorize access of
subjects to objects]
» UADMINISTRATOR /39~ T» D.DOC, D.FUNC D735 A58
« +FAXIN DE #7507 ~XTD D.DOC, D.FUNC /ZZEH D FAX 5% F+ > t/L7
B EIzL VF#TH Delete 73 FJE
The TSF shall explicitly deny access of subjects to objects based on the [assignment:
rules, based on security attributes, that explicitly deny access of subjects to objects].
[assignment: rules, based on security attributes, that explicitly deny access of subjects to
objectsl.
- sSBOX PASSWORD D&t 7 3+ —ZE[# 55 1~3 WIZ 17 S B BEZ R E FgE /L IE DEH
MEIZE L BB SFN I I~DT 2 X EHEET S,
- DOC PASSWORD D75 T —Z/EH 75 1~38 IZ 1517 5 B HEZ RIE FTHE 20 IE DB
CELEGE, HFCF=2 )T A XE~NDT 7R ZHEET S,
* Box Type 73552 U — FigE(& PDF 3> 2 X DL, +PRT DEMHz# > D.FUNC ©
Modify ##%7 3,
- Box Type 73##| A Y RI5H > 2 X D&, +DSR,+FAXIN DEMH&#F> D.FUNC
D Modify #4575,
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FDP_ACF.1(b)

FDP _ACF.1.1(b)

FDP_ACF.1.2(b)

FDP_ACF.1.3(b)

FDP_ACF.1.4(b)

FDP_RIP1

FDP_RIP.1.1

Security attribute based access control

Hierarchical to No other components
Dependencies : FDP_ACC.1 Subset access control

FMT_MSA.3 Static attribute initialisation
The TSF shall enforce the TOE Function Access Control SFP (TOE Function Access
Control SFP in Table 6-10) to objects based on the following: users and [assignment:
list of TOF functions and the security attribute(s) used to determine the TOE Function
Access Control SFH.
[assignment: list of TOE functions and the security attribute(s) used to determine the
TOE Function Access Control SFP]
the list of users as subjects and objects controlled under the TOE Function Access
Control SFP in Table 6-10, and for each, the indicated security attributes in Table 6-10

The TSF shall enforce the following rules to determine if an operation among controlled

subjects and controlled objects is allowed: [selection: the user is explicitly authorized by
U ADMINISTRATOR to use a function, a user that is authorized to use the TOE is
automatically authorized to use the functions [assignment: list of functionsl,
[assignment: other conditionsl].

[selection: the user is explicitly authorized by U ADMINISTRATOR to use a function, a
user that is authorized to use the TOFE is automatically authorized to use the functions
[assignment: list of functions|, [assignment: other conditions]]

[assignment: other conditions]

Table 6-10

The TSF shall explicitly authorise access of subjects to objects based on the following
additional rules: the user acts (receives a fax document)in the role
U.ADMINISTRATOR: [assignment: other rules, based on security attributes, that
explicitly authorise access of subjects to objects).

lassignment: other rules, based on security attributes, that explicitly authorise access of
subjects to objectsl.

nL

The TSF shall explicitly deny access of subjects to objects based on the [assignment:
rules based on security attributes that explicitly deny access of subjects to objects].

The TSF shall explicitly deny access of subjects to objects based on the [assignment:
rules based on security attributes that explicitly deny access of subjects to objects].

zL

Subset residual information protection

Hierarchical to No other components

Dependencies : No dependencies

The TSF shall ensure that any previous information content of a resource is made
unavailable upon the [selection: allocation of the resource to, deallocation of the
resource from] the following objects: D.DOC, [assignment: Zist of objects].
[selection: allocation of the resource to, deallocation of the resource from]
deallocation of the resource from

[assignment: list of objects].
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2L

6.1.4. Class FIA: Identification and authentication

FIA_AFL.1

FIA_AFL.1.1

FIA_AFL.1.2

FIA_ATD.1

FIA_ATD.1.1

FIA_SOS.1(1)

Authentication failure handling

Hierarchical to No other components

Dependencies : FIA_UAU.1 Timing of authentication

The TSF shall detect when [selection: /assignment: positive integer number/, an

administrator configurable positive integer withinlassignment: range of acceptable

values/l unsuccessful authentication attempts occur related to [assignment: /ist of

authentication events).

[selection: /assignment: positive integer number], an administrator configurable positive

Integer within[assignment: range of acceptable values])

an administrator configurable positive integer within/[assignment: range of acceptable

values/

[assignment: range of acceptable values/

1~3

lassignment: list of authentication events

B N T — FIC I B

When the defined number of unsuccessful authentication attempts has been [selection:

met, surpassed], the TSF shall [assignment: ist of actions].

[selection: met, surpassed]

met, surpassed

[assignment: list of actions]

2o NI D — FIZ L BaRAEDIELIE

<BREEIFD =D DIRIE>

U BUILTIN_ADMINISTRATOR DRI DL E : TOE DEBNEEE1T 5, (BN E
PR FRAE DRI FRBRFFIRTRIE IZRIE X T B RER 2 FEE 1
JEBRABE R T P B, )

FhLH (U.USER_ADMINISTRATOR # &) D5 : FRAFELEWLEE TR

U ADMINISTRATOR = J: 3 7RFAFFRL[EI# D EEFE D ELT

User attribute definition

Hierarchical to : No other components

Dependencies : No dependencies

The TSF shall maintain the following list of security attributes belonging to individual
users: [assignment: Zist of security attributesl.

[assignment: list of security attributes).

User ID

Allocation Role

Role

Verification of secrets
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Hierarchical to No other components
Dependencies : No dependencies
FIA SOS.1.1(1)  The TSF shall provide a mechanism to verify that secrets (727 > /X 7 — I, E£F=V

7 XN X T — ) meet [assignment: a defined quality metricl.
[assignment: a defined quality metric]

- Hr#C  8HTLLE

« XFFE : 94 LFLL LD 56 ZHR AT5E

HA D FA—DXFEET TRERESR TR,

O BRI SHE, BRHEDEPFEEREINTHBEEIEELAR,

FIA_S08.1(2)  Verification of secrets

Hierarchical to No other components
Dependencies : No dependencies
FIA S0OS.1.1(2) The TSF shall provide a mechanism to verify that secrets (BE/Z — F) meet

[assignment: a defined quality metric].

[assignment: a defined quality metric]

- 2047

« XFFE : 83 LFL LD 56 BHRATHE

A @ F—DXFEN THBEIH TR,

@O FEFTSHE FEHEDEPREREIHTHSEELEELARL,

FIA_UAU.1 Timing of authentication

Hierarchical to No other components
Dependencies : FIA_UID.1 Timing of identification

FIA_UAU.1.1 The TSF shall allow [assignment: list of TSF-mediated actions that do not conflict with
access-controlled Functions of the TOE] on behalf of the user to be performed before the
user is authenticated.
lassignment: list of TSF-mediated actions that do not conflict with access-controlled
Functions of the TOE]
AMFRALIZ I 1T B 2 — F—FY T L R RE DR
Z 72 RZHE
TOE DRERER B L NEZTrEDRIE

FIA_UAU.1.2 The TSF shall require each user to be successfully authenticated before allowing any
other TSF-mediated actions on behalf of that user.

FIA_UAU.7 Protected authentication feedback

Hierarchical to No other components
Dependencies : FIA_UAU.1 Timing of authentication
FIA_UAU.7.1 The TSF shall provide only [assignment: Jist of feedback] to the user while the
authentication is in progress.
[assignment: list of feedback]
AL IREFET—5 1 IFHEIZ “*7 DIER
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FIA_UID.1

FIA_UID.1.1

FIA_UID.1.2

FIA_USB.1

FIA_USB.1.1

FIA_USB.1.2

FIA_USB.1.3

Timing of identification

Hierarchical to No other components

Dependencies : No dependencies

The TSF shall allow [assignment: /ist of TSF-mediated actions that do not conflict with
access-controlled Functions of the TOE) on behalf of the user to be performed before the
user is identified.

[assignment: list of TSF-mediated actions that do not conflict with access-controlled
Functions of the TOE]

BRI I5 1T B2 — F—FFIE L S RE DR

Z 72 AEE

TOE DR EERER 5 S VFAFAEDRIE

The TSF shall require each user to be successfully identified before allowing any other

TSF-mediated actions on behalf of that user.

User-subject binding

Hierarchical to : No other components

Dependencies : FIA_ATD.1 User attribute definition

The TSF shall associate the following user security attributes with subjects acting on the
behalf of that user: [assignment: ist of user security attributes].

lassignment: list of user security attributes).

User ID

Allocation Role

Role

The TSF shall enforce the following rules on the initial association of user security
attributes with the subjects acting on behalf of users: [assignment: rules for the initial
association of attributes).

[assignment: rules for the initial association of attributes]

zL

The TSF shall enforce the following rules governing changes to the user security
attributes with the subjects acting on behalf of users: [assignment: rules for the changing
of attributes).

[assignment: rules for the changing of attributes)

nL

6.1.5. Class FMT: Security management

FMT_MOF.1

FMT_MOF.1.1

Management of security functions behaviour

Hierarchical to No other components
Dependencies : FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions
The TSF shall restrict the ability to [selection: determine the behaviour of,
disable, enable, modify the behaviour off the functions [assignment: /st of

functions) to [assignment: the authorised identified rolesl.
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[selection: determine the behaviour of, disable, enable, modify the behaviour of]

modify the behaviour of
[assignment: list of functions]

s EF =2 VT BIERE

o 2 — PRI RE

« HDD 7— % _| & & pyrint
- ErE o JHEEE

< BT ¥ R AHEE

[assignment: the authorised identified roles].

U.ADMINISTRATOR

FMT_MSA.1(a)

Hierarchical to

Dependencies

Management of security attributes

No other components

[FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT MSA.1.1(a)

The TSF shall enforce the Common Access Control SFP in Table 17 (Access Control SFP in

Table 6-4, Table 6-5,Table 6-6, Table 6-7, Table 6-8,and Table 6-9),[assignment: access
control SFP(s), information flow control SFP(s)l to restrict the ability to [selection:

change_default, query, modify; delete, [assignment: other operations]] the security

attributes [assignment: list of security attributesl to [assignment: the authorized

Identified rolesl.

[assignment: access control SFP(s), information flow control SFP(s)]

2L

[selection: change default, query, modify, delete, [assignment: other operations]]

Refer to Table 6-11,Table 6-12

[assignment: list of security attributes)

Refer to Table 6-11,Table 6-12

[assignment: the authorized identified roles)

Refer to Table 6-11,Table 6-12

Table 6-11 Management of Object Security Attribute

Access Control SFP Object Security Authorized Identified Operations
Attribute Roles

Common Access Control SFP | User ID Nobody Any operation

PRT Access Control SFP

SCN Access Control SFP

CPY Access Control SFP

FAX Access Control SFP

FAX Access Control SFP Box Type U.ADMINISTRATOR Box Type 7235 X € U 5215

sBOX PASSWORD Ay 7 2D AEIZ sBOX

PASSWORD @
Modify
Delete

Copyright ©2017-2018 KONICA MINOLTA, INC., All Rights Reserved

49/76




bizhub 368e/bizhub 308e/ineo 368elineo 308e EFz//7rF—5 vk

PRT Access Control SFP DOC PASSWORD Nobody Any operation
DSR Access Control SFP Box Type U.ADMINISTRATOR Box Type W77 A U7 -
sBOX PASSWORD FUNR=Ry 7 ZADHEIT
sBOX PASSWORD ®
Modify
Delete
Box Type U.ADMINISTRATOR Box Type 235 A €V 5%AfF
sBOX PASSWORD Ry 7 A0 E1C sBOX
PASSWORD @
Modify
Delete
Table 6-12 Management of Subject Security Attribute
Access Control SFP Subject Security Authorized Identified Roles Operations
Attribute
Common Access Control SFP | User ID U.ADMINISTRATOR Create
PRT Access Control SFP Delete
SCN Access Control SFP Modify
CPY Access Control SFP — R A5 1R
FAX Access Control SFP fiRBR
DSR Access Control SFP
PRT Access Control SFP DOC Nobody Any operation
PASSWORD
FAX Access Control SFP sBOX Nobody Any operation
DSR Access Control SFP PASSWORD

% sBOX PASSWORD (% U.ADMINISTRATOR »3# &3 5. DOC PASSWORD (F#/EFE N AT G&

E) %,

FMT_MSA.1(b)

FMT MSA.1.1(0)

Management of security attributes

Hierarchical to No other components

[FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]

FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

The TSF shall enforce the TOE Function Access Control SFP, [assignment: access

control SFP(s), information flow control SFP(s)| to restrict the ability to [selection:

Dependencies

change_default, query, modify; delete, [assignment: other operations/l the security
attributes [assignment: list of security attributes| to lassignment: the authorised
Iidentified roles).

[assignment: access control SFP(s), information flow control SFP(s)]

nL

[selection: change default, query, modify, delete, [assignment: other operations/)

Refer to Table 6-13, Table 6-14

lassignment: list of security attributes

Refer to Table 6-13, Table 6-14
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[assignment: the authorised identified roles]
Refer to Table 6-13, Table 6-14

Table 6-13 Management of Subject Security Attribute

Access Control SFP Subject Security Authorized Identified Roles Operations
Attribute
TOE Function Access Allocation Role U.ADMINISTRATOR Delete
Control SFP Modify

Table 6-14 Management of Object Security Attribute

Access Control SFP Object Security Authorized Identified Roles Operations
Attribute
TOE Function Access Permission Role Nobody Any operation

Control SFP

FMT_MSA.3(a)

FMT_MSA.3.1(a)

FMT _MSA.3.2(a)

Static attribute initialisation
Hierarchical t No other components
Dependencies: FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles
The TSF shall enforce the Common Access Control SFP in Table 17 (Access Control SFP
in Table 6-4,Table 6-5,Table 6-6,Table 6-7,Table 6-8,Table 6-9), assignment: access

control SFP, information flow control SFH to provide [selection, choose one of:

restrictive, permissive, [assignment: other property/l default values for security
attributes that are used to enforce the SFP.

[assignment: access control SFP, information flow control SFH

zL

[selection, choose one of: restrictive, permissive, [assignment: other property/ default
values for security attributes that are used to enforce the SFP.

[assignment: other property]

refer to Table 6-15

The TSF shall allow the [assignment: the authorized identified roles] to specify
alternative initial values to override the default values when an object or information is
created.

[assignment: the authorized identified roles)

nobody

Table 6-15 Characteristics Static Attribute Initialization

Access Object Function Object Default values for Object
Control Attribute | Attribute Security Attribute
SFP
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Common D.DOC +SCN User ID User ID of UUNORMAL who
Access +CPY created the left Object
Control +FAXOUT
SFP D.FUNC | +PRT User ID User ID of UUNORMAL who
+CPY created the left Object
+SCN
+FAXOUT
+DSR Box Type | sBOX PASSWORD FT 2 NORFENT 7 AY
+FAXIN VT e U=y A i A
TUVZER Y 7 200 Fn0H
Ay Y%K v 7 A0 Box Type &
sBOX PASSWORD
PRT Access | D.DOC +PRT Box Type | User ID NAY — REES{L PDF IC X 54
Control D.FUNC 7Y =7 MDA, Box Type I
SFP NAY — Rt PDF Ry 2
A, WFE& TV v M LB ATV
=7 FOHE . Box Type 178
&TV U bRy T A,
User ID 137U v F&34T LT
U.NORMAL @ User ID
DOC PASSWORD ATVl "X )T 4 HE
DA, Box Type ldEF =V T «
AR v 7 2, DOC PASSWORD
T4 7TV =7 NOERKRFFICAT X
NIRRT — R
SCN Access | D.DOC +SCN User ID User ID of UUNORMAL who
Control created the left Object
SFP
CPY Access | D.DOC +CPY User ID User ID of UNORMAL who
Control created the left Object
SFP
FAX Access | D.DOC +FAXOUT | User ID User ID of UUNORMAL who
Control created the left Object
SFP +FAXIN Box Type | sBOX PASSWORD FTV 7 SORELDR Y 7 A
(EH ATV ZERY 7 X)) ©
Box Type & sBOX PASSWORD
DSR Access | D.DOC +DSR Box Type | sBOX PASSWORD FTV 7 NORAFIRDOR v 7R
Control (A VT FonN—FRy 7
SFP AFETLRE AT Y ZER Y 2

A) @ Box Type & sBOX
PASSWORD

*Function Attribute (347 V=7 FEART A8 (V2 b, AF ¥ R d) e LTHEENS =
ORIFFICEEM 5 SN D Z L iden,
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FMT_MSA.3(b) Static attribute initialisation

Hierarchical to No other components
Dependencies: : FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles
FMT _MSA.3.1(b) The TSF shall enforce the TOE Function Access Control Policy (TOE Function

Access Control SFP), [assignment: access control SFP information flow control

SFA to provide [selection, choose one of: restrictive, permissive, lassignment:
other property/l default values for security attributes that are used to enforce
the SFP.
[assignment: access control SFP, information flow control SFP
zL
[selection, choose one of: restrictive, permissive, [assignment: other property]]
[assignment: other propertyll
Refer to Table 6-16

FMT_MSA.3.2(b) The TSF shall allow the [assignment: the authorized identified roles| to specify
alternative initial values to override the default values when an object or
information is created.
[assignment: the authorized identified roles)

nobody

Table 6-16 Characteristics Static Attribute Initialization

Object Object Characteristics which restricts access only to Subject which any
(TOE Function) | Attribute of the following attributes

F.PRT Permission Role Print Role

F.SCN Permission Role Scan Role

F.CPY Permission Role Copy Role

F.FAX Permission Role Fax Role

F.DSR Permission Role DSR Role

FMT MTD.1 Management of TSF Data

Hierarchical to No other components
Dependencies: : FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MTD.1.1(a)  The TSF shall restrict the ability to [selection: change default, query, modify; delete,

clear, [assignment: other operations/l the [assignment: list of TSF Datal to [selection,

choose one of: Nobody, [selection: U.ADMINISTRATOR, [assignment: the authorized

identified roles except U NORMALI]].

[selection: change default, query, modify; delete, clear, [assignment: other operations/]

refer to Table 6-17

[assignment: other operations/

refer to Table 6-17

[assignment: /st of TSF Datal

refer to Table 6-17

[selection, choose one of: Nobody, [selection: U.ADMINISTRATOR, [assignment: the
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authorized identified roles except U NORMAI]]
refer to Table 6-17
FMT_MTD.1.1(b)  The TSF shall restrict the ability to [selection: change_default, query, modify; delete,
clear, [assignment: other operations/] the [assignment: list of TSF Data associated with
a U NORMAL or TSF Data associated with documents or jobs owned by a U NORMAI)
to [selection, choose one of: Nobody, [selection: U ADMINISTRATOR, the U NORMAL
to whom such TSF Data are associated).

[selection: change default, query, modify; delete, clear, [assignment: other operations/]

refer to Table 6-18
lassignment: list of TSF Data associated with a U NORMAL or TSF Data associated
with documents or jobs owned by a U NORMAL]
refer to Table 6-18

[selection, choose one of: Nobody, [selection: U.ADMINISTRATOR, the U NORMAL to
whom such TSF Data are associated]]
refer to Table 6-18

Table 6-17 Operation of TSF Data

TSF Data Authorized Identification Roles Operations
U.BUILTIN_ADMINISTRATOR ® = 7 1 > »% | U.BUILTIN_ADMINISTRATOR Modify
AT — R
ok — R U.ADMINISTRATOR RIE

Modify
IRFZI 1 U.ADMINISTRATOR Modify
F—FVU &y MR U.ADMINISTRATOR Modify
HEhm 77 o S REfE U.ADMINISTRATOR Modify
FRFIE S [ B B U.ADMINISTRATOR Modify
FRRERE % (U.BUILTIN_ADMINISTRATOR | U.ADMINISTRATOR Clear
LISt)
RAY — FAR—E B E U.ADMINISTRATOR Modify
INAY — RAR—E[EHK U.ADMINISTRATOR Clear
INAT — FHLK U.ADMINISTRATOR Modify
MR Y — N —FRRERR E T — & U.ADMINISTRATOR Bk
Modify
PR FRRE O B RS (iR briRe ] U.ADMINISTRATOR Modify
Xy NI — T RE U.ADMINISTRATOR Bk
Modify
RIE 50 ERRE U.ADMINISTRATOR Bk
Modify
Table 6-18 Operation of TSF Data
TSF Data Authorized Identification Roles Operations
UNORMAL ® 1t 7' A /AT — R U.ADMINISTRATOR e
U.ADMINISTRATOR Modify
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YL AT — RIZBIENHT i
—#'— (U.NORMAL)

Role U.ADMINISTRATOR U.USER_ADMINISTRATOR
Dt 53 L UHIBR
FMT_SMF.1 Specification of Management Functions
Hierarchical to No other components
Dependencies: : No dependencies
FMT_SMF.1.1 The TSF shall be capable of performing the following management functions:
[assignment: list of management functions to be provided by the TSH.
[assignment: list of management functions to be provided by the TSF]
refer to Table 6-19
Table 6-19 list of management functions
management functions
U.ADMINISTRATOR (2 L Bt ¥ = U 7 ¢ 58L& O & BFEHE
U.ADMINISTRATOR T & % == — ¥ —GRAEEE AR O FREERE
U.ADMINISTRATOR 2 & % HDD 7 — # L# X HIEREERE O B E b AE
U.ADMINISTRATOR 2 X % B4 v 7 & PibkaeE
U.ADMINISTRATOR IZ & % @5 #H T ¥ 1 /L& Bk
U.ADMINISTRATOR (Z & % = —% — & ik RE
U.ADMINISTRATOR (Z & 5 UNORMAL = —%—ID O —Ff|HE I - fERIERE

U.ADMINISTRATOR (= & % UNORMAL O & 7 A L /8 AT — R DRGSR - 25T HghRE
UNORMAL (2 L2 HEH DB J' A /82T — RO FHERE
U.BUILTIN_ADMINISTRATOR IZ LD HE D1 7 A /82T — RO H R
U.ADMINISTRATOR (Z & DI BAL T — RORRIE - 25 HHEAE
U.ADMINISTRATOR (= & % BrZ) 1f5 2 oD 25 F R AE
U.ADMINISTRATOR (2 £ 54— kUt v MHFE DL FEHEAE
U.ADMINISTRATOR 2 L 5 HEhw 77 v R O 4 T FERE
U.ADMINISTRATOR I X % §8GEIR 15k il o> 28 T he
U.ADMINISTRATOR (Z & B 4MBY — /S —BFERE T — & DGR - 28 LHEHE
U.ADMINISTRATOR (Z & % & PR FRFIE OO B FEE 1 fig b iRe ] oD 258 TE B RE
U.ADMINISTRATOR IZ & A /82 U — KRR —E B8 0> 14 EHhE
U.ADMINISTRATOR (2 X % /82 U — R R—E a3k B 02 FHkhE
U.ADMINISTRATOR IZ L 5 #BGERMEEL (EFHEE LS O LR
U.ADMINISTRATOR (T & % /32 U — FHFIZES HRERE
U.ADMINISTRATOR IZ L %% v b U — 7 3% TE DGk - 25 EHERE
U.ADMINISTRATOR (T & % 3%{5 568 56 0 %k - 25 SEHERE
U.ADMINISTRATOR (2
DB PHSAE

U.ADMINISTRATOR IC L 2% 7 V=7 X a VT ¢ B (= —V—FHERERIC L 2EHOIS,

D—REF A 1L - fi#BR, sBOX PASSWORD, DOC PASSWORD % r<) D& FkRE

U.ADMINISTRATOR IZ & % Role (U.BUILTIN_ADMINISTRATOR @ Role Z&<) & HE

b
AE

o472 X2 T 4 @M (User ID, BoxType, DOC PASSWORD % (&< )

2—H—ID
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FMT_SMR.1

FMT_SMR.1.1

FMT_SMR.1.2

Security roles

Hierarchical to No other components

Dependencies: : FIA_UID.1 Timing of identification

The TSF shall maintain the roles U.ADMINISTRATOR, U.NORMAL, [selection:
Nobody, lassignment: the authorised identified roles)).

[selection: Nobody, lassignment: the authorised identified rolesl]

Nobody

The TSF shall be able to associate users with roles, except for the role “Nobody” to which

no user shall be associated.

6.1.6. Class FPT: Protection of the TSF

FPT_FDI_EXP.1

FPT_FDI_EXP.1.1

FPT_STM.1

FPT_STM.1.1

FPT_TST.1

FPT_TST.1.1

FPT_TST.1.2

Restricted forwarding of data to external interfaces

Hierarchical to No other components

Dependencies: : FMT_SMF.1 Specification of Management Functions
FMT_SMR.1 Security roles

The TSF shall provide the capability to restrict data received on any external Interface

from being forwarded without further processing by the TSF to any Shared-medium

Interface.

Reliable time stamps
Hierarchical to No other components
Dependencies: : No dependencies

TSF shall be able to provide reliable time stamps.

TSF testing
Hierarchical to No other components
Dependencies: : No dependencies

The TSF shall run a suite of self tests [selection: during initial start-up, periodically
during normal operation, at the request of the authorised user, at the conditions
[assignment: conditions under which self test should occurll to demonstrate the correct
operation of [selection: [assignment: parts of TSFl, the TSH.

[selection: during initial start-up, periodically during normal operation, at the request
of the authorised user, at the conditions [assignment: conditions under which self test
should occurl]

during initial start-up

[selection: [assignment: parts of TSF, the TSF

[assignment: parts of TSF]

HDD i 5-{L#¥5E

TSF #f7=—F

The TSF shall provide authorised users with the capability to verify the integrity of
[selection: [assignment: parts of TSF, TSF Datal.
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[selection: [assignment: parts of TSF, TSF Datal.
[assignment: parts of TSF]
BEED—F
FPT _TST.1.3 The TSF shall provide authorised users with the capability to verify the integrity of
stored T'SF executable code.

6.1.7. Class FTA: TOE access

FTA_SSL.3 TSF-initiated termination
Hierarchical to No other components
Dependencies: : No dependencies
FTA_SSL.3.1 The TSF shall terminate an interactive session after a [assignment: time

interval of user inactivityl.
[assignment: time interval of user inactivityl
c BRIENFADEE, F— PVt MERIIZE o TRESIH S
« Web Connection D&, B2 7D FERIIZE > THRE I LSRR
+ Data Administrator D45, 60 %
« TYLH FFAN—, T7 I RADEE, IaFgt g AR
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6.1.8. Class FTP: Trusted path/channels

FTP_ITC.1 Inter-TSF trusted channel
Hierarchical to No other components
Dependencies: : No dependencies
FTP_ITC.1.1 The TSF shall provide a communication channel between itself and another trusted IT

product that is logically distinct from other communication channels and provides
assured identification of its end points and protection of the communicated data from
modification or disclosure.

FTP_ITC.1.2 The TSF shall permit the TSF, another trusted IT product to initiate communication
via the trusted channel.

FTP_ITC.1.3 The TSF shall initiate communication via the trusted channel for communication of
D.DOC, D.FUNC, D.PROT, and D.CONF over any Shared-medium Interface.

6.2. Security assurance requirements

Table 6-20 lists the security assurance requirements for 2600.2-PP, Protection Profile for
Hardcopy Devices, Operational Environment B, and related SFR packages, EAL 2 augmented by

ALC_FLR.2.
Table 6-20 IEEE 2600.2 Security Assurance Requirements

Assurance class Assurance components

ADV: Development ADV_ARC.1 Security architecture description
ADV_FSP.2 Security-enforcing functional specification
ADV_TDS.1 Basic design

AGD: Guidance documents AGD_OPE.1 Operational user guidance
AGD_PRE.1 Preparative procedures

ALC: Life-cycle support ALC_CMC.2 Use of a CM system

ALC_CMS.2 Parts of the TOE CM coverage

ALC_DEL.1 Delivery procedures

ALC_FLR.2 Flaw reporting procedures (augmentation of EAL2)

ASE: Security Target evaluation | ASE_CCL.1 Conformance claims

ASE_ECD.1 Extended components definition

ASE_INT.1 ST introduction

ASE_OBJ.2 Security objectives

ASE_REQ.2 Derived security requirements

ASE_SPD.1 Security problem definition

ASE_TSS.1 TOE summary specification

ATE: Tests ATE_COV.1 Evidence of coverage

ATE_FUN.1 Functional testing

ATE_IND.2 Independent testing—sample

AVA: Vulnerability assessment AVA_VAN.2 Vulnerability analysis
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6.3. Security requirements rationale
6.3.1. Common security requirements rationale (SFR Package included)
Table 6-21 and Table 6-22 demonstrate the completeness and sufficiency of SFRs that fulfill
the objectives of the TOE. Bold typeface items provide principal (P) fulfillment of the objectives,

and normal typeface items provide supporting (S) fulfillment.

Table 6-21 Completeness of security requirements

Objectives
= Sl1© | |© |© |2 |2 |©° © | 0o
w O |l= |~ =
o ol | = 8 8 % 5 8 Dé %
a1 21zZ2 |9 |z |z B |8 |2|€E|®T
o clz |Z |2 |z |z |2 |3 = | =
SFRs 'o > 1° [° |° |° |S Z | = ==
= = | > & )
@ | 5|E |& |2 |& |E |8 | Q|2
5= |® s |8 |E = = |
] :3> = U
N Z, —
= > =
g | O
FAU_GEN.1 P
FAU_GEN.2 P
FAU_SAR.1 P
FAU_SAR.2 P
FAU_STG.1 P
FAU_STG.4(1) P
FAU_STG.4(2) P
FCS_CKM.1 P
FCS_COP.1 P
FDP_ACC.1(a) P P P
FDP_ACC.1(b) P
FDP_ACF.1(a) S S S
FDP_ACF.1(b) S
FDP_RIP.1 P
FIA_AFL.1 S S
FIA_ATD.1 S
FIA_S0S.1(1) S S S S S
FIA_S0S.1(2) S
FIA UAU.1 P P
FIA UAU.7 S S
FIA_UID.1 S S S S S S P P S S
FIA_USB.1 P
FMT_MOF.1 S S S S S S S S S S
FMT_MSA.1(a) S S S P P P
FMT_MSA.1(b) P S
FMT_MSA.3(a) S S S
FMT_MSA.3(b) S
FMT _MTD.1 P P P S
FMT_SMF.1 S S S S S S S S S S
FMT_SMR.1 S S S S S S S S
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Objectives
o °Sl1e o | o o © |© |9 o | 9o
) g | = g Q Q = W
&) olc |= |& |8 G 5 ) Dé 5
Q Q| =z (@) Z Z, = = 3 O | o
Z, z|Q |2 |= |72 |7 |5 < = | a
o clz |Z |z |z |z |2 |5 = | =
SFRs ‘o > © |C> © © S (D; =< O é
= | S| |2l |2l |2 |23
5= |2 |5 |8 = s | =|°
N |z |2 °
= > =
= W)
FPT_FDI_EXP.1 P
FPT_STM.1 S
FPT_TST.1 P
FTA_SSL.3 P P
FTP_ITC.1 P P P P P

Table 6-22 Sufficiency of security requirements

Objectives Description SFRs Purpose

0.DOC.NO_DIS, Protection of User FDP_ACC.1(a) Enforces protection by establishing an
O.DOC.NO_ALT, Data from access control policy.

O.FUNC.NO_ALT unauthorized FDP_ACF.1(a) Supports access control policy by

alteration

disclosure or

providing access control function.

FIA_UID.1 Supports access control and security
roles by requiring user identification.
FMT_MOF.1 Supports protection by management of

security functions behavior.

FMT_MSA.1(a)

Supports access control function by

enforcing control of security attributes.

FMT_MSA.3(a)

Supports access control function by
enforcing control of security attribute

defaults.

FMT_SMF.1 Supports control of security attributes
by requiring functions to control
attributes.

FMT_SMR.1 Supports control of security attributes
by requiring security roles.

FTP_ITC.1 Enforces protection by requiring the

use of trusted channels for
communication of data over

Shared-medium Interfaces.

FIA_SOS.1(1)

Supports authorization by requiring by

specification of secrets.
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0.DOC.NO_DIS Protection of User FDP_RIP1 Enforces protection by making residual
Document Data data unavailable.
from unauthorized
disclosure

O.PROT.NO_ALT Protection of TSF FIA_UID.1 Supports access control and security
Data from roles by requiring user identification.
unauthorized FMT_MOF.1 Supports protection by management of
alteration security functions behavior.

FMT_MSA.1(a)

Enforces protection by control of
security attributes by enforcing control

of security attributes.

FMT _MSA.1(b)

Enforces protection by control of
security attributes by enforcing control

of security attributes.

FMT_MTD.1

Enforces protection by restricting

access.

FMT_SMF.1

Supports control of security attributes
by requiring functions to control

attributes.

FMT_SMR.1

Supports control of security attributes

by requiring security roles.

FTP_ITC.1

Enforces protection by requiring the
use of trusted channels for
communication of data over

Shared-medium Interfaces.

0O.CONF.NO_DIS,
O.CONF.NO_ALT

Protection of TSF
Data from
unauthorized
disclosure or

alteration

FIA_UID.1

Supports access control and security

roles by requiring user identification.

FMT_MOF.1

Supports protection by management of

security functions behavior.

FMT_MSA.1(a)

Enforces protection by control of
security attributes by enforcing control

of security attributes.

FMT_MTD.1 Enforces protection by restricting
access.

FMT_SMF.1 Supports control of security attributes
by requiring functions to control
attributes.

FMT_SMR.1 Supports control of security attributes
by requiring security roles.

FTP_ITC.1 Enforces protection by requiring the

use of trusted channels for
communication of data over

Shared-medium Interfaces.

O.USER_AUTHORIZED

Authorization of
Normal Users and

Administrators to

FDP_ACC.1(b)

Enforces authorization by establishing

an access control policy.

FDP_ACF.1(b)

Supports access control policy by
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use the TOE

providing access control function.

FIA_AFL.1 Supports authorization by requiring
access control.
FIA_ATD.1 Supports authorization by associating

security attributes with users.

FIA_SO0S.1(1)

Supports authorization by requiring by

specification of secrets.

FIA _UAU.1 Enforces authorization by requiring
user authentication.

FIA_UAU.7 Supports authorization by requiring
user authentication.

FIA _UID.1 Enforces authorization by requiring
user identification.

FIA_USB.1 Enforces authorization by
distinguishing subject security
attributes associated with user roles.

FMT _MOF.1 Supports protection by management of

security functions behavior.

FMT_MSA.1(b)

Supports access control function by

enforcing control of security attributes.

FMT_MSA.3(b)

Supports access control function by
enforcing control of security attribute
defaults.

FMT_SMF.1 Supports control of security attributes
by requiring functions to control
attributes.

FMT_SMR.1 Supports authorization by requiring
security roles.

FTA_SSL.3 Enforces authorization by terminating
inactive sessions.

O.INTERFACE.MANAGED | Management of FIA_AFL.1 Supports authorization by requiring

external interfaces

access control.

FIA_SOS.1(1)

Supports authorization by requiring by

specification of secrets.

FIA_UAU.1 Enforces management of external
interfaces by requiring user
authentication.

FIA_UAU.7 Supports authorization by requiring
user authentication

FIA_UID.1 Enforces management of external
interfaces by requiring user
identification.

FMT_MOF.1 Supports protection by management of
security functions behavior.

FMT_SMF.1 Supports control of security attributes

by requiring functions to control
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attributes.

FPT_FDI_EXP.1

Enforces management of external
interfaces by requiring (as needed)
administrator control of data
transmission from external Interfaces

to Shared-medium Interfaces.

FTA_SSL.3 Enforces management of external
interfaces by terminating inactive
sessions.

O.SOFTWARE.VERIFIED | Verification of FPT_TST.1 Enforces verification of software by
software integrity requiring self-tests.
O.AUDIT.LOGGED Logging and FAU_GEN.1 Enforces audit policies by requiring
authorized access to logging of relevant events.
audit events FAU_GEN.2 Enforces audit policies by requiring
logging of information associated with
audited events.

FAU_SAR.1 Enforces audit policies by providing
security audit record.

FAU_SAR.2 Enforces audit policies by restricting
reading of security audit records.

FAU_STG.1 Enforces audit policies by protecting

from unauthorised deletion and/or

modification.

FAU_STG.4(1)

Enforces audit policies by preventing

audit data loss.

FAU_STG.4(2)

Enforces audit policies by preventing

audit data loss.

FIA_UID.1 Supports audit policies by associating
user identity with events.

FMT_MOF.1 Supports protection by management of
security functions behavior.

FMT_SMF.1 Supports control of security attributes
by requiring functions to control
attributes.

FPT _STM.1 Supports audit policies by requiring
time stamps associated with events.

O.HDD.CRYPTO The encryption of | FCS_CKM.1 A AR
data FCS_COP.1 %51k

FIA_S0S.1(2)

Hg%%m% Lt fgé?»——y @%g%*ﬁéﬂz
T,

FIA_UID.1 Supports protection by requiring user
identification.

FMT _MOF.1 Supports protection by management of
security functions behavior.

FMT _MTD.1 Supports protection by restricting

access.
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FMT_SMF.1 Supports control of security attributes
by requiring functions to control
attributes.

FMT_SMR.1 Supports authorization by requiring
security roles.

6.3.1.1. The dependencies of security requirements

X2 U T A HEREEM R = POKFRERE TRIST T, CC /3= 2 THIE S D IRFME
72 SRV E L TR ST IR T 2 AFBIFR ) OMICZ DHH 25k 5,

Table 6-23 The dependencies of security requirements

A ST DHEREE 4 CC/8— k2 N
S R—% s h DRI A ST 26 1+ B1&EREF

FAU_GEN.1 FPT_STM.1 FPT_STM.1

FAU_GEN.1 FAU_GEN.1
FAU_GEN.2 FIA_UID.1 FIA_UID.1
FAU_SAR.1 FAU_GEN.1 FAU_GEN.1
FAU_SAR.2 FAU_SAR.1 FAU_SAR.1
FAU_STG.1 FAU_GEN.1 FAU_GEN.1
FAU_STG.4(1) FAU_STG.1 FAU_STG.1
FAU_STG.4(2) FAU_STG.1 FAU_STG.1

[FCS_CKM.2 or FCS_COP.1] | FCS_COP.1

FCS_CKM.4

<FCS_CKM.4 ## M L7V B >
- 58T HDD 07 — % 25k T 57 dIcEAT 5
HOTHY, EIR ONRIZAERIND, ARSI L7z

FOS_CKM.1 FRE A U ISR S B 8, MAHEC T 2 & 2 5 Ah
AVHE T 2 —RAERAELTELT, EHARKICE VT
AEY~OYET 7 BARFIRIND Z LD, HELY
EIET B MBI,
[FDP_ITC.1 or FDP_ITC.2 FCS_CKM.1
or FCS_CKM.1] <FCS_CKM.4 A M L7V >
FCS_CKM.4 - B 58X HDD OF — % 2K B{b$ 5= fEfT 5
FCS COP.1 LOTHY, EIRON H#ﬁ:‘ékﬁfcffﬂéo AR ST 8T
- HR AT VTSN D D, YT 7 & 23 59050
AVHE T 2 —RAERAALTELT, EHARKICE VT
AEY~OYET 7B ARFIRIND Z LD, HELY
EIET B MBI,
FDP_ACC.1(a) FDP_ACF.1 FDP_ACF.1(a)
FDP_ACC.1(b) FDP_ACF.1 FDP_ACF.1(b)
FDP_ACC.1 FDP_ACC.1(a)
FDP_ACF.1(a) FMT MSA.3 FMT _MSA.3(a)
FDP_ACC.1 FDP_ACC.1(b)
FDP_ACF.1(b) FMT_MSA.3 FMT_MSA.3(b)
FDP_RIP.1 2L L
FIA_AFL.1 FIA_UAU.1 FIA_UAU.1
FIA_ATD.1 2L L
FIA_SO8S.1(1) 2L 2L
FIA_S0S.1(2) 2L L
FIA_UAU.1 FIA_UID.1 FIA_UID.1
FIA_UAU.7 FIA_UAU.1 FIA_UAU.1
FIA_UID.1 7oL 7oL
FIA_USB.1 FIA_ATD.1 FIA_ATD.1
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A ST DHEEE 4 CC/—F 2
. T8I %
S Ug— b Dk A ST =817 S icFFBitR

FMT_SMR.1 FMT_SMR.1

FMT_MOF.1 FMT_SMF.1 FMT_SMF.1
[FDP_ACC.1 orFDP_IFC.1] | FDP_ACC.1(a)

FMT MSA.1(a) | FMT_SMR.1 FMT_SMR.1
FMT_SMF.1 FMT_SMF.1
[FDP_ACC.1 orFDP_IFC.1] | FDP_ACC.1(b)

FMT MSA.1b) | FMT_SMR.1 FMT SMR.1
FMT SMF.1 FMT SMF.1
FMT MSA.1 FMT MSA.1(a)

FMT_MSA.3(a) FMT SMR.1 FMT SMR.1
FMT MSA.1 FMT MSA.1(0)

FMT_MSA.3(0b) FMT SMR.1 FMT SMR.1
FMT _SMR.1 FMT _SMR.1

FMT_MTD.1 FMT SMF.1 FMT SMF.1

FMT SMF.1 e L el

FMT SMR.1 FIA_UID.1 FIA_UID.1

FPT_STM.1 7oL AL

FPT _TST.1 2L 2L

FTA SSL.3 2L 2L

FTP_ITC.1 L L
FMT_SMF.1 FMT_SMF.1

FPT_FDLEXP.1 | o oMR 1 FMT_SMR.1

6.3.2. Security assurance requirements rationale

This Protection Profile has been developed for Hardcopy Devices to be used in commercial
information processing environments that require a moderate level of document security,
network security, and security assurance. The TOE will be exposed to only a low level of risk
because it is assumed that the TOE will be located in a restricted or monitored environment that
provides almost constant protection from unauthorized and unmanaged access to the TOE and
its data interfaces. Agents cannot physically access any nonvolatile storage without
disassembling the TOE except for removable nonvolatile storage devices, where protection of
User and TSF Data are provided when such devices are removed from the TOE environment.
Agents have limited or no means of infiltrating the TOE with code to effect a change, and the
TOE self-verifies its executable code to detect unintentional malfunctions. As such, the
Evaluation Assurance Level 2 is appropriate.

EAL 2 is augmented with ALC_FLR.2, Flaw reporting procedures. ALC_FLR.2 ensures that
instructions and procedures for the reporting and remediation of identified security flaws are in

place, and their inclusion is expected by the consumers of this TOE.
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7. TOE Summary specification

TOE D&x = U7 4 HEZEM L V&S TOE DX = U7 (HEFED—E % Table 7-1 (2”7,
I, BIROBEIZTHEAT 5,

Table 7-1 TOE DtFa)TsHEED A FREHAIF

No. TOE Ot % = U 7 ¢ Héhe
1 F.AUDIT B n U R

2 F.HDD_ENCRYPTION HDD I 51{k#ne

3 F.ACCESS_DOC ERESCET 7 & A
4 F.ACCESS_FUNC 1P 7 T B 1 A

5 F.RIP FRAFE I Hpkne

6 FI&A Ak FR R BE

7 F.SEPARATE_EX_INTERFACE | #Mfi1 > & 7 = — A5y Bfitkhe
8 F.SELF_TEST HO7 A MMghe

9 FMANAGE XU T B

10 | FSEUCRE_LAN T v b U — 7 GG

7.1. FAUDIT (B5&E O U ##E

FAUDIT I3EEn 72 BS54 L L HICHG LA 7 2% S A - BBV OIRET S,

7.1.1. 5E 0OV EiSH#EE

—  XIST 28EE2E - FAU_GEN.1, FAU_GEN.2
TOE I ZLL T v 7% BT %,

Table 7-2 E&E&R4

=R =24
B AT o 7 IS HERE O B A FHO [
BT o 7 UG HERE DR T FROBIE W
o7 A RO SR UAZAZE AN Gl
SHAL(E || FROMER (2 - K

FRFEE R B D b D1 IR

Table 6-19 D FRHERE D H]
Xy NT— 27 &R LI2i@fE DR
L DT

74.2. 5FO5 L E 1 —#EE

—  XHed AHEREZ; - FAU_SAR.1. FAU_SAR.2. FAU_STG.1

TOE (3E&Er 7 OUEZEEIET 5 & & HICHAMH L & HIFREZ U ADMINISTRATOR @ Z | Z i [
9%, TOE (X UADMINISTRATOR (Z##5 v 7% 7 7 A 7 > b PCIZtAH L, HIBRT 2 HERE 2 f it
TBHELEBIEREe SOWEERIET 5,
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7.1.3. BEE B IMELRE

—  XST HHERESEME . FAU_STG.4(1). FAU_STG.4(2)
TOE |3E&E = 7% TOE N HDD 2K 5 23, MANFEIR AN IC 72 o 7236, LN OB 217
Do
(1). TEEXEL] TRESHTWLIES
TVa T Oz EEEL, BEREEROKMNAETITDIR,
(2. TEZEXFA IRESNTWVWDLIEHEE
bl T S AR~ EEE TS,
(1. (@»#& &1L U ADMINISTRATOR #3479,

71.4. SI1E8B2 A4 LRE VT

— ST HHEREE: - FPT_STM.1. FMT MTD.1
TOE |37 v v 7 k%A L, U.ADMINISTRATOR (Z%f L T TOE O %25 ¥4 4 K HE 2 #2 it

T 5, REAEHROZFIZ FMT_MTD.1 1 X Y U.ADMINISTRATOR O A FRETH 5, TOE 1L~
2y JHERRIC R D XA LA A w JARRICHRITL, BEdn 7 & LTRET 2,

7.2. FHDD_ENCRYPTION (HDD rg51btrE

— %St HHRESE : FCS_CKM.1, FCS_COP.1. FIA_S0S.1(2)
TOE (% HDD IZfRF SN TNV D T — X ZIREN HIR#E T D 72 OB 21T 5, T o5t &
TNAAY XAFILLFO@EY Th D,
(1). FEEa
=W X ) NVARE AR REN IR ET 5 a2 =k X VX HDD B84 T v 3 XA KD |
W dt s AT 5, (K58&i%. 256 bit)
W5 5%, U.ADMINISTRATOR i L7k 5V — R& b LIS LTART % 2 & T TOE
ICEE DR S#AE AR T %, Kby — FIZUTOME &I b DDHLEZ T AND,

i
> Mk 2047
> TR 83 UTFLA EOH ) B EIR AT HE
> B

> A= OXFET TR STV,
> RHEFLHEE. ERBROMPIMERE SN TV DI E BB LR,

(2). BE7ZILITYX L
Table 7-3 IZ/RTREE T LT Y X A,
Table 7-3 HDD RS {LHEEICEITHEE7ILTIX L
HE@ER 7L TY XA

256 bit FIPS PUB197 |ZH#EHL 3 25 5k 7 2 Y XA (AES)

7.3. FACCESS_DOC (BRXE7T 7 t X flfEIHEE)

— KIS D HREZME: - FDP_ACC.1(a), FDP_ACF.1(a)

Copyright ©2017-2018 KONICA MINOLTA, INC., All Rights Reserved
67/76



bizhub 368e/bizhub 308e/ineo 368elineo 308e EFz//7rF—5 vk

TOE IZHIAEVZER Y 7 AL T 7 AV T « FUN=Ry 7 AXELEMT 2, EHIN
EXEEIAR v 7 ZOEME (ZHUTAERER v 7 AFHET D XEORIE L R END) 2ZRLTT 7
T ARE SN D,

IR v 7 ZNICERICET 27 7 £ AR ONE 277,

Table 7-4 S&HIAERERVIAAXEDEE

) R 7 AN L EDBRIE
Ny T A
modify read delete
AX ZELENMRFEI N D, FAX % X
o _ . sbox_passwd
g A ') ZE | E3CEITIE sBOX PASSWORD 23 (D.FUNC ®»
. . sbox_passwd or
Ry 7 A HFans, modify |ZT& 72
) U.ADMIN

Table 7-5 &HIAERERVIRAXEDIREDEM

read delete

Sl a— il ELY =R SCEHIR

Table 7-6 774V «FoN—RyO ARV RAAXEICH T HIR4E

Ry 7 ANOICEITHT D #E

Ny A
modify read delete
TZrA V7 - | RfEFS72 D.DOC I sbox_passwd
F o= v 7 | i sBOX PASSWORD sbox_passwd sbox_passwd or
A PS5, U.ADMIN

Table 7-7 274V 5 »FoIN—iRyI ARV I AAXEIZH T HREDHEMA

modify read delete

FIRIORREAL R, BIEORELE, N—TVHAOHIER | 7L Ea— FIA A—ViEE | SCEHIER

¥ XEXTULE—FR:TOENSLZ 747 F PCHFEIZELRY M1 2 L,
% TU.ADMIN : U ADMINISTRATOR 23 ERIEETH D Z & &,

sbox_passwd : sBOX PASSWORD & —H 4 %5 /32 0 — R& AN LIS ICHETRETH 5 =
LEERT,

F 7=, sBOX PASSWORD Oj#ifgid™ 25 A —E[al$ s 1~3 WNIZEBIT 5 & HLE R E I RE 72 IE D FEHUHl
WL E. YER Y 7 ZA~DOT 7 A EELET 5,

7.4. FACCESS_FUNC (F| R #|BEHlE#aE)
— RS+ ABEE: . FDP_ACC.1(a). FDP_ACF.1(a). FDP_ACC.1(b). FDP_ACF.1().

FMT_MSA.1(b)
TOE 135k BIFEAE S 7= FI H# @ Allocation Role & #%HE Permission Role & bz U, & DfERIZ
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L7=73->7T. FPRT. FSCN. F.CPY. FFAX, FDSR O#{Ed L ONFICHBER G AT 4 7 A
BT 2 — AMREDOEMELZ AT 5, B, 2 HDEMTH 5 Permission Role I25%+ A #EIZT T
20, ZAUC KV ERBIEERE S N R I H B SNIMRE D A FATTE B,

FEBED FEITHICHRAT S D.DOC, D.FUNC (FBREXELZRL, ERCEICOWTIE 7.3 17
W) 1Tkt U THILL T OBERFRETH 5,

RBFEITUEE L ITEESS D D.DOC, D.FUNC @ User ID & [A U User ID % #oF|H# % 5
R

s TV NDGEA
LT O AR AT HE,
- Fl
SHEE& TV Vv hR v 7 AL RAT — REEEAL PDF &R v 7 &
D7V v k& FEFT L7z UNORMAL 23HIR AT HE,
t%z)T%iiT/?X
VHLECRESNTWDEEF2 ) T 4 LEASRAT =L T HRATU—-FREZAL
7= UNORMAL 73 FlIRI AT e,
X2 VT 4 CESRRAT — R E 0T 5 AR — KB 1~3 NIZH 1T 585 BEE R E FIRE
RIEOFEFMEICE L-GA, YELE (BX 2V 7 4 CE) ~OT7 7 v A Z2ERT 5, (Hl
FrRoOGE b IAER)
- L BEa—
RAE& TV v bRy 7 A
ZDO7 Vv M EFEIT LI UNORMAL A 7' L B = — A HE,
X2V T A XERY T R
VHLECRESNTWDEEF2 ) T4 LEASRAT =L T HRATU—-FREZAL
72 UNORMAL A7 L B = — "l fE,
- Hilb®
SHIAF& TV MRy 7 AL RAT — REEEAL PDF R 7 &
ZD7 VY vk &FELT L7 UNORMAL & UADMINISTRATOR ASHIER AT HE,
X2 VT ERY 7R
BEULHICRESNLTWDLEXF2 VT CERSRT—RFE—FTH AUV —FKx2 AL
72 UNNORMAL & U.ADMINISTRATOR 723l Al BE,
- D.FUNC Otk
BIE& TV bR w7 A
ZD7 VY v k& FELT L7z UNORMAL (XEIR 0% 28 5 A3 il HE,
X2 VT A XERy 7R
VELECRESNTWDIEX2 VT A LEASART—RE—HTHATU—-FE AL
72 UNORMAL 73 FlIRill 5% i 28 823 Al e,
INAT — RISk PDF Ry 7 A
D.FUNC OfFEIZTE 220,

c AX ¥ COGE
TLUEa—NAlfE, 7L E 2 —IREETIXLL F OEREN A HE,
- D.FUNC. D.DOC DifF#
FDRAFX ¥ & FT L7 UNORMAL X155 O EZ HE A A HE,
ZDAF v & FELT L7z UNORMAL (34— P HAL TOHIERAS AT RE,
FARANTEEFGT — 2 I A =V TEETHZ kS, £7/- . FACCESS_DOCIZX V.,
TrA VT e FUNR—Ry 7 AMRFTHIENTED, T TERHLRENELD Z
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ENDDHNZDGE LT OERIENR ATHE,
- HIBR

Z DA F ¥ x5 21T L72 UNORMAL ¥ L OV U ADMINISTRATOR /3% O =5 4F
LDV a7 wHlRT 2 ENTE D,

A —DHA
LU O#AED AT HE,
- F1l
Z 02 v —%& %17 L7- UNORMAL 23FII AT HE,
L a—
FDa v’ —%%47 L= UNORMAL 78 7 L & = — W[ RE,
F72. LB —IRETIILLT OEAED ATEE,
- D.FUNC DOfftE
Z D3 —%%47 L7 UNORMAL IZFIRIDORELEF 245 2 & 2N Al he,
- HilBR

Z D= — %547 L7z UNORMAL & X ' U ADMINISTRATOR (3% D 5 7 ZHlkx7
HTLEMWTED,

* 77 7 AZEOES
U.USER IIXZEFT DT 7 7 ZADF % BILHATHE,
77 7 A%AE L7z D.DOC TR v 7 ZTRAF S D,

c 77 7 AREOES

T LU B2 —NHEE, 7L o —IRAETIXLL T O#EAEN I HE,

- D.FUNC. D.DOC DOffte
DT 7 7 AFEEEFELT L2 UNORMAL [T EEDORELEF 2T 5 Z & NTHE,
ZDT 7 7 AKLE & FEITT S UNORMAL [I~3— U HNL TOH BRI Al HE,

- Hilb®

D7 7 7 AFE(E 2 FE4T L7 UNORMAL & X OV U ADMINISTRATOR I3Z D 5 7 &l
Ry D2 &N TE D,

7.5. FRIP (BR{FEHIEEHEE)
7.51. — 87— 7 HIBR#EE

— xS HREZE ) - FDP_RIP.1
TOE X HDD LOHIpRE N7 30E, —ReCEH 2 WIEE oW icxt LT, EEEHIBREZ FAT
T 52 & THRAEROBFAMHZ LT 5, AEEIZLLTOX A I v 7 TIEITEIND,
Q). 7V bR Y L REDY a T DT, (IR
Va TERITHICER SN D R SCED D2 WVIEE O R 2 HIBRT 5,
(2). HIBRERAEFEITHY
fRE SN CEEHIBRT 5,
(3). EBIRA VBRI MOTES DB
(1), QOHIBRFATHICERNA 7 SN THIBRMAE T L TB LI REBFRNEFEET IS, &
BA VB ERS ZHIBRT 5,
EEXIIBWTEZ AT — X,

FX At [E¥NE, HDD 7 — & bE X HIBRERR O BIER E R RE
& - T U.ADMINISTRATOR 7%

RET D, FIRERRE L EDONFIILLTOMWY Th 5,
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Table 7-8 —BT—2 L EZHIRMBEEDBERTE

X E WA (EEBXESNET—Z XA T LZODJEF)
Mode:1 0x00 T—[a] L& X
Mode:2 0x00. 0xFF. 0x61 DJEIC 35 & 247V il B 2 MiEE

7.5.2. T—AA L HIBR#EEE

—  XST HHfESEME . FDP_RIP.1. FDP_ACF.1(a)

U.ADMINISTRATOR X HDD Lo Wi{g 7 — 4 % &te7 — X Eic x4 2 L EEHIBREZI4T74 2
ZEMRHK D, i HDD Lo SCEIFHIFR S o5 1 o BAH 235 1- émé EExCREN
TEXIALT—%, EXALEET, HDD 7 —# L EEHIFRMERROBIER EHEEIC L - T
U.ADMINISTRATOR H##ET 5, AIREARFRE & T ONKITLLTOMWY Th 5,

Table 7-9 T—45E L HIBRBEED BERTE

e EEXINDT XX AT L ZDIEF
Mode:1 0x00
Mode:2 Al = EL3 = 0x00
Mode:3 0x00 = OxFF = #l#% = #HiE
Mode:4 fL3 = 0x00 = OxFF
Mode:5 0x00 = 0xFF = 0x00 = O0xFF
Mode:6 0x00 = O0xFF = 0x00 = O0xFF = 0x00 = O0xFF = Lk
Mode:7 0x00 = 0xFF = 0x00 = 0xFF = 0x00 = O0xFF = 0xAA
Mode:8 0x00 = 0xFF = 0x00 = O0xFF = 0x00 = O0xFF = 0xAA = KiiF

7.6. FI1&A (AR GEHERE)

— XS D HEREEE - FIA_AFL.1, FIA_ATD.1. FIA_SO0S.1(1). FIA_UAU.1, FIA_UAU.7,
FIA_UID.1. FIA_USB.1. FTA_SSL.3

TOE X TOE #FHL & 5 & #é%#ﬁTﬂﬁH%‘Tz@é & EFIAE O BUG U 7= il R GRE T &
o THRFE L., FFalRIE &R S =8 7210012 TOE OF A 284 5, kBl iEREIL. TOE
B & DS ERBIFRGE A 1T 2 ARIERFRFEST X &S D587 %—/<~%@ﬁﬁa‘5%ﬁw—/\—a€ AF T A ELE
T 5, HERY— N—FBAE T ROB BT A SN e —F —4 ZAERRGE Y — X —23% 0 | A Sz
BHERISHF LT AN SN2 —F =R T = IS AR L ca—P—#ic L3S 2B Zh->TE
BRI LTS A SRR, 1E BRI L 7 A IS RRAE R I & 9= 5,

ABIRERE (7 v b a THEARFZFR<) 12 UBUILTIN_ADMINISTRATOR,
U.USER_ADMINISTRATOR, LA DWFT N E RN LTIV, KT 5 & Z D Role 35S &

N5,
Table 7-10 FBEEA X
Tt nEjjt %gljnu nEEkyJ Elije frﬁﬁéﬂ; SFR
— | A LR RE D
Rk P RUBERERIR O FIA_UID.1
s eap | 277 7ER FIA_UAU.1
" | TOE oikfEmeR S L R D E -

X RRAEST RO E L U ADMINISTRATOR 737 9, AMKFERES 2 &AM Y — N —3RGE 7 UL
THaFEHCANIT 22 ENTE L, MABADIR>TOLHE HIHEZLICELLDT
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K& 5 DH % U.ADMINISTRATOR 73523 %5, U.ADMINISTRATOR 73 )5 DG
Jr DM % ATRE & 3%0E LRI 3R B & 03 58RERFIC 7 e R %

F72. TOE I A1 ENT-/RAU— K& “*%7 L LTFERT S, FIA UAU.7,

FRBFRREN T LT 56, YA HE #1173 2 7 v+ A12id User ID, Allocation Role. Role

ZHEAE 45, FIA_ATD.1. FIA USB.1

S 62, TOE IFGRGECHHT 232 — REZLL T OME LT b DOICHIRT 5 2 & T, 5®ED
BWASRT — RERESND Z E&MIET 5,

Table 7-11 /AR —KREGRE

PSE ESGs SFR

ayAv TOE X TRt D&M 2572 /AT — RO IR EZIF AND FIA_S0S.1(1)
SNAT— R - Mgk 8 MDA E
« SUFHFE 94 SCFLL B o H)s b B AT EE
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