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TOE 2 X » TSN D FHE DY 3 7I2BT 51,

+ TSF Confidential Data
X2 VT4 BRETHERESND T —Z 0T, 52k L REMEN KD b
57 —4, RTOE Tk, FIHEZED/ AT — R BEEEY " Fa/LORE
i, BE&w 705541 5,

+ TSF Protected Data
X2 VT BETHEHENL T —ZOF T, ERUEEITIROLND
7 —%, RTOE Ti&, FIME® ID, EAEEOFMMER, HFET—Z O
HEIEHZ2 L, TSF Confidential Data Z[&<, &% = U7 ¢ BERED A Flex
EMEDFEET D,

3.1 XU T eSS

TOE 1%, 8. 1.1 T RTEEICHHI L, 3.1.2 17T kOt X 2 U T ¢ Fet 42
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3.1.1 BB LX) T o HEERE
3.1.1.1 Z

ATOE L, £ 31VIRTEBEMEL, ZUIKHT DA 5. b
DOEFIL. PP ENTWA LD LR TH 5,

#®3-1 BETIEBR

(GRS BB

T.DOC.DIS User Document Data may be disclosed to unauthorized
persons

T.DOC.ALT User Document Data may be altered by unauthorized
persons

T.FUNC.ALT User Function Data may be altered by unauthorized
persons

T.PROT.ALT TSF Protected Data may be altered by unauthorized
persons

T.CONFE.DIS TSF Confidential Data may be disclosed to
unauthorized persons

T.CONF.ALT TSF Confidential Data may be altered by unauthorized
persons
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DFEAFERE SR E SR RIAFE OBBIE e F = v 7 L, HIRO L 2FIME
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MMET — 2 OBMEL T DBRIE, FIRE T =216 LTT 7 B ZMERD & HFIH]
BIZFIZT 7 v AEH AT 5,

TOE 0 [/n— K57 4 27 $fi7 — & LBxlEMIE] 13, 07— 2 Bl n
BT, ST — 5 SRR S LTV T2 N A — B ¢ 2 2 S B O A L E % 65
THZ LT, BRIAFROBEEL LT 5,

TOE ® TR > hU—27 57— 2 {5#RE) 1X, TOE &7 74 7k PC %
Y — L OWERC, BEEETn haldEH L. BEF—X 2T 5,

LI EDOBEREIZ LV . TOE 1%, TOE OMHERSMEHLEET — 2 ~DARIET 77 X
IZE > T, RESROFIAET —FNBI/AN LTV B SASNIZY T2 L &Pk
ERRAR

(2) 8 T.PROT.ALT] IT.CONFDIS] T.CONFALT] ~Dxt#i

INbiFtda )T A HETHER SN T =243 2B THY . TOE I3,
[o— W —GUFEHERE ), T2 AT LD BIE X 2 U 7 ( WRIERE), TH R hv—x
V=T BRIERIREERE) RO TR Y U — 2 7 — 2 (RERE ) TR .

TOE ® [z —H —3HFHERE | & o 2T LEHE X2 U 7 ¢ EFEE) 13, &
X2 VT AETHASNDET =2 OB ELET &2, BARGESNIZV AT LEH
BT T 5, 272 L, —BAIHEIZ, RANDORAY — ROETIIFRRETH 5,

TOE ® [ B A h~—x= 0 V=T HERIIRIEEE 13, A b~—x2 0 V=7 O#fE
ISR DA N 2 A4 AR ET — ZIZOWT, FDOS M LR EL T 23 BEEE X
NIZv AT DEBE 2T 5,
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TOE @ TANER®R »v b U —27 5 — X {Ri#%iE) 1T, KE&7?47VFPC%%
R — N & OWMERFIC, RS WE 7 baLz2@EM L., W@ET—4 2ih#T 5,

LI EDREREIZ L V. TOE iX, TOE OEMRIMEHCET —F ~DARIET 7 & A
LT, REIRDOT = NI/ANV LTV B S A SNV T D52 L2017 5,

EROLE LY T« FEEELY T o REH S
EEOLHF YT 1 St

K TOE ORI YTz » THER SN DO F =2 U T 1 T2 HK 3-21587,
L DOMEOE X 2 U T ¢ FEHEL, P.CIPHER MEMENTND Z & 2RV T,
PPICRERENTWDLHD LR L TH D,

#®3-2 HHABOL¥Y T HEH

el MO x 2V T 4
PUSER.AUTHORIZ | To preserve operational accountability and security,
ATION Users will be authorized to use the TOE only as

permitted by the TOE Owner.

P.SOFTWARE.VERI | To detect corruption of the executable code in the TSF,
FICATION procedures will exist to self-verify executable code in
the TSF.

PAUDIT.LOGGING | To preserve operational accountability and security,
records that provide an audit trail of TOE use and
security-relevant events will be created, maintained,
and protected from unauthorized disclosure or

alteration, and will be reviewed by authorized

personnel.
PINTERFACE.MAN | To prevent unauthorized use of the external interfaces
AGEMENT of the TOE, operation of those interfaces will be

controlled by the TOE and its IT environment.

P.CIPHER To prevent unauthorized reading-out, the document
data in the internal HDD will be encrypted by the TOE.
(A cryptographic key does not need to be destructed.)

HEBOEX1 )T+ ARICHIT SEF ) T4 HEEAE

TOE 1%, % 32 IR THMMBOE X2V 7« F#tamid, LTFTovx= U7
B BT 5, B, KX VT o HEOFEIL, 5 FEIRT,
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(1) DX 71 A8t TPUSER.AUTHORIZATION] ~D %t
TOE 1%, [=—W—3%GEiRE) CTAG 2 BT 5,

TOE @ [=o—4 —GBEEMRE | 13, FBIFEREEO KT L7-FI 3721712 TOE OF|
BEFAIT D, Elo, WBENEE S RIHE D, 2 v —iE, Y /&~4%%ﬁ‘é
ND— 7 2% v UHERE. 7 7 7 ARERESE D MFD O EASRE A4 A9 5 B2, MFD
D FEASREfE IS E SNZFF A OFBIE#E T = v 7 L, HEROH HFIHHE
TEFICFEAT T AT %,

(2) DX T 1 A8t TP.SOFTWARE.VERIFICATION] ~®D x5t
TOE |Z, THE 7 X MERE] TARFGEZEBT 5,

TOE @ TH .7 A MERE X, EBIFFIZ Controller ROM & FAX ROM O F =

7Y LERET H, £72.NVRAM & SEEPROM IZH&AH S LI TSF 7 — 4 % F = »

BT 2, U2V TOE X2 U 7 ( HREOFEIT 2 — ROERMEN
mE SN D,

(3) #ADL¥ 11T 158 TPAUDIT.LOGGING] ~D*tt
TOE X, XU F s Efn VHEE] TARF#4EHT 5,

TOE @ %=V 7 Ao JHKRE] X, X2 ) 7 4 [T 5 F 542 E o
7L LCRiERT 5, SN TR e 7%, @BERRE S o v AT NEEE T2 D3,
FAHT N TE D, B Z7OHIREGEITTE R0,

(4) $ DX 11T 158 TPINTERFACE.MANAGEMENT] ~D %5t

TOE 1%, 22—V —38GHHE) L A v T3 A—var7ao—kx 2 U T ¢ HEE]
T, AFEEERTS,

TOE @ = —H —8GERRE ] 1X. FRBIGRREDRE) L7=FIHE 72112 TOE OF|H
AT S, o, FIAEDEELZ LAVREENHER RS L2 ma1Icid, By
varaEYlrdT A,

TOED A v T4 A—Yar7u—txa T 68 X, TOE OAEA > &
T 2= AMNHZE LT —%% TOE N TE L TS B 2 LT, EBihlfR%
GBLINRA H T 2 — ADLRER Y NU— T ~ORIEREREZBIET 5,

(5) Ot x2) T4 A& TP.CIPHER] ~®DXth
TOE 1%, ["—F7 4 A7 EET — X B 5bikrE) CARG# A2 EHT 5,

TOE @ [n— KT 4 A7 ERBT — X W5 LHEEE ] 1, N N— N7 ¢ A7 31T
EX AT — X B LT D, BEE 703 ) X AL 256bit O AES TH 5,
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4 AR &M & ST MR D AR

ARETIE, FBET 25E A TOE OF| oA M etFhs LT, ATOE %
T 5 728 ORIR S M OCEH BRI DWW TRER T 5,

4.1 FARVEREICET 5EHREH

A TOE Z BT DROAHESRMFZ £ 4-1 17T, 2 b ORHESRME, PP IR
WENTNWDHDELEFRITTHD, ZAHDHHRSRIENTZ Sh WS, A TOE
DEF = VT A BEEENENTEET 5 Z LIFRIES 7R,

x4-1 EHREH

kBl ATTESRA:
A ACCESS.MANAG | The TOE is located in a restricted or monitored
ED environment that provides protection from unmanaged

access to the physical components and data interfaces of

the TOE.
A.USER.TRAININ | TOE Users are aware of the security policies and
G procedures of their organization, and are trained and

competent to follow those policies and procedures.
A ADMIN.TRAINI | Administrators are aware of the security policies and

NG procedures of their organization, are trained and

competent to follow the manufacturer’s guidance and
documentation, and correctly configure and operate the
TOE in accordance with those policies and procedures.

A. ADMIN.TRUST Administrators do not use their privileged access rights

for malicious purposes.

4.2 B RRIE SR

ARKTOE X, 47 4 ATHRESINT, NER Yy MU —27 28k L, FEEICNE R »
N — 2SN AT R PC BRI EN D, K TOE O—fki) 72 1E M
BREA X 4-1 12T,

BB, 7T7A47 2 FPCIX.USBA— MEHTTOE &8 L. TOE D7) o ¥ —
MEELEAT s TE D,
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EHE
F Y
[ Mail 4t
[ rPo-n
[ DNSH-IS A A
[ LDAPH—IS ﬁj ;f
[ Kerberos #—I1 ] —EFAE HA—-  VATL

IVIZ7 ‘EEE

X 4-1 TOE MERIRLE

TOE D&M BEEE I T, TOE LSOk & % DL R IR,
1) —BFHEZ AT b

—EFIHZEMEAT 2ULHDO PC TH Y \USB £33N Ry hU—27 24 L
TTOE t£8i3 D, UTFDY 7 MU =T BMLETHD,

+ OSiX. Windows 7% 721ZWindows 8.1
s YU HE—=RT AN

W R > b U — 7 8 DO%a12iE, FEZICMZ T, LFDO Y 7 bo =7 N
Tbh b,

- Web 77 7 (0SS @D & D)
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(2) AT LEHE S FAT b

VAT LNERENMENT 2O PC THY Nk >y hU—2 %4 LT TOE
LT D, UTOY 7 MU =T BRETH D,

+ OS /%, Windows 7 ¥ 7213 Windows 8.1
«- Web 77 7 (0S [t gD & D)

(3) LDAP #—/3, Kerberos #—

TOE ODEQEVC :L““’j_’“ LA;:E*%% &f LT |—571~ BHALHEJ %E&E L/fx_ LDAP
H—,3_ Kerberos +— SO W ORIEY — WP E L 72 5 :,__‘5. o
BERE L L C TARIRSRGE] 2 E LG EIE. Eb o M ERu,

F 72, LDAP H— 3%, THMIBERRE] FFIC, SA ZEI 2 1B 572D O HE R
MWETETH-OICbEHIND, 7E- T, Kerberosﬂ‘ﬁ/\ X BFGEDEE
ThHhoTH., SAREZMMEHT HLEEIZIL. LDAP ' — "B METH 5,

LDAP H— 3K X Kerberos —/3& LT, KM TIZLLTOY 7 b =T %
T 5,

+ Windows Active Directory
(4) Mail #—/3 FTP H#—

TOE /%, Mail — 3 FTP =& XET—F 200 &0+ 5 AR & £f
D, TN HD MFD OEAKREZFIM T 25810 ETH D,

(5) DNS #—

TOE 73, K — "FEDIP 7 L AZ BT 272D T 5,

BB AMRITRESN TS, TOE USNADN— T =T ROEHEST LY 7 bo =
T OAZFEMEIIAFA OFPH TIER2 WV (FRIEHETE 26D ET5),

4.3 EBRAREIZBITATOEE H
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