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A TOE & PP CiX, D.FUNC DU ZE TELHFHFE D ERIZFIL THH03, D.FUNC DUE ADER BT
V9 5HIPAAY, TOE 23 TOE WA TN TOE 2315 32RO ERIE L ERL THDHDIZKIL T, PP 1% TOE
&> TEY TOE 28 PP 2@ &L T\ D,

FoT, TFUNCALT IZ PP ICHEAL TWWHEE XD,

PLEDZEED, R ST DX U7 BB )T 45 R FEHT. PP OBX 207 (3R 20T o %f
REEHE—HL TS,

243 PPOEXIUTAEHLO—RHEEE

X TOE @ SFR 1%, Common Security Functional Requirements & 2600.2-PRT, 2600.2-SCN, 2600.2-CPY,
2600.2-FAX. 2600.2-DSR, 2600.2-SMI 75725,

Common Security Functional Requirements 1%, PP 238 €3 5428 SFR THY, 2600.2-PRT. 2600.2-SCN.,
2600.2-CPY, 2600.2-FAX. 2600.2-DSR, 2600.2-SMI X PP 235 E 9% SFR Package 7Hi#IRL7=H,D T
oYeR

i1, 2600.2-NVS | TOE (25 B rl RE72 AR MR B A R TFEAE LW 2D B R L2,
KSTOEFaUTF 4B L, PP DX F BRI RTLTGEI, BAEEL THOAEFTAH A, PP LT —
BLTWB, LLTIZ, B, BAREL QW BERATE, ZNH20 PP E— B LTV DB HZEH# T2,

FAU_STG.1. FAU_STG.4, FAU_SAR.1, FAU_SAR.2 Di&/n

A TOE NEE 7 2R FFE LT 572912 PP APPLICATION NOTE7 |2V FAU_STG.1, FAU_STG.4,
FAU_SAR.1, FAU_SAR.2 ZiE/N9 %,

FIA_AFL.1, FIA_UAU.7, FIA_SOS.1 ®i&fn

B FRGEMSRE XA TOE ICXVEB T 57292 PP APPLICATION NOTE38 2tV FIA_AFL.1,
FIA_UAU.7, FIA_SOS.1 #8195,

T 7 I AZAG LEOHT A HEOR N

AR TOE TIERBELIT7 77 AZE L EDO B HEDOT NI OWT, LEOFTA ML BERSN-FHEIC
T AES A5, 2L PP APPLICATION NOTE 95 (275> T 5,

FCS_CKM.1, FCS_COP.1 ™38l

A TOE IZBWTIL, BHEEZE AT AT LW R VSRR I 57 — 2R DX 2 U7 %t
W #tE LT O.STORAGE.ENCRYPTED % E3EL, 2 AaRH T 5720 ITHEEEZE {4+ FCS_CKM.1,
FCS_COP.1 &, ZIHDHERE E A LAKFRARICHDMEREENFITB MO E R 2 5.2 TWDA, THHDZEHE
L PP IZBWNTROLN T DR EEONEDWT ALl T\ D,

WAL BH T 2 —A~DHIBI NI 1E Wiz 2% (FPT_FDI_EXP)% 18/

AR TOE &, PP IZHEW Y, AMEA L 27 2= ADHIRES N 7 A5 (FPT_FDI_EXP) 2B I13 52 &2 kb
BB D /S — b 2 ZLBR T2,
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FDP_ACF.1(a)D— B AR HL
PP ¢ FDP_ACF.1.1(a)& FDP_ACF.1.2(a) Cli&. PP @ SFR /w7 — VI E BRSNS EF HRA~DT 7+
AHE SFP ZZEELL TWADITH LT, ST TIEA T V=7 b tFk 20T 4 J@M Th D SCEF IR M E
EFRSINIZLEOT 7B AR SFP 2 EA/ELL TWDH, ZHUL PP 283 I EBEL T DL O THh
2o
PP ™ FDP_ACF.1.3() ClE. LEFHREFHE a7 OT7 72 ZHIHN BT 518 MO AN A ST
TIISCEFREFIAFE V27 OHIBRE MFP BB IZFF Al T 58705 T, FIFE Va7 oL, 3
TOFMMAFIZFF IS T,
TOE 73 MFP & B I SCENE S EFN B Va7 OHIBRE FF /] 32013, SCEHREFHEZE Va7 ICHIbRE
FRZEH 72 —MFIHE D, 7o ABHDOENE THIBR CER -T2 A 12, MFP EERE MUATL CHIBRT&
BHINTTHIZOTHY, PP THIET DT 72 AHIMH SFP 24560 Tldian,
PP ® FDP_ACF.1.4(a) CTiX, SCEHMERIAH Va7 07 7 AN 28 MO BRI A A ST
TIEA— R = AP —|Z LD L EEREF AT Va7 ~OBIEEIESR 5L T,
A== AP =L, PP TIZHFEL CWVRWA TOE A ORI HE ThHo,
T, PP BCEEREFIAZ Va7 ORI ZH LU CREE LRI E DAMOITEEE T T LR L a4
T
J->T. A& ST ® FDP_ACF.1(a)l% PP ® FDP_ACF.1(a)&1ii7=L T\ %,

FDP_ACF.1.3(b) DB AN 2T

PP @ FDP_ACF.1.3(b) Ci&, ‘B HEHEIR CHET 52— % —IZ TOE BEREDEMEAFF r 5L 72> T D
DIZHKL T, A ST Tl TOE MEEED — ¥ CTHDH T 77 AZAGHERET T 23R /] DL 72> T D,

TOE 1 MFP BHIHIC, LEHFHRSCHAZE a7 OHIBREZFF AL TR (XET 7 Al SFP,
FDP_ACC.1(a)k FDP_ACF.1(a)), Z D&%, HI[RAITIxdH 5 TSF 1L, TOE #§RE~DT /&A% MFP &
B IZFF AL TV 5728 PP O FDP_ACF.1.3(b) DA FE [RIRFI i 72 L CUD, F-mEasER D25 D7z
DT VEAT DT 7V RAZAG D= DT AL, BERE MR CTRIET 2RI HE L R T 2L TED,

Lo T, A& ST ® FDP_ACF.1.3(b)/% PP ™ FDP_ACF.1.3(b)Ziii7-L T\ %,

FTP_ITC.1.3 12 D.DOC KX D.FUNC A& Eh TWABZEIZ2NT
PP Tid, l{E##% > D.DOC K U8 D.FUNC |25 L TIRA W E M S A DB BiA EEL TORWDITHL
C,FTP_ITC.1.3 Tix D.DOC & D.FUNC IF@EEHET v AN L CEEEZTHELTWD, ZiuE, A
TOE 7% PP JVJKW i T D.DOC & D.FUNC Z{rEL TWHEE X%, A ST O FTP_ITC.1.3 (I PP %
72L 5,
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3 EXal) T+ REES

ARENT, B MO X2V T T8 R ORHREIFICOWTRER 32,

3.1 BH

A TOE ORI, K OFIABRIEICH O TRRESNDE B Z#HIL . S5, ARIFL I HEIL, TOE ©
FEIZ OV TARSN TWAIERAFFRE L TR TV AFIHE THL L ET D, WEFITHEAL L
DEEERE S R OH LT D,

T.DOC.DIS

T.DOC.ALT

T.FUNC.ALT

T.PROT.ALT

T.CONF.DIS

T.CONF.ALT

XEOB~
TOE WVEHL CTWDLEN, n/ A a—P—ZEL700E HHOE, nr (=
— P =L T > TVDNZDLE~DT VAR ZL 2R NE I THIESNS
PH LIV,

XEOHE
TOE WEHL QWA LEN, nf/fra—F—4%5L7-20E, HHNL, nr (o
— P —=Z T o> TCNDIRFDLEADT IR AEREL 2R NWE I > THEINS
MHLIRY,

FIRE Va7 DWRE
TOE BNEHL TCWDAME Y a7 DB, af A a—P =L 2L 0E, HDHNIE 1
TA A=Y =HFb > TODIRLDHRAE Va7 ~DOT IR AMEREL TR0 H L
STHAESNDNE LR,

TSF {REFHROBKE
TOE VEBEL TWD TSF ARG S, m/ A 22— P = &bl HDHNIE, 1
TA 2= = 1FTH > TNWDNZED TSF RFEEHA~DT 7B AR EZ D T/
ToTeESNDEML LAY,

TSF MEZBROBAT
TOE BEFL TWA TSFE @D, nr A a2 —HF =L EbT20E HHNIE, v
A a—PF—L1TH > TWDRED TSF BEIERA~DT 72 AR AL 12720 1T
FoTHEINIBL LIV,

TSF BB ROLE
TOE A& FIL T 5 TSF RETE #Y, n/ A a— =LA b1V HDNIE, 1
TA 22— =L TH > TVDENRED TSF EIERM DT 7B AMEREL 272 E I
Yo THEEND B LI,

Copyright (c) 2018 RICOH COMPANY, LTD. All rights reserved.



Page 29 of 79
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TRROMBDOEX 2T FH#t 25,

P.USER.AUTHORIZATION FIRE O RIFRIE
TOE RO Al 22 - FIHE 72005 TOE 2R AT 52 RN TEXAHIN LT IE
VAN SYANAN

P.SOFTWARE.VERIFICATION Y7 7=THGE
TSF OFEFTa—RN%Z2H CHEE CEXAFEREF -0 nid b,

P.AUDIT.LOGGING Efu/pikEE

TOE /X TOE Ol fl K X 2V 7 4B BT A2 H RO A n 7 LU CRo kiR
L. BT PHEREZL 2 WEICE > TRIRHDWDT SR E SN WIITE B T&
FHUEZB720, SBICHEIRZD DL DN, Z0ul ZME T30 LgiTiuiaes
fé?b \O

P.INTERFACE.MANAGEMENT A 27 =— A&

TOE DAERA L H T = —ADMERIOL DIZFIHESNDZ LR LS T2, ZbD A
27 x—A3 TOE & IT ]REZIZLY, BUNTHIEISIL TORIT IR b7,

P.STORAGE.ENCRYPTION ERigiER s =1t
TOE @ HDD TRk L TWD T —H i, B LS CORITHUE R B0,

3.3 HIREH

K TOE OF|HBRELIZ D ORI 275 B4 5,

A.ACCESS.MANAGED 7 7 zA &

HAHX L AHEST TOE 2L THEA FICBITDGATICREL ., HERE R -7
BRI T T B AS DS EHIBRL CTHODH D ET D,

AUSER.TRAINING FIfEZE#E
MFP ZHEELFIT. FIHEZE DB O X 2T ARV —RF NG LBk T 5L T A %
VAESTEHE L, AAEIZZNLDORI—LFNEITHR > TODHEDET D,

AADMIN.TRAINING FHEHE

FBHE IO X2 T 4RI —F DO FNELZZRIRL TR, HAF L AIH - T
FNEDORI —RFNEIZY >7- TOE OB/ ELUIN TEXEHLDET S,
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A.ADMIN.TRUST B CEIEHRE

MFP FHLFALEE X, A L A>T DRELTEMA LRI R E LR 28 EL
TWDHDET D,
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4 X o) T4 WELE

ARETIL, TOE 1Tk T 22X 27 oK G 6, AR T2 2% 207 4%t 5R 5 LRI DN T

FLIR 9D,

41 TOE®DEXxa')T1wEAE

ARETIL, TOE DXV T 151 ¢t a7tk 45,

O.DOC.NO_DIS

O0.DOC.NO_ALT

O.FUNC.NO_ALT

O.PROT.NO_ALT

O.CONF.NO_DIS

O.CONF.NO_ALT

XEOR~R#E
TOE (X, XEPa/ A a—WF—ZELT20E, HOWNIL, vr/ A a—HF—41Fh
STVDENZEDLE~DT I EAMEREL 272 W F L CR/RESNDZEND, i#
T HTEERFET D,

XEOKERE
TOE 1%, {E N/ Ara—Y =L &bl E HDHVE, n/ (v a—HF—413t
STWDENZEDLE~DT I AMEREL T2 NF L > TUESNDLZ LD, f1#
THZEERFET D,

FRAHE a7 DS ER#E
TOE BFIHE Va7 B, al/ (v a—F—4%&blnE, HHNIE, vr A a—3F
—ZIH > TCVDBRZDORI ALY a7 ~DOT 7 AMERE L 20 E L > T ESN
LT ENOLDRHELRFLET D,

TSF fREFEROBERE
TOE X TSFERFEFE MM, u/ (v a—YF =L &bl E b, o/ fra—W
—Z1TH o TWAENED TSF PREFRA~DOT 7B AMEREZ DTN 1L > TS
NDZENLDIREZRFET D,

TSF & B ROBATRE
TOE X TSF R IEWMMN, ur/ A a2—PF =R &L E | HHOIE, /A ra—F
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DT EMOLDIRELIRFET D,

TSF EIFROKELRE
TOE X TSFMEIEMMN, n/ A a—W =L Ebl/enE, b, ar fra—3
—Z1ETH o TWVDENZD TSF FAETEHRA~DT 78 AR Z S T2 72 W E T L > THES
NDZEMOLDIREEIRAET D,
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O.USER.AUTHORIZED FI B OB IERIE
TOE IR O BIRGEE ER L, X 2T 4R — 2~ T TOE R FF A5t
72 o TR A DRI NAZ EaAREET 5,

O.INTERFACE.MANAGED TOE IZXAN AL 57 = —RGH
TOE 13XV T 4RI —IZW s THEA L X7 = — ADEHZE T 52 RFE
T2,

O.SOFTWARE.VERIFIED YZ7N7=T7HEE
TOE 1L TSF ©FE{Ta—F4 H CREE TE L0 D FEOIRMAREET 5,

O.AUDIT.LOGGED EFHu/iifHEH

TOE X TOE O H K N EX 2V T AIZEET A2 HFROns 2Ry LU TRIKIZE
FRHERFL . BB 0/ D HERRZ B T2 W I Lo TR H D WE B S WIS B H
TEDHILEREET D,

O.STORAGE.ENCRYPTED IRiEEEREb
TOE |Z, HDD (ZE&EXiATe T — &%, F B L ThBRiEk T D2 LA RAET D,

42 ERABREOEXLY T REEEH

ARETIE, EHBREO X 2V 7 4 6RFEHIOWTRER T2,

421 ITEE
OE.AUDIT_STORAGE.PROTECTED BERIT MG CoBEE/R#E
MFP EH S 1E, M58 1T B AR —hESN A 0 7 DERA D F 5
DT 7 EA AR, WENGHTETNDIELERAET D,
OE.AUDIT_ACCESS.AUTHORIZED BEE T MR0BEEeS 772 RHIR
MFP BHEELH L, BEE T Ao 2R — SN BEE ey B HEREL SFIC
DIHT I EASI, AREMEDSH DX 2T (BT LE R TEDLZ LA RS D,
OE.INTERFACE.MANAGED IT REICIDINBA L 7 = — REH

IT BREEIT. TOE SN A L H T 2 —ANDEBRIN TN T 78 A% 1T 20% 230
TWBZEEIRIET D,
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422 FEITERE

OE.PHYSICAL.MANAGED #HiE

HAR AT TOE 22 TEMR FICBITALATICERE L, HREL TN EIC
WERRNC T 7 B ASNDES E IR D2 L2 RFET 5,

OE.USER.AUTHORIZED  Flfi#& ~DHEIRF 5

MFP B H B 1L, D X2V TRV —LFNEICHE- T, FAHE I TOE DOF)
FAMERRZ A 59 D2 LB AREET D,

OE.USER.TRAINED F|HEZE~DHEE

MFP B E(E L. FIHE ITHEBEO X2 TR —FIEE R T L0044
VRIS TEHB L., FRAEBENENLDORI S —RLFINEIZ IR > TWAZEHRIET 5,

OE.ADMIN.TRAINED &EHFZ ~DHE

MFP & E(EH 1, EHE DB OB 2T 4RI = DO FNEEZ AL TVD
ZEERFET D, FDTDI, WHEFIITAL A TENLDR) L —LFEIC
MO TERESCUE N TELIHNHBFIN, TORENEL D, T O AR > L%
MFP EH B H IV ERFES L CD,

OE.ADMIN.TRUSTED {E#E T3 %%

MFP EELEALE 1L, HAF AN CEDOR R T LW F L B (L
TWDZEERFET D,
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MFP FELEMTE L, B2 EORESEREREL R TH720I12, WAX L ADF
MR- T, B O A2 Y/ B CHEIMEL CWOADZEERIET D,
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43 EFxa VTR EAHIBHNL

RETIE, BT 45 E HEORILE T, EX 2T o558 1L, HE LRSI ST 57250
HO . BB T A0 DOLD . HANTHEEED EX 2T 4 F#t a2 EH 4 A0 0L DO ThHD,

431 +EXa)TarEFEAGERE

R NP ARG S §7 Wk 3 b S VN IAY: (1K 7 S UEND S 7RG IAY =7 =SS VY (e s A O AP S I o e

£ 7177,
£ 7 X2V T 4 REFEHRHL
o | 3
w | N
@
O
5 % [a)] [a] 8 [a)
ol Q@ = 5 W | W | @ | wm
0| o | W < alQ |2 || &
| N | w o [ < || 2 |2 o| o
N - = ©] (%)) = =z < > w L a
Nlx | x o |l < || 2152 |% x| 2| E
[ | x| ©| W O | oo | W | o s|2|g|2|a|Y
w252 30| IT|> o | o Qs = = |w | Z < | 2| Z
= | 2| < | < || < || E=|wu o |l ElC | Q|lu|d || W | x| <
[a) < I | | 1| E O | o) 1%} < x | © < < i = = o
odld|222 |2 |22 || 2| |E|e|g|Q|E|e|Z2|2|F
z 2| S|lelc|&|lz|glelElalal|lalg|2|u|E|S|5|¢8
818|35/2(8/8|8|3|5|3|2|2|2|c|2|z/2|2|%2|3
ala|2|&|o|lo|lS|g|® |2 |alalul2|l8lalb|lslald
o o o o (@] (@] o (@) (@) (@) (@) o (@) (@) (@) (@) (@) (@) (@) (@)
T.DOC.DIS X X X
T.DOC.ALT X X X
T.FUNC.ALT X X X
T.PROT.ALT X X X
T.CONF.DIS X X X
T.CONF.ALT X X X
P.USER.AUTHORIZATION X X
P.SOFTWARE.VERIFICATION X
P.AUDIT.LOGGING X X X X
P.INTERFACE.MANAGEMENT X X
P.STORAGE.ENCRYPTION X
A.ACCESS.MANAGED X
A.ADMIN.TRAINING X
A.ADMIN.TRUST X
A.USER.TRAINING
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DL, & X207 45K F BB Bifedctl. L OO 27 0 F# &3 Oz b
FRALE 7R,

T.DOC.DIS
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OE.USER.AUTHORIZED |21V, MFP & BREEF 1T DB 2V T 4R —LFIEIHEO R A E (2%
L. TOE ZF i+ 24E[R% 5-% . O.USER.AUTHORIZED (ZXV TOE I3 & Ok BB E 2 ER L, &
F =27 4RV —ZhE> T TOE FIFHFF A7z - TR B 3 FRAES 115, 0.DOC.NO_DIS (240 TOE I
LEE al A a—F—LELTRNE . HDHOE, B A —F =L Th o TOABRTNLD L E A~
DT 78 ZMERRE S T2 WE I L TR REN D Z LD # T 5,

INHORFIEHZEY, T.DOC.DIS IZ/HHTTED,

T.DOC.ALT

T.DOC.ALT X, O.DOC.NO_ALT, O.USER.AUTHORIZED, OE.USER.AUTHORIZED (Z&L>TXHL T
&2,

OE.USER.AUTHORIZED |21V, MFP & BREEE 1T DB 2V T 4R —LFIEIHEO R A 16
L. TOE ZF i+ 54E[R% 5-% . O.USER.AUTHORIZED (2 XV TOE I3 & Ok BIFRiE 2 Bk L, &
X 2T ARV —IZfE>T TOE FIHFFAIIZSE7E > TR D FdiEE s, O.DOC.NO_ALT (2XY TOE
W, XERRT A= =L E2L 20 E BENIE, A a—F =L Th > TODRZDLE~D
T IR AMERE S T2 WF I Lo T EESN DB IR# T 5,

ZNHORFIEHTEY, T.DOC.ALT IZHFLTED,

T.FUNC.ALT

T.FUNC.ALT /%, O.FUNC.NO_ALT, O.USER.AUTHORIZED, OE.USER.AUTHORIZED (2L CTxffiL
TE%,

OE.USER.AUTHORIZED (259, MFP EH S EF 1T O BX 2V 7 4 R) o —CFNEICHEFI FHEZ 1 2%F
L. TOE ZF| i+ 54EfR%Z 5% . O.USER.AUTHORIZED (2 XV TOE I3F A& Ok BFRiE 2 ER L, &
X2 VT 4RI —IZHE-> T TOE FIHFF A2 » TR #E S RRFES D, O.FUNC.INO_ALT (2589 TOE
WFRIHE a7 B, el A a—F =LA Eb 7R 0E | HONL, /A a—F—4 13> TWDHERZOF|
H& a7 ~OT 7B AMERE S T2 72 W I Lo TRESNAZ LT,

ZNHORE ST EHTIY, T.FUNC.ALT (ZH L TED,

T.PROT.ALT
T.PROT.ALT /%, O.PROT.NO_ALT. O.USER.AUTHORIZED, OE.USER.AUTHORIZED (2~ TxiHi
TED,
OE.USER.AUTHORIZED {250, MFP & H BT 1T/ O£ 2T 4 RY > — o FNEICHEDFI I # (2xt
L. TOE ZF| 9 5 [R% 5 % . 0.USER.AUTHORIZED (ZJY TOE |34 & Ok BIFEFEAZ EsR L, &
F 2T AR —IZHE> T TOE FIHFF AN SE72 > TR E SFRGES 115, O.PROT.NO_ALT (250 TOE
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X TSF RN, n/ (v a—P —Z 5L 7200 E | HDHVE, uF/ A a2—F—ZiTH > TODERZED
TSF (R ERA~D T 7w AMERZ L T2 N E I L > TR AESNAZ LT,

ZNHDOREFEHILY, TPROT.ALT I TX B,

T.CONF.DIS

T.CONF.DIS /%, O.CONF.NO_DIS, O.USER.AUTHORIZED, OE.USER.AUTHORIZED (Z& > Cxf#LC
&2,

OE.USER.AUTHORIZED (259, MFP & B E(EE 1T DO BX 207 4 R) o —FNEICHEOFI #1256
LT, TOE #F| 3+ %He[R% 5% . O.USER.AUTHORIZED (29 TOE |3F & Ok IFRGFZ ERk L, &
X2 VT ARY T —IZHE->T TOE FIHFF AN IZHe72 - TR E 23FERES 115, 0.CONF.NO_DIS (2kb TOE
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P.USER.AUTHORIZATION

P.USER.AUTHORIZATION %, O.USER.AUTHORIZED, OE.USER.AUTHORIZED (ZJL-> TxIHiT&
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OE.USER.AUTHORIZED iZXV, MFP BB EEFH TR DX 2V T 4R o —LFIBIZHEOR A # 1\ %f
L. TOE #f A3 5#ER% 5 % . O.USER.AUTHORIZED {21V TOE IZF| A& OB Z Bk L . &
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B0 LY, P.USER.AUTHORIZATION ZJESFCTX 5,

P.SOFTWARE.VERIFICATION
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ZOXIR I EHZ LY, P.SOFTWARE.VERIFICATION % JIESFT& 5,

P.AUDIT.LOGGING
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