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-Jzﬂvnv?4jii FEHF& 7Y v k., B EBALPDFLAN DU o MgRE (7)o MEEREIT Z O

FRIZ D | s O FIRE ﬁfEﬂﬁU%*ﬁ\ﬁbﬂh BTHRAE& TV » FXFEL LTRIFIND)

1.45. TOE O F|AEH

TOE oFJi# (UUSER) LLFDO Lo ICnsnsd,

Table 1-1 Users

Designation Definition
U.USER Any authorized User.
(FFAIFI )
U.NORMAL A User who is authorized to perform User
(— R H#E) Document Data processing functions of the TOE.
U.ADMINISTRATOR U.BUILTIN_ADMINI | A User who has been specifically granted the
(EHE) STRATOR authority to manage some portion or all of the TOE

(BEV N EHEE) and whose actions may affect the TOE security
U.USER_ADMINIST | policy (TSP). Administrators may possess special

RATOR privileges that provide capabilities to override
(—V—FHEH) portions of the TSP.

*U.BUILTIN_ADMINISTRATOR, U.USER_ADMINISTRATORIZ DWW TiX1.4.THFEZ SR

1.46. REEE

R##% 21X, User Data, TSF Data, Functions T& 5,

1.4.6.1. User Data

User Data (ZFFrIFIHEDMERT 20>, FFaIRIHEBEOZDIC/ER 4. TOE %=V 7 1 BEEED
BEIC B A 52 T — 2 Th b, User Data (ZUA FDO Lo IcHEEND,

Table 1-2 User Data

Designation Definition

D.DOC User Document Data consists of the information contained in a user’s document. This
includes the original document itself in either hardcopy or electronic form, image data,
or residually stored data created by the hardcopy device while processing an original

document and printed hardcopy output.

D.FUNC User Function Data are the information about a user’s document or job to be processed
by the TOE.

1.4.6.2. TSF Data

TSF Data |Z TOE 2MER%T 52>, TOE HIZIER ST —% TH Y., TOE OFIEICHEL 5 2
HF—HATh%, TSFData IZLLFDO L Iz HEINS,
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Table 1-3 TSF Data

Designation Definition
D.PROT TSF Protected Data are assets for which alteration by a User who is neither an
Administrator nor the owner of the data would have an effect on the operational security
of the TOE, but for which disclosure is acceptable.
D.CONF TSF Confidential Data are assets for which either disclosure or alteration by a User who
is neither an Administrator nor the owner of the data would have an effect on the
operational security of the TOE.

A TOE T# 5 TSF Data % LL FIZRT,

Table 1-4 TSF Data

Designation

Definition

D.PROT

F— bt VEy MRFH

SETA=RZvavaN it

PRI R B B i

INAT — RAR— B E B

T2 AR b o T — 2 GRAERMIEEL, SRR Y — AR —EE 5 5)
SRV — N —FRIER E T — ¥

PR FRRIE OO B A 1 R e R

R 1 R

Fv =7 E (SMTPH— "—DIP7 KL A, K— hEZZE, MFPOIPT KL A%)
REFIERE (A — T L DE(EDFENE)

PRAYT — R

ZAE 7 7 7 AOEERITET D E

User ID

Permission Role

Allocation Role

Role

D.CONF

B7A U RAT— R
5L — K
sBOX PASSWORD
DOC PASSWORD
Bidin

1.4.6.3. Functions

2.3.2 SFR Package functions (2753 HERE,
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1.4.7. FAzE

A ST TR 2 HEED Bk A T

T2

Table 1-5 FAiE

Designation Definition
Allocation Role FIHFE CBEAMA T 55 B, MFPOMEEE 7T DI EN D,
Box Type Ry 7 AOTER,
X2 VT 4 LE Ry 7 A B AT ZER Y 7 A, NAT— RifE
{tPDF ARy 7 A, BIE& TV bRy T A, T AV T« FrnR—
Ry I AN 5,
Copy Role A —%FTTE HHE,

Data Administrator

I I7A T FPCIOLEBREREEZITHOZDOOT IV r—r a7
R

Data Administrator

with Device Set-Up and Utilities

BB OMFPICKHET 2 EBERT N, AERY 7 v =T, 77
A Y7 b =T ThbData Administrator® L E) 7 A HE

DSR Role

T —4% OHDD~ORTF, HDDIZIRFINTWL T —X Ot L, f®
ENTE HHEE,

Fax Role 7 7 U AEERER T TE H%E,
FTPAE AXX U LT —H%, ava—F—TWIDBT 7 A VTEHRLT,

FTPY— =27 v 7'm— R 3 DiRE,

HDD7 — % L& X HIFREHE

HDD L7 — 4% % EEXHIRT D6,

HDD7 — % L3 & HIBR#AE O Eh1E

HDD7 —# L& HIERtae IV THEM T 28I G GHELR) &
BT DIKEE,

Permission Role

MFPOFEREIZ BT B AL D Bk,

Print Role 7I7A4T Y FPCOL T Y v FEFETTE HHE,

Role U.USERD#E,
U.NORMAL, U ADMINISTRATORZ &% ¥ . U ADMINISTRATOR %
& 5 ZU.BUILTIN_ADMINISTRATOR &
U.USER_ADMINISTRATORIZ 73 i 5,

Scan Role AF ¥ U EFATTE HHKE,

SMBi% (5 AXx LT —F &, arCa—S—TRAD7 7 A VIEHRL T,
AL a— =YD T 4V F —~EE T DR,

User Role TY M AFXy Yy, A= TR XET 7 ANDORFE VST

EHE 2 T3 B BRIC B 7 e,

U.BUILTIN_ADMINISTRATOR
(BJL b A EHE)

U.USERD &%,
HONUOTOEICEEI N THWAEHE (B KA UEFEE) 2ok
5 &5 54E,

U.USER_ADMINISTRATOR
(22— — )

U.USERD &,

U.ADMINISTRATORIZ L - T G- s 5 4% %,
U.USER_ADMINISTRATORM DA & 7 = — A b1 7 A Tk
THIET, ZOREITORENRTE L LIRS,

BRI O G - BIBRP AR TH D Z & LBIERMEOHR W Z R E
U.BUILTIN_ADMINISTRATOR & [F] C,
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Web Connection
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Do BRAEASFNDD OEAEDHE,

EN

N Ra b —3EEICEH SN CERB Y 27, B0 2 2 7131
AULDOYFELZWLHETE D,

T2 VT BERRE

X2 VT A HEEOSDIEVICERTIREEZ EX 2 7 EIC—FER
TE LEDRIE ZHEFFT D8, Z OBBER TN > TNDH I &I LY
Xy NI —2 %4 LIETOED BHHERE, v MU — 7 REE AWML
BERE, EIRZWIRREIC L AR EL T R ORISR IE S, E72i3FAH
DRI EE B SRR S D 1ED REMO LT ORI 5 WA R
IREN, REMOEFE (FHELZINETHR) 275 8F2V T+
TLER E T2 D,

X )T o E

2747 FPCAIL Y RAT — FBEE S L. TOEWIZRIF S 72X

(SECURITY DOCUMENT) =o
X2 VT 4 LFEASRRAT -] TH2 VT 4 LFHCRESNTNDARAT— R,
(DOC PASSWORD)

INA T — PR BRI E

B DNRRE T B BRME,

Ry 7 ZANAT— R & AN SNTZRA T — RO L= R — S mE o
ZOBMEICETD EUHAR v 7 A~DT I ANKILEND,

X2 VT 4 LEARRT—REATINT/NAT — RO L e R —
AN OBMEISET S X2 )T 4 LEADT 7 AN S
na.

T A VT« FUN—Ry T A

(A, T o) o)) ZREL TR BEHRENERT IR Y 7 A,
TRAFSN TV D LEZR v 7 2 HE0 HF (FIR, #E5) B, &E
SNBSS,

PR AVEVEIN; i

TOENR 2 547~ FPChrHLFEEENTma—Y—ID, =/ A L /RAT —
Ry FIRIT — % 23210 Ao ikRE, = —¥—ID, v/ A /AU —F
(2 & D RBIREREDS PN L 72356 O AHIRT — % 25217 Ao,

Ry A

WEERRETDEODT L7 R,
BRIFSND LECITERLELETTOY a 7IZEENDILERDH D,
Ry 7 AZE Y, XEERA, BET2 2 EBRHRIFIHAENERD,

Ry 7 ANAT— R

Ry AT EENTZRAT — R,

(BOX PASSWORD) U.ADMINISTRATOR 727 RN ZEHE TE 5 /32U — F % 2 sBOX
PASSWORD & &7,
a—H%—ID FIAEICHIZZ BTV 57851, TOEIXE OB FIZ & v FIHE %
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(User ID)

FrEd %,
SMERY— N—FRRERHE, = —F—ID+NE Y — S —ID THERL S 1L D

vy

=t —ID— BRI I - i

—WREFIRELE Yo — Y —IDIC L o VA U EEIRETH L
iR« —HReRI NS R 2 R 5 2 &,

Y

=P =D IR, RO G HIBR A E 21T 5 HEE,

2 — e

TOEDF| i % 58AET % R AE

AURFEEE (INTERNALLY AUTHENTICATION) LAY — S —FERE
(EXTERNALLY AUTHENTICATION) o 2 f#i2 & 5,

U.BUILTIN_ADMINISTRATORIZAAAFEFED A TRRIALS 11D,

:L‘—‘“H—“‘nu M @ﬁfi*/%%

FOREST A ORIRRRRE,SM - — N —F8RE) O EZ1T 9 H&HE,

=7 e
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QyA L RAT— R
(LOGIN PASSWORD)

TOEIZRr 7 A T HTOD/NAT— K,

BEE LT — K

HDD OB BB W TR T A SO RICB W TCHEH T 55—
%, TOEIIK bV — & L %2 £/KT 5,

S — N —FREERRET — ¥

IERFREEY — N2 T DR ET — X G — —NFiET 5 KA A
AR ERETe)

B o s PR RE e v ZmAR R OB ED R E 21T O HRe,

= i w7 & ST DR,

B P FRRE O B ERE 1L A7 FRINF W Lo RIELKBEEAFEMICEST D LI LY
U.BUILTIN_ADMINISTRATOR D FRFEN 17 v 7 SNT=Hdic e v
DMEER S D F TORERE],

RN » 7 2 K=V v ZE TN HOBRTT 7 7 ZA%(E) LimW s %
TRy A,

FHE T LB LANZ 8 L TR0 0 57— 4 20551k L CRaET 2 e

ST v RV BLERRE

BT ¥ RARERE D FEAT DT D>, SSL/ITLSH — N —FEBH ECKE 55
KOEH 1T O BEHE,

FRAFIE HH B AE HDD7 —# L#EZHIBREEREIZ LV HDD L7 — & ZHIERT 5 #hE,
2 1 i REZI D1 %Eﬂ%?%&#%é L7eSa. JORIERNEA R 71

kI h o,

HEyo 77 v MRFH

BWEEDNRET AN, ZoRMARE TS E BB T Y b
% . Web Connection?® x4,

Yy ia o HBKTHERE

v a v EABNICKT I DR,
B/ % /L, Web Connection, Data Administratoric >\ CZh
TN—ERRBERB Z 2bhisnt -ty v a Y ERBNICK T T 5,

RAE& TV b HERE

Fy hU—7 EOarBa—Z—0nb%kE SN ——4 NRATU—

(AUTH PRINT) RE2ES EE T v MaR S S UTRIET D8R,
PRI SR BT m e B i BB 3RS 2 B, e U 72 RERE R RIS Z ORI IET D LR

AERERES B > 7 END,

ERRH SR T — R

SFERE S R DOE AT W C HIEFRRERFIC AT T 2 BEE BNAEEL L T
WHRAT — R,

B

ROCE

TR M LG E D (FEDSRICEDEAIEDOMR L0 D) K,
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1.48. Ry o R

2.

TOE 2 2ft4 54 v 7 225>\ Ttk 3%, TOEIZUL FOFEDO R v 7 2 & f2iik+ 2,

(BRBZNIEAR Y 7 ZOFBICE S P TH LN B NVEIZB T LR R ELT L —8T
5HDTIEAR, 7o, ZHLSMIBRIRAR v 7 272 ESFIET 20 Z ZICRR LEFEOR v 7 A
LISMIER TE 720,)

Table 1-6 L RAFLRYHIR

Ry 7 2O Gk

X2 VT4 ERy T | X2 VT 0 WEPRESNDR Y 7 X,

A

ATV ZERY 7 A AX A5 30E (FROGE) 75§17‘?<T2§h51“‘y02
éﬁ%ﬂf TUZEREN ON [THESNTND ZAECETIRE A £ Y
ZERy 7 AR END, 9@%”% £tV x1§§x 1% U.ADMINISTRATOR
DT

/NAY — RiE5k PDF K55k PDF (BI< L XA —REANTEH LI ICHRESN TS PDF

Ry o A TrAN) BERETHRY I A, XEEHBEL TSAT—RKANTH2LT
BESCEOHIMER K S,

FRE& TV v bRy 7 2 | FERE& T Y ¥ MERETXENRGFEINDI R Yy 7 A

Table 1-7 #geRvoI X

Ay 7 ADOFEE
TrAV T e Fon— | REFELEXET—% (FHEXE) [CHMA BT 7 AV v 7 &S OmEE %
Ry A MU CHIREB LR EN T 2FBHENEHT IR Y 7 X,

Conformance claims

2.1. CC Conformance claims

AKSTix., LA F@®Common Criteria (LA, CCLET) AT 5,

CC version : Version 3.1 Release 4
CC conformance ¢ CC Part 2 extended, CC Part 3 conformant
Assurance level ¢ EALZ2 augmented by ALC_FLR.2

2.2. PP claim

ASTiE. L FOPPIZHEAT 5,

PP4: Fr/Es : U.S. Government Approved Protection Profile - U.S. Government
Protection Profile for Hardcopy Devices Version 1.0 (IEEE Std
2600.2™-2009)

N— g v 1.0

1) APPlZCommon Criteria Portal |[Z#8# =11 T\ % [TEEE Standard Protection Profile for
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Hardcopy Devices in IEEE Std 2600-2008, Operational Environment BJ (Zi#& L. 2>
[CCEVS Policy Letter #20] 7= L T\ 5,

2.3. Package claim

ASTix, LLFDSFR Packagelli# &7 5,

+ 2600.2-PRT
+ 2600.2-SCN
+ 2600.2-CPY
+ 2600.2-FAX
+ 2600.2-DSR
+ 2600.2-SMI

2.3.1. SFR package reference

Title

Package version
Date

Title

Package version
Date

Title

Package version
Date

Title

Package version
Date

Title

Package version

Date

Title

Package version

o oy op o> o> op

B B e e e

2600.2-PRT, SFR Package for Hardcopy Device Print Functions,
Operational Environment B

1.0

March 2009

2600.2-SCN, SFR Package for Hardcopy Device Scan Functions,
Operational Environment B

1.0

March 2009

2600.2-CPY, SFR Package for Hardcopy Device Copy Functions,
Operational Environment B

1.0

March 2009

2600.2-FAX, SFR Package for Hardcopy Device Fax Functions,
Operational Environment B

1.0

March 2009

2600.2-DSR, SFR Package for Hardcopy Device Document
Storage and Retrieval (DSR) Functions, Operational
Environment B

1.0

March 2009

2600.2-SMI, SFR Package for Hardcopy Device Shared-medium
Interface Functions, Operational Environment B
1.0
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Date

March 2009

2.3.2. SFR Package functions

Functions perform processing, storage, and transmission of data that may be present in HCD

products. The functions that are allowed, but not required in any particular conforming Security

Target or Protection Profile, are listed in Table 2-1.

Table 2-1 SFR Package functions

Designation Definition

F.PRT Printing: a function in which electronic document input is converted to physical document output

F.SCN Scanning: a function in which physical document input is converted to electronic document
output

F.CPY Copying: a function in which physical document input is duplicated to physical document output

F.FAX Faxing: a function in which physical document input is converted to a telephone-based document
facsimile (fax) transmission, and a function in which a telephone-based document facsimile (fax)
reception is converted to physical document output

F.DSR Document storage and retrieval: a function in which a document is stored during one job and
retrieved during one or more subsequent jobs

F.SMI Shared-medium interface: a function that transmits or receives User Data or TSF Data over a

communications medium which, in conventional practice, is or can be simultaneously accessed by

multiple users, such as wired network media and most radio-frequency wireless media

2.3.3. SFR Package attributes

When a function is performing processing, storage, or transmission of data, the identity of the

function is associated with that particular data as a security attribute. This attribute in the TOE

model makes it possible to distinguish differences in Security Functional Requirements that

depend on the function being performed. The attributes that are allowed, but not required in any

particular conforming Security Target or Protection Profile, are listed in Table 2-2.

Table 2-2 SFR Package attributes

Designation Definition

+PRT Indicates data that are associated with a print job.

+SCN Indicates data that are associated with a scan job.

+CPY Indicates data that are associated with a copy job.

+FAXIN Indicates data that are associated with an inbound (received) fax job.
+FAXOUT Indicates data that are associated with an outbound (sent) fax job.

+DSR Indicates data that are associated with a document storage and retrieval job.
+SMI Indicates data that are transmitted or received over a shared-medium interface.

2.4. PP Conformance rationale
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2.4.1. PP ® TOE &5 £ D—EMH TR

PP 23xf% & 58 EOMERIX, ~— Favr—#&EQCI T, HCD:F5)ThsH, HCDIL, ~— K
A —LEETUINT = BIERT DN (RAFxx), TUVINLEENN—Rat—7+—AC
BT 50 (IR, EFEHREN L CN—Fabt—XELEETLIN (7727 R), ~"—FKat—
LEOBMEERT S (a—) T5720IEHTIHMLTH D,

HCDIZ HMIZIE U CEHO B DR CHE SN, BEEZILET 2720~ RT 4 A7 T4
TRMDFFERVEFTTIE S AT L, RF a2 AL P —R_"—RER S ZBINLTVALDbH 5,

A TOE OfEjliZ MFP T& 5, MFP 1L, ;BIN%EE 5 T HCD A EF %8 2 2. HCD 28
BT DEEABHRL T D, Ko T, ATOE FRHiX PP @ TOE L —~EH L TW5D,

242 PPDEF ) TABRBEEX I T A AKRAHEDO—EMTR

P.HDD.CRYPTO & O.HDD.CRYPTO MiE/N
PHDD.CRYPTO |ZHDD i8S 5T —Z DSt 2RO 5 b D TH O EHBREIZH 01D
HREH2 5 b0 TIEARL TOE 24§42 b0 Th s, 0.HDD.CRYPTO IHiEHI L7 OSP
WZXIET D H DO TINGEHARREICO D DHNZHT-2 5O TiER< TOE ##HlKT25 LD
ThD, LIZB-5TST X TOE (2xf LT PP & RIZELL EOHIRZFRE L, TOE O HBREIZH L
TIX PP LAZEDOHIEEZELTEBY ., PPICH LTRSS LT L VHIRA TS D &0 ) o210
729,

243.PPOtEFXF) T4 EHELED—EHEE

K TOE ® SFR %, Common Security Functional Requirements & 2600.2-PRT, 2600.2-SCN,
2600.2-CPY, 2600.2-FAX, 2600.2-DSR. 2600.2-SMI 72672 %,

Common Security Functional Requirements (%.PP 2f5E T 5448 SFR TH Y .2600.2-PRT,
2600.2-SCN, 2600.2-CPY, 2600.2-FAX, 2600.2-DSR, 2600.2-SMI X PP 23573 % SFR Package
MBBIRLIZBDTH D,

K ST DEF= T 4 BE, PP OvF= T ¢ BT L CGEM, BEELTWDLETR®H D
23, PP EIT—BELTWD, LIFIZ, B, Bl TnafEpgre, 2 6R” PP & —BHLTWDHH
EERRY (A R

Common Access Control SFP

PP IZ+FAXIN @ g% -2 D.DOC @ Delete, Read ¥ & T D.FUNC @ Modify. Delete |2
B4 27 72l ZERL TWDH28, TOE 82 fEH D FAX #fE0F ¥ U EEHIRENT
BOTHTHITY) 2B TE, ZHICLYZEFD FAX @ D.DOC, D.FUNC iZHIBrE N5,
LxL7223 5 Z1uid D.DOC, D.FUNC @ Delete # BN L7=H ClI 2 < BEF ¥ o BIZEE
9 Delete THVH, v L L TCREkINLM, ZENTET LIRITAR v 7 RITHRFES L DSR
Access Control SFP OXI& L 2 V{R#ESNDHZ L5 PP OEREZEAR D LD TR, £z,
S D7 7 7 20 D.FUNC @ Modify #1795 Z LIXTE 2R\, ZiUE PP L VIR 2T 7
T AFETH S,

TOE (3+SCN ¥ L O+FAXOUT @ g4 % #> D.DOC @ Modify (232 7 7 & A% &
FLTWD, ZHiE PP TIHRERSNTWARNVWLDOTH LN, TORNFIT—VHEN TOHIER
% D.DOC OFiaA# Toh 5H UNORMAL IZHIRT 5 H D THh 5, PP Tid Delete (BT 257 2
T AFEINER SN TWSH2 TOE 1 PP LEBED T 7 & ZHIHIIIN 2~ — Y B TD Delete
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KEBEZTRE L TV AN, FOFEITIZNF D.DOC OFFEFICHIEE N TEBY . PP O T 7 & 2 Hl
f#l SFP OHlRZEMT 2 L 5 72 b DO TIE 7w,

FAU_SAR.1, FAU_SAR.2, FAU_STG.1. FAU_STG.4(1), FAU_STG.4(2)? &0
A TOE NEAEn V7 #RFEHT 5 7-DIC, PP APPLICATION NOTE5 ¥ X' PP
APPLICATION NOTE7 (Zf¢\vy, FAU_SAR.1, FAU_SAR.2, FAU_STG.1. FAU_STG.4(1),
FAU_STG.4(2) % B /17 %,

FCS_CKM.1, FCS_COP.1, FIA_SOS.1(2)®iE
A TOE % Objectives & L T O.HDD.CRYPTO #EMLTEY ., THICLE bR -T
FCS_CKM.1, FCS_COP.1, FIA_SOS.1(2)%EBMT B4, Ziik, PP NMEETH X2V T
A BHEONFEZELT HHDTIERY,

FDP_ACF.1(@Q»>— &1

PP ® FDP_ACF.1 (a)iZ his/her own documents/ his/her own function data D ~D7 7 &
AT 5T 7 Al#E SFP # %L L C\Wb, K TOE i D.DOC, DFUNC k&% =1
T A RIECH L OWTT 7 B Rl 23 22 O i, TOE (ZfRfF &5 D.DOC, D.FUNC (2>
WTIIRESINTZT A L7 P THDLIRy 7 RIRFEL, Ay 7 RIZET 27 7 & AHIHEIC &
S>THFEA Yy 7 ZND D.DOC, D.FUNC #{Ri#T 5, "AU— RTRESNTR Y 7 ATHE
N FEIT, Ry 7 ANRAT =R TR#ESNTEY, Ry 7 AR — RE2EHE L
TWAFIHE (K TOE TIEEHE) #%i%A v 7 AWN® D.DOC, D.FUNC ® owner & {if &
D, T RAREEB D,

FIA_AFL.1. FIA_S0S.1(1). FIA _UAU.7 @3B
AARZRIEIIA TOE NFEET o pETH S, + 2 T, PP APPLICATION NOTE 3817V,
FIA_AFL.1, FIA_S0S.1(1), FIA_UAU.7 #84 %,

FMT _MOF.1 ®am

TOE i3t ¥ =2V 7 ¢ 58{bik & & AT 28RBS L OMENIC T 2 8RE 2 FF>, TOE ¥t % =
V7 4k @2 AN LERECEHNT L2 A2ZDOTA XL ATROTED
FMT_MOF.1 it * =V 7 ¢ #fbi% & DL HF %2 UADMINISTRATOR ([ZHIfR9 5 Z & T, AIE
WX VT LR ENRESINDZ EEBILELTHWA O THY PPREET S x2 Y
T A BEONEEETTHH DO TR,

FMT MOF.1 /X FTP_ITC.1 (BT 2 FHEERE b Ve —F — RO FH %
U.ADMINISTRATOR (ZHI[R 5 Z & T, HIMEREN AR EIZEI TSNS Z EEIEL TS G
DOTHY, PPREETLHEX 2V 7T 4 BHEOAREELETHHDTIER,

HDD & —#% FEXHIRMEREDIE L BV OB FIIRFIE R A (R#T 5 EEXHIREREDIES
BNEEHETLILOTHY, PPREETLIEX 2V T 4 BHORAREEETDHHLOTIER,

EEAMEDOIR D BOOEHITES o ZTHREOEMELEHT L0 THY , PPNEET S
X2 VT A BEHONFEEZELT 55O TR,
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FMT _MSA.1(a). FMT _MSA.1(b) & %5 /7 &+ EAt%

TS OMRETENE & R TS ORISR PP & R H0N, ZHUEIR Y 7 A0 @M L TSF
T—HILESL X2V T A BEOIRANVRUESANTSEF T —FZDHEDOD[HANRH I AL
FREDREREED 2 DX 2 U T 4 BYEOEHEN TSF 7 — 2 Off#E LRI U HP - 217 % b
DO THY PPRREET 22XV 7 A BEHONEFEEETTL5HDOTIHR,

FMT_MTD.1 & %f5& )58+ Btk
TOE OE B E % E|ITd %5 U.ADMINISTRATOR (% U.BUILTIN_ADMINISTRATOR &

U.USER_ADMINISTRATOR (25 &5, U.BUILTIN_ADMINISTRATOR i3d 57> U
TOE ([ZFE SN TV HERHE (BN A VEHE) [CORFESNLIBETHY
U.USER_ADMINISTRATOR /% U.BUILTIN_ADMINISTRATOR & LT
U.USER_ADMINISTRATOR (2 & » Tff G a2 & EI TH 5, Zhbidé b2 TOE 0FHE
#EITH Y, UADMINISTRATOR & UNORMAL OHERD FHEEZFJEST 5 6 DO Tid/e <, PP
PIRET2EF2 )7 4 ZIEFONEZLET LD TR,
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3. Security Problem Definition
3.1. Threats agents

This security problem definition addresses threats posed by four categories of threat agents:
a) Persons who are not permitted to use the TOE who may attempt to use the TOE.
b) Persons who are authorized to use the TOE who may attempt to use TOE functions for
which they are not authorized.
¢) Persons who are authorized to use the TOE who may attempt to access data in ways for
which they are not authorized.
d) Persons who unintentionally cause a software malfunction that may expose the TOE to
unanticipated threats.

The threats and policies defined in this Protection Profile address the threats posed by these
threat agents.

3.2. Threats to TOE Assets
This section describes threats to assets described in clause in 1.4.6.

Table 3-1 Threats to User Data for the TOE

Threat Affected asset Description

T.DOC.DIS D.DOC User Document Data may be disclosed to unauthorized persons
T.DOC.ALT D.DOC User Document Data may be altered by unauthorized persons
T.FUNC.ALT D.FUNC User Function Data may be altered by unauthorized persons

Table 3-2 Threats to TSF Data for the TOE

Threat Affected asset Description

T.PROT.ALT D.PROT TSF Protected Data may be altered by unauthorized persons
T.CONF.DIS D.CONF TSF Confidential Data may be disclosed to unauthorized persons
T.CONF.ALT D.CONF TSF Confidential Data may be altered by unauthorized persons

3.3. Organizational Security Policies for the TOE

This section describes the Organizational Security Policies (OSPs) that apply to the TOE.
OSPs are used to provide a basis for Security Objectives that are commonly desired by TOE
Owners in this operational environment but for which it is not practical to universally define the
assets being protected or the threats to those assets.

Table 3-3 Organizational Security Policies for the TOE

Name Definition

PUSER.AUTHORIZATION To preserve operational accountability and security, Users will be
authorized to use the TOE only as permitted by the TOE Owner.

P.SOFTWARE.VERIFICATION To detect corruption of the executable code in the TSF, procedures will exist
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to self-verify executable code in the TSF.

PAUDIT.LOGGING To preserve operational accountability and security, records that provide an
audit trail of TOE use and security-relevant events will be created,
maintained, and protected from unauthorized disclosure or alteration, and

will be reviewed by authorized personnel.

PINTERFACE.MANAGEMENT To prevent unauthorized use of the external interfaces of the TOE,
operation of those interfaces will be controlled by the TOE and its IT

environment.

PHDD.CRYPTO The Data stored in an HDD must be encrypted to improve the secrecy.

3.4. Assumptions
The Security Objectives and Security Functional Requirements defined in subsequent sections
of this Protection Profile are based on the condition that all of the assumptions described in this

section are satisfied.

Table 3-4 Assumptions for the TOE

Assumptions Definition

A.ACCESS.MANAGED The TOE is located in a restricted or monitored environment that provides
protection from unmanaged access to the physical components and data interfaces
of the TOE.

A.USER.TRAINING TOE Users are aware of the security policies and procedures of their organization,

and are trained and competent to follow those policies and procedures.

A.ADMIN.TRAINING Administrators are aware of the security policies and procedures of their
organization, are trained and competent to follow the manufacturer’s guidance and
documentation, and correctly configure and operate the TOE in accordance with

those policies and procedures.

A. ADMIN.TRUST Administrators do not use their privileged access rights for malicious purposes.
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4. Security Objectives
4.1. Security Objectives for the TOE
This section describes the Security Objectives that the TOE shall fulfill.

Table 4-1 Security Objectives for the TOE

Objective Definition
0.DOC.NO_DIS The TOE shall protect User Document Data from unauthorized disclosure.
O.DOC.NO_ALT The TOE shall protect User Document Data from unauthorized alteration.

O.FUNC.NO_ALT

The TOE shall protect User Function Data from unauthorized alteration.

O.PROT.NO_ALT

The TOE shall protect TSF Protected Data from unauthorized alteration.

0.CONF.NO_DIS

The TOE shall protect TSF Confidential Data from unauthorized disclosure.

O.CONF.NO_ALT

The TOE shall protect TSF Confidential Data from unauthorized alteration.

O.USER.AUTHORIZED

The TOE shall require identification and authentication of Users, and shall
ensure that Users are authorized in accordance with security policies before
allowing them to use the TOE.

O.INTERFACE.MANAGED

The TOE shall manage the operation of external interfaces in accordance with

security policies.

O.SOFTWARE.VERIFIED

The TOE shall provide procedures to self-verify executable code in the TSF.

O.AUDIT.LOGGED

The TOE shall create and maintain a log of TOE use and security-relevant

events and prevent its unauthorized disclosure or alteration.

O.HDD.CRYPTO

The TOE shall encrypt data at the time of storing it to an HDD.

4.2. Security Objectives for the IT environment

This section describes the Security Objectives that must be fulfilled by IT methods in the I'T

environment of the TOE.

Table 4-2 Security Objectives for the IT environment

Objective

Definition

OE.AUDIT_STORAGE.PROTECTED

If audit records are exported from the TOE to another trusted IT
product, the TOE Owner shall ensure that those records are protected

from unauthorized access, deletion and modifications.

OE.AUDIT_ACCESS.AUTHORIZED

If audit records generated by the TOE are exported from the TOE to
another trusted IT product, the TOE Owner shall ensure that those
records can be accessed in order to detect potential security violations,

and only by authorized persons.

OE.INTERFACE.MANAGED

The IT environment shall provide protection from unmanaged access to

TOE external interfaces.

4.3. Security Objectives for the non-IT environment

This section describes the Security Objectives that must be fulfilled by non-IT methods in the

non-IT environment of the TOE.
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Table 4-3 Security Objectives for the non-IT environment

Objective

Definition

OE.PHYSICAL.MANAGED

The TOE shall be placed in a secure or monitored area that provides

protection from unmanaged physical access to the TOE.

OE.USER.AUTHORIZED

The TOE Owner shall grant permission to Users to be authorized to
use the TOE according to the security policies and procedures of their

organization.

OE.USER.TRAINED

The TOE Owner shall ensure that Users are aware of the security
policies and procedures of their organization and have the training and

competence to follow those policies and procedures.

OE.ADMIN.TRAINED

The TOE Owner shall ensure that TOE Administrators are aware of
the security policies and procedures of their organization; have the
training, competence, and time to follow the manufacturer’s guidance
and documentation; and correctly configure and operate the TOE in

accordance with those policies and procedures.

OE.ADMIN.TRUSTED

The TOE Owner shall establish trust that TOE Administrators will not

use their privileged access rights for malicious purposes.

OE.AUDIT.REVIEWED

The TOE Owner shall ensure that audit logs are reviewed at
appropriate intervals for security violations or unusual patterns of

activity.
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4.4. Security Objectives rationale

This section demonstrates that each threat, organizational security policy, and assumption are

mitigated by at least one security objective for the TOE, and that those Security Objectives

counter the threats, enforce the policies, and uphold the assumptions.

Table 4-4 Completeness of Security Objectives

Threats, policies, and

assumptions

Objectives

SId ON'D0dO

LTV ON'D0d°0

LTV ON'ONNA O

LTV ON'LOYd O

SId ON'ANODO

LTV ON'INOD O

AHZIYOHLAVYASN 'O

AILOHLOYd HOVIOLS LIANV'HO

OLdAYD'ddH O
AUIZIYOHLAV'SSHDDV LIdNV'HO

AHZISOHLAVYASNHO
AHIATIHA ' HIVMLAOS O
agodOTLIANV'O
THMIIATY LIAAVHO
THOVNVIN'HOVAYHLNI O
THOVNVIN'TVOSIAHd HO
THDVNVINHOVAYHLNIHO
TUNIVEL NINAV'HO
HLSAYL NINAV'HO

AUNIVELEISNHO

T.DOC.DIS

T.DOC.ALT

T.FUNC.ALT

T.PROT.ALT

T.CONF.DIS

T.CONF.ALT

P.USER.AUTHORIZATION

RIS SIS S

RIS SIS S

P.SOFTWARE.VERIFICATION

P.AUDIT.LOGGING

P.INTERFACE.MANAGEMENT

P.HDD.CRYPTO

A ACCESS.MANAGED

A ADMIN.TRAINING

A ADMIN.TRUST

A.USER.TRAINING

Table 4-5 Sufficiency of Security Objectives

Threats. Policies,

and assumptions

Summary

Objectives and rationale

T.DOC.DIS

User Document Data
may be disclosed to

unauthorized persons.

0.DOC.NO_DIS protects D.DOC from unauthorized

disclosure.

O.USER.AUTHORIZED establishes user

identification and authentication as the basis for
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authorization.

OE.USER.AUTHORIZED establishes responsibility
of the TOE Owner to appropriately grant

authorization.

T.DOC.ALT

User Document Data
may be altered by

unauthorized persons.

0.DOC.NO_ALT protects D.DOC from unauthorized

alteration.

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for

authorization.

OE.USER.AUTHORIZED establishes responsibility
of the TOE Owner to appropriately grant

authorization.

T.FUNC.ALT

User Function Data may
be altered by

unauthorized persons.

O.FUNC.NO_ALT protects D.FUNC from

unauthorized alteration.

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for

authorization.

OE.USER.AUTHORIZED establishes responsibility
of the TOE Owner to appropriately grant

authorization.

T.PROT.ALT

TSF Protected Data may
be altered by

unauthorized persons.

O.PROT.NO_ALT protects D.PROT from

unauthorized alteration.

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for

authorization.

OE.USER.AUTHORIZED establishes responsibility
of the TOE Owner to appropriately grant

authorization.

T.CONF.DIS

TSF Confidential Data
may be disclosed to

unauthorized persons.

0O.CONF.NO_DIS protects D.CONF from

unauthorized disclosure.

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for

authorization.

OE.USER.AUTHORIZED establishes responsibility
of the TOE Owner to appropriately grant

authorization

T.CONF.ALT

TSF Confidential Data
may be altered by

unauthorized persons.

O.CONF.NO_ALT protects D.CONF from

unauthorized alteration.

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for

authorization.

OE.USER.AUTHORIZED establishes responsibility
of the TOE Owner to appropriately grant

authorization

P.USER.AUTHORIZATION

Users will be authorized

O.USER.AUTHORIZED establishes user
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to use the TOE

identification and authentication as the basis for

authorization to use the TOE.

OE.USER.AUTHORIZED establishes responsibility
of the TOE Owner to appropriately grant

authorization

P.SOFTWARE.VERIFICATION

Procedures will exist to
self- verify executable
code in the TSF.

O.SOFTWARE.VERIFIED provides procedures to
self-verify executable code in the TSF.

P.AUDIT.LOGGING

An audit trail of TOE use
and security-relevant
events will be created,
maintained, protected,

and reviewed.

O.AUDIT.LOGGED creates and maintains a log of
TOE use and security-relevant events and prevents

unauthorized disclosure or alteration.

OE.AUDIT_STORAGE.PROTECTED protects
exported audit records from unauthorized access,

deletion, and modifications.

OE.AUDIT_ACCESS.AUTHORIZED establishes
responsibility of, the TOE Owner to provide

appropriate access to exported audit records.

OE.AUDIT.REVIEWED establishes responsibility of
the TOE Owner to ensure that audit logs are

appropriately reviewed.

PINTERFACE.MANAGEMENT

Operation of external
interfaces will be
controlled by the TOE

and its IT environment.

O.INTERFACE.MANAGED manages the operation
of external interfaces in accordance with security

policies.

OE.INTERFACE.MANAGED establishes a

protected environment for TOE external interfaces.

P.HDD.CRYPTO

Cryptographic operation

O.HDD.CRYPTO encrypts data stored in HDD by

will be controlled by | TOE.
TOE.

A.ACCESS.MANAGED The TOE environment OE.PHYSICAL.MANAGED establishes a protected
provides protection from | physical environment for the TOE.
unmanaged access to the
physical components and
data interfaces of the
TOE.

A. ADMIN.TRAINING TOE Users are aware of | OE. ADMIN.TRAINED establishes responsibility of
and trained to follow the TOE Owner to provide appropriate
security policies and Administrator training.
procedures.

A. ADMIN.TRUST Administrators do not OE.ADMIN.TRUSTED establishes responsibility of
use their privileged the TOE Owner to have a trusted relationship with
access rights for Administrators.
malicious purposes.

A.USER.TRAINING Administrators are OE.USER.TRAINED establishes responsibility of

aware of and trained to

follow security policies

the TOE Owner to provide appropriate User

training.
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| and procedures. |

5. Extended components definition (APE_ECD)

This Protection Profile defines components that are extensions to Common Criteria 3.1 Revision
2, Part 2. These extended components are defined in the Protection Profile but are used in SFR
Packages, and, therefore, are employed only in TOEs whose STs conform to those SFR Packages.

5.1. FPT_FDI_EXP Restricted forwarding of data to external interfaces

Family behaviour:
This family defines requirements for the TSF to restrict direct forwarding of information from

one external interface to another external interface.

Many products receive information on specific external interfaces and are intended to transform
and process this information before it is transmitted on another external interface. However,
some products may provide the capability for attackers to misuse external interfaces to violate
the security of the TOE or devices that are connected to the TOE’s external interfaces. Therefore,
direct forwarding of unprocessed data between different external interfaces is forbidden unless
explicitly allowed by an authorized administrative role. The family FPT_FDI_EXP has been
defined to specify this kind of functionality.

Component leveling:

FPT _FDI_EXP.1 Restricted forwarding of data to external interfaces I—

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces provides for the
functionality to require TSF controlled processing of data received over defined external
interfaces before these data are sent out on another external interface. Direct forwarding of data
from one external interface to another one requires explicit allowance by an authorized
administrative role.

Management: FPT FDI_EXP.1
The following actions could be considered for the management functions in FMT:
a) Definition of the role(s) that are allowed to perform the management activities
b) Management of the conditions under which direct forwarding can be allowed by an
administrative role

¢) Revocation of such an allowance

Audit: FPT_FDI_EXP.1
The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

There are no auditable events foreseen.
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Rationale:

Quite often, a TOE is supposed to perform specific checks and process data received on one
external interface before such (processed) data are allowed to be transferred to another external
interface. Examples are firewall systems but also other systems that require a specific work flow
for the incoming data before it can be transferred. Direct forwarding of such data (i.e., without
processing the data first) between different external interfaces is therefore a function that—if

allowed at all-—can only be allowed by an authorized role.

It has been viewed as useful to have this functionality as a single component that allows
specifying the property to disallow direct forwarding and require that only an authorized role
can allow this. Since this is a function that is quite common for a number of products, it has been

viewed as useful to define an extended component.

The Common Criteria defines attribute-based control of user data flow in its FDP class. However,
in this Protection Profile, the authors needed to express the control of both user data and TSF
data flow using administrative control instead of attribute-based control. It was found that using
FDP_IFF and FDP_IFC for this purpose resulted in SFRs that were either too
implementation-specific for a Protection Profile or too unwieldy for refinement in a Security
Target. Therefore, the authors decided to define an extended component to address this
functionality.

This extended component protects both user data and TSF data, and it could therefore be placed
in either the FDP or FPT class. Since its purpose is to protect the TOE from misuse, the authors
believed that it was most appropriate to place it in the FPT class. It did not fit well in any of the
existing families in either class, and this lead the authors to define a new family with just one

member.

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces
Hierarchical to: No other components
Dependencies: FMT_SMF.1 Specification of Management Functions
FMT_SMR.1 Security roles
FPT FDI_EXP.1.1 The TSF shall provide the capability to restrict data received on
lassignment: list of external interfacesl from being forwarded without
further processing by the TSF to [assignment: list of external interfaces).
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6. Security Requirements

ARETIE, BX 2V T 4 BHIZOWTEHRIRT D,

6.1. Security functional requirements

6.1.1.

COETHE, A1 ETHESREEX 2V 7 4 K F# &2 FEHT 57200, TOEDOEF 2V T 4
BEREE 25095, 728, X2 U7 ( HEEEE L, CCPart2 ICHEDEFX 2 U 7 « FEREZEE)>
5. BT %, CCPart2 ICHESh T\t X = U7 ¢ #EZHX. PPAEEE Std 2600.2-2009)
WCHEDIREE X 2V 7 ¢ B EE 5. 5IHT 5,
<tXxal T BEZHRE OBRATAZE>

LN OGO HFIZHBNT, R—/ R TRINARIELIT., PP TEEE IFFEMEL L2 & 25R7,
AEZY 2 HOR—/ RT3 BSEZT., K ST TN, FIT98 IS TWD Z & E2RT,
T H—=FGA UV TREINDFLDEZBUEE T1 5 Y 2 HoR—n FTRINSEEL. 7

YHE=T A SNFESCEFTAA ST THME" SN TV D Z L Z2mRd, 7 UL DORITHIMT T TR
SNDHFE ST, UEEREEEMENAK ST TR LS THEM S T 5 Z L 2RT,

Class FAU: Security audit

FAU_GEN.1

FAU_GEN.1.1

FAU_GEN.1.2

Audit data generation

Hierarchical to No other components

Dependencies : FPT_STM.1 Reliable time stamps

The TSF shall be able to generate an audit record of the following auditable events:

- Start-up and shutdown of the audit functions;

- All auditable events for the [selection, choose one of: minimum, basic, detailed, not
specified] level of audit; and

- All Auditable Events as each is defined for its Audit Level Gf one is specified) for the
Relevant SFR in Table 6-1; [assignment: other specifically defined auditable events]
[selection, choose one of: minimum, basic, detailed, not specified]

not specified

[assignment: other specifically defined auditable events)

zL

The TSF shall record within each audit record at least the following information:

- Date and time of the event, type of event, subject identity (if applicable), and the
outcome (success or failure) of the event; and

- For each audit event type, based on the auditable event definitions of the functional
components included in the PP/ST, for each Relevant SFR listed in Table 6-1: (1) the
information as defined by its Audit Level (if one is specified), and (2) all Additional
Information (if any is required); [assignment: other audit relevant information)

[assignment: other audit relevant information)
7L
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Table 6-1 Audit data requirements

Auditable event

Relevant SFR | Audit level Additional Details

information

Unsuccessful use
of the
authentication

mechanism

FIA_UAU.1 Minimum None required - Failure of login

The reaching of
the threshold for
the unsuccessful
authentication
attempts and the
actions (e.g.
disabling of a
terminal) taken
and the
subsequent, if
appropriate,
restoration to the
normal state (e.g.
re-enabling of a

terminal).

FIA_AFL.1 Minimum None required - FRRE DS Ik
EEIRE~ DO R

Unsuccessful use

FIA_UID.1 Minimum Attempted user | ‘Failure of login

of the identity, if
identification available
mechanism
Use of the FMT_SMF.1 Minimum None required Use of the management functions
management
functions
Modifications to | FMT_SMR.1 | Minimum None required | &#H & LTO2—HF—D 7 L—71%
the group of FE L7720 O TREERIT 720,
users that are
part of a role
Failure of the FTP_ITC.1 Minimum None required Failure of the trusted channel
trusted channel functions
functions
Changes to the FPT_STM.1 Minimum None required changes to the time
time
FAU_GEN.2 User identity association
Hierarchical to : No other components
Dependencies : FAU_GEN.1 Audit data generation

FIA_UID.1 Timing of identification
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FAU_GEN.2.1

FAU_SAR.1

FAU_SAR.1.1

FAU_SAR.1.2

FAU_SAR.2

FAU_SAR.2.1

FAU_STG.1

FAU_STG.1.1

FAU_STG.1.2

FAU_STG.4(1)

FAU_STG.4.1

For audit events resulting from actions of identified users, the TSF shall be able to

associate each auditable event with the identity of the user that caused the event.

Audit review

Hierarchical to No other components

Dependencies : FAU_GEN.1 Audit data generation

The TSF shall provide [assignment: authorised users| with the capability to read
[assignment: list of audit information] from the audit records.

[assignment: authorised users]

U ADMINISTRATOR

[assignment: Iist of audit information]

Table 6-1 IZ~7 &2

The TSF shall provide the audit records in a manner suitable for the user to interpret the

information.

Restricted audit review

Hierarchical to No other components
Dependencies : FAU_SAR.1 Audit review
The TSF shall prohibit all users read access to the audit records, except those users that

have been granted explicit read-access.

Protected audit trail storage

Hierarchical to : No other components

Dependencies : FAU_GEN.1 Audit data generation

The TSF shall protect the stored audit records in the audit trail from unauthorized
deletion.

The TSF shall be able to [selection, choose one of ' prevent, detecfl unauthorised
modifications to the stored audit records in the audit trail.

[selection, choose one of: prevent, detect]

prevent

Prevention of audit data loss

Hierarchical to FAU_STG.3 Action in case of possible audit data loss
Dependencies : FAU_STG.1 Protected audit trail storage

i«

The TSF shall [selection, choose one of: “gnore audited events”, “prevent audited events,
except those taken by the authorised user with special rights”, “overwrite the oldest
stored audit records’ and [assignment: other actions to be taken in case of audit storage
failure] if the audit trail is full (BrZSFEBF DTN 7 o 7EREDBIED | EZEEZEIE) IZ2E
SNEREE T, BEEEALBRIHHIE 220 T 8.

[selection, choose one of: “ignore audited events”, “prevent audited events, except those
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FAU_STG.4(2)

FAU_STG.4.1

T3

taken by the authorised user with special rights”, “overwrite the oldest stored audit
records’]
ignore audited events

[assignment: other actions to be taken in case of audit storage failurel
P a T OFE

Prevention of audit data loss

Hierarchical to FAU_STG.3 Action in case of possible audit data loss
Dependencies : FAU_GEN.1 Audit data generation

”»

The TSF shall [selection, choose one of: “gnore audited events”, “prevent audited events,
except those taken by the authorised user with special rights”, “overwrite the oldest
stored audit records’ and [assignment: other actions to be taken in case of audit storage
failure] if the audit trail is full (BrZSFEBF DTN 7 o 7EREDBIED | EZEFF ) ICRE
SHEREE T, BEEABRIHIIC %o 755,

[selection, choose one of: “Ignore audited events”, “prevent audited events, except those

”» o«

taken by the authorised user with special rights”, ‘overwrite the oldest stored audit
records’]

overwrite the oldest stored audit records

[assignment: other actions to be taken in case of audit storage failurel

2L

6.1.2. Class FCS: Cryptographic support

FCS_CKM.1

FCS_CKM.1.1

Cryptographic key generation

Hierarchical to  : No other components.
Dependencies : [FCS_CKM.2 Cryptographic key distribution, or
FCS_COP.1 Cryptographic operation]
FCS_CKM.4 Cryptographic key destruction
The TSF shall generate cryptographic keys (cryptographic keys for HDD encryption) in

accordance with a specified cryptographic key generation algorithm [assignment:
cryptographic key generation algorithm] and specified cryptographic key sizes
[assignment: cryptographic key sizes] that meet the following: [assignment: list of
standards].

[assignment: cryptographic key generation algorithm)]

refer to Table 6-2

[assignment: cryptographic key sizes]

refer to Table 6-2

[assignment: list of standards]

refer to Table 6-2
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Table 6-2 Cryptographic key algorithm key size

list of standards

cryptographic key generation algorithm key sizes

a=P 3 JVE SRR =53/ V% HDD K 5ERT VI Y X A + 256 bit

FCS_COP.1

.FCS_COP.1.1

Cryptographic operation

Hierarchical to No other components

Dependencies : [FDP_ITC.1 Import of user data without security attributes, or
FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]
FCS_CKM.4 Cryptographic key destruction

The TSF shall perform [assignment: list of cryptographic operations] in accordance with

a specified cryptographic algorithm [assignment: cryptographic algorithm] and

cryptographic key sizes [assignment: cryptographic key sizes] that meet the following:

[assignment: list of standards].

[assignment: list of cryptographic operations]

refer to Table 6-3

[assignment: cryptographic algorithm]

refer to Table 6-3

[assignment: cryptographic key sizes]

refer to Table 6-3

[assignment: list of standards]

refer to Table 6-3

Table 6-3 Cryptographic operations algorithm key size standards

Standard cryptographic key sizes cryptographic operations
algorithm
FIPS PUB197 AES - 256 bit | HDD O#5 51t

6.1.3. Class FDP: User data protection

FDP_ACC.1(a)

FDP_ACC.1.1(a)

Subset access control

Hierarchical to No other components

Dependencies : FDP_ACEF.1 Security attribute based access control

The TSF shall enforce the Common Access Control SFP in Table 17 (Access Control SFP
in Table 6-4,Table 6-5,Table 6-6, Table 6-7, Table 6-8, Table 6-9) on the list of users as

subjects, objects, and operations among subjects and objects covered by the Common

Access Control SFP in Table 17 (the list of users as subjects, objects, and operations

among subjects and objects covered by the Access Control SFP in Table 6-4, Table
6-5,Table 6-6, Table 6-7,Table 6-8 Table 6-9).
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Table 6-4 Common Access Control SFP

Object Attribute Operation(s) Subject Subject Access control
Function | Object Attribute rule
Attribute Attribute
D.DOC +SCN User ID Delete U.NORMAL User ID User ID 3 —% 9
+CPY L6 DR
+FAXOUT A4 2,
D.FUNC | +PRT Box Type Modify U.NORMAL User ID Box Type 23&F
User ID Delete 2 UT 4 LER Y
7 ATIRWGA,
User ID 3 —% 9
b DDOHBEE
Al 5,
Box Type Modify U.NORMAL DOC Box Type 723t
DOC Delete PASSWORD 2 U7 4 3GER Y
PASSWORD 7 ADLAEIT
DOC
PASSWORD 78—
T 5 B HE
AR D,
+CPY User ID Modify U.NORMAL User ID User ID 3 —%
+SCN Delete L2856 DL EEE
+FAXOUT Al 5,
+DSR Box Type Delete U.NORMAL sBOX Box Type %35kl
+FAXIN sBOX PASSWORD AERIVZERY
PASSWORD AT sBOX
PASSWORD 73—
BT 558 T HE
ZEFRY D,
+DSR Box Type Modify U.NORMAL sBOX Box Type 237 7
sBOX Delete PASSWORD AV T e F N
PASSWORD —Ry 7 AT
sBOX
PASSWORD 73—
BT 558 T HE
ZEFRY D,
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Table 6-5 PRT Access Control SFP

Object Attribute Operation(s) Subject Subject Access control rule
Function | Object Attribute
Attribute Attribute
D.DOC +PRT Box Type Read U.NORMAL | User ID Box Type ¥ =Y
User ID Delete T A LER Y 7 AT
WA, User ID 28—
BT Db O0HEEE
A4 2,
Box Type Read U.NORMAL | DOC Box Type &%=V
DOC Delete PASSWORD | 7 1 XEAR v 7 2D
PASSWORD &1z DOC
PASSWORD 73— %7
Ry radtat: Lot
Do

X Box Type [Z%})ts L T DOC PASSWORD A3 5 & T 572 Box Type &5 2 & TRIET %,

Table 6-6 SCN Access Control SFP

Object Attribute Operation(s) Subject Subject Access control rule
Function | Object Attribute
Attribute Attribute
D.DOC +SCN User ID Read U.NORMAL | User ID User ID 3 —H7 25 1
Modify D DHEAEZ T
%,
Table 6-7 CPY Access Control SFP
Object Attribute Operation(s) Subject Subject Access control rule
Function Object Attribute
Attribute | Attribute
D.DOC +CPY User ID Read U.NORMAL | User ID User ID A —E¥ 2% %
DO I AR
o
Table 6-8 FAX Access Control SFP
Object Attribute Operation(s) Subject Subject Access control rule
Function Object Attribute
Attribute | Attribute
D.DOC | + FAXIN Box Type Delete U.NORMAL sBOX PASSWORD | Box Type 735l A €
sBOX PASSWORD | Read USZAER w7 ZAGEIT
sBOX PASSWORD 7%
—BT LA L
AT 5,
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+FAXOUT | User ID Read U.NORMAL User ID User ID 3 —EHF 251
Modify DDHIBNEZR T
Do
Table 6-9 DSR Access Control SFP
Object Attribute Operation(s) Subject Subject Access control rule
Function Object Attribute
Attribute | Attribute
D.DOC | +DSR Box Type Delete U.NORMAL sBOX PASSWORD | Box Type 237 71 U
sBOX PASSWORD | Read VT e FUN—R

A DA sBOX
PASSWORD 73 —% 4"
LY EICEMEZ AT
50

Box Type 37| X €
VEZERy 7 AD%E
IZ sBOX PASSWORD
B—HT H5EITHE
AT D,

FDP_ACC.1(b) Subset access control

FDP_ACC.1.1(b)

Hierarchical to

Dependencies

No other components

FDP_ACEF.1 Security attribute based access control
The TSF shall enforce the TOE Function Access Control SFP (TOE Function Access

Control SFP in Table 6-10) on users as subjects, TOE functions as objects, and the right

to use the functions as operations (the list of users as subjects, objects, and operations

among subjects and objects covered by the TOE Function Access Control SFP in Table

6-10).

Table 6-10 TOE Function Access Control SFP

Object Object Operation(s) Subject Subject Attribute Access control rule
(TOE Function) | Attribute
F.PRT Permission FAT U.NORMAL Allocation Role Subject @ Allocation
Role Role 7% Object ™
Permission Role = & A
TWo%GaE. BEEDFELT
LRI D,
F.SCN Permission AT U.NORMAL Allocation Role Subject @ Allocation
Role Role 7% Object @
Permission Role =& A
TWo5E., REDFET
IR D,
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F.CPY Permission FAT U.NORMAL Allocation Role Subject @ Allocation
Role Role 7% Object ™
Permission Role =& A/
TWDEE. EREDELT
ZFFRT D,
F.FAX Permission FAT U.NORMAL Allocation Role Subject @ Allocation
Role Role 75 Object @
Permission Role % & A/
TWDEE. EREDELT
ZEFRY D,
F.DSR Permission FAT U.NORMAL Allocation Role Subject @ Allocation
Role Role 75 Object ™

Permission Role % & A

ZRFAT D,

FDP_ACF.1(a)

FDP _ACF.1.1(a)

FDP _ACF.1.2(a)

FDP_ACF.1.3(a)

FDP_ACF.1.4(a)

Security attribute based access control

Hierarchical to No other components
Dependencies : FDP_ACC.1 Subset access control

FMT_MSA.3 Static attribute initialisation
The TSF shall enforce the Common Access Control SFP in Table 17 (Access Control SFP
in Table 6-4,Table 6-5,Table 6-6,Table 6-7,Table 6-8,Table 6-9) to objects based on the
following:_the list of users as subjects and objects controlled under the Common Access
Control SFP in Table 17, and for each, the indicated security attributes in Table 17 (the
list of users as subjects and objects controlled under the Access Control SFP in Table
6-4,Table 6-5,Table 6-6,Table 6-7,Table 6-8 Table 6-9 and for each, the indicated security
attributes in Table 6-4, Table 6-5,Table 6-6,Table 6-7,Table 6-8, Table 6-9) .

The TSF shall enforce the following rules to determine if an operation among controlled

subjects and controlled objects is allowed: rules specified in the Common Access Control

SFP in Table 17 governing access among controlled users as subjects and controlled
objects using controlled operations on controlled objects (rules specified in the Document

Access Control SFP in Table 6-4, Table 6-5,Table 6-6,Table 6-7,Table 6-8 Table 6-9

governing access among controlled users as subjects and controlled objects using

controlled operations on controlled objects) .
The TSF shall explicitly authorize access of subjects to objects based on the following
additional rules: [assignment: rules, based on security attributes, that explicitly
authorize access of subjects to objects].

[assignment: rules, based on security attributes, that explicitly authorize access of
subjects to objects|

« UADMINISTRATOR /37~~XT?» D.DOC, D.FUNC D573 FgE

« +FAXIN D gt 2 #-209~To? D.DOC, D.FUNC |2Z(57# D FAX #5# F+ > t/Ld

B Eick VF# T B Delete 73F6E

The TSF shall explicitly deny access of subjects to objects based on the [assignment:
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FDP_ACF.1(b)

FDP_ACF.1.1(b)

FDP_ACF.1.2(b)

FDP_ACF.1.3(b)

FDP_ACF.1.4(b)

rules, based on security attributes, that explicitly deny access of subjects to objects].
[assignment: rules, based on security attributes, that explicitly deny access of subjects to
objects].
+ sBOX PASSWORD D #fz 73~ —Z[B4 55 1~3 IC 1T 5 B BEE ZE A RE/R IE DB
MEIZZE L B SR 2 A~DT 2 R EHELET S,
-DOC PASSWORD D&kt 75 R —Ea$a5 1~8 NIZF 1T 5 B BEE FRIE AJBE /e IE DEESE
IZBLEGE, HFETF2 YT XE~NDT 2 EXEHEET S,

Security attribute based access control

Hierarchical to No other components
Dependencies : FDP_ACC.1 Subset access control

FMT_MSA.3 Static attribute initialisation
The TSF shall enforce the TOE Function Access Control SFP (TOE Function Access
Control SFP in Table 6-10) to objects based on the following: users and [assignment:
list of TOE functions and the security attribute(s) used to determine the TOE Function
Access Control SFH.
[assignment: list of TOE functions and the security attribute(s) used to determine the
TOE Function Access Control SFP]
the list of users as subjects and objects controlled under the TOE Function Access
Control SFP in Table 6-10, and for each, the indicated security attributes in Table 6-10

The TSF shall enforce the following rules to determine if an operation among controlled

subjects and controlled objects is allowed: [selection: the user is explicitly authorized by
U ADMINISTRATOR to use a function, a user that is authorized to use the TOF is
automatically authorized to use the functions [assignment: list of functions|,
[assignment: other conditions]].

[selection: the user is explicitly authorized by U ADMINISTRATOR to use a function, a
user that is authorized to use the TOFE is automatically authorized to use the functions
[assignment: list of functionsl, lassignment: other conditions]]

[assignment: other conditions]

Table 6-10

The TSF shall explicitly authorise access of subjects to objects based on the following
additional rules: the user acts (receives a fax document) in the role
U.ADMINISTRATOR: [assignment: other rules, based on security attributes, that
explicitly authorise access of subjects to objects).

[assignment: other rules, based on security attributes, that explicitly authorise access of
subjects to objects].

2L

The TSF shall explicitly deny access of subjects to objects based on the [assignment:
rules based on security attributes that explicitly deny access of subjects to objects).

The TSF shall explicitly deny access of subjects to objects based on the [assignment:
rules based on security attributes that explicitly deny access of subjects to objects].

zL
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FDP_RIP.1

FDP_RIP.1.1

Subset residual information protection

Hierarchical to : No other components

Dependencies : No dependencies

The TSF shall ensure that any previous information content of a resource is made
unavailable upon the [selection: allocation of the resource to, deallocation of the
resource from) the following objects: D.DOC, [assignment: list of objects].
[selection: allocation of the resource to, deallocation of the resource from]
deallocation of the resource from

[assignment: list of objects].

zL

6.1.4. Class FIA: Identification and authentication

FIA_AFL.1

FIA_AFL.1.1

FIA_AFL.1.2

FIA_ATD.1

Authentication failure handling

Hierarchical to No other components

Dependencies : FIA_UAU.1 Timing of authentication

The TSF shall detect when [selection: [assignment: positive integer number], an

administrator configurable positive integer withinlassignment: range of acceptable

values/l unsuccessful authentication attempts occur related to [assignment: Zist of

authentication events).

[selection: [assignment: positive integer number/, an administrator configurable positive

integer withinfassignment: range of acceptable values])

an administrator configurable positive integer within[assignment: range of acceptable

values/

[assignment: range of acceptable values/

1~3

[assignment: list of authentication events|

By NI DT — Rk B

When the defined number of unsuccessful authentication attempts has been [selection:

met, surpassedl, the TSF shall [assignment: list of actionsl.

[selection: met, surpassed]

met, surpassed

[assignment: list of actions]

B A NR T — FIZ ) B EBAE DL

<BEEIRD D DBRIE>

U BUILTIN_ADMINISTRATOR DFRFF DHE : TOE DEBLFEETT 5, (BB E
BEE FRAL DR EREIL FEIRIFIIREIZRE X T B HFR 8RRl 4 12
JERAFE R T 2 B, )

Fh LS (UUSER ADMINISTRATOR #&ir) DHE : iRAFEIELEE TRl

U ADMINISTRATOR IZ J: & 3RAFFRARIEIE DI ERERE D EIT

User attribute definition
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FIA_ATD.1.1

FIA_S0S.1(1)

FIA_SOS.1.1(1)

FIA_S0S.1(2)

FIA_SOS.1.1(2)

FIA_UAU.1

FIA_UAU.1.1

Hierarchical to No other components

Dependencies : No dependencies

The TSF shall maintain the following list of security attributes belonging to individual
users: [assignment: /ist of security attributesl.

[assignment: list of security attributes.

User ID

Allocation Role

Role

Verification of secrets

Hierarchical to No other components

Dependencies : No dependencies

The TSF shall provide a mechanism to verify that secrets (7227 > NI U —F, &F= U
T XE/NX U — F) meet [assignment: a defined quality metric|.

[assignment: a defined quality metric
- Hr¥  : 8HTLLE
- XFHE : 94 LFLUEDF 75 R AR
BRI @ F—DXFELET LS TR,
QO EETSHE. EEEDEPFEHEREINTNSEELEEL L,

Verification of secrets
Hierarchical to No other components

Dependencies : No dependencies

The TSF shall provide a mechanism to verify that secrets (#5742 — F) meet

[assignment: a defined quality metrid.
[assignment: a defined quality metricl
#2047
- XFHE - 83 XLFLULEDF 75 2R AR
cHR @ A DXFELET TSI TR,
O ERETSHE EREDEPFERESN TOSEEEE LR,

Timing of authentication

Hierarchical to No other components

Dependencies : FIA_UID.1 Timing of identification

The TSF shall allow [assignment: Zist of TSF-mediated actions that do not conflict with
access-controlled Functions of the TOE] on behalf of the user to be performed before the
user is authenticated.

[assignment: list of TSF-mediated actions that do not conflict with access-controlled
Functions of the TOE]

LFRGAIZ I 1T B 2 — P —FYF L K BE DI

Z 7 2 RZE
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FIA_UAU.1.2

FIA_UAU.7

FIA_UAU.7.1

FIA_UID.1

FIA_UID.1.1

FIA_UID.1.2

FIA_USB.1

FIA_USB.1.1

FIA_USB.1.2

FIA_USB.1.3

TOE DRERR IS S VETEDRIE
The TSF shall require each user to be successfully authenticated before allowing any

other TSF-mediated actions on behalf of that user.

Protected authentication feedback

Hierarchical to No other components

Dependencies : FIA_UAU.1 Timing of authentication

The TSF shall provide only [assignment: /ist of feedbackl to the user while the
authentication is in progress.

[assignment: list of feedbackl

A EREXFET—F 1 XFEFIE “*7 DFT

Timing of identification

Hierarchical to No other components

Dependencies : No dependencies

The TSF shall allow [assignment: Zist of TSF-mediated actions that do not conflict with
access-controlled Functions of the TOE] on behalf of the user to be performed before the
user is identified.

[assignment: list of TSF-mediated actions that do not conflict with access-controlled
Functions of the TOE]

AHEFRAEIZ T 1T B 2 — F—FifELE K BE DR

Z 7 2 RZE

TOE DRERR IS S VETEDRIE

The TSF shall require each user to be successfully identified before allowing any other

TSF-mediated actions on behalf of that user.

User-subject binding

Hierarchical to : No other components

Dependencies : FIA_ATD.1 User attribute definition

The TSF shall associate the following user security attributes with subjects acting on the
behalf of that user: [assignment: ist of user security attributes).

[assignment: list of user security attributes).

User ID

Allocation Role

Role

The TSF shall enforce the following rules on the initial association of user security
attributes with the subjects acting on behalf of users: [assignment: rules for the initial
association of attributesl.

[assignment: rules for the initial association of attributes]

2L

The TSF shall enforce the following rules governing changes to the user security
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attributes with the subjects acting on behalf of users: [assignment: rules for the changing
of attributes).

[assignment: rules for the changing of attributes)

2L

6.1.5. Class FMT: Security management

FMT_MOF.1

FMT_MOF.1.1

FMT_MSA.1(a)

FMT MSA.1.1(a)

Management of security functions behaviour

Hierarchical to No other components
Dependencies : FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

The TSF shall restrict the ability to [selection: determine the behaviour of;
disable, enable, modify the behaviour off the functions [assignment: /ist of
functions] to lassignment: the authorised identified rolesl.
[selection: determine the behaviour of, disable, enable, modify the behaviour of]
modify the behaviour of
[assignment: list of functions]

cEF= VT BIERE

- 2 — PRI

- HDD 7—% |- & & HI|BRE%RE

- B o R

- BIGHET v B
[assignment: the authorised identified roles].

U.ADMINISTRATOR

Management of security attributes

Hierarchical to - No other components

Dependencies : [FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]

FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions
The TSF shall enforce the Common Access Control SFP in Table 17 (Access Control SFP in
Table 6-4, Table 6-5,Table 6-6,Table 6-7, Table 6-8,and Table 6-9),[assignment: access
control SFP(s), information flow control SFP(s) to restrict the ability to [selection:

change_default, query, modify, delete, [assignment: other operations/] the security
attributes [assignment: list of security attributes] to [assignment: the authorized
identified roles).

lassignment: access control SFP(s), information flow control SFP(s)]

2L

[selection: change default, query, modify, delete, [assignment: other operations/)
Refer to Table 6-11, Table 6-12

[assignment: list of security attributes]

Refer to Table 6-11, Table 6-12
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[assignment: the authorized identified roles)
Refer to Table 6-11, Table 6-12

Table 6-11 Management of Object Security Attribute

Access Control SFP Object Security Authorized Identified Operations
Attribute Roles
Common Access Control SFP | User ID Nobody Any operation
PRT Access Control SFP
SCN Access Control SFP
CPY Access Control SFP
FAX Access Control SFP
FAX Access Control SFP Box Type « U.ADMINISTRATOR | Box Type »33#fH| £ €Y Z1(5
sBOX PASSWORD RNy 7 208 E12 sBOX
PASSWORD
Modify
Delete
PRT Access Control SFP DOC PASSWORD Nobody Any operation
DSR Access Control SFP Box Type U.ADMINISTRATOR Box Type W7 7 A U7 -
sBOX PASSWORD FUN—=KRy 7 ZADHBAEIT
sBOX PASSWORD @
Modify
Delete
Box Type U.ADMINISTRATOR Box Type 235 A € U %A(5
sBOX PASSWORD Ny 7 2D E12 sBOX
PASSWORD o
Modify
Delete

Table 6-12 Management of Subject Security Attribute
Access Control SFP Subject Security Authorized Identified Roles Operations
Attribute
Common Access Control SFP | User ID U.ADMINISTRATOR Create
PRT Access Control SFP Delete
SCN Access Control SFP Modify
CPY Access Control SFP — e 45 AR
FAX Access Control SFP AES
DSR Access Control SFP
PRT Access Control SFP DOC Nobody Any operation
PASSWORD
FAX Access Control SFP sBOX Nobody Any operation
DSR Access Control SFP PASSWORD

#%sBOX PASSWORD i U.ADMINISTRATOR #3373 5. DOC PASSWORD I3#/EE N AT (%

£ T,
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FMT_MSA.1(b)

FMT_MSA.1.1(b)

Management of security attributes

Hierarchical to No other components

[FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]

FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions
The TSF shall enforce the TOE Function Access Control SFP, [assignment: access
control SFP(s), information flow control SFP(s)l to restrict the ability to [selection:

Dependencies

change default, query, modify, delete, [assignment: other operations/l the security
attributes [assignment: list of security attributes] to [assignment: the authorised
identified roles).

[assignment: access control SFP(s), information flow control SFP(s)]

zL

[selection: change_default, query, modify; delete, [assignment: other operations]]

Refer to Table 6-13, Table 6-14

[assignment: list of security attributes]

Refer to Table 6-13, Table 6-14

[assignment: the authorised identified roles)

Refer to Table 6-13, Table 6-14

Table 6-13 Management of Subject Attribute

Access Control SFP Subject Security Authorized Identified Roles Operations
Attribute
TOE Function Access Allocation Role U.ADMINISTRATOR Delete
Control SFP Modify
Table 6-14 Management of Object Attribute
Access Control SFP Object Security Authorized Identified Roles Operations
Attribute
TOE Function Access Permission Role Nobody Any operation
Control SFP
FMT_MSA.3(a) Static attribute initialisation
Hierarchical t No other components
Dependencies: FMT_MSA.1 Management of security attributes

FMT MSA.3.1(a)

FMT_SMR.1 Security roles
The TSF shall enforce the Common Access Control SFP in Table 17 (Access Control SFP
in Table 6-4,Table 6-5,Table 6-6,Table 6-7,Table 6-8,Table 6-9), lassignment: access

control SFP, information flow control SFF to provide [selection, choose one of:

restrictive, permissive, [lassignment' other property/l default values for security
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FMT MSA.3.2(a)

attributes that are used to enforce the SFP.

[assignment: access control SFP, information flow control SFF

L

[selection, choose one of: restrictive, permissive, [assignment: other property/] default

values for security attributes that are used to enforce the SFP.

[assignment: other property]

refer to Table 6-15

The TSF shall allow the [assignment: the authorized identified roles] to specify

alternative initial values to override the default values when an object or information is

created.

[assignment: the authorized identified roles)

nobody

Table 6-15 Characteristics Static Attribute Initialization

Access Object Function Object Default values for Object
Control Attribute | Attribute Security Attribute
SFP
Common D.DOC +SCN User ID User ID of UUNORMAL who
Access +CPY created the left Object
Control +FAXOUT
SFP D.FUNC | +PRT User ID User ID of UUNORMAL who
+CPY created the left Object
+SCN
+FAXOUT
+DSR Box Type | sBOX PASSWORD | A7 Y =27 bORIFLENT7 714 Y
+FAXIN VI e U= R Y 7 A B A
FTYZERY 7 ADOWTANDE
B, YRy 7 20 Box Type &
sBOX PASSWORD
PRT Access | D.DOC +PRT Box Type | User ID INAYU— RSk PDFIC k54
Control D.FUNC 7Y =7 FOYE, Box Type X
SFP /NAY — Rig5{t PDF R > 7
A, BFE& TV v Mk baFT Y
=7 FOF4 . Box Type (1i8i
&7V vRy T A,
UserID 7'V v h&FET L
U.NORMAL ® User ID
DOC PASSWORD F Tl "XV T 0 CE
DA, Box Type i3 F =V T 4
FEAR > 7 2, DOC PASSWORD
T4 TVl FOAERRHIANE
NI /XA T — R
SCN Access | D.DOC +SCN User ID User ID of UUNORMAL who
Control created the left Object
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SFP

CPY Access | D.DOC +CPY User ID User ID of UNORMAL who

Control created the left Object

SFP

FAX Access | D.DOC +FAXOUT | User ID User ID of UNORMAL who

Control created the left Object

SFP +FAXIN | Box Type | sBOXPASSWORD | A7 Y =7 FORFHLEDK v 7 A

(TR AE Y ZIFR Y 7 Z) O

Box Type & sBOX PASSWORD

DSR Access | D.DOC +DSR Box Type | sBOX PASSWORD FTT 2l NORFIROR Y I A

Control (T7AV T e FoRN=Ry 7

SFP AFEITE| AT VZER Y 7
Z) ® Box Type & sBOX
PASSWORD

*Function Attribute (347> =7 FEAERTLIHE (V2 b, AF v o2 E) G LTHESR D2
DRIFFIZHEEST 5 S5 Z &g,

FMT_MSA.3(b) Static attribute initialisation

FMT_MSA.3.1(b)

FMT_MSA.3.2(b)

Hierarchical to

Dependencies:

No other components
FMT_MSA.1 Management of security attributes

FMT_SMR.1 Security roles
The TSF shall enforce the TOE Function Access Control Policy (TOE Function

Access Control SFP), [assignment: access control SFP information flow control

SFH to provide [selection, choose one of: restrictive, permissive, [assignment:
other property]] default values for security attributes that are used to enforce
the SFP.

[assignment: access control SFP information flow control SFP

2L

[selection, choose one of: restrictive, permissive, [assignment: other propertyl
[assignment: other property]]

Refer to Table 6-16

The TSF shall allow the [assignment: the authorized identified roles| to specify
alternative initial values to override the default values when an object or
information is created.

[assignment: the authorized identified roles]

nobody

Table 6-16 Characteristics Static Attribute Initialization

Object

(TOE Function)

Object
Attribute

Characteristics which restricts access only to Subject which any

of the following attributes

F.PRT

Permission Role Print Role
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F.SCN Permission Role Scan Role
F.CPY Permission Role Copy Role
F.FAX Permission Role Fax Role
F.DSR Permission Role DSR Role
FMT_MTD.1 Management of TSF data

FMT_MTD.1.1(a)

FMT MTD.1.1(b)

Hierarchical to No other components
FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

Dependencies:

The TSF shall restrict the ability to [selection: change_default, query, modify; delete,
clear, [assignment: other operations]] the [assignment: list of TSF datal to [selection,
choose one of: Nobody, [selection: U.ADMINISTRATOR, [assignment: the authorized
identified roles except U.NORMAL]]].

[selection: change default, query, modify, delete, clear, [assignment: other operations/]
refer to Table 6-17

[assignment: other operations/

refer to Table 6-17

[assignment: list of TSF datal

refer to Table 6-17

[selection, choose one of: Nobody, [selection: U ADMINISTRATOR, [assignment: the
authorized identified roles except U.NORMAL|]]

refer to Table 6-17

The TSF shall restrict the ability to [selection: change default, query, modify, delete,
clear, [assignment: other operations/| the [assignment: list of TSF data associated with
a U NORMAL or TSF Data associated with documents or jobs owned by a U.NORMAL)
to [selection, choose one of: Nobody, [selection: U.ADMINISTRATOR, the U . NORMAL
to whom such TSF data are associated]].

[selection: change default, query, modify, delete, clear, [assignment: other operations/]
refer to Table 6-18

[assignment: list of TSF data associated with a UNORMAL or TSF Data associated
with documents or jobs owned by a U NORMAL]

refer to Table 6-18

[selection, choose one of: Nobody, [selection: U.ADMINISTRATOR, the U NORMAL to
whom such TSF data are associated]

refer to Table 6-18

Table 6-17 Operation of TSF Data

TSF Data Authorized Identification Roles Operations
U.BUILTIN_ADMINISTRATOR @ w71 . »% | UBUILTIN_ADMINISTRATOR Modify
AT — R
ey — R U.ADMINISTRATOR RIE
Modify
ISR U.ADMINISTRATOR Modify
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A — ~ V&> MEEH U.ADMINISTRATOR Modify
H#ia 77 7 kR U.ADMINISTRATOR Modify
FRREI R B B B i U.ADMINISTRATOR Modify
FURER K E1#% (U.BUILTIN_ADMINISTRATOR | U.ADMINISTRATOR Clear
List)
INAY — RAR—EE A U.ADMINISTRATOR Modify
INAT — RR—EK (A U.ADMINISTRATOR Clear
INAT — FHIK U.ADMINISTRATOR Modify
S — N—FRRAERET — ¥ U.ADMINISTRATOR B
Modify
PR FRRE O B AR 1 Mg BRiRR U.ADMINISTRATOR Modify
Fy NT—JETE U.ADMINISTRATOR B
Modify
EESE R E U.ADMINISTRATOR B
Modify
Table 6-18 Operation of TSF Data
TSF Data Authorized Identification Roles Operations
UNORMAL ®u 7' A 2 /RAT — R U.ADMINISTRATOR B
U.ADMINISTRATOR Modify

Y RAT — FIZEEM T b=
—#— (U.NORMAL)

Role U.ADMINISTRATOR U.USER_ADMINISTRATOR
D53 LOHIBR
FMT_SMF.1 Specification of Management Functions
Hierarchical to No other components
Dependencies: No dependencies
FMT_SMF.1.1 The TSF shall be capable of performing the following management functions:
[assignment: list of management functions to be provided by the TSH.
[assignment: list of management functions to be provided by the TSF
refer to Table 6-19
Table 6-19 list of management functions
management functions
U.ADMINISTRATOR (T & 5t % = U 7 1 5{bak & 0 & PRt AE
U.ADMINISTRATOR |(Z & % = — ¥ —38aEHEAE O & Bk E
U.ADMINISTRATOR (Z & % HDD 7 — % L& & HIERHERE O BYERE f A
U.ADMINISTRATOR (C & % B = 7 & B hE
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U.ADMINISTRATOR (T & % {58 T v /L& FiikaE
U.ADMINISTRATOR | & % == —% — & #line
U.ADMINISTRATOR iz & 5 UNORMAL = — % —ID O— K| H{E 1L - fifFRgRE

U.ADMINISTRATOR (= & % UNORMAL D12 27 A L /32U — R DA4k - 25 FHHgRE
UNORMAL (Z LD HEH DB Z A L /SAT — RO HEREHE
U.BUILTIN_ADMINISTRATOR i L B2 HE D v 7' A /AT — RO FHERE
U.ADMINISTRATOR |Z & B 54U — RORE - 25 BHERE

U.ADMINISTRATOR IZ & 2R v b U — 2 3IE DB Gk - 4 HHERE

U.ADMINISTRATOR | X % WHE5)1% 8 o> 25 B g hie
U.ADMINISTRATOR (2 k54— b U & v KR OZ8 FHEHE
U.ADMINISTRATOR (Z L 2 HEm 7' 7 w7 N RFR O 28 B AE
U.ADMINISTRATOR (T & 2 #3FE SR 0] 55 B 1 0D 22 W M RE
U.ADMINISTRATOR (Z & 24— N —GBFER ET — ¥ DEgk - L HE R
U.ADMINISTRATOR (2 & 2% & BRE FEGE O B EAE 1L AR BRI D28 T RE
U.ADMINISTRATOR |2 & % /82 U — R AR —Ek a1 00 11 FAhe
U.ADMINISTRATOR (T & % /8 2 U — R AR —E[E1 B 00 25 BT b e
U.ADMINISTRATOR (Z & 2 i8iER Mm%k GEELELISL) O ERE
U.ADMINISTRATOR IZ & % /8 2 U — FHIFIZE HHEHE

{
U.ADMINISTRATOR (Z & %i%(3%8 50 DB &k - 25 FHEAE
U.ADMINISTRATOR 2 £ 547V =7 bEXx=2 T 4 @M (User ID, BoxType, DOC PASSWORD #% <)
D PREERE

U.ADMINISTRATOR iZ L 5% 7Y =2 bEFxa VT 4B (2 —V—EFHERICLI2EH oG, =2—3F—1ID
O —WEFIHE L - 75, sBOX PASSWORD. DOC PASSWORD # (&< ) D& FkHE
U.ADMINISTRATOR IZ L % Role (U.BUILTIN ADMINISTRATOR @ Role #[&<) D& MikRe

FMT_SMR.1 Security roles
Hierarchical to No other components
Dependencies: : FIA_UID.1 Timing of identification
FMT_SMR.1.1 The TSF shall maintain the roles U.ADMINISTRATOR, U.NORMAL, [selection:
Nobody, lassignment: the authorised identified rolesl).
[selection: Nobody, lassignment: the authorised identified roles]
Nobody
FMT_SMR.1.2 The TSF shall be able to associate users with roles, except for the role “Nobody” to which

no user shall be associated.

6.1.6. Class FPT: Protection of the TSF

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces

Hierarchical to No other components
Dependencies: : FMT_SMF.1 Specification of Management Functions
FMT_SMR.1 Security roles
FPT_FDI_EXP.1.1 The TSF shall provide the capability to restrict data received on any external Interface

Copyright ©2015-2016 KONICA MINOLTA, INC., All Rights Reserved
56 /77



bizhub C287/bizhub C227/bizhub C228DN/bizhub C222DN/ineo+ 287/ineo+ 227/
Sindoh D301/Sindoh D300/Sindoh D311/Sindoh D310/Sindoh CM2101/Sindoh CM2041
a2y TrE— Gk

from being forwarded without further processing by the TSF to any Shared-medium

Interface.
FPT_STM.1 Reliable time stamps
Hierarchical to No other components
Dependencies: : No dependencies
FPT_STM.1.1 TSF shall be able to provide reliable time stamps.
FPT_TST.1 TSF testing
Hierarchical to : No other components
Dependencies: : No dependencies
FPT_TST.1.1 The TSF shall run a suite of self tests [selection: during initial start-up, periodically

during normal operation, at the request of the authorised user, at the conditions
[assignment: conditions under which self test should occurl] to demonstrate the correct
operation of [selection: [assignment: parts of TSH, the TSH.
[selection: during initial start-up, periodically during normal operation, at the request
of the authorised user, at the conditions [assignment: conditions under which self test
should occurl]
during initial start-up
[selection: [assignment: parts of TSH, the TSF]
[assignment: parts of TSF]
HDD g 51LHERE
TSF #Efr=—F

FPT_TST.1.2 The TSF shall provide authorised users with the capability to verify the integrity of
[selection: [assignment: parts of TSF, TSF datal.
[selection: [assignment: parts of TSFl, TSF datal.
[assignment: parts of TSF]
BEET—F

FPT_TST.1.3 The TSF shall provide authorised users with the capability to verify the integrity of
stored T'SF executable code.

6.1.7. Class FTA: TOE access

FTA_SSL.3 TSF-initiated termination
Hierarchical to No other components
Dependencies: : No dependencies
FTA_SSL.3.1 The TSF shall terminate an interactive session after a [assignment: time

Interval of user inactivityl.
[assignment: time interval of user inactivityl
« BRENZADEHE, F— PVt MERIZ S o TRE S SR
« Web Connection D%4, HE)z 27 0 FFEIZ L o TRE S 1SR
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« Data Administrator D4, 60 %
c FYH RS N— T I ADBE, HFEE g AR
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6.1.8. Class FTP: Trusted path/channels

FTP_ITC.1 Inter-TSF trusted channel
Hierarchical to No other components
Dependencies: : No dependencies
FTP_ITC.1.1 The TSF shall provide a communication channel between itself and another trusted IT

product that is logically distinct from other communication channels and provides
assured identification of its end points and protection of the communicated data from
modification or disclosure.

FTP_ITC.1.2 The TSF shall permit the TSF, another trusted IT product to initiate communication
via the trusted channel.

FTP_ITC.1.3 The TSF shall initiate communication via the trusted channel for communication of
D.DOC, D.FUNC, D.PROT, and D.CONF over any Shared-medium Interface.

6.2. Security assurance requirements

Table 6-20 lists the security assurance requirements for 2600.2-PP, Protection Profile for
Hardcopy Devices, Operational Environment B, and related SFR packages, EAL 2 augmented by

ALC_FLR.2.
Table 6-20 IEEE 2600.2 Security Assurance Requirements

Assurance class Assurance components

ADV: Development ADV_ARC.1 Security architecture description
ADV_FSP.2 Security-enforcing functional specification
ADV_TDS.1 Basic design

AGD: Guidance documents AGD_OPE.1 Operational user guidance
AGD_PRE.1 Preparative procedures

ALC: Life-cycle support ALC_CMC.2 Use of a CM system

ALC_CMS.2 Parts of the TOE CM coverage

ALC_DEL.1 Delivery procedures

ALC_FLR.2 Flaw reporting procedures (augmentation of EAL2)

ASE: Security Target evaluation | ASE_CCL.1 Conformance claims

ASE_ECD.1 Extended components definition

ASE_INT.1 ST introduction

ASE_OBJ.2 Security objectives

ASE_REQ.2 Derived security requirements

ASE_SPD.1 Security problem definition

ASE_TSS.1 TOE summary specification

ATE: Tests ATE_COV.1 Evidence of coverage

ATE_FUN.1 Functional testing

ATE_IND.2 Independent testing—sample

AVA: Vulnerability assessment AVA_VAN.2 Vulnerability analysis
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6.3. Security requirements rationale
6.3.1. Common security requirements rationale
Table 6-21 and Table 6-22 demonstrate the completeness and sufficiency of SFRs that fulfill
the objectives of the TOE. Bold typeface items provide principal (P) fulfillment of the objectives,

and normal typeface items provide supporting (S) fulfillment.

Table 6-21 Completeness of security requirements

Objectives

SId ON'DOd’0

LTV ON'D0d O

SFRs

LTV ON'1OYd O

LTV ON'ONNA'O

SId ON'ANOD'O

LTV ON'ANOD O
HZTYOHLNAVEHSN O
AHIATIHA HIVMLIOS O
AIHHOTLIANV O
OLdAYD'ddH O

THODVNVINHIVAYHLNI O

FAU_GEN.1
FAU_GEN.2
FAU_SAR.1
FAU_SAR.2
FAU_STG.1
FAU_STG.4(1)
FAU_STG.4(2)
FCS_CKM.1 P
FCS_COP.1 P
FDP_ACC.1(a) P|P | P
FDP_ACC.1(b) P
FDP_ACF.1(a) S S S
FDP_ACF.1(b) S
FDP_RIP.1 P
FIA_AFL.1
FIA_ATD.1
FIA_S0OS.1(1) S S S
FIA_S0S.1(2) S
FIA_UAU.1
FIA_UAU.7
FIA_UID.1 S S S S S S
FIA_USB.1
FMT_MOF.1 S S S S S S
FMT_MSA.1(a) S S S P P P
FMT_MSA.1(b) P
FMT_MSA.3(a) S S S
FMT_MSA.3(b) S

o(d|v|e|v|e|d

wn
wn

w0

wn
wn

w | |(d|n(d
2~
w
05

w0
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Objectives
g 8 S |o |2 |2 |2 |o |9 ©|©
2 |H" |a |a H | @
o olc |=m | | & = 5 S DE %
Q Qlz |Q |Z |Z | & = 3 ©|O
z Zz|1Q |2 |2 |7 |7 |5 2 i P
o °clz |2 |z |z |z |2 |5 = | =
SFRs s | = (e || |°P |5 |5 |&B| 2|5
= | Slg g2 |g |2 |2 |8 8]z
N R R % = é e | ©
S |2 |2 | °
= > =
2 |
FMT_MTD.1 P P P S
FMT_SMF.1 S S S S S S S S S S
FMT_SMR.1 S S S S S S S S
FPT _FDI_EXP.1 P
FPT_STM.1 S
FPT_TST.1 P
FTA_SSL.3 P P
FTP_ITC.1 P P P P P P

Table 6-22 Sufficiency of security requirements

Objectives

Description

SFRs Purpose

0.DOC.NO_DIS,
O0.DOC.NO_ALT,
O.FUNC.NO_ALT

Protection of User
Data from
unauthorized
disclosure or

alteration

FDP_ACC.1(a) Enforces protection by establishing an

access control policy.

FDP_ACF.1(a) Supports access control policy by

providing access control function.

FIA_UID.1 Supports access control and security
roles by requiring user identification.

FMT_MOF.1 Supports protection by management of
security functions behavior.

FMT_MSA.1(a) Supports access control function by
enforcing control of security attributes.

FMT_MSA.3(a) Supports access control function by
enforcing control of security attribute
defaults.

FMT_SMF.1 Supports control of security attributes
by requiring functions to control
attributes.

FMT_SMR.1 Supports control of security attributes

by requiring security roles.

FTP_ITC.1 Enforces protection by requiring the
use of trusted channels for

communication of data over

Shared-medium Interfaces.
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FIA_SOS.1(1)

Supports authorization by requiring by

specification of secrets.

0.DOC.NO_DIS Protection of User FDP_RIP.1 Enforces protection by making residual
Document Data data unavailable.
from unauthorized
disclosure

O.PROT.NO_ALT, Protection of TSF FIA_UID.1 Supports access control and security
Data from roles by requiring user identification.
unauthorized FMT_MOF.1 Supports protection by management of
alteration security functions behavior.

FMT_MSA.1(a) Supports access control function by
enforcing control of security attributes.

FMT_MSA.1(b) Supports access control function by
enforcing control of security attributes.

FMT _MTD.1 Enforces protection by restricting
access.

FMT_SMF.1 Supports control of security attributes
by requiring functions to control
attributes.

FMT_SMR.1 Supports control of security attributes
by requiring security roles.

FTP_ITC.1 Enforces protection by requiring the
use of trusted channels for
communication of data over
Shared-medium Interfaces.

0.CONF.NO_DIS, Protection of TSF FIA_UID.1 Supports access control and security
O.CONF.NO_ALT Data from roles by requiring user identification.
unauthorized FMT_MOF.1 Supports protection by management of

disclosure or

alteration

security functions behavior.

FMT_MSA.1(a)

Supports access control function by

enforcing control of security attributes.

FMT _MTD.1 Enforces protection by restricting
access.

FMT_SMF.1 Supports control of security attributes
by requiring functions to control
attributes.

FMT_SMR.1 Supports control of security attributes
by requiring security roles.

FTP_ITC.1 Enforces protection by requiring the

use of trusted channels for
communication of data over

Shared-medium Interfaces.

O.USER_AUTHORIZED

Authorization of

Normal Users and

FDP_ACC.1()

Enforces authorization by establishing

an access control policy.
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Administrators to
use the TOE

FDP_ACF.1(b)

Supports access control policy by

providing access control function.

FIA_AFL.1 Enforces authorization by requiring
access control.
FIA_ATD.1 Supports authorization by associating

security attributes with users.

FIA_SOS.1(1)

Supports authorization by requiring by

specification of secrets.

FIA_UAU.1 Enforces authorization by requiring
user authentication.

FIA_UAU.7 Enforces authorization by requiring
user authentication.

FIA_UID.1 Enforces authorization by requiring
user identification.

FIA_USB.1 Enforces authorization by
distinguishing subject security
attributes associated with user roles.

FMT_MOF.1 Supports protection by management of

security functions behavior.

FMT_MSA.1(b)

Supports access control function by

enforcing control of security attributes.

FMT_MSA.3(b)

Supports access control function by
enforcing control of security attribute

defaults.

FMT_SMF.1 Supports control of security attributes
by requiring functions to control
attributes.

FMT_SMR 1 Supports authorization by requiring
security roles.

FTA_SSL.3 Enforces authorization by terminating
inactive sessions.

O.INTERFACE.MANAGED | Management of FIA_AFL.1 Enforces authorization by requiring

external interfaces

access control.

FIA_S0S.1(1)

Supports authorization by requiring by

specification of secrets.

FIA_UAU.1

Enforces management of external
interfaces by requiring user

authentication.

FIA_UAU.7

Enforces authorization by requiring

user authentication.

FIA UID.1

Enforces management of external
interfaces by requiring user

authentication.

FMT_MOF.1

Supports protection by management of
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security functions behavior.

FMT_SMF 1

Supports control of security attributes
by requiring functions to control

attributes.

FPT_FDI_EXP.1

Enforces management of external
interfaces by requiring (as needed)
administrator control of data
transmission from external Interfaces

to Shared-medium Interfaces.

FTA_SSL.3 Enforces management of external
interfaces by terminating inactive
sessions.

O.SOFTWARE.VERIFIED | Verification of FPT_TST.1 Enforces verification of software by
software integrity requiring self-tests.
O.AUDIT.LOGGED Logging and FAU_GEN.1 Enforces audit policies by requiring
authorized access to logging of relevant events.
audit events FAU_GEN.2 Enforces audit policies by requiring
logging of information associated with
audited events.

FAU_SAR.1 Enforces audit policies by providing
security audit record.

FAU_SAR.2 Enforces audit policies by restricting
reading of security audit records.

FAU_STG.1 Enforces audit policies by protecting

from unauthorised deletion and/or

modification.

FAU_STG.4(1)

Enforces audit policies by preventing

audit data loss.

FAU_STG.4(2)

Enforces audit policies by preventing

audit data loss.

FIA_UID.1 Enforces management of external
interfaces by requiring user
authentication.

FMT_MOF.1 Supports protection by management of
security functions behavior.

FMT_SMF 1 Supports control of security attributes
by requiring functions to control
attributes.

FPT_STM.1 Supports audit policies by requiring
time stamps associated with events.

O.HDD.CRYPTO The encryption of | FCS_CKM.1 SR AR
data FCS_COP.1 51k

FIA_S0S.1(2)

WD b & LD T — 2 OME & Mk
T %,
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FIA_UID.1 Enforces authorization by requiring
user identification.

FMT_MOF.1 Supports protection by management of
security functions behavior.

FMT _MTD.1 Enforces protection by restricting
access.

FMT_SMF.1 Supports control of security attributes
by requiring functions to control
attributes.

FMT_SMR.1 Supports authorization by requiring
security roles.

6.3.1.1. The dependencies of security requirements

X2 U T A HEREEMA R = OB EZ FRISTT, CC/3— b 2 THE SN HIRFE
Al SIS, TR ST IR 2 IKFRER T OMICTORH 2Rl 5,

Table 6-23 The dependencies of security requirements

& ST DHEEE CCA—F 2 .
avik—%2 b DIkEH A ST 261+ 5 I1K7FRE &R
FAU_GEN.1 FPT_STM.1 FPT_STM.1
FAU_GEN.1 FAU_GEN.1
FAU_GEN.2 FIA_UID.1 FIA_UID.1
FAU_SAR.1 FAU_GEN.1 FAU_GEN.1
FAU _SAR.2 FAU SAR.1 FAU SAR.1
FAU_STG.1 FAU_GEN.1 FAU_GEN.1
FAU_STG.4(1) FAU_STG.1 FAU_STG.1
FAU_STG.4(2) FAU_STG.1 FAU_STG.1
[FCS_CKM.2 or FCS_COP.1] | FCS_COP.1

FCS_CKM.4

<FCS_CKM.4 % Jii ] L 72\ L >
- W5 5883 HDD OF7 — % &5k 27207 2
HDTHY, EIR ONFHIAER I D, RS- 8#IT

FCS_CKM.1 B AT U KR SN B 78, U T 2 & R B M
AV H 72— AR LTRLT, EAREICBW T
AEY~OMET 7 B ARKIRIND Z Enb, lEEL
EET DB,
[FDP_ITC.1 or FDP_ITC.2 FCS_CKM.1
or FCS_CKM.1] <FCS_CKM.4 %@l L72\WEE R >
FCS_CKM.4 - BS#ET HDD 05 — & 25k 3 572045
FCS COP.1 %@T%@\%ﬁONﬁmiméhéoiﬁéht%m
- AT VITHHIN DD, ST 7 82T 550
AVHE T 2—AERELTELT, EHRKICE WX
AEY~OYHET 7 ¥ ARHIREND Z L b, WL
EET HMEMET RN,
FDP_ACC.1(a) FDP_ACF.1 FDP_ACF.1(a)
FDP_ACC.1(b) FDP_ACF.1 FDP_ACF.1(b)
FDP_ACC.1 FDP_ACC.1(a)
FDP_ACF.1(a) FMT MSA.3 FMT _MSA.3(a)
FDP_ACC.1 FDP_ACC.1(b)
FDP_ACF.1() FMT MSA.3 FMT_MSA.3(b)
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A ST DH%REE 4 CC /83— k2 .
Ao k DT A ST 261+ B 1RTEEF
FDP_RIP.1 2L 2L
FIA_AFL.1 FIA_UAU.1 FIA_UAU.1
FIA_ATD.1 L L
FIA_S0S.1(1) 7L 2L
FIA_S08S.1(2) L 2L
FIA_UAU.1 FIA_UID.1 FIA_UID.1
FIA_UAU.7 FIA_UAU.1 FIA_UAU.1
FIA_UID.1 2L 7L
FIA_USB.1 FIA_ATD.1 FIA_ATD.1
FMT_SMR.1 FMT_SMR.1
FMT_MOF.1 FMT_SMF.1 FMT_SMF.1
[FDP_ACC.1 orFDP_IFC.1] | FDP_ACC.1(a)
FMT_MSA.1(a) FMT_SMR.1 FMT_SMR.1
FMT_SMF.1 FMT_SMF.1
[FDP_ACC.1 orFDP_IFC.1] | FDP_ACC.1(b)
FMT_MSA.1(b) FMT_SMR.1 FMT_SMR.1
FMT_SMF.1 FMT_SMF.1
FMT_MSA.1 FMT_MSA.1(a)
FMT MSA.3@) | gy sMR 1 FMT _SMR.1
FMT_MSA.1 FMT_MSA.1(b)
FMT MSA.3(b) FMT_SMR.1 FMT_SMR.1
FMT_SMR.1 FMT_SMR.1
FMT_MTD.1 FMT_SMF.1 FMT_SMF.1
FMT_SMF.1 mL mL
FMT_SMR.1 FIA_UID.1 FIA_UID.1
FPT_STM.1 2L 7L
FPT _TST.1 2L 7L
FTA_SSL.3 2L 7L
FTP_ITC.1 2L 7L
FMT_SMF.1 FMT_SMF.1
FPT_FDI_EXP.1 FMT_SMR.1 FMT_SMR.1

6.3.2. Security assurance requirements rationale

This Protection Profile has been developed for Hardcopy Devices to be used in commercial
information processing environments that require a moderate level of document security,
network security, and security assurance. The TOE will be exposed to only a low level of risk
because it is assumed that the TOE will be located in a restricted or monitored environment that
provides almost constant protection from unauthorized and unmanaged access to the TOE and
its data interfaces. Agents cannot physically access any nonvolatile storage without
disassembling the TOE except for removable nonvolatile storage devices, where protection of
User and TSF Data are provided when such devices are removed from the TOE environment.
Agents have limited or no means of infiltrating the TOE with code to effect a change, and the
TOE self-verifies its executable code to detect unintentional malfunctions. As such, the
Evaluation Assurance Level 2 is appropriate.

EAL 2 is augmented with ALC_FLR.2, Flaw reporting procedures. ALC_FLR.2 ensures that
instructions and procedures for the reporting and remediation of identified security flaws are in

place, and their inclusion is expected by the consumers of this TOE.
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7. TOE Summary specification

TOE Ot F = U7 ¢ HREZEM LV E2 2D TOE DX = U7 ¢ BERED —% % Table 7-1 127”7,
AL, TR DI THAT 2,

Table 7-1 TOE QtFa) T8N AFEHIF

No. TOE O& % = U 7 ¢ e
1 FAUDIT B o /e
2 F.HDD_ENCRYPTION HDD W 5{b4¥he
3 F.ACCESS_DOC BRISCET 7 & G
4 F.ACCESS_FUNC 11 P 5 il Bl B i
5 F.RIP FRAFIG HH ke
6 FI&A BRI BE
7 F.SEPARATE_EX_INTERFACE | 4 A > % 7 = — A4y BlitkhE
8 F.SELF_TEST B 7 A MgRE
9 FMANAGE B EIRERE
10 | FSEUCRE_LAN Fw N U — R

7.1. FAUDIT (Bs& O 4 #aE
FAUDIT (3t /2 BSET5 L L HICHREG LEEERAe 728 S A - BEOOIRET D,
7.1.1. EE OV EiSHEE

— X HEREE: : FAU_GEN.1, FAU_GEN.2
TOE (ZLLFom 7 &Lk %,

Table 7-2 E&QOY

=5 =54
B v 7 IS HRRE DO BR 4 FLO K
B m 7 USHERE DR T FLOHRIE B
07 A ARED SR VA ERAN L
SR |- HEORER (B + KI

ABRER IRRE D b DR

Table 6-19 O FiLHHE 15 ]

T MU —7 24 LIclfE ORI
REAIT D2

712 . BEEOTLE 2—iHE

— XS T HHEREEMT: - FAU_SAR.1, FAU_SAR.2, FAU_STG.1

TOE [3Eif&in 7 OWE 2 EE T 5 & & bIZHAH L & HIERZ U ADMINISTRATOR O - (il BR
4%, TOE i UADMINISTRATOR (Ziifim 7% 27 T4 7 >k PCIZHEAH L, HllkRd 256 % 12
g5 L bt 7 ORELB T S,
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7.1.3. BE A IMELRE

—  %HST HHEREEM: « FAU_STG.4(1). FAU_STG.4(2)
TOE |34 = 7% TOE W@ HDD IZHHT 5 23, MBI SRR IZ 72 o 72356, LU N OB 21T
Do
(1. TEEXEL) CERESNTWDIHES
Va7 O EEIEL, BERLEOKMNEITDRN,
(2). TEEXFH] ITREESNTWDEHE
Kb In-ERRLHE~EEXT5,
(1), Q»#&EI1L U ADMINISTRATOR 7317 9,

714 SIEEA A LARR Y THEE

— XIS T o8 EE - FPT_STM.1, FMT_MTD.1

TOE (37 v v 7 #re 4 A L, U ADMINISTRATOR (2%} L T TOE DR 2 22 4 % Hne 4 f2 11k
T 5, REZAEHMOZE X FMT_MTD.1 (2 XY UADMINISTRATOR OAMFRETH H, TOE 1L
By JHERRIC KD XA LR T w JARRRICRITL, BhAn 2 & LTRET 2,

7.2. FHDD_ENCRYPTION (HDD R&&1EHsE)

— xS HgREEEME - FCS_CKM.1, FCS_COP.1. FIA_S0S.1(2)
TOE (X HDD 27 SN TN DT — 4 Z IR DIRET 57O 5L 21T 5., RO 5# L
TAY XLNFLLTFOMEY TH D,
(1). S
a=H I NHREARREENRET 22 =h I /) V¥ HDD B 58K T LTV XA KD |
Wz AT 5, (8T, 256 bit)
58X, UADMINISTRATOR 23i% & L7zl o b7 — K& b LI L CTAERKRT 5 Z & T TOE
fEICEHA O S# A2 AR T 5, KLY — FIZUTOMEZMT-T b DODHREZITFAND,
itk @ 20 #7
AR 83 SCFLL B oD s B IR Al B
HiAI
> [F—OLFET TR ST e,
> BETHHE, BREOMEMPBUEREINTVLHEEEE LRV,

VYV V V

(2). BE7ILIIX L
Table 7-3 l[Z/RTHEZ T /L= U XA,
Table 7-3 HDD FEE{LHEEICBITHEE7ILTUX L
EESERE BEE7ATY XA
256 bit FIPS PUB197 |Z#EiL 3~ B B{L T /L2 U X & (AES)
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7.3. FACCESS_DOC (BRXE7 7 t X filftkae)

—  XHST HHEREE(: « FDP_ACC.1(a). FDP_ACF.1(a)

TOE (ZHH ATV ZIER Y 7V AL T 7 A VT « FUNR—Ry 7 ACELERT L, BHIH
TSIy 7 AD R (ZHUXYSEAR v 7 RAFET HLEOBME LA SND) BB LTT Y
T AHIH S wE (BlHE, X— T OHIBRZ2 E) | FIR, FAX %5, A—VEEEEFEMT L0 T
x5,

IRy 7 ZANXEICET 57 7 2 AHEONE %77,

Table 7-4 S ATLRYIARIXEDRE

RNy 7 ANICEOEAE
Modify read Delete

Ry 7 A

FAX ZECENRF SN D, FAX 315

i AT VAT | eiz1x sBOX PASSWORD 734 5 & » bos_passwd o
Ry 7 A -

nos, U.ADMIN

box_passwd

Table 7-5 Y RATLRYIRAAXEDERED M

R v 7 AN CEOERIED A
FlI FAX (5 A —LEAE
B A E U ZIER Y 7 A O O O

ANREZAPS

% TU.ADMIN : U ADMINISTRATOR 23 ER[EETH D Z & 2K T,
box_passwd : SBOX PASSWORD & —#HJ 532U — R&2 AN LIS ICBRIETRETH S =

LEET,
Table 7-6 #EERYIAAXEICH T HHBE
. Ay 7 AN CEITKET 5 HAE
N7 A
modify read delete
X - -
S YT 17 7= D.DOC ﬂili sbox_passwd
L sBOX PASSWORD 73 sbox_passwd sbox_passwd or
UN—IRy T A
H3Inhs, U.ADMIN

Table 7-7 #EERYHIRAXEICH T HREDFM
Ry 7 ANDLEIT T S EAEDZEM
EIfS Sl FAX %15 A — VIR

Ry 7 A

TrA YT F U N—R
v J A

O O X O

% U.NORMAL : UNORMAL 23 ER[RETH D Z L 2K T,
U.ADMIN : U ADMINISTRATOR 23 ER[RETH D Z L 2 KT,
sbox_passwd : sBOX PASSWORD & #4532 U — R&2 AN LTZBAICHRIERETH D =
LERT,
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F 72, sBOX PASSWORD Os#ifgi 9 2% R — B 1~3 WIZE T DB HLH 5% E /I RE 72 IE DO EE il
WCHELTEBEA. YER Y 7 A~DT 7B A EHET 5,

7.4. FACCESS_FUNC (F| % IR &1 58)

— XS DHREEE - FDP_ACC.1(a). FDP_ACF.1(a). FDP_ACC.1(b). FDP_ACF.1(b).
FMT_MSA.1(b)

TOE IE#%BIZREE E 7= FHE @ Allocation Role & #HED Permission Role % Fhilig L, Z OfE 1z
L7221 > T, FPRT. F.SCN. FCPY. FFAX, FDSR OE/EB L OFICHBEBRIEE AT 074
BT =2 — AEREDEMEEFFRI 35, 728, 216 DM TH D Permission Role [Zxt 3 2 #FIZ T
72V, ZAUC KD EBIRERE S VR HE LB FIZEF A SN ERED A EITTE B,

FIMREDOEITHICHAET D D.DOC, D.FUNC (FERUFEZR, FRLEIIOWVTIE 7.3 125
) 1Tkt LTI T OEER FRETH 5,

RBFET LIE L3 EENS o D.DOC, D.FUNC ® User ID & [A U User ID % £ oF|H#&E 248
R

AN NG e
LR O v 6E,
- ElT]
RAE& TV haR w7 A /XA T — RigE5{k PDF Ay 7 X
FO7 Y v b &FLFT L7 UNORMAL 723 HIul Al RE,
X2 VT LERYy 7 A
UELEBCREINTNWAEX2 )T 4 LERRAY— R —HTHXRAT—-RE2ASL
72 U.NORMAL A FEIRI A H5E,
X2 VT 4 EARRY — R E 0T 5 R8BI 1~3 NIC I 1T 55 BLE R E T RE
RIEOFEFMEIZE LT-GA, Y3 CE (EX 2V T4 E) ~OT7 72 A%ELT 5, (]
BrOGE B IFER) .
LB a—
HAF& TV v bRy 7 &
FD7Y v h&FATLT UNORMAL 8 7' L B = —AlHE,
X2 VT LERYy T A
BHLEICRESINTWDIEX2 YT f LEASRRT—FE—HTHAT— K2 AL
72 UNORMAL 8 7' L ¥ = — Al g,
- HIBR
WAE& TV o MRy 7 A SRATU— Ri5{t PDF &> 7 A
ZFDOF Y v hEFEFT L7 UNORMAL & U.ADMINISTRATOR 73 HIBR AT HE,
X2V T XERY 7 A
YELECREINTNWDE2EX2 )T 4 LERRATY— R —HTHIRAT—REASL
72 UNORMAL & U.ADMINISTRATOR 23 HIBR R HE,
- D.FUNC DOt
BIE& TV > bRy 7 A
ZO7 Y > ST L7 UNORMAL (XHE{E Y 7 b, A — N— LA OFRENAIHE,
c AF ¥ UDOEE
T U B2 —MAHE, 7L B 2 —REETITLLT OEAEN FTHE,
- D.FUNC Ofmte
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FDOAX ¥ & FITL7Z UNORMAL (32— 2 BN CTREED Al HE,
- D.DOC DfFtE
FDAF v & EIT L= UNORMAL (32— BN TOHIBR AT HE,
MHIANTFRGT —Z I A=V TEELEY, Ry 7 AR TFELIEV T ERHEKS, 22
TREMHHIRENEL D Z L0 H D08 DHALLT OBRIEN A EE,
- HilbR
FDAF ¥ UEEEFT L7 UNORMAL £ X O U ADMINISTRATOR (X% D EERHLO Y
a7 ERHIRT DI ENTE D,
s a B —0OHE
PLUF O#AE FTRE,
- Fml
Z O 2 ¥ —% 317 L7 UNORMAL 725HI Al BE,
« L Ea—
FDa v —%347 L7 UNORMAL 3 7' L B = —H]HE,
T/, T L E 2 —IRETIILL T O#REN Al HE,
- D.FUNC DOt
FOat'—%34T L7z UNORMAL (IR—VHEAL CTH A Z#REET 5 2 & 23 HE,

- HIBR
Z D= —%347 L7 UNORMAL ¥ X O UADMINISTRATOR (3% D 3 7 ZHIRT %
ZLEINTE D,

- 77U AZAGEDOHE
U.USER IIZEHF DT 7 7 ADF ¥ /LI AHE,
77 7 2[5 L= D.DOC TR v 7 ATBEEEN D,
< T 7 7 AEEOHA
T U B2 —MAHE, LB 2 —IREETITLLT OEAEN FTHE,
- D.FUNC Ot
FDT 7 7 AFEEEFEIT L7 UNORMAL 133— VHAL TlHEfET 5 = & A AR,
- HilBR
FDT 7 7 ZEE % F4T L= UNORMAL # X U8 U ADMINISTRATOR (3% D ¥ 5 7 & HI &
THZLENTE D,
- D.DOC Dk
FD 7 7 7 ZAFEEERELT L2 UNORMAL (Z2— T HZ T OB AT RE,

7.5. FRIP (BR7FIEHEEHEEE)
7.5.1. —BT— 77 HIPRHERE

— XIS T HHEEEELE - FDP_RIP.1
TOE X HDD EOHIBR S /=30, —Fa72R3CGEDH 5 WVIEZ OW T ick LT, EEXHIBRE FAT
T 52 L THRAAEHROBFAMHZ LT 5, AERIZLLTOX A I 7 TEITIND,
D). 7V FRAF Y U REDY a TORET, I
Va TETPICAER I N D 72 SCED 5 WX oW 2 HIBRT 5,
(2). HIBRERAEFATIE
e SN CELZHIRT 5,
(3). EBIA BRI FRAFIEMOAFAET DI
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(1. QOHIBRFETHICERS A7 SN THIBRAZE T L TR b TREHRBFET 256, &
WA RN D ZHIERT 5.
EEECBNTESRALT —%, EXATEYUE, HDD 7 —# L& HIBREREO BhEH EEE I
£ - T UADMINISTRATOR 235 7ET %, FHEARRRE L TONEFITZUTOMEY TH 5,

Table 7-8 —FT—42 LEZHIBRBEEDBERTE

FRIE WA (EEXESNET—Z XA 7L ZDJERF)
Mode:1 0x00 T—[a] kL& x
Mode:2 0x00, OxFF. 0x61 DJEIC & X 247V Vi B2 Mk

75.2. T—A SE2H|R¥EE

— X535 HREEM: - FDP_RIP.1, FDP_ACF.1(a)

U.ADMINISTRATOR (% HDD EO®E{& T — 5 2 @teT — X BT 5 EESHIREZ T 5
T EHHBED, 2RI HDD EOSCEIFHIER S o FEROBAHASIESh D, EEE 2B
TEZALT —¥, EXACEEE, HDD 7 — L& & HIERERE OB ER ERREIC L - T
U.ADMINISTRATOR 23@&7E 4 5, ARERBIE & CONFIZLU T OMHY) Th D,

Table 7-9 T—A25E2HIBRBREDBERE

WY LEXEINDGT 25147 L ZOIEF
Mode:1 0x00
Mode:2 Gl = EL%% = 0x00
Mode:3 0x00 = 0xFF = #¥% = Wit
Mode:4 #L# = 0x00 = O0xFF
Mode:5 0x00 = 0xFF = 0x00 = O0xFF
Mode:6 0x00 = 0xFF = 0x00 = 0xFF = 0x00 = 0xFF = flLi#k
Mode:7 0x00 = 0xFF = 0x00 = 0xFF = 0x00 = 0xFF = 0xAA
Mode:8 0x00 = 0xFF = 0x00 = 0xFF = 0x00 = 0xFF = 0xAA = it

7.6. FI&A (GAIERREHERE)

— XS DEEREEE - FIA_AFL.1. FIA_ATD.1. FIA_SOS.1(1). FIA_UAU.1. FIA_UAU.7,
FIA_UID.1, FIA_USB.1. FTA_SSL.3

TOE | TOE #FH L X 5 &@‘é%ﬁ)ﬁ‘ﬁﬂﬁﬁ%‘f%é & R 7> B BUS U 72 il RRRETS
B THEE L. #FalfIHE &P S =38 721012 TOE OFH 2335, #BIR pftiféﬂé I%. TOE
B & D3k AR .:M:ﬁ 9 ARRFERE T 2 & AN D7 #~/<~>§:{iﬁﬁﬁ‘é%ﬁw~/\~m AlE 7 MFEAE
T 5, Y —_—3GEFRDGAIIAT SN — Y =4 BN EGRGE T — =2k Y | I I
BERICH LT AT SN 2= — AT = RO SAR L2 —F - L 2EZEZRB IR > TH
BRI LI GEIRREE. BRI L 25 A ICERGE SRR & 35,

WAREBRE (VU v by a TRAREEZBR<) 13 U.BUILTIN_ADMINISTRATOR,
U.USER_ADMINISTRATOR., =N UNDNFT & EIR L TITV, [T 5 & Z D Role BNiEH &
"o,

Table 7-10 PBEEA
A AR B AT AR AR R SFR
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o——FHZIE R BE D F
PN ¥ - NEO e FIA_UID.1
SR — N — 2 777 A% FIA_UAU.1

! " | TOE ok s L OF RS0 E B

¥ FREE S RO EIT UADMINISTRATOR 7317 9, ARFRFES R & A — R —38
A RIS ZREHCANCT D N TE D, MDA TVDEA. Fl
MEZ LI 60X EMHEHT % D)% UADMINISTRATOR 733k iE4 %,
U.ADMINISTRATOR 75 i J7 D FRAEST RO & FIRE & 3% L 7=l A28 13RI
H & 2SRRI 7 A @I 5,

F72. TOE I AT ENTZ/RRAU— K& “%x7 L LTFrT 5, FIA_ UAU.7,

FRBFRRED AR Th LT 55 YR AE ZRITT 5 7 2 ® A12i% User ID, Allocation Role, Role

AT 5, FIA_ ATD 1\ FIA_USB.I

S5, TOEFFRFECHEHA T2 320 — REZU FOREZ#M7-T b DICHIBT 52 & T, BED
RWRAT— RRREIND Z EE2PIET D,

Table 7-11 /SR —F¢ERE

PSES %14 SFR
= A TOE X TRt D&M 25723 /AU — ROAHAEZIFAINLD FIA_S0S.1(1)
SRAYT— R - Mgk SHTLAE

- SCFHE : 94 SCFLL B His B RIATRE
AL O A—OXCERS THER S TOARN,
@ EESHE, BEHOMABERESNTNHIEE ST L
200,
¥, SR T — RO IMPIZE RS DEHE (B HLETRITER 52
T 5.

if:\ uquﬁ)%aﬁbf_ \ TOE 0&%?@%@%/1‘5

Table 7-12 EBETRBREFD NI

PIE 3 AP SFR

=874 Vg Hfe L 72 sRRE R E1 40y . U ADMINISTRATOR 2% € L 7= fEIZiE L7=354 | FIA_AFL.1
NRAT— | mﬂ%%t#é

X DR U.NORMAL ¢ U T OFEFERM %L & U USER_ADMINISTRATOR & L T
035’%%1 OFRFEREFIIEH SN D, T42bb, 2—F—APUNORMALY LT
ns 4 LE ) E LTCRERCKR (1) L, #iF T,
U.USER_ADMINISTRATOR: LTrZ A > L& oD E LTERIRIZHRI (1
[) L7zHa. 22—V — AORFRKIEKIT2E L 725,
U.ADMINISTRATOR (Z X 2% EME O HI L - T L 7= Bk i a5k

DREMEEBZIREIZ R 1258 b2 51T 5,
U.BUILTIN_ADMINISTRATORDFEFEMNE IE L7255 X TOED i Eh L
ET5H 2 LT, RERLE) %Hxﬁ%‘uuuiEo)Tgﬁ'ﬁziﬁfltﬁq‘—%H#FﬁpXﬂi IRESN
T2 iR 2 FR 4 IR IR 2R3 5, LA OBE I, FEFEE LR

REC72\ U. ADMINISTRATOR A3 38 RIE A BBl 5 D 1 ok B %‘f%ﬁﬁ'é N
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nu nET'_‘JJ:%fﬁfFlgﬂ;j—é

bl
tyva 2T+ 5, FTA_SSL.3

Table 7-13 x&Etyiar DT

AOIFRAE S e — F— D EER — B 72 (BB 25X

RE LIZIER220) B, €0

ova KT

e

NTIRE Y

A BRI L DT T
LThb, A—FVEv b
BFRC & o THRIE S LD IRF
i L 7= 55

A— Uty RIS A R i
EENTEY, EHENLEARE

Web Connection

AR L DA TET
LTmnmb, BB 777 h
BFRT & o THRIE S AT RF
R L 72556

B#Eiw 77 v MR LS R R ER
ESNTRY, FEANLE 6

Data Administrator

IRARAIEIC K DB T2 T
LThb, 604k L7z
RN

P ] L [

T B RT A N—
Tr IR

INHIZDOWTIE, BRI ABD
T ASBREA, ERDSE TR T LD
7=, Xt v a iR,

I, 77U ARG DOHE H RO TR
AT AT OB R IRRRER T b,

BakiEmoF 7 n—

R 78 W 2 B 2 AL PR A4 8 L 7o Refi)

7.7. FSEPARATE_EX_INTERFACE (484 % 7 = —X 3 BfHEEE)

—  XSTDHEREZE: - FPT_FDI_

TOE [ZFEFEEIMRN & DASERE 7 7 7 A5 L ZRZ ik aE

LORAZIET D E &b

EXP.1

WZBRET 2 Z &1T & 0 EEEEI#R A

IXE7 77 AQEZERE I L TWDS, SHI USB/]’/&71~7<

BETHNIEA B T 2 — AN D ANS1HF D F F Shared-medium Interface ~zik4 5 Z &1L TE

RUWMEE L o TN D,

7.8. FSELF_TEST (B2 7T X MHgE)

— RIS DHEREZA:  FPT_TST.1

TOE |[3MGFEM DT —# N L THY |
BEHEITH, ZHUCE Y REEM O T —Z 3 EL < @ﬁéhf__ & &k
M A MEET 5 & & HIZ HDD By S{UHRE O IEH BB 2 WREd 2 i aE

EIR ON Wiz

TAL U — R & - THR

*ﬁufhﬁﬁT A D
WTHZ LTSV —FRD
iEfd %5, EHIZ TOE X
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BIRON FFCHIE Y 7 by =7 Oy Vafiziti L, L TWAHED —BEMiR T 5L T
TSF E1Ta— FOFERMERIET 2, WofbV — FREWNIHIEY 7 b U =7 ORI B0
TREMEOREN R SN GE . TOE ITB(E S FTEE2FR L, BIEZZ IR0,

7.9. FMANAGE (% a1') 7« S8
— xS A EEREEE - FIA_SO0S.1(1), FMT MOF.1, FMT MSA.1(a), FMT MSA.1(D).
FMT MSA.3(a). FMT MSA.3(b). FMT MTD.1. FMT SMFE.1. FMT SMR.1

TOE (3L F D& BEEKRE 2 1R 92,

Table 7-14 HEH#EE

BRI RE FS BEE
X2 )T BEBREDOERME | t¥ =V T 0 LREDOAME, M | UADMINISTRATOR
LT 9,
— W —FRREHE O B BERKRE RAEST DR EZAT Do U.ADMINISTRATOR
HDD 7 —# FEZHIEREEEDS) | HDD 7 —# EEZHIEREREOENIE | U ADMINISTRATOR
TERE R RE HE (Mode DRE) %AT 9
By w7 PR HE B m VMR OEIEORRE (L& | U.ADMINISTRATOR
AR BEEFEAD, B R 7 2
HHLU - HIBRZAT O,
A EH T v RV B RE BERSRERE (BEESRX0 | UADMINISTRATOR
ZEH)
a— Y P RE TOE ~®D o —H# —D &gk, = —¥— | UADMINISTRATOR
DOHIER, BME GER) DXk« L5 -
HIBR 21T 5,
SMRERRE ST D56 | FERERERFIC
BHENEHS DM AT — Rz
HW5 Z & T TOE [c 2 —3 —%k
Sho,
JEED YT Lk RE TOE i D.DOC B LT D.FUNC » | 2L

X =2 U7 ¢ JBIEE Table 6-15 |27
L7 pie 7 %5, Z op#kix
INLOAT V= FOAERKRFECE
RV, ZOFEEABII A AT S
FEREIZAFTE L7220V,

%72 TOE X F.PRT,F.SCN, F.CPY,
F.FAX, F.DSR ®J&4:% Table 6-16
DY LD, ZowEkizZ
NoOF 77 NOERIFIZEZ
A AN Y ) k- K U N N Y
RRIZEIE L 72\,

UNORMAL o 7 A X277 — | UNORMAL ®u 7 A /XX U — K [ UADMINISTRATOR
R %5 b rE DEIREAT 90
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UNORMAL & r 7 A /32T —
R D4 HFERE

UNORMAL ®or 7 A 227 — K | U.ADMINISTRATOR
DOEEEITI,
BEDNAT — REEHET 5, U.NORMAL

U.BUILTIN_ADMINISTRATOR
DT A RAT — RIS FERERE

BEONRAT— REETET L,
(U.BUILTIN_ADMINISTRATOR
DINA T — RIZOW T T3 H e
ICHIHMERARE STV D, 3’
EOBEREIZZR V)

U.BUILTIN_ADMINISTRATOR

57— ROBRE - A HHkEE HDD K5 5 uine cili 4 2m5 58 | U ADMINISTRATOR
DOHLEERLT—HTHDEEFLY
— N&3&E - BHET D,
AL R Y AR T R M ERET D, U.ADMINISTRATOR
F— bt Vv MO EHSAE F—r Uty NEFROEEEZ(TS, | UADMINISTRATOR
(L3RRI R 23 3% E S C
WBHTZ, REDHEEIZZ2,)
HEie 77 7 SRR O SR HEim 77 v NEEOEEZ175, | UADMINISTRATOR
(T35 TR I CHIHME A R E ST
WA=, BREOHAEILZ2,)
FRREAR BB R i D 25 TR B AR EH A A AR D, U.ADMINISTRATOR
(WIHME 3 B E SN TVBTZD
FRIEDMEEEIL 72 0N,)
SRS — N —FEFERRET — X DX | AERFEY — N—ZBT 5% ET — | U ADMINISTRATOR
Bk - A8 T HERE S (Y — =R TE R AA
VTR EEET) OB - BEELT
96
PR FRAE D PR I RBRERRI 00 | A5 PLE ZRAE D B IR IRIRRT 44 | U ADMINISTRATOR
7= H Rk AE BT 5, (LHHARHZAIEIE (5 47)
DRRESN TS, RIEDOKKEE
1E72,)
PRAY — RAR—HKBEOMEMEEE | SAV— FA—HB¥EHEET S5, | UADMINISTRATOR
TRV Ry 7 ADT 7 & A%
DREBRE NS,
NAT — RAR—E [ E D% NAT — RA—EEHEE A2 E 3 | UADMINISTRATOR
BhE %, (FIHME 3 N ESNTND T
. FREDHEREIZ 2 VN,)
RAERRES CEEE L) O | BEERME . (BEE LS &iE | U ADMINISTRATOR
EHne T 5, ZHICE Y BIHERED T » o
DIREREN D,
PRAY — R D2 FHEHE PRAY — R ORE - EEL %175, | UADMINISTRATOR
Xy MU — U BEDORE - AFH | *v N U—27FE (SMTP 4—3—_ | UADMINISTRATOR

5

DNS #—"R_—DIP7 RL A, HK—
FESE, MFPOIP 7 RL X,
NetBIOS # ., AppleTalk 7'V > ¥4
%) ORE - EHEEITI,
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EEFE e DR G - 25 T RERE EEMERE (A —MZ L D%EFED | UADMINISTRATOR
SEOCAE) OB - BEEIT I,
FTV el XU T 4 B FT7V s veXa VT 4 BN U.ADMINISTRATOR
(User ID. Box Type. DOC (User ID, Box Type. DOC
PASSWORD % [&<) OEFEEEAE | PASSWORD % FR<) OEHE - Hikk
1T 9

U AVES/ AN s ER AP YTV heX2 VT 4@ (= | UADMINISTRATOR

(2 —F—EFHEREIC LD EHD | —F— SR L 8RO E,
%42, sBOX PASSWORD, DOC | sBOX PASSWORD, DOC
PASSWORD #[#:<) O HHEHAE | PASSWORD % <) DOZHE - Hilkk
1T 9

Role D& FRHRE U.USER_ADMINISTRATOR D f} U.ADMINISTRATOR
BB IUTHIBRZIT O,

FT 2l X2 VT 4 BUEOEBRIIA T2 NOHIBRTH D, A7 =7 MRHIBRSLD &
ZOXT V=7 M GERL TV L EELHIFRS N D,

B, Y7V=27 beFxFa T 4 BHETH D sBOXPASSWORD, DOC PASSWORD D, =
TV hOEXF 2T 4 J@ETHD UserID, Box Type., DOC PASSWORD DO#{FEIXTE 22wy,

Table 7-15 w¥al)T4XENRAD—FEEHMEE

(EgLilis NE
X2 VT 4 LEART— | TOE ZLLTOMEEN T /RAT— RDAhEEXF 2T 4 LERT— K&
N FRRRE LTI AND,

Wik : 8#BLE
SCFE ¢ 94 SCFLL B )N B IEIRATRE
AL o F—0OXCF720 TR STV,

7.10. ESECURE_LAN (v k7 —7 @S RERKRE)
— ST 2HEEEET ¢ FTP_ITC.1
TOE 13 IT #2% & OWIF 2BV TRES{LIE 21T 5. TOE 2329 2R S{LilfF 3L F O v T
bo, (B¥Fa )T MLBRESEHREE

Table 7-16 TOE AR T 25 S1LEE

BEL 7a k= 2=y %= 1) B N
7747 s PC | TLSv1.0,TLSv1.1,TLSv1.2 | 3DES(168 bits), AES(128bits, 256bits)
SMERFRREY — /3N — | IPsec 3DES(168 bits), AES(128bits, 192bits, 256bits)
DNS #—/3— IPsec 3DES(168 bits). AES(128bits. 192bits, 256bits)
SMTP H—/3— IPsec 3DES(168 bits). AES(128bits. 192bits, 256bits)

Uk
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