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B 1-3 TOE iRIBpY&EiHH
1.4.4.1. E AR HaE

PUFIZ, TOEDHEAMREZ fLibh 3 5,
(1) FlRliaE
7747 bob LAN 8B L CT2AE L7ZFIRIT — % %2 FIRI3 D HERE,

(2) A% v HhE
FIHEZIZ L DBIERRIADD OBIEIC L - T, FE () Z5iAlo TET 7 A VAR
T%)*%%Hbo

(3) = v —HknE
MR L DBIEANFNAD D DBIEIC L > T, XF () Zaislio TRiAi- 7z mifg 4
GHEIRY 5 e,

(4) 77 7 A¥4HE
HOCEZBAIANTIN T 7 7 ZTEET L8R (7 7 7 AEEHKEE) BXOINHST 7 7 2
MO XELZIETDHRE (77 7 A%(EH6E
TOE I XEAEM L THEL Z 0K, TOEICEB SN TWAELELZ T 7 7 AXETHZ
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EHLHKD, TOEICEHE SN TWALLETY 7 7 ALEARERbDE 7 7 7 AEELEL V),
Flo, 777 AZE L XEITTOE NIZERE L, FHinl, HIRT2Z N TX 5,
o 77U AL(GHERE
MALEBEBLOT 7 7 AREXELBIEERD OISO 7 7 7 ZEBITHEE T DR,
MCEITEE SRV DB EIC L o TAR Y U L7 7 7 ARET D, 7 7 7 AERELE
TEEE RIS DEEIC L > T T 7 7 A%ET B,
o Ty U AZAGHERE
SNER 7 7 7 A SRR A I L CSUE A S AE T D e,

(5) CEDHRAFE L EY H L ORRE
TOE NIZXCEEZERE L., EH LA CEZIUY e,

©) HEATFT 4T A % T = — AKERE
TOE OFIHEZEN 7 547>~ PCH16 TOE %V E— MNEET D720 DOFHE, T A X2 R
LN THRED Web 77 UFR7 7 r—y g %% 4 A2 h—/L L, TOE &1 LAN #H
THHET Do

1.4.4.2. €% 1) T 1 HEe

PUFIC, TOEDEF = U 7 ¢ fe % b+ 2,

(1) FIRRRERRE
TOE #FIH L £ 5 &7 5FH) TOE OFFHIHE TH L E 5 75 Ha—P—F LAY —F

IZX > THEEL. TOE OFFrIFIHHE TH D Z LM HER TE 125512 TOE OFM 27 v+ 5 i
AE. MRAETIEICITIAMERGE & ARV — N —FERE H V) | “@f?'é%‘ﬂ&) 52 CORRE LT 7 TR
ALY D

AHEREICIE, BAEASRA NG RAT — RE AT LB NNAT — RE X I =P TERT D
KRN EEND, I BT, e L-fBiE R B E M IS LI A IR R 2 = > 7§
Dy JRERE. NAU— ROMWEZHERTIZOEHREND SN LORE LT/ AT — FDK
IMTEDGM Z2 N7 LT R AT — R 2 58T DEDRARICE TN D,

(2) EMICET 7 & A HlfEhE
R FRAERERE TRERE S 7z TOE OFFAIMIMHICx LT, ZORIMEORENIX L TEZDL
T HEIR £ 7213 R A O gtk & SCE DRI ﬁ%/)b\T*ﬁjtif\@%éfﬁ%anT#é#&ﬁm

(3) FIIFHE il BRI A AE
AR RE CRRRE S 7z TOE OFFAIFIAE (TR LT, ZOFMAHEOEENH L TH AL
MM IR 72 IIAIRE I 5 2 DT REHEIRIZ ISV T FIRIBERE. 2 % v o HRE
—HgRE. 77 7 AR, CEORF LI HLEORKRE, HAT 47 A 77 = — AHHE
OEEZEFFRIT 5888, BEL O, ETH OV a 7ICEHE TN 5 ERSLELN O STEA~DOEIEDH
129 % HERE,

(4) HDDFE-{b#%hE
HDD IZ508k STV AT — X RN B IRET 572012, T b 2R 5{bd 2 HhE

(5) Hidrm ke
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TOE OffEHBIONEFx2 U7 o ICET 555 (LT, BEEFREV D) Oonr V% HEFE
WEL L HIZERn 7L LCREGL, il n V2 AT A CIRIALT S ine, B
e 71X TOE N HDD (2T 5 23, BEMAREIR DS AR 72 o T A X B BFIC L DR EIC L
TN oT, VardozfMEL (BEa 7 OBMLIThR) Fiidik bl IS - B
FhER~ EEXAITH, I, ek LB n JIXEHELTICHE A L, HIBROEBRELZFF T
T 5,

(6) ZRAFME#IH LbkaE
TOE HOHIBRSN-3FE, —RRRXEDH L WITZTOMA I LT, FEDT —# & LF
ETHI LIk EAFROBRINZ A RIRE & 5 HEE,

M xv kb ‘7—?5_%1%3@%%%
LAN FHIFIZ R v b U —27 EOBWIC L DRV 2P 1k 588, 7 747 > h PC &
NWP®W®L;% Z SMERREY —/3—, DNS ¥ —/3—_ SMTP #—/3—& MFP Ot D
BET — 2 &l BT %,

(8 HIOT % MkhE
HDD R B{LARE. BFB{LY — K72 BN TSF 472 — RN ER Th b 2 & % MFP O H)
BRI CHREET 5 BERE,

9) X2V T ¢ HHIKRE
kB FRAEASRE CRERE S 4172 TOE OFFRIFIHE 2K LT, ZOFHFEDOEFIZH L THEXL L
NTMEBRIZIE S W T TSF 57— X R 2 IERB L O e 2 U 7 A BERED 5 5 F W RE T 2 il
BB 70 e,

QLO)HMEA v & 7 = — ALy BE
USB A v Z 7z —AEE0HNHA L T2 —ANEDANTEZZFDFFE Shared-medium
Interface ~EETHZ N TERWVWESIZL, £7-. %ﬁ@ﬁ#% LAN ~DRA%FHIET 5

FERE, BREEFZOWTIIANE W E 7 7 7 A%A5 & RlRZ2WikEE WIRETHZ E2LD
EAAERN D DIRAZIE L, ZE7 7 7 ADIRkE 2452 LI ot D EEEEHR D S LAN ~
DIRANZEBGIET 5,

1.4.4.3. R

PATFIC, #1k SNDREREZR B N T & 2R RE 2 30k 4 5,

« FTPi%{E. SMBi%{E. WebDAVi.(E., IP7 KL AFAX, A v #—*%* v FFAX, PC-FAX%1E
RN 7 R7p 8 STIZHIZE S LTV WD AR v 7 A

- SNMPHERE

- DPWS# &

- LPD#& &

* RAWHTJul]

- USBue— Ve T 7Y o MERE

A AT Y (HIR, SCERAE, :rt°~)

e =) 74jz.a A& TV v b, BEEALPDFLSN D 7Y o MERE (7)) o MEREIZ Z D)
FRICE Y B ORI Efﬁﬂﬁﬂgkﬁ)ﬁbﬂt BATCHIRFE& TV o FCELE L TREFEEND)
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1.4.5. TOE O FIBH

TOE O#F|fi#& (U.USER) LTk ocnEENS,

Table 1-1 Users

Designation Definition
U.USER Any authorized User.
(FFarFIHE)
U.NORMAL A User who is authorized to perform User
(— R H#E) Document Data processing functions of the TOE.
U.ADMINISTRATOR U.BUILTIN_ADMINI | A User who has been specifically granted the
(&) STRATOR authority to manage some portion or all of the TOE

(EV b A EHE) and whose actions may affect the TOE security
U.USER_ADMINIST | policy (TSP). Administrators may possess special
RATOR privileges that provide capabilities to override

(—Y—FHH) portions of the TSP.

»<U.BUILTIN_ADMINISTRATOR, U.USER_ADMINISTRATORIZ S\ TiX1.4.7THiEEZ SR
1.4.6. fREEEE

{5-8% 1%, User Data, TSF Data, Functions T 5.
1.4.6.1. User Data

User Data (ZFF Al FIHZE DMERKRT 22y, FFAIFIHEB O DIC/EK S iL, TOE €% = U7 « #iED
BB B2 52 /0T — % Th b, User Data lZLL FDO L H iz S5,

Table 1-2 User Data

Designation Definition

D.DOC User Document Data consists of the information contained in a user’s document. This
includes the original document itself in either hardcopy or electronic form, image data,
or residually stored data created by the hardcopy device while processing an original

document and printed hardcopy output.

D.FUNC User Function Data are the information about a user’s document or job to be processed
by the TOE.

1.4.6.2. TSF Data

TSF Data % TOE 2MERKT %2>, TOE HIZER ST —% TH Y, TOE ORIEICHEL 5 2
HT—HTohb, TSFData lZLULTO L Y IcHhEIND,

Table 1-3 TSF Data

Designation Definition

D.PROT TSF Protected Data are assets for which alteration by a User who is neither an
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16/76



bizhub C287/bizhub C227/bizhub C228DN/bizhub C222DN/ineo+ 287/ineo+ 227
tFalFrE—5k

Administrator nor the owner of the data would have an effect on the operational security
of the TOE, but for which disclosure is acceptable.

D.CONF

TSF Confidential Data are assets for which either disclosure or alteration by a User who
is neither an Administrator nor the owner of the data would have an effect on the

operational security of the TOE.

A TOE T#: 9 TSF Data #LL FiZ5-d,

Table 1-4 TSF Data

Designation

Definition

D.PROT

A=~V ® > EERH

SE7 A=V i

FRIE SR B e B M1

INAY — RAR—EEH B

T AGINC 05T — 2 (RRIERMER, SR T — FAR - EEE)
SRV — N —FRRER E T — &

A PR TR OO A AR 11 7 iRy R

iSSANERE

Fy b= FE (SMTPH— "—DIP7 KL A, A— hES%, MFPOIPT KL %)
REIESEHERE (A —IT X D3%E D5 5E5%)

PRAYT — RIH

ZAE7 7 7 ADEREICEAT D% E

User ID

Permission Role

Allocation Role

Role

D.CONF

BJA L ASAT— R
ALY — K
sBOX PASSWORD
DOC PASSWORD
Bidim s

1.4.6.3. Functions

2.3.2 SFR Package functions (27~ 3 #&HE,

1.4.7. A&E

A ST THMT 5 HFEOE®ZEERT D,

Table 1-5 FEE

Designation Definition

Allocation Role

FIAE CEEMT b2 Bk, MFPORRE R EITT LIRS,

Box Type

Ry 7 ZAOFER,
X2 VT A XERY 7 A EHIATYZER Y 7 A, RXAU— K5
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{tPDF R v 7 A&,
Ry 7 ANH 5,

WEE& TV hR Y T A, T A VT o FrR—

Copy Role

A —zETTE HKHE,

Data Administrator

74T FPCINLEHEREEZITOROOT T r—v a7
ko

Data Administrator

with Device Set-Up and Utilities

BB OMFPICHIET 2 EHEMT A ZERY 7 v =T, 757
A >V 7 U =T T bHData Administratord L Eh ) A HE

DSR Role

7 — % OHDD~ORTE, HDDIZRFEESNTWAT —Z OFAH L,
ENTE HHEE,

Fax Role 77 7 AR E FIT T X HRHE,
FTP%(E AX XY LT, arvEa—4—TR/2D7 7 A VIZEHL T,

FTPH—/"—|27 v 7 u— N3 5 e,

HDD7 — % |3 & HlErkRE

HDD L7 —% % L& KR 2 e,

HDD 7 — % & & HI BRI 6E O B {E

HDD7 —# L& ZHIBRERICIS W TS HIBR T (EETR %&

X E R RE RIET D HERE,

Permission Role MFPDOEEREIZ BT 1T B D IRk,

Print Role 747 FPCIPL T Y v N BFITTE HHE,

Role U.USERD#&#,
U.NORMAL, U ADMINISTRATOR2 &% ¥ , U ADMINISTRATOR %
& 5 IZU.BUILTIN_ADMINISTRATOR &
U.USER_ADMINISTRATORIZ 7335,

Scan Role A%k ¥ U EFATTE DH&E,

SMBi%(5 AF¥ ¥y LT —4%, arvCa—4—TWxD7 7 A MIEHLT,
AL —F =R N—DIF T L H—~IEET DR,

User Role TV Ay, ab— Ty A AETFANVDORFLE VST

WRE % AT D BRI LB A B,

U.BUILTIN_ADMINISTRATOR
(B b A B

U.USERD %4,
HHMMUDTOEIZEEIN TV HEHEE (B KA VEHE) ITOH
5 &N 5 5%E,

U.USER_ADMINISTRATOR
(Y — )

U.USERDZ I,

U.ADMINISTRATORIZ kL » Cft 5. S 544,
U.USER_ADMINISTRATORHI DA % 7 = —A b1 7 A TR
FTHILT, ZOBRFTORENRTEZD LD,

BEIO G - BIRAEHETH D 2 & ERIEERFOHR V% [k E
U.BUILTIN_ADMINISTRATOR & A U,

Web Connection

Fy hI—2 FDa s Ea—F%—TWeb7 I v &is) LMFPOHEE
EHECIRRERE R Z 5 72D DEERE,

WebDAVE(E

AFxy U LT —H e, arCa—X—TCRRDT7T7AIWIEHEL T,
WebDAVY—R—(Z7 v 7'r— FT 5 HhE,

Wk aE

el
®

i

FAXAHERRE O %5 Li2E T A8k, E-mail &\ o 728 5 XA FI A
LT, 2=h I ) VAKX SHBET HDMFPOY R — e & —&
H#fE L. MFPOBMERAE, FIRIEE OMESRIEHREEHT 5, 0B
WG UGl 22— e 2 GBI b — 0 Rk, iesiRk, sEZE S
F—ERT V=T OYRERE) BRMET D,

F—hrUE&Y b

07 A TORESNIZA— MYy MFMTT 7 B AN 0o
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SICHEICE 7T T M T DHRE,

F— kUt R

”’;fi%‘h RET LM, ZORFMARET 5L ABNCe 7T T b
Do BE NS G OEAEMN KT,

PEMA

N— Ra B3R E IR S L SCE L
AULDYEZLHTE D,

KA, H—OELA X7 131

T VT BYERRE

X2 VT AIEOSD T WVICERT 2R EE X = 7 R EIC I
ELZOREZHERFT DEE, Z OBREDR A>T D 2 iz kY
F v NU—27 &4 Ltﬂmwﬁﬁ% . Ay MU — 7 BREE IS
BERE ., EIRZMIRREIC L AR EL E 2 FOFIAN LS h, 72135 A
@%_gmﬁﬁ#%rénéamﬂﬁm@%Emﬁm%%%Eﬁﬁ%
RSN, REMOEL (BHEFL T NETE) 2172 X2V T o
AL E T\ B,

X UT ¢ CE
(SECURITY DOCUMENT)

7747 FPCHAIE O RAY — RPBREE S 4, TOENIZIRAE S 41723
4

Ho

Y¥a T LEART—F
(DOC PASSWORD)

TH VT LHCHRESNLTNDANAT— R,

INA T — PR BRI E

EEENRRET D BIE,

Ry 7 ANRAT—RE AN ENTZ/SRAT — RO Lz A — w5 n
COBMEICET D YA Y I A~DT Vv ARIEE RS,

X2 VT 4 XLEBARIRT = REANINT/NAY — RO LR —
HENZOBMEISGET D X2 )T 4 LEADT 7 AN S
b,

TrANV T« FUNR—Ry T A

AL (AAT, TN 7)) 2R E L TR EHRENEHRT DR v 7 X
TRAFSN TV D LEFEZR v 7 ZAPHE0 H3 (FIR, #E5) B, &%E
SNIALEAATINS N D,

VANAVEVEIN; 1

TOENZ 747 » FPCHLEESNIa—Y—ID, m 7 A /82T —
NoFIRIT — 2 220 Ao fkiE, = —%—ID, u27 A /AU — |
(2 X DRBIRERED ) L T2 558 D HHIRT — 2 %0 AL D,

Ry A

LEERFETDEHODT 4V R,
f%féﬂéj(i FERBLELETTOY a TICEENDLILENLH D,
Ry 7 A& LELRE BIETD ZEBRHRDFME R S,

Ay ANRAT— R

Ry Zﬁlﬁfféht/\"x U—F,

(BOX PASSWORD) U.ADMINISTRATOR 72 N EE T& 5 /327U — K& kIZsBOX
PASSWORD & #H7,
2 —H%—ID FIRFIZH 722 5TV 55811, TOEIEZE O T7IC L v FHHE %
(User ID) FeET 5,

SERY— N —FER 1L, 22— P —ID+ AN — N—ID THERE S L %,

22— —ID— R 0 - iR

—HERRHE L Y% —Y—IDIC LD u s R ERT L
bR . —RER RS L 2R D 2 L,

o — PR

=P =D IR, HEROAT G HIBR AT 21T 5 Hhe,

l_f_ﬁ}g HE*% [F[=1

TOEDFI A % 587FE9 5 HEHE,

AKREFRFE (INTERNALLY AUTHENTICATION) & 4484 — S —3REE
(EXTERNALLY AUTHENTICATION) @ 2 #¥H3% %,
U.BUILTIN_ADMINISTRATORIZAMAGRGED H THRFES N5,

:L—'H_‘—uu BE@A@*ﬁ

FRAES . (RIRFRGE MY — N —383E) O E&1T O HEHE,
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nJA v

TOEIZBW T, 2—F—ID& r /A XA T — NI &> THRBIRRE A
FTTDH L,

0y A RAY— R

TOEIZR 7 A T D72 D /AT — K,

(LOGIN PASSWORD)

ey — R HDD DR SALIC B W T AT 28 580 ERicB W CHERAT 57—
4%, TOEIIR; 5T — R&fif L ChRE S8t & AT 5,

SN — N —REERR ET — ¥ SNTRRFEY — =2 T 2R ET — & UMY — =PRI 5 KA A
VR ERET)

R o /B ke Bk o AR OBIME DR E 21T O HERE,

R o 7 e Ao 7‘%%%@“6%%’@&

PR TREE O ERA S I R RN R B LAERIEARKBEEDIREBEICET DI EITLD
U.BUILTIN_ADMINISTRATORDZEEA 1 v 7 SNT-HAlca v 7

DMEER S 4% F TORFH,

RN v 7 A K=V T%E FHFEEPSDERTT 7 7 ZEE) LImWTELEEH
THRY T A,
BT v OV HERE LANZREH L TRV B 355 — & 25 L CR#ET A HEHE

ST v VR B RE

R T v FRRE D EAT DT>, SSLITLSH— /N — R H-0mE 577
KOEBZAT 5 HERE,

FRAFE HH E A AE HDD7 —# L#EH&HIBREREIC L W HDD L7 — % ZHikR3 S e,
W21 R O, BEAXNRHERNIEE LIS E. ZORZAERIEAR 7

RS h D,

HEhwe 77 7 hIEH

BHENHRTT D, ZORFMARERT S EHEEBMICe s T Y v
%, Web Connection?®xf4,

tvig 0B TR

Yt viarEEHBMICKT T DG,
HafE %L, Web Connection. Data Administratoric->\WC%#
FN—ERMBERB Z bty v a v AHBIMICK TT 5,

RFE& TV v M HkEE
(AUTH PRINT)

Fy RNT—7 ED AL a—d—in b {E SN o — Pl SR T —
F%ﬁiii%fuVb%%éhtiikbfﬁfﬁéﬁﬁo

FORIEAR IR B i

R DSROE S % BMEL, e U 72 RRRER MBI Z OBMEICIET D LR
AEMEREDS 7 > 7 EN D,

WSR2 T — K

HNERRRE T KOS &
WHRAT— R,

2B\ T HIERRRERFIC AT 3 2 B A NEB L T

B

RS

LY H LD RERD (EDSRICEDBIEORE L7 5) 305K,
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1.48. Ryo R

TOE WMt 2R v 7 21c oW TR T2, TOE XL TFTOMEOR v 7 A 2445,
(BTN v 7 AOICHESS BETH A0 BMERRVEICB I A ERELT LY —ET
5D TIERV, 72, ZHUSMIERRAR v 7 A2 ESIEET IR Z ISR LIZFEOR v 7 &

PISMIAE T 7Z2\,)
Table 1-6 L XATLRYIR
Ny 7 2ADOREE .

X2 VTF BNy | BXa VT CERNMBEEISNDIR Y 7 A,

A

WA U ZIER Y 7 2 | FAX Z530E (BRix®H) ﬁi‘f%ﬁ—éhéf‘yﬁx
FEH AT U ZEREN ON IZRESH TS AR SCEIX AR A TV
ZER v 7 RABRFEN D, HiE AE Y xﬁ;&fﬁ % U.ADMINISTRATOR
DT

/NZA T — Rt PDF B 5L PDF (BAK & XAV —REZANTH LI CREESN TS PDF

Ry A TrAN) ERETLIR YA, XBERELTSAV—RANTHZET

YRESCE OIS IS,
BAL& TV MRy 7 2 | BIE& TV v MERTICENMREINDI R Y 7 A

Table 1-7 #geRvHI X

Ry 7 2DFELE
Tr7AVT o Fon— | RELEXET—% (EEXE) ICAM A7 74V o 7 F5OR %
Ry A ML CEIRE KO ER TE 2EHENEHT IRy 7 A,

2. Conformance claims
2.1. CC Conformance claims

ARSTiZ. LLF®Common Criteria (LI, CCLET) @A T D,

CC version : Version 3.1 Release 4
CC conformance ¢ CC Part 2 extended, CC Part 3 conformant
Assurance level : EALZ2 augmented by ALC_FLR.2

2.2. PP claim

ASTiE, LT OPPIZEAT 5.

PPA PR/ : U.S. Government Approved Protection Profile - U.S. Government
Protection Profile for Hardcopy Devices Version 1.0 (IEEE Std
2600.2™-2009)

N—T g v 1.0

1#) APPIZCommon Criteria Portal (Z##{ =41 Tv% [TEEE Standard Protection Profile for
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Hardcopy Devices in IEEE Std 2600-2008, Operational Environment B (2@ & L. 2>
[CCEVS Policy Letter #20] % iii/z LT\ 5,

2.3. Package claim

AKRSTiE. LLFDSFR Packagelli# &3 5,

+ 2600.2-PRT
+ 2600.2-SCN
+ 2600.2-CPY
+ 2600.2-FAX
+ 2600.2-DSR
+ 2600.2-SMI

2.3.1. SFR package reference

Title

Package version
Date

Title

Package version
Date

Title

Package version
Date

Title

Package version
Date

Title

Package version

Date

Title

Package version
Date

m B | e R

o> op oy op o> op

2600.2-PRT, SFR Package for Hardcopy Device Print Functions,
Operational Environment B

1.0

March 2009

2600.2-SCN, SFR Package for Hardcopy Device Scan Functions,
Operational Environment B

1.0

March 2009

2600.2-CPY, SFR Package for Hardcopy Device Copy Functions,
Operational Environment B

1.0

March 2009

2600.2-FAX, SFR Package for Hardcopy Device Fax Functions,
Operational Environment B

1.0

March 2009

2600.2-DSR, SFR Package for Hardcopy Device Document
Storage and Retrieval (DSR) Functions, Operational
Environment B

1.0

March 2009

2600.2-SMI, SFR Package for Hardcopy Device Shared-medium
Interface Functions, Operational Environment B

1.0

March 2009
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2.3.2. SFR Package functions

Functions perform processing, storage, and transmission of data that may be present in HCD

products. The functions that are allowed, but not required in any particular conforming Security

Target or Protection Profile, are listed in Table 2-1.

Table 2-1 SFR Package functions

Designation Definition

F.PRT Printing: a function in which electronic document input is converted to physical document output

F.SCN Scanning: a function in which physical document input is converted to electronic document
output

F.CPY Copying: a function in which physical document input is duplicated to physical document output

F.FAX Faxing: a function in which physical document input is converted to a telephone-based document
facsimile (fax) transmission, and a function in which a telephone-based document facsimile (fax)
reception is converted to physical document output

FEDSR Document storage and retrieval: a function in which a document is stored during one job and
retrieved during one or more subsequent jobs

F.SMI Shared-medium interface: a function that transmits or receives User Data or TSF Data over a

communications medium which, in conventional practice, is or can be simultaneously accessed by

multiple users, such as wired network media and most radio-frequency wireless media

2.3.3. SFR Package attributes

When a function is performing processing, storage, or transmission of data, the identity of the

function is associated with that particular data as a security attribute. This attribute in the TOE

model makes it possible to distinguish differences in Security Functional Requirements that

depend on the function being performed. The attributes that are allowed, but not required in any

particular conforming Security Target or Protection Profile, are listed in Table 2-2.

Table 2-2 SFR Package attributes

Designation Definition

+PRT Indicates data that are associated with a print job.

+SCN Indicates data that are associated with a scan job.

+CPY Indicates data that are associated with a copy job.

+FAXIN Indicates data that are associated with an inbound (received) fax job.
+FAXOUT Indicates data that are associated with an outbound (sent) fax job.

+DSR Indicates data that are associated with a document storage and retrieval job.
+SMI Indicates data that are transmitted or received over a shared-medium interface.

2.4. PP Conformance rationale

24.1.PP® TOE f&Rl &L D—EMHEE
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3. Security Problem Definition
3.1. Threats agents

This security problem definition addresses threats posed by four categories of threat agents:
a) Persons who are not permitted to use the TOE who may attempt to use the TOE.
b) Persons who are authorized to use the TOE who may attempt to use TOE functions for
which they are not authorized.
¢) Persons who are authorized to use the TOE who may attempt to access data in ways for
which they are not authorized.
d) Persons who unintentionally cause a software malfunction that may expose the TOE to
unanticipated threats.

The threats and policies defined in this Protection Profile address the threats posed by these
threat agents.

3.2. Threats to TOE Assets
This section describes threats to assets described in clause in 1.4.6.

Table 3-1 Threats to User Data for the TOE

Threat Affected asset Description

T.DOC.DIS D.DOC User Document Data may be disclosed to unauthorized persons
T.DOC.ALT D.DOC User Document Data may be altered by unauthorized persons
T.FUNC.ALT D.FUNC User Function Data may be altered by unauthorized persons

Table 3-2 Threats to TSF Data for the TOE

Threat Affected asset Description

T.PROT.ALT D.PROT TSF Protected Data may be altered by unauthorized persons
T.CONF.DIS D.CONF TSF Confidential Data may be disclosed to unauthorized persons
T.CONF.ALT D.CONF TSF Confidential Data may be altered by unauthorized persons

3.3. Organizational Security Policies for the TOE

This section describes the Organizational Security Policies (OSPs) that apply to the TOE.
OSPs are used to provide a basis for Security Objectives that are commonly desired by TOE
Owners in this operational environment but for which it is not practical to universally define the
assets being protected or the threats to those assets.

Table 3-3 Organizational Security Policies for the TOE

Name Definition

P.USER.AUTHORIZATION To preserve operational accountability and security, Users will be
authorized to use the TOE only as permitted by the TOE Owner.

P.SOFTWARE.VERIFICATION To detect corruption of the executable code in the TSF, procedures will exist
to self-verify executable code in the TSF.
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PAUDIT.LOGGING To preserve operational accountability and security, records that provide an
audit trail of TOE use and security-relevant events will be created,
maintained, and protected from unauthorized disclosure or alteration, and

will be reviewed by authorized personnel.

PINTERFACE.MANAGEMENT To prevent unauthorized use of the external interfaces of the TOE,
operation of those interfaces will be controlled by the TOE and its IT

environment.

PHDD.CRYPTO The Data stored in an HDD must be encrypted to improve the secrecy.

3.4. Assumptions
The Security Objectives and Security Functional Requirements defined in subsequent sections
of this Protection Profile are based on the condition that all of the assumptions described in this

section are satisfied.

Table 3-4 Assumptions for the TOE

Assumptions Definition

A.ACCESS.MANAGED The TOE is located in a restricted or monitored environment that provides
protection from unmanaged access to the physical components and data interfaces
of the TOE.

A.USER.TRAINING TOE Users are aware of the security policies and procedures of their organization,

and are trained and competent to follow those policies and procedures.

A. ADMIN.TRAINING Administrators are aware of the security policies and procedures of their
organization, are trained and competent to follow the manufacturer’s guidance and
documentation, and correctly configure and operate the TOE in accordance with

those policies and procedures.

A ADMIN.TRUST Administrators do not use their privileged access rights for malicious purposes.
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4. Security Objectives
4.1. Security Objectives for the TOE
This section describes the Security Objectives that the TOE shall fulfill.

Table 4-1 Security Objectives for the TOE

Objective Definition
0.DOC.NO_DIS The TOE shall protect User Document Data from unauthorized disclosure.
O0.DOC.NO_ALT The TOE shall protect User Document Data from unauthorized alteration.

O.FUNC.NO_ALT

The TOE shall protect User Function Data from unauthorized alteration.

O.PROT.NO_ALT

The TOE shall protect TSF Protected Data from unauthorized alteration.

O0.CONF.NO_DIS

The TOE shall protect TSF Confidential Data from unauthorized disclosure.

O.CONF.NO_ALT

The TOE shall protect TSF Confidential Data from unauthorized alteration.

O.USER.AUTHORIZED

The TOE shall require identification and authentication of Users, and shall
ensure that Users are authorized in accordance with security policies before

allowing them to use the TOE.

O.INTERFACE.MANAGED

The TOE shall manage the operation of external interfaces in accordance with

security policies.

O.SOFTWARE.VERIFIED

The TOE shall provide procedures to self-verify executable code in the TSF.

O.AUDIT.LOGGED

The TOE shall create and maintain a log of TOE use and security-relevant

events and prevent its unauthorized disclosure or alteration.

O.HDD.CRYPTO

The TOE shall encrypt data at the time of storing it to an HDD.

4.2. Security Objectives for the IT environment

This section describes the Security Objectives that must be fulfilled by IT methods in the IT

environment of the TOE.

Table 4-2 Security Objectives for the IT environment

Objective

Definition

OE.AUDIT_STORAGE.PROTECTED

If audit records are exported from the TOE to another trusted IT
product, the TOE Owner shall ensure that those records are protected

from unauthorized access, deletion and modifications.

OE.AUDIT_ACCESS.AUTHORIZED

If audit records generated by the TOE are exported from the TOE to
another trusted IT product, the TOE Owner shall ensure that those
records can be accessed in order to detect potential security violations,

and only by authorized persons.

OE.INTERFACE.MANAGED

The IT environment shall provide protection from unmanaged access to

TOE external interfaces.

4.3. Security Objectives for the non-IT environment

This section describes the Security Objectives that must be fulfilled by non-IT methods in the

non-IT environment of the TOE.
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Table 4-3 Security Objectives for the non-IT environment

Objective

Definition

OE.PHYSICAL.MANAGED

The TOE shall be placed in a secure or monitored area that provides

protection from unmanaged physical access to the TOE.

OE.USER.AUTHORIZED

The TOE Owner shall grant permission to Users to be authorized to
use the TOE according to the security policies and procedures of their

organization.

OE.USER.TRAINED

The TOE Owner shall ensure that Users are aware of the security
policies and procedures of their organization and have the training and

competence to follow those policies and procedures.

OE.ADMIN.TRAINED

The TOE Owner shall ensure that TOE Administrators are aware of
the security policies and procedures of their organization; have the
training, competence, and time to follow the manufacturer’s guidance
and documentation; and correctly configure and operate the TOE in

accordance with those policies and procedures.

OE.ADMIN.TRUSTED

The TOE Owner shall establish trust that TOE Administrators will not

use their privileged access rights for malicious purposes.

OE.AUDIT.REVIEWED

The TOE Owner shall ensure that audit logs are reviewed at
appropriate intervals for security violations or unusual patterns of

activity.
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4.4. Security Objectives rationale

This section demonstrates that each threat, organizational security policy, and assumption are

mitigated by at least one security objective for the TOE, and that those Security Objectives

counter the threats, enforce the policies, and uphold the assumptions.

Table 4-4 Completeness of Security Objectives

Objectives
slelslelzlzlelzlalelelzlelelelele gz g
) Q Q s n > 5 $ 5 = s s s s 5
oocwoo%qoc§>>>5m5>>q
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T.DOC.DIS v v |v
T.DOC.ALT v v |v
T.FUNC.ALT v vV |V
T.PROT.ALT v vV |V
T.CONF.DIS v vV |V
T.CONF.ALT Vi v |v
P.USER.AUTHORIZATION vV |V
P.SOFTWARE.VERIFICATION (4
P.AUDIT.LOGGING v vV |V |V
P.INTERFACE.MANAGEMENT v v
P.HDD.CRYPTO 4
A.ACCESS.MANAGED v
A. ADMIN.TRAINING v
A.ADMIN.TRUST v
A.USER.TRAINING v
Table 4-5 Sufficiency of Security Objectives
Threats. Policies, Summary Objectives and rationale
and assumptions
T.DOC.DIS User Document Data 0.DOC.NO_DIS protects D.DOC from unauthorized
may be disclosed to disclosure.
unauthorized persons. O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization.
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OE.USER.AUTHORIZED establishes responsibility
of the TOE Owner to appropriately grant

authorization.

T.DOC.ALT

User Document Data
may be altered by

unauthorized persons.

O.DOC.NO_ALT protects D.DOC from unauthorized

alteration.

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for

authorization.

OE.USER.AUTHORIZED establishes responsibility
of the TOE Owner to appropriately grant

authorization.

T.FUNC.ALT

User Function Data may
be altered by

unauthorized persons.

O.FUNC.NO_ALT protects D.FUNC from

unauthorized alteration.

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for

authorization.

OE.USER.AUTHORIZED establishes responsibility
of the TOE Owner to appropriately grant

authorization.

T.PROT.ALT

TSF Protected Data may
be altered by

unauthorized persons.

O.PROT.NO_ALT protects D.PROT from

unauthorized alteration.

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for

authorization.

OE.USER.AUTHORIZED establishes responsibility
of the TOE Owner to appropriately grant

authorization.

T.CONF.DIS

TSF Confidential Data
may be disclosed to

unauthorized persons.

0O.CONF.NO_DIS protects D.CONF from

unauthorized disclosure.

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for

authorization.

OE.USER.AUTHORIZED establishes responsibility
of the TOE Owner to appropriately grant

authorization

T.CONF.ALT

TSF Confidential Data
may be altered by

unauthorized persons.

O.CONF.NO_ALT protects D.CONF from

unauthorized alteration.

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for

authorization.

OE.USER.AUTHORIZED establishes responsibility
of the TOE Owner to appropriately grant

authorization

P.USER.AUTHORIZATION

Users will be authorized
to use the TOE

O.USER.AUTHORIZED establishes user

identification and authentication as the basis for
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authorization to use the TOE.

OE.USER.AUTHORIZED establishes responsibility
of the TOE Owner to appropriately grant

authorization

P.SOFTWARE.VERIFICATION

Procedures will exist to

self- verify executable

O.SOFTWARE.VERIFIED provides procedures to
self-verify executable code in the TSF.

code in the TSF.

PAUDIT.LOGGING An audit trail of TOE use | O.AUDIT.LOGGED creates and maintains a log of
and security-relevant TOE use and security-relevant events and prevents
events will be created, unauthorized disclosure or alteration.
maintained, protected, OE.AUDIT_STORAGE.PROTECTED protects
and reviewed. exported audit records from unauthorized access,

deletion, and modifications.
OE.AUDIT_ACCESS.AUTHORIZED establishes
responsibility of, the TOE Owner to provide
appropriate access to exported audit records.
OE.AUDIT.REVIEWED establishes responsibility of
the TOE Owner to ensure that audit logs are
appropriately reviewed.

PINTERFACE.MANAGEMENT | Operation of external O.INTERFACE.MANAGED manages the operation

interfaces will be
controlled by the TOE

and its IT environment.

of external interfaces in accordance with security

policies.

OE.INTERFACE.MANAGED establishes a

protected environment for TOE external interfaces.

P.HDD.CRYPTO

Cryptographic operation
will be
TOE.

controlled by

O.HDD.CRYPTO encrypts data stored in HDD by
TOE.

A.ACCESS.MANAGED The TOE environment OE.PHYSICAL.MANAGED establishes a protected
provides protection from | physical environment for the TOE.
unmanaged access to the
physical components and
data interfaces of the
TOE.

A. ADMIN.TRAINING TOE Users are aware of | OE.ADMIN.TRAINED establishes responsibility of
and trained to follow the TOE Owner to provide appropriate
security policies and Administrator training.
procedures.

A ADMIN.TRUST Administrators do not OE.ADMIN.TRUSTED establishes responsibility of
use their privileged the TOE Owner to have a trusted relationship with
access rights for Administrators.
malicious purposes.

A.USER.TRAINING Administrators are OE.USER.TRAINED establishes responsibility of

aware of and trained to
follow security policies

and procedures.

the TOE Owner to provide appropriate User

training.
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5. Extended components definition (APE_ECD)

This Protection Profile defines components that are extensions to Common Criteria 3.1 Revision
2, Part 2. These extended components are defined in the Protection Profile but are used in SFR

Packages, and, therefore, are employed only in TOEs whose STs conform to those SFR Packages.
5.1. FPT_FDI_EXP Restricted forwarding of data to external interfaces

Family behaviour:
This family defines requirements for the TSF to restrict direct forwarding of information from

one external interface to another external interface.

Many products receive information on specific external interfaces and are intended to transform
and process this information before it is transmitted on another external interface. However,
some products may provide the capability for attackers to misuse external interfaces to violate
the security of the TOE or devices that are connected to the TOE’s external interfaces. Therefore,
direct forwarding of unprocessed data between different external interfaces is forbidden unless
explicitly allowed by an authorized administrative role. The family FPT_FDI_EXP has been
defined to specify this kind of functionality.

Component leveling:

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces I_ 1

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces provides for the
functionality to require TSF controlled processing of data received over defined external
interfaces before these data are sent out on another external interface. Direct forwarding of data
from one external interface to another one requires explicit allowance by an authorized

administrative role.

Management: FPT _FDI_EXP.1
The following actions could be considered for the management functions in FMT:
a) Definition of the role(s) that are allowed to perform the management activities
b) Management of the conditions under which direct forwarding can be allowed by an
administrative role

¢) Revocation of such an allowance

Audit: FPT_FDI_EXP.1
The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

There are no auditable events foreseen.

Rationale:
Quite often, a TOE is supposed to perform specific checks and process data received on one

external interface before such (processed) data are allowed to be transferred to another external
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interface. Examples are firewall systems but also other systems that require a specific work flow
for the incoming data before it can be transferred. Direct forwarding of such data (i.e., without
processing the data first) between different external interfaces is therefore a function that—if

allowed at all—can only be allowed by an authorized role.

It has been viewed as useful to have this functionality as a single component that allows
specifying the property to disallow direct forwarding and require that only an authorized role
can allow this. Since this is a function that is quite common for a number of products, it has been

viewed as useful to define an extended component.

The Common Criteria defines attribute-based control of user data flow in its FDP class. However,
in this Protection Profile, the authors needed to express the control of both user data and TSF
data flow using administrative control instead of attribute-based control. It was found that using
FDP_IFF and FDP_IFC for this purpose resulted in SFRs that were either too
implementation-specific for a Protection Profile or too unwieldy for refinement in a Security
Target. Therefore, the authors decided to define an extended component to address this

functionality.

This extended component protects both user data and TSF data, and it could therefore be placed
in either the FDP or FPT class. Since its purpose is to protect the TOE from misuse, the authors
believed that it was most appropriate to place it in the FPT class. It did not fit well in any of the
existing families in either class, and this lead the authors to define a new family with just one

member.

FPT FDI_EXP.1 Restricted forwarding of data to external interfaces
Hierarchical to: No other components
Dependencies: FMT_SMF.1 Specification of Management Functions
FMT_SMR.1 Security roles
FPT _FDI_EXP.1.1 The TSF shall provide the capability to restrict data received on
lassignment: list of external interfaces| from being forwarded without

further processing by the TSF to [assignment: /ist of external interfaces).
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6. Security Requirements

ARETIE, X2V T 0 BFIZHOWTRET 5,

6.1. Security functional requirements

ZOETE, A1 B THES N EX 2 7T o R AG#HZEBRT 57200, TOEDOEX 2V T ¢
BEREE AR T 5, Zeds, BX 2 U T ¢ BEREEMFIL, CCPart2 ICHEDE X 2 U 7 ¢ HERELE)
5. 51T %, CCPart2 IZHE SN T\l vE X o U7 ¢ #REZE1X, PPIEEE Std 2600.2-2009)
WCHEDILEE X 2 U 7 B4~ 6. 5IHT 5,
<tFaUT1BEEZHAREORTAEE>

UTFOFBOFIZENT, R—/V FCRENDRFLIEL, PP TR EITFRMIL L7722 & 2RT,
AEY 2 HOR—b FCRINBFFL, K ST TN, FIX98 IR TWD I EERT,
T HE—FGA L TREINDIELDERIIGNEE TrEY 2 HOR— b FCHrRIABEZLL. 7

YE=T A SHIRICEFTAA ST THEME" S T g Z & 2R T, 7V ORITERIMS 1T TR
SNDHE L, YAEREEMEAA ST THRHuR LS T S TnD Z L 2R,

6.1.1. Class FAU: Security audit

FAU_GEN.1

FAU_GEN.1.1

FAU_GEN.1.2

Audit data generation

Hierarchical to : No other components

Dependencies : FPT_STM.1 Reliable time stamps

The TSF shall be able to generate an audit record of the following auditable events:

- Start-up and shutdown of the audit functions;

- All auditable events for the [selection, choose one of: minimum, basic, detailed, not
specified] level of audit; and

- All Auditable Events as each is defined for its Audit Level (if one is specified) for the
Relevant SFR in Table 6-1; [assignment: other specifically defined auditable events)
[selection, choose one of: minimum, basic, detailed, not specified]

not specified

[assignment: other specifically defined auditable events]

zL

The TSF shall record within each audit record at least the following information:

- Date and time of the event, type of event, subject identity (if applicable), and the
outcome (success or failure) of the event; and

- For each audit event type, based on the auditable event definitions of the functional
components included in the PP/ST, for each Relevant SFR listed in Table 6-1: (1) the
information as defined by its Audit Level (if one is specified), and (2) all Additional
Information Gf any is required); [assignment: other audit relevant information)

[assignment: other audit relevant information]
zL

Table 6-1 Audit data requirements

Auditable event

Relevant SFR | Audit level Additional Details
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information

Unsuccessful use
of the
authentication

mechanism

FIA_UAU.1

Minimum

None required

- Failure of login

The reaching of
the threshold for
the unsuccessful
authentication
attempts and the
actions (e.g.
disabling of a
terminal) taken
and the
subsequent, if
appropriate,
restoration to the
normal state (e.g.
re-enabling of a

terminal).

FIA_AFL.1

Minimum

None required

RAEDPEIE
SEFRIE~0 B

Unsuccessful use
of the
identification

mechanism

FIA_UID.1

Minimum

Attempted user
identity, if

available

- Failure of login

Use of the
management

functions

FMT_SMF.1

Minimum

None required

Use of the management functions

Modifications to
the group of
users that are

part of a role

FMT_SMR.1

Minimum

None required

HEL L TCO—YF—D I L—T1%
FFEE L7\ TRIRIT 2R,

Failure of the
trusted channel

functions

FTP_ITC.1

Minimum

None required

Failure of the trusted channel

functions

Changes to the

time

FPT_STM.1

Minimum

None required

changes to the time

FAU_GEN.2

FAU_GEN.2.1

User identity association

Hierarchical to

Dependencies

No other components
FAU_GEN.1 Audit data generation
FIA_UID.1 Timing of identification

For audit events resulting from actions of identified users, the TSF shall be able to

associate each auditable event with the identity of the user that caused the event.
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FAU_SAR.1

FAU_SAR.1.1

FAU_SAR.1.2

FAU_SAR.2

FAU_SAR.2.1

FAU_STG.1

FAU_STG.1.1

FAU_STG.1.2

FAU_STG.4(1)

FAU_STG.4.1

Audit review

Hierarchical to No other components

Dependencies : FAU_GEN.1 Audit data generation

The TSF shall provide [assignment: authorised users| with the capability to read
[assignment: list of audit information] from the audit records.

[assignment: authorised users]

UADMINISTRATOR

[assignment: Iist of audit information]

Table 6-1 IZRTEERz

The TSF shall provide the audit records in a manner suitable for the user to interpret the

information.

Restricted audit review

Hierarchical to No other components
Dependencies : FAU_SAR.1 Audit review
The TSF shall prohibit all users read access to the audit records, except those users that

have been granted explicit read-access.

Protected audit trail storage

Hierarchical to No other components

Dependencies : FAU_GEN.1 Audit data generation

The TSF shall protect the stored audit records in the audit trail from unauthorized
deletion.

The TSF shall be able to [selection, choose one of - prevent, detecfl unauthorised
modifications to the stored audit records in the audit trail.

[selection, choose one of prevent, detect]

prevent

Prevention of audit data loss

Hierarchical to FAU_STG.3 Action in case of possible audit data loss
Dependencies : FAU_STG.1 Protected audit trail storage

» o«

The TSF shall [selection, choose one of: “Ignore audited events”, “prevent audited events,
except those taken by the authorised user with special rights”, ‘overwrite the oldest
stored audit records’| and [assignment: other actions to be taken in case of audit storage
failure] if the audit trail is full (BEZFEBF DS 720 FEREDBIEDS [ LB EZEIL) IZRE
SHERRET, BEBABF DI 220 72 556,

[selection, choose one of: “ignore audited events”, “prevent audited events, except those

»

taken by the authorised user with special rights”, ‘overwrite the oldest stored audit
records’]
ignore audited events

[assignment: other actions to be taken in case of audit storage failure)

Copyright ©2015-2016 KONICA MINOLTA, INC., All Rights Reserved
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FAU_STG.4(2)

FAU_STG.4.1

P g T DZHEI

Prevention of audit data loss

Hierarchical to FAU_STG.3 Action in case of possible audit data loss
Dependencies : FAU_GEN.1 Audit data generation

»

The TSF shall [selection, choose one of: “Ignore audited events”, “prevent audited events,
except those taken by the authorised user with special rights”, ‘overwrite the oldest
stored audit records’ and [assignment: other actions to be taken in case of audit storage
failurel if the audit trail is full (B-BFEBE DSRS0 7 REDBIED [ FEXFF ) IZERE
SHERIET, BB PRI 220 7258,

[selection, choose one of: “Ignore audited events”, “prevent audited events, except those

LTS

taken by the authorised user with special rights”, “overwrite the oldest stored audit
records’]
overwrite the oldest stored audit records

[assignment: other actions to be taken in case of audit storage failurel
zL

6.1.2. Class FCS: Cryptographic support

FCS_CKM.1

FCS_CKM.1.1

Cryptographic key generation

Hierarchical to - No other components.
Dependencies : [FCS_CKM.2 Cryptographic key distribution, or
FCS_COP.1 Cryptographic operation]
FCS_CKM.4 Cryptographic key destruction
The TSF shall generate cryptographic keys (cryptographic keys for HDD encryption)in

accordance with a specified cryptographic key generation algorithm [assignment:
cryptographic key generation algorithm] and specified cryptographic key sizes
[assignment: cryptographic key sizes] that meet the following: [assignment: list of
standards].

[assignment: cryptographic key generation algorithml]

refer to Table 6-2

[assignment: cryptographic key sizes]

refer to Table 6-2

[assignment: list of standards]

refer to Table 6-2

Table 6-2 Cryptographic key algorithm key size

list of standards

cryptographic key generation algorithm key sizes

a=J 3 VE NS REE E 2= /)% HDD B 58#Em 71T Y XA - 256 bit
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FCS_COP.1

.FCS_COP.1.1

Cryptographic operation

Hierarchical to No other components

Dependencies : [FDP_ITC.1 Import of user data without security attributes, or
FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]
FCS_CKM.4 Cryptographic key destruction

The TSF shall perform [assignment: list of cryptographic operations] in accordance with

a specified cryptographic algorithm [assignment: cryptographic algorithm] and

cryptographic key sizes [assignment: cryptographic key sizes] that meet the following:

[assignment: list of standards].

[assignment: list of cryptographic operations]

refer to Table 6-3

[assignment: cryptographic algorithm]

refer to Table 6-3

[assignment: cryptographic key sizes]

refer to Table 6-3

[assignment: list of standards]

refer to Table 6-3

Table 6-3 Cryptographic operations algorithm key size standards

Standard cryptographic key sizes cryptographic operations
algorithm
FIPS PUB197 AES - 256 bit | HDD Ot

6.1.3. Class FDP: User data protection

FDP_ACC.1(a)

FDP_ACC.1.1(a)

Subset access control

Hierarchical to No other components

Dependencies : FDP_ACF.1 Security attribute based access control

The TSF shall enforce the Common Access Control SFP in Table 17 (Access Control SFP
in Table 6-4, Table 6-5,Table 6-6, Table 6-7, Table 6-8, Table 6-9) on_the list of users as

subjects, objects, and operations among subjects and objects covered by the Common

Access Control SFP in Table 17 (the Iist of users as subjects, objects, and operations

among subjects and objects covered by the Access Control SFP in Table 6-4,Table
6-5,Table 6-6, Table 6-7,Table 6-8,Table 6-9).

Table 6-4 Common Access Control SFP

Object

Attribute Operation(s) Subject Subject Access control

Function | Object Attribute rule
Attribute | Attribute
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D.DOC +SCN User ID Delete U.NORMAL User ID User ID 23—~
+CPY D55 O EREE
+FAXOUT A5,

D.FUNC | +PRT Box Type Modify U.NORMAL User ID Box Type 23t %

User ID Delete 2 VT4 3ERy
7 ATIRWVGA
User ID 23 —% 9
b DDHEEE
A3 2,
Box Type Modify U.NORMAL DOC Box Type 23t %
DOC Delete PASSWORD 2 VT4 3ERy
PASSWORD 7 ADBFAEIT
DOC
PASSWORD 73—
BT 556 T HAE
YD,
+CPY User ID Modify U.NORMAL User ID User ID 3 —% 9
+SCN Delete L85 OB EEE
+FAXOUT AT S,
+DSR Box Type Delete U.NORMAL sBOX Box Type 7358
+FAXIN sBOX PASSWORD AEVEZER Y
PASSWORD AT sBOX
PASSWORD 78—
BT 256 1 THYE
e S e N
+DSR Box Type Modify U.NORMAL sBOX Box Type 37 7
sBOX Delete PASSWORD AV T - F N
PASSWORD —Ry 7 AT
sBOX
PASSWORD 78—
BT 256 1 THYE
AR5,
Table 6-5 PRT Access Control SFP
Object Attribute Operation(s) Subject Subject Access control rule
Function Object Attribute
Attribute | Attribute
D.DOC +PRT Box Type Read U.NORMAL | User ID Box Type 23EF =V
User ID Delete T ALER Y 7 AT

WA, User ID 73—
T 5 b00HEEE
HT 5,
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Box Type
DOC
PASSWORD

Read
Delete

U.NORMAL

DOC
PASSWORD

Box Type RtF% =V
T4 LER YT ADY
412 DOC
PASSWORD »—33"
LA EE T
%)

o

Box Type (Zxt)is L T DOC PASSWORD 235 & T 572 Box Type & 2T 5 Z & TRIET 5,

Table 6-6 SCN Access Control SFP

Object Attribute Operation(s) Subject Subject Access control rule
Function | Object Attribute
Attribute | Attribute
D.DOC +SCN User ID Read U.NORMAL | User ID User ID 3 —E7 5%
Modify DO IR AT
%,
Table 6-7 CPY Access Control SFP
Object Attribute Operation(s) Subject Subject Access control rule
Function Object Attribute
Attribute | Attribute
D.DOC +CPY User ID Read U.NORMAL | User ID User ID 83— % %
DO Tl 2 FF A3
%
Table 6-8 FAX Access Control SFP
Object Attribute Operation(s) Subject Subject Access control rule
Function | Object Attribute
Attribute | Attribute
D.DOC | + FAXIN Box Type Delete U.NORMAL sBOX PASSWORD | Box Type 23] X &
sBOX PASSWORD | Read VEZER Y 7 ZGEIT
sBOX PASSWORD 73
—ET 256 IR EE
T2,
+FAXOUT | User ID Read U.NORMAL User ID User ID 3—EH7 5%
Modify DOIHBNEZEFFAT T
5,
Table 6-9 DSR Access Control SFP
Object Attribute Operation(s) Subject Subject Access control rule
Function Object Attribute
Attribute | Attribute
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D.DOC

+DSR

Box Type
sBOX PASSWORD

Delete
Read

U.NORMAL

sBOX PASSWORD

Box Type N7 7 A Y
YT FUN=Ry Y
Z DA sBOX
PASSWORD 28 —% 9
LG E B EER T
%)

o

Box Type 23] X €
VZAER > 7 ADO%E
12 sBOX PASSWORD
N—ET D56 THE
i S R N

FDP_ACC.1(b) Subset access control

FDP_ACC.1.1(b)

Hierarchical to

Dependencies

No other components
FDP_ACF.1 Security attribute based access control

The TSF shall enforce the TOE Function Access Control SFP (TOFE Function Access
Control SFP in Table 6-10) on users as subjects, TOE functions as objects, and the right

to use the functions as operations (the Iist of users as subjects, objects, and operations

among subjects and objects covered by the TOE Function Access Control SFP in Table

6-10).

Table 6-10 TOE Function Access Control SFP

Object Object Operation(s) Subject Subject Attribute Access control rule
(TOE Function) | Attribute
FEPRT Permission FE1T U.NORMAL Allocation Role Subject @ Allocation
Role Role 7% Object ®
Permission Role % & A/
TW2 GG, HREDFAT
T D,
F.SCN Permission FAT U.NORMAL Allocation Role Subject @ Allocation
Role Role 7% Object ™
Permission Role % & A/
TWoHEE, HEREEDELT
A2,
F.CPY Permission E1T U.NORMAL Allocation Role Subject ® Allocation
Role Role 7% Object ®
Permission Role =& A
TV AHYE, HERED FAT
I,
F.FAX Permission FE1T U.NORMAL Allocation Role Subject @ Allocation
Role Role 7% Object ®
Permission Role % & A
TW2 GG, HREDFAT
T D,
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FDSR Permission FAT U.NORMAL Allocation Role Subject @ Allocation
Role Role 7% Object @
Permission Role % & A
TW2 GG, HREDFAT
T D,

FDP_ACF.1(a) Security attribute based access control

Hierarchical to No other components
Dependencies : FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialisation
FDP_ACF.1.1(a) The TSF shall enforce the Common Access Control SFP in Table 17 (Access Control SFP
in Table 6-4,Table 6-5,Table 6-6,Table 6-7,Table 6-8 Table 6-9) to objects based on the
following:_the list of users as subjects and objects controlled under the Common Access
Control SFP in Table 17, and for each, the indicated security attributes in Table 17 (the
list of users as subjects and objects controlled under the Access Control SFP in Table
6-4,Table 6-5,Table 6-6,Table 6-7,Table 6-8 Table 6-9 and for each, the indicated security
attributes in Table 6-4, Table 6-5, Table 6-6, Table 6-7,Table 6-8, Table 6-9) .
FDP_ACF.1.2(a) The TSF shall enforce the following rules to determine if an operation among controlled

subjects and controlled objects is allowed: rules specified in the Common Access Control

SFP in Table 17 governing access among controlled users as subjects and controlled
objects using controlled operations on controlled objects (rules specified in the Document

Access Control SFP in Table 6-4, Table 6-5,Table 6-6,Table 6-7,Table 6-8 Table 6-9

governing access among controlled users as subjects and controlled objects using

controlled operations on controlled objects) .

FDP_ACF.1.3(a) The TSF shall explicitly authorize access of subjects to objects based on the following
additional rules: [assignment: rules, based on security attributes, that explicitly
authorize access of subjects to objects].

[assignment: rules, based on security attributes, that explicitly authorize access of
subjects to objects]
« UADMINISTRATOR /19~~XT» D.DOC, D.FUNC D73 58
« +FAXIN DEM&# #5207 ~XT?D D.DOC, D.FUNC /ZZEH D FAX 5% F+ > t/L7
B Eick V#TH Delete 75 A58

FDP_ACF.1.4(a) The TSF shall explicitly deny access of subjects to objects based on the [assignment:
rules, based on security attributes, that explicitly deny access of subjects to objects].
[assignment: rules, based on security attributes, that explicitly deny access of subjects to
objects].

« sSBOX PASSWORD D&z 7 3+ —ZE[# 55 1~3 WIZ 17 S B BEE R E R gE /L IE DEH
MEIZE LB LFR > 7 ZI~DT 2R EHEET D,

- DOC PASSWORD D275 T —Z/EH 75 1~38 IZ 1517 5 B HEZ RIE FTHE 20 IE DB
CELEFE HECF2 VT4 XE~NDT 2R EHEET S,

FDP_ACF.1(b) Security attribute based access control
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FDP_ACF.1.1(b)

FDP_ACF.1.2(b)

FDP_ACF.1.3(b)

FDP_ACF.1.4(b)

FDP_RIP1

FDP_RIP.1.1

Hierarchical to No other components
Dependencies : FDP_ACC.1 Subset access control

FMT_MSA.3 Static attribute initialisation
The TSF shall enforce the TOE Function Access Control SFP (TOE Function Access
Control SFP in Table 6-10) to objects based on the following: users and [assignment:
Iist of TOE functions and the security attribute(s) used to determine the TOE Function
Access Control SFH.
[assignment: list of TOE functions and the security attribute(s) used to determine the
TOE Function Access Control SFP]
the list of users as subjects and objects controlled under the TOE Function Access
Control SFP in Table 6-10, and for each, the indicated security attributes in Table 6-10

The TSF shall enforce the following rules to determine if an operation among controlled

subjects and controlled objects is allowed: [selection: the user is explicitly authorized by
UADMINISTRATOR to use a function, a user that is authorized to use the TOE is
automatically authorized to use the functions [assignment: list of functions],
[assignment: other conditionsl].

[selection: the user is explicitly authorized by U ADMINISTRATOR to use a function, a
user that is authorized to use the TOF is automatically authorized to use the functions
[assignment: list of functions|, [assignment: other conditions]]

[assignment: other conditions]

Table 6-10

The TSF shall explicitly authorise access of subjects to objects based on the following
additional rules: the user acts (receives a fax document) in the role
U.ADMINISTRATOR: [assignment: other rules, based on security attributes, that
explicitly authorise access of subjects to objects].

[assignment: other rules, based on security attributes, that explicitly authorise access of
subjects to objectsl.

nL

The TSF shall explicitly deny access of subjects to objects based on the [assignment:
rules based on security attributes that explicitly deny access of subjects to objects].

The TSF shall explicitly deny access of subjects to objects based on the [assignment:
rules based on security attributes that explicitly deny access of subjects to objects].

nL

Subset residual information protection

Hierarchical to No other components

Dependencies : No dependencies

The TSF shall ensure that any previous information content of a resource is made
unavailable upon the [selection: allocation of the resource to, deallocation of the
resource from) the following objects: D.DOC, [assignment: list of objects].
[selection: allocation of the resource to, deallocation of the resource from]
deallocation of the resource from

[assignment: list of objects].

nL
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6.1.4. Class FIA: Identification and authentication

FIA_AFL.1

FIA_AFL.1.1

FIA_AFL.1.2

FIA_ATD.1

FIA_ATD.1.1

FIA_SOS.1(1)

Authentication failure handling

Hierarchical to No other components

Dependencies : FIA_UAU.1 Timing of authentication

The TSF shall detect when [selection: /assignment: positive integer number], an

administrator configurable positive integer withinlassignment: range of acceptable

values/] unsuccessful authentication attempts occur related to [assignment: /ist of

authentication events).

[selection: /assignment: positive integer number/, an administrator configurable positive

Integer within[assignment: range of acceptable values])

an administrator configurable positive integer within/assignment: range of acceptable

values/

[assignment: range of acceptable values]

1~3

[assignment: list of authentication events|

22 NI T — FiE L 3R

When the defined number of unsuccessful authentication attempts has been [selection:

met, surpassed], the TSF shall [assignment: ist of actions].

[selection: met, surpassed]

met, surpassed

[assignment: list of actions]

7o PN T — NIk B ERAEDIFIE

<BEEIFD =D DIEIE>

U.BUILTIN_ADMINISTRATOR D:87F D55 : TOE DEBNEEE1T 5, (BB E
BEZFRAF DIREEE I R IF IR EIZRIE I3 T B A 2 A 5 12
JEBRALBE P TR P S, )

FHaLS (U.USER_ADMINISTRATOR % 57r) DL : FRAFFIEWLEE TR

U ADMINISTRATOR iZ J: & RAFSFRRIETE DI ERERE D ETT

User attribute definition

Hierarchical to : No other components

Dependencies : No dependencies

The TSF shall maintain the following list of security attributes belonging to individual
users: [assignment: list of security attributes).

[assignment: list of security attributes).

User ID

Allocation Role

Role

Verification of secrets

Hierarchical to : No other components

Copyright ©2015-2016 KONICA MINOLTA, INC., All Rights Reserved
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Dependencies : No dependencies
FIA SOS.1.1(1)  The TSF shall provide a mechanism to verify that secrets (727 > /X 7 — I, £F=V
7 X &N X U — F)meet [assignment: a defined quality metricl.

[assignment: a defined quality metric]
- Hr#  8HTLLE
« XFFE : 94 LFLL LD 56 ZHR AT5E
HA D FA—DXFEET TRERESR TR,
O ZETSHE, BRHEDEPFEEREINTHSEEIEELARL,

FIA_S0S.1(2)  Verification of secrets

Hierarchical to No other components
Dependencies : No dependencies
FIA SO0S.1.1(2) The TSF shall provide a mechanism to verify that secrets (BFE7/£7 — F) meet

[assignment: a defined quality metricl.

[assignment: a defined quality metric]
- H# 2097
« XFFE : 83 LFL LD 56 ZHRATHE
HA D FA—DXFEET TRERESR TR,
O ZETSHE, BRHEDEPFEEREINTHBEEIEELARL,

FIA UAU.1 Timing of authentication

Hierarchical to No other components
Dependencies : FIA_UID.1 Timing of identification

FIA_UAU.1.1 The TSF shall allow [assignment: list of TSF-mediated actions that do not conflict with
access-controlled Functions of the TOE] on behalf of the user to be performed before the
user is authenticated.
lassignment: list of TSF-mediated actions that do not conflict with access-controlled
Functions of the TOE]
AMFRALIZ I 1T B 2 — F—FY T L R RE DR
772 RZHE
TOE DRERER B L NZTrEDRIE

FIA_UAU.1.2 The TSF shall require each user to be successfully authenticated before allowing any
other TSF-mediated actions on behalf of that user.

FIA_UAU.7 Protected authentication feedback

Hierarchical to No other components
Dependencies : FIA_UAU.1 Timing of authentication
FIA_UAU.7.1 The TSF shall provide only [assignment: Jist of feedback] to the user while the
authentication is in progress.
[assignment: list of feedback]
AL IPEXFET—5 1 XFEIZ “*7 DFR
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FIA_UID.1

FIA_UID.1.1

FIA_UID.1.2

FIA_USB.1

FIA_USB.1.1

FIA_USB.1.2

FIA_USB.1.3

Timing of identification

Hierarchical to No other components

Dependencies : No dependencies

The TSF shall allow [assignment: /ist of TSF-mediated actions that do not conflict with
access-controlled Functions of the TOE) on behalf of the user to be performed before the
user is identified.

[assignment: ist of TSF-mediated actions that do not conflict with access-controlled
Functions of the TOE]

BRI I5 1T B2 — F—FfFE L S RE DRER

Z 72 AEE

TOE DR EERER T S VF AR EDRIE

The TSF shall require each user to be successfully identified before allowing any other

TSF-mediated actions on behalf of that user.

User-subject binding

Hierarchical to : No other components

Dependencies : FIA_ATD.1 User attribute definition

The TSF shall associate the following user security attributes with subjects acting on the
behalf of that user: [assignment: /ist of user security attributes).

lassignment: list of user security attributes).

User ID

Allocation Role

Role

The TSF shall enforce the following rules on the initial association of user security
attributes with the subjects acting on behalf of users: [assignment: rules for the initial
association of attributes).

lassignment: rules for the initial association of attributes)

zL

The TSF shall enforce the following rules governing changes to the user security
attributes with the subjects acting on behalf of users: [assignment: rules for the changing
of attributes).

[assignment: rules for the changing of attributes)

zL

6.1.5. Class FMT: Security management

FMT_MOF.1

FMT_MOF.1.1

Management of security functions behaviour
Hierarchical to No other components
Dependencies : FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions
The TSF shall restrict the ability to [selection: determine the behaviour of,

disable, enable, modify the behaviour off the functions [assignment: /st of
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FMT_MSA.1(a)

FMT MSA.1.1(a)

functions] to [assignment: the authorised identified rolesl.
[selection: determine the behaviour of, disable, enable, modify the behaviour of]
modify the behaviour of
[assignment: list of functions]
cBF2 VT BIERE
« 2 — P —FRIAFREEE
« HDD 7—# L& frkst
- BE o U
- BISHET + 7~ /EEE
[assignment: the authorised identified roles].

U ADMINISTRATOR

Management of security attributes

Hierarchical to No other components

Dependencies : [FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]

FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions
The TSF shall enforce the Common Access Control SFP in Table 17 (Access Control SFP in
Table 6-4, Table 6-5,Table 6-6, Table 6-7,Table 6-8,and Table 6-9),[assignment: access
control SFP(s), information flow control SFP(s) to restrict the ability to [selection:

change_default, query, modify, delete, [assignment: other operations]] the security
attributes [assignment: list of security attributesl to [assignment: the authorized
Iidentified roles).

[assignment: access control SFP(s), information flow control SFP(s)]

nL

[selection: change default, query, modify, delete, [assignment: other operations/)
Refer to Table 6-11,Table 6-12

[assignment: list of security attributes)

Refer to Table 6-11,Table 6-12

[assignment: the authorized identified roles)

Refer to Table 6-11,Table 6-12

Table 6-11 Management of Object Security Attribute

Access Control SFP Object Security Authorized Identified Operations
Attribute Roles
Common Access Control SFP | User ID Nobody Any operation

PRT Access Control SFP
SCN Access Control SFP
CPY Access Control SFP
FAX Access Control SFP
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FAX Access Control SFP Box Type - U ADMINISTRATOR | Box Type 7338 2 & U %15
sBOX PASSWORD Ry 7 A0 A1 sBOX
PASSWORD @
Modify
Delete
PRT Access Control SFP DOC PASSWORD | Nobody Any operation
DSR Access Control SFP Box Type U.ADMINISTRATOR Box Type W77 A U7 -
sBOX PASSWORD FUNR=Ry 7 ZADHEIT
sBOX PASSWORD ®
Modify
Delete
Box Type U.ADMINISTRATOR Box Type 72358l A €V {5
sBOX PASSWORD Ry 7 A0 A1 sBOX
PASSWORD @
Modify
Delete
Table 6-12 Management of Subject Security Attribute
Access Control SFP Subject Security Authorized Identified Roles Operations
Attribute
Common Access Control SFP | User ID U.ADMINISTRATOR Create
PRT Access Control SFP Delete
SCN Access Control SFP Modify
CPY Access Control SFP —RERI A5 LR
FAX Access Control SFP fiRBR
DSR Access Control SFP
PRT Access Control SFP DOC Nobody Any operation
PASSWORD
FAX Access Control SFP sBOX Nobody Any operation
DSR Access Control SFP PASSWORD

#%sBOX PASSWORD (% U.ADMINISTRATOR »3#% &4 %5, DOC PASSWORD (Z#/EEB AT (B&

E) 15,

FMT_MSA.1(b)

Hierarchical to

Management of security attributes

No other components

[FDP_ACC.1 Subset access control, or

Dependencies

FMT MSA.1.1(0)

FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

The TSF shall enforce the TOE Function Access Control SFP, [assignment: access

control SFP(s), information flow control SFP(s)| to restrict the ability to [selection:

change_default, query, modify; delete, [assignment: other operations/l the security

attributes [assignment: list of security attributes| to lassignment: the authorised
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Iidentified roles).

[assignment: access control SFP(s), information flow control SFP(s)]

nL

[selection: change default, query, modify, delete, [assignment: other operations/)
Refer to Table 6-13, Table 6-14

lassignment: list of security attributes

Refer to Table 6-13, Table 6-14

[assignment: the authorised identified roles]

Refer to Table 6-13, Table 6-14

Table 6-13 Management of Subject Attribute

Access Control SFP Subject Security Authorized Identified Roles Operations
Attribute
TOE Function Access Allocation Role U.ADMINISTRATOR Delete
Control SFP Modify

Table 6-14 Management of Object Attribute

Access Control SFP Object Security Authorized Identified Roles Operations
Attribute
TOE Function Access Permission Role Nobody Any operation

Control SFP

FMT_MSA.3(a)

FMT_MSA.3.1(a)

FMT _MSA.3.2(a)

Static attribute initialisation

Hierarchical t No other components
Dependencies: FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles
The TSF shall enforce the Common Access Control SFP in Table 17 (Access Control SFP
in Table 6-4,Table 6-5,Table 6-6,Table 6-7,Table 6-8,Table 6-9), assignment: access

control SFP, information flow control SFH to provide [selection, choose one of:

restrictive, permissive, [assignment: other property/l default values for security
attributes that are used to enforce the SFP.

[assignment: access control SFP, information flow control SFP

zL

[selection, choose one of: restrictive, permissive, [assignment: other property/ default
values for security attributes that are used to enforce the SFP.

[assignment: other property]

refer to Table 6-15

The TSF shall allow the [assignment: the authorized identified roles] to specify
alternative initial values to override the default values when an object or information is
created.

[assignment: the authorized identified roles)

nobody
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Table 6-15 Characteristics Static Attribute Initialization

Access Object Function Object Default values for Object
Control Attribute | Attribute Security Attribute
SFP
Common D.DOC +SCN User ID User ID of UUNORMAL who
Access +CPY created the left Object
Control +FAXOUT
SFP D.FUNC | +PRT User ID User ID of UUNORMAL who
+CPY created the left Object
+SCN
+FAXOUT
+DSR Box Type | sBOX PASSWORD FT ) NORERB T 7 A Y
+FAXIN VT e U=y 7 A A
TUVZER Y 7 20T
B, YRy 7 20 Box Type &
sBOX PASSWORD
PRT Access | D.DOC +PRT Box Type | User ID INAY — REE5{L PDF IC X 54
Control D.FUNC 7Y =7 hDOYA. Box Type 1%
SFP NAY — Rif#{t PDF Ry 2
A, BRIE& TV v Mz kAT Y
=7 FOHE . Box Type 178
&7V MRy IR,
User ID 137V v h&FETLE
U.NORMAL @ User ID
DOC PASSWORD ATVl "X )T 4 HE
DA, Box Type ldEF¥ =V T ¢
R v 7 2, DOC PASSWORD
A7 =7 FOERFICADE
N2 — R
SCN Access | D.DOC +SCN User ID User ID of UUNORMAL who
Control created the left Object
SFP
CPY Access | D.DOC +CPY User ID User ID of UUNORMAL who
Control created the left Object
SFP
FAX Access | D.DOC +FAXOUT | User ID User ID of UUNORMAL who
Control created the left Object
SFP +FAXIN Box Type | sBOX PASSWORD FTV =l SOREFRDOR > 7 R

(B AEVZERY 7 A) O
Box Type & sBOX PASSWORD
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DSR Access | D.DOC +DSR Box Type | sBOX PASSWORD FTT 2l NORFREDOR Y 7 A

Control
SFP

(A VT e FoN=Ry
AFETNTHREI ATV ZER Y 7
A) @ Box Type & sBOX
PASSWORD

#Function Attribute (347 V=7 NEAERT I8 (V> b, AX v o d) TS LT EEN D72
ORBICEEMN S SN D Z 13720,

FMT_MSA.3(b)

FMT MSA.3.1(0)

FMT_MSA.3.2(b)

Static attribute initialisation

Hierarchical to No other components

Dependencies: : FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

The TSF shall enforce the TOE Function Access Control Policy (TOE Function

Access Control SFP), [assignment: access control SFP information flow control

SFH to provide [selection, choose one of: restrictive, permissive, [assignment:
other property/l default values for security attributes that are used to enforce
the SFP.

[assignment: access control SFP, information flow control SFP

nL

[selection, choose one of: restrictive, permissive, [assignment: other property]]
[assignment: other propertyl]

Refer to Table 6-16

The TSF shall allow the [assignment: the authorized identified roles| to specify
alternative initial values to override the default values when an object or
information is created.

[assignment: the authorized identified roles)

nobody

Table 6-16 Characteristics Static Attribute Initialization

Object Object Characteristics which restricts access only to Subject which any
(TOE Function) | Attribute of the following attributes
F.PRT Permission Role Print Role
F.SCN Permission Role Scan Role
F.CPY Permission Role Copy Role
F.FAX Permission Role Fax Role
F.DSR Permission Role DSR Role
FMT _MTD.1 Management of TSF data
Hierarchical to No other components
Dependencies: : FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions
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FMT MTD.1.1(a)

FMT MTD.1.1(b)

The TSF shall restrict the ability to [selection: change default, query, modify; delete,
clear, [assignment: other operations]] the [assignment: list of T'SF datal to [selection,
choose one of: Nobody, [selection: U.ADMINISTRATOR, [assignment: the authorized
identified roles except U NORMALII.

[selection: change default, query, modify; delete, clear, [assignment: other operations/]
refer to Table 6-17

[assignment: other operations/

refer to Table 6-17

lassignment: list of TSF datal

refer to Table 6-17

[selection, choose one of: Nobody, [selection: U.ADMINISTRATOR, [assignment: the
authorized identified roles except U NORMAL)]

refer to Table 6-17

The TSF shall restrict the ability to [selection: change_default, query, modify; delete,
clear, [assignment: other operations]] the [assignment: list of TSF data associated with
a UNORMAL or TSF Data associated with documents or jobs owned by a U.NORMAL)
to [selection, choose one of: Nobody, [selection: U ADMINISTRATOR, the U.NORMAL
to whom such TSF data are associated]].

[selection: change default, query, modify, delete, clear, [assignment: other operations/]

refer to Table 6-18

[assignment: list of TSF data associated with a U NORMAL or TSF Data associated
with documents or jobs owned by a U NORMAI)

refer to Table 6-18

[selection, choose one of: Nobody, [selection: U.ADMINISTRATOR, the U NORMAL to

whom such TSF data are associated]

refer to Table 6-18

Table 6-17 Operation of TSF Data

TSF Data Authorized Identification Roles Operations
U.BUILTIN_ADMINISTRATOR @ = 71 »% | U.BUILTIN_ADMINISTRATOR Modify
AT — R
ek — R U.ADMINISTRATOR BE

Modify
(SR U.ADMINISTRATOR Modify
A — 1+t Ut hEFH U.ADMINISTRATOR Modify
Sk =P vyl S| U.ADMINISTRATOR Modify
FORER R E R B U.ADMINISTRATOR Modify
FRRER AR %L (U.BUILTIN_ADMINISTRATOR | U.ADMINISTRATOR Clear
LISt)
XA Y — FAR—E R B U.ADMINISTRATOR Modify
IRAT — RAR—[E4K U.ADMINISTRATOR Clear
INAT — FHLK) U.ADMINISTRATOR Modify
NER Y — N —FRRERR BT — H U.ADMINISTRATOR Bk

Modify
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PR FRRE O B RS (iR BriRe ] U.ADMINISTRATOR Modify

Xy NU—IRE U.ADMINISTRATOR gk
Modify

PES Y o s U.ADMINISTRATOR ek
Modify

Table 6-18 Operation of TSF Data

TSF Data Authorized Identification Roles Operations
UNORMAL ®wu 7' A L /SAT— K U.ADMINISTRATOR B
U.ADMINISTRATOR Modify

LAY — RICB#EM T bz =
—#%#— (UNORMAL)

Role U.ADMINISTRATOR U.USER_ADMINISTRATOR
DT 535 L OHIBR

FMT _SMF.1 Specification of Management Functions

Hierarchical to No other components
Dependencies: : No dependencies
FMT_SMF.1.1 The TSF shall be capable of performing the following management functions:
[assignment: list of management functions to be provided by the TSH.
[assignment: list of management functions to be provided by the TSF
refer to Table 6-19

Table 6-19 list of management functions

management functions

U.ADMINISTRATOR i & 5 &% = U 5 1 s0AbaRk & 0 & FLkEAE
U.ADMINISTRATOR |2 & % == — —8GEHSAE O & BLFE AR

U.ADMINISTRATOR (2 & 5 HDD 7 —# 3 X HBHEAE O BhERR TR RE
U.ADMINISTRATOR |Z & % B4 1 /4 BREERE

U.ADMINISTRATOR (T & % &5 #HTF v RV & Bk HE

U.ADMINISTRATOR (Z X % = — W — & HijhE

U.ADMINISTRATOR iz & % UNORMAL o = —+—ID &> — K| s 1k - fighkine

U.ADMINISTRATOR (= & % UNORMAL O & 7 A L /8 AT — R DRGSR - 25T HghRE
UNORMAL IZ LD HEDO R 7 A /82T — RO HHEE
U.BUILTIN_ADMINISTRATOR (2 k2 HE D v 7oA L /3 AT — KDL HHEEE
U.ADMINISTRATOR (Z & 5Hf 5LV — KOBRTE - & FHEHE
U.ADMINISTRATOR (= X % B2 1% 2 o0 25 F R AE

U.ADMINISTRATOR (2 X 54—+ VU & v FEEE O FREGE
U.ADMINISTRATOR I L B BEia 77 7 NRERE O 28 R GE
U.ADMINISTRATOR (Z X % #3FE SRR 0154 B it 0D 25 W R AE
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U.ADMINISTRATOR IZ L A 4MHY— S —FBRERR E T — & Ok - AT RERE

U.ADMINISTRATOR (Z & % & FLE FBFE O RIS 1L AR BRI O 25 SR RE

U.ADMINISTRATOR T & % /82 U — R —FK A 0O 14 =K HE

U.ADMINISTRATOR (= & % /S A U — N A~ — B [l 3 il o> 25 W ks e

U.ADMINISTRATOR Z & 2 385ERREIEL (FHLHLISL) o=kt

U.ADMINISTRATOR |2 & % /82 U — FHIHIZE FRERE

U.ADMINISTRATOR IZ & 5% > b U — 27 FRE DR - TR

U.ADMINISTRATOR |2 & % {5 %06 5 D% d% - 75 FHkHE

U.ADMINISTRATOR 2 £ 247 V=7 btF =2 U7 &M (User ID, BoxType, DOC PASSWORD % <)
O PR AE

U.ADMINISTRATOR I X207V =2 bEXx a2 VT o B (2 —F—FHERIC L 2EHOXG, =—F—ID
O—HF gL - 7%, sBOX PASSWORD, DOC PASSWORD % &< ) % HbAE

U.ADMINISTRATOR IZ & % Role (U.BUILTIN_ADMINISTRATOR ® Role Z <) D& HLHEAE

FMT_SMR.1

FMT_SMR.1.1

FMT_SMR.1.2

Security roles

Hierarchical to No other components

Dependencies: : FIA_UID.1 Timing of identification

The TSF shall maintain the roles U.ADMINISTRATOR, U.NORMAL, [selection:
Nobody, [assignment: the authorised identified roles|].

[selection: Nobody, [assignment: the authorised identified rolesl]

Nobody

The TSF shall be able to associate users with roles, except for the role “Nobody” to which

no user shall be associated.

6.1.6. Class FPT: Protection of the TSF

FPT_FDI_EXP.1

FPT_FDI_EXP.1.1

FPT_STM.1

FPT_STM.1.1

FPT_TST.1

Restricted forwarding of data to external interfaces

Hierarchical to No other components

Dependencies: : FMT_SMF.1 Specification of Management Functions
FMT_SMR.1 Security roles

The TSF shall provide the capability to restrict data received on any external Interface

from being forwarded without further processing by the TSF to any Shared-medium

Interface.

Reliable time stamps

Hierarchical to No other components
Dependencies: : No dependencies

TSF shall be able to provide reliable time stamps.

TSF testing
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Hierarchical to No other components
Dependencies: : No dependencies
FPT_TST.1.1 The TSF shall run a suite of self tests [selection: during initial start-up, periodically

during normal operation, at the request of the authorised user, at the conditions
[assignment: conditions under which self test should occurll to demonstrate the correct
operation of [selection: [assignment: parts of TSF, the TSH.
[selection: during initial start-up, periodically during normal operation, at the request
of the authorised user, at the conditions [assignment: conditions under which self test
should occurl]
during initial start-up
[selection: [assignment: parts of TSF, the TSF
[assignment: parts of TSF]
HDD i 5-{L#¥5E
TSF #f7=—F

FPT_TST.1.2 The TSF shall provide authorised users with the capability to verify the integrity of
[selection: [assignment: parts of TSF, TSF datal.
[selection: [assignment: parts of TSFl, TSF datal.
[assignment: parts of TSF]
BEED—F

FPT _TST.1.3 The TSF shall provide authorised users with the capability to verify the integrity of
stored T'SF executable code.

6.1.7. Class FTA: TOE access

FTA_SSL.3 TSF-initiated termination
Hierarchical to No other components
Dependencies: : No dependencies
FTA_SSL.3.1 The TSF shall terminate an interactive session after a [assignment: time

interval of user inactivityl.
[assignment: time interval of user inactivityl
c BRIENFADEE, T— PVt MERIIZE o CRESIH S
« Web Connection D&, B2 7D FERIIZE > TRE I LSRR
+ Data Administrator D45, 60 %
« TYLH RFAN—, T7 I RADEE, IaFgt >y g AR
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6.1.8. Class FTP: Trusted path/channels

FTP_ITC.1 Inter-TSF trusted channel
Hierarchical to No other components
Dependencies: : No dependencies
FTP_ITC.1.1 The TSF shall provide a communication channel between itself and another trusted IT

product that is logically distinct from other communication channels and provides
assured identification of its end points and protection of the communicated data from
modification or disclosure.

FTP_ITC.1.2 The TSF shall permit the TSF, another trusted IT product to initiate communication
via the trusted channel.

FTP_ITC.1.3 The TSF shall initiate communication via the trusted channel for communication of
D.DOC, D.FUNC, D.PROT, and D.CONF over any Shared-medium Interface.

6.2. Security assurance requirements

Table 6-20 lists the security assurance requirements for 2600.2-PP, Protection Profile for
Hardcopy Devices, Operational Environment B, and related SFR packages, EAL 2 augmented by

ALC_FLR.2.
Table 6-20 IEEE 2600.2 Security Assurance Requirements

Assurance class Assurance components

ADV: Development ADV_ARC.1 Security architecture description
ADV_FSP.2 Security-enforcing functional specification
ADV_TDS.1 Basic design

AGD: Guidance documents AGD_OPE.1 Operational user guidance
AGD_PRE.1 Preparative procedures

ALC: Life-cycle support ALC_CMC.2 Use of a CM system

ALC_CMS.2 Parts of the TOE CM coverage

ALC_DEL.1 Delivery procedures

ALC_FLR.2 Flaw reporting procedures (augmentation of EAL2)

ASE: Security Target evaluation | ASE_CCL.1 Conformance claims

ASE_ECD.1 Extended components definition

ASE_INT.1 ST introduction

ASE_OBJ.2 Security objectives

ASE_REQ.2 Derived security requirements

ASE_SPD.1 Security problem definition

ASE_TSS.1 TOE summary specification

ATE: Tests ATE_COV.1 Evidence of coverage

ATE_FUN.1 Functional testing

ATE_IND.2 Independent testing—sample

AVA: Vulnerability assessment AVA_VAN.2 Vulnerability analysis
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6.3. Security requirements rationale
6.3.1. Common security requirements rationale
Table 6-21 and Table 6-22 demonstrate the completeness and sufficiency of SFRs that fulfill
the objectives of the TOE. Bold typeface items provide principal (P) fulfillment of the objectives,

and normal typeface items provide supporting (S) fulfillment.

Table 6-21 Completeness of security requirements

Objectives

SId ON'D0d'0

LTV ON'D0d O

SFRs

LTV ON'1LOYd O

LTV ON'ONNA O

SId ON'INODO

LTV ON'ANOD O
HZIYOHLAVYHSN O
QUIATIHA ' HIVMILAOS O
aaoovOTLIANVO
OLdAYD'ddH O

TEHDVNVINHOVAYHLNI O

FAU_GEN.1
FAU_GEN.2
FAU_SAR.1
FAU_SAR.2
FAU_STG.1
FAU_STG.4(1)
FAU_STG.4(2)
FCS_CKM.1 P
FCS_COP.1 P
FDP_ACC.1(a) P P P
FDP_ACC.1(b) P
FDP_ACF.1(a) S S S
FDP_ACF.1(b) S
FDP_RIP.1 P
FIA_AFL.1
FIA_ATD.1
FIA_S08S.1(1) S S S
FIA_S0S.1(2) S
FIA_UAU.1
FIA_UAU.7
FIA_UID.1 S S S S S S
FIA_USB.1
FMT_MOF.1 S S S S S S
FMT _MSA.1(a) S S S P P P
FMT_MSA.1(b) P
FMT_MSA.3(a) S S S
FMT_MSA.3(b) S
FMT_MTD.1 P P P S

o|d|v|d|d|m (T

wn
wn

wn

wn
wn

n||Y|n|d
!
w
w

wn
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Objectives
ol olo|o|o|olo|o|lo|olo
) O | = d Q Q = w
o) Slc |2 18 18 |& Z |9 Dé 5
®! Qlz (9 |Z2 |Z2 | = 2 | 3 S |O
Z z|c |2 |22 |2 |2 |2 S| a
@ oz |2 |z |z |z |2 |5 = | =
SFRs 'g P IS e S (D; = Q é
= | S| | |2le |2l |2 |83
e I I IR = % = | 5 g | ©
S |2 |2 |°
= > =
& W)
FMT_SMF.1 S S S S S S S S S
FMT_SMR.1 S S S S S S
FPT _FDI_EXP.1 P
FPT _STM.1 S
FPT TST.1 P
FTA_SSL.3 P P
FTP_ITC.1 P P P P P

Table 6-22 Sufficiency of security requirements

Objectives

Description

SFRs

Purpose

0.DOC.NO_DIS,
O.DOC.NO_ALT,
O.FUNC.NO_ALT

Data from
unauthorized
disclosure or

alteration

Protection of User

FDP_ACC.1(2)

Enforces protection by establishing an

access control policy.

FDP_ACF.1(a)

Supports access control policy by

providing access control function.

FIA_UID.1 Supports access control and security
roles by requiring user identification.
FMT_MOF.1 Supports protection by management of

security functions behavior.

FMT_MSA.1(a)

Supports access control function by

enforcing control of security attributes.

FMT_MSA.3(a)

Supports access control function by
enforcing control of security attribute

defaults.

FMT_SMF.1 Supports control of security attributes
by requiring functions to control
attributes.

FMT_SMR.1 Supports control of security attributes
by requiring security roles.

FTP_ITC.1 Enforces protection by requiring the

use of trusted channels for
communication of data over

Shared-medium Interfaces.

FIA_S0S.1(1)

Supports authorization by requiring by

specification of secrets.
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0.DOC.NO_DIS Protection of User FDP_RIP1 Enforces protection by making residual
Document Data data unavailable.
from unauthorized
disclosure

O.PROT.NO_ALT, Protection of TSF FIA_UID.1 Supports access control and security
Data from roles by requiring user identification.
unauthorized FMT_MOF.1 Supports protection by management of
alteration security functions behavior.

FMT_MSA.1(a) Supports access control function by
enforcing control of security attributes.

FMT_MSA.1(b) Supports access control function by
enforcing control of security attributes.

FMT _MTD.1 Enforces protection by restricting
access.

FMT_SMF.1 Supports control of security attributes
by requiring functions to control
attributes.

FMT_SMR.1 Supports control of security attributes
by requiring security roles.

FTP_ITC.1 Enforces protection by requiring the
use of trusted channels for
communication of data over
Shared-medium Interfaces.

0.CONF.NO_DIS, Protection of TSF FIA_UID.1 Supports access control and security
O.CONE.NO_ALT Data from roles by requiring user identification.
unauthorized FMT_MOF.1 Supports protection by management of
disclosure or security functions behavior.
alteration FMT_MSA.1(a) Supports access control function by
enforcing control of security attributes.

FMT _MTD.1 Enforces protection by restricting
access.

FMT_SMF.1 Supports control of security attributes
by requiring functions to control
attributes.

FMT_SMR.1 Supports control of security attributes
by requiring security roles.

FTP_ITC.1 Enforces protection by requiring the

use of trusted channels for
communication of data over

Shared-medium Interfaces.

O.USER_AUTHORIZED

Authorization of
Normal Users and
Administrators to
use the TOE

FDP_ACC.1(b)

Enforces authorization by establishing

an access control policy.

FDP_ACF.1(b)

Supports access control policy by

providing access control function.
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FIA_AFL.1 Enforces authorization by requiring
access control.
FIA_ATD.1 Supports authorization by associating

security attributes with users.

FIA_SOS.1(1)

Supports authorization by requiring by

specification of secrets.

FIA _UAU.1 Enforces authorization by requiring
user authentication.

FIA_UAU.7 Enforces authorization by requiring
user authentication.

FIA _UID.1 Enforces authorization by requiring
user identification.

FIA_USB.1 Enforces authorization by
distinguishing subject security
attributes associated with user roles.

FMT_MOF.1 Supports protection by management of

security functions behavior.

FMT_MSA.1(b)

Supports access control function by

enforcing control of security attributes.

FMT_MSA.3(b)

Supports access control function by
enforcing control of security attribute

defaults.

FMT_SMF.1 Supports control of security attributes
by requiring functions to control
attributes.

FMT_SMR 1 Supports authorization by requiring
security roles.

FTA_SSL.3 Enforces authorization by terminating
inactive sessions.

O.INTERFACE.MANAGED | Management of FIA_AFL.1 Enforces authorization by requiring

external interfaces

access control.

FIA_S0S.1(1)

Supports authorization by requiring by

specification of secrets.

FIA_UAU.1 Enforces management of external
interfaces by requiring user
authentication.

FIA_UAU.7 Enforces authorization by requiring
user authentication.

FIA_UID.1 Enforces management of external
interfaces by requiring user
authentication.

FMT_MOF.1 Supports protection by management of
security functions behavior.

FMT_SMF 1 Supports control of security attributes

by requiring functions to control
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attributes.

FPT_FDI_EXP.1

Enforces management of external
interfaces by requiring (as needed)
administrator control of data
transmission from external Interfaces

to Shared-medium Interfaces.

FTA_SSL.3 Enforces management of external
interfaces by terminating inactive
sessions.

O.SOFTWARE.VERIFIED | Verification of FPT_TST.1 Enforces verification of software by
software integrity requiring self-tests.
O.AUDIT.LOGGED Logging and FAU_GEN.1 Enforces audit policies by requiring
authorized access to logging of relevant events.
audit events FAU_GEN.2 Enforces audit policies by requiring
logging of information associated with
audited events.

FAU_SAR.1 Enforces audit policies by providing
security audit record.

FAU_SAR.2 Enforces audit policies by restricting
reading of security audit records.

FAU_STG.1 Enforces audit policies by protecting

from unauthorised deletion and/or

modification.

FAU_STG.4(1)

Enforces audit policies by preventing

audit data loss.

FAU_STG.4(2)

Enforces audit policies by preventing

audit data loss.

FIA_UID.1 Enforces management of external
interfaces by requiring user
authentication.

FMT_MOF.1 Supports protection by management of
security functions behavior.

FMT_SMF 1 Supports control of security attributes
by requiring functions to control
attributes.

FPT_STM.1 Supports audit policies by requiring
time stamps associated with events.

O.HDD.CRYPTO The encryption of | FCS_CKM.1 HEE-RA R
data FCS_COP.1 w51k

FIA_S0S.1(2)

WD b & LD T — % OME ZRGE
T,

FIA_UID.1 Enforces authorization by requiring
user identification.
FMT_MOF.1 Supports protection by management of
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security functions behavior.

FMT_MTD.1

Enforces protection by restricting

access.

FMT_SMF.1

Supports control of security attributes
by requiring functions to control

attributes.

FMT_SMR.1

Supports authorization by requiring

security roles.

6.3.1.1. The dependencies of security requirements

X2 U T A HEREMa R = OKFRERE TRITT T, CC /3= 2 THIE S D IKAFE
I SRV E L TR ST IR T 2 AFBIFR ) OMICZ DHE 25k 5,

Table 6-23 The dependencies of security requirements

A ST DHEREE 4 CC/8s—Fk 2 N
o A— b DIKTEHE A ST 26 1+ B1KEREF
FAU_GEN.1 FPT_STM.1 FPT_STM.1
FAU_GEN.1 FAU_GEN.1
FAU_GEN.2 FIA_UID.1 FIA_UID.1
FAU_SAR.1 FAU_GEN.1 FAU_GEN.1
FAU_SAR.2 FAU_SAR.1 FAU_SAR.1
FAU_STG.1 FAU_GEN.1 FAU_GEN.1
FAU_STG.4(1) FAU_STG.1 FAU_STG.1
FAU_STG.4(2) FAU_STG.1 FAU_STG.1
[FCS_CKM.2 or FCS_COP.1] | FCS_COP.1
FCS_CKM.4 <FCS_CKM.4 % L7V >
- 58X HDD OF — % K5k 5 =I5
FCS CKM.1 LOTHY, EIF ON Héﬂ:éﬁgéhéo AR ST 8T
- ’ R AT VIR SN DD, YT T 7 & 23 2550
AVET =R AL TELT, EHRKICE VX
AFEVSNOYET 7B ARHIBRBEIND Z LD, BEEE
EEA DM A,
[FDP_ITC.1 or FDP_ITC.2 FCS_CKM.1
or FCS_CKM.1] <FCS_CKM.4 Z @M L2 #h >
FCS_CKM.4 - B 58X HDD OF — % 2K B{b$ 5= fEfd 5
FCS COP.1 LOTHY, EIRON H#K\éﬁﬁf{éﬂéo AR ST 8T
- HR AT VTSNP, YT 7 & 23 5550
AVHE T 2 —RAERAALTELT, EHARKICE VX
AEY~OYET 7B ARFIRIND Z LD, HELY
EIET B MBI,
FDP_ACC.1(a) FDP_ACF.1 FDP_ACF.1(a)
FDP_ACC.1(b) FDP_ACF.1 FDP_ACF.1(b)
FDP_ACC.1 FDP_ACC.1(a)
FDP_ACF.1(a) FMT _MSA.3 FMT _MSA.3(a)
FDP_ACC.1 FDP_ACC.1(b)
FDP_ACF.1(b) FMT_MSA.3 FMT_MSA.3(b)
FDP_RIP.1 2L 2L
FIA_AFL.1 FIA_UAU.1 FIA_UAU.1
FIA_ATD.1 L 7oL
FIA_S08S.1(1) 2L L
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A ST DHEREE 4 CC/8s—Fk 2 e
S DK A ST 26 1+ B1KEREF
FIA_SO8S.1(2) 2L L
FIA_UAU.1 FIA_UID.1 FIA_UID.1
FIA_UAU.7 FIA_UAU.1 FIA_UAU.1
FIA_UID.1 7oL 7oL
FIA_USB.1 FIA_ATD.1 FIA_ATD.1
FMT_SMR.1 FMT_SMR.1
FMT_MOF.1 FMT_SMF.1 FMT_SMF.1
[FDP_ACC.1 orFDP_IFC.1] | FDP_ACC.1(a)
FMT _MSA.1(a) FMT_SMR.1 FMT_SMR.1
FMT_SMF.1 FMT_SMF.1
[FDP_ACC.1 orFDP_IFC.1] | FDP_ACC.1(b)
FMT_MSA.1(b) FMT_SMR.1 FMT_SMR.1
FMT_SMF.1 FMT_SMF.1
FMT_MSA.1 FMT_MSA.1(a)
FMT_MSA.3(a) FMT_SMR.1 FMT_SMR.1
FMT_MSA.1 FMT_MSA.1(b)
FMT _MSA.3(b) FMT_SMR.1 FMT_SMR.1
FMT_SMR.1 FMT_SMR.1
FMT_MTD.1 FMT_SMF.1 FMT_SMF.1
FMT_SMF.1 L L
FMT_SMR.1 FIA_UID.1 FIA_UID.1
FPT_STM.1 2L L
FPT TST.1 L 2L
FTA_SSL.3 L 2L
FTP_ITC.1 7oL 7oL
FMT_SMF.1 FMT_SMF.1
FPT_FDI_EXP.1 FMT_SMR.1 FMT_SMR.1

6.3.2. Security assurance requirements rationale

This Protection Profile has been developed for Hardcopy Devices to be used in commercial

information processing environments that require a moderate level of document security,

network security, and security assurance. The TOE will be exposed to only a low level of risk

because it is assumed that the TOE will be located in a restricted or monitored environment that

provides almost constant protection from unauthorized and unmanaged access to the TOE and

its data interfaces. Agents cannot physically access any nonvolatile storage without

disassembling the TOE except for removable nonvolatile storage devices, where protection of

User and TSF Data are provided when such devices are removed from the TOE environment.

Agents have limited or no means of infiltrating the TOE with code to effect a change, and the

TOE self-verifies its executable code to detect unintentional malfunctions. As such, the

Evaluation Assurance Level 2 is appropriate.
EAL 2 is augmented with ALC_FLR.2, Flaw reporting procedures. ALC_FLR.2 ensures that

instructions and procedures for the reporting and remediation of identified security flaws are in

place, and their inclusion is expected by the consumers of this TOE.
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7. TOE Summary specification

TOE Dt F =2 VT ¢ HREEME L Vi) E TOED X 2 VT 4 #EED—& % Table 7-1 1277,
ST, BROIEICCTHAT 5,

Table 7-1 TOE DtFal)Ts#8eD B MEHAF

No. TOE Ot % = U 7 ¢ Héhe
1 FAUDIT B 1 R RE

2 FHDD_ENCRYPTION HDD R;5{bHhe

3 F.ACCESS_DOC BROCET 7 7 AHIEREEE
4 F.ACCESS_FUNC 1) 1) R A AV RS

5 F.RIP FRAFE I HpkRe

6 FI&A kI FR R BE

7 F.SEPARATE_EX_INTERFACE | 4V % 7 = — R 5y BfifhE
8 F.SELF_TEST HO7 A Mghe

9 FMANAGE EEERTE

10 | FSEUCRE_LAN X b U — 7 RS

7.1. FAUDIT (B5Z& 04 #Aa:

FAUDIT i3fidim 72 G325 & L bICE LA R 728 S A - BRBEPORET D,

7.1.1. 5E OV ESH#EE

— XISt DHEREZEME : FAU_GEN.1, FAU_GEN.2
TOE ZLLTFTow 7 &2 Ak T 5,

Table 7-2 &R

=R =24
B v 7 IIUSHERE OB AR HLOD HEf
B n JISHEREDR T FR ORI H
o A L BED SR EAAZE AN e
FlEfS Ik FROMER (2 - K

AREAE LR D B D1 It

Table 6-19 D FRHERE D H]
2y MU —7 &4 LTilfE ORI
IFZIE W2 B

712. BEXOSLE 1 —#8E

— XS HHEREEE - FAU_SAR.1, FAU_SAR.2. FAU_STG.1

TOE (3B &Er 7 OUEZEEIET 5 & & HICHiA M L & HIFREZ U ADMINISTRATOR @ Z 2 il [
9%, TOE (% UADMINISTRATOR (ZEiti v 7% 7 Z A4 7 b PCIZHiAH L, HIBRT 2 BEGE A 12
sl L BicEEn 7 OUEENi1T 5,
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7.1.3. BEE B INHLRE

— %I DHEREZT: - FAU_STG.4(1). FAU_STG.4(2)
TOE £ A= 7 % TOE WN® HDD 2R3 2 23 BANFEIR S WA 72 o 72355 . DL F OB A AT
Do
(1. TETEEEEE) CREINTVWLEE
Va7 O EEIEL, BEERSOBMNEITDRN,
2. TEZEEFHFA CREINTWDLIEHE
Rbh <M In-EARE~LEXTS,
(1). DFE1L U.ADMINISTRATOR 7317 9,

714 BIEEA A LRE VD TR

— xSt HHgREEE - FPT_STM.1, FMT _MTD.1

TOE 137 v v 7 kE% 4 L. U ADMINISTRATOR (Z%f L T TOE DR % 25 ¥4 2% B HE 2 21k
T %, BZIEROZEE L FMT MTD.1 (2 XV UADMINISTRATOR OH MR ARETH %5, TOE 117
0y JEREIC K DX A LAX T AT JERRFIZRIT L, Bhn 7 & LCRlskd 5,

7.2. FHDD_ENCRYPTION (HDD K-S {tt#aE

—  xH&T 2HREZEF : FCS_CKM.1, FCS_COP.1, FIA_SO0S.1(2)
TOE i3 HDD IZfRFFEN TN DT —Z Z IR D IRET 2 72O 5t 2175, AT 2058 L
THFYZNIUTOMEY ThD,
(1). S
A= X NVARESHARRIEENHEST D a2 =0 X /v Z HDD B 58T LT XA L1 |
Wiz AT 5, (@RI, 256 bit)
58X, U ADMINISTRATOR 23k E L7-iE bV — R& b &2 L TARKT S5 Z & T TOE

FICEAORE#HE AR T D, bV — RIZU FOREZHTZTLO0HREZITAND,
> Mt 2047

> U 83 UL O BB AT HE

> HiAI

> F—OXFET TR STV,
S AT LHEE ERBROMEPIERE SN TV DEE BB LR,

(2). BEBET7ILITUR L
Table 7-3 {ZRTHEE T LT Y X A,
Table 7-3 HDD BEE{L#EEICHE T HEE7ILT)X L
BEER BETLITY XA
256 bit FIPS PUB197 |Z¥L 3 5 R 57 L 2 U X A (AES)

7.3. FACCESS_DOC (BEBXE7T 7 t X HlfEIHEE)
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XIS 9 HHEREE: « FDP_ACC.1(a), FDP_ACF.1(a)

TOE T ATV ZER Y VAL T 7 A VT « FUNR—Ry 7 ACXELEET S, THEEIN
T2CEIR v 7 AD BN (ZIUTYSER v 7 AHFEET LD LEDEM LA END) Z2BB LT 7

AR S RE (BlfR, ~—TOHIBRZ &) IR, FAX X5, A —/LikfE%

&5,

REEEMT DI LNT

PAFICR Yy 7 ANLEICET L7 7 2 AHEONEZRT,

Table 7-4 S ATLRYIARXEDIRE

Ry A

R 7 ANICEOERIE

Modify read

Delete

W A T U ZA(E
Ry A

2/[/70

FAX ZAE3CENRFEN D, FAX %13
LFEIZIE sBOX PASSWORD 231 5 &

box_passwd

box_passwd
or

U.ADMIN

Table 7-5 VAT LRYIRARAXEDRED

ANRE/APS

Ay 7 ANLEOEIEDFEM

FIV

FAX %15

A —)Vik(E

M AT RERY 7 X

O

O

% U.ADMIN : U ADMINISTRATOR 23 #Er[gE TH D Z L 2 FE T,
box_passwd : SBOX PASSWORD & —#J 5320 — R&Z AN LIS ICHRIETRETH 5 =

EEBRT,
Table 7-6 #EERYIRAXEICH T HIRME
\ N 7 ANDLETKT 2 8AE
N7 A
modify read delete
HFEE N7 D.DOC 121

TZrA VT )
VN—R T A

sBOX PASSWORD 73+
Hans,

sbox_passwd

sbox_passwd

sbox_passwd

or

U.ADMIN
Table 7-7 #EERYIRAXEICH T HIRED M
Ry 7 ANO LB KT B BAED M
Ry 7 A _ _
B[R ElR FAX %13 A —)Lik(E
T A YT F R
@) @) X @)
v 7 A

% U.NORMAL : UNORMAL N ERRETH D Z & KT,
U.ADMIN : U. ADMINISTRATOR 3 {ER[EETH DH Z L 2 EK T,

sbox_passwd : sSBOX PASSWORD & —E§ %5 /320U — K& AN LIS I IERETH 5 =
LERT,

F 7=, sBOX PASSWORD O:#ifgi 9™ 2% R —E[al3 A% 1~3 WIZEIT 5 & HLH 3R E T RE 72 IE DO EEHUil

ICELESEE.

425K 7 ANDT I AR AT S,
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7.4. FACCESS_FUNC (| F & #IIBE &1 68 )

—  %HST HHEREZY: : FDP_ACC.1(a). FDP_ACF.1(a). FDP_ACC.1(b). FDP_ACF.1(b).
FMT_MSA.1(b)

TOE IXikBIFRGE S 7= F 3 @ Allocation Role & #HE® Permission Role & LB L. F DOfE Iz
L7-73->7T. FPRT. FSCN. F.CPY. FFAX, FDSR O#{Ed L ONFIICHBER G AT 4 7 A
BT = — ABEDEMEE T T 5, B, IO BN TH 5 Permission Role (1233 2 E/EIZ TX
2V, ZHUC KV ERBIEERE S N I H B SNISRE D A FATTE B,

FBED FEITHICR AT S D.DOC, D.FUNC (B XELRL, ERCEICOWTIE 7.3 17
B,) XL TILL T OBERFIHETH 5,

RBFEITUE L ITEESS D D.DOC, D.FUNC @ User ID & [A U User ID % #oF|H# % 5
R

U NDGEA
LLT DOEAED AT RE,
- Fl
FEH& SV U h ARy 7 A, NXAT— RiEEAL PDF Ry 7 &
ZD7 Y v k& FELT Lz UNORMAL AEIRI ATAE,
?#;)74I$T/?X
VHLECRESNTWDEIEF 2 T4 LEASRT =L T HRATU—-FREZAL
7= UNORMAL 7:FIRI AT e,
X2 VT 4 CESRRT— e T 5 AR —8EEN 1~3 NICk 1T 5 E AR E ]
&E@%ﬁﬁmibk%é\”%I%(k%:U?4i§)~@77ﬁz%%ﬁﬁéomJ
BrOGE B [FER) .
Sl a—
BAE& TV v bRy 7 A
ZD7 Y v EFELT L7 UNORMAL A7 L v = — 7l fE,
X2V T A XLERY I R
VHLECRESNTWDEEF2 ) T4 LEASRAT =L T HATU—-FREZAL
7= UNORMAL A7 L B = —m[fE,
- Hilb®
FEHE& SV v h ARy 7 A, NXAT— RiEEAL PDF Ry 7 &
ZD7 VY v+ &FELT L7 UNORMAL & UADMINISTRATOR ASHIER AT HE,
X2 VT IERY 7 X
VEULECRESNTWDIEX2 VT A LEASRT—RE—HTHATU—-FE2 AL
72 UNORMAL & U.ADMINISTRATOR 73BT HE,
- D.FUNC Otk
FIAF& TV bRy 7 A
ZO7 Y > M EFELT L2 UNORMAL (X% 7 b, A — N— LA OFFEDN AHE,
c A% ¥ OBE
T L a—NAlRE, 7L E 2 —IREETILLL T O#RIEN ATHE,
- D.FUNC OfftE
ZDAF ¥ & FELT L7z UNORMAL (33— VBN Tlal#E ) 7] fE,
- D.DOC DRt
ZDAF ¥ & ELT LTz UNORMAL (33— P HAL TOHIBRTTHE,
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FRANTEFRT —Z I A=V TERFE LD, Ry 7 AREFELEV T2 N HkD, 22
TEEHFBIRENE LD Z 0D DR DA LLT OFEIEN ATHE,
- HilBR
DA ¥ v v %E[E & FELT L7 UNORMAL 3 L O U ADMINISTRATOR (3% DEER B DY
a 7EHIRTHZENTE B,
cavr—oHE
LUF OEAEDS FTHE,
- Fl
%02 v —%5%47 L7 UNORMAL A3HIJil A] HE,
« LB a—
FDav—%F47 L7- UNORMAL 77 L v = —A[HE,
£z, T2 —REETIILLT O#ERIEN ATHE,
- D.FUNC Offte
ZF0avr—%%E17 L7 UNORMAL 32— JHA CH O Z[E#ET 5 = & Al HE,

- HIlBR
FOa ' —#3%47 L7~ UNORMAL 3 L O U ADMINISTRATOR 1Z# DY 5 72 Y4 5
ZEMTE S,

« 77 I AZAGEOEE
U.USER IZZET DT 7 7 ZADF ¥ B /LHATRE,
7 7 7 A%f5 L7 D.DOC IEHR v 7 ABRIFS D,
< 77 I AEFEORE
T U —NAEE, U E o —IREETIXLL N OBEN AT EE,
- D.FUNC O#fte
FDT 7 7 AEEH FELT LTz UNORMAL (33— VHAL Tz d % 2 & B ATHE,

- HIlBR
DT 7 7 AFEE & FIT L72 UNORMAL 5 L ' U ADMINISTRATOR 1% D ¥ = 7 % HIER
TLHLILENWTE D,

- D.DOC DfFtE
FDT 7 7 AEERELT LT UNORMAL (33— U HAL COHIBR AT HE,

7.5. FRIP (RTFIRHUHEMER)

7.5.1. —BF T — 2 HIBRBERE
—  XPET HEEREE M « FDP_RIP.1
TOE /X HDD EOHIBr S 72 3CE, —KRCED 2 WIXZ OB A IZR LT, EEXHIPRZIFAT
T 52 & CRIAEROBRMHEIET 5, AEREIZLLTOX A I 7 THERITSND,
Q). 7V bR Y L REDY a T DT, (IR
Ta TEITHICER SN D R STED D VT T O B HI%RT 5,
(2). HIBRHERAEFATRE
FBE SN CEEHIRT 5,
(3). BIRA BFICERIEROFAET D IE
(1. QOHIBRFATHICERNA 7 SN THIBRAE T L TE LT RETRNEFEETIHE. &
AV ENS ZHIBRT 5,
EEXICBWTEX AT —%, 22X AT EEIT, HDD 57— # EE & HIFRIEEE D BMER EHEEEIC
& - T U.ADMINISTRATOR 2% ET 5, AIHERHE LT ONFIILLTO®EY Th D,
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Table 7-8 —BT—42 LEZHIBRBREDBHERTE

X E WA (EEBEXESNET—Z AT LZODJEF)
Mode:1 0x00 T—[a] L& X
Mode:2 0x00. 0xFF. 0x61 DJEIC 35 & 247V il B 2 MiaE

7.5.2. T—RA L HIBR#EEE

— XIS T DEfEZM:  FDP_RIP.1, FDP_ACF.1(a)

U.ADMINISTRATOR X HDD b oOWi{g 5 — 4 & tes — X faic x4+ 2 L EXHIREZ 3745
ZEMNHKD, 2 HDD EoSCEFHIBR S N OBRAE RO A AN IS5, EEX TN
TERXALTFT—4%, EXADEEIL. HDD 5 —% L& X HIRHERE O BIER EHEREIC L - T
U.ADMINISTRATOR &2 ET 5, AIRERFRE & X ONFITXLLTOMEY Th 5,

Table 7-9 T—45ELHIBRBEED BERTE

J= EEXINDLGT XX AT L ZDIEF
Mode:1 0x00
Mode:2 Al = E3 = 0x00
Mode:3 0x00 = OxFF = #l#% = #HiE
Mode:4 fL¥ = 0x00 = OxFF
Mode:5 0x00 = 0xFF = 0x00 = O0xFF
Mode:6 0x00 = O0xFF = 0x00 = 0xFF = 0x00 = 0xFF = {4k
Mode:7 0x00 = 0xFF = 0x00 = 0xFF = 0x00 = O0xFF = 0xAA
Mode:8 0x00 = 0xFF = 0x00 = O0xFF = 0x00 = O0xFF = 0xAA = iiF

7.6. FI1&A (G AIREEHERE)

— XS DHEEREEE - FIA_AFL.1, FIA_ATD.1. FIA_SOS.1(1). FIA UAU.1. FIA_UAU.7.
FIA_UID.1. FIA_USB.1, FTA_SSL.3

TOE (X TOE ZFf/H L X 9 &a‘é%bxﬁ‘fﬂﬁﬁ%‘f&)é & w7 B BUS U 75l RRGE
T o THGE L. ZFA A & Hlr SN 7-E 7210012 TOE ORI A4 5, skiFRiEMeEIL. TOE
EE{#%BIJME%??5ZWSMuﬁﬁﬁk%p{s@puHE%—/\~%@£HT%>5’PW~/\~—M.&ﬁtbxﬁ“
T 5, MRV — N—FBRE T ROGE I A Sz — Y — 2 BN — N —23% 0 | KB Sz
BERICHF LT ANTEN 2= —RX2AT - B AR LT a—F -8 L 2ESE2B8 27> TE
FEKTD UGB CRERE RS, 1H 50N i U 7= 5 B SRR I & Il 9= 5,

FRAIRRRE (7Y v Y a 7 EAREZFR<) X U.BUILTIN_ADMINISTRATOR,
U.USER_ADMINISTRATOR, =IO WFT I NZTRIR LTIV, ilEIT 5 & Z D Role 23fEH &
"o,

Table 7-10 PBFEA

o nEjiJ‘ nf'ji%” AN uﬁﬁkyj HiTl E‘l‘ﬁ% fcﬁ ﬁ%ﬁz SFR
F_w}j—k_ | =3 bg) 4}3
AR =R RILRIE e FIA_UID.1
IR — N —FREIE 77 7 2% FIA UAU.1
) " | TOE ok ds X OF RS0 E -

¥ EELHFROBREIL UADMINISTRATOR 23T 5, AKREREEHFR & 4583 — N —32
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AE AT ST 2 RIRF AN T D 2 LB TE D, MIGRANTe>TWDH5E, F
HEZLIZEL LD R AT 5 D)% UADMINISTRATOR 2355% &1 %,
U.ADMINISTRATOR 737 OFERES A 2 I 6E & 5 € L 72 FI & 13A
B & DSRERERFIZ T a1 IRT 5,

72, TOEZANENTZ AT —RE “%” L LTHERT S, FIA_UAU.7,
u%Z}DJ[JuL‘ FEDERE) L2 E . MR AE 2RI79 5 7 vt Ai2i% User ID, Allocation Role. Role
e+ 5, FIA ATD 1. FIA_USB.1
é 512, TOE IR AT 2 /AU — R2 U TOME 27T b ORI 5 Z & T, MED
BWRRAT — RRBREIND Z E&FiT 5,

Table 7-11 /SR —K¢RE

PSES ESEE SFR

=04 TOE |3 FR D&M+ /SA T — ROAEZITAND FIA_S0S.1(1)
PRAT— R K SHTAL
« SUFFE 94 SCFLL B o dios b EIRATRE
AL @ F—O3XFE T THEA S LTV RN,

@ EFTHHE, ERHEOEPBEREINTHHHEEAEKL

AN

ek, AU — ROR/IMIEBITEBE BRE @MU ETRTFIIER 57220
T %,

Flo. WREN K LT=%6 . TOE XL F OB 21T 5

Table 7-12 FREIKEAEFDME

PIE S AL SFR
ayA e L 72 RRERRLEI7Y . U ADMINISTRATOR 233%E L7-fEICi#E L 72354 | FIA_AFL.1
INAT—F WRREE T 5,

(NP ATAY U.NORMAL & U TORFEAMEI% & U USER_ADMINISTRATOR & L T
OFN:¢ ORFERIGEHIFEH =N D, ThbEH, =2—F—ANRUNORMALE LT

ar 4 L&D E LTRGRCHK (1E) L, & T,
U.USER_ADMINISTRATOR: LT/ A L&D & LTEERICHR (1
\) L7Ba. =—3— AORGERREEII2E & 72 5,
U.ADMINISTRATOR 2 L 5% EE DT L - Tilifee L 72 FRGE SR B a5
NEREMBEEBLZTREBIZR T2 556 bR EILET 5,
U.BUILTIN_ADMINISTRATOR ®FEAENE 1L L 72355 1 TOED & Eh L e
ZATH Z & T, EMLEL) B BEE FRRE OB EEL L ARIRIERIRR B IR E S
TV DI A BRI ISR 1L 2 RER 3 2, ZR LSO, REEE IR
HET72\\WU. ADMINISTRATORMFRFER I BIE O EMEE FEITTH 2 &
TGS 1L 2R 5,

& DI, WAHREAE S Nz 2 — T —DOEIWED —ERERR Y (FEE SBOE LR 220) 56, 20
tyvarEKTd %5, FTA SSL.3
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Table 7-13 X5Etyar DT

POp tova KT ik

Y (A VI AR K DRENT T | A— MU'y MR LIS IR R
LT, A=V Ey b | EESNTEY, BHEENET A6
RIS &> TRE SN D
Rk L= 5 a

Web Connection BACRAEIC LB MBS T | BEn 77 0 MRS L R R
LTab, B8R 70 b | EENTEY, HHESLE 4
FERTIC K > THRAE S L7 B
RIfRGE L7 5 a

Data Administrator ASERAEIC L AR 5E T | BRI EE

LCh3b. 60 4rfElf%i L7z

La*
TY LR RT A IN— INHIZONTIE, ERSh 7B oz
77T A AT 3BREG, WUERDSE TR T LD

7=, kEEE v g SRR,
k. 77 7 AZIEOHE RV
ST OB EFRIFRREN T I D,

KBGIFRO L T m— Fig ERefH] 2 9 2 08 & B8 L 7]

7.7. FSEPARATE_EX INTERFACE (M4 % 7 = —RX 5 Bftkae)

—  XHS7 2HEEZEF: - FPT_FDI_EXP.1

TOE (X&EFERIRD O DA NERE 7 7 7 A% L ZB2WHERRICIRET 5 Z & 12 L 0 EEEE#R)
LORANZBIET DL EBICRET 7 7 ADEHEIRE L LTS, SHICUSBA F 7 =—2A
BETANERA T 2= ANE D AT & E D F F Shared-medium Interface ~RET 5 Z L IETX
eV L o TN D,

7.8. F.SELF_TEST (B2 7 X hHEE)

—  XIST DEEREEM « FPT_TST.1

TOE iZ#EFHOF —# 2N L TH Y, EIR ON B BT — Rafli > CTYEMGEEHT — % O
BEEITY, ZHIZXY  RIEHOT — DN IELL B EEINTZ L 2EERTHZ L T 5LV — KD
SERMEEMRGET 5 & & HI2 HDD K5 {bHRE O IEFFEME A k9~ 2 B RE 2 12t %, S B IZ TOE 1%
IR ON BRIZHIE Y 7 by =7 Oy v afiZdtEm L, S8k L CWAEE O—EEHERTHZ LT
TSF E47a— RO EMEET 5, BT — R250NNHIE Y 7 b U = 7 O5EeERGEEIZ B W
TEHEAMEOERP T SN2 6 . TOE XBE SR CEELZRR L, BEEZZTMT 720,

7.9. FMANAGE (%2 ) 7«1 E1E#8E)
— xS AEEREEL: - FIA_SO0S.1(1), FMT MOF.1, FMT MSA.1(a)., FMT MSA.1(D).

FMT_MSA.3(a), FMT_MSA.3(b). FMT_MTD.1, FMT_SMF.1, FMT_SMR.1
TOE (3 UL T D& BREERE 2 1R 8L 5,
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Table 7-14 HEE#EE

B PR RE

o

BEE

T )T o mABOE OE B EE

X )T g meBEDO AL, B
AL EAT 9,

U.ADMINISTRATOR

— W —FRGEHERE O PR RE

PR T DR EZETT D,

.

U.ADMINISTRATOR

HDD 7 — % |3 & HIFRERE O B)
TERE K BE

HDD 75— % & &HIREREOEhE
W E (Mode DEE) %179

U.ADMINISTRATOR

Bid v o P RE

iAo VTR OEEORE (L&
S LEE R, EAn V2w
AL - HIBRZTT D0

U.ADMINISTRATOR

F{EAR T o/ BRI

BIEN SRR E (GBER 5o
K H)

U.ADMINISTRATOR

o — P — i e

TOE ~®D o —W — D%k, = ——
DOHIBR, B HER) Ok - £F -
HIBRZ1T 5,

SMNERFRFE T A DG | WIEIRRRERFT
EHENERT HHM AT — %
JAWS Z & T TOE (2 —3 — &gk
Ihb,

U.ADMINISTRATOR

JEAE DRI LAERE

TOE iZ D.DOC B L ' D.FUNC »
X = U7 1 JBIME% Table 6-15 |27~
L7-8Y w32, ZogHkix
INHOAT Vs N OAERKKRCE
RV, ZOPBHEABII A AT S
BEBRIZFETE L 72,

%7- TOE 1% F.PRT.F.SCN.F.CPY.
FFAX, F.DSR ®OJ@{%:% Table 6-16
DY YL 5, ZoEkixz
NoOF7 Vs NOAERIFIZEZ
720N, O EALERIZ S AT B %
REIFAFETE L7220V,

L

UNORMAL ®wa 7' A /R AT —
R DX g% EE

UNORMAL ®ua 7' A XA T — R
DGR ELIT

U.ADMINISTRATOR

UNORMAL © a7 A /XA T —
RO TR

UNORMAL a7 A XA T — R
DEHEEIT I,

U.ADMINISTRATOR

HED/NIRAT — REEFT 5,

U.NORMAL

U.BUILTIN_ADMINISTRATOR
DOu A NRAT — RETFRERE

HEDONRZAT— REEHTD,
(U.BUILTIN_ADMINISTRATOR
DIRAT — RIZOW T T3 R
IZHIMER R E SN TWA T, &
TEDOWEREIX 72 \)N,)

U.BUILTIN_ADMINISTRATOR

WY — RORBE « 22 HHRE HDD 5 5{vire CflEi 9~ 2m5 58 | U ADMINISTRATOR
Db ELERDT—ZThHFELY
— N&E - BHT D,

IRFZI R D2 TR R A R ET Do U.ADMINISTRATOR
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YT A~k

F— kUt MNEEOLE TG F—hVEy NEHOLEEZ1T5, | UADMINISTRATOR
(T35 R WM 3 8% ST
WhHT, REDOHERRITAR,)
Hilhe 77 7 bR oo 25 H Rk H#ihhe 77 7 M OEE %175, | UADMINISTRATOR
(L iR MBS R E S 41T
WA, BREOHEREIT 2 )
FRRIE SR FAE e B 1B D 2 T A RE RREFRI IR 2 AT 5, U.ADMINISTRATOR
(WIHIE 8 WERE STV DT,
AR E OFEREIL22\,)
SR — N—FRFERRE T — Z DX | AMEFFRGEY — " —ICB$ 5 3% &7 — | U ADMINISTRATOR
G - A SRE & (MR — =D FET D R AA
VIR ERET) OXER - BV EAT
7,
EEERAEO BRI MERIFE O | & RO BRAEE L AF IR 224 | U.ADMINISTRATOR
AR BT %, (LEHHRHCHEME (5 43)
DRESINTWDHID, &IEDHRE
E720,)
RAY — R A O EHIE | SAT— RA—FKE$E#ET 5, | UADMINISTRATOR
THCEYV Ry ADT 7 AL
DRI N D,
PRAT — RA—HKEBEOETE | N2 — FA—KREEMELZ£E 9 | UADMINISTRATOR
PéRE b, (FIHME 3 AEESHTWDT
B, BREOHERRIZ R ,)
AR CEPELSN) O | SREERMEE (BRELSL) A% | U ADMINISTRATOR
R T 5, ZAUT X VERFEEREEO R v o
DRI N D,
INAT — RHK O T RE RAY — NI ORRE - £ %175, | UADMINISTRATOR
Xy NT— I REOHE - BHHE | £y N —27RE (SMTP #—3—_ | UADMINISTRATOR
e DNS #—R_—DIP7 FL &, R—
FEE%, MFPOIP 7 FL A,
NetBIOS 4. AppleTalk 7'V > % 4
%) ORE - EEEITO,
HE RS DB - AT HERE PRSI E (A —/Z X D%E0 | UADMINISTRATOR
SEOESE) DGRk - BEEIT O,
FTV s bexa )T 4 B EAVET AN it ER L - U.ADMINISTRATOR
(User ID. Box Type, DOC (User ID, Box Type. DOC
PASSWORD #[2<) O HHERE | PASSWORD % [%<) DZH « Kk
2179
VIV beFx2 VT 4 B BTVl heXa VT 4@ (= | UADMINISTRATOR
(— W — AR L BB | —F — S EEAEIC L 2B O %,
%4, sBOX PASSWORD, DOC | sBOX PASSWORD, DOC
PASSWORD %< ) OEHHAE | PASSWORD %FR<) OZEH - Hifk
179
Role OE BREEHE U.USER_ADMINISTRATOR®ff | U.ADMINISTRATOR
B IOHIBREZIT ),
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A7 X VT A BHOERIIA T V27 FOHIBRTH L. A7 V=7 FRBIRESND &
ETOFTV 2l MBS TWDRBIEDHIBRS D,

BB, Y7V beXx2 YT 40 BETH D sBOXPASSWORD, DOC PASSWORD D#fE, 4
TVl hOEX2 VT 4 EHETHD UserID., Box Type., DOC PASSWORD D#{EIZTE 721,

Table 7-15 X2 T4 XE/NRT—FEEHHE

(EgEilies N
X2 VT 4 LEASART— | TOE ZLLTFTOMEEMTT /AT = ROAhEEXF 2T 4 LEAART—RE
N LCxIFAND,

i 8#MTLLE
SCFAE 94 SCFLL B BIEIRATEE
FAI  F—OXFET THER S L TO R,

7.10. FSECURE_LAN (v b7 —¥ @5 REMKAE)
—  XHSTHHEREZAE ¢ FTP_ITC.1
TOE 13 IT #4 & D@15 ITHV TRES{LIBE 217 9. TOE 2Mtd 205 S{LilfE 1A F O Y T
bo, (BF= )T 4 BLRENAREE)

Table 7-16 TOE AR T HESLEE

B|iE% A= N=V% BET7TLITY X h
747>k PC | TLSv1.0,TLSv1.1,TLSv1.2 | 3DES(168 bits), AES(128bits, 256bits)
HNEFRREY — /3 — | IPsec 3DES(168 bits), AES(128bits, 192bits, 256bits)
DNS #—s3— IPsec 3DES(168 bits). AES(128bits, 192bits, 256bits)
SMTP H—/3— IPsec 3DES(168 bits). AES(128bits, 192bits, 256bits)
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