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EFL7292 T 0.STORAGE.ENCRYPTED #iBIIL CW5, LA FIZ, iBNE/eo72 b 27 (i s
2T AR B EIZOWT PP IS & DR MLE R T,

. PPITIEEE TIEREN TWVHA, AST D3 EvF 2 UT (FREER. L4 E X2V T x5 8T,
PP % HAGERL TRl L TW5, HARGER T DIZHT> T, PP DEFRHEE OBRAEDO LG T 1725 & Wr
L7263, BRL 0T WREBLIZL A PP OB G B AR T 2R BLTIIR W, Fo, SN AE L0
L7206 LT E Vo722 BIE LTV,

P.STORAGE_ENCRYPTION & O.STORAGE.ENCRYPTED &N

P.STORAGE_ENCRYPTION & O.STORAGE.ENCRYPTED (I HDD (2% 57 — X DiF 5Ab&1T5H D
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%, > T, P.STORAGE_ENCRYPTION & O.STORAGE.ENCRYPTED DB TV 578 PP (Il &
LTWDEEZD,

T.DOC.DIS & T.DOC.ALT O& & DEM

X TOE & PP i, D.DOC O F7- 13k 2 TEXARNHE DERIZFL THDH, D.DOC DiFz\ &k
S DB ZDHDEPHAY, TOE 28 TOE NB L TOE 2@ E T AEOBERELERL TWHDHDIC
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2600.2-FAX. 2600.2-DSR, 2600.2-SMI 75725,

Common Security Functional Requirements /%, PP 235 E 9 %4428 SFR ThY, 2600.2-PRT, 2600.2-SCN,
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FDP_ACF.1.3(b)»BMHANZ oW T
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TOE X MFP EHHIZ, XEFRSFAEZE a7 OHIBREZFFAIL TR (CET 72 A SFP,
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T.DOC.DIS

T.DOC.ALT

T.FUNC.ALT

T.PROT.ALT

T.CONF.DIS

T.CONF.ALT
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XEOKE
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TAy =P =T FFo TODNRZEDFNIHE a7 ~DT 7B AR EZ S T2 W
Ko THEINLBE LIV,

TSF {REFHROBKE
TOE VEBEL TWD TSF ARG S, m/ A 22— P = &bl HDHNIE, 1
TA 2= = 1FTFF> TODNED TSF RFEE HA~DT 7 B AR Z S 2720 1T
ToTeESNDEML LAY,

TSF ME B RO
TOE BEFL TWA TSFE @D, nr A a2 —HF =L EbT20E HHNIE, v
Ay a—PF =L TS TODRFD TSF B IERA~D T 72 AR AL 1272 1T
FoTHEINIBL LIV,
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TRROMBDOEX 2T FH#t 25,

P.USER.AUTHORIZATION FIRE O RIFRIE
TOE RO Al 22 - FIHE 72005 TOE 2R AT 52 RN TEXAHIN LT IE
VAN SYANAN

P.SOFTWARE.VERIFICATION Y7 7=THGE
TSF OFEFTa—RN%Z2H CHEE CEXAFEREF -0 nid b,

P.AUDIT.LOGGING Efu/pikEE

TOE X TOE O fl K X 2V 7 B BT A2 H RO/ A n 7 LU CRosRiEs:
L. BT PHEREZL 2 WEICE > TRIRHDWDT SR E SN WIITE B T&
FIUEZRB720, SHITHERRZFFSLON, Toul & CEA LT iEes
fé?b \O

P.INTERFACE.MANAGEMENT A 27 =— A&

TOE DAERA L H T = —ADMERIOL DIZFIHESNDZ LR LS T2, ZbD A
27 x—A3 TOE & IT ]REZIZLY, BUNTHIEISIL TORIT IR b7,

P.STORAGE.ENCRYPTION ERigiER s =1t
TOE @ HDD TRk L TV DT —H L, B LS CORIT AR B0,

3.3 HIREH

K TOE OF|HBRELIZ D ORI 275 B4 5,

A.ACCESS.MANAGED 7 7 &zAEH#

HAHX L AHEST TOE 2L THEA FICBITDGATICREL ., HERE R -7
BRI T T B AS DS EHIBRL CTHODH D ET D,

AUSER.TRAINING FIfEZE#E
MFP ZHEELFIT. FIHEZE DB O X 2T ARV —RF NG LBk T 5L T A %
VAESTEHE L, AAEIZZNLDORI—LFNEITHR > TODHEDET D,

AADMIN.TRAINING FHEHE
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Copyright (c) 2015 RICOH COMPANY, LTD. All rights reserved.



Page 32 of 83

A.ADMIN.TRUST B CEIEHRE
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ARETIL, TOE DX )T 4% 55K ét4a7Eib 45,

O.DOC.NO_DIS

O0.DOC.NO_ALT

O.FUNC.NO_ALT

O.PROT.NO_ALT

O.CONF.NO_DIS

O.CONF.NO_ALT

XEOR~R#E
TOE 1%, XEMaT A a—P—Z &b E . HDONE, vl a—F —4 I 13FF
STVDENZEDLE~DT I EAMEREL 272 W F L CR/RESNDZEND, i#
T HTEERFET D,

XEOKERE
TOE IL, XENRuT A a—F —ZELT2WE . HDHWE, a1 a—P—4 13FF
STWDENZEDLE~DT I AMEREL T2 NF L > TUESNDLZ LD, f1#
THZEERFET D,

FRAHE a7 DS ER#E
TOE BFIHE Va7 B, al/ (v a—F—4%&blnE, HHNIE, vr A a—3F
— TS VAR EORIAHE a7 ~DOT VB AR EL T2 WE I Lo T ES
DT EMOLDIRFELIRFET D,

TSF fREFEROBERE
TOE X TSFERFEFE MM, u/ (v a—YF =L &bl E b, o/ fra—W
— T FFOTWDINZED TSF IRFETE RA~DT 7B AMERZ D TN I L > TS
NDZENLDIREZRFET D,

TSF & B ROBATRE
TOE X TSF R IEWMMN, ur/ A 2—F =R &L E | HOHNOIE, ar/ fra—F
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DT EMOLDIRELIRFET D,

TSF EIFROKELRE
TOE X TSFMEIEMMN, n/ A a—W =L Ebl/enE, b, ar fra—3
— T FFTNWDINZED TSF BETE RA~DOT 7B AMERZ S T2/ N I L > TS
NDZEMOLDIREEIRAET D,
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TOE IR O BIRGEE ER L, X 2T 4R —I20E->C TOE R FF A1t
72 o TR A DRI NAZ EaAREET 5,

O.INTERFACE.MANAGED TOE IZXAM A 5T = — ARG H
TOE 13XV T 4RI —IZW s THEA L X7 = — ADEHZE T 52 RFE
T2,

O.SOFTWARE.VERIFIED YZ7N7=T7HEE
TOE 1L TSF ©FE{Ta—F4 H CREE TE L0 D FEOIRMAREET 5,
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FRHERFL . BB 0/ D HERRZ B T2 W I Lo TR H D WIS WIS B H
TEDHILEREET D,

O.STORAGE.ENCRYPTED iiEHEEREL
TOE |Z, HDD (ZE&EXiATe T — &%, F B L ThBRiEk T D2 LA RAET D,

42 ERABREOEXLY T REEEH

ARETIE, EHBREO X 2V 7 4 6RFEHIOWTRER T2,

421 ITEE
OE.AUDIT_STORAGE.PROTECTED BERIT MG CoBEE/R#E
MFP EH S 1E, M58 1T B AR —hESN A 0 7 DERA D F 5
DT 7 AR, WENSHTETWDILERIET D,
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HAX L AZHEHT TOE 2L TEMR TICRBITAGATICREL ., MRA R/
WCBEC T 7 B RSN AR A IR T2 Z L2 RAET 5,

OE.USER.AUTHORIZED  Flfi#& ~DHEIRF 5

MFP B H B 1L, D X2V TRV —LFNEICHE- T, FAHE I TOE DOF)
FAMERRZ A 59 D2 LB AREET D,

OE.USER.TRAINED F|HEZE~DHEE
MFP B E(E L. FIHE ITHEBEO X2 TR —FIEE R T L0044
VRIS TEHB L., FRAEBENENLDORI S —LFNEIZ IR > CTWAZEE RIS 5,

OE.ADMIN.TRAINED &EHFZ ~DHE

MFP & E(EH 1T, EHE DO X2 T AR =X DO FEZ AL TS
ZEERFET D, FDTDI, WHEFIITAL A TENLDR) L —LFEIC
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OE.ADMIN.TRUSTED {E#E T3 %%
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RETIE, BT 45 E HEORILE T, EX 2T o558 1L, HE LRSI ST 57250
HO . BB T A0 DOLD . HANTHEEED EX 2T 4 F#t a2 EH 4 A0 0L DO ThHD,

431 +EXa)TarEFEAGERE

X2V T AR T SIS T DR T 28, EB T DMk DO X 2T 4 IO xS R e

7 8ITRT,
£ 8: EX =V T 4 xWIFEHRHL
o | B
W | N
@
O
5 % o [a] 8 [a)
o |2 |5 w | W o |w
Q| w|d | < | o|2 |22 |k&
| N | w o | < || 2 |2 o| o
N - = (O] (%)) = =z < > w L a
O I I N - 7 T = = < x|z | E
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o o o o (@) (@) o (@) (@) (@) (@) o (@) (@) (@) (@) (@) (@) (@) (@)
T.DOC.DIS X X X
T.DOC.ALT X X X
T.FUNC.ALT X X X
T.PROT.ALT X X X
T.CONF.DIS X X X
T.CONF.ALT X X X
P.USER.AUTHORIZATION X X
P.SOFTWARE.VERIFICATION X
P.AUDIT.LOGGING X X X X
P.INTERFACE.MANAGEMENT X X
P.STORAGE.ENCRYPTION X
A.ACCESS.MANAGED X
A.ADMIN.TRAINING X
A.ADMIN.TRUST X
A.USER.TRAINING
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TED,
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OE.USER.AUTHORIZED (259, MFP E B E(EE 1T DO X207 4 R) o —FNEIHEO R # 1 26
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I TSF BB TE A, n /Ay a—P =4 &b 7700, HDHWIE, v/ A a—HF =L 13> TODRZED
TSF BB SA~DT 72 AMERE L 12720V E 12> THIRESNAZ 1T,
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O.DOC.NO_ALT &, ZCEN, n/ A a—HF—ZEHT20E | HHNE, n/ A a—F =4 3Ff->T
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n7A B TR T %
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