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1.3. TOE#ZE (TOE Overview)
1.3.1. TOE#ERIBIUVEELF1UT1#8E (TOE Type and Major Security Features)
1.3.1.1. TOE m#&%| (TOE Type)

A TOE [F IT #ETHD., JE—HERE. T)UA—HEEE. AT v —HEBE. J7DAEBEZ B T35 T JAIES
B(Multi Function Device B&#; MFD)T#%% Fuji Xerox ApeosPort-IV 3065/3060/2060
(LABE. BICTMFDJERET ) THD. TOE (L. MFD £/A0H{EH ., TOE E)E— FEIOAEBRYII—H EE
RNBINET A HERYIA TOE ZETABLVP X1 TAEEDTT-AZEBBNORETILY
OREESLRETOMNINICLIZBIET HDRELCHIEITIHRMTHS, F MFD [CLNLESNZHE.
REN— FTAADEECERBINIXET . REHANET AT ELBRENOIRETIHDH
BEb TOE [C&EFEND,

1.3.1.2. TOE O##efERI (Function Types)

Tablel [C TOE MR I IR MOEAERERIEEL R T B,

Table 1 TOE 4Rt 9 S AEL HE AEAE I

HERERE R TOE MRt 3 5 18E
SRENRIVHEEE

-JE—HERE

POV

N - AF v —¥EE

S DRI ES L 11

- 7D AN RE

-CWIS ##E
‘N—=RTAADERT I L EEHEHRE
N—FTAADEET - IESLiaE
-1 —FREE R RE

DATLEBE X1 )T BB
tXaUTH8E AANI—IVIZTREHIBRHEAE
-EFITAEEOTHEE

-RERY D =D TSR FEREE
AVTAA—=3av 70—t Fa)T4#EE
-BETAMERE

TP E R T BRI, 7T VAV D TP AK— K(TOE RN ) DEENBETHS,
TUVA— R AT 3REHICIE. TOE S O— IR BEDISM 7Y Mo LUYAT LEBENF( 7Y
METUVB— K54 SSBA VA= ENTNB N B ETHS.

21— R RECF AR SRR D) 2 BEORIAXNHB)., FEICLD TOE [FEBHH
DBIIA X TEET 3.
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ASTATIE. C0 2 BEORIMAXTHENELSZEEBAREIND T FICHELTENE
Bl EB0DRIAARTHLRIVEIMEZ TR EZEKRT D,

SV EREREE A (X LDAP 525EE Kerberos FREEN $HB M. Kerberos (REEDIGF & (CFIABE KR EIE
LT SA(VATLEBREER) 2B E I %553 LDAP Y —N—-t b EERBS,

i¥) AR TOE @ USB 7V b REFAT aVIFFHBEDBRICEFN TLVEL, #E2T[Store to USB]E
[Media Print]@dRA VI3 E4E/IRIVICE N,

1.3.1.3. TOE OfERZEFELF1)T114HE
(Usage and Major Security Features of TOE)

TOE OELFERZEEUTITRT,

« OE—HRECIRESRIVBERE(CED 2B IRV DO— R R B O RICHL, IIT TRIEEHRA
AH 10T LDENRIETITI. BE—RBOEREOIE—IIERINEISE. IIT THAIPANEXET
=433, —B MFD ORERN— RT4ADEEICEESN. IBEEHE. NE/N\— T4 ADEEN S
EHHESNTEHRIENS,

TVUR—HEEEICED. FIAEDFA7 Y M oEESNZERIT—2%7IVR—AULTHRIT %,
CWIS BEBEICED ., MFD (23 UTAF v F—#EBEICENAF v LT BRRYDAICEMEINEXET
—REFIREDIA7V BT,

ERICYATLEEE(E, Web T59H%#(VMFD (L LT, TOE RET—ADFERPEEMZ 51T
Yo

A —HERECIR R ) SR IVBEBEICED . BB SRILD LD FI A E DI RICHEL., IIT TRIEEEFRH A
#.MFD OREBN— RTAADEEBICEONTRBRYIAICEET B,

EESNEXET—AIE. — 8% Web 7505 &#ERALT CWIS MoERDE T CELARETH D,
FYRD—D X0 UBBECIRVE IR IVBEBEICED . BN RILD DRI FAE DIERICHEWIIT THRIEZ
HHIAHEIC MFD [CERESNTLVBIERICHEST, FTP H—)\—, SMB H#—/){— Mail #—/{—A
XET-HDEIEETI

TPDABEBECIRVE SR IVBEBEIC KD JPDAEZIERITI. TPV AEERIRESRINOOFI AE
OIERICHE. IIT TREZHAAH . AR EFERBRMBICINERINHEFHICNET 5
1§93, 77922 ERAREERRBICLVIERABEFHIOENLENET—AEZIEL. BER
YD ANKEINT B o

TOE FUATOEF1)T1HEe =R T3,

(1) NV—RT4ADERBT I LETEEEEE
A=, TIA—BLUAFV T —F DR BEEOBER. N\~ FTAAVEBICERBINERRAEHS DX
ET-AQLEEFHEETOEEETHD,

(2) N—RT4ADERET-HEEEiEE
6=, TA—BLUAF VT —FE DB RO B R O R IEMBE R E RO\ — FTA AV EEICEHES
NEXET—HDIESILEITIHEETHS.

(3) 1—Y—EREEMEE
RIS E DRI AEFLZHC TOE O EeEE AT IHEREHLEILNIC. BIERIVFELEZ
CWIS hMp1—H—ID &1—H—)S\A0— FE A QSETH AR T 2HEETHD,
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(4) YATLEBECLF1)T1EEKEE
BENRRVFZBOATLEBEIZATY Mo, BAIBLUREESN VAT LEEEN, TOE DT+
A)TAHBECRAT IR EDSBBELIUVEFTEVATLEBRBEDANITAZLIICT IHEETHS,

(5) DAMY—IVIZTIEEFIRRHEEE
NAMR—IVIZPN TOE DEF1UT4EEICAAT IR EDSRELIUVEEETERCI I VATLE
EEDETEWKEETHD.

(6) E¥1UT1BEEOTHERE
WD, BED, EDLIBIEEETOENEVDBRPEZGAAV MHIAFSEEPERER. -1
ERE)E. BIERER T BHDIERETH D,

(7) AERYRI—DT—S{REREE
NERYII—DECHFEETIXET A, RNV, tF1UT4EEOT T ALV TOERET—
REVWOILBIET —HZRETIHEETHD,
— BB EES1E@E IO RV (SSL/TLS, IPSec, SNMPv3, S/MIME)ICx T 3,

(8) AVI7AA—yav7O—tFa)T1#EE
SLERA VU A—TJ1—AERERRY M- DRAICH TR EF A SN LEBIEZHIR T 54 EETHD,

(9) BCTAMEEE
TOE O TSF 71— FBLU TSF T-ADTLMERII T 372hDHRETH D,

-4 - Copyright® 2014 by Fuji Xerox Co., Ltd
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1.3.2. TOE #|ARE (Environment Assumptions)

ATOE [, IT HRELT—RRBERBA T/ AL, T7A P04 —IBETHERRY FI-DDB BN HIRFES
NEEREBRYFD =D, AR BEFRHASIUVFIREI M7V RSN TRIASNIFEEELTY
%o

TOE 0BEISFAREER 1 [CREHT B,

\ RykD=H y
e
! p— 111
— R FAEDIIAPY b I AR FI A%
.. ! —RFIAEDIAPU L
-We 2 | 1 5 — 154 15—
—RFIRE L A7 i
D oA=L
M—— USB
TOE
Q Y27 LEEE
A D147V
EEE
A
[ Mail 5—/%—
AR
[ smMBY—/i— S}
[ LDAPH—/5— X
| Kerberos #—/§— | —@BFAE  NAMY— YATL
IVIZ7 EBEE

1 TOE 0B FET B RIRE

1.3.3. TOE LS DN—FII7#EREY T o174 (Required Non-TOE Hardware
and Software)

®-1 [SRT FIRBREOH T TOE [ MFD THD, FEO TOE LSO\~ KITPHELUY T MITT7HTE
R

-5- Copyright® 2014 by Fuji Xerox Co., Ltd
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(1) —M&RAZBIZMTH
N=FII7FAAD PCTHN, TIVA—RIANBA VA M=ILENTEN. MFD ICH LTXET 40T
DY MEREITICENTES,
Ffo. Web 7505 &HRALT MFD OAF v+ —HEEICED AT v LEXET - ADEDH LEKREITI,
F—REFIRAEN MFD [CEERUVZRBRYIADRYDAL TR, NAD— R POEAGIR. BLUXE
DEHHIFRIEEDEELEENHES,
USB TAO—HILEHFESNTVBIEE . TUVA—FIA NI VA R=ILENTED MFD [ LTXXET—
BDT)Y MEREITICENTES,

(2) YATLEBEDSATIF
N=FO173AAD PC THN. Web 7504 &FERALTTOE (L LT TOE RET—HANSHBPESR
EITHIENTES,

(3) Mail #—/5—
N=F917/0S [ZRAOD PC FEFH—N—THN. MFD [FA—-)L7ORILERWNT, Mail Y—/\—¢&
XET-ADEZEZITI

(4) FTPH—J5—
N=F917/0S [$FFO PC FFH—/5—THD. MFD (& FTP JOPILERLT, FTP H—)1—I
XET-IDEEEITI

(5) SMB #—/{—
N—=F917/0S ([FRAB®D PC £(&H—)\—THN. MFD (& SMB 7O R JILERA VT, SMB H—)\—I(C
XET-ADEEFEEITI

(6) LDAP #—/{—
N—=F917/0S ([ZAE®D PC £IEH—)\—T&N. MFD (& LDAP 7O FILZFHVT, LDAP H—/\—
W oA R EHROIGEEIT). TR AERZNELTO SA BEHRZIMFT 5,

(7) Kerberos H—/)\—
N=F917/0S [ ARAD PC FzFH—/\—THN. MFD (& Kerberos 7O FILZALVC. Kerberos
F—N—H oI R ERDIIGFZEIT Y0 o

(8) Z7UAR—F
SERARERRICEFRINTHY G3 JOM VUK ST B TPIAR— FTHB, MFD &ld USB D1 U5 —
JI—ATERSNITFDAT —ADERZEZTI,

(1). Q)O—MEFABEIFMTP VI ATLEEEDIA7V b0 OS [F Windows Vista, Windows 7

£9%,
(6). (7)® LDAP H#—)\—& Kerberos #—/i—(3 Windows Active Directory £33,

-6 - Copyright® 2014 by Fuji Xerox Co., Ltd
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1.4. TOE &t (TOE Description)
AETIE. TOE OF| AERE]. TOE OHEBREEH . BLUMIBMERFHICOVNTRRT S,
1.4.1. TOE E:ENFIAEREE (User Assumptions)
A STT.TOEI(CRULTHEETSFIAEHRE|Z Table 2 (CEEh TS,
Table 2 TOE W' #EE 33 FIAE&E
Designation PP Definition &
U.USER Any authorized User. FAFEICEZETD,
U.NORMAL A User who is authorized to —RFAECEZETD,
perform User Document Data TOE hR#t 9 %I —HRE.
processing functions of the TOE. | 7UVA—#gE. JPDARERESE
O TOE ##aeDF A&,
U.ADMINISTRATOR | A User who has been specifically | YATLERE (KW EEE
granted the authority to manage | & SA)ICE%%T 3,
some portion or all of the TOE and | TOE ®YATLEEHE—F
whose actions may affect the TOE | Tz EBEITOZHD4FHI
security policy (TSP). BHERZHFOFIHAAT. TOE
Administrators may possess DEENRIB LU Web 735
special privileges that provide DY EERLT, TOE #3230
capabilities to override portions of | BIfFREDSR/E#H. HL
the TSP. U TOE ¥ 1) T(#48ERE
DS/ EHEITIo
TOE Owner A person or organizational entity | ##OEBEEFICZET D,
responsible for protecting TOE TOE#EALGERT %%
assets and establishing related DEREBF-IEESE,
security policies.
HAMNI—IVIZ7 - NAMR—IVIZTPERADIY
N—J1—-2%FEALT, TOE
DHBREMEREEITOE

1.4.2. TOE mim¥ErIEEE (Logical Scope and Boundary)

TOE 0iREHMEE I TOT I LOEHEETH D,
2 [CTOE O BRI EC IR T B,

-7 -
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REMEE | |-—RIBEIFITUE WebIF05, FUVE—E51)%)

- DATLEBEDFATUE (WebT570Y)
-F—=N— (FTPH—)\—, SMBY—/\—, Mailty—/)\—, LDAPHY—/\—,
Kerberostt—/1—)

A

-ARBEEERA (T7DR)
—RFAE., VATLEESE

TOE -1RENNRIVIEE

-CWISHEgE

-JE—HEEE

- TR - RE

s AF v —HEEE/ RV DD AF v U RE

" TP AR RE
Input N\ BFARD BT — 5 L B A Output
Channel(s) “N—FT4ADERT SRS L HEE Channel(s)

- 1Y —EREEHEAE

“VATLEEE X1 T EEHEE
NANR—IVIZTRERIRFERE
¥ T EEOTHEE

-RERRY NI —DT R REEHLRE

AV TAA=3VIO—EF1 T EE

-BHCTAMERE
User Data TSF Data
User User TSF TSF
Document| | Function Protcted Confidential
Data Data Data Data

2 MFD AQ#& 1y be TOE DimIEAE F

Channel [ZIZLLT®D 4 2081 THH3.
a) Private Medium Interface
BHROFAENREFICPIELATZEDTERVMEE R PO-DII1VE—T1—2,
b) Shared Medium Interface
BHROFMAENRFICPILATEENTEZRY NI —DFEDIVA—TI— A,
¢) Original Document Handler
N—FIE—® User Document Data % TOE [CE5iX TR AN s
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d) HardCopy Output Handler
User Document Data &/\— FIE—T TOE DMIERETIANZX L

1.4.2.1.

TOE Z—#&FIAFICH LT, FEE Table 3 DLIICIE—HRE. TUVA—HERE. AFvF—H#HE. XV D

TOE MR35 E K#aE (Basic Functions)

—DAF v UHEE . TPDAKEE. IRIE) TR EES LU CWIS HEE51R 1T 3,

Table 3 TOE QA AR#gE

HRE M=
JE—Hae OE—HEReEE . —RRFIAED MFD ORENRIVDOIERET S ECED, IIT

TRIaEHH D IOT MoERIEITIHAEETHS.

Bl —REROERHOIE-MERSNTEE . IIT THRADAVEXET R
(&, —B MFD OREN—-FTAADEEICEFSN, f5EEHE., RE/N—F
TAADEEN LTS HSNTHRISN S,

TUUR—HRe

TIUR—taeE. — A AED—MRFABEIFMTY DT ID METRETS
EFNRIT—3D MFD AEESN . MFD REIRIT—3&#EHTLEY by T T—43
(CE#(TIVR—X)LT, IOT hoFIRIZ{TOH#EETHS,
ENRIlT—2137)08— 54 1\&r LT PDLICEELTES A iEE CWIS Ho
XEIPINVEEEEELVGESAENHD,

FETVUA—HEREICIE, EHE IOT hoEIRZITOEETIV b EVvIvTT—
AE—BFRICRERN— FTAADEEICERL T, —RFIAEMEEIIDD
ENRITE R & LIZRE =R C IOT D oERIETIEE TV M5,

AF v —HEEE.

x9I—DAF v UHRE

AFvF—HaEE . —AFIAEDN MFD OIREIRIVDDIERET B EICEN.
IIT CREZHRAIRD, XET-RELTREN- RTAADEEICETET S
Thd,

BENLEXET A, —RFIAEN—RFIREIFM17Y M eE>TCWIS
HREICLDEDH T CENTES,

FEXYFI=DAFvUHEEEIE MFD (CERE SN TL\BIFIICHELT, — iR FIA
EHNMFD D4 \RIVhbRIEEHRS MORICEEBHIC—RFIREIS(Y
Vb FTP =)=, Mail #—/{—, SMB Y —\—AE5X I 3H#EETHS,

TPDAREREN . D7D REBETPDARENGD. T7DAXEG—RFAEN
MFD O#1ENRIDDIETRETDILICED. IIT TRI\EHR A D AR EEE
EHRBICENEBRSNTHFHRICET HEEETS. T7IARBERAR

BREEREZNUTHERATFENOENTREIXET e, ZIETEHAEE
Thd,

B4E) R HRE

BAESRIBEER —RFIAE . VATLEERE, DA —IVIZ7H MFD
OHEEEFIFT B HORIEICRER 1Y~V 9—TI-AMRETHS.

CWIS #8E

CWIS #aeld. —MFAEN—RFAEIS17V D Web T505ENLT
RIETIHAETHS. .

FEVATLEBRER., YVATLEBREDIAT7V D) Web T50YNHYAT L
EEENDIDENAT—FZASLTMFD [CREEENSE, YATLEEE Y
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UTAEEEEECSED TOE BRET—RCPIEALCT—REEH T HEMN XK
%o

1.4.2.2. TOENMR#ETIEF1UT(#8E (Security Functions)
A TOE FFAFCHLT, LTOEF1)THBEZIRET S,

(1) N=FFAADERT A LEEHEMAE
REN— FTAAVEEICEBSNSXET AL, FIALE T LTHIBRSN S FRICE R FRLZ(THHE
fRen . BRSNEXET - IBHRBHIBRSNGL, COHREIN-FTAADEE EICFIAFHX
ETREVTERFEUVZRELLLS. COREERRTHIHIC, 61, TUU5—HEE. Axv—
HWEE. RYMI—DAF v UHEE, T7DAMBED V3T T RIC, RERN— FT4ADEE[CERSNLF
RAE#XETHIHULT, EEEEEET,

(2) N=FT4ADERT -IES bk
REN— FTAADEBICIHERRNYDAADIE T -IDLIICERNF TSN TEEDETE T —3h'H
%, CORIEERRRTBHIHIC, JE-HEE. TUUA—HEEE. AFvH—HEE. RV MI—DAFvURERE. T
PO AR BEENE R O B AR R E R (CARN— FTA AV E E(CEBRSNIXET AN S L E1T
Do

(3) 1—Y—-R5EHae
TOE (&, BFRISNFEDFIABLFIC MFD DHREEFE R T IR B BHIC, BE) IRV,
FAZDIA7V O CWIS hMo1—Y—ID £1—H—NAT—F2 A NS THAIFRIL T 2HREZHT
3o

FEED RN ULIZFIREOH W T LD REEE AR 6EEB 5.

a) KKEESRIVTHIEISNDHEEE
OE—H#RE. T7DABBEGEIE ). AFvUMEE. RV FD—DAFvURERE. BRNYD R 1R
B, TUUA—HEE(TUV 58— FSM N TOREL EE DR EN KM THOENRIRF IR SR T
B R))

b) CWIS THlEHSNSH#RE
HHIKEOR T, VadRE-BEORT. BRNYIANLGOXET—SEH ULEE. J71)L
HEICLDTIY MaE

TFIUT HREELTOI—Y R RER . MBENEROFAECLBNTELTREIN-FT1AD
FERNOXETHEFEICHHHT M CHAETHD. LREDRECLNFIHSNIAETD

s KARRENRID LR BI5EDERTVY MERE(TI1R— MUV MERE) B SUBRRR VD AR
fEtknE

-CWIS h'o:B3ET 315 & DHERINYIANLGDXET -2 H U RECREINYD A& /EHEEE).
CWIS hoDT7MIVETEICLSETET )Y MERE(T 1 K- U MERE) I e F 1T HBEICER S T
%
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TIAR—TIU bae BRI A AEDREVO—-2R 3 [C7RT,

FAZEDIIATV
TIVE—=R34N Web 75754
(CWIS)
(o — /T
A% i i

—

v
FET Ve HERYDA
TPDARIET—H

S__/

A 4
BAE)IRIVDDEREE

!
\ EN il /

K 3 A= TUV rEHRBAYDADEREET7A—

BTV MERE (T31R— TV MEAR)
MFD Tl 734 R— UV MCRFIDRE LSS FIRENRMAZED M7V DT IVE— RSN
CTHRIAIBEEEHRTE LIV MERETSHE. MFD FEIRIF—4%EY by F—AICE#(FIVIR—X)L

TIFAR=TUUhELTA——ID CEICH 4R l.:'CITJ”IZ/\ RTAADREC—FREET %,

F CWIS ho1—Y—ID &NAT—FEA AL, FBERERICRAEDSM17Y FRAD TP IVEEICEINTY
YMETETIHZELEKRICI-Y—ID CEDTIAR— T FELTREIN- FTAADREIC—KE
B‘ns,

MAZEG— H*fiia’c‘ﬂf TIV M —REHERT B72HIC. MFD O#E) SRV 1—F—ID &)\ AT—
FeABL. BEESNSHEI—Y—ID (SIS LETUY MESDUAMIINRRENS FIAZERIDUA

MOGENRIFE T FIEHIBRDIE RO RIREE TS S,

HERRYD AR ERERE

3ICRRATRSNTVEWIITETPDAR— F B BRIRVDACAF v U T —HETPDARIET —RE&HH
FHENAHETHD,

AFvUT-REBRBRNYDAKEMNT B, FIAEHL MFD 024E/ {614 —ID &1\
AD—FEARNSET, FBEAESNBEAF v U BED R AN AT RE(CAD ARE RN B AF v UIETRET D
CECED IIT WRFEEHH BN REN— FTA AV EICERT D,

TPDAZET - REH BRI AIREMTFIHE (R -REARIITHT . AREBEFRRMENLT
BB F D 0EON CRETFIARET 3035, £ ERICHRBNYIACHEELCRRERI7IAZ
BT ANENENIEESNTTHEBRYDAICB BIMIICHR NSNS CETRIREER S,
FLERCEDFEBRYIARD D FEAIREBTEH TR TOIPIARZET I HRBINVI AT
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ENFTRETH B,

FHFSniz1-Y-ID Ctn@EABRBRRNYDAL. FIREBENMEERIVEFZIE CWIS hod1—H—-ID &
NAT—FZANTEEMFD BRERICEFSNLI—H—ID £ N\AT—FR—ETdhEFIVIL. — %
LEiH & DH BEEN I URYD AR DT — e R T et I Reciz . Bt L0EIRI . HIFRDE1E
WA HEETS B,

(4) YATLEBE ST EEEE
A TOE (I, H3BFEDFI ABENEFRIGIERERFLEILHIC, YATLEEEBEE-RNOTPIEAEVA
TLEBEICOHCHIRLT, BESNEZIATLEBEEDHIC, BENKIDOTEOTF1UT(HERE
DSREFRTEEITOEREFRIT 5.

N—FTAADERET A LEEHEREDSRERTE

N—FTAADERT BSOS RERTE
N—FFAADERT - ABESIEX—DRE
ARIESRIVDODFBEERFD)SAT— FEFRERENS REERTE

HWWEEE ID EAAV-FORE HMEEENDH TR

SA. —ikFIAE ID OSREBREHLVESAD-FRE s RKZEFRDH
VAT LEBBEZIIRRICLZTIEAIE B HEEDSRERTE
A=AV R(—&FIREL SA)DXFHHREAEEDSRERTE  RAFTELRFDH
SSL/TLS BISHAENS MR TE

IPSec BIEHAENS RERTE

S/MIME B {EHEENSRERTE

1Y - AEDS R TE

BRIV MEREDSRERTE

Bt BRIOSRERTE

BRI - FIPHBED S REERTE

BETAMEREDS REERTE

Lik— b DEEEDSRERE

FrARTOE FIATLEBEDISA7Y b Web I35 &@LU T CWIS BEE(CED, BREIShEY AT
LEBEODHIC, CWIS BEEICIN T RROCF 1T HREDS REREEITOEREHITS,
- HHEEE IDENAT-FORTE HEHEEEDHEE
SA. —f&FIFAE ID OB BERTEHLUIAT—FERE  KARRIIFOH
VAT LEBERIRBICLI VDL AIEEHEENDSIBER T
A—H=)1SAD— R(—&FIAEE SA) DX FHFIREEEDSIBERTE  KIAZRIIHDOH
XTI EENTHEEDS BERTE
SSL/TLS E{EHEENSBERTE
IPSec BIEHRENDSBEERTE
SNMP E{EHEEDS BERTE
S/MIME B {EWEEDSBERTE
X.509 ;ERAEDOER/7ySO—F/HAHovO—F
1Y R RENS BBEERE
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CWIS #—MUTHEENDSRERTE

(5) DAMI—IVIZTIRIEHIBRHEEE
ATOE G AAMR—IVIZT7N(4)DVATLEBE X 1) TAEEKEECRETIRENSRELU
EEHNHELBVLIIC, BESNEVATLEEEDH TR/ \RILE CWIS h b, DAMN—IVIZT
REHIRE OB D/ BNDS REFREEITOEREZHFAI TS,

(6) t¥aUT/BEEENTHARE
AR TOE(F, L2, 3D, EDLIBEREATONELVIFRPEZERGAAY MBIZEEELEREE,
I1-Y—1BERE) e, BIFEETILHOLFIUTIEEOTHAEZRINT S, COMBEREIATLE
BEDHFIFATRETHN. BE PATOHIC Web T50HZRUT CWIS [LEDATREIDDTF A+
T7ANTHDYO—- R HIENFIRETHS . YATLEBENFIUT(BEEDTT-3ES4IVO-FT
BIHICIE. SSL/TLS BENERCEHE SN TR INIEZLEL,

(7) RERYRD—DT—S{REMRE

A TOE (&, AERYMNI-D EICERTEIXET 3. BERNYIA, L1 )T BEEOTT-36LY
TOE BRET ALV IZBET —H2RETILHOLUTO— MBI SLRIETO M IVISHET
%o

SSL/TLS Akl

IPSec 7O R

SNMPv3 7Ok

S/MIME 7O RJ)b

(8) 1V74*=2avo0—tFa1UT1HEEE
A TOE (&, 5V 84 V3—J71—AERFRY M) —DREICH TR HF A SNEIEEEFIR T2H8e5H T
%,
TOE RGAATavN 77D AR— RIEIY FO—3R— FEUSB M VA—J1—ATHE#HGRIND D AR ES
ERENDTPIAR— FEEUT TOE OREBRAERRY FI—DA FIECTPDEATEHEFH KL,

(9) BCTAMERE
A TOE[F, TSFEITI-FBLUTSF T-ADTE M ERIAETSTHDBE T TAMEREERITIHL
WAIEETHD o

1.4.2.3. F1TAHEEERANCTILHOHRE (Settings for the Secure Operation)
1.4.2.2 DEF1UTAHEEZBERNCTBHICOATLEEEII TOE LU TOEREETIENBETH
%o

o N—RTAADBRET I LEEHEMEE
[1 E]HBWME[3 E]ICERE

o N—FTAADERET -HESLikeE
[BR]ICRTE
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AAKNRI D DDEREERFD) S AT — R A EE
[BR]ICRE

VAT LEBERIRKICLE 7D AIE B HEE
[5]EICERRE

A—H—=)1A7— R (—REFIAEE SA) DR/ FHUHI R EE
[9]XFICERTE

SSL/TLS @{S##E

[(B#]ICRE

IPSec @ {SHE#E

[BR]ICRE

S/MIME @S #5E

[BR]ICERE

1Y —FREEHRE
[ARARREL ] E(E[SVERERAE )ICER TE
BT Mg

[FAR= TV MIRFFITERE

F— D)7 HEE

[BR]ICRE

X1 T1EENTHEE

[BR]ICERE

SNMPv3 @E{EH#EE

[BR]ICRE
NANI—TIVIZ7REFIBR#EE
[(B#]ICRE

B2 TAMERE

[BR]ICRE
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1.4.3. TOE m#p¥Em&EE (Physical Scope and Boundary)
A TOE OYEMEFHIIEE AR THS, B 4 (CMFD ADE 1=y MERE. TOE OB EHRE

ERUNE RN
VAT LEEE
—fRFIRE
HAMNY—IVIZ
ADF s el e
e e— [ ] 7
ADF R—F L E—BREE L\ FTA g tRL —EFIRAEIFATVL
ADF | |foAl | fomeeeeent DERT—51 e || | NVRAM |2 Mail H—/1—
ROM ||} " A% v — :iiijff"-________: S T FTP 9—)—
; '&*/Hj—:' BE T — SMB H—/{—
L. A HAM—I] @ .
AR e LDAP /1~
L T N= R AL YIS — Kerb H—)5—
LB et R || seep | o o
1T L FYR— :i’sﬂ%‘%m*ﬂ%: B 1| ROM o
IIT R—F ||, | eEE BB ITRRL) — | o
R I et e kY A [—BAREETA7UE
.......... | HBE) :'4/77D(—: | EEOUR 4Dl (USB)
,'::::::l:::::'. b-oonst elial k>
TR e | S DRACOg =
DodeEE 1 e 1T
| - ____:,':::::?b::::: ALEE
_ I CORTAE]
IOT - i CWIS 1igmgpxy) | RERYE .
IOTH—Flk 3 || #E 1 y5mm . (79-07—5
o[ | pe o PREERREE
KON ety @
T 2 | TPDAR— K
""" Controller ROM S\ (BREEERR)
| CPU | =z
TR R
BEKI?

4 MFD RMO& 1=y & TOE DY i & B

MFD (3JY rO—35iK—
JvbA—5h—
=dY rO—3ik—

Fofdl, I¥ bO—3ik—

R IIT ih—

R.IIT. IOT. ADF BLTHEERIVD DB ENS,
REARVESRIVORIE. FIEHT-SDOBIEETOIREA VI-TI-ATHERIN TS, F
RETPDAR—

FoOfE. LUV FO—FiKN— FE IOT

R— RO, XET-IBIUVHIET —DBIEETIHD. ERORERA VI—-T1—-ATHfSN T

%o
JVbA—=5ik—
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X 1)TAHBEDTZHDEIBRER THD. % I—D4U8—J1—A(Ethernet), O—H)L1V8—J1— 2
(USB)Z#5. IIT ih— KX 10T h— FH RSN TS, 7AY S LIE Controller ROM (S & EN T
%,

EEADA-IFIV(IT)E. JE—. AFv— PO ABBEDFI FAFC. [RTfaZEiRAAH . EfRFEHREZ]
VA= R—RANEEETRANT NI ATHS,

E{&H HA—-3F)(I0T)IE. IV bO—FR— FhoEX SN B ERIFHREH HTE5T )M ATHD. 7O
SLIE IOT IR—FA® IOT ROM [CHEEEHINTLVS

HEIRFEEDEE (ADF)E. RREEESHMICIIT (SHETET /M ATHD., FOJS LIE ADF R— KR
@ ADF ROM [CHE&EHIN TS

BN RIUE. MFD OOE—#8E. TUVA—HERE. AXv T —HEE. BLUT7D ABEDIREB LURERTE
(CRHERRIY ., VT AVF IRV TAATVADEBRESNEZ R THD,

TOE &M NVRAM ERERN— RT4 ADEE IFEDS LATEE TR B VIR IEATHD .

4 347M Channel ([ TOE T TFEHNHELTS,
Private Medium Interface
BNV, USB
Shared Medium Interface
Ethernet
Original Document Handler
IIT
HardCopy Output Handler
10T

1.4.4. #4149V (Guidance)

A TOE [$i84} (Asia Pacific) F(FTHN. A TOE RT3 H14VAXZEIUTOESNTHD,
ApeosPort-1V 3065/3060/2060 DocuCentre-IV 3065/3060/2060 User Guide:
ME6884E2-1
(SHA1 )\w¥a1E; 60bf5f779d475ea90e5d1af28e3449b705dedd82 )

ApeosPort-1V 3065/3060/2060 DocuCentre-IV 3065/3060/2060 Administrator
Guide:ME6885E2-1

(SHA1 \w¥afE; abbd8bdf45a81fe2ea89019f1dc2f262e4ebel43 )

ApeosPort-1V 3065/3060/2060 Security Function Supplementary Guide:
MEG6888E2-1

(SHA1 \w¥>afiE;6b2a20167a1a9d6f0106bc15b3b9702d80f15b59 )
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#&F3k (Conformance Claim)

2.1. CCi#&ZE (CC Conformance Claim)

A STHLU TOE D CCEBEIRIE, UTDESNTHSD,
ST TOE W EBEEIRTS CCON—-Yay:

Common Criteria for Information Technology Security Evaluation

Part 1: Introduction and general model (September 2012 Version 3.1 Revision 4)
Part 2: Security functional components (September 2012 Version 3.1 Revision 4)
Part 3: Security assurance components (September 2012 Version 3.1 Revision 4)

CC Part2 extended [FPT_FDI_EXP.1]
CC Part3 conformant

2.2. PP XEiE./\wr—YZEsk (PP claim, Package Claim)
2.2.1. PP X3k (PP Claim)

A ST &,

Title: 2600.1, Protection Profile for Hardcopy Devices, Operational Environment A
Version: 1.0, dated June 2009

ADFRELEEEEERT B,

2.2.2. )\w5—3JEiE (Package Claim)

EAL3 [C ALC_FLR.2 ®i&50(EAL3 augmented by ALC_FLR.2)%#*3E9 3,

7z PP iR ;&R AT HE: SFR Package WA, TRED)Wwh—J%)\wh— Y& (package
conformant)eLTEET %,

Title: 2600.1-PRT, SFR Package for Hardcopy Device Print Functions, Operational
Environment A
Package Version: 1.0, dated June 2009

Title: 2600.1-SCN, SFR Package for Hardcopy Device Scan Functions, Operational
Environment A
Package Version: 1.0, dated June 2009

Title: 2600.1-CPY, SFR Package for Hardcopy Device Copy Functions, Operational
Environment A
Package Version: 1.0, dated June 2009
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Title: 2600.1-FAX, SFR Package for Hardcopy Device Fax Functions, Operational
Environment A
Package Version: 1.0, dated June 2009

Title: 2600.1-DSR, SFR Package for Hardcopy Device Document Storage and
Retrieval (DSR) Functions, Operational Environment A
Package Version: 1.0, dated June 2009

Title: 2600.1-SMI, SFR Package for Hardcopy Device Shared-medium Interface
Functions, Operational Environment A
Package Version: 1.0, dated June 2009

3. WAEEH (Conformance Rational)

A ST (&, 2600.1, Protection Profile for Hardcopy Devices, Operational Environment A
[CE2iREN TV Common HCD Functions & Print Functions, Scan Functions, Copy
Functions, Fax Functions, Document Storage and Retrieval Functions.
Shared-medium Interfaces Functions Z##& Lz L C— & a2 B L CEEBEN TS,

K ST [CH% TOE DOFEANZ. JE—#8E. T)A—HEEE. AT vF—HEEE. D7D ABEZE 5T VA
A#(Multi Function Device B&#5 MFD)T#®ND. PP @ 4.1 Typical Products [CE2R s TLVS
Hardcopy Device tRIZTHIEREREZTEZ LTS,

FETRICRTLIICEF VT REEE. tF1)T KA &, tF1)T1EHRI PP &L CRLakS
ncua,

PPTHRELTCNSETOER/OSP/AHREHIINBTEEEET(C5IASNTHN, P.CIPHER Z:E/N
M OSP £LTLV%, P.CIPHER [ZREN\— FTA ADEEB DT —ADKEBL THY. thDREE & LT IH
SUTHNEZEEZLL, BMOEB/AHREH I INoDIEhH BB/ OSP/RiI{R S H(E PP
DEFIUTAREEEDAT— AV MDHIRHITHS .

o PP THRELCVDERIRZDRKAEHDHN. OE.AUDIT_STORAGE.PROTECTED &

OE.AUDIT_ACCESS.AUTHORIZED ZHIBRL. TOE DX R AEHELTIVS, EDMIEABELEE
BFICEIASNTHI. EMNDERREO KA HEBLWIENERRED KA, PP OEF1
UTARRAFHDAT— AV FERIF LT OFIRTHS.

o PPTHRELTDETOH TOE DM EKAHNANBELZELTICEIASNTH.

O.AUDIT_STORAGE.PROTECTED, O.AUDIT_ACCESS.AUTHORIZED Z:E MO} 5K A &t
ELTWVS, EDMBEABEZEE R T(CSIASNTSN., TOE DEF1UT4 KA Z. PP OEF1UT4
X ERAEFHDAT— AV FEDHIRIITHS,

- 18 - Copyright® 2014 by Fuji Xerox Co., Ltd



ApeosPort-1V 3065/3060/2060 tzF1l714—7vk

PP T#RELTLVS SFR & ST TEALTLVS SFR DBE{&% Table 14 [LSRLTLV,

CCT& R0 SFR RO, SFR MEMABTERRLTLD,

Common Access Control SFP DX ETF—ANEFFIREDEMIE. PUEAEHF SN R BAEIIC
HIFRLTHN. FDP_ACC.1/FDP_ACF.1 (X PP LNHIBRAITHS,

+SMI DtEFa)T4BHEEEZLTLVELD, FPT_FDI_EXP.1 O¥5X=HIR T2 DIREIITFEAE
LizLVesh PP DERERFTHD,

D.DOC O7HtA#l{#H SFP T—ERDHEIBRDANIEE U.USER [CX L TELEFSHWVEELHBN.
FDP_ACC.1 (& PP L0#IFR#TH S,

D.FUNC ®7HtA%I{# SFP MiEinid D.FUNC OERLEZERICEAL ., PO AR A SNz FIBEI(C
HIPRLTHN., FDP_ACC.1/FDP_ACF.1 (3 PP XNHIREITHS .

PP THEL T\ SFR (FERERZETHN. :BMMOD SFR (CLD, TOE ZLDHIBRAIICLTINS,
CDZEICED, A ST M SFR (F PP SFR LNHIREITHS .

i@, A& ST Tld PP M SFR (S LT, BIRE D EHREH L. TDRIRABEA 29D TEBR LTSN,
TDREIRNARL PP OERLTVSABRERER LTS,

FLRBRICEMT IR D 2R EH L. ZOEMTANEE PP THREE LTS ALEHTI3UyD TR LT
3o

PP TRELTLS EF1UT/ X KA EIBRMOA ., P.AUDIT.LOGGING Dxt3K A &t
OE.AUDIT_STORAGE.PROTECTED, OE.AUDIT_ACCESS.AUTHORIZED %
O.AUDIT_STORAGE.PROTECTED. O.AUDIT_ACCESS.AUTHORIZED [CEZF#ZT\3,
&7z P.CIPHER Oxt%k A £tC O.CIPHER ZEMUL TS, EDMIFNBEEEETIC PP OEKRLT
WAARBRZRHR L TENMREESN TSR LTS,

1T R E RIS, ERBAE A AREETRB LTS,
EBMENE TOE x5 A #t& SFR [CEILTIEEMDERBAEL TS, DMt PP DERLTLVBNEE
SRk LTHIREESN TV CEZRIR LTS,

PP THELTL'S SAR BRBREXEELETIC PP DERLTNSANRER LTV,

#ICA ST (X 2600.1, Protection Profile for Hardcopy Devices, Operational Environment

[CEREEEAE LTV,
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3. tFaUF1EERETEE (Security Problem Definition)
RETH, BE. MBOTF1IT A8, AHRERCOVTRRTS,
3.1. #&RL (Threats)
3.1.1. TOE &% (Assets Protected by TOE)
AKTOEMRETIEERLTOESITHD,
Table 4 FIBET— BT RRHEE

Designation PP Definition BRMLGREEE 8 2R

D.DOC User Document Data Ja7NBOLHICERT | FIAEN MFD 236—. FUU A,
consists of the BXET—H TPDA. AF v EDB I THIA
information contained THEEBRLELEF. EET)
in a user’s document. U rOTHICAERN- FTF1ADE
This includes the BIL—FMICXET-INETRS
original document itself N3, F= CWIS #EEICEDFI A
in either hardcopy or FD747V b MFD HOEE
electronic form, image NYDAICEBESNLEXET 5D
data, or D UNRIEETH D,
residually-stored data | Ja7EB#OF|IAFH | FIAFEN MFD 26—, I7DA,
created by the XET—4H AXvUEOHWTHATSEE
hardcopy device while BNEBDPEE. BEETD OLH
processing an original (CHREBN— FT4ADEE (C—BFHY
document and printed [(CXET-INERIN, YaT0
hardcopy output. T PRI ERERE

BIRRT 20 T —2IEET .

D.FUNC User Function Data are | HERYIA REN— T4 ADEE(CERE
the information about a N, AFvF—HEEDTPDAZIEIC
user’s document or job IDFEARAENEXET—HEETE
to be processed by the T HMEBBRYIA,
TOE.
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Table 5 TSF F—AICBAT3{REE =

Designation PP Definition BRMGREEE iR EREA

D.PROT TSF Protected Data are assets | TSF ¥—%(Table 36 | SREZ R VATLEEEL
for which alteration by a User | £ Table 37)0TFit | F1)T1 EEHEECLID VAT
who is neither an D.CONF LISt fEsR | LEEEICRESNIN., HE
Administrator nor the owner ARCOVWTIFBRESNTEE
of the data would have an F1UT1 LOBBEROEVE
effect on the operational ],
security of the TOE, but for
which disclosure is
acceptable.

D.CONF TSF Confidential Data are FREBEONSADV-FIE | YVATLEBERFZVATLER
assets for which either = , Bo¥1)T1EEMERICLD
disclosure or alteration by a -ERAY (Table TOE Ot Fa)T1HEEDERE
User who is neither an 15) . | D MFD DIEENRIP VAT

. N—=RF1ADEET e —
Administrator nor the owner PR E{LELR LEEEDIA7V M HAIEET
of the data would have an ‘B Ry FO—HF—4 | BN, RET—AE TOE RICHKR
effect on the operational REFER Fnd,
security of the TOE. — e FIAE (&1 —H—SREI B
HEICED. BB® ID &/iAT—
ROEZRTED . MFD D#24E) %
IVBRIBETHD. BRET A
TOE HIC&RESND,
VATLEBEREX1I)T(E
BENVT-H%VATLEBED
47V Mo BN LATRETH
N, tF¥1)T4EEODTT-AF
TOE HNICRESEND,
Table 6 ZDthDREE E
Designation PP Definition BARMLBREEE R &
Functions Functions perform processing, | MFD D#&E FRISNIHEDRIAEL

storage, and transmission of
data that may be present in
HCD products. These
functions are used by SFR
packages.

(FH' TOE @IE—#EE. TV
VE—thRE. AX v
BE. J7D A REEE AT
BENHTBE,
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(ZRRBEYIATIE )

SATLEEEDA T . .
+FYB— K541 OO
-Web 754 FRURD 7.
-
|
______________ 1
8 REERT S | /& pmmboae
! 1
L 777
RE+y FI—DEFRNBX A=l

E7-5.TOEEET— %

SRR % | |
EOTT-3 \
// HNE ” b
SO N
3 TOEB/ET—H | oo | I
'W"‘B*}W DER
-LDAP H—){— n‘z"_ﬁ%_g ______
-Kerberos H—/){— [
T4 | e
NEEET— |

_______________

M 5 REEELRERNRNEE

7 ToE )

XET-H
FEEHIXET—H
X1 T4BEEODTT
-3

*TOE &RET—A
-HBERYDA

%@1&0).&;?7‘ 5

e 'A% @.nﬁ \\

‘~__—'

F) RERYII-DRICHELETE—MRIIM1T7Y LV - N-REOERT - IPRE Ry I—D%

ANZ— KT AIRERRNOEETHIN, ARBEFEIRENS TOEZN LTHRERY LD
EICEDMRIESNBTEHI BRI D LREREM RN DB EANT VL AT I L BB

AT 3l TOE DH
(FosDYA{AN

Table 5 @ TSF T—A3(&, (REN—FT4ADEEICHE)EHD LIS, IV bE—FR—

SEEPROM [CRFSN TS,

LN

FMD NVRAM,

EREUVB - BRI LY -0/ Y -3 LEREFHRETH NVRAM [CRESN TS,

FIEHEATD NVRAM & SEEPROM [C[F, TSF F—A LN DT —RILESN TS D ENODERTE

513 TOE OtF1UT1#REICEAR LB LVEDRER RDEETIERL,

EFIVTAEEQT T A3 —FHIIC NVRAM [CERIESNB Y, T7MILELTERERN— FTAADEEIC

REFENDS,
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3.1.2. BEI—-YIVt (Threats agents)

ASTTRITR4BENERI-VIVIMREBBEET S, VINLELNILOKRBEAERFOETH
N TOE OBMEICOVWVTARSN TLSIFRMAB Z RO CL\BERET 3,

a) Persons who are not permitted to use the TOE who may attempt to use the
TOE.

b) Persons who are authorized to use the TOE who may attempt to use TOE
functions for which they are not authorized.

c) Persons who are authorized to use the TOE who may attempt to access data
in ways for which they are not authorized.

d) Persons who unintentionally cause a software malfunction that may expose
the TOE to unanticipated threats.

3.1.3. &HB (Threats)

A TOE [T 38 B %. Table 7 (L5893, unauthorized persons (£ 3.1.2 DEZFHI—-JIV
THILEET B,

Table 7 #IAET—3 £ TSF T-RICHTBERL

Threat Affected asset Description

T.DOC.DIS D.DOC User Document Data may be disclosed to
unauthorized persons

T.DOC.ALT D.DOC User Document Data may be altered by
unauthorized persons

T.FUNC.ALT | D.FUNC User Function Data may be altered by
unauthorized persons

T.PROT.ALT D.PROT TSF Protected Data may be altered by
unauthorized persons

T.CONF.DIS | D.CONF TSF Confidential Data may be disclosed to
unauthorized persons

T.CONF.ALT | D.CONF TSF Confidential Data may be altered by
unauthorized persons

3.2. ##OtX1UT1 A48t (Organizational Security Policies)
& TOE HIBSF LB N ESBMBBOTF1)T (74 Table 8 (CEE T3,
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Table 8 fAfNt*1)T1A4Et

Name Definition

P.USER.AUTHORIZATION To preserve operational accountability and security,
Users will be authorized to use the TOE only as permitted
by the TOE Owner

P.SOFTWARE.VERIFICATION | To detect unintentional malfunction of the TSF,
procedures will exist to self-verify executable code in the
TSF

P.AUDIT.LOGGING To preserve operational accountability and security,
records that provide an audit trail of TOE use and
security-relevant events will be created, maintained,
and protected from unauthorized disclosure or
alteration, and will be reviewed by authorized personnel

P.INTERFACE.MANAGEMENT | To prevent unauthorized use of the external interfaces of
the TOE, operation of the interfaces will be controlled by
the TOE and its IT environment.

P.CIPHER To prevent unauthorized reading-out, the document
data and used document data in the internal HDD will be
encrypted by the TOE.

3.3. HIREMH (Assumptions)
A TOE OBIE. :ER. BLUFIAICEIT 2RTIREH 2. Table 9 [CEEik T B,

Table 9 HIREH

Assumption Definition

A.ACCESS.MANAGED | The TOE is located in a restricted or monitored environment
that provides protection from unmanaged access to the
physical components and data interfaces of the TOE.

A.USER.TRAINING TOE Users are aware of the security policies and procedures of
their organization, and are trained and competent to follow
those policies and procedures.

A.ADMIN.TRAINING | Administrators are aware of the security policies and
procedures of their organization, are trained and competent to
follow the manufacturer’s guidance and documentation, and
correctly configure and operate the TOE in accordance with
those policies and procedures.

A.ADMIN.TRUST Administrators do not use their privileged access rights for
malicious purposes.
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T¥a)F1xdEkAEt (Security Objectives)

AETEH.TOE tFaUT x5k A&t ERBRROCF VTR G E . BLUEFIUTI R GT EHRHL

[CoWTEEiR T3,

TOE Ot*a1)71xt%k A& (Security Objectives for the TOE)

TOE Ot Fa)71xisk A $t% Table 10 [CE2ih T3,

Table 10 TOE EX1UT1xt KA &t

Objective

Definition

O.DOC.NO_DIS

The TOE shall protect User Document Data from
unauthorized disclosure.

O.DOC.NO_ALT

The TOE shall protect User Document Data from
unauthorized alteration.

O.FUNC.NO_ALT

The TOE shall protect User Function Data from
unauthorized alteration.

O.PROT.NO_ALT

The TOE shall protect TSF Protected Data from
unauthorized alteration.

O.CONF.NO_DIS

The TOE shall protect TSF Confidential Data from
unauthorized disclosure.

O.CONF.NO_ALT

The TOE shall protect TSF Confidential Data from
unauthorized alteration.

O.USER.AUTHORIZED

The TOE shall require identification and authentication
of Users, and shall ensure that Users are authorized in
accordance with security policies before allowing them
to use the TOE.

O.INTERFACE.MANAGED

The TOE shall manage the operation of external
interfaces in accordance with security policies.

O.SOFTWARE.VERIFIED

The TOE shall provide procedures to self-verify
executable code in the TSF.

O.AUDIT.LOGGED

The TOE shall create and maintain a log of TOE use and
security-relevant events, and prevent its unauthorized
disclosure or alteration.

O.AUDIT_STORAGE.PRO
TECTED

The TOE shall ensure that audit records are protected
from unauthorized access, deletion and modifications.

O.AUDIT_ACCESS.AUTH
ORIZED

The TOE shall ensure that audit records can be
accessed in order to detect potential security violations,
and only by authorized persons.
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Objective

Definition

O.CIPHER

The TOE shall provide the function to encrypt the
document data and used document data in the internal
HDD so that they cannot be read out.

4.2. ERIREOCFIVT4xIEAE (Security Objectives for the

Environment)

BRREOtF1)T KA $t%E Table 11 (CEEhT 3,

Table 11 ERREOCX1)T( KA &

Objective

Definition

OE.PHYSICAL.MANAGED

The TOE shall be placed in a secure or monitored area that
provides protection from unmanaged physical access to the
TOE.

OE.USER.AUTHORIZED

The TOE Owner shall grant permission to Users to be
authorized to use the TOE according to the security policies
and procedures of their organization.

OE.USER.TRAINED

The TOE Owner shall ensure that Users are aware of the
security policies and procedures of their organization, and
have the training and competence to follow those policies
and procedures.

OE.ADMIN.TRAINED

The TOE Owner shall ensure that TOE Administrators are
aware of the security policies and procedures of their
organization, have the training, competence, and time to
follow the manufacturer’s guidance and documentation, and
correctly configure and operate the TOE in accordance with
those policies and procedures.

OE.ADMIN.TRUSTED

The TOE Owner shall establish trust that TOE Administrators
will not use their privileged access rights for malicious
purposes.

OE.AUDIT.REVIEWED

The TOE Owner shall ensure that audit logs are reviewed at
appropriate intervals for security violations or unusual
patterns of activity.

OE.INTERFACE.MANAGED

The IT environment shall provide protection from
unmanaged access to TOE interfaces.
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4.3. TFa)TsxEAEHER (Security Objectives Rationale)

TFIT R, EF )T REERTRE LCAIREGH I G TIHDED . HELNIBBEICKT i

FBREHDLD. HRHWIHBOTF1UTIHEHERRTILHOELDTHS ., LF1ITI R A EHER ST
BHTREM . T2 BE. RRTBBOCF1)T AH ORISR HRZ Table 12 ([CRT, F&/EF
A)FRREE BN T )T R A ECINREESN TS L Table 13 [CEEiR T B,

Table 12 tF¥aUT1 KA SERNTIER. MBBOCF1UT(A#H R URTHRSEH

Objectives

Threats, Policies,
and Assumptions

0.DOC.NO_ALT

O.FUNC.NO_ALT

O.PROT.NO_ALT

0.CONF.NO_DIS

O.CONF.NO_ALT

O.SOFTWARE.VERIFIED
O.AUDIT.LOGGED

O.AUDIT_ACCESS.AUTHORIZED

O.AUDIT_STORAGE.PROTECTED
OE.AUDIT.REVIEWED

OE.INTERFACE.MANAGED
O.INTERFACE.MANAGED
OE.PHYISCAL.MANAGED
OE.ADMIN.TRAINED
OE.ADMIN.TRUSTED
OE.USER.TRAINED

O.CIPHER

T.DOC.DIS

S lo.poc.NO_DIS

T.DOC.ALT

\

T.FUNC.ALT

T.PROT.ALT

T.CONF.DIS

T.CONF.ALT

P.USER.AUTHORIZATION

< STSISES S SN |0.USER.AUTHORIZED
STSES SIS ]SS loE.USER.AUTHORIZED

P.SOFTWARE.VERIFICATI
ON

P.AUDIT.LOGGING

P.INTERFACE.MANAGEME
NT

P.CIPHER

A.ACCESS.MANAGED

A.ADMIN.TRAINING

A.ADMIN.TRUST

A.USER.TRAINING
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Table 13 £F1UT REFERICHIET I X1 T4 KA EHRHL

Threats, policies, and
assumptions

Summary

Objectives and rationale

T.DOC.DIS

T.DOC.ALT

T.FUNC.ALT

T.PROT.ALT

T.CONF.DIS

User Document
Data may be
disclosed to
unauthorized
persons.

User Document
Data may be altered
by unauthorized
persons.

User Function Data
may be altered by
unauthorized
persons.

TSF Protected Data
may be altered by
unauthorized
persons.

TSF Confidential
Data may be
disclosed to
unauthorized

- 28 -

0.DOC.NO_DIS protects D.DOC from
unauthorized disclosure.
0O.USER.AUTHORIZED establishes user
identification and authentication as the
basis for authorization.
OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to
appropriately grant authorization.
0O.DOC.NO_ALT protects D.DOC from
unauthorized alteration.
0.USER.AUTHORIZED establishes user
identification and authentication as the
basis for authorization.
OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to
appropriately grant authorization.
O.FUNC.NO_ALT protects D.FUNC from
unauthorized alteration.
0O.USER.AUTHORIZED establishes user
identification and authentication as the
basis for authorization.
OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to
appropriately grant authorization.
O.PROT.NO_ALT protects D.PROT from
unauthorized alteration.
0O.USER.AUTHORIZED establishes user
identification and authentication as the
basis for authorization.
OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to
appropriately grant authorization.
O.CONF.NO_DIS protects D.CONF from
unauthorized disclosure.
0O.USER.AUTHORIZED establishes user
identification and authentication as the
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Threats, policies, and
assumptions

Summary

Objectives and rationale

T.CONF.ALT

P.USER.AUTHORIZATI
ON

P.SOFTWARE.VERIFIC
ATION

P.AUDIT.LOGGING

P.INTERFACE.MANAG
EMENT

persons.

TSF Confidential
Data may be altered
by unauthorized
persons.

Users will be
authorized to use
the TOE.

Procedures will
exist to selfverify
executable code in
the TSF.

An audit trail of TOE
use and
security-relevant
events will be
created,
maintained,
protected, and
reviewed.

Operation of
external interfaces
will be controlled by

- 29 -

basis for authorization.
OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to
appropriately grant authorization
O.CONF.NO_ALT protects D.CONF from
unauthorized alteration.
0O.USER.AUTHORIZED establishes user
identification and authentication as the
basis for authorization.
OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to
appropriately grant authorization
0O.USER.AUTHORIZED establishes user
authorization to use the TOE.identification
and authentication as the basis for
OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to
appropriately grant authorization

O.SOFTWARE.VERIFIED provides
procedures to self-verify executable code in
the TSF.

O.AUDIT.LOGGED creates and maintains a
log of TOE use and security-relevant events
and prevents unauthorized disclosure or
alteration.

OE.AUDIT.REVIEWED establishes
responsibility of the TOE Owner to ensure
that audit logs are appropriately reviewed.
O.AUDIT_STORAGE.PROTECTED protects
audit logs from unauthorized access,
deletion, and alteration for the TOE.
O.AUDIT_ACCESS.AUTHORIZED enables
the analysis of audit logs only by authorized
users to detect potential security violations
for the TOE.

O.INTERFACE.MANAGED manages the
operation of external interfaces in

accordance with security policies.
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Threats, policies, and
assumptions

Summary

Objectives and rationale

P.CIPHER

A.ACCESS.MANAGED

A.ADMIN.TRAINING

A.ADMIN.TRUST

A.USER.TRAINING

the TOE and its IT
environment.

User Data stored in
the HDD will be
encrypted by the
TOE.

The TOE
environment
provides protection
from unmanaged
access to the
physical
components and
data interfaces of
the TOE.

TOE Users are
aware of and
trained to follow
security policies and
procedures.

Administrators do
not use their
privileged access
rights for malicious
purposes.

Administrators are
aware of and
trained to follow
security policies and
procedures.

- 30 -

OE.INTERFACE.MANAGED establishes a
protected environment for TOE external
interfaces.

O.CIPHER encrypts the document data and
used document data in the internal HDD to
disable unauthorized reading-out of them.

OE.PHYSICAL.MANAGED establishes a
protected physical environment for the TOE.

OE.ADMIN.TRAINED establishes
responsibility of the TOE Owner to provide
appropriate Administrator training.

OE.ADMIN.TRUST establishes responsibility
of the TOE Owner to have a trusted
relationship with Administrators.

OE.USER.TRAINED establishes
responsibility of the TOE Owner to provide
appropriate User training.
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YRRV R—% Y FEZE (Extended Components Definition)

This Protection Profile defines components that are extensions to Common Criteria
3.1 Release 2, Part 2. These extended components are defined in the Protection
Profile but are used in SFR Packages, and therefore, are employed only in TOEs
whose STs conform to those SFR Packages.

FPT_FDI_EXP Restricted forwarding of data to external
interfaces

Family behaviour:
This family defines requirements for the TSF to restrict direct forwarding of
information from one external interface to another external interface.

Many products receive information on specific external interfaces and are intended
to transform and process this information before it is transmitted on another
external interface. However, some products may provide the capability for attackers
to misuse external interfaces to violate the security of the TOE or devices that are
connected to the TOE's external interfaces. Therefore, direct forwarding of
unprocessed data between different external interfaces is forbidden unless explicitly
allowed by an authorized administrative role. The family FPT_FDI_EXP has been
defined to specify this kind of functionality.

Component leveling:

FPT FDI EXP.1 Restricted forwarding of data to external 1

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces, provides for the
functionality to require TSF controlled processing of data received over defined
external interfaces before this data is sent out on another external interface. Direct
forwarding of data from one external interface to another one requires explicit
allowance by an authorized administrative role.

Management: FPT_FDI_EXP.1
The following actions could be considered for the management functions in FMT:
a) Definition of the role(s) that are allowed to perform the management activities.
b) Management of the conditions under which direct forwarding can be allowed by
an administrative role.
¢) Revocation of such an allowance.
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Audit: FPT_FDI_EXP.1

The following actions should be auditable if FAU_GEN Security Audit Data Generation
is included in the PP/ST:

There are no auditable events foreseen.

Rationale:

Quite often a TOE is supposed to perform specific checks and process data received
on one external interface before such (processed) data is allowed to be transferred
to another external interface. Examples are firewall systems but also other systems
that require a specific work flow for the incoming data before it can be transferred.
Direct forwarding of such data (i. e. without processing the data first) between
different external interfaces is therefore a function that - if allowed at all - can only
be allowed by an authorized role.

It has been viewed as useful to have this functionality as a single component that
allows specifying the property to disallow direct forwarding and require that only an
authorized role can allow this. Since this is a function that is quite common for a
number of products, it has been viewed as useful to define an extended component.

The Common Criteria defines attribute-based control of user data flow in its FDP
class. However, in this Protection Profile, the authors needed to express the control
of both user data and TSF data flow using administrative control instead of
attribute-based control. It was found that using FDP_IFF and FDP_IFC for this
purpose resulted in SFRs that were either too implementation-specific for a
Protection Profile or too unwieldy for refinement in a Security Target. Therefore, the
authors decided to define an extended component to address this functionality.

This extended component protects both user data and TSF data, and could therefore
be placed in either the FDP or FPT class. Since its purpose is to protect the TOE from
misuse, the authors believed that it was most appropriate to place it in the FPT class.
It did not fit well in any of the existing families in either class, and this lead the
authors to define a new family with just one member.

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces

Hierarchical to: No other components.

Dependencies: FMT_SMF.1 Specification of Management Functions
FMT_SMR.1 Security roles.

FPT_FDI_EXP.1.1 The TSF shall provide the capability to restrict data receivedon
[assignment: list of external interfaces] from being forwarded
without further processing by the TSF to [assignment: list of
external interfaces].
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tX1UT1EH (Security Requirements)

AETE, Fa )T HaRES. tF1UTHREEHS IV EF 1) T EHRIUONTERLR T B,
BE. AETHEATIRENERLELUTOEBITHS,

- YJFI1Hh

A

E =

Key Operator

BHEEEOI-Y-ZAN R UIRETOERHEE. HR
NI, BRIV M T HR4E

SA

SA O1—Y—BEEN AN LIZREE TOE R EE, HERNYDA,
BRIV MIHTHRE

U.ADMINISTRATOR

Key Operator, SA O1—4%—EREEN DI UK BE THE AR
B BRAYIA, ERTVU MO T B4R 1E

U.NORMAL — & F A& (U.NORMAL)D1—H—EREEN A T LR BE T D)
EXHeE. HERRVIA BRIV M T 51R1E
U.USER U.ADMINISTRATOR, U.NORMAL ®1—4%—REEN RN L
TARREETOEARKERE. BRRVIA, ERTVY MR TR
- ATVIDb
£ &
Mailbox Personal Mailbox. Shared Mailbox D#F#TH3.

Personal Mailbox

—h&F A& (U.NORMAL). SA HMEANBIICERTESRYDA,

Shared Mailbox

FRTOFAEBEN LB LTHEATESRYDA,

Store Print/Private Print

TUUB—HERE(CH VT, FIRIT—3ZT IVR— AL TR LEZEY
bYTT—R%. MFD ORERN— FT4ADEEIC—BEEIEL.
SRERESNe— MR FI AEMRE) IRV EDIER T B THIRIZ 6
WBIBdTIVIGE.

Used document data
stored in the internal
HDD

MFD OREN— FTAADEBICERSN®R. FIANMERTLI?
1VZBIBRENSD, REN—-FTAADEERNICIFT 2803 5%
FLTLBREOXET S,

Document data

—h&FIFAZ&E (U.NORMAL). SA #* MFD OIE—#gE. T4

—HRE. AF v —HEE. JrDAMREE R AT HRRIC. MFD RED
EEBTIETCHEZREFEREZEOT . ML TXET AL
KT,

Security Audit Log

WD, FEDY, EDLIBEREITODNELVIERPEERRGAAV
(BIZIZEEPEREE. 1-Y—1RFLBE) %, B EINE

T_go
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- BRI

A

E =

send scanned data

AF v UEXET B BNICRIREISAPY N FTP H—N
— A=Y —=N—=_SMB % —=)\—, J7DA(BERE)NEIET
oJuta

retrieve

BRRYIANOXET - RETRAHNTEE
* EN
-CWIS BoRIREDFATY ADIDAR— b

modify the behavior

1Y —-FREER AR (AR, S1ED). BFET UV M Re(GREE R AR
DEIR. BIFR). RERRY F)—DT7 -3 REEWBE(FREE A X, BE
SEAKX) N\-FTIADERT - LEETHEHRR(LESEE
. LEEER). LR M AKE(OATLEEENS ., FIA
B)DSBEVDEE

modify TOE BRETANHRELERHLUF1)T(EBHE(FIBEHT
15ER. BERE(CHIIE T B FIEEHBAER)DEE
- AT EM

AR

—1= =
EFE

General User role

— & FI A& (U.NORMAL)H TOE ZFIFA T 3MRICHETHER
ERY

SA role

SA N TOE &R AT 3RICLELERERT

Key Operator role

HHEEEN TOE 2R AT IRICLELGERERT

User identifier

General User identifier. SA identifier, Key Operator
identifier DT THD

General User identifier

— &% A& (U.NORMAL) Z&# AIFREE T %72hDd 11— —1ID

SA identifier

SA % R A T B TchDd 1 - —1ID

Key Operator identifier

W EEEEMAIR TSI -1ID

User identifier for each
function

AE—#RE. TUVA—HRE. A v —HEE. TPDABERECHIS L
7D Rela 1Y — 15K . EAHIROIFH

Owner identifier of
D.DOC

BRRYIA, TFAR- TV FADXET—RICHIGLET I
ARRER 1—Y'—1F#R

Owner identifier of
D.FUNC

HRNYDAICH IS L7 D AR REG 1— Y — 15k

- NNERDIVTATA
£ &
Key Operator MFD O E Y TOE EF 1) T/ HREDR ERITOEERE,
SA(System B EEE HDMIBEICER SN SA BPHDY MERLT

Administrator Privilege)

CENTE, MFD O#MEEY® TOE tF1UTAHREDEREZ
ITIEEE,
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U.ADMINISTRATOR
(System Administrator)

Key Operator & SA O#F5.

U.NORMAL (General
User)

MFD OOE—#EE, AF v —tEE. TPDAMBES LU TIVE—
HeeERATE,

- ZOMtOREE
£ FR E&E
The Fuji Xerox's standard | Bt POvIAREDESHRAEKTIITVALT. EEFFICHER
method, FXOSENC N,
AES FIPS 2B EOESIEZITVALT. N\"—RF1ADT—2D

ESEEESEICERINS.

Access denial due to
authentication failure of
system administrator ID

VAT LEEE 1D AR FTERIHUCE LB, #B4E1
RIVTIREIRIET/ A LIS DR IE R (T30, F2
Web 7305 TRAKDEROUIN /1 AZTRIERFERZ(T
fH33<B 5815,

Data on use of password
entered from MFD
control panel in user
authentication

TOE FBRET—HATHN., RIKNRIDHDFREERED)NATD— K&
F#REDF 3N/ T DIER,

Data on minimum user
password length

TOE RET—HTHN. SA/—RFRED/NAD— FEREFRD
R/ FHOER

Data on key operator ID

TOE BRET—ATH. HMEEE R DIHD ID HH.

Data on key operator
Password

TOE EQ}F-Ej__ Q_C%O %WMIE%EUHEG)TU)@/YRU I"'IH
#

Data on SA ID

TOE &% F—ATHD. SA HRID=HD ID 53R,

Data on SA Password

TOE BRET—ATHN. SA RELDTHD)SAT— FiFHR

Data on General user ID | TOE (RET—4THN. —fi&F|FAE (U.NORMAL):EAI D=8
? ID &R,

Data on General user TOE :RET—ATHN. —ixFIFAE(U.NORMAL)FZZEEDT8

Password DN — FEER

Data on access denial
due to authentication
failures of system
administrator

TOE BRET—ATHN., YATLEEE ID AL MICERT
SHEEDH B/ EHDIFHE KRB R IFHR

Data on Security Audit
Log

TOERET—HTHN., L\, N EOLIBIEFREITOILMEL
SERVPEELBANVMBIZSEFLHEREE., 1- -1
BE)E. BHFCERT SHREDHE R/ EDIER.

Data on User
Authentication

TOE SRET—HTHN. MFD OIE—#RE, AT —HERE, 7
)71*% E&U?’UJ’S‘—*&ﬁE’E*UFﬁT@WL\ :l._-'j- nnL.\l:lIEIH
HICTEREAL T EEDF R/ BB LUREDFEHR.
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Data on Store Print

TOE BRET—HTHN., TIV T -RZERICTIAR- TV
MCBRSEINEIRISES D DR E H .

Data on Internal Network
Data Protection

TOE BRET—HTHN, AE Ry I -V EICHFEETEINET—
B, EFIVTAEEATTABLU TOE BRET—RELVVIRIE
THERETHEHICHIST 5 —RHBESLEETO R
DA/ ENBSLURENFEBRHLVEIAZE. FBARA/MESE
INAD— R, #8520 FIER,

il

Data on Customer
Engineer Operation

TOE BRET—HTHN. DAY —IV I Z7EEHIRIEENE
2/ BADERETRTF)I AT - FOIFER.

Restriction-
Data on Hard Disk Data | TOE ZRET—ATHD. N\—FTF1ADEBE T —IESL#EREC
Encryption BRI DHERED B R/ B DB REBE S L F—1EHR.

Data on Hard Disk Data
Overwrite

TOE BRET—HTHN. N—FTARADERT A LEEHER
BE(CBAfR T B AEDE 2/ B DFEHRE LETERIFHR.

Data on date and time

TOE BRET—ATHD. BA LY —V/YI—34 LER EH]HER
ERZIT-3THD,

Data on Auto Clear

TOE BRET—HTH. BENRIA— MUTHEEDER/ B
DELUDITEREOER . BLU CWIS OF— MUTPHEEDH
BN/ EDNDIFHR.

Data on Self Test

TOE BRET—HTHN. HETAMERRDER/EDIER.

Data on Report Print

TOE BRET—ATHN. Lik— M WHEEDER EFR.

tFa)T1HEEEEH (Security Functional Requirements)

A TOE MR FaUTH

REEHZLTICRRRT S,

ASTT, ERATIHEEZEHND—FE, Table 14 [TRT,

Table 14 #aEEZEH—F8

BEEEHIVR—R VUL PP ZE3R SIRNARE PP EDE
FAU_GEN.1 Audit data generation Yes TOE (ZHHE T Auditable Event &
BRMICERIR, BMLTS,
FAU_GEN.2 User identity association | Yes PP hoZERERZL
FAU_SAR.1 Audit review No _? SFR MEMICEN VAT LERED
FAU_SAR.2 Restricted audit review | No HCEEONTT—A0HHH U REEIR
#“33,
FAU_STG.1 Protected audit trail No 0 SFR MEMICENEEEDT T—4
storage Z. FEBHIBRDPHRENIRET D,
FAU_STG.4 Prevention of audit data | No _ SFR MEMICLNEEEOT O EIF(C

loss

BB, R EVEEATCH L
BEEAVIMLEETS,
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HEEEHIVR—2U b PP Z3k LR E PP EDE
FCS_CKM.1 Cryptographic key No — SFRDEMICEDAERN—RT1AD
generation HEDT-HEHEELTS,

FCS_COP.1 Cryptographic operation | No

FDP_ACC.1(a) Subset access control Yes Attributes. Operations. Access
Control rule (3 PP Ofgi %5 FHL.
EhICTOE [ZHNHET Delete. Modify
DIREDFHHILEAREDEMZLTLY
B

FDP_ACC.1(b) Subset access control Yes Access Control SFP % TOE [chh
BTERLTLVS,

FDP_ACC.1(c) Subset access control Yes Attributes. Operations. Access

(PRT SFR Package) Control rule (3 PP ®fgii =5 L.

FDP_ACC.1(d) EhIC TOE [ZHNHTE T Read DIRED

(SCN SFR Package) FHEIEZELTLVS,

FDP_ACC.1(e)

(CPY SFR Package)

FDP_ACC.1(f)

(FAX SFR Package)

FDP_ACC.1(q)

(DSR SFR Package)

FDP_ACC.1 (h) Subset access control No Z0 SFR MEMIZLD D.FUNC D&
k. &$%M Access Control SFP %
TOE [EZHNHETEER LTS,

FDP_ACF.1(a) Security attribute based | Yes Attributes. Operations. Access

access control Control rule (3 PP Ofgit =5 L.

EhIZTOE [CHNHET Delete. Modify
DR EZE ML LR EDEMELTL
Do

FDP_ACF.1(b) Security attribute based | Yes Attributes. Operations. Access

FDP_ACF.1(c) access control Control rule (& PP OFEdiZ5| L.

(PRT SFR Package) EHIC TOE [ZHNHET Read DiEfEE

FDP_ACF.1(d) FHHIELTLVS,

(SCN SFR Package)

FDP_ACF.1(e)

(CPY SFR Package)

FDP_ACF.1(f)

(FAX SFR Package)

FDP_ACF.1(g)

(DSR SFR Package)

FDP_ACF.1 (h) Security attribute based | No _0 SFR M:EMNICLD D.FUNC D1
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HEEEEHIVR—2R Vb PP ZE3K RIRNEE PP EDE
access control . &$%® Access Control SFP %
TOE [ZHHETEER LTS,
FDP_RIP.1 Subset residual Yes TOE [ChhETEFLTIVS,
information protection
FIA_AFL.1 (a) Authentication failure No Z0 SFR G)LM&&U%W”IE%M
FIA_AFL.1 (b) handling FIE. SA FRRIDEFREERBRICLB 7O
EEHEETIRILT S,
FIA_AFL.1 (c) Authentication failure No Z0 SFR 0):JJELJ:'J REFIAERR
FIA_AFL.1 (d) handling EIE. SA FREEDERRE R BRBFIC, Avt—
JERIRNUVTNIAT-RFOBANEER
THMEETIRHT B,
FIA_ATD.1 User attribute definition | Yes TOE [ZHHhETEIFFLTIVS,
FIA_SOS.1 Verification of secrets No TOE [ChhETEFLTLVS,
FIA_UAU.1 Timing of authentication | Yes TOE &N ETEIFF LTS,
FIA_UAU.7 Protected authentication | No _0 SFR MENICEDEREET1— F)NwD
feedback &REITS,
FIA_UID.1 Timing of identification | Yes TOE [ChHETEF LTIV,
FIA_USB.1 User-subject binding Yes TOE [ZHHETEIFLTIS,
FMT_MOF.1 Management of security | No C0 SFR MEMICENEF1UTAHERED
functions behaviour BEE. VATLEEATICREY
%,
FMT_MSA.1(a) Management of security | Yes XTI EHOERRE|% TOE IZH
FMT_MSA.1(b) attributes HETEIFLTWVS,
FMT_MSA.1(c) Management of security | No XTI BHENDEEE TOE [CHHE
FMT_MSA.1(d) attributes TEIRLTLVS,
FMT_MSA.1(e)
FMT_MSA.1(f)
FMT_MSA.1(g)
FMT_MSA.1(h)
FMT_MSA.3(a) Static attribute Yes TOE [CHHETENFTLTS,
FMT_MSA.3(b) initialisation
FMT_MSA.3(c) Static attribute No TOE (ZHHETEEARLTLVE,
FMT_MSA.3(d) initialisation

FMT_MSA.3(e)
FMT_MSA.3(f)
FMT_MSA.3(g)
FMT_MSA.3(h)
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HEEEEHIVR—2R Vb PP ZE3K SLIRAARE PP EDE
FMT_MTD.1(a) Management of TSF Yes TSF T—301&EYA Mz TOE (CHHE
FMT_MTD.1(b) data TEHELTIB,

2L FMT_MTD.1(b)l D.Conf ®
H
FMT_SMF.1 Specification of Yes XTI EERREDYA Mz TOE (CH
Management Functions HETERLTLVS,
FMT_SMR.1 Security roles Yes TOE [ChHhETEIF LTINS,
FPT_FDI_EXP.1 Restricted forwarding of | Yes PP hoZEERLL
(SMI SFR Package) | data to external
interfaces
FPT_STM.1 Reliable time stamps Yes PP oZEERL
FPT_TST.1 TSF testing Yes TOE [CHNHETEIFFLTLVS,
FTA_SSL.3 TSF-initiated Yes TOE [CHNHETEIFFLTLVS,
termination
FTP_ITC.1 Inter-TSF trusted Yes PP hoZEERL
(SMI SFR Package) | channel

6.1.1. Class FAU: Security Audit
FAU_GEN.1 Audit data generation
Hierarchical to: No other components.
Dependencies: FPT_STM.1 Reliable time stamps
FAU GEN.1.1 The TSF shall be able to generate an audit record of the

following auditable events:

- Start-up and shutdown of the audit functions;

- All auditable events for the [selection, choose one of:
minimum, basic, detailed, not specified] level of audit; and
- [assignment: other specifically defined auditable events].

[selection, choose one of: minimum, basic, detailed, not
specified]

- not specified

[assignment: other specifically defined auditable events]

- all Auditable Events as each is defined for its Audit Level (if
one is specified) for the Relevant SFR in Tablel5;
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Table 15 Auditable Events of TOE and Individually Defined Auditable Events

Relevant SFR

Auditable event

Audit level

Additional
informatio
n

Actions to be audited
(defined by CC)

FAU_GEN.1

There are no auditable
events foreseen.

FAU_GEN.2

There are no auditable
events foreseen.

FAU_SAR.1

Successful
download of audit
log data.

<Basic>

None

a) Basic: Reading of
information from the
audit records.

FAU_SAR.2

Unsuccessful
download of audit
log data.

<Basic>

None

a) Basic: Unsuccessful
attempts to read
information from the
audit records.

FAU_STG.1

There are no auditable
events foreseen.

FAU_STG.4

None

a) Basic: Actions taken
due to the audit storage
failure.

FCS_CKM.1

None

a) Minimal: Success and
failure of the activity.

b) Basic: The object
attribute(s), and object
value(s) excluding any
sensitive information
(e.g. secret or private
keys).

FCS_COP.1

None

a) Minimal: Success and
failure, and the type of
cryptographic operation.
b) Basic: Any applicable
cryptographic mode(s) of
operation, subject
attributes and object
attributes.

FDP_ACC.1

There are no auditable
events foreseen.
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FDP_ACF.1(a) deletion of <not Type of job | a) Minimal: Successful
Mailbox. specified > requests to perform an
operation on an object
FDP_ACF.1(b) Job completion covered by the SFP.
and cancellation b) Basic: All requests to
of Print, Copy, perform an operation on
Scan, and Fax. an object covered by the
FDP_ACF.1(c) User name, job SFP.
information, and c) Detailed: The specific
success/failure security attributes used
regarding in making an access
execution of Store check.
Print.
FDP_ACF.1(a) User name, job
FDP_ACF.1(d) information, and
FDP_ACF.1(f) success/failure
regarding access
to Mailbox.
FDP_ACF.1(g) User name, job
information, and
success/failure
regarding access
to Mailbox.
User name, job
information, and
success/failure
regarding
execution of Store
Print.
FDP_ACF.1(h) Creation of
Mailbox.
FDP_RIP.1 - - - There are no auditable
events foreseen.
FIA_AFL.1(a) Authentication <Minimal > | None a) Minimal: the reaching
FIA_AFL.1(b) lock of system required of the threshold for the
administrator unsuccessful
authentication attempts
and the actions (e.g.
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FIA_AFL.1(c)
FIA_AFL.1(d)

Authentication
failure from
control panel and
CWIS.

disabling of a terminal)
taken and the
subsequent, if
appropriate, restoration
to the normal state (e.g.
re-enabling of a
terminal).

FIA_ATD.1

There are no auditable
events foreseen.

FIA_SOS.1

Registration of
user and changes
in user
registration data
(password)

<nhot
specified >

a) Minimal: Rejection by
the TSF of any tested
secret;

b) Basic: Rejection or
acceptance by the TSF of
any tested secret;

¢) Detailed: Identification
of any changes to the
defined quality metrics

FIA_UAU.1

Success/failure of
authentication

<Basic>

Attempted
user
identity

a) Minimal: Unsuccessful
use of the authentication
mechanism;

b) Basic: All use of the
authentication
mechanism.

c) Detailed: All TSF
mediated actions
performed before
authentication of the
user.

FIA_UAU.7

There are no auditable
events foreseen.

FIA_UID.1

Success/failure of
identification and
authentication

<Basic>

None

a) Minimal: Unsuccessful
use of the user
identification
mechanism, including the
user identity provided;

b) Basic: All use of the
user identification
mechanism, including the
user identity provided.
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FIA_USB.1 Registration of <not None a) Minimal: Unsuccessful
system specified > binding of user security
administrator, attributes to a subject
and changes in (e.g. creation of a
user registration subject).
data (role) b) Basic: Success and

failure of binding of user
security attributes to a
subject (e.g. success or
failure to create a
subject).

FMT_MOF.1 Changes in <Basic> None a) Basic: All modifications
security function in the behavior of the
configuration functions in the TSF.

FMT_MSA.1(a) | Registration of <hot None a) Basic: All modifications

FMT_MSA.1(b) | system specified > of the values of security

FMT_MSA.1(c) | administrator, attributes.

FMT_MSA.1(d) | changes in

FMT_MSA.1(e) | registration data

FMT_MSA.1(f) | (ID, password,

FMT_MSA.1(g) | access right) of

FMT_MSA.1(h) | system
administrator,
and deletion of
system
administrator

FMT_MSA.3 (a) | None <Basic> None a) Basic: Modifications of

FMT_MSA.3 (b) the default setting of

FMT_MSA.3 (¢) permissive or restrictive

FMT_MSA.3 (d) rules.

FMT_MSA.3 (e) b) Basic: All

FMT_MSA.3 (f) modifications of the initial

FMT_MSA.3 (9) values of security

FMT_MSA.3 (h) attributes.
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FMT_MTD.1(a) | Changes in <not None a) Basic: All modifications
registration data | specified > to the values of TSF data.
(ID, password) of
system
administrator,
and in the setting
of security
functions

FMT_MTD.1(b) | Changes in
registration data
(ID, password) of
system
administrator

FMT_SMF.1 Access to system | <Minimal> | None a) Minimal: Use of the
administrator required management functions.
mode

FMT_SMR.1 Registration of <Minimal > | None a) Minimal: modifications
system required to the group of users that
administrator, are part of a role;
changes in user b) Detailed: every use of
registration the rights of a role.
data(role), and
deletion of system
administrator

FPT_STM.1 Changes in time <Minimal > | None a) Minimal: changes to
setting required the time;

b) Detailed: providing a
timestamp.

FPT_TST.1 Execution of Self <Basic> None Basic: Execution of the
Test and the test TSF self tests and the
result results of the tests.

FTA_SSL.3 Log-in timeout <Minimal > | None a) Minimal: Termination
from remote. required of an interactive session
Log-in timeout by the session locking
from control mechanism.
panel.

FTP_ITC.1 Failure of the <Minimal> | None a)Minimal: Failure of the
trusted required trusted channel
Communication functions.
within a specified b) Minimal: Identification
period of time, of the initiator and target

- 44 - Copyright® 2014 by Fuji Xerox Co., Ltd




ApeosPort-1V 3065/3060/2060 tzF1l714—7vk

and client host of failed trusted channel
data (host name functions.
or IP address) c) Basic: All attempted

uses of the trusted
channel functions.

d) Basic: Identification of
the initiator and target of
all trusted channel
functions.

FPT_FDI_EXP.1 | — — — There are no auditable
events foreseen.

FAU GEN.1.2 The TSF shall record within each audit record at least the
following information:
- Date and time of the event, type of event, subject identity (if
applicable), and the outcome (success or failure) of the event;
and
- For each audit event type, based on the auditable event
definitions of the functional components included in the PP/ST,
[assignment: other audit relevant information].

[assignment: other audit relevant information]

- for each Relevant SFR - listed in Tablel5: (1) information as
defined by its Audit Level (if one is specified), and (2) all
Additional Information (if any is required);

FAU_GEN.2 User identity association
Hierarchical to: No other components.
Dependencies: FAU_GEN.1 Audit data generation

FIA_UID.1 Timing of identification

FAU GEN.2.1 For audit events resulting from actions of identified users, the
TSF shall be able to associate each auditable event with the
identity of the user that caused the event.

FAU_SAR.1: Audit review

Hierarchical to: No other components.

Dependencies: FAU_GEN.1 Audit data generation

FAU_SAR.1.1 The TSF shall provide [assignment: authorized users] with the

capability to read [assignment: list of audit information] from
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FAU_SAR.2

Hierarchical to:
Dependencies:

FAU_SAR.2.1

FAU_STG.1

Hierarchical to:
Dependencies:

FAU_STG.1.1

FAU_STG.1.2

FAU_STG.4

Hierarchical to:
Dependencies:

FAU_STG.4.1

ApeosPort-1V 3065/3060/2060 tzF1l714—7vk

the audit records.

[assignment: authorized users]

- U.ADMINISTRATOR

[assignment: list of audit information]
- all log information

The TSF shall provide the audit records in a manner suitable
for the user to interpret the information.

Restricted audit review
No other components.
FAU_SAR.1 Audit review

The TSF shall prohibit all users read access to the audit records,
except those users that have been granted explicit
read-access.

Protected audit trail storage
No other components.
FAU_GEN.1 Audit data generation

The TSF shall protect the stored audit records in the audit trail
from unauthorized deletion.

The TSF shall be able to [selection, choose one of: prevent,
detect] unauthorized modifications to the stored audit records
in the audit trail.

[selection, choose one of: prevent, detect]
- prevent

Prevention of audit data loss
FAU_STG.3 Action in case of possible audit data loss
FAU_STG.1 Protected audit trail storage

The TSF shall [selection, choose one of: “ignore audited
prevent audited events, except those taken by the

”

authorized user with special rights”, “overwrite the oldest

” \\

events”,

stored audit records”] and [assignment: other actions to be
taken in case of audit storage failure] if the audit trail is full.
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"o\

[selection, choose one of: “ignore audited events”, “prevent
audited events, except those taken by the authorized user
with special rights”, “overwrite the oldest stored audit
records”]

- overwrite the oldest stored audit records

[assignment: other actions to be taken in case of audit storage
failure]

- no other actions to be taken

6.1.2. Class FCS: Cryptographic Support
FCS_CKM.1 Cryptographic key generation
Hierarchical to: No other components
Dependencies: [FCS_CKM.2 Cryptographic key distribution, or

FCS_COP.1 Cryptographic operation]
FCS_CKM.4 Cryptographic key destruction

FCS_CKM.1.1 TSF shall generate cryptographic keys in accordance with a
specified cryptographic key generation algorithm
[assignment: cryptographic key generation algorithm] and
specified cryptographic key sizes [assignment: cryptographic
key sizes] that meet the following: [assignment: list of
standards].

[assignment: list of standards]

- none

[assignment: cryptographic key generation algorithm]
- the Fuji Xerox’s standard method, FXOSENC
[assignment: cryptographic key sizes]

- 256bits
FCS_COP.1 Cryptographic operation
Hierarchical to: No other components
Dependencies: [FDP_ITC.1 Import of user data without security attributes, or

FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]
FCS_CKM.4 Cryptographic key destruction

FCS_COP.1.1 The TSF shall perform [assignment: list of cryptographic

operations] in accordance with a specified cryptographic
algorithm [assignment: cryptographic algorithm] and

- 47 - Copyright® 2014 by Fuji Xerox Co., Ltd



ApeosPort-1V 3065/3060/2060 tzF1l714—7vk

6.1.3. Class FDP:

cryptographic key sizes [assignment: cryptographic key sizes]
that meet the following: [assignment: list of standards].

[assignment: list of standards]

- FIPS PUB 197

[assignment: cryptographic algorithm]

- AES

[assignment: cryptographic key sizes]

- 256bits

[assignment: list of cryptographic operations]

- encryption of the document data to be stored in the internal
HDD and decryption of the document data retrieved from the
internal HDD.

User Data Protection

The Security Function Policy (SFP) described in Tablel6 is referenced by the Class
FDP SFRs in this clause.

Table 16 Common Access Control SFP

Object Attribute Operation(s) Subject *Access
control rule
D.DOC attributes Delete U.USER Denied,
from Table | - Delete the document except for
17 data in Mailbox and his/her own
Private Print documents
-R1
-R2
Delete U.USER Denied
- Delete the document
data except for Mailbox
and Private Print.
- Register the document | U. USER - R3
data to the Mailbox
D.FUNC | attributes Modify; Delete U. USER Denied,
from Table | - Modify and delete the except for
17 data his/her own
function data
- R4

*Details of Access control rule
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R1: When the owner identifier of D.DOC matches the user identifier, operation to
delete the document in Mailbox is permitted.

R2: When the owner identifier of D.DOC matches the user identifier, operation to
delete the document in Private Print is permitted.

R3: When the owner identifier of D.DOC matches the user identifier, operation to
register the document in Mailbox is permitted.

R4: When the owner identifier of D.FUNC matches the user identifier, operation to
modify and delete the Mailbox is permitted.

Table 17 SFR Package attributes

Designation Definition

+PRT Indicates data that is associated with a print job.
- User identifier
- Owner identifier of D.DOC

+SCN Indicates data that is associated with a scan job.
- User identifier

- Owner identifier of D.DOC

- Owner identifier of D.FUNC

+CPY Indicates data that is associated with a copy job.
- User identifier
- Owner identifier of D.DOC

+FAXIN Indicates data that is associated with an inbound
(received) fax job.

- User identifier

- Owner identifier of D.DOC

- Owner identifier of D.FUNC

+FAXOUT Indicates data that is associated with an outbound (sent)
fax job.

- User identifier

- Owner identifier of D.DOC

- Owner identifier of D.FUNC

+DSR Indicates data that are associated with a document
storage and retrieval job.

- User identifier

- Owner identifier of D.DOC

- Owner identifier of D.FUNC

+SMI Indicates data that is transmitted or received over a
shared-medium interface.
- none
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FDP_ACC.1 (a)
Hierarchical to:
Dependencies:

FDP_ACC.1.1 (a)

FDP_ACC.1 (b)
Hierarchical to:
Dependencies:

FDP_ACC.1.1 (b)

Subset access control
No other components.
FDP_ACF.1 Security attribute based access control

The TSF shall enforce the [assignment: access control SFP] on
[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

[assignment: access control SFP]

- Common Access Control SFP in Tablel6

[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

- the list of users as subjects, objects, and operations among
subjects and objects covered by the Common Access Control
SFP in Tablel6

Subset access control
No other components.
FDP_ACF.1 Security attribute based access control

The TSF shall enforce the [assignment: access control SFP] on
[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

[assignment: access control SFP]

- TOE Function Access Control SFP in Table 18

[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

- users as subjects, TOE functions as objects, and the right to
use the functions as operations in Table 18.

Table 18 Function Access Control SFP

Object Attribute(s) Operation Subject | Access control
rule
Copy - User identifier - Copy operation from | U.USER | When the user
(F.CPY, F.SCN, - User identifier for | control panel identifier for
F.DSR) each function the function
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Object Attribute(s) Operation Subject | Access control
rule
Scan / Network | - User identifier - Scan operation to U.USER | matches the
Scan - User identifier for | Mailbox from control user identifier,
(F.SCN, F.DSR, | each function panel operation of
F.SMI) - Send the scanned the function is
data from control permitted.
panel to user client,
FTP server, Mail
server, and SMB
server
Fax - User identifier - Send the scanned U.USER
(F.FAX, F.SMI) - User identifier for | data to remote fax
each function from control panel
Print - User identifier - Print(*) the U.USER
(F.PRT, F.SMI) - User identifier for | document data in
each function Private Print from
control panel
Mailbox - User identifier - Mailbox operation U.USER
Operation - User identifier for

(F.DSR, F.SMI)

each function

*Job abort for Print function is restricted to the control panel.

FDP_ACC.1(c)
Hierarchical to:
Dependencies:

FDP_ACC.1.1(c)

Subset access control
No other components.
FDP_ACF.1 Security attribute based access control

The TSF shall enforce the [assignment: access control SFP] on

[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

[assignment: access control SFP]

- PRT Access Control SFP in Table19
[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].
- the list of subjects, objects, and operations among subjects
and objects covered by the PRT Access Control SFP in Table19.

- 51 -

Copyright® 2014 by Fuji Xerox Co., Ltd



ApeosPort-1V 3065/3060/2060 tzF1l714—7vk

Table 19 PRT Access Control SFP

Object | Attribute(s) | Operation Subject Access control rule
D.DOC | +PRT Read U. USER Denied, except for his/her
Print the document own documents
data in Private When the owner identifier
Print of D.DOC matches the user
identifier, print operation is
permitted.
FDP_ACC.1 (d) Subset access control
Hierarchical to: No other components.
Dependencies: FDP_ACF.1 Security attribute based access control

FDP_ACC.1.1 (d) The TSF shall enforce the [assignment: access control SFP] on
[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

[assignment: access control SFP]

- SCN Access Control SFP in Table20

[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

- the list of subjects, objects, and operations among subjects
and objects covered by the SCN Access Control SFP in Table 20

Table 20 SCN Access Control SFP

Object | Attribute(s) | Operation Subject Access control rule
D.DOC | +SCN Read U. USER Denied, except for his/her
- Send the own documents

document data to

server

FDP_ACC.1 (e) Subset access control
Hierarchical to: No other components.
Dependencies: FDP_ACF.1 Security attribute based access control

FDP_ACC.1.1 (e) The TSF shall enforce the [assignment: access control SFP] on
[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

[assignment: access control SFP]

- CPY Access Control SFP in Table21
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[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

- the list of subjects, objects, and operations among subjects
and objects covered by the CPY Access Control SFP in Table 21

Table 21 CPY Access Control SFP

Object

Attribute(s)

Operation Subject Access control rule

D.DOC

+CPY

Read This package does not specify any access

control restriction

FDP_ACC.1 (f)
Hierarchical to:

Dependencies:

FDP_ACC.1.1 (f)

Subset access control
No other components.
FDP_ACF.1 Security attribute based access control

The TSF shall enforce the [assignment: access control SFP] on
[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

[assignment: access control SFP]

- FAX Access Control SFP in Table22

[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

- the list of subjects, objects, and operations among subjects
and objects covered by the FAX Access Control SFP in Table 22

Table 22 FAX Access Control SFP

Object | Attribute(s) Operation Subject Access control rule
D.DOC | +FAXIN Read U.USER Denied, except for his/her
- Retrieve the own documents
document data in - When the owner identifier
Mailbox of D.DOC matches the user
identifier, retrieval operation
is permitted.
+FAXOUT Read U.USER Denied, except for his/her
- Send the own documents

document data to

fax

FDP_ACC.1 (g)
Hierarchical to:

Dependencies:

Subset access control
No other components.
FDP_ACF.1 Security attribute based access control
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FDP_ACC.1.1 (g)

The TSF shall enforce the [assignment: access control SFP] on
[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

[assignment: access control SFP]

- DSR Access Control SFP in Table 23

[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

- the list of subjects, objects, and operations among subjects
and objects covered by the DSR Access Control SFP in Table
23

Table 23 DSR Access Control SFP

Object | Attribute(s)

Operation

Subject

Access control rule

D.DOC | +DSR

Read

- Retrieve the
document data in
Mailbox

U.USER

Denied, except (1) for
his/her own documents or
(2) if authorized by another
role or mechanism if such

functions are provided by a
conforming TOE

- When the owner identifier
of D.DOC matches the user
identifier, retrieval

operation is permitted.

FDP_ACC.1 (h)
Hierarchical to:
Dependencies:

FDP_ACC.1.1 (h)

Subset access control
No other components.
FDP_ACF.1 Security attribute based access control

The TSF shall enforce the [assignment: access control SFP] on
[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

[assignment: access control SFP]

- D.FUNC Access Control SFP in Table 24

[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

- the list of subjects, objects, and operations among subjects
and objects in Table 24
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Table 24 D.FUNC Operation List

Object Attribute(s) Operation Subject Access control rule
D.FUNC | - User identifier Register the U.USER When the owner
- Owner identifier | Mailbox identifier of D.FUNC

of D.FUNC

matches the user
identifier, operation to
register the Mailbox is

permitted.

FDP_ACF.1 (a)
Hierarchical to:
Dependencies:

FDP_ACF.1.1 (a)

FDP_ACF.1.2 (a)

Security attribute based access control
No other components.

FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialization

The TSF shall enforce the [assignment: access control SFP] to
objects based on the following: [assignment: list of subjects
and objects controlled under the indicated SFP, and for each,
the SFP-relevant security attributes, or named groups of
SFP-relevant security attributes].

[assignment: access control SFP]

- Common Access Control SFP in Table 16

[assignment: list of subjects and objects controlled under the
indicated SFP, and for each, the SFP-relevant security
attributes, or named groups of SFP-relevant security
attributes].

- the list of users as subjects and objects controlled under the
Common Access Control SFP in Table 16, and for each, the
indicated security attributes in Table 17

The TSF shall enforce the following rules to determine if an
operation among controlled subjects and controlled objects is
allowed: [assignment: rules governing access among
controlled subjects and controlled objects using controlled
operations on controlled objects].

[assignment: rules governing access among controlled
subjects and controlled objects using controlled operations on
controlled objects].

- rules specified in the Common Access Control SFP in
Table 16 governing access among controlled users as
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FDP_ACF.1.3 (a)

FDP_ACF.1.4 (a)

FDP_ACF.1 (b)
Hierarchical to:
Dependencies:

FDP_ACF.1.1 (b)

subjects and controlled objects using controlled
operations on controlled objects

The TSF shall explicitly authorize access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly authorize access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly authorise access of subjects to objects].

- In the U.ADMINISTRATOR process, operation to delete the
documents in all Mailbox.

- In the U.ADMINISTRATOR process, operation to delete the
incomplete document data at Copy, Scan, Fax, Print job is
permitted by Job Deletion function.

The TSF shall explicitly deny access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly deny access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly deny access of subjects to objects].
- none

Security attribute based access control
No other components.

FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialization

The TSF shall enforce the [assignment: access control SFP] to
objects based on the following: [assignment: list of subjects
and objects controlled under the indicated SFP, and for each,
the SFP-relevant security attributes, or named groups of
SFP-relevant security attributes].

[assignment: access control SFP]

- TOE Function Access Control SFP in Table 18
[assignment: list of subjects and objects controlled under the
indicated SFP, and for each, the SFP-relevant security
attributes, or named groups of SFP-relevant security
attributes].
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FDP_ACF.1.2 (b)

FDP_ACF.1.3(b)

FDP_ACF.1.4 (b)

- users and list of TOE functions and the security attribute(s)
used to determine the TOE Function Access Control SFP in
Table 19

The TSF shall enforce the following rules to determine if an
operation among controlled subjects and controlled objects is
allowed: [assignhment: rules governing access among
controlled subjects and controlled objects using controlled
operations on controlled objects].

[assignment: rules governing access among controlled
subjects and controlled objects using controlled operations on
controlled objects].

- [selection: the user is explicitly authorized by
U.ADMINISTRATOR to use a function, a user that is authorized
to use the TOE is automatically authorized to use the functions
[assignment: list of functions], [assignment: other
conditions]]

- [assignment: other conditions]

- rules specified in the TOE Function Access Control SFP in
Table 18

The TSF shall explicitly authorize access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly authorize access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly authorise access of subjects to objects].

- the user acts in the role U ADMINISTRATOR,
[assignment: other rules, based on security attributes, that
explicitly authorise access of subjects to objects].
[assignment: other rules, based on security attributes, that
explicitly authorise access of subjects to objects]

-none

The TSF shall explicitly deny access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly deny access of

subjects to objects].

[assignment: rules, based on security attributes, that
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explicitly deny access of subjects to objects].
-none

Security attribute based access control
No other components.

FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialization

The TSF shall enforce the [assignment: access control SFP] to
objects based on the following: [assignment: list of subjects
and objects controlled under the indicated SFP, and for each,
the SFP-relevant security attributes, or named groups of
SFP-relevant security attributes].

[assignment: access control SFP]

- PRT Access Control SFP in Table 19

[assignment: list of subjects and objects controlled under the
indicated SFP, and for each, the SFP-relevant security
attributes, or named groups of SFP-relevant security
attributes].

- the list of subjects and objects controlled under the PRT
Access Control SFP in Table 19, and for each, the indicated
security attributes in Table 19.

The TSF shall enforce the following rules to determine if an
operation among controlled subjects and controlled objects is
allowed: [assignment: rules governing access among
controlled subjects and controlled objects using controlled
operations on controlled objects].

[assignment: rules governing access among controlled
subjects and controlled objects using controlled operations on
controlled objects].

- rules specified in the PRT Access Control SFP in Table
19 governing access among Users and controlled
objects using controlled operations on controlled
objects.

The TSF shall explicitly authorize access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly authorize access of
subjects to objects].
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FDP_ACF.1.4(c)

FDP_ACF.1 (d)
Hierarchical to:
Dependencies:

FDP_ACF.1.1 (d)

FDP_ACF.1.2 (d)

[assignment: rules, based on security attributes, that
explicitly authorise access of subjects to objects].
-none

The TSF shall explicitly deny access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly deny access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly deny access of subjects to objects].
- none

Security attribute based access control
No other components.

FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialization

The TSF shall enforce the [assignment: access control SFP] to
objects based on the following: [assignment: list of subjects
and objects controlled under the indicated SFP, and for each,
the SFP-relevant security attributes, or named groups of
SFP-relevant security attributes].

[assignment: access control SFP]

- SCN Access Control SFP in Table 20

[assighnment: list of subjects and objects controlled under the
indicated SFP, and for each, the SFP-relevant security
attributes, or named groups of SFP-relevant security
attributes].

- the list of subjects and objects controlled under the SCN
Access Control SFP in Table 20, and for each, the indicated
security attributes in Table 20.

The TSF shall enforce the following rules to determine if an
operation among controlled subjects and controlled objects is
allowed: [assignment: rules governing access among
controlled subjects and controlled objects using controlled
operations on controlled objects].

[assignment: rules governing access among controlled
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FDP_ACF.1.3 (d)

FDP_ACF.1.4 (d)

FDP_ACF.1 (e)
Hierarchical to:
Dependencies:

FDP_ACF.1.1 (e)

subjects and controlled objects using controlled operations on
controlled objects].

- rules specified in the SCN Access Control SFP in Table
20 governing access among Users and controlled
objects using controlled operations on controlled
objects.

The TSF shall explicitly authorize access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly authorize access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly authorise access of subjects to objects].
- none

The TSF shall explicitly deny access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly deny access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly deny access of subjects to objects].
- none

Security attribute based access control
No other components.

FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialization

The TSF shall enforce the [assignment: access control SFP] to
objects based on the following: [assignment: list of subjects
and objects controlled under the indicated SFP, and for each,
the SFP-relevant security attributes, or named groups of
SFP-relevant security attributes].

[assignment: access control SFP]

- CPY Access Control SFP in Table 21

[assignment: list of subjects and objects controlled under the
indicated SFP, and for each, the SFP-relevant security
attributes, or named groups of SFP-relevant security
attributes].
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FDP_ACF.1.2 (e)

FDP_ACF.1.3 (e)

FDP_ACF.1.4 (e)

FDP_ACF.1 (f)
Hierarchical to:
Dependencies:

FDP_ACF.1.1 (f)

- the list of subjects and objects controlled under the CPY
Access Control SFP in Table 21, and for each, the indicated
security attributes in Table 21.

The TSF shall enforce the following rules to determine if an
operation among controlled subjects and controlled objects is
allowed: [assignment: rules governing access among
controlled subjects and controlled objects using controlled
operations on controlled objects].

[assignment: rules governing access among controlled
subjects and controlled objects using controlled operations on
controlled objects].

- rules specified in the CPY Access Control SFP in Table 21
governing access among Users and controlled objects using
controlled operations on controlled objects.

The TSF shall explicitly authorize access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly authorize access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly authorise access of subjects to objects].
- none

The TSF shall explicitly deny access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly deny access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly deny access of subjects to objects].
- none

Security attribute based access control
No other components.

FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialization

The TSF shall enforce the [assignment: access control SFP] to
objects based on the following: [assignment: list of subjects
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FDP_ACF.1.2 (f)

FDP_ACF.1.3 (f)

FDP_ACF.1.4 (f)

and objects controlled under the indicated SFP, and for each,
the SFP-relevant security attributes, or named groups of
SFP-relevant security attributes].

[assignment: access control SFP]

- FAX Access Control SFP in Table 22

[assignment: list of subjects and objects controlled under the
indicated SFP, and for each, the SFP-relevant security
attributes, or named groups of SFP-relevant security
attributes].

- the list of subjects and objects controlled under the FAX
Access Control SFP in Table 22, and for each, the indicated
security attributes in Table 22.

The TSF shall enforce the following rules to determine if an
operation among controlled subjects and controlled objects is
allowed: [assignment: rules governing access among
controlled subjects and controlled objects using controlled
operations on controlled objects].

[assignment: rules governing access among controlled
subjects and controlled objects using controlled operations on
controlled objects].

- rules specified in the FAX Access Control SFP in Table
22 governing access among Users and controlled
objects using controlled operations on controlled
objects.

The TSF shall explicitly authorize access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly authorize access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly authorise access of subjects to objects].
- none

The TSF shall explicitly deny access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly deny access of
subjects to objects].
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FDP_ACF.1 (g)
Hierarchical to:
Dependencies:

FDP_ACF.1.1 (g)

FDP_ACF.1.2 ()

FDP_ACF.1.3 (g)

[assignment: rules, based on security attributes, that
explicitly deny access of subjects to objects].
- none

Security attribute based access control
No other components.

FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialization

The TSF shall enforce the [assignment: access control SFP] to
objects based on the following: [assignment: list of subjects
and objects controlled under the indicated SFP, and for each,
the SFP-relevant security attributes, or named groups of
SFP-relevant security attributes].

[assignment: access control SFP]

- DSR Access Control SFP in Table 23

[assignment: list of subjects and objects controlled under the
indicated SFP, and for each, the SFP-relevant security
attributes, or named groups of SFP-relevant security
attributes].

- the list of subjects and objects controlled under the DSR
Access Control DSR in Table 23 , and for each, the indicated
security attributes in Table 23.

The TSF shall enforce the following rules to determine if an
operation among controlled subjects and controlled objects is
allowed: [assignment: rules governing access among
controlled subjects and controlled objects using controlled
operations on controlled objects].

[assignment: rules governing access among controlled
subjects and controlled objects using controlled operations on
controlled objects].

- rules specified in the DSR Access Control SFP in Table
23 governing access among Users and controlled
objects using controlled operations on controlled
objects.

The TSF shall explicitly authorize access of subjects to objects

based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly authorize access of
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FDP_ACF.1.4 (g)

FDP_ACF.1 (h)
Hierarchical to:
Dependencies:

FDP_ACF.1.1 (h)

FDP_ACF.1.2 (h)

subjects to objects].

[assignment: rules, based on security attributes, that
explicitly authorise access of subjects to objects].
- none

The TSF shall explicitly deny access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly deny access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly deny access of subjects to objects].
- none

Security attribute based access control
No other components.

FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialization

The TSF shall enforce the [assignment: access control SFP] to
objects based on the following: [assignment: list of subjects
and objects controlled under the indicated SFP, and for each,
the SFP-relevant security attributes, or named groups of
SFP-relevant security attributes].

[assignment: access control SFP]

- D.FUNC Access Control SFP in Table 24

[assignment: list of subjects and objects controlled under the
indicated SFP, and for each, the SFP-relevant security
attributes, or named groups of SFP-relevant security
attributes].

- the list of subjects and objects controlled under the D.FUNC
Access Control SFP in Table 24

The TSF shall enforce the following rules to determine if an
operation among controlled subjects and controlled objects is
allowed: [assignment: rules governing access among
controlled subjects and controlled objects using controlled
operations on controlled objects].

[assignment: rules governing access among controlled
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FDP_ACF.1.3 (h)

FDP_ACF.1.4 (h)

FDP_RIP.1
Hierarchical to:
Dependencies:

FDP_RIP.1.1

subjects and controlled objects using controlled operations on
controlled objects].
- rules specified in the D. FUNC Access Control SFP in Table 24

The TSF shall explicitly authorize access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly authorize access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly authorise access of subjects to objects].
- none

The TSF shall explicitly deny access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly deny access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly deny access of subjects to objects].
- none

Subset residual information protection
No other components.
No dependencies

The TSF shall ensure that any previous information content of
a resource is made unavailable upon the [selection: allocation
of the resource to, deallocation of the resource from] the
following objects: D.DOC, [assighment: list of objects].

[selection: allocation of the resource to, deallocation of the
resource from]

- deallocation of the resource from

[assignment: list of objects]

- none

6.1.4. Class FIA: Identification and Authentication

FIA_AFL.1 (a)
Hierarchical to:

Authentication failure handling
No other components
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Dependencies:

FIA_AFL.1.1 (a)

FIA_AFL.1.2 (a)

FIA_AFL.1 (b)
Hierarchical to:
Dependencies:

FIA_AFL.1.1 (b)

FIA_UAU.1 Timing of authentication

The TSF shall detect when [selection: [assignment: positive
integer number], an administrator configurable positive
integer within [assignment: range of acceptable values]]
unsuccessful authentication attempts occur related to
[assignment: list of authentication events].

[assignment: list of authentication events]

- key operator authentication

[selection: [assignment: positive integer number] , an
administrator configurable positive integer within
[assignment: range of acceptable values]

- [assignment: positive integer number]

-5

When the defined number of unsuccessful authentication
attempts has been [selection: met, surpassed], the TSF shall
[assignment: list of actions].

[selection: met, surpassed]

- met

[assignment: list of actions]

- never allow the control panel to accept any operation except
power cycle. Web browser is also inhibited from accepting
authentication operation until the main unit is cycled

Authentication failure handling
No other components
FIA_UAU.1 Timing of authentication

The TSF shall detect when [selection: [assignment: positive
integer number], an administrator configurable positive
integer within [assignment: range of acceptable values]]
unsuccessful authentication attempts occur related to
[assignment: list of authentication events].

[assignment: list of authentication events]

- SA authentication (with local authentication)
[selection: [assignment: positive integer number] , an
administrator configurable positive integer within
[assignment: range of acceptable values]
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FIA_AFL.1.2 (b)

FIA_AFL.1 (c)
Hierarchical to:
Dependencies:

FIA_AFL.1.1 (c)

FIA_AFL.1.2 (c)

- [assignment: positive integer number]
-5

When the defined number of unsuccessful authentication
attempts has been [selection: met, surpassed], the TSF shall
[assignment: list of actions].

[selection: met, surpassed]

- met

[assignment: list of actions]

- never allow the control panel to accept any operation except
power cycle. Web browser is also inhibited from accepting
authentication operation until the main unit is cycled.

Authentication failure handling
No other components
FIA_UAU.1 Timing of authentication

The TSF shall detect when [selection: [assignment: positive
integer number], an administrator configurable positive
integer within [assignment: range of acceptable values]]
unsuccessful authentication attempts occur related to
[assignment: list of authentication events].

[assignment: list of authentication events]

- U.NORMAL authentication

[selection: [assignment: positive integer number] , an
administrator configurable positive integer within
[assignment: range of acceptable values]

- [assignment: positive integer number]

-1

When the defined number of unsuccessful authentication
attempts has been [selection: met, surpassed], the TSF shall
[assignment: list of actions].

[selection: met, surpassed]

- met

[assignment: list of actions]

- have the control panel to display the message of
“authentication was failed” and to require reentry of the user
information. The TSF shall also have Web browser to reenter
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FIA_AFL.1 (d)
Hierarchical to:
Dependencies:

FIA_AFL.1.1 (d)

FIA_AFL.1.2 (4)

FIA_ATD.1
Hierarchical to:
Dependencies:

FIA_ATD.1.1

the user information

Authentication failure handling
No other components
FIA_UAU.1 Timing of authentication

The TSF shall detect when [selection: [assignment: positive
integer number], an administrator configurable positive
integer within [assignment: range of acceptable values]]
unsuccessful authentication attempts occur related to
[assignment: list of authentication events].

[assignment: list of authentication events]

- SA authentication(with remote authentication)
[selection: [assignment: positive integer number] , an
administrator configurable positive integer within
[assignment: range of acceptable values]

- [assignment: positive integer number]

-1

When the defined number of unsuccessful authentication
attempts has been [selection: met, surpassed], the TSF shall
[assignment: list of actions].

[selection: met, surpassed]

- met

[assignment: list of actions]

- have the control panel to display the message of
“authentication was failed” and to require reentry of the user
information. The TSF shall also have Web browser to reenter
the user information

User attribute definition
No other components.
No dependencies

The TSF shall maintain the following list of security attributes
belonging to individual users: [assignment: list of security

attributes].

[assignment: list of security attributes].
- Key Operator role

- 68 - Copyright® 2014 by Fuji Xerox Co., Ltd



FIA_SOS.1

Hierarchical to:
Dependencies:

FIA_SOS.1.1

FIA_UAU.1

Hierarchical to:
Dependencies:

FIA_UAU.1.1

FIA_UAU.1.2

FIA_UAU.7

Hierarchical to:
Dependencies:

FIA_UAU.7.1

FIA_UID.1
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- SA role
- U.NORMAL role

Verification of secrets
No other components.
No dependencies.

The TSF shall provide a mechanism to verify that secrets (SA
password and U.NORMAL password when local authentication
is used) meet [assignment: a defined quality metric].

[assignment: a defined quality metric].
Password length is restricted to 9 or more characters

Timing of authentication
No other components
FIA_UID.1 Timing of identification

The TSF shall allow [assignment: list of TSF mediated actions]
on behalf of the user to be performed before the user is
authenticated.

[assignment: list of TSF mediated actions]
- storing the fax data received from public telephone line
- storing the print job delivered from user client

The TSF shall require each user to be successfully
authenticated before allowing any other TSF-mediated actions
on behalf of that user.

Protected authentication feedback
No other components
FIA_UAU.1 Timing of authentication

The TSF shall provide only [assignment: list of feedback] to
the user while the authentication is in progress.

[assignment: list of feedback]
- display of asterisks (“*”) to hide the entered password

characters

Timing of identification
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Hierarchical to:
Dependencies:

FIA_UID.1.1

FIA_UID.1.2

FIA_USB.1

Hierarchical to:
Dependencies:

FIA_USB.1.1

FIA_USB.1.2

FIA_USB.1.3
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No other components.
No dependencies

The TSF shall allow [assignment: list of TSF-mediated actions]
on behalf of the user to be performed before the user is
identified.

[assignment: list of TSF-mediated actions]
- storing the fax data received from public telephone line
- storing the print job delivered from user client

The TSF shall require each user to be successfully identified
before allowing any other TSF-mediated actions on behalf of
that user.

User-subject binding
No other components.
FIA_ATD.1 User attribute definition

The TSF shall associate the following user security attributes
with subjects acting on the behalf of that user: [assignment:
list of user security attributes].

[assignment: list of user security attributes]
- Key Operator role

- SA role

- U.NORMAL role

The TSF shall enforce the following rules on the initial
association of user security attributes with the subjects acting
on behalf of users: [assignment: rules for the initial
association of attributes].

[assignment: rules for the initial association of attributes]
- none

The TSF shall enforce the following rules governing changes to
the user security attributes with the subjects acting on behalf

of users: [assignment: rules for the changing of attributes].

[assignment: rules for the changing of attributes]
- none
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6.1.5. Class FMT: Security Management
FMT_MOF.1 Management of security functions behavior
Hierarchical to: No other components
Dependencies: FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

FMT_MOF.1.1 The TSF shall restrict the ability to [selection: determine the
behavior of, disable, enable, modify the behavior of] the
functions [assignment: list of functions] to [assignment: the
authorized identified roles].

[selection: determine the behavior of, disable, enable, modify
the behavior of]

- disable, enable, modify the behavior of

[assignment: list of functions]

-List of security functions in Table 25

[assignment: the authorized identified roles]

-the roles listed in Table 25

Table 25 List of Security Functions

Security Functions Operation Roles

Use of password entered enable, disable U.ADMINISTRATOR

from MFD control panel in

user authentication

Access denial due to enable, disable U.ADMINISTRATOR

authentication failure of

system administrator ID

User Authentication enable, disable, modify the | UUADMINISTRATOR
behavior

Security Audit Log enable, disable U.ADMINISTRATOR

Store Print enable, disable, modify the | UUADMINISTRATOR
behavior

Internal Network Data enable, disable, modify the | UUADMINISTRATOR

Protection behavior

Customer Engineer enable, disable U.ADMINISTRATOR

Operation Restriction

Hard Disk Data Encryption | enable, disable U.ADMINISTRATOR

Hard Disk Data Overwrite | enable, disable, modify the | UUADMINISTRATOR
behavior
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Auto Clear

enable, disable U.ADMINISTRATOR

Self Test

enable, disable U.ADMINISTRATOR

FMT_MSA.1 (a)
Hierarchical to:
Dependencies:

FMT_MSA.1.1 (a)

Management of security attributes

No other components.

[FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

The TSF shall enforce the [assignment: access control SFP(s),
information flow control SFP(s)] to restrict the ability to
[selection: change default, query, modify, delete,
[assignment: other operations]] the security attributes
[assignment: list of security attributes] to [assignment: the
authorized identified roles].

[assignment: access control SFP(s), information flow control
SFP(s)]

- Common Access Control SFP in Tablel6
[selection: change default, query, modify, delete,
[assignment: other operations]]

- query, modify, delete, [assignment: other operations]
[assignment: other operations]

- creation

[assignment: list of security attributes]

- the security attributes listed in Table 17

[assignment: the authorized identified roles].

- the roles listed in Table 26

Table 26 Security Attributes and Authorized Roles

Security attributes Operation Roles

Key operator identifier modify Key Operator

SA identifier query U.ADMINISTRATOR
modify
delete, creation

General user identifier query U.ADMINISTRATOR
modify
delete, creation

Owner identifier for D.DOC (own | query, delete, U.USER

document data in Mailbox) creation
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Owner identifier of D.DOC (all query, delete Key Operator
document data in Mailbox)

Owner identifier of D.DOC (all delete SA

document data in Mailbox)

Owner identifier of D.DOC (own | query, delete, U.USER
document data in Private Print) | creation

Owner identifier of D.DOC (all query, delete U.ADMINISTRATOR
document data in Private Print)

Owner identifier of D.FUNC query, delete, U.NORMAL, SA
(Personal Mailbox) creation

Owner identifier of D.FUNC query, delete Key Operator
(Personal Mailbox)

Owner identifier of D.FUNC query, delete, Key Operator
(Shared Mailbox) creation

FMT_MSA.1 (b) Management of security attributes

Hierarchical to: No other components.

Dependencies: [FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MSA.1.1 (b) The TSF shall enforce the [assignment: access control SFP(s),
information flow control SFP(s)] to restrict the ability to
[selection: change default, query, modify, delete,
[assignment: other operations]] the security attributes
[assignment: list of security attributes] to [assignment: the
authorized identified roles].

[assignment: access control SFP(s), information flow control
SFP(s)]

- TOE Function Access Control SFP in Table 18,
[selection: change default, query, modify, delete,
[assignment: other operations]]

- query, modify ,delete ,[assignment: other operations]
[assignment: other operations]

- creation

[assignment: list of security attributes]

- the security attributes listed in Table 18

[assignment: the authorized identified roles].

- the roles listed in Table 27
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Table 27 Security Attributes and Authorized Roles (Function Access)

Security Attributes

Operation Roles

Key operator identifier

modify Key Operator

SA identifier

query, modify U.ADMINISTRATOR

delete, creation

General user identifier

query, modify U.ADMINISTRATOR

delete, creation

User identifier for each

function

query, modify U.ADMINISTRATOR

FMT_MSA.1 (c)
Hierarchical to:
Dependencies:

FMT_MSA.1.1 (c)

Management of security attributes

No other components.

[FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

The TSF shall enforce the [assignment: access control SFP(s),
information flow control SFP(s)] to restrict the ability to
[selection: change default, query, modify, delete,
[assignment: other operations]] the security attributes
[assignment: list of security attributes] to [assignment: the
authorized identified roles].

[assignment: access control SFP(s), information flow control
SFP(s)]

- PRT Access Control SFP in Table 19

[selection: change default, query, modify, delete,
[assignment: other operations]]

- query, modify, delete,[assignment: other operations]
[assignment: other operations]

- creation

[assignment: list of security attributes]

- the security attributes listed in Table 17
[assignment: the authorized identified roles].

- the roles listed in Table 28

Table 28 Security Attributes and Authorized Roles (PRT)

Security Attributes

Operation Roles

Key operator identifier

modify Key Operator
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SA identifier query, modify U.ADMINISTRATOR
delete, creation

General user identifier query, modify U.ADMINISTRATOR
delete, creation

Owner identifier of D.DOC (own query, delete, U.USER

document data in Private Print) creation

Owner identifier of D.DOC (all query, delete U.ADMINISTRATOR

document data in Private Print)

FMT_MSA.1 (d) Management of security attributes

Hierarchical to: No other components.

Dependencies: [FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MSA.1.1 (d) The TSF shall enforce the [assignment: access control SFP(s),
information flow control SFP(s)] to restrict the ability to
[selection: change default, query, modify, delete,
[assignment: other operations]] the security attributes
[assignment: list of security attributes] to [assignment: the
authorized identified roles].

[assignment: access control SFP(s), information flow control
SFP(s)]

- SCN Access Control SFP in Table 20

[selection: change default, query, modify, delete,
[assignment: other operations]]

- query, modify,delete,[assignment: other operations]
[assignment: other operations]

- creation

[assignment: list of security attributes]

- the security attributes listed in Table 17
[assignment: the authorized identified roles].

- the roles listed in Table 29

Table 29 Security Attributes and Authorized Roles (SCN)

Security Attributes Operation Roles
Key operator identifier modify Key Operator
SA identifier query, modify U.ADMINISTRATOR
delete, creation
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General user identifier

query, modify U.ADMINISTRATOR
delete,creation

Owner identifier of D.DOC (own query, delete, U.USER
document data in Mailbox) creation

Owner identifier of D.DOC (all query, delete Key Operator
document data in Mailbox)

Owner identifier of D.FUNC query, delete, U.NORMAL, SA
(Personal Mailbox) creation

Owner identifier of D.FUNC query, delete Key Operator
(Personal Mailbox)

Owner identifier of D.FUNC query, delete, Key Operator
(Shared Mailbox) creation

FMT_MSA.1 (e)
Hierarchical to:
Dependencies:

FMT_MSA.1.1 (e)

FMT_MSA.1 (f)

Management of security attributes

No other components.

[FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

The TSF shall enforce the [assignment: access control SFP(s),
information flow control SFP(s)] to restrict the ability to
[selection: change default, query, modify, delete,
[assignment: other operations]] the security attributes
[assignment: list of security attributes] to [assignment: the
authorized identified roles].

[assignment: access control SFP(s), information flow control
SFP(s)]

- CPY Access Control SFP in Table 21

[selection: change default, query, modify, delete,
[assignment: other operations]]

- none

[assignment: other operations]

- none

[assignment: list of security attributes]

- none

[assignment: the authorized identified roles].

- none

Management of security attributes
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Hierarchical to:
Dependencies:

FMT_MSA.1.1 (f)

No other components.

[FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

The TSF shall enforce the [assignment: access control SFP(s),
information flow control SFP(s)] to restrict the ability to
[selection: change default, query, modify, delete,
[assignment: other operations]] the security attributes
[assignment: list of security attributes] to [assignment: the
authorized identified roles].

[assignment: access control SFP(s), information flow control
SFP(s)]

- FAX Access Control SFP in Table 22

[selection: change default, query, modify, delete,
[assignment: other operations]]

- query, modify,delete,[assignment: other operations]
[assignment: other operations]

- creation

[assignment: list of security attributes]
- the security attributes listed in Table 17
[assignment: the authorized identified roles].

- the roles listed in Table 30

Table 30 Security Attributes and Authorized Roles (FAX)

Security Attributes

Operation

Roles

Key operator identifier

modify

Key Operator

SA identifier

query, modify
delete, creation

U.ADMINISTRATOR

General user identifier

query, modify
delete, creation

U.ADMINISTRATOR

Owner identifier of D.DOC (own
document data in Mailbox)

query, delete,
creation

U.USER

Owner identifier of D.DOC (all
document data in Mailbox)

query, delete

Key Operator

Owner identifier of D.FUNC
(Personal Mailbox)

query, delete,
creation

U.NORMAL, SA

Owner identifier of D.FUNC
(Personal Mailbox)

query, delete

Key Operator
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Owner identifier of D.FUNC query, delete, Key Operator

(Shared Mailbox)

creation

FMT_MSA.1 (g)
Hierarchical to:
Dependencies:

FMT_MSA.1.1 (g)

Management of security attributes

No other components.

[FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

The TSF shall enforce the [assighment: access control SFP(s),
information flow control SFP(s)] to restrict the ability to
[selection: change default, query, modify, delete,
[assignment: other operations]] the security attributes
[assignment: list of security attributes] to [assignment: the
authorized identified roles].

[assignment: access control SFP(s), information flow control
SFP(s)]

- DSR Access Control SFP in Table 23

[selection: change default, query, modify, delete,
[assignment: other operations]]

- query, modify ,delete,[assignment: other operations]
[assignment: other operations]

- Creation

[assignment: list of security attributes]

- the security attributes listed in Table 17
[assignment: the authorized identified roles].

- the roles listed in Table 31

Table 31 Security Attributes and Authorized Roles (DSR)

Security Attributes Operation Roles
Key operator identifier modify Key Operator
SA identifier query, modify U.ADMINISTRATOR
delete, creation
General user identifier query, modify U.ADMINISTRATOR

delete, creation

Owner identifier of D.DOC (own query, delete, U.USER
document data in Shared Mailbox) | creation

Owner identifier of D.DOC (all query, delete Key Operator
document data in Mailbox)
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Owner identifier of D.FUNC (Shared | query, delete, Key Operator

Mailbox)

creation

FMT_MSA.1 (h)
Hierarchical to:
Dependencies:

FMT_MSA.1.1 (h)

Management of security attributes

No other components.

[FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

The TSF shall enforce the [assignment: access control SFP(s),
information flow control SFP(s)] to restrict the ability to
[selection: change default, query, modify, delete,
[assignment: other operations]] the security attributes
[assignment: list of security attributes] to [assignment: the
authorized identified roles].

[assignment: access control SFP(s), information flow control
SFP(s)]

- D.Func Control SFP in Table 24

[selection: change default, query, modify, delete,
[assignment: other operations]]

- query, modify,delete,[assignment: other operations]
[assignment: other operations]

- creation

[assignment: list of security attributes]

- the security attributes listed in Table 17
[assignment: the authorized identified roles].

- the roles listed in Table 32

Table 32 Security Attributes and Authorized Roles (D.FUNC)

(Personal Mailbox)

Security Attributes Operation Roles

Key operator identifier modify Key Operator

SA identifier query, modify U.ADMINISTRATOR
delete, creation

General user identifier query, modify U.ADMINISTRATOR
delete, creation

Owner identifier of D.FUNC query, delete, U.NORMAL, SA

(Personal Mailbox) creation

Owner identifier of D.FUNC query, delete Key Operator
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Owner identifier of D.FUNC query, delete, Key Operator

(Shared Mailbox)

creation

FMT_MSA.3 (a)
Hierarchical to:
Dependencies:

FMT_MSA.3.1 (a)

Static attribute initialization

No other components.

FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

The TSF shall enforce the, [assignment: access control SFP,
information flow control SFP] to provide [selection, choose one
of: restrictive, permissive, [assignment: other property]]
default values for security attributes that are used to enforce
the SFP.

[assignment: access control SFP, information flow control SFP]
- Common Access Control SFP in Tablel6

[selection, choose one of: restrictive, permissive,
[assignment: other property]]

- [assignment: other property]

- Initialization property in Table 33

Table 33 Initialization property

Object Security Attributes Default
D.DOC Owner identifier of D.DOC Creator’s user identifier and
D.FUNC Owner identifier of D.FUNC | available user identifier

FMT_MSA.3.2 (a)

FMT_MSA.3 (b)
Hierarchical to:
Dependencies:

FMT_MSA.3.1 (b)

The TSF shall allow the [assignment: the authorized identified
roles] to specify alternative initial values to override the
default values when an object or information is created.

[assignment: the authorized identified roles]
- none

Static attribute initialization

No other components.

FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

The TSF shall enforce the [assignment: access control SFP,

information flow control SFP] to provide [selection, choose one
of: restrictive, permissive, [assignment: other property]]
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FMT_MSA.3.2 (b)

FMT_MSA.3 (c)
Hierarchical to:
Dependencies:

FMT_MSA.3.1 (c)

default values for security attributes that are used to enforce
the SFP.

[assignment: access control SFP, information flow control SFP]
- TOE Function Access control SFP in Table 18

[selection, choose one of: restrictive, permissive,
[assignment: other property]]

- [assignment: other property]

- permissive initialization property for basic functions such as
copy, print, scan, and fax as the default of security attribute.

The TSF shall allow the [assignment: the authorized identified
roles] to specify alternative initial values to override the
default values when an object or information is created.

[assignment: the authorized identified roles]
- none

Static attribute initialization

No other components.

FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

The TSF shall enforce the [assignment: access control SFP,
information flow control SFP] to provide [selection, choose one
of: restrictive, permissive, [assignment: other property]]
default values for security attributes that are used to enforce
the SFP.

[assignment: access control SFP, information flow control SFP]
- PRT Access Control SFP in Table 19

[selection, choose one of: restrictive, permissive,
[assignment: other property]]

- [assignment: other property]

- Initialization property in Table 34

Table 34 Initialization property

Object

Security Attributes Default

D.DOC Owner identifier of D.DOC Creator’s user identifier and

available user identifier

FMT_MSA.3.2 (c)

The TSF shall allow the [assignment: the authorized identified
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FMT_MSA.3 (d)
Hierarchical to:
Dependencies:

FMT_MSA.3.1 (d)

FMT_MSA.3.2 (d)

FMT_MSA.3 (e)
Hierarchical to:
Dependencies:

FMT_MSA.3.1 (e)

roles] to specify alternative initial values to override the
default values when an object or information is created.

[assignment: the authorized identified roles]
- none

Static attribute initialization

No other components.

FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

The TSF shall enforce the [assignment: access control SFP,
information flow control SFP] to provide [selection, choose one
of: restrictive, permissive, [assignment: other property]]
default values for security attributes that are used to enforce
the SFP.

[assignment: access control SFP, information flow control SFP]
- SCN Access Control SFP in Table 20

[selection, choose one of: restrictive, permissive,
[assignment: other property]]

- [assignment: other property]

- Initialization property in Table 34

The TSF shall allow the [assignment: the authorized identified
roles] to specify alternative initial values to override the
default values when an object or information is created.

[assignment: the authorized identified roles]
- none

Static attribute initialization

No other components.

FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

The TSF shall enforce the [assignment: access control SFP,
information flow control SFP] to provide [selection, choose one
of: restrictive, permissive, [assignment: other property]]
default values for security attributes that are used to enforce
the SFP.
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FMT_MSA.3.2 (e)

FMT_MSA.3 (f)
Hierarchical to:
Dependencies:

FMT_MSA.3.1 (f)

FMT_MSA.3.2 (f)

FMT_MSA.3 (g)
Hierarchical to:
Dependencies:

[assignment: access control SFP, information flow control SFP]
- CPY Access Control SFP in Table 21

[selection, choose one of: restrictive, permissive,
[assignment: other property]]

- permissive

The TSF shall allow the [assignment: the authorized identified
roles] to specify alternative initial values to override the
default values when an object or information is created.

[assignment: the authorized identified roles]
- none

Static attribute initialization

No other components.

FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

The TSF shall enforce the [assignment: access control SFP,
information flow control SFP] to provide [selection, choose one
of: restrictive, permissive, [assignment: other property]]
default values for security attributes that are used to enforce
the SFP.

[assignment: access control SFP, information flow control SFP]
- FAX Access Control SFP in Table 22

[selection, choose one of: restrictive, permissive,
[assignment: other property]]

- [assignment: other property]

- Owner identifier of Mailbox which receives the fax data from
public telephone line

The TSF shall allow the [assignment: the authorized identified
roles] to specify alternative initial values to override the
default values when an object or information is created.

[assignment: the authorized identified roles]
- none

Static attribute initialization

No other components.
FMT_MSA.1 Management of security attributes
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FMT_MSA.3.1 (g)

FMT_MSA.3.2 ()

FMT_MSA.3 (h)
Hierarchical to:
Dependencies:

FMT_MSA.3.1 (h)

FMT_SMR.1 Security roles

The TSF shall enforce the [assignment: access control SFP,
information flow control SFP] to provide [selection, choose one
of: restrictive, permissive, [assignment: other property]]
default values for security attributes that are used to enforce
the SFP.

[assignment: access control SFP, information flow control SFP]
- DSR Access Control SFP in Table 23

[selection, choose one of: restrictive, permissive,
[assignment: other property]]

- [assignment: other property]

- Initialization property in Table 34

The TSF shall allow the [assignment: the authorized identified
roles] to specify alternative initial values to override the
default values when an object or information is created.

[assignment: the authorized identified roles]
- none

Static attribute initialization

No other components.

FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

The TSF shall enforce the [assignment: access control SFP,
information flow control SFP] to provide [selection, choose one
of: restrictive, permissive, [assignment: other property]]
default values for security attributes that are used to enforce
the SFP.

[assignment: access control SFP, information flow control SFP]
- D.Func Control SFP in Table 24

[selection, choose one of: restrictive, permissive,
[assignment: other property]]

- [assignment: other property]

- Initialization property in Table 35
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Table 35 Initialization property

Object

Security Attributes Default

D.FUNC Owner identifier of D.FUNC | Creator’s user identifier and

available user identifier

FMT_MSA.3.2 (h)

FMT_MTD.1 (a)
Hierarchical to:
Dependencies:

FMT_MTD.1.1 (a)

The TSF shall allow the [assignment: the authorized identified
roles] to specify alternative initial values to override the
default values when an object or information is created.

[assignment: the authorized identified roles]
- none

Management of TSF data

No other components.

FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

The TSF shall restrict the ability to [selection: change default,
query, modify, delete, clear, [assignment: other operations]]
the [assighment: list of TSF data] to [assignment: the
authorized identified roles].

[selection: change default, query, modify, delete, clear,
[assignment: other operations]]

- query, modify, delete

[assignment: other operations]

- creation

[assignment: list of TSF data]

- TSF data listed in Table 36

[assignment: the authorized identified roles].

- selection, choose one of: Nobody, [selection:
U.ADMINISTRATOR, [assignment: the authorized identified
roles except U.NORMAL]]

- U.ADMINISTRATOR, Key Operator

Table 36 Operation of TSF Data

TSF Data Operation Roles
Data on key operator ID modify Key Operator
Data on key operator Password modify Key Operator

Data on SA ID

query, modify, delete, | UUADMINISTRATOR
creation
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Data on SA Password modify U.ADMINISTRATOR
Data on User Authentication query, modify U.ADMINISTRATOR
Data on use of password entered | query, modify U.ADMINISTRATOR

from MFD control panel in user
authentication

Data on minimum user password | query, modify U.ADMINISTRATOR
length

Data on Store Print query, modify U.ADMINISTRATOR
Data on Access denial due to query, modify U.ADMINISTRATOR

authentication failure of system
administrator

Data on Security Audit Log query, modify U.ADMINISTRATOR

Data on Internal Network Data query, modify, delete | UUADMINISTRATOR
Protection

Data on Customer Engineer query, modify U.ADMINISTRATOR
Operation Restriction

Data on Hard Disk Data query, modify U.ADMINISTRATOR
Encryption

Data on Hard Disk Data query, modify U.ADMINISTRATOR
Overwrite

Data on date and time query, modify U.ADMINISTRATOR
Data on Auto Clear query, modify U.ADMINISTRATOR
Data on Self Test query, modify U.ADMINISTRATOR
Data on Report Print query, modify U.ADMINISTRATOR

FMT_MTD.1 (b) Management of TSF data
Hierarchical to: No other components.
Dependencies: FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MTD.1.1 (b) The TSF shall restrict the ability to [selection: change default,
query, modify, delete, clear, [assignment: other operations]]
the [assighment: list of TSF data] to [assignment: the
authorized identified roles].

[selection: change default, query, modify, delete, clear,
[assignment: other operations]]

- query, modify, delete

[assignment: other operations]

- creation

[assignment: list of TSF data]
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- list of TSF data associated with a U.NORMAL or TSF Data
associated with documents or jobs owned by a U.NORMAL in
Table 37

[assignment: the authorized identified roles].

- selection, choose one of: Nobody, [selection:
U.ADMINISTRATOR. U.NORMAL to whom such TSF data is
associated].

- U.ADMINISTRATOR, U.NORMAL to whom such TSF data is
associated

Table 37 Operation of TSF Data

TSF Data Operation Roles
Data on General user ID | query, modify, delete, U.ADMINISTRATOR
creation
Data on General user modify U.ADMINISTRATOR ,
Password U.NORMAL
FMT_SMF.1 Specification of Management Functions

Hierarchical to:
Dependencies:

FMT_SMF.1.1

No other components.
No dependencies.

The TSF shall be capable of performing the following
management functions: [assignment: list of management
functions to be provided by the TSF].

[assignment: list of management functions to be provided by
the TSF]
- Security Management Functions listed in Table 38

Table 38 Security Management Functions Provided by TSF

Relevant SFR Management Function Management items defined by
CcC

FAU_GEN.1 Management of data on Security There are no management
Audit Log settings activities foreseen.

FAU_GEN.2 - There are no management

activities foreseen.

FAU_SAR.1 Management of data on key a) maintenance (deletion,

operator and SA (ID and password) | modification, addition) of the

group of users with read access
right to the audit records.

FAU_SAR.2 -

There are no management
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activities foreseen.

FAU_STG.1 - There are no management

activities foreseen.

FAU_STG.4 none a) maintenance (deletion,
Reason: The control parameter of | modification, addition) of actions
audit log is fixed and is not to be taken in case of audit
managed storage failure.

FCS_CKM.1 - There are no management

activities foreseen.

FCS_COP.1 Management of data on Hard Disk | There are ho management

Data Encryption

activities foreseen.

FDP_ACC.1(a)
FDP_ACC.1(b)
FDP_ACC.1(c)
FDP_ACC.1(d)
FDP_ACC.1(e)
FDP_ACC.1(f)
FDP_ACC.1(g)
FDP_ACC.1(h)

There are no management
activities foreseen.

FDP_ACF.1(a)

- Management of user identifier

- Management of owner identifier of
D.DOC

- Management of owner identifier of
D.FUNC

- Management of function and data
on Store Print

a)Managing the attributes used
to make explicit access or denial
based decisions.

FDP_ACF.1(b)

- Management of user identifier

- Management of owner identifier of
function

- Management of data on Store
Print

FDP_ACF.1(c)

- Management of user identifier

- Management of owner identifier of
D.DOC

- Management of data on Store
Print
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FDP_ACF.1(d)
FDP_ACF.1(f)
FDP_ACF.1(g)

- Management of user identifier

- Management of owner identifier of
D.DOC

- Management of owner identifier of
D.FUNC

- Management of data on Store
Print

FDP_ACF.1(e)

none
Reason: there are no additional
security attributes and is not
managed.

FDP_ACF.1(h)

- Management of user identifier
- Management of owner identifier of
D.FUNC

FDP_RIP.1

Management of data on Hard Disk
Data Overwrite

a) The choice of when to perform
residual information protection
(i.e. upon allocation or
deallocation) could be made
configurable within the TOE.

FIA_AFL.1(a)
FIA_AFL.1(b)

Management of data on access
denial due to authentication failure
of system administrator

a) Management of the threshold
for unsuccessful authentication
attempts;

FIA_AFL.1(c)
FIA_AFL.1(d)

none
Reason: The function is fixed and is
not managed.

b) Management of actions to be
taken in the event of an
authentication failure.

FIA_ATD.1 none a) If so indicated in the
Reason: there are no additional assignment, the authorized
security attributes and there are no | administrator might be able to
additional security attributes to be | define additional security
managed. attributes for users.

FIA_SOS.1 none a) the management of the metric
Reason: The metric is fixed and is | used to verify the secrets.
not managed.

FIA_UAU.1 - Management of data on use of a) Management of the

password entered from MFD control
panel in user authentication.

- Management of data on key
operator, SA, and general user

( password)

- Management of data on user
authentication.

authentication data by an
administrator;

b) Management of the
authentication data by the
associated user;

c) Managing the list of actions
that can be taken before the user
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- Management of data on minimum
user password length

is authenticated.

FIA_UAU.7 - There are no management
activities foreseen.
FIA_UID.1 - Management of data on key a) The management of the user
operator, SA, and general user (ID) | identities.
- Management of data on user b) If an authorised administrator
authentication. can change the actions allowed
before identification, the
managing of the action lists.
FIA_USB.1 none a) an authorized administrator
Reason: action and security can define default subject
attributes are fixed and are not security attributes.
managed. b) an authorized administrator
can change subject security
attributes.
FMT_MOF.1 Management of data on Customer | a) Managing the group of roles

Engineer Operation Restriction

that can interact with the
functions in the TSF;

FMT_MSA.1(a)
FMT_MSA.1(b)
FMT_MSA.1(c)
FMT_MSA.1(d)
FMT_MSA.1(e)
FMT_MSA.1(f)
FMT_MSA.1(g)
FMT_MSA.1(h)

none
Reason: The role group is fixed and
is not managed

a) managing the group of roles
that can interact with the
security attributes;

b) management of rules by
which security attributes inherit
specified values.

FMT_MSA.3(a)
FMT_MSA.3(b)
FMT_MSA.3(c)
FMT_MSA.3(d)
FMT_MSA.3(e)
FMT_MSA.3(f)
FMT_MSA.3(g)
FMT_MSA.3(h)

none
Reason: The role group is only a
system administrator and is not
managed.

a) managing the group of roles
that can specify initial values;

b) managing the permissive or
restrictive setting of default
values for a given access control
SFP;

¢) management of rules by which
security attributes inherit
specified values.

FMT_MTD.1(a)

- Management of data on Customer
Engineer Operation Restriction

- Management of data on Report
Print

a) Managing the group of roles
that can interact with the TSF
data.
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FMT_MTD.1(b) | none
Reason: The role group is fixed and
is not managed

FMT_SMF.1 - There are no management
activities foreseen.

FMT_SMR.1 none a) Managing the group of users
Reason: The role group is fixed and | that are part of a role.
is not managed

FPT_STM.1 - Management of time and data. a) management of the time.

FPT_TST.1 - Management of data on Self Test. | a) management of the conditions
under which TSF self testing
occurs, such as during initial
start-up, regular interval, or
under specified conditions;

b) management of the time
interval if appropriate.

FTA_SSL.3 - Management of data on Auto a) specification of the time of
Clear. user inactivity after which
termination of the interactive
session occurs for an individual
user;

b) specification of the default
time of user inactivity after
which termination of the
interactive session occurs.

FTP_ITC.1 - Management of data on Internal | a) Configuring the actions that
Network Data Protection. require trusted channel, if

supported.

FPT_FDI_EXP.1 | none a) Definition of the role(s) that
Reason: The role and transfer are allowed to perform the
conditions are fixed and are not management activities;
managed. b) Management of the conditions

under which direct forwarding
can be allowed by an
administrative role;

¢) Revocation of such an

allowance.
FMT_SMR.1 Security roles
Hierarchical to: No other components.
Dependencies: FIA_UID.1 Timing of identification
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FMT_SMR.1.1

FMT_SMR.1.2

The TSF shall maintain the roles [assignment: the authorized
identified roles].

[assignment: the authorized identified roles]
- U.ADMINISTRATOR, U.NORMAL, key operator, SA

The TSF shall be able to associate users with roles, except for
the role "Nobody” to which no user shall be associated.

6.1.6. Class FPT: Protection of the TSF

FPT_FDI_EXP.1
Hierarchical to:
Dependencies:

FPT_FDI_EXP.1.1

FPT_STM.1
Hierarchical to:
Dependencies:
FPT_STM.1.1

FPT TST.1
Hierarchical to:

Dependencies:

FPT_TST.1.1

Restricted forwarding of data to external interfaces
No other components.

FMT_SMF.1 Specification of Management Functions
FMT_SMR.1 Security roles.

The TSF shall provide the capability to restrict data received on
[assignment: list of external interfaces] from being forwarded
without further processing by the TSF to [assignment: list of
external interfaces].

[assignment: list of external interfaces]
- any external interfaces

[assignment: list of external interfaces]
- any Shared-medium interfaces

Reliable time stamps

No other components.

No dependencies.

The TSF shall be able to provide reliable time stamps.

TSF testing
No other components.
No dependencies.

The TSF shall run a suite of self tests [selection: during initial
start-up, periodically during normal operation, at the request
of the authorised user, at the conditions [assignment:

conditions under which self test should occur]] to demonstrate
the correct operation of [selection: [assignment: parts of TSF],
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the TSF].

[selection: during initial start-up, periodically during normal
operation, at the request of the authorised user, at the
conditions [assignment: conditions under which self test
should occur]]

- at the conditions [assignment: conditions under which self
test should occur]

[assignment: conditions under which self test should occur]
- at initiation under which self test is set

[selection: [assignment: parts of TSF], the TSF].

- [assignment: parts of TSF]

- TSF executable code

The TSF shall provide authorised users with the capability to
verify the integrity of [selection: [assignment: parts of TSF
data], TSF data].

[selection: [assignment: parts of TSF data], TSF data]
- [assignment: parts of TSF data]
- TSF data (excluding audit log data, and present time data)

The TSF shall provide authorised users with the capability to
verify the integrity of [selection: [assignment: parts of TSF],
TSF].

[selection: [assignment: parts of TSF], TSF]
- [assignment: parts of TSF]
- TSF executable code in program ROM

6.1.7. Class FTA:TOE Access

FTA_SSL.3
Hierarchical to:
Dependencies:
FTA_SSL.3.1

TSF-initiated termination

No other components.

No dependencies.

The TSF shall terminate an interactive session after a
[assignment: time interval of user inactivity].

[assignment: time interval of user inactivity]

- Auto clear time can be set to 10 to 900 seconds on the
control panel.
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- Login timeout from CWIS is fixed to 20 minutes.
- There is no inactive time with printer/fax driver.

6.1.8. Class FTP: Trusted Path/Channels

FTP_ITC.1
Hierarchical to:
Dependencies:

FTP_ITC.1.1

FTP_ITC.1.2

FTP_ITC.1.3

Inter-TSF trusted channel
No other components.
No dependencies.

The TSF shall provide a communication channel between itself
and another trusted IT product that is logically distinct from
other communication channels and provides assured
identification of its end points and protection of the channel
data from modification or disclosure.

The TSF shall permit [selection: the TSF, another trusted IT
product] to initiate communication via the trusted channel.

[selection: the TSF, another trusted IT product]
- the TSF, another trusted IT product

The TSF shall initiate communication via the trusted channel
for [assignment: list of functions for which a trusted channel is
required].

[assignment: list of functions for which a trusted channel is
required].

- communication of D.DOC, D.FUNC, and D.CONF over any
Shared-medium Interface
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6.2. tF1UT(RIEEH (Security Assurance Requirements)
Table 39 [CEF1UT/REIEH ZEERT B,
A TOE OFHEREELNIVE EAL3 THD, EBmLiztFaUr(RiEIVR—% Y M. ALC_FLR.2 TH
D,
Table 39 tXa)T1{RIEEH
REEDIA RELAVIR—RV b
ADV_ARC.1 Security architecture description
ADV: Functional specification with complete
Development ADV_FSP.3 summary
ADV_TDS.2 Architectural design
AGD: AGD_OPE.1 Operational user guidance
Guidance )
AGD_PRE.1 Preparative procedures
documents
ALC_CMC.3 Authorization controls
Implementation representation CM
ALC: ALC_CMS.3 coverage
Life-cycle ALC_DEL.1 Delivery procedures
support ALC_DVS.1 Identification of security measures
ALC_FLR.2 Flaw reporting procedures
ALC_LCD.1 Developer defined life-cycle model
ASE_CCL.1 Conformance claims
ASE_ECD.1 Extended components definition
ASE: ASE_INT.1 ST introduction
Security Target | ASE_0OBJ.2 Security objectives
evaluation ASE_REQ.2 Derived security requirements
ASE_SPD.1 Security problem definition
ASE_TSS.1 TOE summary specification
ATE_COV.2 Analysis of coverage
ATE: ATE_DPT.1 Testing: basic design
Tests ATE_FUN.1 Functional testing
ATE_IND.2 Independent testing - sample
AVA:
Vulnerability AVA_VAN.2 Vulnerability analysis
assessment
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tX1)T1EHER (Security Requirement Rationale)

TX1UTHEREEHARHL (Security Functional Requirements Rationale)

Table 40 t¥aUTHREEHELTAUTRIERA SO SRR

Objectives

SFRs

0.DOC.NO_DIS

0.DOC.NO_ALT

O.FUNC.NO_ALT

O.PROT.NO_ALT

O.CONF.NO_ALT

0O.CONF.NO_DIS

O.USER.AUTHORIZED

O.AUDIT_ACCESS.AUTHORIZED

O.AUDIT_STORAGE.PROTECTED
O.CIPHER

O.INTERFACE.MANAGED
O.SOFTWARE.VERIFIED

FAU_GEN.1

FAU_GEN.2

S| < |0.AUDIT.LOGGED

FAU_SAR.1

AN

FAU_SAR.2

FAU_STG.1

FAU_STG.4

FCS_CKM.1

FCS_COP.1

FDP_ACC.1 (a)

FDP_ACC.1 (b)

FDP_ACC.1 (c)

FDP_ACC.1 (d)

FDP_ACC.1 (e)

FDP_ACC.1 (f)

FDP_ACC.1 (g)

NN ENIENEN

FDP_ACC.1 (h)

FDP_ACF.1 (a)

FDP_ACF.1 (b)

FDP_ACF.1 (c)

FDP_ACF.1 (d)
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Objectives

SFRs

0.DOC.NO_ALT

O.FUNC.NO_ALT

O.PROT.NO_ALT

O.CONF.NO_ALT

0O.CONF.NO_DIS

O.USER.AUTHORIZED

O.AUDIT_ACCESS.AUTHORIZED

O.AUDIT_STORAGE.PROTECTED
O.CIPHER

O.SOFTWARE.VERIFIED

O.INTERFACE.MANAGED
O.AUDIT.LOGGED

FDP_ACF.1 (e)

FDP_ACF.1 (f)

FDP_ACF.1 (g)

< | S| N[0.DOC.NO_DIS

FDP_ACF.1 (h)

FDP_RIP.1

FIA_AFL.1 (a)

FIA_AFL.1 (b)

FIA_AFL.1 (c)

FIA_AFL.1 (d)

ST S

FIA_ATD.1

FIA_SOS.1

FIA_UAU.1

\

FIA_UAU.7

AN

FIA_UID.1

FIA_USB.1

DN N N N N N B N B N B N RN

FMT_MOF.1

FMT_MSA.1 (a)

FMT_MSA.1 (b)

FMT_MSA.1 (c)

FMT_MSA.1 (d)

FMT_MSA.1 (e)

FMT_MSA.1 (f)

FMT_MSA.1 (g)

NIENENENIEN

FMT_MSA.1 (h)

FMT_MSA.3 (a)

FMT_MSA.3 (b)

FMT_MSA.3 (c)

FMT_MSA.3 (d)
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Objectives

SFRs

O.PROT.NO_ALT

O.CONF.NO_ALT

0O.CONF.NO_DIS

0.DOC.NO_ALT

O.FUNC.NO_ALT
O.AUDIT_ACCESS.AUTHORIZED

O.AUDIT_STORAGE.PROTECTED
O.CIPHER

O.USER.AUTHORIZED
O.INTERFACE.MANAGED
O.SOFTWARE.VERIFIED
O.AUDIT.LOGGED

FMT_MSA.3 (e)

FMT_MSA.3 (f)

FMT_MSA.3 (g)

< | S| N[0.DOC.NO_DIS

FMT_MSA.3 (h) v

FMT_MTD.1 (a)

FMT_MTD.1 (b)

FMT_SMF.1

FMT_SMR.1

AN NN B NI BN
AN N B NE RN
SN TX X

FPT_FDI_EXP.1

FPT_STM.1

FPT_TST.1

FTA_SSL.3

FTP_ITC.1

Table 41 L¥1UT4 R EAEHICLIF1) T4 BEBEZ (IR ML

TXaIT R E

TFIT R E AR AL

O.AUDIT.LOGGED
(BEEAXY bOECERE
REISNIZTDER)

O.AUDIT.LOGGED (3 TOE R - tF21UT4ICRNBI1 RV bOOT Z4ERL -
L, EROBVARELRHR - RS EBCH KA HTHS,
AeF2UT AR AHERERTHEHICE,

FAU_GEN.1 [CLNEERRAIAY MR LTEF ) TABEEOT TN E RS
ns.

RIELT L0 ER IR TERICINERRIFETHS.

FAU_STG.4: E¥1UT(4BEEQT TS0 M HIIE E THIIEM. EFIE
ENRICANIESN D,

FCS_CKM.1:BESRERDKBISEERFICIS LS
FCS_COP.1:BESLDKERIF YT AT—ARELTERIGEND

FMT_MSA.3: 774V ME. JL—ILOZEE (T

FAU_GEN.2, FIA_UID.1 [CINBEERRERE. TORACLBLFAED
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TXaT R &

THIT R E AR AL

HAEERICREE R T,

FPT_STM.1 (C&D TOE O OEELIAYIERNT, EEMRIAY bedt
(CR4 LARYTHEE BN (CRE RSN S,

L EDtF1) TR EHCIN R A ERBTENTES,

O.SOFTWARE.VER
IFIED

(VIMII7 LMD
1R3L)

O.SOFTWARE.VERIFIED (& TOE BE&®MX{71— FOBHRIDFIEZIR
HIIRAEKHEHTHS.

AEF1UTARAHERERTHEHICE.

FPT_TST.1(C&D TSFE4TI- FELU TSF T-ADT L ZREET 572D E
ETAMEREEREENRCRE LRITI SN TES,

L EDEF1) TR EHRICINR RS SHERBIZT ENTES,

O.INTERFACE.MA
NAGED

(BB B—D1—AD
E1E)

O.INTERFACE.MANAGED (FtFaUF4R)I—(CH->THERS VA—T1—2R

DREFEEETIRRAHTHD,

AKeF1 )T R RAHEERT NI,

FIA_AFL.1(a)ICkDnHt & 2 & SRS DR AL R BRBF(C. FIA_AFL.1(b)IC&LD

SA DB R BT (AR R FRRLRF ) ICEREE R BRIC LD 7D EAE B B $5 DEREEIC

KB ULIZE . BiR OFF/ON K" B(ZRD, EHE UK BEC,

FIA_AFL.1 (c)ICEN—AFI A& SRELRF DFRAE K BUBF(C. FIA_AFL.1 (d)IC

&0 SA SRELRE DERAE S BB (S EREREERF ) (. /S AT — ROVIE LKLV B DAY

t—IJRRLC. NAT—FOBANEEKRT S,

FIA_UAU.1.FIA_UID.1 [CINEELG—RAAEBESLVVATLEEEEH

BT BIHIC. CWIS ADT7HEABIC 1Y — R RN ITHND,

FIA_UAU.7 [CEN1—H—FBREICRLCEREE 71— R)WDIIRESN B DT, /TR

J— ROiFRRIEEAIFS,

FTA_SSL.3 (LD, CWIS [c—
BRMEEKRTS,

TIUR—RSANEDEYaVvE R BT TICERNBEEEBICEY aVERTT

%o

FPT_FDI_EXP.1 (ZED4 &R VA—T1— AW DDZIET—ADAE LY FT—DHA

DFAIENBVEREZHIRT B,

LU EDCFIUTHBEEHICEDR KA ER/ZTENTED,

ERROPI AN EMSSBATAVEDUPL

0.USER.AUTHORI
ZED

(—RRF AELEESE
0 TOE f# D)

O.USER.AUTHORIZED (3 TOE OfE A% § 381, HAENEF1)T1
RUY—(CRHOTHERRZ T 5 SN THN. ZDFRILEH A ERHD XK A EH THD,
REF1)T4R R A EETRTHHICIE.

FDP_ACC.1(b). FDP_ACF.1(b)IcN1—H—# IR EEMHETHET. 3
ASNEFIREDH CEREEENIRIEZEF T T,
FIA_AFL.1(a)lcENHi & 2% S SE DR S BRBS(C. FIA_AFL.1(b)ICdD
SA DEBEE sk BB (AR SREEES ) (CRRAI A BRICLB T I EAE B B S OREEIC
KEULIZEE . BiIR OFF/ON A E(CEN. EfG LI E =A<,

FIA_AFL.1 (c)ICED— iR I F & SRR D3R 5TE S BUBF(C. FIA_AFL.1 (d)IC
&0 SA REERFDEREE S BABS (S EREREERS) (S, “INAD— FH IE LKIE LV B DAY
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TXaT R &

THIT R E AR AL

t—IBRRULC. AT FOBAAEEKRT D,

FIA_ATD.1. FIA_USB.1 [CIDiMEEERE], SA RE. —BFAER
B|EMEIFTRIEICED, BRI SN AEDOH (CHT I M EEINL T,
FIA_SOS.1 (2D, SA t— & FIAEZEDR/INNNAT—FREFIET S,
FIA_UAU.1, FIA_UID.1 [CINESLE—BAAESLVVATLEEE RS
AT RO, BENRILDODOTHEARIC - — A FREENTHN D,
FIA_UAU.7 [C&D1—H—8REECRIL TR 71— KSR ENZD T, /SR
D—ROiRBIEITFS,

FMT_MSA.1(b)IC&NEF1UT/ BHDELENOE . RZE. HIR. (EREEE
ECE

FMT_MSA.3 (b)Ic&NE LT 74 MEEEET 3,

FMT_SMR.1 (LN EESE . SA, VATLEEE ., —RFIHEOERENTH
BFEINT, 20X BINBEER FoND,

FTA_SSL.3 (CENBENRIVC—ERFFEOT7IE AN TGS (FIRENRILD
BREEDUZLEFRIIZERT D,
UEDtF1UT BB B HICEDR R A S ERZT ENTES,

0.DOC.NO_DIS
(FIREXET-530
T ERTRE)

O.DOC.NO_DIS ¥ TOE ## R0 LA ERRKENMS User Document
Data Z5F3 X KA EHTH.

AKeF1 )T R RAEHERRT NI,

FDP_RIP.1 [CEDAEBN— FTFAADEBICEESNZFAEFHAXET 0. L
AIOERONBZFIATELRT S,

FDP_ACC.1(a),FDP_ACC.1(c), FDP_ACC.1(d), FDP_ACC.1(e),
FDP_ACC.1(f), FDP_ACC.1(g), FDP_ACF.1(a),FDP_ACF.1(c),
FDP_ACF.1(d), FDP_ACF.1(e), FDP_ACF.1(f), FDP_ACF.1(g) ,
FIA_UID.1 [C&NI1—H—BAIEEETHET, SFaISnNizFIAEBEOHIC.
User Document Data QiEE%HA[ T3,
FMT_MSA.1(a),FMT_MSA.1(c),FMT_MSA.1(d). FMT_MSA.1(e).
FMT_MSA.1(f),FMT_MSA.1(g)lc&ntF 1T EBHOBVNEHE , RE.
HIBR. ERNZEET D,

FMT_MSA.3 (a),FMT_MSA.3 (c),FMT_MSA.3 (d),FMT_MSA.3
(e),FMT_MSA.3 (f), FMT_MSA.3 (g)lc&NBEILF74)l MEE S ET 3,
FMT_SMR.1 [CINHEMEEE . SA. VATLEEE ., — A AZEO®RBTH
Ban T, t0&EINEEM ToNB,

FMT_SMF.1 (C&D TOE £¥1)T1EEHEEZ I ATLEEEBENRETS,
FTP_ITC.1 [CLD TOE & IT FOAD MDA ER %Y FO—H L &N 5 User
Document Data 2 ZEh o RETHHIC. BIET—AESLTOMIVICH G
33,

LU EDCFIUTBBEBEBICEDR R A S ER/ZTENTED,

0.DOC.NO_ALT,
(FIREXET-H20

O.DOC.NO_ALT (&, TOE ##ER DR WARIERZHS DB User Document
Data =3 xR A E#HTHD.
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TXaT R &

THIT R E AR AL

FEHRSHRE)

AKeF1 )T R RAEHERRT NI,

FDP_ACC.1(a). FDP_ACF.1(a), FIA_UID.1 ([C&D1—Y—#HI==EET S
CET, HFaSNEFBAEDHIC, User Document Data DIZEEHFAT T3,
FMT_MSA.1(a)lcdhtFaUT(BHEORIVAEDE. R E. Ik, EREEE
33,

FMT_MSA.3 (a)lc&D@tI BT 74 MEZEET 3,

FMT_SMR.1 [CINHMEEE . SA. VATLEESE . —RFIAEOREIH
BaEnT. z0REINEEM ToND,

FMT_SMF.1 (C&D TOE CF1UT1 EBEEEZ VY ATLEEENRH TS,
FTP_ITC.1 [C&D TOE & IT FOAYD MEDAERRY FJD—H L &N % User
Document Data #ZBh H{RE T 27H(C. BIET—HEELTOFIUTH IS
33,

U EDCFIUTHBEBHICEDR KA S ER/TENTED,

O.FUNC.NO_ALT
(R AEEET 30
TEHSHIRE)

O.FUNC.NO_ALT (. TOE ##R DB WA EB KRS DB User Function
Data Z=FdX KA TH3.

AKeF1 )T R RAHEERRTHENHICE.
FDP_ACC.1(a),FDP_ACC.1(h). FDP_ACF.1(a),FDP_ACF.1(h),
FIA_UID.1 [CED1—HY - ZEETHET. EFaISNLFIAEZDOHIC.
User Function Data Qig{E%E7rI 9%,

FMT_MSA.1(a) ,FMT_MSA.1(h)[CdDtF1UT BHOBLEHE . K.
HIBR. ERNZEET D,

FMT_MSA.3 (a),FMT_MSA.3 (h)IC&D@EI BT I4IL MEEE BT S,
FMT_SMR.1 [CINEMEERE. SA. YVATLEERE . —RFAIRAEZEORETH
BaEnT. z0REINEEM ToND,

FMT_SMF.1 (C&D TOE EF1 T4 EBEEEZ VAT LEBENRET S,
FTP_ITC.1 [C&D TOE & IT FOAD MEOAERRY M- L& N% User
Function Data #Z BN bRETILHIC. BIET-ABEELTONIVICHET
%,

U EDEFIUTBBEBEHICEDR R A S ER/IZTENTES,

0.PROT.NO_ALT,
(TSF F—HOFRE K
ShiRE)

O.PROT.NO_ALT (¥ TOE ##ERDHB VAR IER RSN TSF Data &57%xt
EKHEHTHD.

AF1UT R RAHEERTIEHICIE.

FIA_UID.1 [CEN1—T—#ANZEET I LT, BFRISNLE VAT LEBELZT
[C. TSF Data O {EZzEFaIT 5,

FMT_MOF.1 [C&N 1) T HEEDEMERE L BLUBBEDEEIX. VAT L
BEELZFCBELTCNSDT, YVATLEEEL(FHIHIPREIND,
FMT_MTD.1(a)lC&N 1T HEEDHRERE (L. VAT LEBEZFICR
ELTLBNDT, TOE FBRET-ADKRER. YATLEBELFICHIBRENS,
FMT_MTD.1(b)Ic&N—fgFIFE ID OREG. VAT LEBELFHAEICR
ELTWS,
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TXaT R &

THIT R E AR AL

FMT_SMF.1 (&N TOE 1) T HEEN EEBBEEDR TR, YATLEEEA
BtT3,

FMT_SMR.1 [CINHEMEEE . SA. VATLEEE ., — A AEZEO®BTH
BFSnT, 20ZENEEF TN,

FTP_ITC.1IC&N TOE & IT 704D FREDRERRY FD—D E %N % TOE 3% 5E
TREERENORETIENIC. BET-IBSLTORIICHET B,

L EDEF1 )T BB S ICIDR R A ER/ LT ENTED,

0.CONF.NO_DIS,
0.CONF.NO_ALT
(TSF F—5DFEK
ShBLURERTR
7€)

0.CONF.NO_DIS, O.CONF.NO_ALT (£ TOE %#[ENHG AR IERLRE# vk
Shh b D.CONF &5F3 5 KA # THD,

A1) TR RAMEETRT DI,

FIA_UID.1 [C&N1—Y—#AIEEET S ET, BFRISNIZRIABLIFIC,
D.CONF D#{EzEFrI 7%,

FMT_MOF.1 [CENTEF1UT(HBEDEMERFLL . BLUBBEDREX. VAT L
EEELFICBELTVNBDT, YVATLEBELZ(FICHEIND,
FMT_MTD.1(a)IC&NEF1)T1BREDHEBEER B, VAT LEBELIFICR
FELTLSDT, D.CONF OFILVENE ., EIE. YATLEBEFLIFTHIEBIN
%,

FMT_MTD.1(b)ICEN—fEFIAED ID E)SAV—ROHREF. YATLEEELE
FAHEICRELTS,

FMT_SMF.1 [C&D TOE €F 1) T/ HEEDEERREDR T Z . BFAISN/ZFI A
BENRETS,

FMT_SMR.1 [CENEEMEERE . SA. VATLEEE ., —RFIAEORE|IH
Ban T, t0&EINEEM ToND,

FTP_ITC.1(ZED TOE & IT FOAD MDA ERRY FI—D EETRNZ X171
BEEOJT—3BLU D.CONF ZEBhHIRETZHIC. BIETAESLTO
FVIERTET B,

LU EDEFIUTHBEEHICEDR R A S ER/ZTENTED,

O.AUDIT_STORAG
E.PROTECTED

O.AUDIT_STORAGE.PROTECTED (B &L HEEREDL VDL - HIBR-
EENOTFIRNKAEHTHD,

AEF1UTI R RAHERRTHLEHICE.

FAU_STG.1 [CLNEEEOT TP/ VICHEMEN TS X1 T(BEENY T4 %,
FEBHIBRPHRENLRET S,

FAU_STG.4 [CLNEEOTNEMRICIE1ZEFC, REE VM LAY T TN
NEEENTE EEEHIRLT HLLWEEIRV M, BEEOT 771 BT
%

L EDEF1) TR CINM R AR ERBT ENTES,

O.AUDIT_ACCESS
.AUTHORIZED

O.AUDIT_ACCESS.AUTHORIZED (3B B FREHRNMERDHEIEICLTD
#. BEMBEFIVTHERERANT B AHICHMEINIIIICTIRMERAEHTH
3o

AEF1)T4 R RAEHERETHHICE,
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TXaT R &

THIT R E AR AL

FAU_SAR.1 [CIDEFRISN TS VAT LEEEX EEOT 771 o0+
UT41BEENT T -0 H H U EEE IR T 5.

FAU_SAR.2 [CIDEFRISN TS VAT LEBEUSNOEENTIANDT7IEAZ
#it93,

L EDEF1) TR HCINM R AR ERBT ENTES,

O.CIPHER

O.CIPHER [ZREN— FTAADEEICEFEIN TS XET 2. FIRFEH X
ET-REROH UTHEIHRIGVLIC, REN—- FT/ADEE LICEHET
NHTHEESILTIREAEHTHS.
AEF1UTI R RAHERRTHEHICE.

FCS_CKM.1 [CIDNIEE SNz 256 EVMDEE S RRICHEST, SR ERS
ns.

FCS_COP.1 [C&NRHONEES I TIXLEE SRR T, XET—IERED
N=RTAADEBENEET HRCHESE SN, i H UFCES1ESh3,

U EDEF1)T BB S CIIM R A S EMICT ENTES,

6. 3. 2.

IREFMHEOREE (Dependencies of Security Functional Requirements)

THAVTHEREEG MLV HAEERS . SITREFRFRERER UGV REE 4L IRTFEFRNE
EENBTHREN B MR#LE, Table 42 [CRE# T B,

Table 42 tFaUT/HEEEHIVIR—2 Y bOEREFM

WREEHIVR—2V b

REFHEOEEEEHIVR—F Vb

BEUHBIVERET

mELCOVSES  (REMEBELTCVEVEHEZOESE

FAU_GEN.1

Audit data generation

FPT_STM.1 -

FAU_GEN.2
User identity
association

FAU_GEN.1
FIA_UID.1

FAU_SAR.1
Audit review

FAU_GEN.1 -

FAU_SAR.2
Restricted audit
review

FAU_SAR.1 -

FAU_STG.1

storage

Protected audit trail

FAU_GEN.1 -

FAU_STG.4

data loss

Prevention of audit

FAU_STG.1 -
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WREEHIVR—2V b

REFEOMAEZRGHIVR—2 Vb

BEUBIUEHLTH WEULCLVDESE KEMEHERELCVEVEGCZOIE S
FCS_CKM.4:
FCS_CKM.1 E5#(E MFD OFEENRF(CAE SN, DRAMFEH 14
Cryptographic key FCS_COP.1 AED)CHEMEND, COREERE MFD AMADER
generation UM T OEHRTADT. EEREHETIVNEN
Y= A
FCS_CKM.4:
FCS_COP.1 &5 8#(E MFD DEENFFCAE RS, DRAMIEH 4
Cryptographic FCS_CKM.1 AED)ICHEMEND, COREE R MFD AMADER
operation UM OEHRTADT. EEREHETIVNEN

LA

FDP_ACC.1(a)
Subset access control

FDP_ACF.1(a)

FDP_ACC.1(b)
Subset access control

FDP_ACF.1(b)

FDP_ACC.1(c)
Subset access control

FDP_ACF.1(c)

FDP_ACC.1(d)
Subset access control

FDP_ACF.1(d)

FDP_ACC.1(e)
Subset access control

FDP_ACF.1(e)

FDP_ACC.1(f)
Subset access control

FDP_ACF.1(f)

FDP_ACC.1(g)
Subset access control

FDP_ACF.1(g)

FDP_ACC.1(h)
Subset access control

FDP_ACF.1(h)

FDP_ACF.1(a)
Security attribute
based access control

FDP_ACC.1(a)
FMT_MSA.3(a)

FDP_ACF.1 (b)
Security attribute
based access control

FDP_ACC.1(b)
FMT_MSA.3(b)

FDP_ACF.1 (c)
Security attribute
based access control

FDP_ACC.1(c)
FMT_MSA.3(c)

FDP_ACF.1 (d)
Security attribute

FDP_ACC.1(d)
FMT_MSA.3(d)
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WREEHIVR—2V b

REFEOMAEZRGHIVR—2 Vb

BUHBSUEHLT MELCLSEH (KEMHEZERLCVEVEHEEDIE S
based access control
FDP_ACF.1 (e)

FDP_ACC.1e)

Security attribute
based access control

FMT_MSA.3(e)

FDP_ACF.1 (f)
Security attribute
based access control

FDP_ACC.1(f)
FMT_MSA.3(f)

FDP_ACF.1 (g)
Security attribute
based access control

FDP_ACC.1(g)
FMT_MSA.3(g)

FDP_ACF.1 (h)
Security attribute
based access control

FDP_ACC.1(h)
FMT_MSA.3(h)

FDP_RIP.1
Subset residual
information protection

3L

FIA_AFL.1
Authentication failure
handling

FIA_UAU.1

FIA_ATD.1
User attribute
definition

3L

FIA_SOS.1
Verification of secrets

3L

FIA _UAU.1
Timing of
authentication

FIA_UID.1

FIA_UAU.7
Protected
authentication
feedback

FIA_UAU.1

FIA_UID.1
Timing of
identification

3L

FIA_USB.1
User-subject binding

FIA_ATD.1

FMT_MOF.1
Management of
security functions

FMT_SMF.1
FMT_SMR.1
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WREEHIVR—2V b

BEHHIVERET

B LTS EM

REFEOMAEZRGHIVR—2 Vb
KEREBRLUCVEGDEHCEDIE L ME

behavior

FMT_MSA.1(a)

FDP_ACC.1(a)

Management of FMT_SMF.1 —
security attributes FMT_SMR.1
FMT_MSA.1(b) FDP_ACC.1(b)
Management of FMT_SMF.1 —
security attributes FMT_SMR.1
FMT_MSA.1(c) FDP_ACC.1(c)
Management of FMT_SMF.1 —
security attributes FMT_SMR.1
FMT_MSA.1(d) FDP_ACC.1(d)
Management of FMT_SMF.1 —
security attributes FMT_SMR.1
FMT_MSA.1(e) FDP_ACC.1(e)
Management of FMT_SMF.1 —
security attributes FMT_SMR.1
FMT_MSA.1(f) FDP_ACC.1(f)
Management of FMT_SMF.1 —
security attributes FMT_SMR.1
FMT_MSA.1(q) FDP_ACC.1(qg)
Management of FMT_SMF.1 —
security attributes FMT_SMR.1
FMT_MSA.1(h) FDP_ACC.1(h)
Management of FMT_SMF.1 —
security attributes FMT_SMR.1

FMT_MSA.3(a)
Static attribute
initialization

FMT_MSA.1(a)
FMT_SMR.1

FMT_MSA.3(b)
Static attribute
initialization

FMT_MSA.1(b)
FMT_SMR.1

FMT_MSA.3(c)
Static attribute
initialization

FMT_MSA.1(c)
FMT_SMR.1

FMT_MSA.3(d)
Static attribute
initialization

FMT_MSA.1(d)
FMT_SMR.1

FMT_MSA.3(e)
Static attribute

FMT_MSA.1(e)
FMT_SMR.1
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HEeEHIVR—2 Vb IKEFHEOREEEHEIVR—2R U
BEHBIUVEHAT HELTCLVBEH (KEMZHEELTCVEBVEHEZOE S
initialization

FMT_MSA.3(f) EMT_MSA.1()

Static attribute —
e e FMT_SMR.1
initialization

FMT_MSA.3(g) FMT_MSA.1(g)

Static attribute —
e e FMT_SMR.1
initialization

FMT_MSA.3(h)

. . FMT_MSA.1(h)
Static attribute —
o FMT_SMR.1
initialization
FMT _MTD.1

FMT_SMF.1
Management of TSF —
FMT_SMR.1
data
FMT_SMF.1
Specification of
UL
management
functions
FMT_SMR.1
] FIA_UID.1 —
Security roles
FPT_STM.1
et BL
Reliable time stamp
FPT TST.1

- 3L
TSF testing
FTA_SSL.3
TSF-initiated BUL
termination
FTP_ITC.1
Inter-TSF trusted BL
channel

FPT_FDI_EXP.1
Restricted forwarding | FMT_SMF.1
of data to external FMT_SMR.1
interfaces

6.3.3. TFIVT(RIIEHIRM (Security Assurance Requirements Rationale)

This TOE is Hardcopy Device used in restrictive commercial information processing
environments that require a relatively high level of document security, operational
accountability, and information assurance. The TOE environment will be exposed to
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only a low level of risk because it is assumed that the TOE will be located in a
restricted or monitored environment that provides almost constant protection from
unauthorized and unmanaged access to the TOE and its data interfaces.

Agents have limited or no means of infiltrating the TOE with code to effect a change,
and the TOE self-verifies its executable code to detect unintentional malfunctions. As
such, the Evaluation Assurance Level 3 is appropriate.

EAL 3 is augmented with ALC_FLR.2, Flaw reporting procedures. ALC_FLR.2 ensures
that instructions and procedures for the reporting and remediation of identified
security flaws are in place, and their inclusion is expected by the consumers of this
TOE.
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TOE Ef4E# (TOE Summary Specification)
AETIE, TOE MBI T3 LF 1T (EEO BV TRET B,
t¥a)T71888E (Security Functions)

Table 43 [CTOE a7 Rec b1 )T RREHORITERT .
AETHAATS TOE Ha1UT(HEER 6.1 HCRRBSNZIEF IV THERERHER/LTLDTHS.

Table 43 TOE X1 18aet X 1T B BEE DXL B R

¥ UT1HERE

)T EEEH
FAU_GEN.1
FAU_GEN.2
FAU_SAR.1
FAU_SAR.2
FAU_STG.1
FAU_STG.4
FCS_CKM.1
FCS_COP.1 v
FDP_ACC.1(a)
FDP_ACC.1(b)
FDP_ACC.1(c)
FDP_ACC.1d)
FDP_ACC.1(e)
FDP_ACC.1(f)
FDP_ACC.1(g)
FDP_ACC.1(h)
FDP_ACF.1(a)
FDP_ACF.1(b)
FDP_ACF.1(c)
FDP_ACF.1(d)
FDP_ACF.1(e)
FDP_ACF.1(f)
FDP_ACF.1(g)
FDP_ACF.1(h)
FDP_RIP.1 v

TSF_IOW
TSF_CIPHER
TSF_USER_AUTH
TSF_FMT
TSF_CE_LIMIT
TSF_NET_PROT
TSF_INF_FLOW
TSF_S_TEST

SIS S S ShrsE Fau

AN

AN N N N N N N AN AN ENANEN AN RN
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t¥a) 18R

¥ TIHERE RS

TSF_IOW

TSF_CIPHER

TSF_FMT

TSF_NET_PROT

TSF_CE_LIMIT
TSF_INF_FLOW
TSF_S_TEST

TSF_FAU

FIA_AFL.1(a)
FIA_AFL.1(b)
FIA_AFL.1(c)
FIA_AFL.1(d)
FIA_ATD.1
FIA_SOS.1
FIA_UAU.1
FIA UAU.7
FIA_UID.1
FIA USB.1

SN S S S S S S S SIrsE USER_AUTH

FMT_MOF.1
FMT_MSA.1(a)
FMT_MSA.1(b)
FMT_MSA.1(c)
FMT_MSA.1(d)
FMT_MSA.1(e)
FMT_MSA.1(f)
FMT_MSA.1(g)
FMT_MSA.1(h)
FMT_MSA.3(a)
FMT_MSA.3(b)
FMT_MSA.3(c)
FMT_MSA.3(d)
FMT_MSA.3(e)
FMT_MSA.3(f)
FMT_MSA.3(g)
FMT_MSA.3(h)
FMT_MTD.1(a)
FMT_MTD.1(b)
FMT_SMF.1

FMT_SMR.1

NENENENENENEN AN

NENENENENEN AN ENENENENEN

FTA_SSL.3

AN NHENEANAN

FTP_ITC.1
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tXa1UT#EEE
=
) = 5 =
o | < s | 9|k
w | = [a ™ )]
s | L E JI 2B e | A
Sl o || &|lo|&|lz| 28| wn
B . %I %I &I &I &I 5 5 &I &I
FPT_FDI_EXP.1 v
FPT_STM.1 v
FPT_TST.1 v

LT TIEE TOE tHa) T4#eECRAL TR EE X I T2 X2 T4 HEBEE 4 (COWVTCERBET %,

1.1.1. N=FFT4ADERT AL EETHEWEE(TSF_IOW)

N—RTAADERT I LEEHEREL., YVATLEBECINVATLEEEE-FTRESNEIN
—FFYADEET A LEETHEMBERE AL, JE—HEE, TUV—H#EE. AF v —HEE. R RD
—DAF v UBERE. TPDAMBEDE JITDFET RIC. RERN— RTAADEKEICEESNLFAZH XE
TRICH LT, REN—-FTADEEDXET - FEE, 1 MFLL 3D LEECINEETS. N
FEAHOERIIRRCSUT, REONREEBETIERE. CF1)TAEEBETIEAESZR
LT3z TH%,

REONREEETTIEEE. LETHEOEKE1HEL, tF1)TEAERBETIEHAE. L
SHEOEHE3MEET S, 3EDEZEHERKE, 1 HICEATREFEEET TSN, LNRESD
LEEHEEMB(HEE)THS.

(1) FDP_RIP.1 Subset residual information protection (Y 7ty NEFIHERIEE)
TOE [FF VTR THROLEFTHEREOHMELT, LEFEE 1 @("0(EN)"ICLZ LEE)E.
3 EI(ELE-ELE-"0(EN)"[CLD LEE)DERNE KD, FEREN—RFT(AVEE LI, LEE
HEFEOFAFHINET-IN—EEES, TOE BEHFIC—EEFIVILT BHERTOFEFK
HIXET-INEHETIEEE. LEETEERNEEERITTS,

1.1.2. N—FT4ADERET-IES1L1#ae(TSF_CIPHER)

N=FTAADERT - FESLREL. VAT LEEE (LN VAT LEEET-FTHRESNEIN-FT
AADEET IS MARERTE I(CHEL, JE—#RE. TUVA—HERE. A v —HEE. Xv DD A%y
UBEEE. TP D AR BEEN R R O R IR B E R (CEBN - FTA AR E(CETRESNIXET - INKES
LT3,

(1) FCS_CKM.1 Cryptographic key generation (BS54 k)

TOE [FYAT LEBECLNBREENE )\~ KT AV E-T— A SLF— 1B AL, BB
T POV ABRED FXOSENC AR 7V TUZXLICEST 256 By b SH24E AETH(TN\— FFA2Y

- 111 - Copyright® 2014 by Fuji Xerox Co., Ltd



ApeosPort-1V 3065/3060/2060 tzF1l714—7vk

ERTARSEF-IPRLTHNL. FUBESEIERIND), BH FXOSENC AX7IVTUX L
[F. +HBEMEER L1 7ETITIZALTHS,

(2) FCS_COP.1 Cryptographic operation (REE1&1E)
TOE [ZREN— FTAADEEBICXET—H2ERTHRI(C. BERICRESREM(FCS_CKM.1)(IC
SNER L 256 BV MRS HE FIPS PUB 197 [CEJCAES ZIVIVALEICINXET—AD
EEILEITI. FLEBEBULENET HEeHAHTIHEE LRI, ERFCAERLE 256 EVMROD
EE#E AES PILTUXLICENEFILZEITI,

1.1.3. 1—Y—-BEEAE(TSF_USER_AUTH)

J1——FREEHE L. BRI SNTZRF EDFIAATLIFC MFD DHEEEZER T IEREHZESZHIC, #
NIV RIAEDSM4720 0D CWIS ho1—H—ID £1—F—)NAD—FZ2 A HSBTHAIFREE T 4%
BETHD,

MFD F3SEB0Y - N—(CEFEIN TSI -V —FHREF AL T, FBiEZ1T,

1-H—1EROZERFEICELOT, RD 2 EENHD.
a) N7 H
ARAFREEE. TOE RICEF LI - Y- 1EHREFER U GRRLEEETY,

b) 4}&RERE
SERDEREE T — N —ICx UCEREE %47, TOE RICA—T—IFMIEZEFINTLVELY,
91“ﬁ|3u|..nl—|:‘i %ﬁﬂwuuuﬁﬁ l\ (LDAP'U- /\_ Kerberos H— /\ )_C fiéﬂft\él .U-_'FE
wEFERALT, RT3,

AN R LRI EOH DT LD REEE A RTREE 53,

a) AAEEBRESRILTHIEISN D HEE
JE—HERE. JPDABEEGEIE) . AFvUBRE, 2y MDD AFvUHEE. BERVDAREHEE. TV
A—tEE(TVVA— FIMNTOREE E DR E N F M THOERIFFCIRME)\RIVTEREET )

b) CWIS THlfHEN3HaE
BHIKEBOR TR, VaJRE-BEORTR. HENYIANLOXET - UHRE. 771ILHE5E(C
L3 MskkE

c) MAFBIFATVIOTIVE— R4\ ERTDHEE
FAEDIMT7Y b EOT—A%, MFD D fEIRAT B3R — U5k 55 (PDL) TR RSN ZENRIT—AIC
ZHL TOE LTIV T —AEETET D (TIMX— IV M) RIABEDNFIRED A7V 0T )R-k
FANTRIAEEERELCIREBTTIV MERETHE. MFD BR{ET-REEYIIYTT—HICE#
(FAVR=X)LTA—H—ID CEICHRERN— FT1RDICETET B,

FEABREBRESRVESLVIATLEEEDS(T7V Mo TOE EX1)THERENDSREBRTELEE
TOERZHFILEBTHICIATLEEE ID ARV FEANSETHANBLT LD TLHS,

(1) FIA_AFL.1(a) Authentication failure handling (F23E %k BXEFDENHRLY)
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TOE G YATLEEEE-FATIEATBHIIC, YATLEBEDZRETON, FRAEROFRIELK
SICHBEERH LTS, MM EEE ID BEAIAREREL. 7V AMEBRMTHRESNTS 5

EDE R BISET B, 45 SRV TIEIR LI/ RA N DEZRIELZ (T 3<EN. Web T35
YTt MFD RIADTRDUIM/ I AFTEREHEE > Z (33133,

(2) FIA_AFL.1(b) Authentication failure handling (uLnIESEE&E#(DHS(O?&L\)

TOE B YATLEBEE— RTIEATBHIC. VATLEEEDFRIZ1TO0. FRELFFDFREE & MK
XIS HEREEIREE LTS,

ARIRERELRFIC SA D ID BRI R 2R H U7V C AE B RIS TERESN TS 5 BIDEHEREISET
3. BENRIVTIIER UM/ IR A LN DIRELZ(HF B0, Web TS50 TE MFD R{EDE
TROUIM/ 1% AF TRREAHR R ZFFFH<TE5,

(3) FIA_AFL.1(c) Authentication failure handling (FREE&EXFFDEIDIRLY)

TOE & MFD O#EE%E AT 2R1IC. MAZFEOI—Y—BEETON. ELL—MRFAENERELE
NAT—RE—BULEBMEE . BESRIVTE BEDNFEIN EDAvt— y’é:ﬁmb?l—b‘—'fﬁ%&
DBEANEEKRT S,

Fz Web J59Y TLBANEERT S,

(4) FIA_AFL.1(d) Authentication failure handling (F2EEkEXFEDELDIRLY)
TOE (& MFD O#gERE RT3 RIIC. FIRFEO LY —RBEL&1TOH. S ERERAERFIC SA W' SR E L
NAD— =B UEMEE . BIENRI TR RIANFEIID §DAvE—JERRLTA-Y—IF
MNBANEERT D, Tz Web I5VFTEBANEERT S,

(5) FIA_ATD.1 User attribute definition (FIH&ERBEEE
TOE I EEE . SA BLU—BFIAZENRIEERLEFITS,

(6) FIA_SOS.1 Verification of secrets (#% 0#&EE)
TOE (& SA. — &R ABE DN AT - FEEEBICR/IMNXFHICELBNEEIIREEEST TS,

(7) FIA_UAU.1 Timing of authentication(GREEDH13IY)
FIA_UID.1 Timing of identification(ZAIDA13Y)
TOE (F#24E)\RIV. RIAE DA77 +D Web 7505 %8 UT MFD #EEDIREZEFRI T3 A1(C. ID
ENAD—FEAFDSET. AASNE ID ENAT—FH, TOE BRET—ACEHFIN TS/ IAD—FE
ME—BT BT T D, FREE(FIA_UAU.1)EERI(FIA_UID. 1)L, BIBFICEITINER -2
SEDE AN LR DH IR ENEF AN,
MEBDSATY DT FI3FCOWTIE, TOE (FEARBIIET(C, Ja)&ERTD,
ARERNDDIFIADZIEICONVTIE, TOE [, BAIFREIET(C. I7DAT—3EZ{ELHEBRYIA
(CHEHRT B

(8) FIA_UAU.7 Protected authentication feedback({R#&&Nh=74—KI{vD)

TOE (31— —FREERFIC, NAD— FEIBTEHIC, AT FELTANSNEXFHERRD * " X
FE AR Web TIVHICR TR SHEERIRB T3,
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(9) FIA_USB.1 User-subject binding(FIB&-H7F YO MES
TOE [FFREESN 7 ID h ot EEE . SA BLU—RAAFOERB|EZHT IO MIBINH TS,

(10)

FMT_MSA.1(a). FMT_MSA.1(b). FMT_MSA.1(c). FMT_MSA.1(d).

FMT_MSA.1(e). FMT_MSA.1(f). FMT_MSA.1(g). FMT_MSA.1(h)
Management of security attributes(tF¥a)T/EBHEDEE)

TOE (X Table 44 m@). tF¥1UT BIEDEEE I R ERICLDE AN EBIESNTFI AE(C

HRT 3,

Table 44 tX1VT1BHEDEE

t¥iUT1EHE 1BR1E &2
P B R A 1B R WE B EEE
SA A TER BUOEDE., HE. HIBR. | RREESE.
YERL SA
— AR F FAE BRI E R BUOEDE., HE. HIBR. | REESE.
YERL SA
WEREICKT IG5 A& BB 1E R BUWEDHE. &BZE W EEE.
SA
D.DOC(EABBRYDANDAAEXET—A)IIx | FLWEhHE. ARk, fER | —REFIAE.
9 A & HATER SA. BB
BE
D.DOC(H AHERYIANDARAXEZET—9)ICx | BLEhE. Bk, fER | —fEFAE.
IS9P EEHAER SA. HHE
HE
D.DOC(HBHRYIARDIARTOXET—H) I3 | FLEDLE. HiIkk MW EEE
I OB EHAER
D.DOC(EHEBRYIARDIARTOXET—A)ITxIE | BIb& SA
I OB EHAER
D.DOC(FFMR—= MV FRORAEXET—R)IC | FWEDHE., ARk, fER | —RBRFAE.
xS g DR E & HAER HHEESE.
SA
D.DOC(FFAR—=FIVFHDTARTOXET—4R) | BLWEDE. HIB W EEE.
(CXIS T BRTE EHAIFHR SA
D.FUNC(fA ABRIRYDR)ICHISTIRMAEHA | MLEHE. HIBR. /ERR | —RFAE.
15 SA
D.FUNC(fE ABRINYDR)ICHISTZMAEHA | BLEDLE. Ak B EEE
1FHR
D.FUNC(HAERRNYDIRA) KIS TIMAEHA | FULEDOE. HIBR. /ERR | BWEEE

LE
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(11) FMT_MTD.1(a). FMT_MTD.1(b) Management of TSF data (TSF 7—30D & &)
FMT_SMF.1 Specification of Management Functions (EEH#EEDIETE)
TOE BFBEESNEZE S LGRABFEOHC. NAD—FEERETE1-—F—1U8—J1—AZR#H T3,
HEEEED) AV — FREIEMEIEEIC, SADNNAT— RERE I EEEL SAIC, — 35| F
FEONAD—FFRER. VATLEBRE—RFIAZBRACHESND,

(12) FMT_SMR.1 Security roles(t¥1)7/1&=E])
TOE [I#MEESE . SA, VATLEBERIU—RFIAENRINZHIZL. &Rz ELLHA
E(CEAEMITIVS,

(13) FTA_SSL.3 TSF-initiated termination (TSF #&£&1(C£3# T)
TOE (3 Web 750Hh 5 CWIS (C—ERRI(20 53)D7HEANEWME S XAT1 V(R tyYay)
D7 UBRRIIEEKRT B,
FRENRIDO—ERRE(10~900 B TEHEARE)DRENEIMEE S, BIENRILDEREND
D7SNFRREEEARS.
TIVR—RIANEDEYIaVERFET. TV MOBERMIBEZEEE(CEYaVER T T,

(14) FDP_ACC.1(a).FDP_ACC.1(b). FDP_ACC.1(c). FDP_ACC.1(d).
FDP_ACC.1(e). FDP_ACC.1(f). FDP_ACC.1(g) . FDP_ACC.1(h) Subset
access control (Y7t 7Ot A%IE),

FDP_ACF.1(a). FDP_ACF.1(b). FDP_ACF.1(c). FDP_ACF.1(d). FDP_ACF.1(e).
FDP_ACF.1(f). FDP_ACF.1(g) .FDP_ACF.1(h) Security attribute based
access control (E¥1)T1EBHICLS 7D AHIH)
TOE (¥ Table 45 (TR EHD, I—H—EREEHEEEICLD MFD OEARBFETHDIIE—., TJ7DA, AFv
VT O EEAIERRE SN =R AE(CHIBRT 3,

Table 45 EKRBEREADT DT Al

HRE RSN BIRECHRA FRAE

aE—#ae WRECH IS T R AEH A BWMEF AEHANFHRS —FHL | BREEE
ZEa . BERRIDLOIERENEFRIENS, SA

AFvF—HEEE. WEEICH IS T 2R AEHAFREF AEHAFBRS—BL | —RARE

eI EP e,
Hehe

SE . BENRIIDLORBINYIANDAT v AREB LU
ERRIDLOFIREDFA7Y b FTP H—)3— Mail =)\
—.SMB Y —N—ADAF v T—REENEFRIIND,

HEREICH I T3 FI I BB T 4R R I B 1 R — B
B E . B SR DBOEEIPIANDAF v T—HRIET
BCENHASNS.

TUo5—tRe. B
BRvD AR E

HEBE(CH IS 2 R A BRI S SREFI IS BB B —BL
£i5&  FIABDSA 7Y MBOTIY FF—AEFSA K=k FY
Y MRTE. FUY - AR OXE T —SOERI, BERYDR
WX EF—R0BIE LD NS,
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TOE (3 Table 46 [CTRTESN, FIAET - INDREEH A ZEESNLFIAEICHRT 3,

Table 46 FIAET-3NOT7O A1

FRAET—H

A SNBIRECRA

FAE

AFHUT—H

Table 47 BEAHEEDT7 LA T AT SNZAFYY 3T
NRITSNZE MEEXET - IDFTPHY—){—, Mail¥—/\
—.SMB #—=\—ADEENEHFAEIND,
BESNZAFvUT-AMEER, YATLEBREN VI TEIT
POXET-HEHIRTHILUNDI-F -8 -TI( AL E
<\ fOBRIEIFFFRISNILY,

HREEE
SA
—RFIAE

Table 48 EARHEED7IEATIHTEFRISNZIPDAYITH
EITSNBE MFEIPIANDIPHAT B X ENFRISNS,
BESNZIPIAT-ADREER. VAT LEBENIITEST
POXET-HEHIRTHILUNDI-F -1 VE—TI( AL E
<\ MOBRIEIFFFRISNILY,

HHEES
SA
—RFIAE

JIEAHOX
55

D.DOC (T IS T HFT A & # A 17T A& B E R —
UGS, JE—. AFvY,  I7DA. TUV DI TEITHD
XET-ADHIBROEENEFRISNS,

HHEES
SA

HERYIA B
BRYIARDX
EZ25-4

D.FUNC(FRTOFRIRYIR)ICHIST FTH H BRI FHRE
FRAEHANBEHRN—HULEE . IXNTORBRYIADEE
EHIBRMEFRISN S,
D.DOC(HEBRYIARNDIRTOXET—R)ICH ST BFTH
HHAFREFAE AR FERN—BULE S IXNTORRE
RYDARDXET-ENE . MO L. HIFRDFI SN,

HHEEE

D.FUNC(E AR RYDR) LIS T B AT & Al 1H e F
REHRNERN—HBUES . BEARRRYDAMEELH!
BROEFRISND
D.DOC(BRBRYIANDIIAEXET—4)CH LT S AE
BAFHREF| REHIFRN—BULE S BRAYIARN
DAAEXET -0 H. MO L. BIBRNEFRISNS,

—RFAE.

SA

TSAR— Ty
FROXET -5

D.DOC(FF1R—= IV FRADIRTOXET—H)CHIET
SITAEHAIFHREFI AEHANFRN—BULEE . T4
R=brTVY PADTRTOXET—HOENR, BIFRNEFAI SN
G

HHEES
SA

D.DOC(FFAR- IV PADFREXET—R)ICHIET BHFT
BEHRNFEREF RSB FBRI—BULES, T31R—F
TV MADFREXET SO, AIFRDEFRISNS.

—RFIRE

TOE (& Table 46 [IRTEHN, 1Y —FREIEERICINFRINVIAR, TIMRX— TV FOBREERFES

NZFIAZECHIRET S,
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TPIARET AT R TREIRNVI AT HIET, Bidr H LR ZEREESN R REICHIR T 3,

o EBEWRTUVIMERE(TIMR— TV MERE
MFD Tl 754 R—= )Y MCRFIDREEITOE. FIREDNRAZEDSIMT7V DTV E—RIANT
L EEERE VKBTIV MERETRHE . HIRIT -2y by T T —RIC K (TIViR—
ALTTFAR- TV beLTA—H—ID CEICHELTREN- FTA AV R EIL—FEIRT 5, T
CWIS 1o1—4—ID &/SAD—Fe AN L. FBERERICFIREDIM7Y RO TP IVEEICLNTIV b
ETRZETIEEERRICI—Y—ID CEDTIA K- UV FeLTHREBN- FTAADEREIC—FREE
Nd,
FAZBR—RBEINLCTVY T —SZHERTSI2HIC. MFD OEESRIVDG1—H—ID &)SAD—
FEABL, FBEESNBEI—Y—ID [CHIS LTIV MEBSDUAMMIIIN R RSN, FIAEIIDUR
MMGENRIFE TR FIEHIBRDIE RO AIREE 3B,

o HEINVIAIRIEHERE
3CRRATRSNTVEBWIITETPDAR— B BRIRVDAICAF v U T —RETPDARIET —REKHH
FHENAHETHD,
AFvUT-REBRBNYD AT B, FIAEHN MFD ORE/IxIE1—H—ID &1
AD—FEARSET, FBEAESNBEAF v U BEDFI AN AT RE(CAD  ARE RN L AF v UIETRET D
CECED IIT WREFEEHH BN REN—-FTAADEEICERT D,
TPDAZET - REH BRI AIREMTFIHE (LRI -RARITHT . AREBEFRRMENLT
BTN OEON TRETFIARET 0I5 EFERICHRBNYIAEIEE LB R I7IAZ
BT ANENENIEESNTTHEBRYDAICB BMIICHER NSNS CETRIREER S,
FLERCEDFEBRVIARI D TEAIBEBTED TR TDIPIARET A EHRBIRVIAIEM TS
ENVRIRETH S
FHIN1-Y-ID CEOEANBRRYIAL, —MFIAENREAE IV, CWIS ho1-H-ID &
NAT—Fz A AT 3L MFD @REICEFSNZI-T—ID &/IAV—- FF—HTHhZeFIvoL. — ¥
LEIH B D BEEN I URYD AR DT — 3R T eh' I aeciz . Bt L RENRI. HIFRDE1E
MR BEETS B,

1.1.4, YATLEEHCF1UT1EERKEE (TSF_FMT)

YATLEBECFIUTIEEKEER. HIBFEDFRENFANGHERERFLESILWHIC, VATLEE
BE-RADOPIEAEVATLEBEDHICHIRLT, FRAISNE VAT LEBREDH (CEERIVELY
VAT LEBEDIATY M TOE tX1) T RENS RERE LR ETOEREFRIT 5,

(1) FMT_MOF.1 Management of security functions behaviour(Z¥1UT/#EED55F
VWDOER)
FMT_MTD.1(a). FMT_MTD.1(b) Management of TSF data (TSF 7—3NEE)
FMT_SMF.1 Specification of Management Functions (EEH#EEDHTE)

TOE (FFAIFREESNIE VAT LEBEDHIC, TEED TOE tH1UT #E8EICRAR TS TOE B ET —
AOSRMERELE ., BLUEHKEEOE D/ EBHERTEIT 1Y —1U3-TJ1-A&RIHT 3.
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FEINOOMAEEICED, ERSNZEF1UTIEEHEARREIRET D,
BAENRIDDIITEED TOE tF1) TR RENDREES R, RELEZITIENARETHS,

N=FTAADBERET A LETHEMREDR TSR, A3/ EY. LETEBOREETS
N—FTAADERT AR SILLREOREES L. AR/ BIDREETI
N—FFAADEET IS LF—DEREZITD

RENSRIDHDOFRFERFD) SA) - MERDREESRL. HR/EIOREET

VAT LEBERIRRICISZTIVLAERREES R, B2/, EERMOKREEITI
HMEEE ID &/IAD-FORTEEIT) (HHEEEOH T

SA. —#&FIA#E ID ORFEZSHL ID &/\ADV— FOFREEIT)  NKRELFRFDH
A=AV —-R(—RFIAEL SA)DR/NXFHRHERESBUREET)  RREEFOH
RERRY FD—DT—H{REEMAED SSL/TLS BIEDHREES R L. AR/ BEINELUHMITROHK
E&1TI

RERRY FD—DT —H{REERAED IPSec BIEDHEESR L. AR/ EBINSLUFMIFROFKE
1

RERRY FI—DT—HREHEED S/MIME BIEDREESRL. AN/ EIHSLUFHMIFROHR
EZ1T5

A-Y—FRAERAEDER E 2SR U, ARERAL/ MR REL/ BN B LU MR RO EEITI
BTV MEREDE EES L. BFE/HRIDOREETTD

Bt BRleSRUREZITI

BAENRIVA— M7 HEEDREES R L. BN/ EIBLUVDU7REREOREEITI
BOTAMEREDRE 2SR, AR/ EIDHXEEITI

Uik—rHADREESEL, VATLEBRERE/FAEOHREET

FVATLEBEEDIATY Mo Web F505 &@LU T CWIS #EEICED. TEED TOE T¥aUT14H4EE
NHREESHRL, REZBETOENAHETHD

HWHEESE ID &)\AV-FOREET HMEEEDH IR

SA. —&FIFAED ID REZSHL. ID &£AAT—- FOREZITO

VAT LEBERIRRICISTIVLAERREESRL. B/, EERROKREEITI
A-Y—NAD-R(—RFAEL SA)DR/NXFHFIRESRUREEITY  AKEBEIRFDOH
X TAEENTHEEDREES R LA/ EIDREEITD

(AR, tF1)T(BEBOT TR TRUNDTHFANIPAIT, VAT LEBEDS17VFPC
E(CHDYO-RFBHIENTRE, )

RERRY FD—DT—HREMEED SSL/TLS BIEDKTEES L. AR/ ENHSLUFHMIBRDE

EZ1TI
RERRY FD—DT—HREHEED IPSec BIEDRTEES L. AR/ BEHHSLUFHMIFROTE
'175

RERRY FD—DT —S{RERAED SNMP BIENREES L. B/ EIHLUVFHMIBFRORTE
175
RERRY FD—DT—H{REERAED S/MIME BIEDHKTEESR L. AN/ BNSIUFMIFTRDER
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E&1TI

X.509 FEBAEEER/7YTO— F/AOVA— RT3

1Y —EREIHREDREES L. AR/ SRR/ BB LU HIFHROR EEITO
CWIS #—MIUTHREDREES L. AR/ BADREETTD

(2) FMT_MSA.3(a). FMT_MSA.3(b). FMT_MSA.3(c). FMT_MSA.3(d).
FMT_MSA.3(e). FMT_MSA.3(f). FMT_MSA.3(g). FMT_MSA.3(h)
Static attribute initialization (5B H#H1E)
TOE BEXRBAETHIIC 1L, T)UA—HEEE. AFvF—HEEE. J7V AR L LEF1UT/ B
DT I MEELTEHEEF I ZRET D,
7= D.DOC. D.FUNCICEALEFa)T1BHEDT 74 MEEL T, FRE & HAIIERIC. YER LRI A
FHHRAEREF A TRELG R AFERAEREHRET S,
72 D.DOC (779 A%E) ICAALEF VT BHEDT I4IL MEEL T, 77DAT =5 (AREHET—3)
EZETIHREBRYIAOMBEEFHANFEREHZTET D,

(3) FMT_SMR.1 Security roles(t¥1J741&Zl)
TOE (J#MEEE. SA. VATLEBENREIZHIFL. Z0®REZIE LA AEICEEEMFTLY
%,

1.1.5. DAMI—IVIZPEEHIREEE (TSF_CE_LIMIT)

NANI—IVIZTIRERIRBEERL. DA —IVIZPH VAT LEEBE X 1T EIEMEE
(TSF_FMT)([CRET 3R ENSBELUEENHRBVLIICHANR-—IVIZ7OVATLEBREFEE—F
NDIREZHIR T 2HEETH D,

COOMEREICED ., DAMNI—IVIZTICLB R E L ENH KL,

(1) FMT_MOF.1 Management of security functions behaviour(Z¥*a1U7/#8ED53F
VWOER)
FMT_MTD.1(a) Management of TSF data (TSF 7—420&E &)
FMT_SMF.1 Specification of Management Functions (EEH#EEDIETE)
TOE [FEREESNZ VAT LEBEDH I, B1E/SRILE CWIS DA M-IV IZ 7R VEFIBRHEREIC
92 TOE RET NS REBRTE LR (HKEEDA N/ ES)DTLHDI—F -1 A—J1— A&7
EECH
FLCOBBECEINERSNZLF 1T B MR RIR T3,

(2) FMT_SMR.1 Security roles (£¥21U71#%& %)
TOE (VAT LEBEDRE|ZH#IFL. Z0KREIZVATLEEE(CEEMTTNS,

7.1.6. tF¥aUT(EEOT#EE(TSF_FAU)

EFIVTABEEOTHEER. VDATLEBRECIN VAT LEREE-FTRESNIEEOTRE ICH
L\, IATO TOE FIABCH LT, LV, 3D, EQLOIBEEEITOIHELVIFRPEEGAAY MHIZ
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FREELEREE., 1- Y- RERE)E. BIRRTILHOTF1IT(EEOTHAEZRET S,

(1) FAU_GEN.1 Audit data generation(B&T—34%mk)
BEETHADERE. EBSNLEERRIAY MY BEEOVICREHEINDIEERIT .

Table 47 (CEEENT D FETRT

Table 49 BE&EOJ DA

BEBEOTHERAANVME. L TORERT—AEHITEREFRIND, !

Log ID: EEEMV#EAIFELTORELES (1~60000)

Date: Bf+7—%(yyyy/mm/dd, mm/dd/yyyy, dd/mm/yyyy ®L\Fnh)

Time: B%Zl7—4% (hh:mm:ss)

Logged Events: /XY F&FR (TRK 32 HIDEEXFSI)

User Name: #IfA& 4 (&KX 32 HfidEEXF5)

Description: 1AV MIBAT2NBDERBA (K 32 HIOEEXF I THMI TERSEO L)
Status: 1AV FOMIEBFERE LAIREE (B K 32 HTOEEXFIITEHEMI TS ROCY)
Optionally Logged Items: @ R7FIE H LSHCEEOIARESNDBIMNER (FT U0 MRS
H]EF)

Logged Events Description Status

T\ 2ADIRREE L

Started normally(cold boot)

Started normally(warm boot) |-

System Status
y Shutdown requested

User operation(Local) Start/End

Self Test Successful/Failed
1-%-58%

Login Successful, Failed(Invalid

UserID), Failed(Invalid

Logout
g Password), Failed

Login/Logout
gin/Log Locked System Administrator

Authentication -
Detected continuous (KB EHEERTE)
Authentication Fail

EERN)V-LE

Audit Policy Audit Log Enable/Disable
J3TAT—H2A
Print Completed, Completed
Job Status Copy | with Warnings, Canceled
Scan by User, Canceled by
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Logged Events Description Status

Fax Shutdown, Aborted,
Mailbox ™! | Unknown
Print Reports

TIMARELER

Device Settings

Adjust Time .
Create Mailbox™! Successful/Failed
Delete Mailbox ™!
Switch Authentication Mode | Successful
Change Security Setting (BREEBHRF)
View Security Setting Successful

TN 2T —INDT I

Device Data Successful/Failed

Import Certificate
Delete Certificate
Add Address Entry
Delete Address Entry
Edit Address Entry
Export Audit Log

Communication Trusted Communication

Failed
(FRMLEBELELRE)

*1)Mailbox [IFRBENYIAERT

(2) FAU_GEN.2 User identity association(F| & &3 1E ORI EF(7)
TOE B EBEINEEERMRIANY MEEEOTI7M1IVARRERT R, ZORREER > F|HE O
1E#RICREE (T TERER LT LS,

(3) FAU_SAR.1 Audit review (BE&ELE1—)
X IUTAEBNT TR BEINLITATOERE. SiHHBIEERIIT S,
FE'TEARIPAIVELTRETZ"ELDETRDORIVAHD ., COMEEICINEF1UT(BEENT TF—A%.
ATRYNDTFARTPAIVELT, Aov0—-RTBEN KD, TFiUT(BEENTTF—a84H 00—
R 28T, Web 50 EFIATBEIIC, SSL/TLS BIEEFEMICHKESNTOEINERLEL,

(4) FAU_SAR.2 Restricted audit review(BREEZELE1-)
X FMEENTTA0HEAELE. RSNV ATLEBREDHICRET S,
X IVTAEBNTT-ANDTIEAG. VATLEEEN Web 7505 0H EHARTEET. #1E R
WMo7HtAT KGN, YATLEEEN Web I35 & ELTTOEADT1 Y LTLVEIFNIE,
VATLEBEORIL(OTMV)RICFERTEECES,

(5) FAU_STG.1 Protected audit trail storage({R# SN =B & SEHHEHH)

FIUTAEENT T 535 H H UHEREDH T BIFRBEREE EM AR FELLG FEBHRSAY
HENLRESNTIVS,
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(6) FAU_STG.4 Prevention of audit data loss(B5&T—4R48%0EAIL)
X TAEENT T -ANERCERE . VB VI LAV T TR RSN EBEE T EEEL
T HULWEET-AMERTIELGERSIND,
EEXOTRNEDIRY MIE B4 LAY TERIZ NVRAM [CRTFESN 50 HICZELESEE . NVRAM £
OO % 50 FEET—20774 (AT, TEEAYI7MILIEES)ELT, REN—RT1AVEEA
REEXLT. &K 15,000 DIV MREFETRENH KD, 15,000 42355 — B S
WA LARY T CRRERSNEEEOT 771U DIEREE LT, IR LTI AR MYEEEREN S,

(7) FPT_STM.1 Reliable time stamps(&{E8EA1 LAV T)
EBNLEERIRINYMEEEOT 771 IARET B, TOE B> TWSIOYDEEEIC LS54
L2V T FHITT AT IRIEET S,

BFET DR EZL EIL TSF_FMT (CEN VAT LEBEDH N AIEETH D,

1.1.7. RERYRI=HT—3{REMEE(TSF_NET_PROT)

REBRY R =07 - REMEER . VAT LEBACINVATLEEREET-FCHRESNLETERE 4 207
ARVEREDERICED, AE Ry I-DT—S{REHEENRHIND,

(1) FTP_ITC.1 Inter-TSF trusted channel (TSF & {EEFv=RIL)
TOEL TOEFLEEBERE IT HAM TEX1 7T 2B EMRIESNIFEFILEETOFIILICED.,
XE&7—4(User Document Data)BLUHERYIAR (User Function Data). £¥1)748
AU TF—ABLUTOERET —AZRETIMATIRMTE, COSEEFrRIUL. thOBEEFrRIL
CREMICEBISN ., Z0im R ORIESNZH AN B LURELPREN D, BIET IERETIRENE
oTL\3,
BAMICIE TOE ERAEDFA7V M Y—N—[E0D Web (LL2EIE. TVUA—FI1NDEIE.
E-mail D&E. 2V EI—D2AF vV D@EE. MIB DBIEZRET IHEETHD,

a) SSL/TLS Zarail

VATLEBECINVATLEBEE - FTERESNLISSL/TLS @E K. RERYrI—D L%
FNBIXET—A, tF1T(BEEODTT—AP TOE RET—HEFRETEI—DOELT, tFa7BT7—4
BIEMMREEENS. SSL/TLS 7O RIS L TV,

TOE hist i g 2 HEEE(CLD . SSL/TLS H—/3—%k(3 SSL/TLS D54 7Y FeLTEMET 3 H Sk
%, Ff SSL/TLS FORIVICHIETBIEICED, R TOE EUE— MEIDT—HEIEL. BEEPHS
DEADLRETIENH XKD, RENODREL., TEEOHEEEICINBIET —HZIEEILTHLIC
SHOTEHRTP, BB SRETLIIVDERIBRICERSN ., MFD RADEREVIMTH. 3t
DAV T ERBFICEHRT S,

-TLSv1.0 7O RILELTE RSN 3 B DI 5 5
BHFMICE, FTROBSIEAM— bOFNIDRIRENS.
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SSL/TLS DEES{ERAM— HEREs AR/ By X NvYa1AR
TLS_RSA_WITH_AES_128_CBC_SHA | AES/128 Evh SHA1
TLS_RSA_WITH_AES_256_CBC_SHA | AES/256 Evh SHA1

FBSIoDRFEIZX. SSL/TLS BESEETO LD HMAC(Hashed Message
Authentication Code — IETF RFC2104)#4ae% AT 3E(CLOTERT S,

Web D347V b LT SSL/TLS BIEEERCTRE. D17V MoDERIG HTTPS £ELT, 218
LN oialy, SSL/TLS @{E(E. IPSec. SNMPv3, S/MIME &ty 7y 79 %8I, FEY
ATLEEEN T IUT EENT T VO- FTBRIICENCRESN TR FNEGLEL,

b) IPSec 7Okl
VAT LEBEICINVATLEBET - FTHRESNLIIPSec @IEIICHEL. REBRY DD L&
NBAXETH. EFX1IT(EBOT TP TOE RET—IEHRETS—DOELT. X1 7BT—4@E
{ENMREEESNS. IPSec 7ARIVICH LTINS,
IPSec 7ORILIE. TOE EUE—FETEDLST IPSec BIEEITINEL VO, FEF LB S 7ILTY
ALBEDNIA—REERTILHD., CF1)TA7VII—VaV0MLET D, 7YII—DavDHEL
BIEESNZHED IP 7 FLABOETOREET—4(E. TOE OEJR OFF £ty N3 T
IPSec O ;oY AR—ME—RIZENIEELEND, LHEESREITIIVORIBREFICERSEN., MFD &
AOEREUIMT 2D, TR IaVORTERBISHRT S,

-IPSec 7O +JJL(ESP:Encapsulating Security Payload)eLTA RSN 3 EG B S8
BEAMICE., TREOXEREESAREN\vV1ARDOEAENDEORINIIERSND,
HEBERES AR/ BT NWwoaA=R
AES/128 Evwhk SHA1
3Key Triple-DES/168 Ev SHA1

c) SNMPv3 7O0RIIL
VAT LEBEICINVATLEBEE - FCHRESNEZISNMPV3 @EICH L. Ry MI—HEETO
LD SNMP 2RI T 385D, TFX1UT4VY)1—3av0D—2&LT, SNMPv3 7O RVICH RS LTLY
%, SNMPv3 FORILIE IETF RFC3414 THRESIN TS LT, T—ADMEELDA LT &
SNMP Xytz—JZFRRET HzHICFERTNS,
COMRERFE AT IR, BB\ A0 — RETSANY—(BEBAL)SAD— kO A%, TOE EVE— MY
—N=0mACEy;PyTLRIFNERLEL, FENRAT—REEIC 8 XFULTERLBINEES
B,
SNMPv3 DOR3EIE SHA-1 N\yo1BA%EE AL, FLrES 1k CBC -DES ##AT3%, BHES
BTV DBBRRFICERSN . MFD KEAQEREZUIM T %H. FLEEIaV0 T EREFITHER
T35,

-SNMPv3 7‘1:1 h:)btbt_i._mén&&‘f ﬁ@ﬂﬁ%ﬁ
DES/56 Ev b SHA1
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d) S/MIME ZOkail
VATLEBEICINVATLEBEE - FTEREINLIS/MIME &1 JICHL., RERYrI—D6 L
USRI —DEZRNBIXET - FERETEI—DELT. F17BA-ILBEMRIIENS.
S/MIME F0 FLICHE LTINS,
S/MIME BEEA—)LDEZEREEICED . HNEPEEFA-NTRIETSIHEDA—IEREFZIR ETO
XET-ADEEER, £z S/MIME BRA—ILDEZIEHEEICLD. XET-HDZEPRENVERHLE
EE
BHESREIA-IDOESLEIBRFICERIN . MFD RKIADEREVIE TN, FEEA-ILOES
LR TERBISERT S,

S/MIME 7O RVELTERSNS AL B OIS S i
BAMICE, TROEERESAREN\VV1AXDBHEDEORINIEEIRT S,

HERESAX/BYIX N1 AR
3Key Triple-DES/168 Evt SHA1

1.1.8. AVI7AA—=Yay70—tFa1)74#8E(TSF_INF_FLOW)
AV 74 *A—avI0—tF1)T14H#EEL . external interfaces(44 &4 VA—J1—A)E
Shared-medium interfaces(R &Ry FT—D)REICHEITEEFRISN B LVBIEZFIFR T HHEETHD.

(1) FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces
TOE &, 48B4 8- TJ1— AW 02 (TE LN S T —AZ NI L{NERRY M) —DABEIE T B EZEHIR T

S TECRENEIRILT S,
NERAVB—T1—-2 SMI(R#ERFY D—5) DB 1E TR BE
USB(7/\1R) TIVMT—RZERIVE—TI-ATH, . thDI1VH—T1—2A

ADEREFEFRIEN LN,

GE: UV IaTETIAR—= )Y IAETESNDH)

77D AR—R/USB(RAL) | EHOD USB A1 VA3—J1—A TV FO—Jh— FEEHKINTVSD
7HAR—FEREUT TOE [CRECTPHEATRIEETET, A%
BEEEBRBERNIRY )= TT -2 Z(TESBLOT, &
REFEORZENRZEVLLRERT —AEAERRY FI—DiE
EITELII,

Ethernet TV TR ZEVZBERMDM A —T1— ANDERE L EF
AIENILN,

D1 —F—HEFREIFATY MY —N—hbZIETEC
EFEFRI SN TLVEL, ERESNB LR B,

GE: TV b IR TFAR= TV IAEFESND)
FRAEFEDIM7 Mo AR ERZZELZEE. 1
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RS REN O\ EREREEICER E SN T LB E, TOE (55 A SR EEE R
% LDAP HY—)\—%7z(3 Kerberos H—){—A%1ET 3,

BRI BRIV oD EEFE RIS T H#A RN B ETHS,
FBE RIUDBDA DT -REHEREBLICHDM VA —-T1-2
NERE T BHEBEIITI L,

:L—*J“—u.,nﬂ‘% ENSNEREREEICERESNTLVBE, TOE (3351
ETEEHRE LDAP H—/)\—F7(% Kerberos H—/)\—AEET
.

1.1.9. BCTAMERE(TSF_S_TEST)

TOE (&, TSF £471— FHLU TSF T-INTE M EIRIL T HeHDE S TA MEREEREITT 5N
BETHS,

(1) FPT_TST.1 TSF testing (TSF TAk)
TOE (J#2ENEF(C NVRAM &£ SEEPROM O TSF F—4% & THEEER A L. EERIZENRILICT
I-Z2RTT S,
EELVEEOIT—A. BEtORBT—AENOICEEENLOVEHEEDRHELE,
F7z TOE (FESEFICE E.7_'7\ PERENER ESNTLVBE, Controller ROM OF 19h4 LEEHE LT
EDEEC—HTINEHZRLEERFIRENRIICIS-ERTT S,
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8. ST B&EE-FHEE (Acronyms And Terminology)

8.1. H®&EE (Acronyms)
K ST [EHTBRREEELLTICEREAT B,

iE EERNB

ADF BHEREfEEDEE (Auto Document Feeder)

CC JEV9347)7(Common Criteria)

CE NARY—IVYZ7(Customer Engineer)

CWIS tUR—17408—2y MF—EA(CentreWare Internet Services)

DRAM H4F39D5 05 L7t AAEY(Dynamic Randam Access Memory)

EAL SFEREEL NJL(Evaluation Assurance Level)

FIPS PUB K EDEFRIFIRLIBIZLED H MR ¥ (Federal Information Processing
Standard publication)

IIT E& A H3—3F)(Image Input Terminal)

10T E{&H H58—3+I)L(Image Output Terminal)

IT fE#R i fif (Information Technology)

IP 413 —2%yr7A RV (Internet Protocol)

MFD FIRIEE#E(Multi Function Device)

NVRAM TERMESVH LT AAEY(Non Volatile Random Access Memory)

PDL R—JgBk E5&(Page Description Language)

PP 70752370774 )L (Protection Profile)

SAR tF1UT1REEEH(Security Assurance Requirement)
TN ACEFESNZESRMICEEFHZ ATRER ROM

SEEPROM (Serial Electronically Erasable and Programmable Read Only
Memory)

SFP t¥a1YUTs# 858t (Security Function Policy)

SFR t¥a)TH#BEZE 4 (Security Functional Requirement)

SMTP BFA—)LEETFOMIIL(Simple Mail Transfer Protocol)

SOF HEBESSE (Strength of Function)

ST t¥a1)748—5v(Security Target)

TOE ST xf & (Target of Evaluation)

TSF TOE %17 1##E(TOE Security Function)
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FEE (Terminology)

A ST CHITPRAFEELTICEREAT S,

A ST TORE

AF v /Y RI=D2
Fry
(Scan / Network

TOE Q#4E) )LD TOE ROEBINYIAN, FexybI—H
(SMB/FTP/SMTP 7O FIL)EEHT, NVIAVDHFIAIA— FTP H—/i—,
A= —N=—~E#ERETE RO AT RE . FIERFIC PDF., TIFF, JPEG FADE

Scan) B EN AT BE,

HRINVDALFFEAANEATYIXEPTPIAX EE TOE NICREFT S5
. ncE,

ARSI FLREFETILEITHERBRYIACHEMSIN X EERY ) EOIVE1—
AhDEDH T CENRIRETH S,
EETVMEREZB DR ETIETEE TV MIEICHN, E=HICR

E35T1 PNI{BWXE ., BEEELEEE ALEWNSEEICHE 7 —3% TOE HIC—FF
E?ab FAIERATRICHE N ERRT BHEE, EHDRFIAVMREBIELE

(HEZMEOF VD RF1AY M ANKETED,

P TOERMD Web H—N—THN. FIAEDIF172 D Web F50F & LT, TOE

(B gﬁ?é#ﬁ% RERELERE. XEORNHU/ERIZERNTEST—EATH

TTEACWIS) | cWis 3. Windows OB Web F55 9T 3oETE S,

1—-4—-583 TOE D& HEEZEATBRIIC. FIFAE DA EIT>T TOE OF A& B (CHIR

(User ENMNTBEHDHERETHD.

Authentication) | AMKZBEIEENERREIND2ODE—FH BN, EBLNDE— FTENMET B,

:*EL’:IE TOE 01—~ RFE% MFD B L1~ Y~ ERAL TREERER>

Authentication) Ef

f;:“;“;te TOE 01— —SREE A BVBAEY — ) {— [C B4R U 1— P — B4R 4P L TERE

— EEEITOE-K,

Authentication)

LEFEE o - " U " - — n

(Hard Disk Data REBN— I:I‘7'47\’712EJ:IL%$EZ:TL7L)‘C =T —RHIBRTIRRIC. ZDT—H%E

. BEEFETACLEETEIEETRT,

Overwrite)

TAVIR—XtkRE

R—YECik S35 (PDL) CHERSNIHIRI T — &ML, EV by T T—AICE
Y HHEE,

TAVR-X

EI_

FAVR—AHERE(C LD, R—J sk
FRYTT—RICE#RTBE,

Z(PDL) TSN T —HERRTL. EY

VATLEBEE-F
(system
administrator
mode)

—iRFAEN MFD OAEEFIAT3BEE— REFZAIC, YATLEEEN
TOE OFERIRFEICENE T, TOE HBRNENERE® TOE tX1UTHAER
ENSR/BEHFEL O, REBOERETOBMEE-F.
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A ST CORGE EEANE

BAENRIVBELY CWIS hioflt #EELBLRET—E ORI EA LI

— 1|77 “‘E
A= b 7HA & EBMICRIIANOT 7Y FMENBHEETHD . BSOS FA— FUT

(Auto Clear)

Rl DER FE WY AT BE

AANR—IVIZ7?

(Customer MFD OR=F/EBETIIVIZT,

Engineer)

Y WEEHLL, TOE FBREINTVBIEEICREBFRERELTYIEATS

(attacker) BTHd, WBAHICL, KRBSNLRAETIHIN, ZOERKRERLTTIER
IRELEIND,

BRI

MFD OEREICHERRAY . VT AVF IR TAAT VA DB ESNZ) R,
(Control Panel)

_In' | =A77
RABBIIATY | _ primanmmeans( 7ok,

|~

VATLEEE | VAT LEEENRATEIA TN, VAT LEEEE Web I EREL
DSATUH MFD (2 LT, TOE B F—AOMRPEERAETS,

— Iﬂ: 5A77° S

ng_g;i’ IFBE | TOE pEEIEIE LS 7Y Mo — B R,

— WA AEDSATY N LOT 5% MFD HNRIRAIRE A — JiEh S 8
(PDL) CHER SN EEIRIF— S ERTBYT MITTT, MIBEDA 7Y MO
Y%,

T)R—=FIAN
(Printer driver)

MFD W IRAIREBA— YEEiR E55(PDL) CHERSNET—4, HIRIT—A(&.

ENRI —
Nl =5 TOE OFVil— XAHEETE Y FYy I F—RICE N 3.,
el MFD %89 3/\— FOT71=y NETIONBBIEDIS. 1TV FEZOLAK

VAL TEESNS T4,

AE-HBEICENFRBAENET -2, BLUTIVA—HEECIVFIREIFM7Y
EvrevTT—4 MMDEESNTEIRI T — 3T IViR— A RE TR UL T2, EVhIvTT—
3B AKX TEGEMRU RN FT1ADEECHEHINS,

REN—FTAADEENLOHIBREEE LIZIE S . EEFEROBIFROEETR
o TBHE. XETANREN-FTAADEENGHIFRSNEE S WY
REN-FT1A0E | 2EEFHRIEIBRSNDH. HEBHICHIBRSNEXET-RCHLTPIEAT
BN oOHIBR PERHRGMEE, LhUXET-HBERRBDIZENTOGIRELGD, XE
TRBRKE., HEBT AR UBREICEESAFNIT TR RFHXET R
LTHRARN— RTAADEE(TTZD,

(Original JE—HEET IIT NoDERMHAH DRI REBDI N EPIRE . EELGEETRT,
document)

— iR REN MFD OOE—HERE. TUUA—#EEE. AF v —HEEE. J7D A EE
ey ZFIRATIMRIC. MFD Az @B T 22 COEBRIEHREETT 3%, BFRLT

XETHERELTD. XETAQLUTORBYMNEFND,
AE-HEEEEE AT BMRIC, IIT TEdHAFN ., IOT TEIRISNBEY YT T—
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& ST COmE

E RN

)

B,

TIVA—HEEEFIATRMRIC. —RFIABDFMT7Y M DR ESNBIEIRIT—4
BLU. TNETFIVR—AUERERERENZEY YT T4,

AF v —HEEE R AT RMEIC, IIT A oFEH AFNRERN— R4 ADEEICE
BIhaEvheyIT—4,

TPHAREBEEFI AT IMRIC. LIT hoF A A ENEREFHISEIETIEY Y
T7=8. bLU. EHEMAFHNGZIEL I0T THRISNZEY YT T—4,

FREHXETH

MFD ORIER\— 51 ADEBICEREN % . FIANE T LI7ILEIRLE
1, EN— KT 2DEBRICHE ., 7~ SR BEFLTL B REOXET 1,

X1 EEATT

EELERER, 1I- Y- ELBE. TIMARNTRELLEEZEGSERE. 1
DA (GE)AY )L TESLTEL. TEDHER 1ELS R TR RSIICEEE L LD,

—MROFA TPV IBLUY—N-FB—RFIBEDSM 7V MAICERE SN TS,
TOE OHEEICHEDI LN DT 5,

RE Ry FI—DZ7NS TOE DREECHRNDI LN DT—4,

TOE #5E7—4

TOE [C&>THER SN zh TOE [CBIL TR SN 2T —3THN. TOE D1l
TAHREICHE S A RRIEDHIRET o

CNIE TSF T—A0—&THD. BRI TEDT—HTHS:
N=FTAADERET - LEEEHR. \-FTIAVEBERT-IESLER. VA
TLEBEER. DA -IUIZ7RERIRER. AMERIDHOFBFERFD
NAD—-FEAER. 1-F—)IA0—- FOR/NXFHIEH. FIFAE ID £)IAD
— PR, YATLEEERAXMICLEZ PV AERFER. RERYI—-DF
—AREFER. tF1UVT(BEEOTRERR. 1Y -RBEER. EEIUVL
iR, 47— MOUTIEHR. B TAMER. Lik— FHAE®R. B FLIIER.

MAESANTS 12 HORMF. W)\~ FFAVEBAES LA

Hﬁ = —
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