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To preserve operational accountability and security,
records that provide an audit trail of TOE use and
security-relevant events will be created, maintained,
and protected from unauthorized disclosure or
alteration, and will be reviewed by authorized
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PINTERFACE.MAN
AGEMENT

To prevent unauthorized use of the external interfaces
of the TOE, operation of those interfaces will be
controlled by the TOE and its IT environment.

P.HDD.ACCESS.AU
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To prevent access TOE assets in the HDD with
connecting the other HCDs, TOE will have authorized
access the HDD data.
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CC

Common Criteria for Information Technology Security
Evaluation (&% = U 7 ¢ FEAHA%E)

CEM

Common Methodology for Information Technology Security
Evaluation (&&= U 7 ¢ §Hli %)

EAL

Evaluation Assurance Level (GEAf{FEEL L)

PP

Protection Profile (Fus 7 a v 7a>77A)L)

ST

Security Target (t¥=VUF 4 % —4% v )

TOE

Target of Evaluation (GEAfixl52)

TSF

TOE Security Functionality (TOEt = U 7 ¢ #5E

AEECTHEH SN/ TOE 1T 218352 L NIRRT,

MFP

Multifunction Product (5 ¥ % V1#EE4%)

HCD

Hardcopy Device
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Hardcopy Device (HCD) | A system producing or utilizing a physical

embodiment of an electronic document or image.
These systems include printers, scanners, fax
machines, digital copiers, MFPs (multifunction
peripherals), MFDs  (multifunction  devices),

“all-in-ones,” and other similar products.
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TOE Owner

A person or organizational entity responsible for
protecting TOE assets and establishing related

security policies.

U. ADMINISTRATOR A User who has been specifically granted the

authority to manage some portion or all of the TOE
and whose actions may affect the TOE security policy
(TSP). Administrators may possess special privileges
that provide capabilities to override portions of the
TSP.
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A User who is authorized to perform User Document

Data processing functions of the TOE

User Document Data

The asset that consists of the information contained
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The asset that consists of the information about a

user’s document or job to be processed by the TOE.
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Assets for which either disclosure or alteration by a
User who is not an Administrator or the owner of the
data would have an effect on the operational security
of the TOE.

TSF Protected Data

Assets for which alteration by a User who is not an
Administrator or the owner of the data would have an
effect on the operational security of the TOE, but for

which disclosure is acceptable.
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