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O.MANAGE

O.MANAGE 31T HEEDR EEITOVATLEEET-FOPITE A%,
REESNZVATLEEEDHHFRILT, —RFIAAECLS TOE RET—3IND
PO FEREICT KA EH THD,
AREF1)TIRRGEHERBETHEHICE,
FIA_AFL.1(1)(CIDHiRE A SRR DR R BREFIC, FIA_AFL.1(2)IC&D
SA DFBEE K BB (AAREREERS) (CFRRE R BT LB PO AE B EI# 7 DFRAEIC
KRBULGE . IR OFF/ON DA E(CEN, Ek LB E ],
FIA_UAU.1,FIA_UID.1 [CENEHBYATLEBEE—BFIAEZHANT
BHIC. 1-F-FR nftb‘ﬁbﬂé

FIA_UAU.7 [C&N1——FREEICRALCEREE 71— RO RESNB DT, )Y
AD—-FOfRRIIFHEITS,

FMT_MOF.1 [C&DtEF1UTHEEDEE PIFIL. BIUBMBEDREL. VAT
LEEEZFICRELTVSDT, YATLEBRALIFICHRINS,
FMT_MTD.1 [C&DEF2UT/HEREDARERE X, VAT LEBELICRE
LTLBDT, TSF T-ADREWEDLE., XK. k. VAT LEEBELEFICH
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tXaT R &

TF1T R E AR AL

Rehd.

FMT_SMF.1 (C&D TOE tF1)T1HeeNEEMKEENEREZ. VATLEESE
NR#HT S,

FMT_SMR.1 [CENFHEZHFDFIAEBEL T, VATLEBEDREZHIFTS
CET, XTI RENEVATLEEBICHET S,
UEDEF1UTBEBEEHICLD O.MANAGE Zimiz 9 CENTED,

O.RESIDUAL

O.RESIDUAL BFREN—FT4ADEREICERINIFAFHXET -INE
AEBIPETE, TAREICT B KA EHTHB,
REF1)TIRRGEHERBETHHICE,

FDP_RIP.1 [CENAEN— FTAAVEEICERSNERRFH XET 50,
LIRIDEROARZFATEET 3,

L EDEF1UT1HREZEH(ICLD O.RESIDUAL &z 9 CEh TE%,

O.RESTRICT

O.RESTRICT [ RISNTL\EEAD TOE OFIFAEHIRT 3 A EF o5t
RAHEHTHD,

AEF1UT R KA ERTETILHICE.

FIA_AFL.1(1) (SN E IR E FREIDFREE R BRBF(C, FIA_AFL.1(2)I2&D
SA DEBEE K BT (ARRERELRF) (CFREE R BRICE D VI L AE B B 5 DEREEIC
KB ULIEHE . BiR OFF/ON Kb E (TN, EfHE LR B E]C,

FIA_AFL.1 (3)IC&N— A% FI A& SRR DR EE K BUAF(C. FIA_AFL.1 (4)IC
&N SA FRRERFDEREE K BRBF (SVEREREERF) (2. “INAD— FANIE LKLV B DAY
t—IRRRLT SAT—ROBANEERT S,

FIA_UAU.1, FIA_UID.1 [CINEFE S E—RABESLIV VAT LEEE &
AT BEHIc. - THhND,

FIA_UAU.7 [CEDI1—H—EREEICRAUTEREE 74— RO R ESNBDT. N
AD— ROiRRIIRAITFS,

L EDEF1)TF#EEEHICLD O.RESTRICT &g CENTES,

O.USER

O.USER (ZIF 473 TOE OF AEEHA L. ELLFAECXET—I0ED
HU. BIBR. NAD—FOEBHEEEFIRABEANRETIRERAEHTHD,
AREX1UT R EHEHERERTIEHICE.

FDP_ACC.1 FDP_ACF.1 (C&N1—Y—5BEIEEMT 3 LT, SFRISN I F
BEOH . ATV OIBEEHFAT S,

FIA_AFL.1 (1) (CED#eH BB E R ORI L BT, FIA_AFL.1(2)(2dD
SA DERAE 2 BR B (AIRSREERS) (CRREIABRICEZ PO AIE B BB S DFREEIC
KB UIZZE . BIR OFF/ON B'AE(CGD, B LB ERAC,

FIA_AFL.1 (3)IC&D—A& I A& SRR OFREE K BABFIC. FIA_AFL.1 (4)IC
&N SA SREERE DFREE SR BB (S EREREERE) (2. ) SAT— FHVIE LBV B DAY
t—IJRRTLC.NAT—FOBANEEKRTS,

FIA_ATD.1. FIA_USB.1(CINH#MERERE. SAKE., —RFIAEE
B\ BT BCEICED., FASNERIREOHHTITH MEEINS TS,
FIA_SOS.1 (2&D. SA e—f&FIREDOR/N AT - FREEFIR TS,
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tXaT R &

TF1T R E AR AL

FIA_UAU.1,FIA_UID.1 [CENEEG—RAAESLIVVATLEEREEH
AT BEHC, 1I-F—FREENTTHND,

FIA_UAU.7 [CED1—H—FRREICRAULTEREE 71— FI\WDIERESNBHDT. N
AD—RDifRRIEHTS,.

FMT_MSA.1 [Z&NEF1)T(BHEOBVENE. HZE. Bk, iz EET
7

FMT_MSA.3 [CEN@ETIRT 74 MEZEET B,

FMT_MTD.1 [CIN#HMEERED/ AT — FREIFHMEEREIC. SA D/
D— RERXEGEMEEREEL SA L. —BRAAEOIRAT—REER. VATLE
HEE—RFRABARANCHBRINS,

FMT_SMF.1 (LD TOE ¥ 21T/ HRED E M REDER E Z . BF R SNIZFI A
BENRIETS,

FMT_SMR.1 [C&DIATLEEE . —RFAABORIGHFINT, TDE
FIHEAES (ToN B,

UEDEF1UTHEBEEHICLD O.USER &3 CENTED,

O. VERIFY

O. VERIFY (¥ TOE B H0OE4T1— OB CREDFIRZRHT 553 KA &
Thd,

AEF1) TR RAHERTTHHICIE, FPT_TST.1 [CLD TSF E171—F
BIUTSF T-ANTEMERIL T 2HNDBE CTAMERREEBFRF(CRE LR
17932 TES,

(FZEUTFEED TSF T—AR3RIEHICINMRIIRTETHS,

X1 TAEEOTT—5:TSF OEMICEEN B

SRERZIT R NTU- N7 yTSNEN= FOIT7ICEBU7IVAA LayD
(CENERSNTHNT —AWIRFFI VAT LIF—EBS)

L EDEF1ITHEEEEHICED O. VERIFY &I TENTES,

6.3.2. IRTFIEDIREE

TRIVTHEREEGMREFLCV SRS LR FRFREER UGV HERE S, IRFREFRN T
SNECTHREN G VVRILE, & 25 [CRET 3.

& 25 tRIUTAHEEEHIVR—RY FOIKEFME

BEBEEHIVR—2RUE REHEOREEHIVR—2R VT
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WREEHIVR—2V b
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UM AL HRTHNT, IS HERETILEN
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FCS_COP.1
IS 1R 1F

(HDD B&T—%)

FCS_CKM.1

FCS_CKM.4:

E5 (3 MFD OREENRICAER SN, DRAMIES 14
AEY)[CHEMSNS. CORFSEE MFD RKADER
EUIMTEHRT DT, S RERETILEN
V- A

FDP_ACC.1
PPASIVDAN T

FDP_ACF.1

FDP_ACF.1
tFIVTIREICLZ 7O
A {E]

FDP_ACC.1
FMT_MSA.3

FDP_IFC.1
Y7y MERTO—
(7D AfEER7O-)

FDP_IFF.1

FDP_IFF.1
BT B4
(7D AfEER7O-)

FDP_IFC.1

FMT_MSA.3:
TPDAEHRIO— [ EF1UTA BN, Y
BHEMNPEITETHS,

FDP_RIP.1
Yty MEREFIEHRRE

3L

FIA_AFL.1(1)
B -0 L (A
(BEIEE)

FIA_UAU.1

FIA_AFL.1 (2)
SRR K BRBFDER DR LY
(SA: A{KEREE)

FIA_UAU.1
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FRAL R B BF DER DL
(— R AHE)
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WREEHIVR—2V b

RFEOMAER IR —R Vb

EUHIUVEHLT WRULTVSEMHR |[IREMEEELCOVEBVEHREZDE St
(SA: 4V EREREE)
FIA_ATD.1
e "L
FNEERHEER
FIA SOS.1
—>= L
WEOBRIE ¢
FIA UAU.1 FIA UID.1 —
EHINL ERYU)
FIA_UAU.7 FIA UAU1 —
REINTEZT1—FNYD - '
FIA_UID.1
- —— s BL
BRIV
FIA_USB.1 FIA_ATD.1
FREE-9TIIOMER -
FMT_MOF.1 EMT SMEF1
X IUTIHERED 5D LD FMT—SMR' . —
& - '
FDP_ACC.1
FMT_MSA.1 EMT SMF 1
X1 TABHOERE -
FMT_SMR.1
FMT_MSA.3 FMT_MSA.1
BHHEMEHE FMT_SMR.1
FMT_MTD.1 FMT_SMF.1
TSF F—HNEH FMT_SMR.1
FMT_SMF.1
. L
EIHMEEDIFTE
FMT_SMR.1 FIA UID.1
TE1UT/BE -
FPT _STM.1
e BL
SIEEA LAY T
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—_ BL
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— L
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6.3.3. tXIUTAIRIIZEMHIRM

ATOERTIRIIEAHTHD . BRNERTHD, BELNIOBRENEFHFOREEICLS, EE RIS
JUVATLEBEDFATY D Web F50 o TOEDAMERA U A—J1— A EAULERE, FLERER
YED—DECHFHET ST - ADEFEDPHES ., TIRY-IVFOERICLSINEN— FT1AVEEDEHRES:
HHEIETHENEESND,

NBICHLTA TOE BREMEHRTILHDLF1IUT(HEEZIRIET IV ENDD,

EAL3 (3 TOE [CHTRFAFERED X 1T RDD T (RRITETAMDERER T . RUFRFERED

FREEVOEBRKNROFTM)EEH . tF1)THEEE R 2 (CERTILEHD+ 2 BHIF Y AFERIE
FNTVBEDDINEINED TR UIGFIRTHIELZD,
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1.  TOE ZE#yft#k

ARETIE. TOE MR TS X 1T B BEDERIERRICONTERRT B,

1.1, t¥1)71HsE

& 26 [CTOE tHa)T(teeE t¥ 1T HBEEH DRI ETT ,
AEICEHEATS TOE tHaUT4#aEL 6.1 HICREMRINZ LX) THBREHEB I LD THS,

& 26 TOE tXaUrqHaectFaUT e EHOXICE R

t¥a) 18R

TSF_USER_AUTH

TSF_IOW
TSF_CIPHER
TSF_FMT
TSF_CE_LIMIT
TSF_NET_PROT
TSF_FAX_FLOW
TSF_SELF_TEST

TEX1IUTAHEEE Y
FAU_GEN.1
FAU_SAR.1
FAU_SAR.2
FAU_STG.1
FAU_STG.4
FCS_CKM.1
FCS_COP.1 v
FDP_ACC.1
FDP_ACF.1 v
FDP_IFC.1 v
FDP_IFF.1 v
FDP_RIP.1 v
FIA_AFL.1 (1)
FIA_AFL.1 (2)
FIA_AFL.1 (3)
FIA_AFL.1 (4)
FIA_ATD.1
FIA_SOS.1
FIA_UAU.1
FIA_UAU.7
FIA_UID.1
FIA_USB.1
FMT_MOF.1 v | v

< ]| <[ ]|« [TSF_FAU
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AN

NENEVUENENEVENENENEN
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t¥a) 18R

TSF_NET_PROT

TSF_IOW
TSF_CIPHER
TSF_CE_LIMIT
TSF_FAU
TSF_FAX_FLOW
TSF_SELF_TEST

U THRER
FMT_MSA.1
FMT_MSA.3
FMT_MTD.1
FMT_SMF.1
FMT_SMR.1 v
FPT_STM.1 v
FPT_TST.1 v
FTP_TRP.1 v

S [TSF_USER_AUTH
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<
<<

<| <[ <[ <] <[TSF_FMT

LITF T34 TOE a7 aE(CEIL T RE IS T F 1) TR EH(COLVTERBAT 3,

1.1.1. N=FFT4ADERET A LEEHEHEE(TSF_IOW)

N=FTAADERT A EEEHEMRER, VATLEEE LIV ATLEEEE-FTHRESNLIN-F
TAADERT I L EEHEMAERE ICHEV ., JE-HBE. TUVA—HEE. A v —HEE. XV rD—D2A
FvURERE. D7D AR, A V- RV R IPDABES SUHA LD M I7DAMBED R V3T DFE T KIS, RERN
—RTAADEE(CEENRRAFHXET -RH LT, ABN-FTAADEENXET -AEEE. 1
EFzE 3 BN EEECINEETS. NEIESHOFERIRRICIEUT, NEBOEMLERBETIEEL.
TXIVTREERBETIEREERLTVILHTHS.

WBOHREERETIEREL. LESHEOEHBEIREL, tF1ITBEERETISEEE. LEE
HEDEIHE 3EETE, 3BV EZSEEERRHKE, 1 HICEATREFRERJETISHN, LNREL E
ETHEEBHEEE) THd,

(1) FDP_RIP.1 7y AFIRHRRE
TOEB&F VI TR THROLEEHEMAEDHIEEL T, EEEEI% 1 B ("0(EM) "ICLP LEE)E. 3
[ (ELE-EL#-"0(PM) (LB LEE) OFIRN UKD,
FEREN-RFTAAVEE LIC, LETHEFEDFREHSXET - HD—E&HS, TOE EENFFIC
—EBETIVILT HERTOFAZFAXET INFETIH A, LESHENEERTTD,

1.1.2. N—FT4ADERET -GS 1L188E (TSF_CIPHER)

N—FTAADERET S LEER. YDATLEBRECIN VAT LAEEEE-FTRESNEIN-FTY
ADEET -SESLBAERE JICAE L JE—#EE. TUVA—1aE. v —1ae. Ry MI—DAF v
RE. TPDABERE. 1 V- Ry N IPDAMBER SUS A LD 7D A RE BN VE B OB TR REER TE B (CRERN—
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RFAADEEICEE NS XET I+ T EENT T A0S 1L Z1TI.

(1) FCS_CKM.1 RS8B4
TOE @ YATLEBEICINFRESNLIN-FTAADERT - AESEX—1eEAL. EBBIRKICELY
OvD #2400 FXOSENC AR 7PV IVALICEST 256 BV OB RA R EITI (- FTF1ADEET
—AEESIEF—IBRUTHNIE, FUESRNERSINS), BH FXOSENC AX7ILTUILE, +5
BEMMEERZEF17B7INITIXLTHS,

(2) FCS_COP.1 REEi8/E
TOE (FREBN— RTAADEEBICXETABLVEF 1) T EENT T ERTIRIC. REIRFICHE
B4R (FCS_CKM.1)[CENER UE 256 By MEDRE S #2E FIPS PUB 197 (CE3< AES 7)LT
VALEICENXETF-ABLUEF1)T(EENT T ADBEELE1TI, FLBRUEXET-ABLUE
FU)TAEBEOI T AZ5H HTIHEELRARIC, EERFICEM UL 256 EY MROBES#E AES 7)LT
DALICENESILEITI.

7.1.3. 1—Y—58EEHAE (TSF_USER_AUTH)

J1—Y—EREEHERE(L . BF RSN E ORI ABALIFIC MFD O REE AT 2R EH B 53 Al FREEH
BECTHB,

BAERXNEFZRRREISATVDIZOARFAN, 2YII=DAFvF—1—T4)T41. Web T35 hn1
—H¥—ID E1—-Y-1NAV-F2 A NS BIHHEEAT— M— FEREEN H D,

1—H—ID £1—%—)\AD—FEAHEHEBHi%E MFD FhEAESOY—N—CBFIN TS 1—Y—1F
HEFMALT, BARIEEIT,
1Y —1ERODBERAEICLOT, KD 2 EEHHD,
a) RAEER
ARIKRFREEE. TOE AICE R LY — 1B EEA LRI E B Z1T,
b) s EBEER
SNERDFREEY — N—(CLDEREEE1TY, TOE RICI—HY—1ERE B HFINTLEL,
SV EREREE(E . S ERDEREEY —/\—(LDAP H—)\—F7=(3 Kerberos % —/\—) TEEBEN TSI
—IEEFEALT, RT3,

AN R LRI AEOH N T R OBEEEE AR 8EE D,

a) KRR RV THIEISN DB
OE—HEEE. TPDAMEE GEIS) . 1 V-V IPDAMERE GEIE) . AFvUBEE. RV T —D2AFvY
BEE. BRRVDAIRIEMEE. TUVA—HEE (TUVA—FSA N TORI E B DR ENE M THIENRI
BFICIRESRIVTEREET %)

bYRIRAEDIM17Y bDORYII—D A% —1—T4)TATHITEHSN 1 EE (RKRFRELFDH)
HRRYIANLDLET—AEH UHEEE

c) Configuration Web Y—)L CHIHEN 2 H#AE
WK EBORTR, VaTKE-BREOKR T, BRI ANOOXET -2 UEEE. 771 ILIERE(C
£37) MgEE

- 66 -



Dell C7765dn &¥azlrr4—TvF

FARERIRERNBLUVIATLEBEDFMTY Mo TOE EX1UTAHEED SRR ELER
ITOERZHZEILHICIATLEEE ID E)SAT— FEANSETHAERILET LD TLHS,
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BAEZFI AL CHBIFREE 21T,

AN I LRI BEDOH N T LD eeZE AR BEC 3%,
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SA HERRIEIRICED. 1245/ IRIVND TOE X 1UTAHRENS BER E L B ETOEREF OIEN T
BECHD,
Configuration Web V=), %Y rI)—=D2AF v+ —1—F(UT( D BDERIERIFAY— M— FiEER (T
FREY. KARBIFEL NSRRI D 1Y — 1B CERELT 2.
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BAFCRRAHREEZ(HF FR<TE5,

(2) FIA_AFL.1(2) REEskERBEDERDHL
TOE BV ATLEBEE— RTPDERTBHIC. YATLEBREDRI 217N, FRALRFDFREE R Bt
M REZIRHEE LTIV,
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1B/ % AFCERAHEE R Z (FT T HL{E 3,

(3) FIA_AFL.1(3) R:EkEREFDEDHKL
TOE 3 MFD O#Re=E AT 2RIIC. FIABBO1I—Y—BEETON. EHLE—RFABNZELLENA
D—FB—HULEVMEE R ENRI TR ZBENAT RN E DA — IR RLUTI—Y—1BHROF
ANEERT D, £z Web 50 PRy NI—D2AF v —1—T4) T4 (RAREFEDH) TH1-H—1F
BOBANTERTD,

(4) FIA_AFL.1(4) FREEXBABFDEINHRLY
TOE (¥ MFD Otz E AT 3AI1C. RIAEDI—T—FRELZ1ToH% HMERFREERFIC SA WERE LTz A
D—FR—HULEBMEE R, BERITR"EBENF YN EDAvE— IR RLTI-Y—1EHOE
ANEEKRT D, Tz Web I5VHTELBEANZERT S,
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(5) FIA_ATD.1 FAERMESR
TOE 3t EEE . SA BLU—MRAABEORENEERZ LRI S,

(6) FIA_SOS.1 WZNDIREE
TOE (3 SA, — R FIABED) AT - FERERCR/NXFRICEOBIMERIIREEIERT S,

(7) FIA_UAU.1 BBEI0OAA3IVY
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TOE 3 #ENRIVL. FIBBDFAT7 VY MDTFDARSA N, 29 M)=DAFvF—1—T4UT1H LU Web 7
SO % @ELT MFD ¥EEDIRERF AT T BHI1IC, ID ENAD—FEAASET. AASNEID ENAD—F
. TOE BETF—HICBHFEIN TS/ SA)— FEHRE— BT BEERITT 3, BEF(FIA_UAU. 1)
AI(FIA_UID.1)(d. BIRFICETEINER - FRAEOME AN LB DA R EN EF I SN,
FIREBEBDZA7 Y oD )Y 37 CDOVTUE, TOE (FERIEREEE T'(C, Va2 EET S,
NREFENLD FAX DZEICOVTIE, TOE (. HAIFREIET(C. FAX F—3%%21ET 3,

(8) FIA_UAU.7 {RESNED4—FI\vD
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DEREESNFIAEICHIFRT B,
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A1
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(12) FMT_SMR.1 t¥1)7/1&3E|
TOE BYATLEBRESIUV—RAABORINEHFFL. TORBNEE LB AECEIEMFTTIS,
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EERRLSNIZFIREICHIRT 3,
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RyDADMER | —#RFIAE. SA NATRE | MMEEENAIRE | -
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CH IR E DA A
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iR CHHMEEENTR | MEERENETE | SEESTR
FRTOXBOH | M EEE A4 MWEmENTAE | SALSMEEE A
DML, Bk

BERRYIAPEETI)V MTPILATBHIC. 1-Y - ZERET S,

a) EETUY MERE
MFD Tl 734 R— ) MCRFIDFREZITOE. MIRAEBEBRRREDIAT7 DT I)VR— AT
RIEBEERE VKBTIV MERET SIS, HIRIT—AZEY My T—AICE R (FIViR—
) LTTFAR= T pELTA—H—ID CEICHFBLTRHREN-FTIADEBIC—BERETS,
7z Configuration Web Y—)lhb1—H—ID ENAT—FEA AL, FEBERICFAEDSI1T7V A
DIPAIAREICENTUY METRETBIEELREBERICI——ID JeDTFAR— M) L TRERN—
RFAADEBIC—FEEIND,
MAEF—FEEINLZTIY M-3R TILHIC. MFD ORENRIUNLI—H—ID ENRAT—
FEANTEINAY— bO— F(CAC/PIV) ZfEA L. FREESNSE1—F—ID (S ELET)Y MFEDY
AMZFDRTREIND FIRBIZOUA M GENRIIE TR, FEHIBROIE RN AIEEC D,

b) FERNYDAIRIERERE

-69 -



Dell C7765dn &¥azlrr4—TvF

BIERBIRENTVEBVIITETPIAR— RO BRRVDAICAF v T—RETPIARIET —AEAEHH
FBHENTTRETH D,

AF v T-AERHEINYDAICKENTBICE. FIAED MFD OIRE SR —H—ID £1—F -8
AD—FZ2ANTBNAY— bI— R (CAC/PIV) &ERA L. FREESNBEAFT v UHREDFI AN AT REICTS
D BIENRIVDDAF Y UIERET B EICED IIT B RTEESA D, AEN—FTF1AVEEICETET
B,

IPDAZET—RERBRYIAICKEMTIBE(CE1——REITHT . AR BEEGEENLT
ERAF R EONTREIFIVAZET —ADI5E . EEBICHEBRVIAZIEELEREI7IAR
BT HERFOEREBSCEDI?IARET 4. ZERFEDIFIAZET-INENENTE
ESNEHBRYDAICEBMITAEMIND ETHREER S,

FfRShz1—7—1ID CenERBRRYDAL. FIRAEFEHLEE IRV, Configuration Web V-
WERERYII=DAFvF—21—T1)T4 (RAGREEREDH) ho1—F—ID ENAD—FZA DT
MFD [FREBICEFSNTLI—HY—ID &S AT— R —HTINEFIvIL. —BLIZBEDH RN
URYD AR DT —AZFEFR T Hoen argeeian . B URENRI. BIFRDIEENATREETT S,
BENRIDDIFAY— MI— FEREECHRIBRICIREN AT BEE 5 B 6

o —MEFIAA. SAICLBHEBRYIADIZEE

{ERIBR BRI AN R

—RFAE. SA B, ERIBRBRYIADEBIREEITIC. ERIBRBRYIAOF A EHBAIFHRIC. &

BIBERYDAERVER L — AR FI A EBAIER. SA HAI BRI E SNLERHR B RO ANMER SN

%o

& B RN YD ADHIBR

BERFRRRYDADFHEEHAERE . — MR FI AEHRF®R. SA FHAFHRN—BULHES. T0ER

BHRAVDAICET S, BRHRBRNYDADHIBROIEENF TSNS,

ERIBRBRYIADNET —FDEIH L. XET-IDHIFR

BERFRBRRYDADFREEHAERE . —MRFI REHRF®R. SA FAFHRN—BULHES. T0ER

HERNYDAICETINET - HAOIMIE L, XET-HOHIBROZENFRISND,
H£AHERRVDADXET-HNEMNH L, XET-HDHIFR

BHRAVDAN, £RBRRVVAVIGE . TOHRAFBRNVDACETINET -IOENH L. XET—

SOHIBRDZENEFRISND,

o —MEFIAE.SAICLBERTIV MDIRE
XET-HOHIFR. XET OB L
ERT)UromBAEHBFERE. —MRFIREHANIFR. SABAIFERN—BLUBE. —RFRET
AtA. SATOLAICK LT, Z0ERTVV MCET . XET-I0ENH L. XET-SDHIFROZEEN
HESND, XET - HOHIFROBEENMTOND L. ZOEETIY MEIFRSNS,

o HWHEEACLIIFRNIADIEE
EHEEZEOSS . LRBERNVIADEREE. HARRRYIADHIFREENF TSNS,
BHEEZEOS S, IATORBRYIACH UERRVIADHIFR . XET-30HIBR. XET-SNDER
NHULOEFEFRIT S,
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o WMEIEAE. SAICLSBRTIV MDIRE
BREEESLU SADIGE . IXNTOBRETIV MR UXET-IDHIRR, XET-HDENH LEEF
DEEN

1.1.4. YATLEEECF1UT1EEMEEE (TSF_FMT)

YATLEBECXIUTIEEKEER. HIBFEDFAENGRIGHEREF BN, VATLEEE
E-FAOPOLAEVATLEBEDHICHIRLT, FRISNLYATLEBEDOH (CRENRIVEIV AT
LEEZEDIATV S TOE CFX1) T RENS RERE LR EITOEREFAIT 5,

(1) FMT_MOF.1 t¥i1UF(EEDHZE\DEIE
FMT_MTD.1 TSFF—40%&HE
FMT_SMF.1 ZEEEEMEE
TOE FRBEFSNE VAT LEEEDHIC. T30 TOE 1T HEEICBER T3 TOE BEF— A0SR
CREER., BLUBKEEDARN/ BHERTEIT 1Y —1V3—J1—A%R#E TS,
FEINODBEEEICED, BERSNBCF1UTA EIEBEETIRIE T2,

BAENRINLIITEED TOE tF1) T HEENREES R, RELEETOENFARETHD,
- N—FFYADEBERT A LETHEMEEDR TSR, A/ EY. LECEROREE!T

* N—FTAADEET HESEHEOREESRL. BN/ EIOREZITO

* N=FTARDERT IESIEF-—DREEITY

© RESRIDLOFRERED) AT - MERDKREESRL. HR/EIDREEIT

© VATLEBEERMERICIZPIVCAEERREESRL. B/ EY. EERHMOREEITI

- WWEEE ID LAV -FOREEIT) HREEEOH T

- SA, —HEFIAZE ID OFREESHU ID E\AT—FOEREEIT)  KARIFHOH

+ 1-Y-)TAD-R(—RRFIREFE SA) ORI XFHFIRESRUREEITY  AREELRFDH

© RERRYRD—DT-RRFEREED SSL/TLS BIEOREES L. AN/ ENSLUFHFMIFERORTE

11

© RERRY D -DT-SREHEED IPSec BIEDREESRL. A/ EIHSUHMIBEROHREE
13

- RERRY D -DT-SREMEED S/MIME BIEDREESHL. B3/ FEIBSLUHMERDORTE
11O

+ 1-Y-REIHEEDRE TSR U, RIAFEE/ S ARG/ BB LUFHMIEROREETD
© AV MO REREEMEREDREES L. B/ BB LUHMEROREEITI

- BRETIUMERROREES R, B/ HRIOKEET

- B KAESRUREET

- BETAMERRDFREESREL. A/ EHNOREEITD

- FRVUATLEEEDSAT Y b Web 759H5%1&UT Configuration Web W—JUIZED, FEED
TOE vHa)T/#EEDREESHBL. RE LR FITOENATHETHD

- WWEEE ID E)\AV-FOREETY  HMEEEDH ATEE
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« SA.—BFIAEDID HZEESHEL. ID ENAT—FOZREEITY | AMFRIERFRDH

- VATLEBERMRBICIS7VEAEREREZSRLU. BR/EX. EERBOFREEIT

- A-Y-)NAD-RF(—RRFIAEE SA) DR/NXFHHEIRESHBUREEZTD  AMARIIHOH

s PR IUTAEENTREEDSR EES B LA/ EDDEREEITD
(BRI, FIUTABEENT T —REITRYINDTF AR TIPAIIN T, VAT LEEEDSA 7Y+ PC
E(CHYYO— KT BIENTTHE, )

- REBRYFI—DT—RREWEED SSL/TLS BIENHEESRL. AR/ EMHLUFHMAFEROERTE

11

© AERYRI=DT-A{REWAED IPSec BIENREEZSR L. B3/ ENSIUVFHMBEROZEE
15

© RERYRD=DT—H{REHAED SNMPV3 BIEDREESRL. B/ BEHBLUFHMIFHROKRTE
11

- SNMPv3 /AT - FOREZTTD

© REPRYRI-DT-RREREED S/MIME BIEDREESRL. AR/ EIBLUFMFERDRE
175

-+ X.509 EEEAE &R/ 7yIA—F/H000—- RSB

+ 1-Y-REIHEEDREES R U, RIAFEE/ S AR/ BB SUHMIEROREETO

© AV M- REREEMEREDRREES L. B/ BB LUHMEROREEITI

(2) FMT_MSA.1 t¥1U57BH0EE
TOE RYATLEBENHIC— T AERAFEROIREERET .

(3) FMT_MSA.3 #eIEMHMHA1L
TOE [FFBRYIAEZERT )Y MELEF 1T BEDT I4)V MEEL T, FREEBAIEERICIERL L
FIREHANEREFI ARG H AEHR FRERET D,

(4) FMT_SMR.1 t¥1U7(1& 2
TOE (1927 \EBEOREEMHEL. Z0/BEVAT LERE CBERTTLS,

1.1.5. HARY-IVIZ7#FHIREEE (TSF_CE_LIMIT)

NANR—IVIZ7REFRIREEEL . DAMN—IVIZ 7RV AT LEBE 1T E 1B AE
(TSF_FMT) [CEAT 3R ENSBESLUVEBNEERBVLIICHAMN—IVIZPOIATLEEEE— A
DIREZHIE T BHEETHD,

COREREICED  DAMY—TIVIZT7DBNTFUICLIREE BN EEBTES,

(1) FMT_MOF.1 t¥1UT/#E053F\DEHE
FMT_MTD.1 TSF 7530 EE
FMT _SMF.1 EE#EEDETE
TOE FEBEFSN=I AT LEBEDH(C, ##1E)\%)LE Configuration Web Y=L o HARI—I VY
Z7REFIRREREICRT S TOERE T NS MERTEEE EEDE RN/ EX) OZHDI1—F—143
—J1—2%iR#T 3,
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FECOHREICINERSNZ tF1 )T EEMAEEIRILT D,

(2) FMT_SMR.1 £F1UT/1&Z
TOE FVATLEBEDREIZH#IFL, 20%R B2z AT LEBE(CEAEMTTNS,

1.1.6. t¥*1T1EEOTHEE (TSF_FAU)

VT EEATHEE., YATLEBEECINVATLEEEE-FTRENLMF21UT(EEOTER
ECHEL, TATO TOE FIAFICHULT, LV, FEDY, EDLIBEREITONEIVDERPEELG/AV
(BIZSTEELERERE, 1- - 1RERGE) &, BREHTILHOLF1) T BEENTHAEEIRH TS,

(1) FAU_GEN.1 BE&T—54%RK
EETHADERKE. EBSNEEERZRAIAY M, BEEAVI(CEEFSNDEERILT 5,
K29 ICEENTDFMAETRT

F& 29 BENJOHH

BEEOTRRAAVME, LTOBEERT—SEH#ICEHEIND., -
e Log ID:EEEOVHEAFELTOELES (1~60000)
e Date: Hf+7—48(yyyy/mm/dd, mm/dd/yyyy, dd/mm/yyyy OL\FnH)
Time: B%Zl7—4% (hh:mm:ss)
Logged Events: /XY & FF (FxK 32 HIDEEXFSI)
User Name: fIfi& 4 (&KX 32 HfidEEXF5)
Description: /XY MIBETENAEDERA (X 32 HIDEEXFIITHMITEESEOIY)
Status: 1AV FOMIEBFERE LAIREE (R K 32 HTOEEXFIITEHEMITESROCY)
Optionally Logged Items: i@ {77718 B LSHCEEDINREFSNSEMIER

Logged Events Description Status
TINAADIREEE L

Started normally(cold boot)

Started normally(warm boot) | -

System Status
y Shutdown requested

User operation(Local) Start/End
Self Test Successful/Failed
19525
Login Successful, Failed(Invalid
. UserID), Failed(Invalid
Login/Logout Logout

Password), Failed

Locked System Administrator | -
Authentication (REE#HLRE)
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Logged Events

Description

Status

Detected continuous
Authentication Fail

BBV -ZE

Audit Policy Audit Log ‘ Enable/Disable
J3TAT-HA
Print
Copy Completed, Completed
Scan with Warnings, Canceled
Job Status Fax by User, Canceled by
Mailbox Shutdown, Aborted,
Print Reports Unknown
Job Flow Service
TIMARTEER

Device Settings

Adjust Time

Create Mailbox

Delete Mailbox

Successful/Failed

Switch Authentication Mode

Change Security Setting

Successful
(GEEEBHRHF)

T 2T —INDTHEA

Device Data

Import Certificate

Delete Certificate

Add Address Entry

Delete Address Entry

Edit Address Entry

Export Audit Log

Successful/Failed

Communication

Trusted Communication

Failed
(FAFVEBEXERE)

(2) FAU_SAR.1BZE|LE1—

LFIITAEEONT T RCREBRINEIRTOERE. A HEIEERLT S,

FE"TEARTFAIVELTRET B"ELVIRFDINIVNHD ., COMBECINEF1UT(BEENT T 4%,
STREIDDTFARI7PAIVELT AOVA—-FFBHENHED, EF1)T(BEEOTTF—EIIVO—-FY
BB, Web I35 &I AT 3HIIC. SSL/TLS BEEAMICEESNTVRBINELLEL,

(3) FAU_SAR.2 [BEEELE1—
X ITMEBENTTADZRHHLE, RSNV AT LEBEOHCRET S,
X1 TAEEOTTF-AANDTHEA., VAT LEEED Web IS0 DH{ERRIEET., &4 IRILHD
POEATBCEIHEELL. YATLEREREN Web J50H%@ELT TOE AODJMYLTWVEIFNIE, YA
TLEBEDRIE(AYM1Y) #®ICERTEECLS,
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(4) FAU_STG.1 {RESNZEEEEIE
FIVTAEEONTT-RDHIBRERERFE UL FEGHSAPHENLRESN TV,

(5) FAU_STG.4 & T —HEXDIALE
RIITABEEOT T I ERICE TR, REE VM LAV T TRESNEEET-SICEEZELT,
HLLVEET-ANMBRTHIERCEEHEINS,

EEOTHEDINY ME, 34 LARVTEHRIC NVRAM [LRFSN 50 HISELEHEE . NVRAM £oO
D% 50 HEAMAT—20774) (T TEEOT TPV IERES) ELT, REN— RTAADEENRTEE

LT, &KX 15,000 DM XV MERFTHENHES, 15,000 #2HAI5EE. —BHABILA
BUTCREBFSNEEEOT 771D bIEREE LT, BRLTIARY MEE&R SN,

(6) FPT_STM.1 &{EREAM LARVT
EBENCZEENRIRY MeEEOTI7M1 AT HFC. TOE AT\ IO REICL 51 L
ARV TERITI HHBEEIRIET D,
FratDRELEX TSF_FMT (CENVATLEBEEDH N AIEETHD,

1.1.7. A&FRYI=DT—5{RFEHEE (TSF_NET_PROT)

RERRY FD—DT7 -3 REREER . YATLEBRECINVATLEREE-FTRESNZTEL 42070+
VEREDEEICELD. RERRY F)—DT7T - S REHKEEN RSN D,

(1) FTP_TRP.1 Z{518/5A
TOE £JE— Ml (Web [CEB@IEY—ER, FUVA— FSANEBIEY LR, TPDA RS/ NEBIEY -
ALY RI=D1—T4)T1 AR EY - EABLUBEES) AN EREINZMOY—ER) TeF17l7—
BEMREISNIESLBEETONIIICLS. XET A, tFI)T(EEAVT-ABLU TOE R E
TR RETIHETIRETE, COSEENAL, hDBEEIIAEHEMICEFISN ., Z0iHADE
SESNEREANBLUHEPLPRENL, BIETHERETIHENZFHOTD,

a) SSL/TLS 7akail

VATLEBECINVATLEEBEE— FCERESNLISSL/TLS BIE IR, Ry rI—DLEE
FANBIXET—I, EFX1T(EEBEOT TP TOE RET—I5RETR—DELT. EF17HT—4
BIEMMREEENS. SSL/TLS 7O RIS RE LTV,

TOE h'3i i3 H4%AEICLD . SSL/TLS H—)\—F7(3 SSL/TLS H34 7Y beLTBIET BTN 3
3. = SSL/TLS FOMIUCHETBIEICLD. & TOE EUE— MEOT—SBIE IR . BHEPHEN
DRANRET RN KD, BENGORE . TROMBEECINBIET A5 EL TR
SHOTEHRTD, BHBESRIETIIVDERIBRICERIN . MFD RADEREVIMTH. 3t
YaAVDR T ERBTHERT B,

SSLv3/TLSv1.0/TLSv1.2 7OrLELTE SN S iEiiE OIS S5
BHFRMICE, FTROESIEAM— RN IDRIRENS.
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SSL/TLS ORESALAL—k LERESARX/BYIX NyYa1AR
SSL_RSA_WITH_RC4_128_SHA RC4/128 vt SHA1
SSL_RSA_WITH_3DES_EDE_CBC_SHA 3Key Triple-DES/168 Evb | SHA1L
TLS_RSA_WITH_AES_128_CBC_SHA AES/128 Evhk SHA1
TLS_RSA_WITH_AES_256_CBC_SHA AES/256 Ev i SHA1
TLS_RSA_WITH_AES_128_CBC_SHA256 | AES/128 Evhk SHA256
TLS_RSA_WITH_AES_256_CBC_SHA256 | AES/256 Evhk SHA256

FBSHD DRI, SSL/TLS BE

E&EE70r3)L0 HMAC (Hashed Message

Authentication Code - IETF RFC2104) #Re# RT3 E(CLHTERIRT 3,
Web D547V b LT SSL/TLS EIEEEMICTIE. D47V M HoDERIE HTTPS &L T, 215
LEFNIEEoEL, SSL/TLS #iEld. IPSec, SNMPv3 . S/MIME &ty Py 3Hi.
ATLEBEENCFIUT( EENT T4 V00— FTBRICEDCRESN TR NG,

b) IPSec 7Okl

VATLEBEICINVATLEEEE—RT
N3XETH, tF1)TEENT TP TOE

FBESNEIIPSec BIE 1AL, REBRY MDD LZR

ENMREEENS. IPSec 7O VIR LTIV,
IPSec 7O MILIE. TOE EUE— MEITEDLSH IPSec BIEEITONEL VO, EHEPIES7ILTY

ALBEDNTA—REEERTRIEHD., CX1UTATPYVI—-VaVDHEILET B,

SET—HERETDZ—DOELT. EF17BT 4@

7V II—-Y3avDfEL

& IEESNEHED IP 7 FLAROETOEIET -5, TOE OEIR OFF FEUtybEN3ET

IPSec @ F5VAR—ME—FICEDEESEENS., BH

KOERZUIMT SN, FREIIVDR T ERFFICERT 5.

E5 BRI aVOFIRRICAERSN, MFD &

IPSec 7O +JJL (ESP:Encapsulating Security Payload) ELTA RSN 3 EHGEOIE S5

BHEMICE, FROKBRESAXEN\vV1AXOHEAEDEDRNINERENS,

HBERESHX/BY1X N1 AR
AES/128 'k SHA1
3Key Triple-DES/168 £k SHA1

c) SNMPv3 FOohkail

VATLEBECINVATLEEET— FTHRESNLISNMPV3 @EIICHEL. 2y FI—DEETO
FLD SNMP 253380, tX1UT4YYa—avh—2&L T, SNMPv3 70 F2JUICx RS LTLY

%, SNMPv3 7OV IETF RFC3414 TIRESN TS LIIC, T—

SNMP X}t — Y BT BIzHICERAINS,

COMBERE AT REE. BN ATD—RETIAINI—(
—N—OmEACEY M 7yTUEIFNEEBEL,

A{AN

SNMPv3 DOFEEEE SHA-1 N\ 18z EAL., FME
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BTV OFIBRHCERSN ., MFD KADEREVIMI T Hh. FEYav 0 T EREFFHIHIR
9%,

SNMPv3 FOPILELTE SN S B O 55

HERES AR/ BY(X ACPE; -
DES/56 Evk SHA1

d) S/MIME Farail
VATLEBEICIN VAT LEEEE— FTHRESINLIS/MIME BELCH L. ARy I—D6E &
USRI —DEZRNBIXET - HERETEI—DELT. LF17BA-ILBENMRIIENS.
S/MIME 70 FUCs LTV,
S/MIME BB A—)LDEZEREEICED . HNEPEEFA-INTRIETIIHEDA—IEREFZIR ETO
XET-ADEEEE., Tz S/MIME BEE A DEZEREEICED. XET-ADEEPHEZL
EER
BHBEREEA-IIDOESLEIBEECERSIN ., MFD KMADEREVIET 3N, FLEA-ILOES
EETERBFISERT %,

S/MIME 70O VELTERSNSA—IUEE S LDz D L@ REE S A X

HBERES AR/ BT
3Key Triple-DES/168 Ew bk
AES/128 Ewhk

AES/192 Evwhk

AES/256 Evhk

S/MIME 7O VELTERENSA—ILEBRDIHDNYY1H K

N1 AR
SHA1
SHA256

1.1.8. 77D270—tF1) 71448 (TSF_FAX_FLOW)

T7DA70—EF1)T4HEER. WIMERIBEICHENVTE USB 1 VA—J1— ATV bO—Jilk— REfE#EN T
WBI7DAR—FEBEUT TOE [CRIEICPDEATRILRITEY | ARBIEE RN ORI RY FD—DIC2
REFEIRT —AER(TESBIVMERETHS,

(1) FDP_IFC.1 #JtyMEHRIO— %4

FDP_IFF.1 BfitfiUr/EiE
NRBFEEREOORNERY FI—DICARBEERT - R FTESBLOT, AREBZERZEN
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ZEVEARERT —FERE R FID-DEEICELLELY,

1.1.9. BETAMERE(TSF_S_TEST)

TOE(d, TSFEATI-FBLUTSF T —ANTEMERELTHZHDBE T TAMEREERITIT S ENATRET
Hd.

(1) FPT_TST.1 TSFFahk
TOE (Z#2E1FFIC NVRAM & SEEPROM O TSF F—A%ELEEEEE L. EERKIBRENRIVICIS
—E&RTT D,
EELEFIVT(EEOT T4, BETO BT NolCBEENLVVEHEEDOREI LI,
F=TOE (FEEIFFICE 2 TA MERENER ESNTLVSE. Controller ROM OF 104 LEFTE LA ED
EE—B TN R LEERSIRERIUIIS-E2RTTS,
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A ST [CHITBHEEELLTICEREAT 3,

iE EEABE

ADF HEREFEEDEE (Auto Document Feeder)

CAC HB7DEAN—F(Common Access Card)

CC JEVD547)7 (Common Criteria)

CE NARY—IVYZ7(Customer Engineer)

DRAM HA4F39D5 08 L7HEAAEY(Dynamic Randam Access Memory)

EAL ST {REELAJL (Evaluation Assurance Level)
KED:EFHNIERNIBIZZEDH IR (Federal Information Processing

FIPS PUB L
Standard publication)

1T B A H5—3F)(Image Input Terminal)

I0T B 15—3F)L (Image Output Terminal)

IT fE#R i fif (Information Technology)

IP 413 —2%yr7ARIL(Internet Protocol)

MFD T84 & #(Multi Function Device)

NVRAM TERMESVHLTHEAAEY (Non Volatile Random Access Memory)

OCSP ZAU54 VEEBAE KR EETO L (Online Certificate Status Protocol)

PDL R—Y5ieik E & (Page Description Language)

PIV B A A5 EREE(Personal Identity Verification)

PP J079Y3a>70774 )b (Protection Profile)

SAR tF1UT1{REEEH(Security Assurance Requirement)
IIPIVNAICHEFRSNEESMICE A ATRET ROM

SEEPROM (Serial Electronically Erasable and Programmable Read Only
Memory)

SFP 417188 £ (Security Function Policy)

SFR tFaUT#EEZE 4 (Security Functional Requirement)

SMTP BFA—)LXEFOFIIL(Simple Mail Transfer Protocol)

SOF HEBESRE (Strength of Function)

ST tF1Y713—5y b (Security Target)

TOE ST xf & (Target of Evaluation)

TSF TOE t¥a1")741#%5E (TOE Security Function)
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A ST CHITBRAFEELTICEREAT .

RiE EENE

—_— TOE D4V ERICH>T TOE EXIEEFTBEEDIV 7174, EARMICE—AEFIFAE .
VATLERE . BLUNAMN-IVIZT,

SA(System BHEEENDL MFD O EEY TOE tXi T(#EEDREEHFAIEINE

Administrator)

%0

VATLEEE

MFD O#EE® TOE tF1UT DR E2ITOEESA,
WWMEEEE SA OB

DAMR-IVIZ7

MFD QOR<F/MEBEITIIVIZT,

WEH EREH-TTOEZRIATEE,
BRI MFD OBEICHERIREY, SVT  89FRIVTAAT VA EBRE SN IRV,

—RMAEDIMTY
S

—RFABNFRTEIVIMTUL,

YATLEEE
D347V

VAT LEBENFATIISATUb, YATLEEEF Web J595 (L
MFD (C%1LT. TOE BEF— A0 MR P EEEIET,

Configuration
Web Y—-Jl

TOE R® Web H4—N—T®HN. FIAEDF17V O Web 7594 %4r LT, TOE
(CxTTBIRRERERR . LR, XEORDH U/ERIZERNTERY—EATHD,
Windows O1ZE# Web J505 TERT3ENTES,

EEX )L %— LI Dell Printer Configuration Web Tool T#%H%.

VATLEEEE-F

—MRFIAEN MFD OWEEEFIRTSEEE— REFAIC, YATLEEEN
TOE OERRFEICAEDE T, TOE HRNENERE® TOE 1T RERTE
DSR/EHEVL, REMBOEFETOIBEE-—F.
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