MP 2553/3053/3353

(Ricoh/Savin/Lanier/nashuatec/Rex-Rotary/Gestetner/infotec)

X2V T4 F—F v b

VERR RS 32—
YERK H £ (2013411 H22 H
N— g v :1.00

Portions of MP 2553/3053/3353 (Ricoh/Savin/Lanier/nashuatec/Rex-Rotary/Gestetner
/infotec) Security Target are reprinted with written permission from IEEE, 445 Hoes
Lane, Piscataway, New Jersey 08855, from IEEE 2600.1, Protection Profile for
Hardcopy Devices, Operational Environment A, Copyright © 2009 IEEE. All rights

reserved.

Copyright (c) 2013 RICOH COMPANY, LTD. All rights reserved.



T HTIREE

Page 1 of 86

N—Tary

A AF YERE

G

1.00

2013-11-22 A= —

2 BARR

Copyright (c) 2013 RICOH COMPANY, LTD. All rights reserved.




Page 2 of 86

B &

L ST BT et et s et e e sttt a e sttt s s stssaratstaaatsta st s e s ts s e st s s anas s s s st s s astssansasssnnses 7
3 R 1 A TR 7
1.2 TOE Bttt ettt e e e ete e s e e ssatessses et e sessstesesessaessesssstesssssetesesasasaessessssaens 7
1.8 TOE B ..ottt eeeteeeeetesesstesestesesstesasseesesseesassaeseseessssesssssasssssasssssessnssesssees 7

1.Bu 1 TOE T e ettt et e e e et e et e et et e et e et e e e et e et e et e e e e 7
1.8.2 TOE D0 T 77 oottt et et eae e et e et e e e e e eaeeeee e 7
1.3.3 TOE D B 0 o U T B BE oo et 9
1.4 TOE BRI ittt eeeeet e ettt es st e sesstesestesesstesesseesesaesesstesessessassesssssesssssesssssessssaessnes 10
1.4.1  TOE DOUIFRBIEIIH oot e et e e e e e e et e e et e e e e seneeaa 10
1u4.2 A L A e e et 13
Lo R T 2 oottt ettt ettt eaen 15
L T N = I =3¢ 7 3 2 O O SO OSSOSO PSR UOSTUUPRRUPURRUPRRRUPRR 15
14,8, T R 8 e et 16
1.4.4  TOE DFRERATEEIH oo oottt ettt e e et e et e e e e e e e e eee e et esteseaeenanes 16
LA A. L. R R oottt aes 17
144, 2. T e U T BB oottt nnas 19
LoD BB T oottt eaes 21
B T I N | 2 2 B = SRS R SRR SRR URRRRR 21
14,52, TS T ceeee oo e e et e e e e e e e e et e e e e e e e e e e e e et e e e e eneaeaans 22
Lod.8.8. B et e e e e e e e e e e aar—aaaaaas 22

1.5 B etteeeteeertetertetertetertar et ar e —tas et es e tsteaatsteatese et et et et e at et e et e s aeae et e senatesenatesenatesenes 22
35 T I NI U A A 1y o £ =SSOSR S URRUUSU 22

A = = SRR 26
b2 R O O 1= = =X -SSR 26
2.2 PP TRttt et e ettt e et s e st e s e st et et et e at e s et e s e bt e s e bt e et e e s esbeeeraeessaeeensaeesnraes 26
b R A G A X SRR 26
2.4 BB TETRARIL ..ot eeeeeeeeteeeasteseasseseestesaaseessasaeseaseasassaeaaasaeeaseeeasaesansaeeannaesannes 27

2.41 PP @ TOE TR & DB om0 oo e 27
242 PPOEX2 VT 4EEEX2 T /IR AFHED—BMETE (e 27
243 PPOEXZUT L EHELE D =BEPETIR oo 28
B BT 2 U T R e e eee e ree st reasteaeartraaatraaatraaattsaasraransttaantaaansraannnanann 31

Copyright (c) 2013 RICOH COMPANY, LTD. All rights reserved.



Page 3 of 86

Bl BB et e e e et e e e et e et e et a e et e aa e et e ea e e et e et aanae e e et sanaeateeteaneenaeenenn 31

B2 AR D T I . U T A B eeeeeeeeeeeeeeeeeeeeeee e eete e e e e et e e ete e et eeate e et e e ataeene e et ea et eentaeanaeaaaeanes 32
B8 BT R GR E ceeeeeeeeeeeeeeeee e et e e et e e eertee e ee e st e e e ae et e s e aaateaataa et aaaseaaaeaataeantaaseeaneeentesanaeenneeanes 32
D BT 2 T R I T B oo eeeee e eeeeeeee e et re et s aaatra e st raaratraasrsraarataaataaaasraannnrnann 34
4.1 TOE DB T o U T A B TT B oo eeeeeeeeeeeeeeeeeeeeeeeesaeeessaesssseessssessssasessaesanees 34
4.2 BRI DB o U T A B IT B oo eeee e e e e eeeeeeseeeesaeeeesaaeeeeaeeeeaesanees 35

F 2 R L A= SO RS SR 35
4.2, I I BRI e e 36

4.3  BH D U T A RIBEITBRRIL oo eeeeeeee e eeeeeeeeesteeeeeessessseesssasssesessessseesnsesaneaans 37
4.3.1 BX o U T 4 T B B 2 e 37
4.3.2 BH 2 U T 4 ITBIEEIR oo 38

G B R T AN R S P B B et ee e et a e et e e ate e e et e aaraaraasasraararaantarannraannaaanns 42
51 WA ¥ 72— ZA~DHIR E NI ERIEZEFEPT_FDI_EXP) ..., 42
G BT Y T BB e e e e e e e e e st e e e s st s e e e e naa s e e s asatsrasssanrannnnnns 44
8.1 I U T A BB B e e e e et e e e e e e e et e e e et eeeaaaeeaaaaeaaaaeeeaaeeenaaeaanaas 44
6.1.1 T A AU B30 o U T o B A oo nnneeeseennnnnns 44
LT I A A R X O R o = b N NSRS 47
6.1.3 7 T A FDP: R T = AR oo 48
6.1.4 T R LA Bl & i oot e e e e e e e —aaaaaaaaaaa 52
B.1.5 7 T A FMT: B o U T £ B R oo e e e e et e e 55
B.1.6 7 T A TP T ST DD oot e e et e et e e e e e 61
B.1.7 7 T AFTAITOE T 7 B oot e et e e ee e 61
6.1.8 7 T A FTP: BB S T 0 20V ettt ea e 61

8.2 I L U T R oot eetee e eeeete e et e e st e e et e et aeeaa e e teearaeetaeesaseaaeanaeetesanaaane 62
6.3 B L U T A BEERREL oot ee e te e e ee e s e e e e e e st eeeae e e teesneestaeeseseaeeanaeentesaaeaane 63
LT T = 1 X OSSPSR 63
LTI = 1 | X A N L | U RS SRR PR 64
B.3.8 R TE T E T oo 70
6.3.4 BX 2 UT A ARFEELEERIIL oo 72

T TOE ZEFTLEFE aeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeesesevesesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssss 74
oL BT BRE oeeeeeeeeeeeeeeeeeee et eeeteeeteesueeesteeaaa e e taeaseeete e tae et e eaaeeasteataeantaenteeseeentasanasenaaenes 74
T2 B R AL . eeeeeeeeeeeeeeeeeeeeeeeeteesee et eeat e e et eeaaee et e e ata e et s et eaante et aeentaetaeasteentaeanasenaaennes 76

Copyright (c) 2013 RICOH COMPANY, LTD. All rights reserved.



7.3

7.4

7.5

7.6

7.7

7.8

7.9

7.10

SCET 7 RBIEBERE oottt
U PRI BRBEAE. ....c..oveeeer ettt ettt e
Ry BT = T REEBEEE .ottt
FRTFIE TR ZEMEAE oottt
BT — SRR ..ot
TR U T A BB e
VT DTz THRAEBERE ..ceeneeeeeeeeeeeee ettt

77 7 RERRIIBEBERE....coooeeeeeee ettt

Page 4 of 86

Copyright (c) 2013 RICOH COMPANY, LTD. All rights reserved.



Page 5 of 86

R
1 TOE DFUFBRER ..ottt ettt 8
2 TOE DN R LT HERR oo 11
3 TOE DFRBEAIRIIH ..ottt sttt 17
£—K
Fe 10 BB L D TT AL A e 13
G 20 BRI 2 OO TTA L A et 14
3 30 BRI 3 D TT AL A e 15
B A R B T R oot 15
B 5 B BB T oo 16
B 6 TR B T 35 oottt ettt e s 21
FZ T TS T 25 oottt 22
32 80 AR ST TG D T D R .ot 22
Fe 91 BRDUTARIIRITEIRIL .oooooooeeeeeeeeeeeeeeeeeeeee e 37
FZ 100 BT TEZRIEGIU AR (oot 45
Fe 110 BE BRI UAR oo 47
32 120 BEBERVEDUIAR oo ettt ettt 48
# 13: YT VIR AT V2V ROV T VI b ATV 2/ MEOBIEDY AN ). 48
£ 14: VT VI AT VI KOV T P2 h AT D = I MR OBRIEDVAND) oo 49
£ 15 VT V2IREFT VI REBT 2T ATBIE(Q) oo 49
7% 16 SCEFEREFIHE Va7 OBAEZBFNT DBLEN@) cooiveeeeeeeeeee e 49
£ 17 LEEREFNHE D a7 OBAEZHIETDIBINDOHLAN(@) oo 50
2 18: YT VI MeA T VxR BR2UT AJEIED) oo 51
# 19: MFP 77V — a3y OB EZ I T DBLEND) oo 51
% 20 0 AIRFEFEDFEFETFZEDU AR oo 52
2 21 FBRERITIED T I G DUAR oo 52
F 22 FIAFEBEOMHRFLRTIUTRD20EF 2T A JBIEDUADN (e 53
# 23 BHEOIRWIOBIEAFIFIZEE T 2HIH oo 55
7% 240 X aUT AJBPEDF R EENQ) .o 56
2 25 XU T A BIEDF B ILEND) oot 57
F 26: TIANMEE EEECEDFFATSITZARBISIUTZAEE oo 57
T 27 1 TSF T HDUAR oot 58
T 28 1 FEFBEAE DEFTE DU AR oot 59
# 29 : TOE B 2V T ARFEE(EALZFALC_FLR.2)....oooioiieoeeeeeeeeeeeeee e 62
F 30 XU T AR ST EERERE TR BT ..o 63
7 31: TOE B 2 UT AR B DARATFIE IHTHE IR oo 71
T 32 BEATTRZRU AR oo 74
2 330 EEATTI T TE H DU AD oeoeeeeeeeeeeeeeeeeeeeeeeeee e eeee et e e eee et e e 75
F 34 FIRABBENED TS T T T IMIEERR oo 77
F 35 — R Z DOEFE LT ZBABIEIL = IL oo 79

Copyright (c) 2013 RICOH COMPANY, LTD. All rights reserved.



Page 6 of 86

# 36 : TOE n\ i3 25 B5-{kimfE

........................................................................................................... 81
37 BET —ZIRHEEDTZD DIEBAEVEIIU AT oottt e s eenenees 82
2 38 i TS F I R D B oottt ettt e et ettt r e er e 82
# 39 CEF I REI SFP OB 2T 4 B IEEEEIIIEIAE DU AR oo 85

Copyright (c) 2013 RICOH COMPANY, LTD. All rights reserved.



Page 7 of 86

1 ST #is%

AFTIX, ST 2, TOE 2, TOE MEZ, K TF TOE ki oW TRk 42,

11 STSR

ST OREHIE A LL FITRT,

ZANL : MP 2553/3053/3353 (Ricoh/Savin/Lanier/nashuatec/Rex-Rotary/Gestetner/infotec)
X274 —7 vk

N—Tmv :1.00

TR H A 20134E 11 A 22 A

VERRAE : ket =—

1.2 TOESH®

TOE Ol & #a LL FIZRd,

TOE 44 ¢ : MP 2553/3053/3353 (Ricoh/Savin/Lanier/nashuatec/Rex-Rotary/Gestetner/infotec)
N—Tgr : E-1.00

TOE F&3] D TUANEETELL T MFP £59)

xt4: MFP : Ricoh MP 2553, Ricoh MP 3053, Ricoh MP 3353,

Savin MP 2553, Savin MP 3053, Savin MP 3353,

Lanier MP 2553, Lanier MP 3053, Lanier MP 3353,

nashuatec MP 2553 nashuatec MP 3053, nashuatec MP 3353,

Rex-Rotary MP 2553, Rex-Rotary MP 3053, Rex-Rotary MP 3353,
Gestetner MP 2553, Gestetner MP 3053, Gestetner MP 3353,

infotec MP 2553, infotec MP 3053, infotec MP 3353

ERROTV 2 —iie, A v T —Hie, K O7 77 ABEREZH5HIL 7= MFP,

1.3 TOE#H=E

ARIETIL, K TOE OFfER], TOE Offi 51k, TOE O EE/atX 2T HREA k<D,

1.3.1 TOE &3l

A TOE 13, IT 854 Th D MFP T, ¥ M A, &R, 1 550 Th2,

1.3.2 TOE OEAA

TOE OFMBREEZ MR T, i 7 iEa 4%,

Copyright (c) 2013 RICOH COMPANY, LTD. All rights reserved.



Page 8 of 86

A —Fh
AR b —2)

AT I 4N

LAN(TCP/IP)

~Sl

SMTP ] S ERBEE
Y3 Pt
TN B RZ A 80—
= T FIARTA =
Al P “Web7 5o

X 1:TOE OFIHRE

TOE (X, ¥ 1R TEIca—hm) 7 %o —27 (LT, LAN & E9)E BRI A3 LT 95,
R X TOE M 2 D#pE 330 721 LAN 2/ L GRIE 52812k -> T TOE 28 /ET 25280 T
&%, LLFIZ, TOE T35 MFP & TOE LS D AN—KRT =T V7 =T IZ- DWW TR 5,

MFP

TOE T&HY, MFP ARKIIA 7 4 A LAN (2GS, FIAFIIAREERIE SR A B L T OB R A EETH
z)o

MFP A KD & FHE E
HLEOIE — T 7 7 AE(E - R b — 7 EE
HRSCEOIR 7 727 215 - F v b — 73515 - HIBR
F7-, TOE [ XFEFHEHR A B CZE LI EHE CELL TERMTHIENTED,

LAN
TOE O EERFE TR HEhD R T —7,

Copyright (c) 2013 RICOH COMPANY, LTD. All rights reserved.



Page 9 of 86

2547k PC
LAN (285t § 52 &2 8> TL TOE D747 heLTEIPEL, I IX, 2747 8 PC /b MFP U
—MEETHZENTED, LLTIZ, 7747 h PC DO TEHVE—MEEEZ/RT,
JFAT 2k PC AV A=)V LTz Web 7 T8 MFP O FE% E
IFAT b PCITA Y Ah—/L LTz Web 7T b8 1 SCE 21
ITAT N PCICAV AN—=N LT TV B —RTA =D LA EFE £ 1 XH
IFAT VN PC AV AN=IV LT T 7 P ARG AN =IO L EE EREEIELT 77 A%

EREE#R
W7 7 I ALIEZAG T DT D AR IER AR,

T7AT I+ —Iv
AL =R NNOT T A ANSD R NI — WA LT 570 D,

FTP H#—/3—
TOE O3 E% FTP H—/"— (I 7 4 VH =R G T DL E2, SN A Y — 3 —,

SMB $—/3—
TOE DXL E% SMB — " — |27 /WX —iRETHEAIC, SN — N —,

SMTP H—,3—
TOE BE - A—NVERETHHEIC, FHEINA Y —/—,

S ERFREE Y — N —
TOE OF| 7% Windows 38:E(Kerberos 58aE 5 =) Tk BIFRREE T D — R —ThHY, FMR ufh*)‘—/\
w%ﬂ%ﬁﬁﬂf@ﬂq Té%@f:bﬂ‘éx%c‘:fiéo TOE 3. LAN ;&jl\bfﬂ‘iﬁ [ uE"j-"—/\”—kﬁ'f:l TR RN
j—‘éo

RC Gate

RC Gate X, @Remote [ZF|H 3% IT ##s Th 5, @Remote (255175 RC Gate DEENL, MFP LV=—dD
R A —LDBEEMNNT T 5L THD, TOE &, Ry =7 A Z7 2—Z% L7 RC Gate 7/»HD
ADTEHRITH LT, ADARA L F T 2 — A THRE T DR 2 AL T\, RC Gate OREARIZIX
Remote Communication Gate A, Remote Communication Gate Type BM1, Remote Communication Gate
Type BN1 2355,

133 TOEMDXELEFxa1') T ik

TOE (%, 3XE% TOE WIZEM., HAWE LAN (TR L= IT #as & SUEEEZIE T 5, TOE 1ZZnbH0
SLEOEMELSE M RGET 5720 L TFIZR T L0722 U7 1 #RE 20 2. D,

B AT PR HE

Copyright (c) 2013 RICOH COMPANY, LTD. All rights reserved.



Page 10 of 86

R RIE AR E
XET 7 AR R
FI A IR e
ESANV A AN 72
FRATIE TRiH L RE
BT — AR RE
BT PR RE
ANV EVE I 11
7 77 Alnl#i oy B e

1.4 TOE it
ARETIL, TOE OWPRRIEIE, A XA, FIFHEFHE. TOE OigBLAOHPHE ., (RS PEOM Ak~
z)o

1.41 TOE O yE:E

TOE O RRFFIL, K 2 IR TIDICBE ARV =y b, mo Vv o=y Iy Rarha—Ja=y
k., 2> hr—Z7R—K HDD, Ic Hdd, XYtV —2=2=vhk USB R—h, SD h—RAavh, KO SD H—K
DN—R7 T MO SIS MFP THD,

Copyright (c) 2013 RICOH COMPANY, LTD. All rights reserved.



Page 11 of 86

| #me | | #xzF | | @#xz | | sz )

A Y 7y
TOE | l l
'ti"’ﬁl \ =S¥ ¥ IvPrazwpk
azwvk AFxyF— T H— |
Loy ooy ITIR
BYENARIL jJ};D_j
BigR—F I T UHIER—F a=vk
avkA—5HR—K
Flash
Jotvy RAM NVRAM Ic Key R?)SM

ﬁ Ic Hdd

FubT—o
1=vk

UsBR—k

LAN

K 2:TOE ®/— K7 = THERR

avha—FHR—FK
Z'mtyi RAM, NVRAM, Ic Key. FlashROM 23 &l ~727 /SA A, 2 ha—FR —R%, MFP ZA& ik
L=y g VT /SA AL MFP Z il 92720 O A& 25525 7%, MFP Z il 3 2720 OfF#HIL, 2b
0—F7R—R\ZHD MFP fillfll 7 by = 7 BB 95, L FICEE 25535,
- atet
MFP Eh{EIZ351T 2 AR 70 RAL IR A 35 2720 Y8R F >
- RAM
RVER R 0D T 46 155 R 0D JE A M R 7n K OGBS | — I ICNER I A S
VRS L CRI S LD AEY,
- NVRAM
MFP OEIEZIRE T 5 TSF fHFMARE S A HIEMEAEY,
- IcKey
BLECSEE | BE 8k, BT B A OBRER L D EF 2 VT 0T T, WEBIZAEV AL, T8
HRT IR B 4 L — M A R L QD
- FlashROM
TOE %487 % MFP #ll{flY 7 k7 = 7 34V AR— /L STV D ARE R AT,

by

]

=

HEETDHZHD

Copyright (c) 2013 RICOH COMPANY, LTD. All rights reserved.



Page 12 of 86

B/ RN =y MEARE, BB/ S LED)
TOE [ZROfHToNT-, FIRE A 27 = — 2 EEZ DT SA AT, N—FF—_ LED, ZvF 3L R
WL T A AT VAL ZIHDOERE LB DA SRV IR — R RS D, B SRV IR — R

TIE BEASVEELY 7RI 2 T A AR— L EIL TS, BVEASVEIELY 7 Yy =7 OBIMEIZLL T O
2O ThHD,
1. /\_F\i’\’_%’&yﬁ;/g*/vﬁ‘(&%?\4X7°V/])ﬁ\%0)%:é{/ﬁj:gﬁ<%::/]\B‘—i‘/_j{‘_‘]\‘\@:ii{%
ERAN
2. arhr—IR—RPbOERFFERIZEY LED O FATABIT H2DWTE T SV iR 7
ATV A~ A=V RRET D,

oV va=yh
L ELFTOIALT-ODT NAATHILIAF YT —2 oV CELZHMUEE 75T SAATHDH TV
ey VU R R END, U HIEIAR — R, =D U 7 R 2 TR
AUV A= ILENTWD, TV UHIEY 7R 2T AR DR A= U DR R Ao
Y hE—ZR—RIZEE . HDOE MFP #7727 DI REZE L ATy T —2 o VR X — T
VUV EREIWESE D,

777 Rarstr—7a2=yMFCU)
7 MMEREAFF D EERRIRR LR L . G3 B T 7 7 7 RIEB L7 7 7 ADEZEE T Ha=y ]k, I
n—7R—R& FCU OFE RO EZ(E, 777/ AL EDEZ(G%T %, FCU |ZiE FCU #lf#Y 7 =7
WAV A=V ZNTND,

HDD

REFMEAEY THHN—RTARINTAT , LEXL WA E O A a—F =4 —AHEOR
TAL AT —=RPRE S TND,

Ic Hdd
7 =S DR AL/ BHEREZ FAL LI AR THY | HDD I 5L a2 KBS D72 OHREE Ff 2,

FyhT—7 2=k
Ethernet(100BASE-TX/10BASE-T)% # —hL7z LAN FIOSNTA L 47 = — 2,

USB " —F

IIAT U RPCOGEFE L CHIRZITH TOE &2 747 NPCEHH T DIMTA L Z T = — R, 3
BRICRI R L RR E LT,

SD 7 —FK/SD H—Kzmyh
SD H—KAayhE, DAY~ — V=T HERHAE NS5,
HAR— V=T HD SD h—RAay NI, AAZ v — -T2 =773 TOE OEEEICHEHTH0
T, TOE OEHF I S—=0EOHF B SD A —ROHLAIUTTE W, KAy NMIIE, MFP il4#>
TR 2T D—ENEZAEIN TS SD I—RBF O AZIILTND,

Copyright (c) 2013 RICOH COMPANY, LTD. All rights reserved.



Page 13 of 86

FAZEHD SD h—KAny NI, FIHE D SD B —FHNOXLEEZEIRTA7-DICHWALOTHD, RE
BRI R LR e e T 5,

142 HAFVR

AR TOE DOH AL L ALEITIL, [FEFERR-1]. [FEFEIR-2]. K O\ EEFERL-31DO B A X v Ay hindh | B
M OBR e AN CW TN D T A X L 2D Ty " lilft 45, TAX A% TOE AR 9285
WBEFTSILD, L RICHA S v Ay MEDH A S L AL E LR BN,

[ZEFERR-1]
#£1: EBR1OIA KR
TOE % BEDOHAF L ALE
Rk 3 285
MFP - MP 2553/3053/3353 series

User Guide D184-7502

- MP 2553/3053/3353 series
Read This First D184-7512

- Notes for Security Guide D143-7348

- Notes for Administrators: Using This
Machine in a Network Environment
Compliant with IEEE Std 2600.1™-2009 D184-7577

- Notes on Security Functions D146-7587

- Manuals
MP 2553/3053/3353 series
A D182-7706

- Printer/Scanner Drivers and Utilities
RICOH MP 2553/3053/3353 series
LANIER MP 2553/3053/3353 series
SAVIN MP 2553/3053/3353 series D757-7804

- Help 83NHCRENZ1.10 v144

Copyright (c) 2013 RICOH COMPANY, LTD. All rights reserved.



Page 14 of 86

[FERERR-2]
# 2: HEBR2OHA XA
TOE % BEDOHAF L ALE
Rk 3 285
MFP - MP 2553/3053/3353 series

Read This First D184-7511
- Safety Information A232-8561A
- Notes for Security Guide D143-7348

- Notes for Administrators: Using This
Machine in a Network Environment
Compliant with IEEE Std 2600.1™-2009 D184-7577

- Notes on Security Functions D146-7587

- Manuals
MP 2553/3053/3353 series
A D182-7706

- Printer/Scanner Drivers and Utilities
RICOH MP 2553/3053/3353 series
MP 2553/3053/3353 series
infotec MP 2553/3053/3353 series D757-7807

- Help 83NHCRENZ1.10 v144

Copyright (c) 2013 RICOH COMPANY, LTD. All rights reserved.




Page 15 of 86

[SERERR-3]

# 3: HEBRIDOHA X VR

TOE % BEDOHAF L ALE
Rk 3 285

MFP - MP 2553/3053/3353 series
Read This First D184-7514

- MP 2553/3053/3353 series
User Guide D184-7502

- Notes for Security Guide D143-7349

- Notes for Administrators: Using This
Machine in a Network Environment
Compliant with IEEE Std 2600.1™-2009 D184-7577

- Notes on Security Functions D146-7587

- Manuals
MP 2553/3053/3353 series
A D182-7706

- Printer/Scanner Drivers and Utilities
RICOH MP 2553/3053/3353 series
Gestetner MP 2553/3053/3353 series
LANIER MP 2553/3053/3353 series D757-7810

- Help 83NHCRENZ1.10 v144

143 FAEESH

TOE (ZBH# 20| HE EF6% 7D, TOE [ZBDD % AWE LTI, 5 EH% TOE ZF 4 5BfR#E &
TSN DOBHRE 207D, LA T CIREHEZRBIRE L2 LIS O BIRE L LTt 5,

1.4.3.1. EENFIRE

A ST CHMICFIHE " LLSEAT, ZOEENFIAE 23T, HEMARE I, —BAHE, &5
#. M O'RC Gate 135D, ZNHDOEEMFIAZFOERE L FTORITRT(E 4),

*® 4: FIREER
FIREER i
TOE OffEZFFrISNIFIHE, nr(a—F—LAaft 5, It —HhE.
— A T AMRE . Ax v T —RREE. TV F —BERE. R AL Ry 7 X RE O FI
MTED,

Copyright (c) 2013 RICOH COMPANY, LTD. All rights reserved.



Page 16 of 86

FIREER FBA
e TOE OEBAFFa[SNI-FIHE, —RAHE Ce/ A 2—F =452 555
a 728 DB YR ET,
S NI — 7SI 1T 85, RC Gate @{E A %7 =—2% /LT TOE
RC Gate D@Remote P —EAMEREZ TN T 5, 2 —HERE, 777 ABERE, A% v —E
e, TV H—HERE, R A MRy 7 AR RE, M OVE BRRSRE ORI I TEZR 0,

EHFIL, TOEEHZ HIEL CRERESNTFHABFE O L 2T, ZOEFNIL S TA—/R—= (P —L
MFP EEF 3T DD, MFP B ELF 3R K 4 NFETREATHET, @I — W — 5 BRAMERR, HaR
EERMERR, R N — 7 BEMERR, SCEE BRMEIR A RF D2 LN TED, L2 D3> THED MFP EHEH CF
BFERRA /3T HZ LB AIEETH DM, A ST T"MFP HHE "L L SGA X T R TOE HMERRE RS> MFP
BHEESTIEETH(E S).

x® 5: FHERE K

BEHETER EHEHER Gt

MFP EHHZFOTRY AL _AT —R 5T HHEIR

A S A i

— A 2 BT O B R, — A

— A
a— P PR B o ELBET LN TED,

FRNT— 2% R MEP ORESSEMELZ R ET 5

P e PIAEIR BELHEIR, AR ISR T DBE T A BRIES 2L
MFP & Bl INTED, AR DRTENTED,

LAN O EZIILD R T — I & F B TEX DM

> ST
I S S T e T

S R [ EHLECEH TR, EFLEOT 7 ERE

A TAHZELNTED,
1.4.3.2. R &
MFP EHEELE
MFP EHE(TF L%, TOE ZF| T 58D T TOE OEMHEH P @ TAEEN Lo T-FHDLd=E
50

HARE 2 — T V=T
HAL~—+ T V=T 1%, TOE ORSFEFTHMAICHTEL, TOE O &, b7y a1 58
PR

1.4.4 TOE DHEMEEE

LIS, FAREREL B 2 U T AHEREIC DWW CRER §7 2,

Copyright (c) 2013 RICOH COMPANY, LTD. All rights reserved.




Page 17 of 86

KK
iy

+ 4 : 2 :
% - X & ) ) ? —HEF|EE
RC Gate a—] .. i DT;E?%TC/\M; WebT 50 WebFZ 04 WebF 7
e TR T i ? T
| NI “
=TE | o b — o REREE | & \rrees
o g — JE— E
r Web Image Monitor#45E -I
B | % 2=t =
if -PI SR SREEAR AR (SMEREREE U — /SR D B & (3. S ERFREEY — /3 - TR AR E TR I
0 I
i T |
% I_.@*Remote | I 11 I
% Lﬂqﬁy\ggﬁﬂ | IR & Rk |
Bl K2 S SRR
S | EETY ]
1 il il i 1| I I I
|i|§|3|gil|€ - | erauERERE ||
IS0 TN SN A | )
H | . < I L — p—
|| il el ey e T T Tl
PR l = I BE I RE I l | RS 1 TOE#H
I_II‘_II_II _I_I _______
Tane T . .
7/7%&7%@”35‘ VIR PR [ v
kel | w2 PG |
m = P —_ .
| *‘T szt | Fir o kD RIS T B)

T cEAD AR
{ F RS A |

K 3:TOE OERAEE

1.4.41. FAHERE
VLTI, A RE O A Tk 5,

o’ —HERE
o —REREIE. R I LD E SRS ORI L > T ML EZ A v L CHt Bl T i 2 5
FIl 3 28RE ChH D, G T HHEIL, FIHBENEERE OfRELTHIENTED, o, BEHMT S
B AR, F¥a A MRy 7 ALELLTHDD ~%fEd 528013 TES,

TV E—iEE
TV X —KEREIL, TOE 23777 Ak PC DTV A —RTAN—InSZ A5 LT CEAEIRN E7 13535
FEREL . FIHBZ BRAE SRV HDNNTITAT 2 F PC 5 TOE IZEFEL TWDSCEAFIRI, HIBR T DR RE
Thb,
IFGAT VR PC DTV H—=RTAN—=NEDZAE
TOE (37747 'k PC DTV H—=RIA NN L EEZET D, CEICIE, FIHENT Y
—RIAN—TIEIRUTZFHIRFENE ED, FIRIFIEICIE, BRI, F¥a A MRy 7 2%
FE. BREEFEDRI, CRAFEIR, AR ER, X OSSR LEIRDS 3 5,
FIRI 5 S ERZEIR OB E1%, TOE 235245 Uiz SCE% FRRICHIRIT %, SCEIE TOE (28RS

Copyright (c) 2013 RICOH COMPANY, LTD. All rights reserved.



Page 18 of 86

AR,
FIRIGER R 2 A MRy 7 ZAER DG AT, ZE LT XEERX 2 AV MRy 7 AEFELEL T
HDD ([Z#&F T 5.
FIRI T VE DB BRI, PRAZEDRI, PREFEDRI, X OSALETRIOG &%, ZELTCE LTV 4
—X#ELL T HDD ICERET 2, MBI CIIHE IR O/ AT —R &2 A3 253, ZhudaF
fili DX R T D,
R SRS DERE
TOE (I, FIHF L DEAE SR NODEAEITNEN, TV F— L EZ R ETITAIR T 528
INTED,
IFAT R PC O HERE
TOE 1%, MIMEICED7TA4T S PCONBDEAEITHE N, TV Z— L EZ IR ETITHI R 52
ENTED,
TOE (ZX5 7V 2 — L EOHIBR
TOE (2kB 7V Z—LEOHIBIL, FIRI EIC k> TR, BEEIR, REHIR, KO
EIRID 7V 2 —3CE, EIRFE T2 TOE 2HIBRT 2, REEIRIO 7Y 2 —30E 1, E
KT HBHAIBRS LR,
FIAF X, BANHTAZ A e THRED TV H—RIAN—% A H DITAT N PCITA AN—/LL
THRIHT 5,

¥R
A% —HERE I, R DR E SR D ET D2 LI Lo T TE LA AT v LT SMB H—/3—
FTP % —/\— RN TAT >k PC TG - IRIF CEDMRE TH D, MCEEAXT v LIz EIX, TOE N
IZEREL CTRE, &5 -HIBRTHZENTES,
SCEOEGFFIEITIE, 7A0H — 5G| CERM A=V EE, KOV URL 7RLVAA—LVIEE R H D,
T H N —IKE IR MFPEEEE 3 T TOE IZ B kT 28X 27 721B(E D AT RER h— N\ —1ThHDikE e~
FNHE TR TCOIRIT 2D, SLERFA—IViEEL URL TRV ZAA—/LIE(E X, MFP EHENTH
TOE |28k D 2 7 72 5 N Al §EZ 2 A— )L — R =L A— )L T R AIZH L CO T2 D, URL 7R
AA—= VG CEE SN E AN EZZT WS T MAF L, A —3GEE2 74T FPC ~Fyom
—RTBIENTES,

77 ARERE
777 AREREIL, BEEIRRAERI T G3 BUKICHEILL 727 7 7 AN el R T, 7 77 ARG HEREL
7 AZNEHERED DR D,
Ty I AEEHEEEIT RSCE T TA T PC OFB - LEOE G E LELL CTHMNE T 77 A E IZ %
ETDHERETH D, 777 ADEELITTFTH TOE ICBEESNT-BiEE BT 7 77 AR ETHI L2
A5, 77 AEETHICEIL, TOE WICERL TRLIENTED, ThEe7 7/ AERiEE SV, &
LI CEE T 7 VAR ELELED,
777 A ICEIT WA SRS T 7 7 ZEAE L HIR, BIBR, 74— E R OSCERA A—VIEE
THIEWTED, VATV NPCINLT 7V AKE T DG BT, HAX VA THRIET DT 7 VARTANN—%)
FGAT N PCIZAV A=V HNENHD,
TP ARG THEIL, 777 ARE ORERE B A—/L T MFP EHE AT TOE (28§ DHA—/L TR
VRIZEETHZELTED, ZME T 7V RAEERERA—NMREEL T D, 77V AKRETDH X, 777 A%

Copyright (c) 2013 RICOH COMPANY, LTD. All rights reserved.



Page 19 of 86

15 30E % SCERM A—/LEE(E T MFP EHIE N T TOE (08EkTHA— /LT RLRAIZEETHZELT
x5, THNA—EEDRE Y — 13—, TOE LtF T BE TEXH ) — 3 —% MFP EHE N T O
L TBL, FIHA L. MFP FBLE DVBERLT- Y — R — D BIRE 2@ IR T4V — BT D,

T 7 I AZAGHEREIL, AN T 7 I A D EREEIRRE L CTRAR LI SCEE TOE WIZERET2HRETH D,

TOE WIZERE LT SCET, BE SRV HDNTZTAT R PCOBEI, HIFRT5ZE23CE%, TOE NIC
BRI EEITAT I PCIIA T a—RETHZ L TEA,

R 2 A MRy 7 A RE

R 2 A MRy 7 ZBEREIL . R E DS ERAE SRV L2 T 47k PC 735 TOE WIZEREL TV UEZ A
TOMRE TH D,

BRSO DDBIE, R 2 ARy 7 ZLEOZETE, HIRL K OHIBRE, 7 77 Z%15 SCEDHIRIEHIERAS
TE,

ITAT LV FPCHDIE, R a A MRy 7 ZSCEOHIRERIER, 777 X EXEFEDOT 77 A% FIR, 2
=R ROHIER, A% v —=LEOT N2 —kE LERIA—VEE, Fvrn—R ROHIERE
THILENTED,

EHRE

EHREREIZ. MFP 2R O BNME2IRIZO DD D HIERSRE CTh D, & BEEE IX B E XNV B DI TAT
VR PC D BIETHZENTED,

PREFHRE
PRATFRERE I I SR B R RE O LR ST Y — B R AL R % 52T - DR HE C . JRIREAT D7D I h A~ — V=
T MRVE S RIS ET D, ZOMBEII N AF < — 2 V=T OB DMERF T HFBHC LV FE i TX 578,
MFP & HUE DMESTRSRERB I TR IR E A BT ILICL COBEAIE, W AF~— = V=T 32Ok RE
FRIATHZETTE AR,
A ST TIIRSTHERER AT IR EA A TEE L ICL CQUOVAIRBE T 2 3P & 45,

Web Image Monitor 152

Web Image Monitor #BE(LL . WIM £ E9)i%. TOE OFIHENRZFA4 7+ PC 7>5 TOE %V E—hMifE
T DD DORERE TH D, MFP & FRE 1L, Bt L7= MFP O#E/ SRV OB % R R T HIENTED,
AFEREZFI T 572DI2IE, 7FAT b PCIZHAL LV AZHS THRIED Web 7T W &AL AR—)L L,
TOE &1% LAN #R i CHERE T 2 M B3 DD,

@Remote - —t 2E&RE
@Remote P —E AHEREIL, @Remote —E A7 TOE 23 RC Gate &% NI — 2 &ML CRIEEZT 5
HERE TH D,
AFEREIL. @Remote 3% TG WA [ —#EE L9 5 11ZL, TOE ODIREE FERY 7 NI =T ~DT 7 A%
FRU7IRAE C oo iE H AR AT FE I & 35,

14.42. ©x= 5 He
BIFIC, a7 rHfER il 5,

Copyright (c) 2013 RICOH COMPANY, LTD. All rights reserved.



Page 20 of 86

B aE

B A BEREIS. TOE D DOFLR, KX T 4ICBE T2 HRELT BEAFRLE))DOns el An
ZEUTCRLGRL , ek LA n /% A T O A TR T OMETH D, kL& n s 13, MFP
EHHETZTCH L., HIBROBIEETF 725, AR Z OB L, HIBREEIL WIM 28 H L THM§
Do

R FREEAE RE
FRBIGRAEREEEIL, TOE ZFHL XS5 L3273 TOE OFF alF#H CTH D0 EMGEL ., TOE O#FF a] |
THOHZENHER TEIZE AT TOE OF|HZFF A4 2k e TH D,
FIRE L, #E RS2V BT R RNT—2% LT TOE 2FHTHZENTED, R —2% LTz
TOE OFIHIZIZ, Web 7 TUHMNLORIA, TV H—RTAN—/T7 7V ARTAR—BOF|H, 2L T
RC Gate 2>HDOF| NG5,
BE RV FTIE Web 777 NBRIHLIOET2FICHL T, oA a—F =4 Lns A /RT
—REANSHE, — AR MFP EHE | HHWIIA— /= AP —THLHZLEMRFET D,
TV B —RTAIN— [T 7 T ARTA N =NV 2 — ERE/ 7 7 7 AREREZ R A L IO LT 238 12k T
TV B —=RIAN—T 7 JARTGA N =G T ons A a—F = n s (/XA —RT— ﬂxﬂfﬁ
B THDHIEEMFET S,
RC Gate LD#EHA LS 7 = — A b@Remote H—EABEREAFIH L LD LT 2F 1T L TiE, g D%
RIEM RC Gate THHIEEIRFET D,
— BRI B ORRGEST IR, ARFEREEANBRGEY — N —38GE1HY , MFP FELE N TORET D
ﬁf.mﬁ% MFP & B L 2 — S — AP —DFBFEIL, AR T THD,
AHEBEICIZ, 0 AL RAT—R AN Z T AR SAT — R & X I — U CHRR T DA 7 1 — R\ 768
fj@f%n%ﬁ% ENGEND, EBIT, RMEFEFEICIR > Cliny s 7O MEREL T 7 AL 3R T — R D WE & AR #
T 5728, MFP EHE N TDHIRLIZ AT —R O e/ MiTE & W28 O SCFRED S 2 7= LT/ S A
U — 72T 28 ek D REb ABREE IS D,

XET 7 A ERE
SCET 7R AHIAESRE L, iRB R REHRE CREBAES V2 TOE OFF RIFIHAE 12k LT, 2 ORI HH D& E
ﬁbf@i%ﬂf:*@ﬁ& FITFIHE IS X DIV HERIZ I ST, SCEEF ﬁﬁ%/ﬁm@i@é{’%ﬁ
Al T HHERE Th D,

IR il FRA% RE

A FRAERE VL, RBFRAEMERE CREAES U7z TOE OFFAIF I FE D& E] I ORI HF ISR ES N
BRAEHEIRICHE S T, a—HERE, TV Z—HRE. A v T —ERE. R A MRy 7 2ABERE, KT 727 A
FEREDBRIEATT v 3 HHERE TH D,

v T — 7R ERE
Fy T — 7R R, LAN FIFABRIC Ry T —2 EOF=F) I LAE R WERGIE . RO S
NETR T DEE TH D, 7747 N PC D WIM 2RI 3555 130 SLil E 23 A 2072 URL 45 E L
RS REZ LT D, TV X —HERERI I, 7V 2 —RTA R — TR Ll IR A L TR #
HEREZ BT D0 AX v —IEEEDHH 7 4V F —EEHEREOFI R IT, BFSLiB1E 2 L CIRERSRE
HIMET D, AF v —HEEOIHA— VR EHEEEOFI IR IT, 8562 LIZBE SN TOD R TORE 5

Copyright (c) 2013 RICOH COMPANY, LTD. All rights reserved.



Page 21 of 86

{LEEEATHIZETREEEZ AT D, 777 AEREDOD PC 77 7 ZAERERIRHT, 777 AR T A
— TS LB IR Z L TR EEZ AL T %, RC Gate EOMBIEZATIBNE, B 5{LidfE 295,

BRIFERIE SR
FRATAE HAH Z5H 61X, HDD EOHIBRSINZSCE, — R SCEH DT Z OW IR LT fiE/ 37—
YT =% LEESTHILICIVERFEE RO BRI AR AL T OMEE TH D,

BT — s REHRRE
BT — A IRERREIL. HDD (ZREESN TWD T —H &R AV D IRiET D720 ZNODT — 2% 5
L4 2HETHD,

XV T B EEE

X7 o EERAEIS., —RFIHE . MFP FEE | K OA— = AR HE R EN G Z O HERR
FITRIHE 52 SN HEIRIZ EESUN T, TSF 1B~ EAEIZ A 58I 2 1ToMRE Th 5,

MANEYS 15, 11

V7Y =T KGR REIL . MFP il 7 Y =7 & FCU il 7 by =7 O FATa— R OE M ERGEEL . £
NOPIER DG D THLHHEZMERE T DHERE TH D,

777 AEI#R 5y B RE
777 AR BERSREI . FEREIEAR(ARREEL (2D 7 7 7 AERR LRI DD ATEHRE T 77 AZAED
IR E T D HICEDEREERN DR AZ S LT DREEELZAE 7 7 7 ADER LA ER LT 5L ER
[EI#R730 LAN ~D1R AR 1T HRE Th D,

145 HREBEE
TOE 735 FH~EPRAER PEIL, A A TE L TSF . L UMERETHD,

1.451. FIAEES
FIABEREHIL, SCEHRERER RO 2 AT HEND, FIABETHERIZOVTER 6 ICTHATHITE
%ﬁ—éo

® 6: FIAERBRER

AT NE

TEEHR TSN TOE DB FIChDLE, HIRSN-E, —Ee tEDLHD
VWIZFDWH

et MBI R LY a7 K ST NTIRITRIAE Va7 | L& T 5.

Copyright (c) 2013 RICOH COMPANY, LTD. All rights reserved.



Page 22 of 86

1.4.5.2. TSF &

TSF 1E#IL, PRHEB M EAEBIE MO XA T\ EEND, TSF BFHIZOWTER 7 ITTHATHIZES
Do

# 7:TSF FHERE

BATS NE
PRAETE R | TMEMEIRZ R~ =R B LIS DO T ILARFEL 2T U 6720 s, ST
HEXa VT EOFERERGIME R, AST N TIXITSF R#ERE ] LRBLT 2,
ny Ay a—W—4 al AR —R A NHREE, vy s T 0 MR A~ —
FRIE, By TR A B BEZ, SAT— R WL S AT —REHERE
B VA — a7 I MR . WIM A — a7 77 Mg . S/MIME F) 2 15
W, BB TANT — BREZAG CEa— — SCER VAR, R FEREY A
k., 22— —FHAE Sk, IPSec 3% ETE . @Remote 3% iETH ., Héasal B,
B SR | EMEIRZFF TR B LSO EFENSHEL . 2 BHERRE R~ 7| i & LAt
DOFEHLDRFELR T LB EH, A ST W TIXITSF b 1% & KB
ERAR
aJg AL XA —R | B ns HDD K558,

1.4.5.3. HnE

FAEE WO SCETEREBRIET D7D DEEETHD, MFP 77 )/ r—a (ot —HERE, R¥a AV MRy
O ZKERE . TV H —HERE . A% v —HERE. RO 77 ZEEE) 1. RIS HIRES N AR EE PETH D,

151 A STIZHITZHE

A ST ZREICBRST HT-017, £ 8 ICBW T EDOHEOEWE EFRT 5,

K 8: AST IZEET SREDHE

B3 EH

MEFP Y 7 o =7 TOE IZHLIATPY 7RI =7 D 1 -, FlashROM & SD 1 —RIZHHZIL T
5o

FCU il 7 vy =7 TOE (AT Y 7 =7 D 1 -, FCU IZRHS N TS,

ny A a—H—4 — R MFP & HLE . o ONA— S — AP — 2 H. 2 B TODER T
+, TOE 13 F OB LR HE 2885 D,

gy A AT —R Ead A a—P =LK R LT RAT — R,

vy 77k FIRE IR Car A ZFFrf L7V IRBEIC 5T,

F—br 7 MhE BENRIILHDNNTZZTAT o PC bud Ao, TOED IR
17 7B A TZIRIZ, AEIICa S 7o N 5H6E,
F—baZ TR ED,

Copyright (c) 2013 RICOH COMPANY, LTD. All rights reserved.




ik

Page 23 of 86

R

BE SNV A — bl Ty
NRFH

BE DA — b T AR,

WIM A —ba s 77 MR

WIM ZHHL TWAS7F 47k PC 3bA—ha 7o M SR,

INAT — R/ MTEL

R AT RET R, S AT — R D5 /ML,

IRAT — R e

Bk A REZR RAT — R O R A E 5 D e/ N,

SCFFRIL, SR ICT, BT BT R D 4 RS D,
INAT—RNEHMERE 1 ZIE, MR 1 S 2 D, HHEEE 1 OGAI1E 2
FEFELL O SCorfE, MR 2 OAE 3 UL Lo SUF A A YT
INAT —REAESLZ2TFAUT O T 720,

ZIK{ZKDLAD

TOE ODDtFT*IJHEJ%n&/DJIJnL‘ nft—g_%)ji_t@ 1 >, TOE \_y‘“ﬁbfb A A
va—PF—Hin s A2 —R%ffST TOE Tk d 2,

I RREE Y — 3 —38

TOE O AR & BIFRFET 5 7D 1 -5, MFP & LAN Tk L7-4+
HRREEY — =L WD a—W— L a7 AT — b
%‘?1%’)—( %HBHUHE‘H—_/\ uou‘.E%fjﬂé TOE 75)3% f%ﬂ"ﬂguuu
t}: WlndOWS [T FIE LDAP 3 [ DE &U\‘f‘r/\ﬁ_”—/\”—uu uE7j &)D WlndOWS
FRAIEIE, NTLM F8AIEE Kerberos 58RED 2 DD F I IEL TUND, KST

TlL. A EBERFE Y — N —3EREEE 9 381X . Kerberos J7 1T
Windows FRFEE ) B R CfE 42,

HDD INRF Y RTRTAT DR, AET, HIZ HDD Lit#i L7238 413 TOE
WIZEW TS 7= HDD =87,

FIRE a7 TOE ®at’— FXa A MRYI A AF Y — TVH— T7 I ADE
FERED BRI OLIE T ETOMEZE, FIRE a7 13, Bt & T oIz
FIAHAE otofeﬂﬂﬂ%ﬁ: XX BAEINDIENGD, FIHE Va7 HF
YU RNAEINTGE . FIHE a7 13K T 70D,

E TOE 75>%&5%&3€£ BF CEORFR,

SCHER AU LEFHRO BT, +PRT, +SCN, +CPY, +FAXOUT, +FAXIN, K O}
+DSR 385,

+PRT SCEIGEWIBEDOOE D, 7T7A T PCOBEIRIG S CE, HHWITTA
72 b PC BRI, AR EIR, J OSSR LEIC TOE WIZE RS
i%o

+SCN LEEFRBEOOE D, AXY¥ T —HEREE - T, IT HERICA—LIEF,
T INE—EETEHLE, HDWIL MFP 5o F7A4 7k PC ITA T a—
K953 E,

+CPY SCEGFRBHEOOED, at—HRe 2> CTRBZE T LI 3CE,

+FAXOUT NEBFBRBEOOED, 777 AERERE ST, 777 RAEGF, 74 NVH —
EETDHLE,

+FAXIN XEFRBIEDOOL D, BRERIRNOZELIZE, 25, TOE WIZ
BRELCELE T,

+DSR SCERRBIEOO LD, 28 —HRE, A% ¥ T —HAE, FFa A MRy 7 A

KERE. 7 77 AR EAfE > C, TOE NICIRIELT=XCE, 77147 F PC
MERF 2 A MRy 7 2R, &DWITRIFEIRIES AL TOE RICARTELT-SC

Ho

Copyright (c) 2013 RICOH COMPANY, LTD. All rights reserved.




=5
[:]=]

Page 24 of 86

R

SCEMMEVAR

LEERDO X 2T 1 BIE,

TIBREHF I WD KR AZE DO (v 2—F =L DYANT, X
EIEMF IR ETED, 728, MFP EHA X, CEFREEH T D720
[CLEERADT 7 E AL ATHETH DA, AUANMZ MFP EHE ORI A
va—P =X, VARSI,

R¥ o2 A MRy 7 ABRE, 7V 2 —HHE, A% Y —HRE, LUV 77 Ak
HETHI AT A7-912 TOE ICERESNTWATE,

4 R SCEAR

SBRECEOHH BMIISLTHELELD, RRa A MRy 7 2A0E 7Y
VH—E AR —E Ty ARELE, ROT 7S AZECEN
»HD,

R 2 A MRy 7 A3

HEROCGERR O OED, b —EE, R¥a A MRy 7 ZAHRE, KOV Y
S —BERED IR T ED R ¥ 2 A MRy 7 AZFEIZ L 5T, TOE ~E RN T
b= &,

TV A= E

SR SCERNOOED, TV X —BEREDHIR G 152 FRI . AR5 D
Rl ARTEEIRL, BRUEIRIOWE 3T TOE ~ERBNThi iz &,

A —E

BHSCERBOUED, AX v —HEE T TOE ~E BN Thi - 3CE

T 7 AL E

LR CEENDOOED, 777 AERETOFIEM, PC 777 AICLHE
DT E,

T I ARG E

HHSCERRDOOED, 777 A ZAGE MU 6 O3E, Zo3CEFHIX
SN INDZAR SV TR SRR E TER W I SCETHD,

MFP 77U —a

TOE M2t — RFa AV MRy A AF v —, TV H— 77
I ADEREREDKEFR,

I HEREY 2 IR KL T 7 AR TR ST SRR (2 e —HERE, 7V 4
—HERE . AT —HERE . oA Ry AMEEE . 77/ ARRE) DU AR,
R I B O RHELLTH 5 &N,

Bl <L TG T SR TF 4 AT LA e F % —CHER SIS, FIIZ 5 TOE

ZHRAES DIHTHI 9%,

HEZE L —Y —

T 7 I AZAGELEOFEAH L Bz T i S — R H DUAR,

TANT—EfE

MFP 735 % b7 — 278 T SMB Y — X—NOH-AF T 4L Z — 1T LT,
SMB 7'BhL CLEEEETDH, HLLUX FTP —_R—D7 4 /L4 —|C
KU T, FTP CICEEEG T OMEE, 74 /L4 — & (51X, A% v —HRE
HDHNIT 77 AEFE TAR YU LT LEE T DO EEEE T 50, [FEE
0— BERBUISCEE A LETHIEMTES,
ZORREE FEHLT 5720 Oi@(E1L, IPSec (ZL-> THR#ES LD,

ESEP eV A

THNE —EBFIZBWT, BB DOV — =K Y —R—NOT 3 V5
—~DRAER T 7 YADT-O Ok BIGEFER & AT S . MFP &
AL TREE NS,

A— L

MFP 778 SMTP #— _—ZR L T7I4 7k PC ICEFA—/ILVZEE
T HRERE,

LERMN A=V ELE

A —HERE TRt~ 72 LEH DL T 77 ARG L EL B A A—NVIE
A CEE T AR, ZORREZ EBLT 5720 DE(E1X, SMIME (2&-T
r#EIND,

Copyright (c) 2013 RICOH COMPANY, LTD. All rights reserved.




ik

Page 25 of 86

R

URL 7 RL AA—)L3%AE

MFP MIZEREL CWDAX Y —ED URL TRV AZEFA—/L Tk
154 DH%HE,

S/MIME F| % 1

A—LEEIZB VT S/MIME ZF)H 3B E L2 A1, A—/VT R
LA a—H—GEE, K5 L E(SMIME 588N Eid, A—/V5E
P 1 DITHE | STFEETAHHERTHY, MFP FFLE|C L CEHLE GRS
N5,

IPSec &% E1H#

TOE @ 1PSec DENMEZ R E T D1 H.

PC 77/ % T I AERED 1 D, ITAT U NPC DT 7V ARTAN—%FIAL T, 777
AR LEZBEETOMEE, PCFAX SftidEhaZ bbb,
@Remote TOE Z i fRE2 iR T3 5% —E A0, @Remote h—EALHF 9,

@Remote 7% &1 #H

TOE 23@Remote t—t 2% [ —EEE 1L | TR, HOWIETEE IR | T 5%k
T DI e

PREFL S — @Remote D2 H—H— S — NS TUB R,
& P8 FIAHE OBEMEIZEL ST, TOE 275 RC Gate & i CIRSF U Z—ITIEBRK

HE T DR%RE,

TOE i, BEBEIZHMN > ELLE . HDHVE TOE I D E-7RE
T TOE ORT BN =N —ER W E EE SN E 1T, #fER
FINE BMK B R [ 2 R~ 3D,

Copyright (c) 2013 RICOH COMPANY, LTD. All rights reserved.




Page 26 of 86

2 BEER

AREE TG O FERIZOWV TR RS,

21 CCHEAEIE

A ST & TOE @ CC & FEIRIZLL T D@y THD,
WA EETSCCDNR—g

sN—h1:

BERLE — /%L 2009 4E 7 H N—ar 3.1 oGETH 3 W &AM [FIRREE 1.0 il &R
CCMB-2009-07-001

IN—R2:
XU TAEREa L AR — Rk 2000 4F 7 A N—Var 3.1 WETE 3 R AR [FIEREE 1.0

Wi k& CCMB-2009-07-002

sN—h 3:
TRV TARFET R —FK b 2009 £ 7 A AN—Tar 3.1 BETE 3 M B [BIERES 1.0

Wi e #&hi] CCMB-2009-07-003
BEREELf: o N—] 2 EIR
{REFELf: N—R 3 A

22 PP xR
A ST & TOE ANaalkai (5L CV D PP,
PP 44 Fr/5kn|] : 2600.1, Protection Profile for Hardcopy Devices, Operational Environment A
N—g : 1.0, dated June 2009
T

7L Common Criteria Portal 1Z#5# 541 Tl S PP 4 #1Z/IEEE Standard for a Protection Profile
in Operational Environment A (IEEE Std 2600.1-2009) | T3,

23 NyF—TEH
A ST & TOE DAL TV w7 — U, il fRiEL ~/L EAL3+ALC_FLR.2 THD,
PP 75384 SFR Package |3
2600.1-PRT A&
2600.1-SCN i 4
2600.1-CPY 4
2600.1-FAX i A
Copyright (c) 2013 RICOH COMPANY, LTD. All rights reserved.

o> oy o




Page 27 of 86

2600.1-DSR 4
2600.1-SMI @&
ThbH,

24 BEEIRIEH

241 PPOTOEREAIEND—EMHER

PP 35t E3 285 OfERIIX, Hardcopy devices(A ', HCDs &£ 59)Tdh%, HCDs 1%, A%y —2&@E L
TV NEE TR S, BEERRA ST oA 72— AR AT EBE THY, TNHOMEELAZEAE
T, bt —EE, AF v —#RE, TV —RE, T 77 ABREDO N, 1 BERELL EAEEEL T\ DY
DTHD, SHITBMEEELL T, N—RFRTAAIRTA TR E DB RIE R EHETHZET, P
A M= SBEREL R T& D,

A TOE OFERIIX MFP Th b, MFP 1L, i8N ES & T HCDs 3R >%(E A 2, HCDs 235975
FEREAFAHEIL Q1 D, Ko T, A TOE FBIIL PP @ TOE R — B L CWHEE 25D,

242 PPOtEFX1VTA4BBEEEX LT WNELHED—RMETE

K ST ® 3 # X274 iRETERIT.PP OXaVT 4B EZETEELEYIZ T,
P.STORAGE_ENCRYPTION & P.RCGATE.COMM.PROTECT ZiEML . 4 & BX=2UT7 % 5K EHTIE,
PP DX 2077 %K F# %8 TEHEL LI Z T OSTORAGEENCRYPTED &
O.RCGATE.COMM.PROTECT #3E/ML T %, LLFIZ, iBE7eofotF a7 (i B 2 U7 ok iR
FEHZOWT PP IZH & T DR LA R,

[, PP IZBERE CIER S CODS, R ST D 3 % EF a7 (ARHEER, KN4 B X a7 o4kt
I%, PP % H AGERL CReikL T2, A ARGERTDICHT=->C, PP OE RV FEE DEFEOILIF 12725 L4
WrL 725 a3, BRL ST WRBLZLZAY PP O S B2 2R BLTIT R, Fio, SN A &
RS LIZ0E NS T2 2 8 1F L TUVRLY,

P.STORAGE_ENCRYPTION & O.STORAGE.ENCRYPTED MD;E/

P.STORAGE_ENCRYPTION & O.STORAGE.ENCRYPTED % HDD (2%} 557 — XDk 5L &21T5H D
THY, PP IZEENDLMOMBED X2V T 4 )78, TOE OEF=2UT 43R T #OWT N Ebi=L TV
%o &5, P.STORAGE_ENCRYPTION & O.STORAGE.ENCRYPTED DiEJIIZL TV 52 PP IZIdiE &
LTWWHEEZD,

P.RCGATE.COMM.PROTECT & O.RCGATE.COMM.PROTECT ®ig/N

P.RCGATE.COMM.PROTECT & O.RCGATE.COMM.PROTECT I, TOE & RC Gate 0@ 235
X2 VT EEEX 2V T XK T Th D, ZOHE(F 1, PP THESIVTWRWIEIE THHT-0, PP
MHIMNZLCU5, £72, TOE & RC Gate DFTIE PP THIE T AREE EOEZIEETTH T, SHICRC
Gate " HIREE PEOIRELI T/ 2D PP BHLEL TS X 2T R E B 2 U7 5 R 8kt
LCTEELE 52700,

Copyright (c) 2013 RICOH COMPANY, LTD. All rights reserved.



Page 28 of 86

£ 5T, P.RCGATE.COMM.PROTECT ¢ O.RCGATE.COMM.PROTECT ®iENNIL TWA2)S PP (Z1LiE
AL TWEEE RS,

AEDZEXD, K ST X7 (iR X2 T 455K 5EHE, PP OX a7 RSB 2T 4%
RIFEE—BL TS,

243 PPOEXa1VTA+EHLO—EHIEE

N TOE @ SFR %, Common Security Functional Requirements & 2600.1-PRT, 2600.1-SCN, 2600.1-CPY
2600.1-FAX., 2600.1-DSR, 2600.1-SMI 75725,

Common Security Functional Requirements /&, PP 235 &3 5441 SFR T&Y, 2600.1-PRT, 2600.1-SCN,
2600.1-CPY, 2600.1-FAX, 2600.1-DSR, 2600.1-SMI {Z PP 234579 % SFR Package 7 Hi#INL7=HDT
H5D,

7, 2600.1-NVS % TOE (275 i AT REZR AN S PE LB IR DM ELE LW oD IR IR L 720,

A ST DX 2VT AL, PP OEF2UT 4B R L GEIN, BARMEL TOAETT 578, PP &lE—
BL TS, LLFIZ, 80, BAR L TWDEFTE, 20605 PP &— B L TWDE AR 2,

FAU_STG.1, FAU_STG.4, FAU_SAR.1, FAU_SAR.2 ®;EfN

AR TOE N0/ 2R FE B4~ 572D 12 PP APPLICATION NOTE7 (246 FAU _STG.1, FAU STG.4,
FAU SAR.1, FAU SAR.2 #8195,

FIA_AFL.1, FIA_UAU.7, FIA_SOS.1 O3/

ARGRAEIIA TOE 12XV FEHL 9572512 PP APPLICATION NOTE36 (27t FIA_AFL.1, FIA UAU.7,
FIA_SOS.1 #3895,

FIA_UAU.1(a), FIA_UAU.1(b), FIA_UID.1(a), FIA_UID.1(b), FIA_SOS.1 D/l

AR TOE O—FI A OFEGEIL, TOE Tildhl5RiEE T 5 AR KFRGE L ANAFRAEY — N —CRGET 27 1EN
&%, PP APPLICATION NOTE35 i, FIHFFRAEIX TOE F72134MM D IT |G CIATTHZ LA AEE
THEIR S TND T O ARIRGEGE LA ERFRFE Y — N —FRFE T PP ([ZHEHLL T 5, FIA UAU.I(a).
FIA UAU.1(b), FIA UID.1(a), FIA UID.1(b), FIA_SOS.1 OFtAbIL, ZHODFRIES EZ#AIT 57
DOFEETHY, PP BNEETHEX 2T A B HONEEEETHHLO TR,

FIA_UAU.2, FIA_UID.2 @iﬁﬂuc‘:éﬁlﬂﬂs

RC Gate DOiBIFREEIX, —MFIHH F72 138 BLE OFRBIGREE 7 1k L ¥ 72 57-8% . PP APPLICATION
NOTE37 & PP APPLICATION NOTE41 (276> C, FIA UAU.1(a), FIA UAU.1(b). FIA UID.1(a), & O}
FIA_UID.1(b)213511Z FIA_UAU.2 & FIA_UID.2 #:B/13 %,

F72, FIA_UAU.2 & FIA_UID.2 OFEAI I, —MFIHE £33 BE OFRBIFERE 5 1EE RC Gate D
BIFRRE LA BT 270 OFEMIL THY, PP BNEET X2V T4 BHEONEEE R T HHO Tl
VY,

Copyright (c) 2013 RICOH COMPANY, LTD. All rights reserved.



Page 29 of 86

77 AREXEDFAHEDHE

A TOE TIEZAE L7 77 AZAG SLEDOFTAMEDINIDOWT, CEOFTAHEZ B SNF I 10E
T8 81355, ZiE PP APPLICATION NOTE 93 (Zff» T2,

FCS_CKM.1, FCS_COP.1 DB
A TOE (ZBWTIL, EHH ITEM AT AT LW AR LRI AR I 3707 — 2R D X 2 U T %f
W7 #& 1L T O.STORAGE.ENCRYPTED # EiEL, Zh A FEB T 5720 IZHREE{f FCS_CKM.1,
FCS_COP.1 &, ZNODHEREE N LAKAT BILR ICH OMBE BN I TIB MO L H 2 5.2 TWDA, ZNHDZEH
1L PP IZHBWTROBITWDEREEFONEDWT ALl T,

FTP_ITC.1 TRETHER DB
A TOE TliX, FTP ITC.1 ZZHLC\5, ZOEH L, PP TER$2 FTP_ITC.1 TH# T HIEHRIZ, RC
Gate &£ LAN #RHIBEZBML TWH7ETTHY, PP IZBWTROLIVTO DB ZH R T HH D
Thbd, Lo T, PP IZBWVTROLINTWAEREEFONE &=L TD,

NERA L BT 2 —A~DHIREIN - 1EWMERX(FPT_FDI_EXP)% B/

AR TOE I%, PP TV, I A H T 2 — A~ D[RS A7 1 = (FPT_FDI_EXP)A BN 5221280
EREBLIED R —F 2 ZHLIRT 5,

FDP_ACF.1(a)D— EH:ARHL

PP ® FDP_ACF.1.1(a)t FDP_ACF.1.2(a) Cl&, PP ® SFR /v — VI EH SN SCEFHRA~DT 7
A SEP 2B L L TWADICHIL T, ST TIIA 7 V=7 b0 F 2V 7 4 B Th D SCEFE M I
TEFRSNILEOT 72 AR SFP #E L LT\ 523, Ziud PP i I EBUEL T\ DO TH
2

PP D FDP_ACF.1.3(a) Cl&, XCEHREFNHE a7 D7 7w AHIENCBE T 28 MO RS EE S, A ST
T EEREFNHE Va7 OFIbRE MFP BEE A9 HE7e>TD,

TOE 7% MFP & B | SCE M ERI A Va7 OHIBRAZFF AT 201X, SCEERER HF a7 ICHIBRE
FRZFfo 7o — BRI HE D, 72 DO FE CHIR CE72leo 7o 512, MFP EHE MUATL CHIBR TX
HINTT B0 THY, PP THET D7 7 A SFP Z WM+ 56D TR,

PP D FDP_ACF.1.4(a) Tl. CEEREFNTAE a7 O T 72 AHIEICE T 5B MO AN NS, A ST
TIEA—/3—=3AH—& RC Gate |ZLDCEIHFHREFIHE Va7 ~OBIELIES T5LLT05,
A==/ A% —L RC Gate |%, PP TIFFFEL T2V TOE F5A OFIHE TH 5,

ZHUE, PP ACEBHREFIAZ Va7 ORIAE LU CRELT-RIRE ANIT B B r LW 2 e &t
R

&>, A& ST ® FDP_ACF.1(a)i% PP ® FDP_ACF.l(a)%&iii7-L C\\5,

FDP_ACF.1.3(b)DBHNFRANZOWNT

PP ® FDP_ACF.1.3(b) ClL, B EEHHEIR CHAET D2 — 3 —IZ TOE HRE DM EAFF Al T 54725 TD

DIZXL T, A ST Tl TOE EED— Ch D7 7/ A AGHRETZ T & FF Al 5L 72> TND,

TOE X MFP EHEZHIC, LEHFRSCHAZE a7 OHIBREZZF AL CRBY(LET 7 A SFP,

FDP_ACC.1(a)t FDP_ACF.1(a)), ZO#EH, HIFRATILdH 523 TSF 1L, TOE ¥§fE~DT 7 &A% MFP &
HFIZFF AL T 5728 PP @O FDP_ACF.1.3(b) D EAES [FIRF i 7= L TA, Ei- iGN DZE D7

Copyright (c) 2013 RICOH COMPANY, LTD. All rights reserved.



Page 30 of 86

DT I EAT DT 7 I AZIEDTO DT av AL, B HEHER CTERAIET 2RIHE L R 208 TED,
&>, A ST ® FDP_ACF.1.3(b)ix PP ® FDP_ACF.1.3(b)%& 7= C\ 5,

Copyright (c) 2013 RICOH COMPANY, LTD. All rights reserved.



Page 31 of 86

3 EtXa) T+ RETEE

ARENT, G AR DO X2V T 4 58 R ORHRSRAIC OV TR T,

31 B

A TOE OFIH, K OFIHEBRBEIC W TRRESN D BRI i35, AEICEE I BT, TOE ©
BEIZ OV TABSN TODIFRE MR E L Thio CODRIHE THLLIET D, HBEHITHEAL ~v
DB BN ZFFOELET D,

T.DOC.DIS

T.DOC.ALT

T.FUNC.ALT

T.PROT.ALT

T.CONEF.DIS

T.CONF.ALT

XEDORR

TOE NEHL TWATEN ul Ay a—P—LAEb TR 0NE . HoVNEL, s A~
— AR TOBBEDLE~DT 7L AR RE DI NE LTIl D
NHLILRY,

XEOKRE

TOE NEHL CWAIEN, n/ fra—WF—LabizianE, HHVE, nr (=
— P =L TEFS TCOBRED LEA~DT 7B AR AL 2R NE Ik > TWEShD
DHLILRY,

FIREFED a7 OHE

TOE DNEHL TCWAHIHAZE a7 N, ur/ A a—F =4 %2870 H, HDHNE, 1
TA v 2= = IF> TCWDENZDORNHE a7 ~OT 7B AR EL 2720 # 1
FoTUEIND B LI,

TSF {REFROKE

TOE VEFIL TWA TSF REHF I, v/ A a—HF =L &b g DN, =
T A =P —Z T TODNZED TSF R#EE HA~DT 7B AR E S T2/ 0E T
FoTHESNDPL LR,

TSF REFHROBR

TOE 2MEHLL T D TSF BN, /' A a—W =L a2t FH HDHOIE, v
T Ay a—P =TS TNDNZED TSF M HRA~D T 7B AR A S 127203 1S
JoTHIEINA S LI,

TSF REBROKE

TOE 2 HLL TW5 TSF B DS, v/ A 2 —PF—AE2b T nE | HDHNIE, 1
TA ==L 3o TNDNZED TSF BB HRA~D T 7B AR AL 12720 IS
FoTeESNDEML LR,

Copyright (c) 2013 RICOH COMPANY, LTD. All rights reserved.



Page 32 of 86

3.2 HBotxaYT1AH

TREOMGED X 2V T 4 it a LD,

P.USER.AUTHORIZATION FI & OB RIFRGE
TOE FIH OFF R 252 - FIAE T2 2 TOE 2R 422N TEAIHC LT
VAN SYAAN

P.SOFTWARE.VERIFICATION ANV EY S Hi
TSF OFEITa—R% B CRGECEXAFEREF -2 nid7e bz,

P.AUDIT.LOGGING EXn/smaEE
TOE 1X TOE O H R X 2T BT FEROn T A0/ LU CRlskiER?
L. B PERZS T2 WA IS CRIRH AW E SN NI EHL T& A
TIE7eb720, EBICHERRZFFOL DN, Z0oul Z & CEAIH 12T e s
f(ﬁl/\o

P.INTERFACE.MANAGEMENT NEAL 2T 2 — R

TOE DAER AL BT =— AR OLDIZFI SN DL E2 T8 FhbD A
A7 2 —A1X TOE & IT BREZIZLY, #UNHIESIL TR uid b,

P.STORAGE.ENCRYPTION IEEER 5L
TOE @ HDD (Z508k L TV T — X, BF (LS QR ruiEZe by,

P.RCGATE.COMM.PROTECT RC Gate LD EE{R#
TOE i%. RC Gate & DiH{Z 123\ T, TOE & RC Gate M Di#1E 7 —Z & A%# L2
EvASSYAAN

3.3  HHREH

K TOE ORI BRI FD DRI A ZRRIL . B 5,

A.ACCESS.MANAGED T EAEHE

HAR L AHEST TOE #L42THEMR TICBITDGATICREL, HIRE R/
WZW BRI T 7 B ASN DR ZHIRL CWAE D L35,

A.USER.TRAINING FIREHE
MFP EBRELF 1T, FIHEEO X 2V TR —RF RS T AT AX
VAIHESTHB L, FIAEIZZENLDORIY —RLFNEIZH > TWDHLDET D,

Copyright (c) 2013 RICOH COMPANY, LTD. All rights reserved.



Page 33 of 86

A.ADMIN.TRAINING BHEHE

BEEA IO X2 T 4R —F DO FELZ R L TR, HAZX A THE-T
FNHDORYL—LFNEITIR -T2 TOE DR ERCUH N TEDHHDET 5,

A.ADMIN.TRUST EHECTEIEHEE
MFP EHETE 1L HAX AN CTEDOR MR LWL 7 B B 28T
TWALDET A,

Copyright (c) 2013 RICOH COMPANY, LTD. All rights reserved.



Page 34 of 86

4 E¥a) T4 EKFE

ARFE T, TOE (ZH§2uF =T xR T8, MRS T 5 Fa) 7 RI7 $ EARBUZ SN T

FLIR 9D,

41 TOE®DEXxa') T4 xEHE

AREETIL, TOE DEFa )7 45K It a st 45,

0.DOC.NO_DIS

O.DOC.NO_ALT

O.FUNC.NO_ALT

O.PROT.NO_ALT

O.CONF.NO_DIS

0.CONF.NO_ALT

XEDRRRE
TOE (%, XE NI A a—HF =LA Eb2RNE | HDHNE, v/ A a—F =23
STWDINEDLENDT 7B AR TR NE TR THIRENDZEND, i
THTEERFET D,

XEOKRER#E
TOE I%, XENuT A a—WF —ZEbLT2 /20 E BHDOVT, vl (v a—F —Z 1 LFF
STWENZDLE~DT I AMERE L T2/ N E LS THESNHIENE, Rk
TDHZEERFET D,

FIREY a7 DS EG#E
TOE [ IFIHE Va7 B, vl A a—F =570 E HDHNIE, vr A 2—H
— TS CWENZF DRI E a7 ~DOT 7B AMERRZ S T2/ WE I > T A S
NDZEINODIRFELRFET D,

TSF {REFHROKEIRE
TOE X TSF fRi#HE @, nr/ A a—WF =L 5L 12700 HHNE, rr A a—H
— £ TFFo TCNDINED TSF REIEHRA~DT 7B AR AL 1272 W 1Ll T AX
NDZEDDLDIRELRGET D,

TSF REF OB~ RE
TOE I& TSF MG S, v/ A a—F =4 &b 7720 HHVE, A a—HF
— £ TFF o TCNBNED TSE MBI HRA~DT 72 AMERZ 1272012 E - TRIRE
NADZEMLDIRFEEIRAET D,

TSF BB BEROKEIRE
TOE IX TSF R @S, n/ A a—WF =L 5L 12700 HHNE, ry A a—H
—Z T FF> CNOBNZD TSF B RA~DT 7B AMERE G 127N 1L T A S
NDZEMLDOIREERAET D,

Copyright (c) 2013 RICOH COMPANY, LTD. All rights reserved.



Page 35 of 86

O.USER.AUTHORIZED | #0538 EE

TOE 13RI H#E O BIFRGEEE R L X 2T 4RI —I20E-> T TOE R EF Al 4k
f_OT*IJ}ﬂ%ﬁ‘nunEéhé k%f%nﬁ?é

O.INTERFACE.MANAGED TOE (2L 2 A 2 57 = — R G
TOE (13&F 2T 4RV — o THMERA L 27 == ADE N 2 B 52 L2 RFE
T2

O.SOFTWARE.VERIFIED Y777 #REE

TOE 1% TSF O FEIT7a—R%& H CMFETED720 DO FEOIRMARIET S

O.AUDIT.LOGGED EXn/smaEE
TOE & TOE Off i Kk X =2V T 4T FRou s 2R/ LU TRIRIZE

FRMERFL | BE A 0 7 DSHEIRA B 127200 2 Ko TRIRH DWNT A SN IO I B
TELTLZWRAET D,

O.STORAGE.ENCRYPTED R EIEE RS

TOE I%, HDD (Z#HEiATeT — &% | W

TAEL TDRLiR T 52 E2RAET D,

0O.RCGATE.COMM.PROTECT RC Gate LDE{E{%#E

TOE IZ. RC Gate EDEE TRV T, TDBERKE HIZHIEBIET

— 2 REL, (S
AR DT L2 RAET D,

42 ERBEEOEX1Y)T14xEFE

ARETIE, EHBREO X207 W #HI OV TRER 372

421 ITIRE

OE.AUDIT_STORAGE.PROTECTED TEH?*E IT #ETOEESRE
MFP EHELE L, ®EHE IT "Alc=F AR — s

AT DHERA DE NG
DT 7R, HIFR, W) %B)ﬂﬁﬂf%“@ BT EERAET D,

OE.AUDIT_ACCESS.AUTHORIZED T%,‘%%E IT MEDOEERS T 72 AHI R

MFP EHEFE L. B IT fAIcoX 2R — SN - a7 D EREZS DF IS
DIHT I BAZIL, ﬂﬁ‘é‘%@&;é’zﬁ’r:)74 BT CELZEERFET D,

OE.INTERFACE.MANAGED IT BEIZLANEEA L Z T 2—REH

IT 88513, TOE A EfA L 27 = — ADE BRI G NN T 7 A% L IET 5K A H#10
TWDZEERRET D,

Copyright (c) 2013 RICOH COMPANY, LTD. All rights reserved



Page 36 of 86

422 FEITERE

OE.PHYSICAL.MANAGED Y3 &1

AL L AZHE>T TOE LA TR FICBIT 5T EL  HERZ R0
(ZBERANC T 7 B RSO R 2 IR 4 D 2 L2 RAET 2,

OE.USER.AUTHORIZED | & ~DHERfH5-

MFP ‘B E(EE L. O X207 4R —LF B ITHE-> T, FIHAE T TOE OF)
HMENRZ A 59 D2 L RFET D,

OE.USER.TRAINED FIRBE~DOHE

MFP EHE(E L. FIABEICHBO X2V T 4R —RFINEL R T AIOAF
VAIESTHB L, FIAENZNSDOR) S —LFNEII > TWAZEZRFET 5,

OE.ADMIN.TRAINED BHE~NDHEET

MFP EEEEH L. BHEDEBEO B2V T 4RI —F D FNEZ KL TND
TEERAET D, T, BEEIITAX AW TENLDOR) L —RLFNEIC
RO ERCUBIN TEBRIVHEFIN., TR ELL ., FFORME > L%
MFP BB EEFICIVRIES N C0D,

OE.ADMIN.TRUSTED EHECXIEHESE

MFP EHEFEH L. IAZ L AW TEDOR MR LW IO B 28T L
TWDZEEARFET D,

OE.AUDIT.REVIEWED uy DEERE

MFP EFHELF L, B8 EORESRF/REERE 357202, AKX ADFL
WRITHE- T, BB/ DA 2w )72 MR CTHEML CWDIEARIET 5,

Copyright (c) 2013 RICOH COMPANY, LTD. All rights reserved.



43 ¥ T4 EFEHRA

RETIX, BX2VT 4RI ORILE R, BFX2) T 0560 HE, BUE LA S50 0

HD ., BT D720 000, HAWITHERO X2V T 4 HF#EEBTH20 0L D THD,

431 X2 T4 AEFHAGERR

Page 37 of 86

X2V T AR RIT LSS DRIFRRAE, 28 B, I MO F 2V T4 T #H OSSR L

#* 9 TR,
£ 9: BX =2V T 4RGSR
ol 8
2|y
=4
O =
SIE| lalalg|als
nla = | 5 = S O B G == R
Alm |2 <2 alQ Q< |E|Q
0 5
m N ) | m < < Z (=4 o) )
Nz |2 2|21 z|2|2|2|2|s|2|E|8
z|le|lEd|B8|=s|8lga|s|s]|= S|z 5| =
| 5|5l2|5]|¢ 2|4 Sl |1=2 |52 |8|% z
2 | g =S [ = = = g Q o = ] > @ | Z é S)
al=<| S| <48 S|E|S 291 2|5 slB|8 = S| o S| & | & 5
ololglololol2]=|X g = | = ﬁ 212 B Bl Zz|z|E
Sl 2|2 2|2 2| S| | = El=|l=s5l5|8B|2|& é E| S| S|
] o |le|lele|lL|lad|E|l=E|la|lala|®s]|>]|& < | =] 2| 3
S|8|2/2|88|82|5|8|2|z|=|E|5|2|8/8|3|3)2
calale|&|o|lol2|gd|l2 |3 |alalalé|d|a|l2|®|d|ala
o|lo|lo|lo|lo|lo|lo|lol|lo|lo|o|lo|lolo|lo|lo|o|o|lo|lo]|o
T.DOC.DIS X X | x
T.DOC.ALT X X | x
T.FUNC.ALT X X | x
T.PROT.ALT X X | x
T.CONF.DIS X X | x
T.CONF.ALT x | x| x
P.USER.AUTHORIZATION x | x

P.SOFTWARE.VERIFICATION

P.AUDIT.LOGGING

PINTERFACE.MANAGEMENT

P.STORAGE.ENCRYPTION

PRCGATE.COMM.PROTECT

A.ACCESS.MANAGED

A.ADMIN.TRAINING

A.ADMIN.TRUST

A.USER.TRAINING

Copyright (c) 2013 RICOH COMPANY, LTD. All rights reserved.




Page 38 of 86

432 X)) TaxEAER

LU, &% a0 T 45RO $EAVE B RIS, R OSRROF 207 4 7t alilifo 3 OIZ@EL ThD
RIE TR,

T.DOC.DIS

T.DOC.DIS /%, O.DOC.NO_DIS, O.USER.AUTHORIZED, OE.USER. AUTHORIZED (ZJ> TxfHL T
2o

OE.USER.AUTHORIZED (Z&V, MFP & B EAEF 1 IHFR O X 2V 7 4RV — o FNEICHE I & 12kt
L. TOE ZF| 9 5#E[R% 5 % . O.USER. AUTHORIZED (ZJY TOE |3F] & Ok BlIFEiE 2 ZsRk L, &
F 27 4RV —HE> T TOE IR FF AT S 72 > TR E 0338 FES 415, 0.DOC.NO_DIS (240 TOE %
XEEL 0 A a—F =L EL7RNE . HDOE, B ==L TS TV ERZE NSO L EA
DT 7 AR E G T2 72N E I L TRIRENAZ LM DR T D,

ZNHDOREFEHZEY . T.DOC.DIS IZKHHiTES,

T.DOC.ALT

T.DOC.ALT /%, O.DOC.NO_ALT, O.USER.AUTHORIZED, OE.USER. AUTHORIZED |Z&>TxHL T
&2,

OE.USER.AUTHORIZED |2V, MFP & BEE T 1Tk DX 2V 7 RV — LRI HE R A Lkt
L. TOE Z#| i+ 5#EfR%5-% . O.USER.AUTHORIZED (Z &Y TOE (3R] & Ok RFEZ ER L, &
X2 UT 4R —ZhE-> T TOE FHFF AN I » TR DFRFES LD, 0.DOC.NO ALT (2XY TOE
I, LERT A a—F =L 5L E HDNOE, nT A ==L TF o> CNDNZEDLEA~D
T AR A TR W I Lo THMAESN A BIR#ET 5,

BRI T EHZEY . T.DOC.ALT IZ6HiTES,

T.FUNC.ALT

T.FUNC.ALT /%, O.FUNC.NO_ALT, O.USER. AUTHORIZED, OE.USER.AUTHORIZED (Z& - T*#T

TX5,

OE.USER.AUTHORIZED |ZXY . MFP & B AT 13AHAR D B35 20 T 4R 2 — L FNEIHED FI A 126

L. TOE ZF| A7 2R % 5 % . O.USER.AUTHORIZED (Z XV TOE |34 A& O BIERGERZ ZRL ., &

X 2T 4RV —IZfE-> T TOE FHFF I SE7E > TR DSFRRES 41D, O.FUNC.NO _ALT 24V TOE
IFIHE a7 B, al A a—F =457 0E | HDHNE, A2 —F =4 3R> TWDIBZD

%IJEH%Vaff\@?%zx#ﬂE%N:f;u\%L:iofaﬁz%énézkm@b Y

ZNHDO%RERITENTLY, TFUNCALT IZXHL TE D,

T.PROT.ALT
T.PROT.ALT %, O.PROT.NO_ALT, O.USER.AUTHORIZED, OE.USER.AUTHORIZED (Z&~TxIt
TED,
OE.USER.AUTHORIZED (29, MFP & B EAEH 1Tk DO B2V 7 4R o — L FIEIHE FI A 12 %F
LC. TOE 8|9 5HE[R% 5 % ., O.USER.AUTHORIZED (ZJY TOE |35 & O BIFEREE ER L, &
F 27 4RV —1Z9E> T TOE FIHFF AN SETE > THIHZE D F8GEES 115, O.PROT.NO_ALT 24XV TOE

Copyright (c) 2013 RICOH COMPANY, LTD. All rights reserved.



Page 39 of 86

X TSF (REITE RN, v/ A a—WP—L 52t E | HDNIE, n/ (2= —Z I F-> TV RED
TSF R#ETERA~DT 7B AMER G 127N E I L TSR AESN D Z &0,
NEORE ST EHTLY . TPROT.ALT IZXHLTE D,

T.CONEF.DIS

T.CONF.DIS /%, O.CONF.NO_DIS, O.USER.AUTHORIZED, OE.USER.AUTHORIZED (ZJ-> THHi T
&%,

OE.USER.AUTHORIZED (210, MFP & B E & 1T DX 2V T RV — L FIAICHE R F (2%t
L. TOE Z#| i+ 54E[R% 5-% . O.USER. AUTHORIZED (XY TOE (3 A& Ok RiE 2 Bk L, &
X2 T 4RV —IZHE~T TOE FIHFF A7 - CRIAE 23RBS N5, O.CONF.NO DIS (259 TOE
I% TSF BTN, n/ Ay 2—F =L EH 7220 HDHNNE, ul A2 — =4 3> TODNRED
TSF BETERA~DT 7B AMER S T2/ 0 E LS TR/RSNDZ 1720,

ZNBORR ST EHILD | T.CONF.DIS [/HHLTED,

T.CONF.ALT

T.CONF.ALT /%, O.CONF.NO_ALT, O.USER.AUTHORIZED, OE.USER.AUTHORIZED (Z &> Txf#t
TED,

OE.USER.AUTHORIZED (20, MFP & HE B 1T DX 2V 7 RV — L PRIMACHE T E (2t
L. TOE Z#| i+ 54E[R% 5-% . O.USER. AUTHORIZED (XY TOE (3 A& Ok R E 2 R L, &
X2 U7 ARV —IZ0E->T TOE FIHFF I 5E72 > TR 3 58RES 415, O.CONF.NO_ALT (219 TOE
1% TSF BME TS, u/ A a—H =L &0, HDHWVIE, nr A a—F =4 3R> TODHARZED
TSF BETERA~DT 7B AMER S T2/ N E K> THAESINDZ &R0,

ZNHDORIER F#HZEY . T.CONF.ALT IZXHLTX 5,

P.USER.AUTHORIZATION

P.USER.AUTHORIZATION (%, O.USER.AUTHORIZED, OE.USER.AUTHORIZED (ZJL-> CXIHiTX
%o

OE.USER.AUTHORIZED (2 &Y, MFP B HETE T DO BX 2V T 4R —LFNEIZES R E 16t
L. TOE #F| A3 5HEfRE% 5 % . O.USER.AUTHORIZED 24XV TOE I3F| A& Ok 58 A TR L, &
X2 VTRV —ZHE> T TOE R rNZ e 72 » TR & DSRGES LD,

ZNHORH HEHTEY . P.USER. AUTHORIZATION %ZJESFTX 5,

P.SOFTWARE.VERIFICATION
P.SOFTWARE.VERIFICATION (%, O.SOFTWARE.VERIFIED (2L~ TR HLTE5,
O.SOFTWARE.VERIFIED (ZdY TOE (% TSF @372 —RN% H CHRGECED FE AR5,
ZOXFITEIZEY, P.SOFTWARE.VERIFICATION ZJIESF C& 5,

P.AUDIT.LOGGING

P.AUDIT.LOGGING (=8 N O.AUDIT.LOGGED N OE.AUDIT.REVIEWED
OE.AUDIT_STORAGE.PROTECTED, OE.AUDIT _ACCESS.AUTHORIZED (Z&> T T&E 5,

Copyright (c) 2013 RICOH COMPANY, LTD. All rights reserved.



Page 40 of 86

O.AUDIT.LOGGED (24, TOE I TOE O H K O EF 27 BT 55 4on s 2 a7 L LT
AARICFOERAMER L BE A 0 DR L T2 W L TR OO WITSRE SRRV L9 ”SEET%
OE.AUDIT.REVIEWED {21V, MFP EBIEEE 1L, Z2 LOERESCREIREEZ R 7572012, A
X UADFIRIIHE ST, BB a7 O & U722 MR It 5,

—7J7. OE.AUDIT _STORAGE.PROTECTED (Z&V, MFP & FRE 13, M 48 IT B I = F AR —h&
ik Em&wﬁﬁﬁﬂw‘%ﬁ%@?&m MBS, 28 % B L . OE.AUDIT _ACCESS.AUTHORIZED
(2D, MFP FHREEE 1T, @5 IT R o AR - aSN - EEn 7 DS HEREL SH IO BT 7|8 A
=y (N ﬁaﬁmbétaezv—ﬂiﬁﬁﬁ%a%#ﬁﬂjf x5,

ZNBDO%ER T EHTLY . P.AUDIT.LOGGING ZJE~F TX5,

P.INTERFACE.MANAGEMENT

P.INTERFACE.MANAGEMENT (%, O.INTERFACE.MANAGED, OE.INTERFACE.MANAGED (ZJ~
TxHTED,

O.INTERFACE.MANAGED |24V, TOE |ZtEF 2 U7 ARV —IZE> THNBA L 27 = — AD il H %2 B
7%, OEINTERFACE.MANAGED (ZJY, TOE DAL Z T = —A~DE I TNRWT 78 2% [
B2 1T BREEAHEET 5,

“hooRE F#HZIY . PINTERFACEMANAGEMENT #J[ESE CX 4,

P.STORAGE.ENCRYPTION
P.STORAGE.ENCRYPTION /%. O.STORAGE.ENCRYPTED (2L > T TE D,
O.STORAGE.ENCRYPTED (ZXV, TOE |Z HDD (ZEXiATeT —X % 5{k L, HDD LIZiZks 2k

T SR SINDZ LT RFIET D,
ZOREF#HIZLY . P.STORAGE.ENCRYPTION % JESF CX %,

P.RCGATE.COMM.PROTECT

P.RCGATE.COMM.PROTECT (%, O.RCGATE.COMM.PROTECT (ZJ» CEETES,
O.RCGATE.COMM.PROTECT {24V, TOE (% RC Gate £Di@{Z 28 T, TOE & RC Gate D (7%
FICoDEET —2aMWEL, WS AZRMT HZEERIET D,

ORI #HT IV, PRCGATE.COMM.PROTECT ZJIE5F T& %,

A.ACCESS.MANAGED
A.ACCESS.MANAGED /%, OE.PHYSICAL.MANAGED (Z&->TiEMH 3%,

OE.PHYSICAL.MANAGED (ZXY, HAX A>T TOE #Z22&TEHEMR FIZRBITAIGATICHREL ., M
[RAFFZ I WE I ERNC T 7 B RSN DS E IR 45,

ZOXE S EHTEY . AL ACCESS.MANAGED #%EH T& 2,

A.ADMIN.TRAINING
A.ADMIN.TRAINING (%, OE.ADMIN.TRAINED (Z& > CEH T 5,

Copyright (c) 2013 RICOH COMPANY, LTD. All rights reserved.



Page 41 of 86

OE.ADMIN.TRAINED (210 MFP FHEE(THIL. EHE DO X 2T 4R —0F DO FIEE K
FALTCWBINNTT D, ZDTOIC, BHEIIHAZ AW TENLDRI Y —RFNEIZID - T-7% E =
WMBNTEAIIBEBE SN, FOREIEL D $-FORREIEZFE X912 MFP FHEFLE AN ELE2H O,

ZOxEFHEIZIY . A ADMIN. TRAINING ZEEH TX5,

A.ADMIN.TRUST
A.ADMIN.TRUST /Z. OE.ADMIN.TRUSTED (2L > CEf 42,

OE.ADMIN.TRUSTED {24V, MFP EEE(EH 1L, HAX L A TED R EA LW H RS B
FRRITT D,

ZOREF#IZLY. A ADMIN.TRUST #EH TX3,

A.USER.TRAINING
A USER.TRAINING /&, OE.USER.TRAINED (ZL->TiEH T %,

OE.USER.TRAINED (240, MFP EHEHTE T, FIHE IO X 2T 4RV —OFINaER# T
JOTAZ L AW THB L., FIHFIZZENEDRI Y —LFEIZIR > TN,
ZORE FH#HZLY . OE.USER.TRAINED #FEH T35,

Copyright (c) 2013 RICOH COMPANY, LTD. All rights reserved.



Page 42 of 86

5 i RaVR—R2 FESR

5.1

RETIE, JERL 2B X 2V T A RE B2 EF T D,

SNEBA 25 7 2 —AADHIR S h - 1E#ERE(FPT_FDI_EXP)

77D SBHEN
ZOT77INE, —HONEA L HT 2= ANEH)— F OINERA L H T 2= A~DIE MO E 755 % TSF
HIR4 D7D DB 2 EFHT 5,

L OBELLE G O AL 27 2 — A TIEREZE L, ZOFREMOINE AL 27 2 —ZBEE TS
AN, BT 2202 HIEL TWD, — T, HHRM B EE 2, TOE X°, TOE OFMNFA 27«
— AT SN DB X 2V T A B R ET B0, SN A L 2T = — A& B A8/ 2124 57
HLIRW, EDTD | BARDINRA L 57 2 — AR O MEEE TR T — X DO EHERRIL, §F S
EHHE BN > TR T SN A 2 RO TR IE S5, FPT FDI EXP 7 73IVIEZ O FEOHERE
PER R E T DI DI E RSN,

aVIR—R DV )UAHT

FPT_FDLEXP: S} &4 22 T —AADFI RS 1= 15 Ex % 1

FPT FDI EXP.1 #MiA 47 2 —A~OHI RSN TG RILIE T, ERSNTAINA L H 7 = —ATZFL
TeT —8% b~ HOINIA L BT 2= ANHIEEENDENT, TSF RIS B AT Z LA EoR
DHSREMEZARIET D, — T OINIA L 2T = — Rl )T ~DT — 2 OE AL, FF A SV E A
TN RDIRINRFF Pl A 2R 35,

(=38 FPT_FDI_EXP.1

LIFOT 7 a i FMT ICRIT DB ERHEIEE B 2 D Ls:

a) HHETITACTAFETT DL ET A SNOEEIDER
b) EEREEEN Lo THEBEERN T SO RMFOE #

c) FFAOHIHEL

B FPT_FDI_EXP.1
T RINDEEKRTRERITIR,

FRHL:

Copyright (c) 2013 RICOH COMPANY, LTD. All rights reserved.



Page 43 of 86

LIEUIE TOE 1%, HD9MEA L H 7 = — A TG LT — X DAL H T 2 —ANGLIEETHOEFF [T

HEN, FFEDOMRA LW EATIZEPESND, BET 7 AT I — NV AT LIZN, N7 — 2% 505
THRNIFFEDY —7 70— % FRTHMO VAT LG [EE TH D, Z DLV (ALEZIL TR T —H
D, BILDBINEA L H T = — A COBEHEERE T, BLIFSNDD | FF SN ZENC L > TOHRFFA[E
na,

BN AL | FF A SR BT D33 Al CE L ZEA R T DR E T D B D AR — R e
LT, ZoRetEZ > ZLidA e RARsng, ZOMREITL<ORMICILE T 5720 | Jrika R —x
YIEERT DDOIIAHERRSND,

CC /X FDP Z/ZAIZBWCBMEICIARIHE T —47n—%2ERL WD, — 5 TZD ST Tik, FIHET
—4& TSF 7 —4#3L2, B DHIEoo0ICER S FIC L A6 2 £ BT 204503865, FDP_IFF
& FDP_IFC ZFALL T2 B ZEIIRE Y ThHEE 2 bivd, 16T, ZOMREMEZHRI -0
(YRR R — R M EFR T DI LT,

ORI AR — R NIFNHE T — 2L TSF 7 — Xl e tri# L, D7D, FDP H5 X FPT 77 AD
WINPT E FND, 20 B TOE ZEANGIRET HZETHDHI | FPT V7RI EHHD )3 i T
HHEEZEZLND, VT INDOITATEH, BFEO7 7N EGEA LR | A SR—2DHDHiT-
7 7B EFE LT,

FPT_FDI_EXP.1 HERA L BT 2— ZA~DHIRE N 1E Rilink

TR E: 7L

TRATAE: FMT_SMF.1 & FFEREDFRFE
FMT SMR.1 &¥F=VU7 1 D#&E|

FPT_FDI EXP.1.1 TSF 1%, [Blft: SMBALZ T =2—RADYRNTZITE -7 1E# %, TSF (X580
PRI (B AMERA L #T7 2 — ADYRNITHER X T HZ L IR T D8E ARk L7210
(A VAN

Copyright (c) 2013 RICOH COMPANY, LTD. All rights reserved.



Page 44 of 86

6 tXaT1EH

ARFEL, B2 DT AR, B 2T A REEEAN, O 2D T EIFERILZ R~

61 +TXaUTsHBEEH

IOFETE, 4.1 CHESNI B 27 4R T #H 2 FBLT 27200, TOE DEF2) 7 RE R4 7L
W5, 72k, BX 2T AEREEEIT, CC Part2 IZHUE DX 2T AR EED D, BIH T2, CC Part2
IZHUESIL OO WX 2 U7 (BEREZERIL, PP(IEEE Standard for a Protection Profile in Operational
Environment A (IEEE Std 2600.1-2009))\Z3L7E DYLiEEF 2 U7 A BEREE/F 0, 51T 5,

F7o, [CCITREFRS NI L PR EAAT S 7B 5313, [RICFEHEI] Tl 3%,

PR LA T o753 13, GEML:) TRl 372,

611 #HSRFAU: €% YT+ EE

FAU_GEN.1
LI e
IR
FAU_GEN.1.1

FAU_GEN.1.2

PRREZL PRI

BET— SR

L
FPT_STM.1 EfEfZA LASZ T

TSF X, L F OB AN G H GO AFLEZ AR TR il

a) EEREREDOILENIE T

b) BEEORRIR: BERLIL SNV OTRTOBEENGES KN

o) [BIff: & 10 1ZR T TOE DEENBRES),

TSF 1%, KA W T EL LU T OB RA LR L iudebreu .

a) FHO AL HROMR], H 7V =7 MNEBIITERGE S T5E) . HROM R ()
FINLIRF); Y

b) FEEAEFERFERNIHL T, PP/ST O R — R MDOER MR EROERIZHE DN
7=, [Blf: FDP_ACF.1()IZH115Va7 ¥ A7, FIA_UID.1 {2835 &N ER AT
eTousfra—F—4  WIM IZX5EEDBEFH R, WIM IZX5EBEL7+NVF—i%
BIBITHBEFELD IP TRVA, XEBRMAA-NVZEFIZBITEBEWEA—NLTRVA, RC
Gate LDEEDBEEFH M., vy 7T UMNRERER, vy 7T VIR E | a7V MEERX 5
.

[FHF BB G e REEARL~LLLTOT 73 a(CC ITHITHHE)E., Fhic

%tI57 5 TOE NEAXGRETHEGEE 1012587,

Copyright (c) 2013 RICOH COMPANY, LTD. All rights reserved.



Page 45 of 86

# 10: BEEXNRERY X b

HEREE EBENRLTRET IV ar EAENRER
FDP_ACF.1(a) | a) #x/»: SFP T%&bhézﬁ‘}:% A :

KT OEAEDOFEITICBIT DM LTICE | e E SO R OGS T

Ko N SR RO FR OB LA T

b) FA: SFP Ti’%ﬁbﬂéﬁj IR CEES DR m— R OB T

HTOREORTEBILTSCOR | ittt /1 GO WGLH T
° S T — = 7,

c) iEMl: T BAT = ZERICHWGI %SCTET RBOLEIA—VRROMRE
ETEDOEX2VT T ”

DEFTE X271 @M L EERE R T o L — (S OB T

-X%ﬁ%i DOHIBEOBIRERE T

LSBT D IER-F - rm—Re7
77%%1.3 LERAAA—NVIEE T NH
—2E{E HIBR A3, PP IRV TROHND
BIMEROY a7 2471415,

FDP_ACF.1(b)

a) /N SFP THONLA TV =/ MT
K OBAEOFITICBIT D EI LT B
b) A SFP THbOiLHA T V= I/MT
T LEAEDOFITICBIT LT X TOH
*O

¢) M TUBAF o ZEICHVSR
DRFED 'R 2T 4 BIE,

A FEkLawn

FIA_AFL.1

a) B/ AP ORBRERITICN 355
fE~DOE| K NZE ISRV TELND
T ar(BIZILEAR O IE), B LiE )
Thiux, EFIRE~OEIF 1L
ROFEE),

a) I/ By 7T NOBRAG LR

FIA_UAU.I(a)

a) o/l FEAEAH =X LD FK T
ST=fEH;
b) FAK:
JiER

c) FEAM: I FERELLET
I _CO TSF 773,

A FEEAT = A LD T X TOfFE

ATl

b)EA: BT A BIEDO R ERIL

FIA_UAU.1(b)

a) /PN BAFAN =R LD RN
ST EH;
b) A F
A;
o)iffl: FIHFFRIELLRTIC I TN d
~_TOH TSF i 7 o7var,

e uIEfjJ X.A@ﬁ—/\“c@’fjii

b)A: nT A B EDO R LRI

FIA_UAU.2

a) %/J\ e uE)‘ﬁ%XA@TEJZyJ
STfEH;
b) FEA:

o

PBRAEAT =KX LD T R TOE

b)FEA: vl A BIEO I ERER

Copyright (c) 2013 RICOH COMPANY, LTD. All rights reserved.




R

BEERRLTRETIvay

Page 46 of 86

EENRER

FIA UID.1(a)

a) s/ RSO I R G e
e, FIHFE DA =X LD ALY
il
b) FA: RSO E NI WA
e, FIHE BN AT =X LOF~NTO
LR

b) FEA: vl AU BED KT M, i
IZIE, PP IZBWTROOLNLBIER T
HAFREF &=L B Te,

FIA_UID.1(b)

a) f/h: BRSO F] HE RS R A
e, FIHE B AD =2 DR
i H;
b) A FRHESHDH A RBIE WA
Eite, FIRAETRB AT =X LOFT_TD
.

b)FEA: a AU BIED R B E R, i
Wi, PP IZBW TSRO LNDBMEHRT
HAFHEFR &L B Te,

FIA_UID.2 a) o/l BIESNAFIAETINE H%E | b)EAR: vl A BIEO I E IR,
e, FIHE BB AN =X LD A L)
i
b) FEA: RS ILATI A R BIE A
Ete, MIHEBNAD =X LOFTTD
.
FMT_SMF.1 a) fe/h: EERRERE D a) f/h: & 28 EHLERE DL
FMT_SMR.1 a) i/ wEIO—EERTRHAEDS | BT OTREAL,
N—T T HUE,
b) FEAH: BEIOMEROME 3T,
FPT STM.1 a) F/h: RER O a) e/l A By OFRE
b) FEME: HALARZ T DfRA,
FTA_SSL.3 a) f/h: Braray A=A NIED | a) /A A—IrZ T UNIES ' ar D
KtEEESar DT, T
FTP_ITC.1 a) J/h: BT v VR D K, a) B/ BEET v R EDOBIE DI

b) F&/h: RIGL7om BT v v i aE
DBAshE L2 —7 b ORI,

) A @IEHT v RRRED T
DDA,

d) oA T TORGEET vV RE
DBEAIRE L2 —7 v hORH,

FAU_GEN.2 F|RERAIE SO BEE T

LR
ﬁkf?‘l‘i:

FAU_GEN.2.1

L

FAU _GEN.1 BE#& T — XAk
FIA_UID.1 @3 D& A7

NSRRI EOT 7 ar POIb LI ERRITH L, TSF 13, FEENRERE, £
DIJFIR E7p o TR ORBIE BB AH T DR T F7a b,

FAU_STG.1 {REINI-EE BN

TR )E:

3L

Copyright (c) 2013 RICOH COMPANY, LTD. All rights reserved.




Page 47 of 86

TRAFE: FAU GEN.1 BT —4 4Rk
FAU_STG.1.1  TSF i%, BEA NSV B B R A AN ERHIBRI LR FE L2 AUE R B0,
FAU_STG.1.2  TSF %, B A FEN A SN2 BE BRSO AR ER QAL IR BhE] TERITRb2R0,

FAU_STG4 BEET—FHEROIE

LR FAU STG.3 AT —X{ELDOBNBEROT I ay
A FAU_STG.1 {RFESIIZEE A FEI Y

FAU STG.4.1  TSF i, BEAGEBI RIS /2o7- 84 [RBIR: b E<ITEMIn-ERiLH~0 LEX)
FOVEIf: BEEBRMRIERIZEONDZEDMDT 73 a3 E2 T udanian,

FAU_SAR.1 EZ&ELbta2—
LR 2L
IRATAE: FAU GEN.1 BT —H ARk

FAU SAR.1.1  TSFIX, [Elff: MFP EEE|H, [Biff: T _XCoOuFEHB | ZERLE DA HEDLIIIC
AR N AN YA AN

FAU_SAR.1.2  TSF &, FIAFE L, ZOE @A MR T 50128 Lo ClE A R ARt L 2 T hid7e
SYAAN

FAU_SAR.2? [REEEL b 2—
AR SE: 7L
IRAFE: FAU SAR.1 BA&L bt a2—

FAU_SAR.2.1  TSF &, BURBIZRZHL Y 7 B A2 KR SN R ZRE T X TOR M ICE AT~
DOFHHELT 7B REEL L2 /e bz,

6.1.2 % 35ZFCS: BE24H—

FCS_CKM.1 554 mR

ERDACIER L

R A [FCS_CKM.2 i S-#ElfF, 7213 FCS_COP.1 K551
FCS CKM.4 5 2z

FCS_CKM.1.1  TSF (&, AT OB R 11 (TR TEENSET D, i ESN R S8 AT /LT XN
[BIff: # 11ITRTRESRBERTNAITYR L) HEESNIZRE SRE BN £ 11ITRTH
BRENNES T, B 5 HEZ AR LRI b0,

# 11: FESRERDY X b

SOEH R R SRR T LTV L R 253

HDD i 758 BSI-AIS31 TRNG 256 £k

FCS_COP.1 RStk
ERVAGIER 2L

Copyright (c) 2013 RICOH COMPANY, LTD. All rights reserved.



Page 48 of 86

A7k [FDP_ITC.1 ¥ 27 4@t/ LRHE T — 2 AR —h, £
FDP_ITC.2 EX 27 BIEAEIFIAE T —2 DA AR —h, F2iT
FCS_CKM.1 i S84 %)
FCS_CKM.4 i 5 Hlthl =

FCS_COP.1.1  TSFId, [Biff: R RITTRTEENCEET D, FFESNIE 5T LTV X LI £ 1212
RTRETNIVRALR BREIER: £ RISRTEERE|CE-ST. [BIM: & 121
N EBAEZ ETL R 570,

#® 12: BESHREDOY R b

gD R 2= 2= RESHRME
TIVIYR A SBE
HDD W54 FIPS197 AES 256 -HDD (ZEXiATrT —X DR 51k
ek -HDD »oitirte T — 2 DE &

6.1.3 %Y SXFDP: FIAET—42 &E

FDP_ACC.1(a) ¥7 &7 7 AH|H
RVAGT=E 7L
IR FDP_ACF.1 &F% 207 @ IEIZ L7 7 A il

FDP_ACC.1.1(a) TSF (X, [BIff: & B ITRTHTV=Ib AT VxIb ROV TP =IheA TV =/ NED
BAEDOYANMICHI L CIBI: XET 7B REI# SFPZ I L7221 iy,

R13: Y7V b ATV b, ROV T V=7 b AT V=7 FNEIDOEIED Y X R(a)

VAL TAN - RFIHE T mEA
*MFP & Bl 7 a2
B A A A=t 3
‘RC Gate 7t A
FRTAVES/ AN - SCENE R
il EEwd
BE -FeL
- HilBR
FDP_ACC.1(b) 7+ 7 7 ERHIH
TR fE: L
IRAFE: FDP_ACF.1 X207 1 B L7 72 ATl

FDP_ACC.1.1(b) TSF iZ. [BlIft: & 14 ITRTH T V=M ATV =/, RS TPz /hed T D=7 NE D
BAEDYANMIT LT [EIfF: TOE #fe7 7= REIM SFP|1Z M L2 T NIE B0,

Copyright (c) 2013 RICOH COMPANY, LTD. All rights reserved.



Page 49 of 86

R14: Y7V M FTV=7 b, ROV T V=7 b AT V=7 MNEDOBIEDY X R (b)

WAVAVZES/AN —REFIAE T v

A= N NP —TF X
‘RC Gate 7t A

A /A *MFP 77U /r—a
Bk < EAT

FDP_ACF.1(a) X207 4B LD T 7 =AM

T JE: 7L

RAFHE: FDP_ACC.1 %7 & 77 & Al
FMT_MSA.3 #H)J& M0 Hb

FDP_ACF.1.1(a) TSF I%, AT O[&Ift: R 15 TR TH T VI bEIAT V= 7be, K2 IR HEF
2T A BN DSNT, A7 V= MNIRILCL B XET 7 BRI SFPI4 5 jE L7210
TUTRB70,

RI15: 707 " eFA TV betX2 VT 1 BMH(®)

Vag::! WAVAVESAN:-J e s e a AV E /4 TX=UT 1Bt

Y7V | —RFIHE T v R E O A —Y—4,
-l 2

Y7 Txsh | MFP EHLE 7 kA FIAEBE

BTV | A== P =T a R <RI B

7 =7k | RC Gate 7R <RI B

A7 | CEER CEEHENE
< CEFIHEYAR

F7T=IN | FIHEYaT —RFIHE O A a— =4

FDP_ACF.1.2(a) TSF &, $lfHS /e 7 V=7 NS NIA 7 2 = 7 M T OBMENRTF SN E DR
ET DD, WOBBIZFZR LT URR57220: [Biff: R 16 ITRTAT V=Ihey 7
T I MNE OB IS HHAI).

K 16: XEFRELAAEY a 7 OBELZHIET 55 R()

A7V | XEEREE | B1E WAVAVEY/AN BIELHIET 258
SCEEH +PRT I B — R FFRIL7RW, 72720, SCEEWRAE AR L
Zat A 7= — R E 7 o 2T T A,
SCEEH +PRT FHL | —FIEE AL, 72720 SCEEWAE AR L
Zat A 7 — R E T ot 2T T A,
SCEEH +SCN I B — R A AL, 72720, SCEE WA AR L
Tt A 7-— R E e AT AT A,

Copyright (c) 2013 RICOH COMPANY, LTD. All rights reserved.




Page 50 of 86

A7V | XEFRRE | BfE VA4 BIEZHIET 2581
SCENE +SCN meHL | R FIHE FERLARW, 72770, SCEF A AR L
Tt A 7= — R E e AT A5,
SCEAE +FAXOUT HIl B — R RE FERIL72W, 72720, SCEE WA A KL
A= = R 7 e AR D,
SCEAE +FAXOUT aeiL | R FIHE FEAILRW, 72720 SCEF A AR L
A= = — R B 7 e AR D,
SCENE +FAXIN IS — BRI FFA L2\, 72720, SCERE O SCEF)
A= HABVANMIBEGESINTOD— K FI &
ourAra—H—2O—EKFHET
2B RAZITFF R,
SCEEH +FAXIN FHL | —FIEE AL, 72770 SCEE RO SCTEA
A =N T U ANMIBRERS TS — I &
oug Ay a——40— KR HET
oY AT AT 5,
SCEE +CPY HIl R — BRI FFATLRW, 7275, CEE WA ERL
A=z 7= — R HE S e R A,
SCEE +CPY sl | RFIRE FFA[ LR, 72750, SCES A AR L
a2 7= — R A 7 e AT 9B,
SCEAR +DSR GIIZS — I FFRILZaV, 72720 SCEE H oD SCEF]
AR MHEBVAMIBES TS — A &
Duy Ay a—Y =4O — R HET
2 AZITFFRI 9D,
SCEEH +DSR sl | —xFIRE AL\, 72720, SCEE O SCEF
Zat A HABVANMIBEFEINTOD— R FI &
our Ay a—W =20 HET
i 7l e ] B RV
FfEYa~ EE®RE | HIR — R TRl 2L AHEY a7 ok
M DB E A= S X2 VT B THL KA HE DS
L Ava—Y—LO—EFHEZE T ok

e ] e R

FDP_ACF.1.3(a) TSF iZ. kOBEMBHAL, [Ef): £ 17 ITRTA T V=28 ey T D= N O BEZ BT

HAC
ANSYA AN

EONWT AT V=IMIKL T YT V=IO T 7 A2 B/RBICFF AT L2 X

R 17: XEFERLFAEY a 7 OBMERZHIET 5BMDKR()

T AETAN XEFRBEME BiE Y7 o=Ib BEEHIE 2801
SCEEH +PRT HI B MFP E#¥E | FFr5 5,

AT
SCEEH +FAXIN 53 MFP EHE T 5,

Tt &

Copyright (c) 2013 RICOH COMPANY, LTD. All rights reserved.




Page 51 of 86

P AVETAN XEBERBEME B]iE WAE AN BAEEHIE 288
SCENE +DSR HI B MFP EH#¥ | #Frd 5,
A S
FREYa7 | cEHRBEMNE | HIR MFP &2 | §#Frl95,
DR ERL A=

FDP_ACF.1.4(a) TSF IZ. kOENMBIAL, [BIff: R—8— AP —FatRE1E RC Gate 72 RADBE
XEFREFNAE a7 ~OBIEEHEET TSN T AT V=M LT, BT V=
rOT 7 A% BIRENIE S LT e b,

FDP_ACF.1(b) EX=2VT4BMHEICLDT 7R HIH

TR fE:
IRAFE:

L

FDP_ACC.1 %7 &y 7 72 AHi|fH

FMT_MSA.3 #)J& 411k

FDP_ACF.1.1(b) TSF 1%, LA FO[&lft: R 18 IR TH T VoI MEIIAT Vb, &2 IR THES
2T ABHENCIE SN T, AT V= NIRIL T, [Eiff: TOE #8887 72 2 Hl## SFP) % 5Lt L

AND R AN VAN S AN

R18: V7V bNeAT V=7 bevF2 VT 4 BHE®D)

Vg YT NEIIA TV = X7 B
Y7V | A RRHE T R RAEFE DR A a—Y =4
FIHBEREY AR
T FE R E
A== NP —T mt R K& E
RC Gate 7% K& E
F 7V | MFP 7V —3 a0 HERERE ]

FDP_ACF.1.2(b) TSF &, $lfHS /e 7 V= 7RIS NIA 7 ¥ = 7 ME T OBEMENRTF SN E D E R
TET D202, WOBHNIZFERL 2T HUE72b7eu0: [Bift: & 19 IORTHTP=IheyT
T ME OBELHIET S8R,

# 19: MFP 7 7Y rr—3 3 v OEEZFHIHET 2 HAID)

AT V= Bk YT V= BAEZHIET DRI

MFP 77V /r—a FAT — xR T e A MFP FHE D, —FIHE 7 av 20

FIHBEREVANCHFRILI MFP 77
—ar DEITET T D,

FDP_ACF.1.3(b) TSF (%, IkDENKA, [FIff: EBREHERLL CEBMET D7 7/ AZEMBEDOEITIX, &7
FRIENBCESNT AT V2N L T, BT V= N7 7 A% B RIICEF AT L7l

A AN YA AN

Copyright (c) 2013 RICOH COMPANY, LTD. All rights reserved.




Page 52 of 86

FDP_ACF.1.4(b) TSF 1%, YkOENBIAL, [BIff: R—8— A F—FatRE1L RC Gate 72 RADEE
MFP 77V —var ~DBELEE T2 LSV T AT V=ML T, B 7V =2b
DT 7 A PRINER LT uiTRnian,

FDP_RIP.1 ¥ 7y MERRE
ERVAGIER 2L
TRAFAE: 2L

FDP RIP.1.1  TSF I, [&lff: XFE|OA T V=7 NER: DHOBIROEFNY THEERIZI\ VT, EIEOLLAT
DEDHFEBMONELFIA TERT DZEEARFELRT IR BZR N,

6.1.4 o 5RFIA: M5 & 325

FIA_AFL.1 FRRERREFFOEDF
ERVAGIER 2L
A FIA UAU.l @BFEDOZ A

FIA AFL.1.1  TSF %, [BlIff: £ 20 (TR TAGKRIEORIEFRICBL T, [BIR: [BIff: 1~51NICB1T
HEBRERETRRRIEDEEME] O R EIERRERI TN EU L AR LT b
A%

#z 20: AEFFEOFBIAEERDO Y X b

RALESR
P (A VIR it R AVl B
7747 K PC 26 WIM A 3 25 & 785
IFA7T ok PC BEIT D ESOF| AR
IFAT K PC 135 PC 777 A%FI 3 BB OF| #4785

FIA_ AFL.12  ARBOFRGERITHAE R LB BIR: I B)EX, TSF 13, [Eiff: & 21 ITRTT2
Tav)E LT s,

# 21: RBERBEDOT 7 a DY R B

FRREAR AR ZhE SREER T 7o ay

— R A MFP & HLE 3R E L2y 7O MEE] . H LI MFP F BEE WMEBR T 5 F Tr
Y IT Ik

A A /e MFP EBE N E LTy 77 U Mg, HL<IE MFP & BLE MERR, H L%
BIRDOA 7 4% — ERFRET 5 ETry T Uk

MFP & i MFP FELE DR E LTy 7O MEM | HLUATA—S— A =2 ER L
ULEBIROA 7 /A% —ERMRE T ETEY I T TR

Copyright (c) 2013 RICOH COMPANY, LTD. All rights reserved.



Page 53 of 86

FIA_ATD.1 FIAERBHEER
TZRESE: L
1R A L

FIA_ATD.1.1  TSF (I, % ORHAFICET LU FOEF 2T A BEDY AR LR IT X257
WV, [BIfF: £ 22 OFAFEICEK 22 DXV TABIEDOYANHER T 5]

# 22: FIAEBOMRFLRTERbWEX2 VT o BHEDY X b

FIRE X2V T A BHEDIARR

— R —EFIRE DR A ——4
-l

-l R REY A N

A/ A — -l A

MFP & B ‘MFP EHHE Du s A 2—H —4
<l 2

RC Gate -FIHEEE

FIA_SOS.1 B ORI
LR L
IRAFE: L
FIA SOS.1.1  TSF %, BAEGEM L A RGERE A 32 808) 3 [BIft: L TOMBERENZEEKTHE
ERREET DA = A LERAL LTI blen,
(1) FEH T FEEDTFHE
PR ICF: [A-Z] (26 SLF)
H/NLT [a-z] (26 L)
7 [0-9] (10 3C77)
FHISP(AN—2) 1" #$% &' ()*+,-./1;<=>7@[¥]"_"{|}~ (33 XF)
(2) Bk TREIRMTEL
—FIHEOLA
MFP & HLHE D3R E T 5/ AT — R /M8 7205 32 HHEL B, 128 #TLAF
MEFP & Hi 3 ZA— S AP — DA
MFP & DN E T 57 SAT — R /M8 705 32 HH)LA B, 32 HTLA T
(3) Al
MFP & HRE N IE T H/NAT — R M | ZHED 72 L REO ML A8 TIERR L 72/ SAT — R D B k% 7
Al 95, MFP EHLE (X, AT —NEMERE (TEHERE 1 DEHERE 2 238 E T 5.,

FIA UAU.1(a) FRFEDFAIT
ERDACIER L
TRAF FIA_UID.1 #&BIDZ A7

Copyright (c) 2013 RICOH COMPANY, LTD. All rights reserved.



Page 54 of 86

FIA_UAU.1.1(a) TSF &, FIHE D RAEGEH LA EGRAE COREDSINARNIFHE ZRITL T Thns[F
ff: FIAFE a7 —EDBR. WIM D~NLVTDBR, VAT LREBOSBR, IV ZDBR,
BWEbEHEROBR, 777 AZEOET, BEEKBEER 27T T LR T TR B7R0,

FIA_UAU.1.2(a) TSF I%, ZOFHZFLZRITTHMOTTO TSF A7 7 ar 2775002, KFHFE
1278 nJ:E7j Ekjjjj_é k%g;kbfoe Faul ifﬁﬁbfib\

FIA_UAU.1(b) FRFEDHFAIL Y
AL E: L
RAFE: FIA UID.1 #Blo& A7

FIA UAU.L.1(b) TSF (%, FHEDRIEGEML:MEP FHLE LA — R — S P —DAREFRIE TOFRFE,
— R OINRRRGEY — N —C ORI SIHRNFAH 2 RAITL T s [Eift: F
RAEVa7—BOBR, WIM O~NVTOBR, VAT LREBOSR, AV 2DOB R, v
BOREEROSR, 777 AZ(EDFELT, EIEBEERZ 7 /T LT E7Rb7e0,

FIA_UAU.1.2(b) TSF i%, ZOFRIHEZRAITT HMOFSTD TSF M7 7o ar a3 v 45000, B FIHE
WRBREDS RN T2 LA ZR UL ZR2T AU B0,

FIA_UAU.2 TZ7varaioF FAHEREE

LR FIA UAU.1 RFEDOX ALY

IRAFE: FIA_UID.1 #&RBloX A7

FIA UAU.2.1  TSFiZ. ZORAEERATTHMO TSEMNT 73 ar 2704580, &0 A& ICGRFEGE

#k: RC Gate D15 A2 27 =—A05 TOE 2R LLD &4 28 1Tk B3R ER) 2 Al Zh 4
HZEHEBERLURT TS0,

FIA_UAU.7 {REINIZFRBIET1—F w7
ERDACIER L
TRAF FIA_UAU.1 BFEDOXAI YT

FIA_UAU.7.1  TSF &, @BiEZAT> TS [BIff: FI—CFEFBIET A — RNy 7L TRRIETZ2F A
FTRRMEL LT UE e b e,

FIA_UID.1(a) #&BIDFAI T

ERDACIER L

1RAFE: 2L

FIA_UID.1.1(a) TSF &, FIHZE B GEM LA AEGRIETORBNSNHENHHEFE L AT TEITSND
[BIf): FIAE a7 —BEOBR. WIM O~LVTDBR, VAT LREOBRB, H7L 2D

R, BOEOREROBR, 77 7 2AZEOFELT, EBEBER 27 7T L g
W,

FIA UID.1.2(a) TSF %, ZOF|HEZRITITHMO TSF A7 7 as 2RI 9 BRI, &R HE B2
T 2D EHFRLRT TR B,

FIA_UID.1(b) #&BIDFAIL T
AL L
1R AT L

Copyright (c) 2013 RICOH COMPANY, LTD. All rights reserved.



6.1.5

FIA_UID.1.1(b)

FIA_UID.1.2(b)

FIA_UID.2
LR
A

FIA UID.2.1

Page 55 of 86

TSF 1%, FIHF D FBGERL: MFP 85 B2 L ZA— S — S F— D KRR COREE, KO
— R F OINTREY — N —TOHBNINAANIFAF ZRITL CEITIND BT
FIRE a7 —BOBE. WIM O~NLVTOBR, VAT LNREOSR, IV 2088, [
WEDREROSBR, 777 AZEDOEST, EEEKERBI LT T L2TUT 5720,

TSF 1%, ZDOFIHEZATT M0 TSF f 07 7o al 237 al 3 2R1C, & FI 2310
KRBT B EAEER LTI RDA,

T 7 arRiOF) A& #A

FIA_UID.1 @RI DX AT
2L

TSF 1%, ORI HEERITT DM TSF AT 72 as Z7F A3 DRI, AR HH ICHBIGE
#ik: RC Gate DIE{E A2 27 =— 26 TOB ZHI I LI &4 58 (SR 20 23 il 24
HTEEER LT IR ebIa0,

FIA_USB.1 FIAEF-V7V=I/MNER

AR E: 7L
A E: FIA_ATD.1 FIHF EM:E
FIA_USB.1.1  TSF &, U FOFPE X271 @tEx . 2R MAEZRITLTENET 297 Y=/ NI
BT RT R0, [Eif: —BFIRAZEORS (a2 —F—4  MFP BEEZORS A
va—F—4  FIFIBREY AL, FIEAE]
FIA_USB.1.2  TSF &, L FORIME £F 27 4@ MO A O BT o AIZ £ OF AFHAZRITLT
ET DY 7 VNI EREL R T IE b/, [Blft: £ 23 IR BIEO R
OREEMHZBI T3]
£ 23: BHEOKRYOBEEMSTICEET 258
FIR#E WAVAVEY/AS FAE X2V T4 BE
— A& —FRIHE T a e —FIHE O A a— T —4
V=K
< FI g EED A
A A — A== NP —T kA - FI B
MFP & B MFP E#E 7 mt X ‘MFP HHE DOy A a—HF—4
<l I
RC Gate RC Gate 72k A I g
FIA_USB.1.3  TSF /&, L FOFHE X2V T 1 BE~DE R ZE 3581014 £ ORI HEARITL T

FET DY T VN EITER LR T IUR RS2\, [Biff: 721

HSAFMT: %2 574 &

FMT _MSA.1(a) ¥ =) T4 BHEDE

TR )E:

3L

Copyright (c) 2013 RICOH COMPANY, LTD. All rights reserved.




R AFE: [FDP_ACC.1 %7 &y b7 72 AHlfH, £7-i%
FDP_IFC.1 7ty ME#HT = —H4#H)
FMT SMR.1 &F=VUT 1 D#E
FMT_SMF.1 & HHEEE DR E

FMT MSA.1.1(a) TSF %, X =2U7 ¢ mE[BIft: £ 24 OBF2VTBHENCHLRBIR: BWAbd, &E,

HIBR. [BIft: BRIERR|ZT DR 1% (Bt £ 24 OBIEZFF I BRI AERENIZHIR
T 5B XET 7 EXHIME SFP1Z L7 TS bin,

Page 56 of 86

#24: X2V T 4 BHEOFHEERE()

X271 B BiE BIEEIF R AFAE RS

WGt
AN .

ARFERRERED ﬁlﬂj; MFP & B

. | 0) NN AR 71NN

RIHE On s A 2——4 48 e

SUAYE¥ sXcx WEL— A A
WA,

%Jguu uE‘Hﬂ—/\“—E}L‘JuEH%OD E&/E\ st

IR E O A 2 B, MEP 247
FHLERK

A== AP —Dns fra—F—4 :i;gﬁ\;bﬁ‘ A s R
BrHLER MFP & B

N

MFP EHEDORS A 2—H—4, D, 7% MFP & PR3
N
[SIAYE sXcx A /R A

SCEAE WU FFRIS A EI XL 7L

SCGERIAZEY AR

[ 3C 4% 5 @ M A3, (+PRT). (+SCN), FFAIS VDR EITIEL 7L

(+CPY). KL ON+FAXOUT)D A

SCEFHE VAR WAt MFP & B |

[CCEGSBEIEDN (+DSR)DG A EN LEIEREVERR LT 5% — R i &

SCERHYAR (IAEE SREN -

[SCENEHBIEA+HFAXIN) DS A EN MFP BE

FMT _MSA.1(b) X271 BEOEH
AL E: 2L
IRAF [FDP_ACC.1 Y7y h7 72 AHIM#, £7-1%

FDP IFC.1 Y7 &y MEH 7 o—ifl#)]
FMT SMR.1 &%=U7 DE&E|
FMT SMF.1 % HHRe D&

Copyright (c) 2013 RICOH COMPANY, LTD. All rights reserved.




Page 57 of 86

FMT MSA.1.1(b)TSF (%, EF=2UT 1 BIE[EIf: £ 25 DX 2T BN LRIR: BWVWabt, 5.

HIER, [BIfF: FRIERNZ T2 D2 (BN £ 25 OBELZFFT 5] HERBIIHIR
T 5[Elf+: TOE ¥RE T & R B SFP| % Ehi L7 T TR0,
£ 25: X2 VT 4 BHEOFIHEREI(D)

X VT B BiE BEZ T+ 2R HERE
ARARFERERF D WG, MFP & H#E
—RIHE O A a—F—4 AN

IR
FHERK
RIVWEibt YR HE
%nguu G — R — o HEH#@ Fﬂal/\/ﬁ\b’li—\ MFP %Eﬁ%
—RFHEZE OB A 2—Y—4 s
AR
HrHERK
FIHREREY A BIWEbt, MFP & Hi#
g
V&bt E 7 teilliiEa
(71.71;[./ %HBELA A -]j‘b_‘/ﬁb‘
BAE T TEHL WD
Ak, AWEOEEEIIR
Al)
FERERE ] RSB EITIEL L
i TPl S DEREI T L L

FMT_MSA.3(a) &/ BHERHI L
LR L
TRAEE

FMT MSA.1 X207 @M%

FMT SMR.1 tF% =7 1 D#E|

FMT_MSA.3.1(a) TSF &, £® SFP % FE i § 572

CHEDIS TR 2) T B LRI BRI+

IWMEZE G2 58It SXET 7B AHI# SFP] % 35E L 721U 7ebreuy,

FMT MSA.3.2(a) TSF Id, A7 V=7 ER SN AL X, [Blff: R 26 ICRRT SRS 7%
BN, 774NV MEE EEET LB OPMIEZRE T 2227 T LT iuE7eb7au,

F® 26: 774/ Mixk EEE TE 55 SHBI S iz &Hl

EWAYEYAN XU T B FFRISh RIS & E|
CENEH SCEEHRIE M GRS e Gy i <l EeAD
jc%‘f%i& SCEFIHE VAR MFP & B
[SCEAE R A, (+DSR)D 5
=

Copyright (c) 2013 RICOH COMPANY, LTD. All rights reserved.




Page 58 of 86

F 7=/ X271 B Ry (et vl ghaii &
SCEAE SCEFE VAR RISz S AR BN 7Rl

[ 3CFE N #B P23 . (+PRT) .
(+SCN) . (+CPY). (+FAXIN)

J O+FAXOUT)DH54]
FHAE a7 — A FE DT A2 | FFA SRR S e E TR L
—¥—4%
FMT_MSA.3(b) #H BRI
ERDAGIER 2L
IRAFE: FMT MSA.1 tX=U7 @it E#

FMT SMR.1 &F =271 D#E|
FMT _MSA.3.1(b)TSF i, = ® SFP %% § 57D

Wi otEF 207 /I

FUTHRIR: HIRE T 7+

IVMEZE 5 %2 5[ Blff: TOE #RET 7 B X E#) SFP) % £/t L2 i L7 b,

FMT MSA.3.2(b)TSF (%, A7 V=7 M N BRSNS &, [BIf BTSN B Bl S i &R BT 2L 23,
T 7 ANVMEE FEESTIRBOYIIIEE FFETHI AT AL U b,

FMT_MTD.1 TSF 5 —XD&H
LR 2L

IRAFE: FMT SMR.1 &¥F=2UT 1 D%E
FMT_SMF.1 & HFEHREDFFE

FMT_MTD.1.1 TSF iL. [Biff: & 27 ® TSF 7 —FDOVANEZ[ER: VA, E. HIBR, [Elfh: B
BAERRI T 2RE & [Fift: & 27 OFIAFRBINHIR LT IUI 25720,

K 2I:TSFTF—F#DY R b

TSF &# #BIE FIRERE
AARFBFERFOD B, gz MFP & Bl
— KRB DT A /RAT—R %zs BT A Lk
A= AP =D T AL 7RAT — B¢ A S XA
s AR P
MFP ‘& HE DOy A2 /82T —R BIHAERL MFP & Bl
Gig/ W% MFP & PR
NN = T/ AV IVE N Ny ki I [E1 4 MWGbd, W& MFP & Bl
AREFBRED 7 T MERRS A~ — % E MW Gbd, & MFP & B
ARARFREED 77 v NEFfH WAt & MFP & B3
MW God, & MFP & BR3
FH H IR OBGE At A S SN
— R HE
AAREREED /AT — R I/ M5 MnEbhtd, W& MFP & BR3
AARZBEED /AT — R M g WG, & MFP & BR3

Copyright (c) 2013 RICOH COMPANY, LTD. All rights reserved.




Page 59 of 86

TSF & BiE FIRE&E

BB LA — a7 T MR RIWEboe, iz MFP & HiE
WIM A — ka2 77 MEER V&b, MFP & ¥
= RV &, HiBR MFP & #3#
HDD i8-8 HRERK MFP &L

FRAER. &, W& | MFP & HL#E

., HIlbR

A% PR — MR A
S/MIME Fi Fi 155 ¥ (72U ARG S — S —

BAEF R THEAL WD

Alx, 22—V —FEHEDOM

WA DR EEFA )

FRAER. &, W& | MFP & B
EERTFNVE — H, HIbR

WAt —WRF A
EMZE L EL—— WGt MFP & B
a2 —P—FRRE L &bt MFP & i
IPSec 7% 17 WAt g MFP &
@Remote 7% 15 WAt g MFP & ¥
P rE B £ g MFP &

FMT_SMF.1 EEEEDRE

AL E: L
A7k 2L
FMT SMF.1.1  TSF %, LA FOEHEREREL EIT T 52N TERT R e biew, ([Biff: & 28 ICi+ &

HRE]

# 28: BEBEOKEDY X |

EERLRE

MFP EERHICLD | ARRRRERF O —fRFINE Dnr A2 a—F =2 OF BN, V&b, &,
B OHIBR

35 R L0 ARG AR DOR) A2V~ DB

MFP & HE (LD SMERRRE Y — N —3BRERE O —fRFI & Or s A2 2= = OB BER, &
o, W R OHIBR

A= IR RAYP =21 DH, A== AP =Dl A a—F =L ORI WG Lt &

MFP EELFZLD, MFP FHE Oul A2 2—H —4 OFBER

443% MFP %ﬁ% “X%, MFP FHH DR AL a— P —F OB Ab Lk

A= XA P — 28D, MFP EHE Du s A 2—VP—Z DO WEbt

MFP & P25 AKFBRERE O — R H Dr s AL SAY — R OF BUERR LA

Copyright (c) 2013 RICOH COMPANY, LTD. All rights reserved.




Page 60 of 86

EERERE

3% R I 15, ARTRRERR D — IR I DR AL AT — R OB

A== NAP— 28D A== AP —Dul (L /NAT — R DU A

A= P —|Z LB MFP EHE DO AL /SR —R D2

MFP & BHZL D, MFP EEE Oy AL /32T —R OFHAER

44 3% MFP B HEH (2525, MFP B HLE ORT A2 /82T — R O%IE

MFP & HLEC LD, AR D/ AT — R i/ M ORI W& bE ek 4

MFP & 1T LD | ARIRFREERF D/ S AT — R IEHEEE DR WE D L

MFP EHE 215, #E/ L F— s T MR OBV bhH L2

MFP & HIF 2 L5 . ARBEEREO TS AL 78 AT —R A DR RO WAt Lt ZE

MFP & HH LD AERGRRERF D11y 770 MERRZ A~ —fE DV E DO L%

IZ&
e
e
MFP EHH(2LD, WIM A — a7 MR OO E ot L 2
Iz
iz
Iz

MFP EHLE LD, ARRGER DOy 7 7 MR O WA L s

MFP & B | poté\ SCERABYVARDOBWE DR LA

LELER LTS — A &S, SCER RV ARDORWE DO Lt

MFP & HH 1TSS, %lJﬂ%%% EVARD WG DR LA

W MR 2 & ARATRRERF OF IS REY A D RIVVE

MFP EHEICLD, SCERAZYARNDT 7 4V MEDRIWE b s 2

MFP EHIF 2L D, £ A B B O WE bR Lk

A== RAYP =285, FH H R ORI W& '

—IRFIRE LD A B -RZ ORGP

MFP B HE LS, BE a7 ORIWE bE EHIER

MFP & # #1215 HDD B 282D Bl /ERL

MFP & (285, SIMIME FIFE G MOFTHIER, B VG, L. R UHIFR

— R HE I LS. SIMIME FIlHE BSOS

MFP EHLFCLD, BT AT —OFHNERK, WA, &, K OHIER

—IRFIAE LD FEETHNE =D NG

MFP EHFC LD, EEZE CE2—F —DfWEbt b %

MFP BBF LD, 22— —FIEFEORWEhE

MFP EH#FZX5, @Remote i EE ROV A LLE

IZ&
IZ&
MFP B 1285, IPSec X EIFHROMINA o LA
IZ&
Iz

MFP EHIF LD, BEesE B EO LA

FMT_SMR.1 &Zx=)7 DR E|

TR E: L

RAEVE: FIA_UID.1 #RBlDX A7

FMT_SMR.1.1 ~ TSF &, &E[&IF: —RFIRE 2—/3— (¥ — MFP FEE, RC Gate]&HEFF L7221
n iiﬁ%f;b Y,

Copyright (c) 2013 RICOH COMPANY, LTD. All rights reserved.




Page 61 of 86

FMT_SMR.1.2  TSF i&, FIHZE ZEENBEAHT 2T 7670,

6.1.6 %4 SXFPT:TSF DRiE

FPT_STM.1 HE{EBFALREZT

TR E: 7L

TRATAE: 2L

FPT STM.1.1  TSF IZ, @{EHZA LAZ L T HRAETERTIUIRB22 0,

FPT_TST.1 TSF TRk
TLREE: 7L
Ak 2L

FPT TST.1.1  TSF (%, [BR: [EMF: MFP Y7 =7, FCU HlflY 7y = 7|0 L FEfEE EiET 5
72912, [BR: IS BiF B CF ARDRA— M EITLRITIER DR,

FPT_TST.1.2  TSF X, #FrFIHEIC, (B [EBift: BE0S T —F 77 ANV DR ERGET e 1%
LTI 60,

FPT _TST.1.3  TSFIZ, #FrlFIHE T, (B [Blff: S TWD TSF ETa—R| O a it 2
B N &R L7 U2 brauy,

FPT_FDI_EXP.1 NERA L BT 2—A~DHIRES N T G BEnE

TR E: L

TRAFE: FMT_SMF.1 & BREREDFFE
FMT SMR.1 EFX=U7 4 DO&E|

FPT FDI EXP.1.1 TSF I, [BIff: #4E/ SRV, LAN, EBEEEHR] T2 W72 1f #2Z . TSF (IZX5B8
OB [BIfF: LAN LEFEEBR]ICHRE T 222 HIRT 28 ) 2R L2 T hides
AR

617 Y93AXAFTA:TOE7Y X

FTA_SSL.3 TSF &@BNCLA#&T
L L
fAEE: 2L

FTA_SSL.3.1  TSF I, [Elff: #fE RV A —tal 7o NERER, WIM A —baZ 7T MRS, 7Y
VE—RIANR—NODXERFROZETET . 777 ARFAN—DODOXEFBROZEET.
RC Gate LDBER TR IR a2 TLRITIZARLA N,

6.1.8 Y5 XFTP: BEENRIFy¥RIL

FTP_ITC.1 TSF M&{EEF vV
LI 2L
{RAFME: 7L
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FTP_ITC.1.1 TSF X, EH & Lo S {E HE 1T BRI, tho@(E T vV LB KRS L, & Dk
HEOBFESNTZFER] M OB R BN HDTF ¥ A RO #E R HET 2@EF v 2L
EREALL2T IR B0,

FTP_ITC.1.2  TSF (&, [[#R: TSF. OB ERHIT )2, SEET v 2L CaEEHRT 20%
FrATLAR T TR0,

FTP_ITC.1.3  TSFIZ, [HIff: XEFBR. BeEFR, REFR. ROMBEFERDO LANBRHBEE. RC Gate

LD LAN B BB 07012, BIEET v 12N L GRIEZBBLZTIERLA,

6.2 TXxaUT1RIAEH

A TOE OFHilifRFEL~~/LiX EAL3+ALC_FLR.2 Té%, TOE DfRGEa R —R MK 29 1TRT, i
IRRM AR REL LD EAL3 IZX» TSN R — 3Dty MZ ALC FLR.2 ZBIL7=HDTH

50

# 29:TOE tX = U 7 1 fRAEEMH(EAL3+ALC_FLR.2)

fRIET TR AL R —R b

ADV: ADV_ARC.1 X277 —FT 7 F vt

b ADV FSP.3 SEATR BRI R PO RERE (AR
ADV_TDS.2 T —%T I T ¥k Et

AGD: AGD_OPE.1 FIHEBAET AL R

HAL L AIE AGD PRE.1 e Foige

ALC: ALC CMC.3 TRl D PR

TATYAT Y R— ALC_CMS.3 JeAEFREID CM il
ALC DEL.1 Bl A Fhex
ALC DVS.1 X2V T FE O]
ALC LCD.1 BAREICLDTATIAINET VD ERR
ALC FLR.2 R i Fie

ASE: ASE CCL.1 W Fk

EFR2VTAZ =T [ ASE EBeD.1 e A
ASE _INT.1 ST ki
ASE_OBJ.2 TX VT xR #
ASE_REQ.2 IRAELT-EF VT 2
ASE_SPD.1 X2 U7 R E R
ASE_TSS.1 TOE ZffHAk

ATE: ATE_COV.2 TR = DA

7Ab ATE_DPT.1 7 Ak AR E
ATE_FUN.1 BReT AR
ATE_IND.2 MSTT AN - BT
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PRAES 7 A BREE= R—F b
AVA: AVA VAN.2 Jas55 M 53 Hr
WSS PERE &

6.3 t¥alTaEHRN

ARETH, BX 27 B ORIE R RB,
PLFIORT I, X TOEX 2T AR B4 2SN T25E . 14 BX2)T7 45K H5#) CERL
72 TOE O&X =7 o5t R T EHTERIND,

6.3.1 BEME

TOE D& 2T 4% R I #HIIk T 28% 20 T RO ERE FiRoE 30187, £ 3005
O LT, B 2T AREBE TN 72< 2 1 DLL LD X 2T 4% TSR L TWD,

£ 30: EX=2 VT 4R ERFE L BEREEHSDREE

O.RCGATE.COMM.PROTECT

O.USER.AUTHORIZED
O.INTERFACE.MANAGED
O.SOFTWARE.VERIFIED
O.STORAGE.ENCRYPTED

0.DOC.NO_DIS
0.DOC.NO_ALT
O.FUNC.NO_ALT
O.PROT.NO_ALT
0O.CONF.NO_DIS
O.CONF.NO_ALT

FAU_GEN.1
FAU_GEN.2
FAU STG.1
FAU _STG .4
FAU SAR.1
FAU SAR.2 X
FCS_CKM.1 X
FCS_COP.1 X
FDP ACC.1(a) X X X
FDP_ACC.1(b) X
FDP ACF.1(a) X X X
FDP_ACF.1(b) X
FDP_RIP.1 X X

> 1> |0.AUDIT.LOGGED

>

>

>
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F
A i
= a 5 &=
21202 |£¢8
SHEE RN P
=
~l=lSl5|ge|3|lc|=|>|8|2|z2
22| S| 5|5 5|E|8|8|8|8|8
| Jlol ool |5l =2]|%|S|E |
SIS 12| 2|2 |2 |55 ; >
Z | Z D = (o ' = § <
O = 24 m =
s|1215|2/8|8|2|s|88|2|8
fla|le|E|C|g|8|&|8|=|&|&
o o @) o o o o @) o o o @)
FIA_AFL.1 X
FIA ATD.1 X
FIA_SOS.1 X
FIA UAU.1(a) X X
FIA UAU.1(b) X X
FIA UAU.2 X X
FIA UAU.7 X
FIA UID.1(a) X X
FIA UID.1(b) X X
FIA UID.2 X X
FIA USB.1 X
FPT _FDI_EXP.1 X
FMT MSA.1(a) X X X
FMT MSA.1(b) X
FMT MSA 3(a) X X X
FMT MSA.3(b) X
FMT MTD.1 X X X X
FMT SMF.1 X X X X
FMT SMR.1 X X X X
FPT STM.1 X
FPT TST.1 X
FTA SSL.3 X X
FTP_ITC.1 X X X X X X X

6.3.2 EIfMEDEHE

PLFIZ, TOE ©FX 2T 45K I7 823, T iT 672 TOE B 2T (S sz k> TR TE AL
T %,
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0.DOC.NO DIS XEDHTR#

0.DOC.NO DIS IE, SCEN, v/ (v a—F =L EbT0E | HOWL, e/ fra—F—4idR->Tn
HNEDLE~OT 7 EAERE LT WEIZL S TRRSNAZEZSEX 2V T 43R T #Th o, 2
DX VT 4R R 2 FEB T HI2IE, FreOx Rz £ T 20BN HD,
(1) SCEEBRA~OT 7 EAGIHEHEL TERT D
FDP_ACC.1(a)k FDP_ACF.1(a)lZ &> T, ICEFH|OTEH UL, CEFRBIEICEY CEFREE
FRUT=— R £ 713U Mo SCERAZ U AMI B GRS COD— IR AE 72 IC @A L
ZHFA[T 5, MFP B | A—/3— A% — KT RC Gate [ZXf L CIESCEE HROBHLETFATL
AN
(2) HIBpRESN3CE, —RF7eSCEHDWTEDOW DRt L AL
FDP_RIP.1 2o T, HIBRSNIZICE, —RFRSCEDHOWITZ DM OFEH L2 F5<,
(3) XENHBROEZFEICHEET Y E2FHT D
FTP_ITC.1 IZ2&~>C, TOE 7% LAN #&H TR A5 T 20 E R BITR#ESND,
4) EX2VTBEIEDOE B
a7 Ay a— =Lk U TR B ECRT U E R, RIS &, HIBR), SCERAEY AN
XU CHREZRE(RTW A b, B0Z) X, FMT MSA.1(a)llk> T, ZNE D EAEE K & O F|
FIZTITHIEL TWD,
LEHFRA T V2N DEF2) T 4B EIZIE. FMT MSA3(a)lk-> T, SCEFMSE RS-
(2 T HIBRAVZRED By hS LD,
IO RIZMLE xR 2T RS L Ti% 24 9% FDP_ACC.1(a), FDP_ACF.1(a), FDP_RIP.1,
FTP_ITC.1. FMT_MSA.1(a). FMT_MSA.3(a)Z#{ 3 5ZL T 0.DOC.NO_DIS B T&E5,

0.DOCNO_ALT XEOKERE

O.DOC.NO_ALT &, LHEN, /A a—F =L &b HDHWNE, n/ (v a—F—43FF->T
VAN ZFDLEADT 7B IR T2 W E Lo THESNAZ L2 <X 2T 45t K T8 Th D,
ZOBX VT ARR G EHEEBLT AL, TRRoxiREEm T2 4ER’H D,
(1) XEEHRA~OT 7 EAGHEZREL TIMT 5
FDP_ACC.1(a)X FDP_ACF.1(a)lZ:~> T, SCEFHMOHIBRCCEE ROMELREIT I )X, SCENE
WIBMEICIY, SCEH A AR LT — R A 23 SCEE RO SCER BV AMNIBE I 0D
—FIHE T AT 5, SHIZ, MFP FBE ICHFF AT 975, A—/3— A% —& RC Gate (2L Tl
SCEEHROHIRE T ATLZR,
(2) HIBRSHIZSCEE, — R SCEH DI DW i D% <
FDP_RIP.1 (2L~ T, HIBRSIN-CE, —RFIRSCEH LWL Z DN 2 F &Iz 35,
(3) XEFROEZEITHEEFT v VT2
FTP_ITC.1 {Z&- T, TOE 7% LAN #2H CE A5 75 X EH G HILIRES D,
@) XU EHE0EE
07 Ay a— P =R U TRREZR BRI ERL, RISt tZe . HIER), SCERIHE VAN
R UCHRER BRIV A, SZ)iE. FMT MSA.1(a)l2 &k~ T, ZNE N0 #EE R & OF| A
BHITFITHIRL TS,
LEFRA T V27O 2T )@ HEIZIL, FMT_MSA.3()IZ&-> T, SCEF RN ARSI
(2 HIBRAVZRED By hS LD,
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ZNHORRICHE 2t F 2 VT A RE &L Ci% 9% FDP_ACC.1(a), FDP_ACF.1(a), FDP_RIP.1,
FTP_ITC.1, FMT_MSA.1(a), FMT_MSA.3(a)% K352 T 0.DOC.NO_ALT #FHEH TE5,

O.FUNC.NO_ALT F|F#E Va7 DU EG#E
O.FUNCNO_ALT i, FIHE Va7 B, v/ Ay a—F—45bl/eng HH WL, v/ fra—F—4
FFF o TN EDRIHE Y a7 ~DT 7B AR A T2 WE I Lo THAEISNAZ LA EX 207 ¢
KR THD, ZOEX 2V T ARIR TR A EHLT DL, TRl KE T T 20 ER1 DD,

(1) FIHE a7 ~OT7 7 AEZREL TEmETD
FDP_ACC.1(a)& FDP_ACF.1(a)ic k> CT, FIHFE a7 OHIBRIL, MFP E B L4 FHE a7 O
HIBRAE SR 2 > — XA HF AR L TR %, A—/3— 31 —& RC Gate (ZxfL IR ME T2
T OHIBRETFRILZRN, M, A TOE OF|HZE Va7 Ok Z1E, FIHE Y 27 OHIBRIZT THD,
() FHE a7 OEZEICHEET vV 2R HT5
FTP_ITC.1 {Z&~- T, TOE 7% LAN ##H CEZE T oM HEFE Va7 i3 fkiEsh s,
(3) X2V BEOE B
17 Ay a— P — 4R CRI BRI BT HLVERL, W&o thZe . HIBR)IZ, FMT_MSA.1(a)iZ
Fo T, ENENOERIEL R E ORI AFETZTITHIRL T 5,
FRFE a7 7Yz OeXa) T @MEICIE FMT _MSA3(a)lL-> T FIHE a7 24/ L
T2, I EREGZRED Y b S LD,
INHDORRIZHLE 2R 2 ) T A HEREE L Ti% 3% FDP_ACC.1(a). FDP_ACF.1(a), FTP_ITC.1,
FMT_MSA.1(a). FMT MSA.3(a)x#EK 3 2ZL T O.FUNCNO_ALT ZFEHLTED,

O.PROT.NO_ALT TSF {R#1E MDA I%#
O.PROT.NO ALT (%, TSFIEH#EIF MO LA, 2T AR CXARIME TSI+ 58X 27
ARPRIT# T D, ZOEX2DT 45 /G2 FEBLTHITIE, TR RAEE 5 0E3HD,
(1) TSF {REEREROE B
FMT_MTD.1 {Z&5 T, RIRGRAED /SR — R g/ I ARRFRRED /S AT — RIEHERE | ARIRGRFED
R AL RAT —R AR R RERAEDO Ry 7 T 7 MR A~ — 3% 8 , RMRGRFEDO Y 7 7Tk
e, 42 H B REZL, S/MIME I, RME 7 404 — | ERAE CFE 22— % — | IPSec iRE
B, @Remote FXETH . MEERAEIE, BE LA — s T MR WIM A —ha 7w Mg
. KO —H —RGE LD B A MFP & HLE 721 S7F Al 55,
(2) EEHEREDFEE
FMT_SMF.1 [Z&5 T, X 27 8RBT U CL B B AR I X 2 S Tuvd,
(3) &EIDFE
FMT_SMR.1 (28> T, Bt >R B TR 42,
(4) TSF REHFROEZEICREET vV E2FHT5
FTP ITC.1 (Z2&~>C, TOE 7% LAN #%H T532{5 3% TSF &G R A#ESND,
ZNHDORRICHE X 2 )T A HEREEA L L Ca% 2 5% FMT_MTD.1, FMT_SMF.1, FMT_SMR.1,
FTP ITC.1 #3952 LT O.PROT.NO ALT ZFH T&5,
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0.CONF.NO_DIS TSF fE &0~ IR%
O.CONF.NO_DIS (%, TSF & HEROBRE, BF 2V 7 D3R CE ORI AE 2SI X 27
AKRIRITEE T D, ZOEF 2V TARIR G EH2 EBLT DL, FiLoxt /A £ 2068 DD,
(1) TSF A1 @O E B
FMT MTD.1 (Cko T, —EFIMEZEDOur AL /320 —R Tt DHE4 MFP 45 FLE & 24 3% — Ak Fl
R\ T B, A— /S AP —DRS AL/ SRAT— RIS T B A e S — (S T
%o BHEFZDOY AL SAT — Rk AR EE A — S — A — LM 3 MFP G B IS AT 5, B
B\t D8 EA MFP & BB 721 ICFF 7%, HDD K5 58803 284 MFP & BEE 7217
(\ZFF RT3,
(2) EHBEREORE
FMT_SMF.1 {Z8oC, & 27 A HERE IS U T B0 B AR X S AL T &,
(3) HEIDOF:E
FMT_SMR.1 (28> T, Frba e O & 2R 2,
(4) TSF R ROEZEICEEBET vV 2FHT5
FTP_ITC.1 {2&- T, TOE 7% LAN #2H CE5215 95 TSF M E I R#EIND,
ZNHDORRITHEER X 2V T BEREEMFE L Ti% 4% FMT_MTD.1, FMT_SMF.1, FMT_SMR.1,
FTP_ITC.1 Z#jk 3 5ZLT O.CONF.NO DIS #HEEITx5,

O.CONF.NO_ALT TSF & EROULFR#
O.CONF.NO_ALT %, TSF BEEROGLE S, BX 2T A DHEFF CEARHEIZTICFF i35 8F 2
TARIR T CThD, 20X 2T xR #Ha FEBRT DL, FReDOx R a2 FE T 20 ER S D,
(1) TSF G HRoOE#
FMT MTD.1 (ZE- T, —FIHE DOrs (820 — 2+ 51E4 MFP & FLE &4 3% —fF
BT 5, A== AP =D s (2 /AT — Rk T DR A— S — S — :?fFTa“
Do HHE ORI AL /SAT —RIZxET DB EAEA— /S — AP — L2437 MFP & BLE (CFF 975, B
w73 D EA MFP & BB 720 ISFF 7T %, HDD B S 8O Frfl/ERiiE4 . MFP & BEFE 72
FIZEFAT 32,
(2) EHEEREDRE
FMT_SMF.1 [Z8o T, ¥ 2 U7 4 HERB I L T B B R L = S L T 2,
(3) HEHNDOFE
FMT_SMR.1 IZE- T, Fetfzafs ORI & 2 MR 32,
(4) TSF RS ROEZEICEEET v 2FHT5
FTP_ITC.1 {Z&- T, TOE 7% LAN #2H CE5 15 95 TSF ME I R#ESND,
INHDORRICHEEREX 2V T A BRREEN L L Ti% M+ 5 FMT_MTD.1, FMT_SMF.1, FMT_SMR.1,
FTP ITC.1 Z#K 7 5ZLT 0.CONF.NO ALT #FEBITX5,

O.USER.AUTHORIZED | O#%7IZ83E
O.USER.AUTHORIZED [, 1E 472 R 721373 TOE OEEZFIFH 35720 D F 2V T 4RI —ITHE
STHIHE OHIRZT 5 X2V T4 %R T THD, BAE SRV EN IRV NI —2 EDIF AT MPC
5 TOE #F 35— F 3 . MFP S FLE | L RA— R — A — 2DV TIE, BRI O B 0
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CRVE DOBFED X 2T 4RV — DB KE THD, ZO'X 2T 3R 2 RBH T 5121, Tig
DR REFERTHLERHD,

(1

2

)

4)

)

TOE FIHATNZHI A 270785 %

FIA_UID.l(a)& FIA UAU.1(a)icd&> T, #E SV EiZ Ry T —2 DI Z 47 2~ PC 7°5 TOE
ZRALEIDET DT T AREFRFED U LD BIFRGERM T,

FIA_UID.1(b)& FIA_UAU.1(b)IZ& o T, #E SV EI IRy NI —2 ED7F 47 2k PC 726 TOE
ZRIALLYETAE RN MEP G L F1- 132 — S — S AP DA IAR R TR R ZE M T AL,
— R OB A MR RRRE Y — N — KB BIRRREDM T s,

FIA_UID.2 I2&- T, RC Gate i#/E A2 %7 =—AIZLY TOE ZFIH L LH & 5H OS2
. FIA_UAU.2 |{ZL-> T RC Gate DFBFENT72boib,

FRBFRAEDS R B L= R HFE 1 TOE OFHZFF R[5

FIA ATD.1 &£ FIA USB.1IZ&o T, TOERSNIFIHE OLREEFE~DT 7 EAFEAF B,
FRBIFRREIZ AP LT R A 1o U CBE AT B v s,

FDP_ACC.1(b)& FDP_ACF.1(b)IZ&L> T, #BIFRREIZ B LTe — R & 12 5- 2 Hivic MFP 77
r—ar OFHMERICHES T, ik — BRI HE I MFP 77—y a ORI HZFF 5,

17 AL NAT — R Ofitr a2 N 35

FIA UAU.7 IZEo T FI—FEBIET 4 — Ry L TRIRTHIET, Y A/ AT —R DB
REFHIET 3,

FIA_SOS.1 [Z&> T, MFP BHFE DR IE T DARRFERED / SAT — RO e /ML ARIRGRRED /AT
—ROFHE AT/ SAY = RIET OBERETF T2 Trr A /32T —ROHER 2 K
2T D, SMBER -b‘—/\—mﬁfi AEFRREY — S — DR ERATT D,

FIA_AFL.1 28> T, AURGRAEDFRBFER A — & IR0 I U 7= F 26 LT, — EREfH TOE ~
DT 7R A%EFF A LR, SMIRRREY— N —FBREClX, AN RRREY — N — DR E KT T D,

a7 A HETR T 95

FTA SSL.3 (ZX» T, uZ A ARBEDHIE RV HDHNIIZTAT b PC oA —ha s 7ok 5,
TV —=RTAN—F[NIT 7 I ARTG AN =D L EEROZAZTE TR CE TR Eons A4
WKHEZ 7T UM%, TOE 1%, RC Gate LD i@ 4 T RFIZ RC Gate LDy a2 Hk1 2%,

X U7 RO B

FMT MSA.1(b)IZE~> T, —fFIHE OrT A a2— —4 EFFFEHEV AR MFP B EEE 12X~ T
EEREA, BEREFERIIE, R ISR L CTEAEARF AT L2V,

FMT_MSA.3(b)NZ Lo T, BEREFERI A RAY72 7 7 4/ MEIZER E T,

L7ei3o T, ZNHDORRIZHER X 2T e 2L L Ci% 2475 FDP_ACC.1(b), FDP_ACF.1(b),
FIA UID.I(a). FIA_UID.1(b). FIA UID.2. FIA UAU.I(a). FIA UAU.1(b). FIA UAU.2. FIA ATD.I,
FIA _USB.1, FIA_UAU.7, FIA_AFL.1, FIA_SOS.1, FTA_SSL.3, FMT MSA.1(b), FMT_MSA.3(b)% i#
%452 T O.USER. AUTHORIZED %38 T& 5,

728, PP D38 SFR Package TéH D 2600.1-SMI OFEEE(F.SMI)ix, FDP_ACC.1(b): FDP_ACF.1(b)
2o T, 77 EARlZTT 725 T DRERE D H T HENARE Th D, LT2h3> T, F.SMI O 7 7 &l
1% FDP_ACC.1(b)& FDP_ACF.1(b)i2&DT 7 B AHIHEN & 6 THEBL TA,
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O.INTERFACE.MANAGED TOE (ZXANERA L #T7 = — ARG H

O.INTERFACE.MANAGED %, TOE 23 &F 27 4RI —IZft > THMBA L #7 = — ADE A& B+
DILERFET DX 2T 4R IT# CTHD, ZOBX 2T 4% R G EHEEZBR T2, TreoxRa 5%
T DM ENHD,
(1) BAE/ SV LAN A2 H2 7 =— A 3R HFTHOR A E 255 REET 5
FIA_UID.1(a), FIA_UID.1(b)IZ&> T, #{E SRV EiZ Ry NI —2 LD 54T R PC )5 TOE %
FIALEOETHE OMBINTTH., FIA UAU.1(a). FIA UAU.I(b)IZE-> T, ikBlSh =R HE D
WREDMTIOND,
FIA UID.2 |2k~ T, RC Gate i#{E A2 %7 =—Z|2X0 TOE #FMH L L5 & 2F OB T/
. FIA_UAU2 I2&-> CRRAE T2 b D,
(2) HAESFNVHDHNE LAN A2 4T 2 —A~DEHi A BB TR T 15
FTA SSL.3 12k T, —ERFMEE SRV BHDNE LAN A2 47 2 —ADEENR NG A1 B 3
VERET D,
(3) AN AL 2T =— Z~D IR S AT Hhiis ok
FPT FDI EXP.1{ ’otof?;“é{’ﬁ/f/“‘rw LAN A 57 = —A &EaEBI#R CZAE LIz 7 —4 %, TSF IZ&
LIBIIOMIREELIZ LAN, BEaEEIFRHEE T22E%B5 135,
IO RIZHLE X 2T BB B L L Ci% 24 7% FIA_UID.1(a), FIA_UID.1(b), FIA_UAU.1(a),
FIA UAU.1(b) . FIA UID.2 ., FIA UAU.2 . FTA SSL.3 ., FPT FDI EXP.1 % ¥k + 52 & T
O.INTERFACE.MANAGED % E8l &5,

O.SOFTWARE.VERIFIED Y777 #EE

O.SOFTWARE.VERIFIED (%, MFP |41’ 7~y =7 & FCU §ilf#lY 7 by =7 N IEBLDOY 7 Ny =7 ThHHZ
EERFET DB 2T 4R T8 Th D, ZOEFX 2T xR T2 KB T 5I121%, Tred xR % £
TLOMENHD,
(1 'rT7F=v
FPT_TST.1 {ZX~C, EEEFIZ MFP ilf#) 7 k=7 & FCU Hilfl 7 by =7 BNIEM DY 7 =7 T
HHTLEMERT D,

CORNKIIHER X2V T A EEEHRLL TS TS FPTTST.] 2EK 524 T
O.SOFTWARE.VERIFIED #EH T2,
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