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1. 1.

1.2.

1.3.

Xerox Color 560/570 Printer ZF+zUr78—vk

ST #%&% (ST Introduction)
ARETIE. STSEB. TOESHE, TOE#IE., LU TOE sEbICOWVCERHR TS,

ST &M (ST Reference)

AETIE ST OFAEHREFCLT S,

cEAYI% Xerox Color 560/570 Printer #¥aYU7453—5v bk
N—=33v: V1.0.4

F178: 201348 A 23 H

ERE EXCOVIAMK &1

TOE &8 (TOE Reference)

AEICIE TOE OFAIEHRZEL AT S,
TOE (& Xerox Color 560 Printer, Xerox Color 570 Printer ELT&1¥E9 %, TOE [JLLTFD TOE
REN=U3UTHEAT D,

TOE %: Xerox Color 560/570 Printer
*Controller ROM Ver. 1.208.1
. e -IOT ROM Ver. 64.19.0
TOE D)\—23:
-IIT ROM Ver. 6.16.1
ADF ROM Ver. 12.11.0
BFE: EXPOvOAK%A S

TOE #1Z (TOE Overview)

1.3.1. TOE#ERIHIUVEZELF1UT1#8E (TOE Type and Major Security Features)

1.3.1.1. TOE M#&%R| (TOE Type)

A TOE [F IT WA THD, JE-HEEE. TUVA— e, AFv—1EE. J7DABEER BT JAIIVES
B (Multi Function Device B&Fi MFD)T#% Xerox Color 560/570 Printer( LABE. B(CTMFD |
EEET)THd, TOE (X, MFD £A0HI{E., TOE EUE— MEIOWRERY I —D EERNIXET—A.
J3770—-  BHRKYDA, TOE BET—ABLUF1UT(EEOV T HZEBRNLRETILHOIES
EBIETOPIVCLZBIET—IDREICHISTIRATHD, F/z MFD [CLDMEBSNE ., RER)
—FFAADEECERBINIXET . FRFHNET VTR ELGRENLRETIHDHAEL
TOE [C&EN S,

1.3.1.2. TOE m&gefEAI (Function Types)

Tablel [C TOE MR T IR MDHAETERIEECR T B,
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Table 1 TOE 4Rt S AEL HE AEFE R

HERERE R TOE W2t 9 3845

RENNRIVIEEE

-OE—HERE

POV

- AF v —EE

SR ES V] -1

- 7D AN RE

“HALD R I7D AR RE (AR R D )
-CWIS #£8E
N—=RTAADERT I LEEHE A
N—=RFAADER T IE 5L RS
-1 - —EREERERE

- VATLEEECFIUT B
TX1UTH8E DAY —I VI T2 HI PR M RE
-EFIITAEEOTHEE

‘AERY FI—D TS {RFEREE
AVTAA—=3av70—tFa)T4#EE
-BETANMERE

Nt

- TPDRBERE A LD RN IPDARERE AV T4 A —2aVIA—tF 1T/ HRERE AT 3EHICE. ST 1T
DT7HAR— R(TOE MR ) DEHENBETHS,

- TIVR—HERE A LD NIPDAREEE AT HHICE. TOE SAO—BFIAEDIS1 7V LU VA
TLEBEDFATIMITIVEI-FIAN BIUETPDARSA NIV AR—ILENTVBIEN B ETH

%o
+ 1Y -RREREICIX A RERELE SV ARERGED 2 FRFDFREEA XA B, B E(CLD TOE [EBLHD
AL AN CENMET D,

ASTHTIE. CO 2 BEORAARXTEMENERDIGE AR IND, £ $FCHARLTLBIMES
(. EBLDRIAARTLRILEIER TR EEERT D,

SERERRE A R ICIE LDAP EB3EE Kerberos 25N %31, Kerberos FREENHZ & (CRIAF®REIEL
TSA(VATLEBREER) ZHRETSHEEE LDAP H—N—t b EERG D,

b=
+ ATOE @ USB 7V N REATVavFEHBEDHERICEFN TV, 2 T[Store to USBJ&
[Media Print]@diN3V(E 24 IRILICERNGL,

1.3.1.3. TOE OfERZEFELF1)T114HE
(Usage and Major Security Features of TOE)

TOE OEXRFEREELUTICRY .
- JE-HRECIRE ) \RIVBEREICED BRI DO — R FI A E QIR RICHEL. LIT TRIEZEFHHA

-2 - Copyright® 2013 by Fuji Xerox Co., Ltd



Xerox Color 560/570 Printer ZF+zUr78—vk

# 10T LDENRIESTY, F—RBOBEHEOIE-DHERSNEIZ S, IIT CHRARAVEXET 5.
—B MFD OREN—- FT(ADEE(CERSN., IHEHHKE ., AEN- FTAADEEN oFHH HEN
THEIRIENS,

- TUVA—HEEICED. RIRE DI 7Y M oEESNIEIRIT—5& 71 IR—ALTHIRIT .

- CWIS HEEICED . MFD (SR L TAF v —#BEICEDAF v LT BB RYDAICERMSNEXE T
SeRREDIATV MOENHT,
SHICYATLEEEZ, Web J50H%# N MFD [CX LT, TOE B ET—ADMRPES A ET
Jo

- AR v —HEECIRVEIRIVBREICED . B IRIUD DRI AEDIERICHEL., IIT TRI\EHRHAH .
MFD OREN— RFTAADEEICEONIZHR BRI AICETRT 3,
ERSNEXET AL, —#RE9 Web 505 ZERALT CWIS HMoENH T CEL AIHETHS.

© FYRT—DAF v UMREEIR R IRIVBEICED. BAE RN SOFIFAE DIERICHELV IIT TREE
FHIAHEIC MFD (CRRESN TR ERICHST, FTP H—)\— SMB ¥—/\— Mail —/\—-AX
ETR0EEET,

© TPDAMBELAR R NRIVIEBEICED ., D7D AERIEETTI. TPDARERRERIDNOOFIAED
HERICHEL, IIT CRFEESHAH . AR BIERGRBEICIVERSNCAFRICXET HEEET
%o IPDVARERARBEEBRACIVERBFEILENTXET —FEREL. BRRYIAN
S ER

- AU RIPDABEEEICED . T—HETUY b UaTdELT MFD (23E0. #RICENRIT 3 ZEB<T7 D ARE(C
INARBEERIREELRRALTGEET S (KR REELRDH ),

TOE FUTOtFaUT(#ae xR T2,

(1) \—FTF41ADERT I LEEHEHEE
IE—. TIA—BLU AT T —F OB EEEOBEER. N\— FTAAVEECEBSINLFIAZH DX
ET D LEEFHEEITOEEETHD,

(2) N\—FF1ADEBET - HSES L
JE—. TIVA—BLU AT v T —F DR DB ERF PR ERBE R ERF IO\ — FT1ADEBICETES
NIXET AN BILZITIREETHD,

(3) 1—Y—RErHeE
A SNIZAFEDFIFAELIFIC TOE OMRERE RT3 EREIFLEILDIC. IRENRIVFLIE— %
FIREDIFAT7YEDITPHARSAIN, CWIS ho1—H—ID £1—H—/SA0— K& A hSE TS
TRHEETHD,

(4) VATLEBETX1IUT EEBEE
BENRINFZEYATLEBED M7V Mo, BABLURIMSNE VAT LEEEN, TOE DL+
IUT/HEREICAAT R EDSBELUEREVATLEBEFEOHNMTADLOICTIHEETHD,

(5) DAMY—IVIZTIEEFIBRHEEE
NAMR—IVIZPN TOE DEF1UT4#EEICAAT IR EDSRELIUVEEETERCI I VATLE
HEDRTEMEETHD,

(6) E¥a1UT1BEEEOTHEEE
WD, D EDLIBIEREITOEMNELVDBRPERLRAAV MBIZEESPERER. 1-F—i&
ERE) . BIERERT DD DIEEETH D,

(7) AERYRI—DT—S{REREE
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RERYMI—DEICHFEETIXET A, J3770- BRRVIA EF1UT1BEENT 764U
TOE BRET—AEVIEBIET A ZRETIHKEETHD.
— AR RES{EB{EIO ML (SSL/TLS, IPSec, SNMPv3, S/MIME)(Cx 5T 3.
(8) AVI7AA—Yav7O—tFa)T1#EE
SERA VA=D1 AERERY M —DRICHTREF RSN B LB S EHIR T 2B THD,
(9) BETAMKEE
TOE @ TSF E471— FELU TSF T—ADFTLMERIL T 212HDHEEETHD,

1.3.2. TOE F|FEIE#E (Environment Assumptions)

ATOE F. ITHRMELT—BMIBEBA T4 AL, 774704 IVBETHERY I —DDE BN oIRFES
NEERERYEI—D, AR BFERFRASLIURAEI M7V beERSN TRIRASNSEZEEEL T
%o

TOE 0BETSFAREER 1 (BT B,

- -~

’ VAS: A
‘\ Yy hI—=5 y
e
_IFL | =47
EFIREDIAT Vb : e
el ! —RARETATIL
A b o .
— &R E A i : "TVVE—RIAN—
- | 777 IFDARSA N
v A= :
A——— USB
Q AT LEEE
A D247 ~
AT *Web 757
EHE

Mail H—/)\—

FTP 9—/5—

BBAP T /iy

—RRFAE HNAN-  YATL

[
[
[ sMBH-)-
[
[ IVIJZ7 BBEHE

Kerberos #—/\— ]

1 TOE 0B FETZFAIRE
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1.3.3. TOE LS DON—FII7#EREY T o174 (Required Non-TOE Hardware

and Software)

-1 [SRTFAREOFT TOE (& MFD THYD, TELd TOE USNDN—-FIIPHELVVIT MIIPhiE
"9

(1) —&RAZBEIZMTH
N=FDI7ZRARAD PCTHN., TIUB—FIANELUVT7DARSIA N VA M= ILENTEN, MFD (C
HUTXET-IDTIVMER, BLUXET-IDIFDAEREITICENTED,
Fz. Web 7595 ZEALT MFD OAFvF—HBEICEDAF v LI X ET-ADEDE LEXKREIT,
F—REFIRAEN MFD [CEERUVEZRBAYIADRIDAL TR, NAD— R POERHIR. BLUXE
DEEHIRIEEDHRELEENH KD,
USB TAO—HILEHRSNTNBIEE . TUVA—RIMIN BLUITZIARSANBL VA M=ILENTHEN.
MFD [ERULTXET-IDTIVMER, BLUXET-IDI7DABEREITICENTED,

(2) VATLEEBEDI(MTUL
N=FII73AAD PCTHN, Web F50HEERULT TOE (LT TOE BHET—ADSHPER
ZITOCENTES,

(3) Mail H—)%—
N—=FD17/0S ([ZAFA®D PC 3T —)—THD. MFD [ZA—=)L.7ORILZRANT, Mail —)\—¢&
XET-HANEZEZTI

(4) FTP H—)\—
N—=FD17/0S (A PC (35 —)\—THD. MFD (& FTP FOFILZAWT, FTP H—)1—(C
XET-ADEEEITI.

(5) SMB H#—){—
N—=FH17/0S (FRB®D PC £(EH—)1—THN. MFD & SMB 7O RIILERA VT, SMB H—/)\—(C
XET-ADEEEITI.

(6) LDAP H—)\—
N—=FH17/0S (ZRABE®D PC £(EH—)\—THN. MFD (& LDAP 7O FILEFVT, LDAP H—/\—
W oAl FREEEHROERIGZ1T ). FLMABRZRINELTO SA FHREEGF TS,

(7) Kerberos H—/)\—
N—=F217/0S FRAD PC£FH—/)\—THN. MFD (& Kerberos 7O MILEALVT. Kerberos
F—N—h o R R EHRDIIFEIT D0 o

(8) Z7HAR—F
SRR EIHRICER SN THN G3 JOMIUCH ST B T7DAR— RTHB . MFD &% USB D1 3—
JI—ATHEGINIPIAT—ADEZEEIT I

(D). RQO—&FNBEEDFATPV I ATLEEEDSM47 Y D OS [ Windows XP, Windows
Vista. Windows 7 £33,

-5 - Copyright® 2013 by Fuji Xerox Co., Ltd
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1.4. TOE &t (TOE Description)
AZETIZ. TOE OF| AEKE]. TOE OREREEHE. BLUMBMEEREICOWTEEHRT S,
1.4.1. TOE E:ENFIAEREE (User Assumptions)
A STT.TOE[CRULTEETSFIAE®REIZ Table 2 [CEEiRT B,
Table 2 TOE W' #EE 33 FIAE&E
Designation PP Definition &
U.USER Any authorized User. FAFEICEZETD,
U.NORMAL A User who is authorized to —RFAECEZETD,
perform User Document Data TOE hR#t 9 %I —HRE.
processing functions of the TOE. | 7UVA—#gE. JPDARERESE
O TOE ##aeDF A&,
U.ADMINISTRATOR | A User who has been specifically | YATLERE (KW EEE
granted the authority to manage | & SA)ICE%%T 3,
some portion or all of the TOE and | TOE ®YATLEEHE—F
whose actions may affect the TOE | Tz EBEITOZHD4FHI
security policy (TSP). BHERZHFOFIHAAT. TOE
Administrators may possess DEENRIV, LU Web 7
special privileges that provide Y EFEALT, TOE #3%
capabilities to override portions of | DENMERENDSHR/BH. H
the TSP. LU TOE t¥1)T1H8E5%
ENSB/EHETI,

TOE Owner A person or organizational entity | ##OEBEEFICZET D,
responsible for protecting TOE TOE#EALGERT %%
assets and establishing related DEREBF-IEESE,
security policies.

HAMNI—IVIZ7 - NAMR—IVIZTPERADIY

A—J1—AZFEALT. TOE
DHBREMEREEITOE

-6 -
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1.4.2. TOE mim¥ErIEEE (Logical Scope and Boundary)

TOE 0w EREEE I 70T 5 LDEHEETHS.
2 (CTOE MiwEHIERZECIRT D,

5476 i 50 B -—RFREIFMTUE (WebT 505, TUUA— RN TPDARSAN)

- DATLEBEDIMTVL (WebT50H)
H—=N— (FTPH—=/\—, SMBH—/){— Mailtf—/\—, LDAPH—/\—,
Kerberost—/\—)

A

- AREBEEEIRA (T7D2R)
-—RFAE, VATLEESE

TOE BRIV RE

-CWISHERE

-JE—HEEE

- TR —HRE

s A% v —HERE/ RV D —DAF v UHERE
- JPDAMERE/HA LD R 70 ARERE

ot N FFAADERT -5 L EE A Output

Channel(s) ‘N—RTAADEET - SESLiaE Channel(s)
- 1—H— R e

- VATLEBE U1 T EEKEE
AANR—I VI TR HIRRHEEE
¥ 1T BEEOTHEE

-RERY NO—DT R EEE

A D74 A =23 70—EX1UT1HEEE

-BHCTAMERE
User Data TSF Data
User User TSF TSF
Document| | Function Protected Confidential
Data Data Data Data

RNEN— FF4 AD%E/NVRAM/SEEPROM

2 MFD AQ#& 1y be TOE DimIEAE F

-7 - Copyright® 2013 by Fuji Xerox Co., Ltd
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Channel [ZIZLLT®D 4 2051 THH3.
a) Private Medium Interface
BHROFAENREFICPILATZEDTERVEERILPO-DIIVE—T1—2,
b) Shared Medium Interface
BHOFABNEFICIICLATEICENDTEDRY NI —DFEDIVR—TI— A,
¢) Original Document Handler
N\—FRIE—® User Document Data % TOE (CE5:% 92 A N=X L
d) HardCopy Output Handler
User Document Data #/\— FIE—T TOE OSMIERETEIANZX L

1.4.2.1. TOE hR#t93E KHERE (Basic Functions)

TOE [F—#FIAZE(CH LT, i€ Table 3 MLIICIE—#RE. TUVA—HEEE. AT v —HEEE. XV MD
—D2AF v UHERE. TPDAMEE. S LD NIOPD AR (R IREREER DF ) BAE SRV ERES LU CWIS

HERERIRIET B,
Table 3 TOE QA AR gE
HaRE M=
aE—#aE JE—#EEE. —ARFIEEN MFD DIEENRILDDIERETHEICED, IITT

R EsSEHERD IOT N oERIZITOMEETHS,

Bl —REROERHOIE-MERSNTG S, IIT THRARAVEXET AL,
—B MFD OR#N—-FT4ADEECERSN. IHEEHHKE ., AEN-FT12
DEENLEH HESNTHRIESNS,

TUUR—HRe

TIUR—taeE . — A AEDN—RRBEIFATY LTIV METRETHE
N7 —3H" MFD AR {ESN., MFD [RENRIT —SZ T LEY by T T—RICE
#(FAVR=X)L T, IOT hoFIRIZEITOMEETHB,

ENRIlT—237)08— R34 1\&r LT PDLICEELTES A iEE CWIS hoX
EOMINVEEEBEELTGESAENHS.

FETVUA—HEEEICIE, EHE IOT hoEIRZ{TO@ETIV b EvEIvT T4
e—RRIICRERN- FTAADREICERLC. —MRFAENELE) IRIVDGE]
Rlt& Rz LB = T IOT oFIRIZTIBERTIV MBS,

AF v —HEEE.
FSTEYESD -1

AFvF—HaEE. —AFIAEDN MFD OIREIRIVDDIERET B EICEN.
IIT CIRIEESH D, XET-HELTREN- FTAAVEEICEET H1EE
Thd,

BENLEXET A —RFIAEN—RFIREIF17Y M eE>T CWIS
HREICLDEDH T CENTES,

FEFXYFI=DAFvUHEEEE MFD [CBRESNTUSIFHICH T, — R FAE
" MFD ORIV bRIEEZH DR ICEBIC—RFIREISMT7UM
FTP #—)Y—_ Mail H—)\—, SMB 4 —N\—AIE T IHEEETHD,

D7D ARERE.
HALD R I7D AR EE
(RRRIIRFDH)

TPDARERE . D7D REBETPDARENGD. T7DAXEG—RFAEN
MFD O#4ENRIVDoHETRET BE(CED, IIT TRIBESH BN, AR EFEE
PRACLVBMSNIABFRICET FEEETS. T7VAREBRARES
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E#RIEE ST U THERMEFENOEON TREXET %, ZIETHHEETH
%

BALD R IR RE . — R FIREDN—RFAFISA 7Y Mo AkelLT
TPDAEERTET BE. TPDARIA NN UTER SN ZENRI T —3 D MFD A
E{ESN ., MFD [FENRI T —SEM@ATL., Ev by T—RICE#(TIVIR-X)L
T IPDAEETHCEBRRICARBEFERHRMEERALC. XET-3&EE

THHEETHS

B4E) R RE BAENRIVEEER—RFIAE . VATLEEE  DAN—-IVIZ7H MFD O
WEEEFI AT IO EICHER I - Y- V3-TJ1-2HEETH D,

CWIS #8e CWIS #8eld. —MFIAEN—MRFAEIS17 DO Web TN LTHE
ETBHEETHS. .

FVATLEBRER, VATLEBREDS(7V D) Web T505N LY AT LE
BEODID &)AAT—FEAHULTMFD [CEBEESNSE. YATLEEEEF1UT
1 EEMERICIN TOE BRET —RTFIEALTT - EEHTHENHED,

1.4.2.2. TOE MR35 t+1YT188E (Security Functions)

A TOE BRIAZECHLT, LTotFa)T#aeeizit 5,

(1) NV—RTF4ADERT I LETEEEEE
RNEBN—FTFAADEBICERINDIXET—AE. FIANE T LTHIBRSN A RICEBIFREZ (HHH
BREN., EESNEXETHBREEIBRENG. COTHREN— T4 AVEE LICFRFEH X
ET7-AELTHREFEULREICBS, COMBEEMRTILHIC. JE—#EE. TUVI—HEE. A¥vT—
BERE. RYMD—DAF v UMERE. D7D AMBES LUAA LD M I7D AMRED V3T T RIC. RERN—FF
A AV EICEESINCHRFHNET AR LT, LEEHEETI,
ERICMAT, VATLEBENREVEBLFE LI 17 R TCERXEFEIRULTLESHEE
3 2H#AE(On Demand Overwrite)&i21t93,

(2) N=FTAADERT-HrESbikae
REN—- FTAAVEEBICIHERRNYDAADIE T -IDLICERDNA TSN TEEIHETE T —3h'H
%, CORIREERRT B0, JE—HEE. TUUF—HERE. AF v —HEE. RV FD—DAFvUHRE.
POARES LUHA LD h 7D A BE BN R B D B AE M REER TE RS (CER N\ — FTAADRECEEIND
XET-HDESIEEIT,

(3) 1—Y—B5EHAE
TOE (&, BFRISNIAFEDFIABELFIC MFD O REEFE R T HHERZTHTZEHIC. BE) IR,
FABIIATVMDTFIARFAN, BLU CWIS Hhp1—H—ID £1—H—1IAT— F2 A HSBTEH
REBELT B EEEH T B,

AN RN LIZFIREOH W T LD REEE AR 6L 5.

a) AKEES RV THEISN AL
AE—H#RE. TPDABEEGEIE ). AFvUMEE. RV FD—DAFvURERE. BRNYD IR R
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Be. TUUA—HRE(TUVA— RSANTORIIE B DR ENEH THIENRIEHCIRE)IRILT
FREET D)

b) CWIS THlfEISN2HEE
BHAREBORR. Va7 KE-BEORR. HRAVIANDOXET - UeE. 7711
BEICLDTUY Mg

c) FAEBIZAMT7VEDIPOARIANEERT 558
MABEIFM7VLOT—H%, MFD B EIRATRERR T —AICEHRL MFD AT —A%E{EL. B
¥I7DAEET DAV NP ARLEE) . FIRENFIREDIZM7Y bDTPOARSM ) o1
—H—ID &ENAT— F&EFRTE LIREETIPIAEE R TET L. MFD (32 EFHRENERICE
RSN 11— —ID ENATD— FN—BTENEFIVIL. —BLEGE DA ZIET—IEEY T
vIF—RICEH(TFAVIR—Z)LTIFD AR IEERET D,

1T HREELTOI— Y —REE AR (R MBEN EROFIAECLBITELTRARN- I~T47\’J
BERNOXETHEFEICHHHTCeMCHAETHD. LEDREECLNFHIESN AL
AR RIVDOFREL T 25 S DEET )Y MERE(TIMRX— MUV MERE) B LU RN J’JZ#*
fEtkne

-CWIS h'oiZiE T 15 R DHERINYIANOD X ET —HEH U RE CRE R YD AR VEHEEE)
CWIS hoDT7MIVETEICESETET )Y MERE(T 1 K- MUY MERE) I e F 2T #BEICEZ S T
%o

TIAR—TIV MERE BBRYDAMEAE, JaJ 70— #EEDFRT70—2H 3 [TRY,

FMAEDDIATV L

TIUR—RFAN Web F5%
(1—Y-1ID &% %) (CWIS)
ﬁz : / \ \
o] =
—
v .
Y37 70— ==| AFYVT—H BREARII2
TPIAZIET—A

~— I

BENRIDDERE

'
K ET /

B 3 T5AX-bTVY bEBRBRINYDANEEE IO~
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BIET) MgRE (T34 K- TV MEEE)

MFD Tl 734 R— UV MCRFIDRE LSS FIRENRMAZED A7V DT IVE— RSN
CTHRIIEEEHRTE LIV MERETSHE. MFD FEIRIF—4%EY by F—AICE#(FIVIR—X)L

TIFAR= P TUVhELTA—H—ID CEICH 4R L;'CI*J*B/\ RTAADEEIC—REET %,

F CWIS ho1—Y—ID &SNAT—FEA AL, FBEERICRABE D17V FRAD TP IVEEICEINTY

YMETETIHELEKRICI-Y—ID CEDTIAR—- TV FeLTREIN- FTAADREIC—KE

B\ns,

FAZBR—RBEINCTVY T —SZHERTS12HIC. MFD OERERIVDLI—H—ID &E/NAD—

FEAAL, BEESNSEI—T—ID (SR IG LTV MFBDUA M IThR TSNS, FIREEIZDUA

MOGENRIFE T FIEHIBRDIE RO AIREE 3B,

HRINYD R e R e

3CRRARSNTVEBWIITETPDAR— B BRIRVDAICAF v U T —RETPDARIET —REKHH
FBHENFHETHD,

AF VT -REBRBRYDIAIEMNT BICE. FIAEN MFD 04/ IRILHo1—H—ID £1—-H -1
AD—REARNSET, FBEESNBEAFT v UHBED R AN R RE(CAD ARE RN B AF v UIERET D
CEICEN T WREiEESH B REN\—-RFTAADKEBICETET D,

TPDAZET - HEH BRI AIREMTFI5E(CE1-F—-RAIITHT . AREBEFRRMENLT
BEGEF D XN TCRIETPIARET —A035. £ ERICHBNIAEHEELCREBI7IAZ
BT ANENENIEESNTHREBRYDAICB BIMIICHESNSCETRIBEEE S,
FLERCEDFEBRVIARI D TEAIBEBTED TR TDIPIARET A EHRBRYIAIEM TS
ENVRIRETHS.

FiFeniz1-Y-ID CtnEAHRBRRNYDAL, FIREBENMEERIVEIE CWIS ho1—H—-ID &
NAT—FZANT3EMFD BRERICEFSNLI—Y—ID £ \AT—FR—ETdhEFIVIL. — %
LEiH B 0H BEEN I URYD AR DT — e R T et I Recis . Bt L0EIRI . HIFRDE1E
MRTREET B,

37 70—HEE

JaJon-ctld. Z#VJXE’@77’77\11=XCEU)LEE’E'_TL HIC. SMB/FTPE5ik, A—JLiEfE. 7
DAEEBED, T-ADEEFE/EELBEEVLEDTN(FIR)E. HohUhHHEaRCERE UL
LT, ERMBEERBICERTS,

J3770-(3ETE) B EMRBRVIALRERMAFTHIET, HERVIAICKET-INEMINL
KR CEERICELE DN EN RTINS ML . BRRVIAICEE NN ET —HERIRUTESS
DILEEIE TR T SHREERITI LN AIRETH S,

~

i

(4) YATLEBELF1UT B

A TOE [, H3HFEDFIRAEBENFLGHEREZFLEILHIC. VATLEBEEE- FAOT7IEAEVA
TLEBECOHCHIRLT, BEASNEIATLEBREDHC, #E RO TROEF1UT4HEEE
DSRMEREEATOEREH TS,

s N=RFYADEBERT AL EEFEEMENDSBERT
s N=FFAADERT IS LS REDS IBERTE
s N—=RFAADEET-IESIEF—DRE
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- RERNRIDHDREERD) S AT — RMEREEENS B E

- HMEEE ID EIAD-RORTE HHEEEDH ATRE

- SA. —&FIAE ID OSBERTERLVENAT—FERE  NMAEEFOH
s VATLEBEBIRRICLITICAIEEHEEDS BERTE

- YA —R(—&FIAEE SA)DXFHFIBEEENS BERTE  AAERAHOH
- SSL/TLS BIEHEEDSRBERTE

- IPSec BIEHRENDSRERTE

- S/MIME BEHEENSREETE

- On Demand Overwrite #48.DSRBEHRTFE

- A-Y-RAREEDSREERTE

- BRETVUMEREOSBERE

- Bft. BRIOSBERTE

- BENRIVA— M) THBED S BRERTE

- BETAMEBEOSHREETE

- LiR—ME HEEDSRERTE

FEARTOE FYATLEEEDSA7Y b Web 7595 %EUT CWIS #EEICED, BEESNEVAT
LEBENHIC, CWIS #EEICLN T RROLF 1) T EENS BER EEITOEREH T3,
- BHEEE IDENAT-RORTE HIBEEEDHATEE

- SA. — &R AE ID OSRBERERLIVNAD-REE  RARIFOH

- VATLEBERIAXRBICLSITICAESHEENDSBERTE

- A—HY—)AT—R(—REFIAEE SA)DXFHFIRMEENDSBERTE  ANMARIIFDH
s XA TAEEOTBEEDSBERTE

- SSL/TLS BIEMEENSREERTE

- IPSec BIEWEEDSRERTE

- SNMP BEHEENSRERTE

- S/MIME @ EHEENSRERTE

- X.509 FEBAE DR/ 7y7O— F/4D0—F

- On Demand Overwrite 48NS BEHRTE

- 1-Y-FRAEEDS R T

- CWIS Z—MUTPHEENSRBERTE

(5) DAMY—IVIZTIEEFIRHEEE
ATOE G DAMR—IVIZT7N(4)DVATLEBE X 1) T EEMEECRETIRENSRELU
EEHNHELBVLSIIC, BESNEVATLEEEDH TR/ SRILE CWIS I, DAMN—IVIZT
IREHIREREEOR S/ BENDOSRERTEEITOEREZFRI TS,

(6) tFaUTAEEEOTHRE
A TOE &, L2, 3D, EDLIBHEREATONELVIFRPEZRRGAAY MBIZEESOERER,
I1-Y-ERE) e, BRI ILHOTFIIT(EBEOTHAEZRETS, COMRBERIATLE
BEDHFIFARTRETHN. BE LAEHTOHIC Web T50HZRUT CWIS [LENATREINDTF A+
TPAIVTHIVO—-RTBENTRETH D, YATLEBRENEFIUT(BEEDTT-AEAYVO-FT
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BIHICIE, SSL/TLS BENERCHRESNTVEHFNELLEL,

(7) REBRYII—DT—R{RERRE
A TOE &, REBRYMI—D EICHFEETIXET A, YaJ70—  BHERVIA £¥1)H(EEODTT
—ABLU TOEBRET ALV IEBET HZRETILHOLUTO— ML ESLRAETONIVIC
XIET 3,

« SSL/TLS 7Okl

- IPSec 7ORIIL

- SNMPv3 Ol

- S/MIME 7Or1J)L

(8) 1V74*=vav70—tFa T ke
A TOE (&, 44884 V3—J71—AERERY M) —DRICH TR HF A SNIEEEZFIR T 5882 E T
%,
TOE RAA T3y 77D AR— RV FO—5h— REUSB A VA—J1—ATHEfHEND D, N REEE
EIRHENSTPDAR— FEBUT TOE DRERLAERRY FI—DA FIEICTPILRATHEFHELL,

(9) BCTAMEERE
A TOE (I, TSFRITA-FBLU TSF T ADFTE M ERE T STHNDE S TAMEREERITIHL
WEIBETH Do

1.4.2.3. wFaTAHEEERACTILHDERTE (Settings for the Secure Operation)

1.4.2.2 EFaUTAHEEE AT BTNICVATLEEEI TOE CUTDREET S ENBETH
%o

o N—FTAADEBET I LEETHEREE
[1[E]H30ME[3 [E]ICERE

o N—FFAADERT MBS LR
[(B#N]ICERTE

o KAENRIDbDFREERFD) VAT — R{E At aE
[(BEM]ICERE

o VATLEBBRIEAKICLE TV AIETRHEE
[5]EICEETE

o SSL/TLS B{E#sE
[BR]ICRE

o IPSec @E{EHEE
[B#N]ICERTE

e S/MIME @{E#48E
[(BM]ICERTE

e On Demand Overwrite &g
[(BM]ICERTE
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11— —FRAEHERE
[AIRERRE (R[S EREREE] (SRR E
BT Mg

[FAR= TV MRFICERE
Z— U7 HEE

[(BE%N]ICERE
TX1UTAEENTHEE
[(BEXN]ICERTE

SNMPv3 @{EHEE
[BR]ICRE
NANI—IVIZTIREHIRRH#EEE
[(B#]ICERE

B2 TAMESE

[(BE%N]ICERTE
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tFIYF G

1.4.3. TOE m#p¥Em&EE (Physical Scope and Boundary)
A TOE OYEMEFHIIEE KSR THS, B 4 (CMFD ADE 1=y MERE. TOE O IEREE %

LIk T3,
YATLEBRE
—RRFIAE
NARY—IVIZ
ADF 1 bO—F—F i e
ADF R— R AR L\ FT( TR R ! g sS4
ADF i:::::::ﬁ_':iigi*ziiz el **1;2%};;”,: IV g Mfﬁﬁ'ﬁfﬁfjlfyjh
ROM " A%t — :iiié%,fﬁ“_________j S FTP Y-/t
&y P~ BE by SMB #—/{—
L " HARI—I! @ .
I 1 u')7\=\=\4/1‘§§i i_/_\“f:;'_'f_iq' . Y- | : | LDAP H—)\— ]
:::::F:lb:::::l ' DERT— ! : 1 il BR A SEEP = Kerberos ¥—/\—
o [FIU5SE =i SlEedl || rom (i3
IIT =K ||k | B B Reuiband B9 == ~
T BB GEPL o Pstisinisisininin :;Eg:'g%, B HIN R PR
| THERE) N AVTAA— ' <[P (usB)
ROM ekl E___-_-!: $3v70— i 13 : N
IYHA HeFalsel || DRAM I
VEALORTL iR AT
B 792 B oo | BERRRE
| e M SO
LI B O B oAt T PO
OSB3 | genspreens 7R B-07 3
10T " P CWIS h e T 1 RaEieE |
ROM :____*%%_ﬁl_ﬁ___:';:::::::::! __________ ! cC
' B TAR 0
| MERE 2 | 77D AR—F
"""" Controller ROM g (AR EFEE R
| CPU | =
Torn
B2KT?

4 MFD RMO& 1=y & TOE DY i & B

MFD (3J> bA—5R—

R.IIT. IOT. ADF BLHELE IRV DRSNS

AV hA—FIN— REBIERIVORE . BT -30BIEEITINERS VA—JI-ATHERIN TS, F

ZavhA—-3iR—

KETPHAR—

FORE. Y FA—5iK—

RE IIT ih—

FOfE. LUV FO—FiK— FE IOT

R— RO, XET-IBLUVHIET —IDBIEEITIEHD. ERORERA VI—T1—-ATHfSN T

%o
IV ba—-Sik—
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X IUTABEDTZHDEIBREMRTHD ., 2y I—D1UA—TJ1—A(Ethernet), O—HIL1VB3—J1—2
(USB)%E#5. IIT K— k4 IOT — RhiiE#EEN T3, 7055 L(d Controller ROM (CH# &N TLY
%,

EBADI=IFILAIT)E, TE—, AFv—. J7DAEEDF| ARFC, [RIaEHHAH . ERIFEHRED
VA== RAERETRANT M ATHD. TOTI LI IIT K—FROD IIT ROM [CHEEHEIN TS
B E HA-3IHIL(IOT)E. IV bA—Fh— FhoERiE SN B E R IFHREH HTET /MM ATHD, 7O
SLIE IOT R—FA® IOT ROM [CHEBEEHIN TV

BEIRIEXEDEE (ADF)E., RBEBEBMICIIT (CHETET /MM ATHD., FOJSLIE ADF K— KRR
M ADF ROM [CHEEHINTLVS

B4RV MFD OOE—#8E. T)UA—HERE. AFvT—1ERE. BLUT7DABEDIRES LURTE
(CHERRIY, VT BVFRRIVTAATVIDNEBRESNE R THD.

TOE #1® NVRAM EREN— FT4ADKE IS L AT RETII G LVERIE SR TH S,

4 347FM Channel (X TOE 2 TTFEHNHEHT S,
e Private Medium Interface
##1E\%)L. USB
e Shared Medium Interface
Ethernet
e Original Document Handler
IIT
e HardCopy Output Handler
10T

1.4.4. #4149V (Guidance)

A TOE R T IHIHVAXERFUTOEBNTHD,
e Xerox Color 550/560/570 Printer User Guide
e Xerox Color 550/560/570 Printer System Administrator Guide
e Xerox Color 560/570 Printer Security Function Supplementary Guide
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#&F3k (Conformance Claim)

2.1. CCi#&ZE (CC Conformance Claim)

A STHLUTOED CCHEEERIE, LTOESENTHS,
STETOE H#E&AEERYT S CCDN—Yay:

Common Criteria for Information Technology Security Evaluation

Part 1: Introduction and general model (September 2012 Version 3.1 Revision 4)
Part 2: Security functional components (September 2012 Version 3.1 Revision 4)
Part 3: Security assurance components (September 2012 Version 3.1 Revision 4)

CC Part2 extended [FPT_FDI_EXP.1]
CC Part3 conformant

2.2. PP XEiE./\wr—YZEsk (PP claim, Package Claim)
2.2.1. PP X3k (PP Claim)

A ST &,

Title: 2600.1, Protection Profile for Hardcopy Devices, Operational Environment A
Version: 1.0, dated June 2009

ADFREEEEZERT D,

2.2.2. )\w5—3JEiE (Package Claim)

EAL3 [C ALC_FLR.2 ®;BH0(EAL3 augmented by ALC_FLR.2)%#FiET 3,

7= PP SRk ;&R el 8Efs SFR Package WA, D/ \Wwh— %/ \wh— Y& (package
conformant)eLTEET %,

Title: 2600.1-PRT, SFR Package for Hardcopy Device Print Functions, Operational
Environment A
Package Version: 1.0, dated June 2009

Title: 2600.1-SCN, SFR Package for Hardcopy Device Scan Functions, Operational
Environment A
Package Version: 1.0, dated June 2009

Title: 2600.1-CPY, SFR Package for Hardcopy Device Copy Functions, Operational

Environment A
Package Version: 1.0, dated June 2009
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Title: 2600.1-FAX, SFR Package for Hardcopy Device Fax Functions, Operational
Environment A
Package Version: 1.0, dated June 2009

Title: 2600.1-DSR, SFR Package for Hardcopy Device Document Storage and
Retrieval (DSR) Functions, Operational Environment A
Package Version: 1.0, dated June 2009

Title: 2600.1-SMI, SFR Package for Hardcopy Device Shared-medium Interface
Functions, Operational Environment A
Package Version: 1.0, dated June 2009

3. WAEEH (Conformance Rational)

A ST [&. 2600.1, Protection Profile for Hardcopy Devices, Operational Environment A
[CE2i &N TLV% Common HCD Functions & Print Functions, Scan Functions, Copy
Functions. Fax Functions, Document Storage and Retrieval Functions,
Shared-medium Interfaces Functions ##3# Lz L C—EptaeZ B ML CRRBIN TS,

AR ST [CHD TOE FERIE. AE—HERE. TIUA—HRE. AXv—HEE. J7DAKREER T35T UAIE
&#(Multi Function Device B&#5 MFD)T#&D. PP M 4.1 Typical Products [CEEiREN T3
Hardcopy Device tRIZETHIEREREZDEZ LTS,

FETRICRTLIICEF VT REER. 1) T KT &, F1)T1EHE PP EZHEFE L TS
ncusd,

PP THRELTVSETHER/OSP/AHREHIBANBRELEEETICSIASNTHED. EMOE B
/OSP/RIHREH BN HE B/ OSP/RiREHE PP DX 1T EREERDAT— AV FEME]
FThd,

PP THREL TS ERIREOX KA S DR, OE.AUDIT_STORAGE.PROTECTED &
OE.AUDIT_ACCESS.AUTHORIZED ZHIBRL. TOE DX KA EHELTIVS, EDMIEABTELE
BYC5IASNTED, BIMOERREO KA HBBOIENSERREO KA L, PP O+
UTARRAEFHDAT— AV PERIF LT OFIRTHS.

o PPTHRELTCLBETO TOE OMEAHNANBREEEETICSIASNTHN,

O.AUDIT_STORAGE.PROTECTED. O.AUDIT_ACCESS.AUTHORIZED. O.CIPHER %i&
Mmox KA EHEL TS, O.CIPHER BREN— FTAADEEDT —IDIESILTHI., D3t KA
BRI LTHENFEEEALB, TOMBPBTELEEETIC5IASNTHEN, TOE dEF1UT134%K
AEHE, PP OEF1UTARHERAEHDAT— AV EDFHIREITHS,
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PP T#RELTLVS SFR & ST TEALTLVS SFR DBE{&% Table 14 [LSRLTLV,

CCT& R0 SFR RO, SFR MEMABTERRLTLD,

Common Access Control SFP DX ETF—ANEFFIREDEMIE. PUEAEHF SN R BAEIIC
HIFRLTHN. FDP_ACC.1/FDP_ACF.1 (X PP LNHIBRAITHS,

+SMI DtEFa)T4BHEEEZLTLVELD, FPT_FDI_EXP.1 O¥5X=HIR T2 DIREIITFEAE
LizLVesh PP DERERFTHD,

D.FUNC 7Dt A SFP MEM(E D.FUNC DERkEZEXICEAL. POEAREFRISNFIRAE(C
HIBRLTHN. FDP_ACC.1/FDP_ACF.1 (Z PP LDHIREITHB o

PP TiREL T3 M) SFR (FERERZETHN. EBMD SFR (CLD. TOE ZLNHIRAICLTID,
CDZEICED, A ST D SFR (3 PP @ SFR LNHIRAITHS,

&, A ST Tld PP ) SFRICX LT, :ERE D EREH L. EDBIRABREAR)YD TR LTS,
TOERARL PP OERLTVSAREECIRLTLVD,

FLRRICBMTEB D ZIREH L. ZDEFANEE PP THELTCL\SH S LEHTI2)yITERAR LT
%o

PP CHREL VS 1T 3t KA ERBDA, P.AUDIT.LOGGING DxfK A &3
OE.AUDIT_STORAGE.PROTECTED. OE.AUDIT_ACCESS.AUTHORIZED %
O.AUDIT_STORAGE.PROTECTED, O.AUDIT_ACCESS.AUTHORIZED [CEE#ZT\%,
7z T.DOC.DIS & T.CONF.DIS Mx3%K A #(C O.CIPHER ZEMLTL\%, TDMIIHNEEZEEE
FICPP OERLTNSARER MR L THNRIESN TS LR LTS,

TFIVT R E RIS, ERBAE B ARFETRAB LTS,
EBMMENT TOE x5k A #t& SFR [CEALTIEEMDERBAZL TS, EDMta(E PP DERLTLVBNEE
SRt L THDREESN TV CEZEIR LTS,

PP THRELTL'S SAR [FNAZLEEETIC PP DERLTLVVIHNEZRHE LTS,

#MICA ST (3 2600.1, Protection Profile for Hardcopy Devices, Operational Environment

(CEREEES LTS,
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3. tFaUF1EERETEE (Security Problem Definition)

AETIE. BE. BEOtF1UT A E. AHRFHICOVNTEERT S,

3.1. #&RL (Threats)
3.1.1. TOE &% (Assets Protected by TOE)

A TOE WMRETIBEERBUTOEBNTHS,

Table 4 FIAET—HCREATSREEE

Designation PP Definition BRMLGREEE 8 2R

D.DOC User Document Data Ja7NBOLHICERT | FIAEN MFD 236—. FUU A,
consists of the BXET—H TPDA. AF v EDB I THIA
information contained THEEBRLELEF. EET)
in a user’s document. U rOTHICAERN- FTF1ADE
This includes the BIL—FMICXET-INETRS
original document itself N3, F= CWIS #EEICEDFI A
in either hardcopy or FD747V b MFD HOEE
electronic form, image NYDAICEBESNLEXET 5D
data, or D UNRIEETH D,
residually-stored data | Ja7EB#OF|IAFH | FIAFEN MFD 26—, I7DA,
created by the XET—4H AXvUEOHWTHATSEE
hardcopy device while BNEBDPEE. BEETD OLH
processing an original (CHREBN— FT4ADEE (C—BFHY
document and printed [(CXET-INERIN, YaT0
hardcopy output. T PRI ERERE

IRk TN T—RIEFET D,

D.FUNC User Function Data are | ¥3770— AFVIUXEPTPIAZEXED
the information about a WIBEITIEHIC, AFvF—5E
user’s document or job BIRPER T+ -V, 72D
to be processed by the BLIE A&/ BERBE—EDL
TOE. BORN(FIR)ZE. HohUHk

FICEELLLO,
HERYDA REN—FTAADEEICERS

N, AFvF—HaePI7HAR(EIC
INFEBPAINLEXET —H&ETE
I BMEBRGRYD A,
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Table 5 TSF F—AICBAT3{REE =

Designation PP Definition BRMGREEE iR EREA

D.PROT TSF Protected Data are assets | TSF ¥—%(Table 36 | SREZ R VATLEEEL
for which alteration by a User | £ Table 37)0TFit | F1)T1 EEHEECLID VAT
who is neither an D.CONF LISt fEsR | LEEEICRESNIN., HE
Administrator nor the owner ARCOVWTIFBRESNTEE
of the data would have an F1UT1 LOBBEROEVE
effect on the operational ],
security of the TOE, but for
which disclosure is
acceptable.

D.CONF TSF Confidential Data are FREBEONSADV-FIE | YVATLEBERFZVATLER
assets for which either = , Bo¥1)T1EEMERICLD
disclosure or alteration by a -ERAY (Table TOE Ot Fa)T1HEEDERE
User who is neither an 15) . | D MFD DIEENRIP VAT

. N—=RF1ADEET e —
Administrator nor the owner PR E{LELR LEEEDIA7V M HAIEET
of the data would have an ‘B Ry FO—HF—4 | BN, RET—AE TOE RICHKR
effect on the operational REFER Fnd,
security of the TOE. — e FIAE (&1 —H—SREI B
HEICED. BB® ID &/iAT—
ROEZRTED . MFD D#24E) %
IVBRIBETHD. BRET A
TOE HIC&RESND,
VATLEBEREX1I)T(E
BENVT-H%VATLEBED
47V Mo BN LATRETH
N, tF¥1)T4EEODTT-AF
TOE HNICRESEND,
Table 6 ZDthDREE E
Designation PP Definition BARMLBREEE R &
Functions Functions perform processing, | MFD D#&E FRISNIHEDRIAEL

storage, and transmission of
data that may be present in
HCD products. These
functions are used by SFR
packages.

(FH' TOE @IE—#EE. TV
VE—thRE. AX v
BE. J7D A REEE AT
BENHTBE,
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/—ﬁ%ﬁiﬁéygg?ﬁ ; Y T
227 EGEE ; B -
-y NESIVEL. RBAE
Oz -2 0) U I NSRS
- IPDARSA ) T
-Web 7594 ! BENRNAE |
-------------- 1
\ L'j_q_"fﬂ___*_ﬁl'_ el !
/& r_--L___I
! |
i I747 | y TOE N
mEsRybO-DERNEX | 1 ATl XE5
E7-5 TOERET—H. | tooop--- -
JaJI0—, FEAVDA, £ @fﬁ%f %D’fj
F1UTFAEENST—H EFUTAE 7
\ _____ -TOE %74
48 AN - Y37 70—
-y m— CET 7
REESTDRPE S N B e
BTOEBETF—H | -ooooo- | R ‘@W.-@.ngﬁz__’ﬂ____
AR R ik :
- : Zﬁ?_;ﬁ“: PoeaFA
LDAP H—)1— ey N
Kerberos #—/){— [ e e E .
4 o \
NEERET—, | — IS4 7+ NI
hlzq_ﬁ_l.s___*:a_j_-__?_' BEU-U- /\_ S - P
BT 4 |

5 REEELRERNRNEE

F) ABMRYRI-DRICEETEI—MIIM7V MBI - N-REOERT IRy I -DE
NS —MT - AIREHNRNOEETHIN . AR BIERREN S TOE 25t LTRERRY FI—DAR
AT BIEE TOE DHEREICENBRIE SN b L RRIRERN RN DEENTIEAT L BEE
(oL,

Table 5 0 TSF T—A3(&, (REN—FT4ADEREICHEM)EHB LIS, IV bO—5iR—FD NVRAM,
SEEPROM [CRFSNTL'S,
REUVB - BRI LY — /9331 LEREHFHREZ TN NVRAM [CRESNTS,

FIEIHFTD NVRAM & SEEPROM [Cld, TSF TSN DT—AHZHSN TLSH, ENLDERTE

53 TOE O tF1)T4HEEICER R LB LVEHIRER RDE ETIIELY,

X1V TAEEDTT-AE —FHIIC NVRAM (CEEIESN S, I71ILELTIERERN— FTAADEE(C
REFESND,
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3.1.2. BEI—-YIVt (Threats agents)

ASTCTRTRA4BEVERI- VIV MEREBFEEET S, VITNHELNIORERNEFIETH
N TOE OEIC OV T RSN TWSIEHmA A 2 TS ERET B,

a) Persons who are not permitted to use the TOE who may attempt to use the
TOE.

b) Persons who are authorized to use the TOE who may attempt to use TOE
functions for which they are not authorized.

c) Persons who are authorized to use the TOE who may attempt to access data
in ways for which they are not authorized.

d) Persons who unintentionally cause a software malfunction that may expose
the TOE to unanticipated threats.

3.1.3. &HB (Threats)

A TOE (3928 B %, Table 7 (L5893, unauthorized persons (& 3.1.2 DEFHI—-JIV b+
THIEET B,

Table 7 #IAET—3 £ TSF T-RICHTBERL

Threat Affected asset Description

T.DOC.DIS D.DOC User Document Data may be disclosed to
unauthorized persons

T.DOC.ALT D.DOC User Document Data may be altered by
unauthorized persons

T.FUNC.ALT | D.FUNC User Function Data may be altered by
unauthorized persons

T.PROT.ALT D.PROT TSF Protected Data may be altered by
unauthorized persons

T.CONF.DIS | D.CONF TSF Confidential Data may be disclosed to
unauthorized persons

T.CONF.ALT | D.CONF TSF Confidential Data may be altered by
unauthorized persons
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3.2. #AMat*1U71A%t (Organizational Security Policies)
& TOE HIESF LB IFNIEH5E MBSO F1)T7 (75 8H% Table 8 ICFRit T3,
Table 8 ANt *1)T14%t

Name Definition

P.USER.AUTHORIZATION To preserve operational accountability and security,
Users will be authorized to use the TOE only as permitted
by the TOE Owner

P.SOFTWARE.VERIFICATION | To detect unintentional malfunction of the TSF,
procedures will exist to self-verify executable code in the
TSF

P.AUDIT.LOGGING To preserve operational accountability and security,
records that provide an audit trail of TOE use and

security-relevant events will be created, maintained,
and protected from unauthorized disclosure or
alteration, and will be reviewed by authorized personnel
P.INTERFACE.MANAGEMENT | To prevent unauthorized use of the external interfaces of
the TOE, operation of the interfaces will be controlled by
the TOE and its IT environment.

3.3. HHEEH (Assumptions)
A TOE OEE. ER. BLUFIAICRIT 2RTIREH&. Table 9 (LR T B,

Table 9 BREH

Assumption Definition

A.ACCESS.MANAGED | The TOE is located in a restricted or monitored environment
that provides protection from unmanaged access to the
physical components and data interfaces of the TOE.
A.USER.TRAINING TOE Users are aware of the security policies and procedures of
their organization, and are trained and competent to follow
those policies and procedures.

A.ADMIN.TRAINING | Administrators are aware of the security policies and
procedures of their organization, are trained and competent to
follow the manufacturer’s guidance and documentation, and
correctly configure and operate the TOE in accordance with
those policies and procedures.

A.ADMIN.TRUST Administrators do not use their privileged access rights for
malicious purposes.
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T¥a)F1xdEkAEt (Security Objectives)

AETIH, TOE tFaUT kA &t BERRREOCF T4 R A&, LUV EF 1) T4t KA EHRH

[CoWTERiR T3,

TOE OtFa1)71xt5k A& (Security Objectives for the TOE)

TOE Ot F1)T1xt%K A #t% Table 10 (CEE T 3.

Table 10 TOE t¥al)T4xt KA &t

Objective

Definition

O.DOC.NO_DIS

The TOE shall protect User Document Data from
unauthorized disclosure.

O.DOC.NO_ALT

The TOE shall protect User Document Data from
unauthorized alteration.

O.FUNC.NO_ALT

The TOE shall protect User Function Data from
unauthorized alteration.

O.PROT.NO_ALT

The TOE shall protect TSF Protected Data from
unauthorized alteration.

O.CONF.NO_DIS

The TOE shall protect TSF Confidential Data from
unauthorized disclosure.

O.CONF.NO_ALT

The TOE shall protect TSF Confidential Data from
unauthorized alteration.

O.USER.AUTHORIZED

The TOE shall require identification and authentication
of Users, and shall ensure that Users are authorized in
accordance with security policies before allowing them
to use the TOE.

O.INTERFACE.MANAGED

The TOE shall manage the operation of external
interfaces in accordance with security policies.

O.SOFTWARE.VERIFIED

The TOE shall provide procedures to self-verify
executable code in the TSF.

O.AUDIT.LOGGED

The TOE shall create and maintain a log of TOE use and
security-relevant events, and prevent its unauthorized
disclosure or alteration.

O.AUDIT_STORAGE.PRO
TECTED

The TOE shall ensure that audit records are protected
from unauthorized access, deletion and modifications.

O.AUDIT_ACCESS.AUTH
ORIZED

The TOE shall ensure that audit records can be
accessed in order to detect potential security violations,
and only by authorized persons.
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Objective Definition

O.CIPHER The TOE must provide the function to encrypt the
document data and used document data to be stored
into the internal HDD so that they cannot be analyzed
even if retrieved at disposing MFD or its components by
the maintenance.

4.2. ERAREOEX1UT xR AE (Security Objectives for the
Environment)

ERRENEF1)T1x KT 4% Table 11 (CREhT B,

Table 11 ERIEHZOEFX1)T1 x4 KA #t

Objective Definition

OE.PHYSICAL.MANAGED | The TOE shall be placed in a secure or monitored area that
provides protection from unmanaged physical access to the
TOE.

OE.USER.AUTHORIZED The TOE Owner shall grant permission to Users to be
authorized to use the TOE according to the security policies
and procedures of their organization.

OE.USER.TRAINED The TOE Owner shall ensure that Users are aware of the
security policies and procedures of their organization, and
have the training and competence to follow those policies
and procedures.

OE.ADMIN.TRAINED The TOE Owner shall ensure that TOE Administrators are
aware of the security policies and procedures of their
organization, have the training, competence, and time to
follow the manufacturer’s guidance and documentation, and
correctly configure and operate the TOE in accordance with
those policies and procedures.

OE.ADMIN.TRUSTED The TOE Owner shall establish trust that TOE Administrators
will not use their privileged access rights for malicious
purposes.

OE.AUDIT.REVIEWED The TOE Owner shall ensure that audit logs are reviewed at

appropriate intervals for security violations or unusual
patterns of activity.

OE.INTERFACE.MANAGED | The IT environment shall provide protection from
unmanaged access to TOE interfaces.
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4.3. TFa)TsxEAEHER (Security Objectives Rationale)

TFIUTRERE, EF2UTA

REEE CRE VAR HCH IS T H2H0E0, HEWNIBBICH

FBREHDLD, HRHWNIHBBOLF 1T A EHERBETIHOEDTH S, TF1)T AR A EHERIST
BREMREM . MMT B BB ERITMBOLF1UT( A SO GEFRZ Table 12 (SRY ., Fe&t+
WIFREERN T TR A ECINREAESN TS EE Table 13 (CRE T B,

Table 12 tF¥aUT1 KA SERNTIER. MBBOCF1UT(A#H R URTHRSEH

Objectives

Threats, Policies,
and Assumptions

0.DOC.NO_ALT

O.FUNC.NO_ALT

O.PROT.NO_ALT

0.CONF.NO_DIS

O.CONF.NO_ALT

O.SOFTWARE.VERIFIED
O.AUDIT.LOGGED

O.AUDIT_ACCESS.AUTHORIZED

O.AUDIT_STORAGE.PROTECTED
OE.AUDIT.REVIEWED

OE.INTERFACE.MANAGED
O.INTERFACE.MANAGED
OE.PHYISCAL.MANAGED
OE.ADMIN.TRAINED
OE.ADMIN.TRUSTED
OE.USER.TRAINED

T.DOC.DIS

S lo.poc.NO_DIS

N |0.CIPHER

T.DOC.ALT

\

T.FUNC.ALT

T.PROT.ALT

T.CONF.DIS

T.CONF.ALT

P.USER.AUTHORIZATION

< STSISES S SN |0.USER.AUTHORIZED
STSES SIS ]SS loE.USER.AUTHORIZED

P.SOFTWARE.VERIFICATI
ON

P.AUDIT.LOGGING

P.INTERFACE.MANAGEME
NT

A.ACCESS.MANAGED

A.ADMIN.TRAINING

A.ADMIN.TRUST

A.USER.TRAINING
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Table 13 £FaUT REFEERICHIETIEF1) T4 KA EHRHL

Threats, policies, and
assumptions

Summary

Objectives and rationale

T.DOC.DIS

T.DOC.ALT

T.FUNC.ALT

T.PROT.ALT

T.CONF.DIS

User Document
Data may be
disclosed to
unauthorized
persons.

User Document
Data may be altered
by unauthorized
persons.

User Function Data
may be altered by
unauthorized
persons.

TSF Protected Data
may be altered by
unauthorized
persons.

TSF Confidential

- 28 -

0.DOC.NO_DIS protects D.DOC from
unauthorized disclosure.
0O.USER.AUTHORIZED establishes user
identification and authentication as the
basis for authorization.
OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to
appropriately grant authorization.

By O.CIPHER, the document data, and used

document data in the internal HDD are
encrypted to disable the reference and
reading-out of the document data, used
document data.

0O.DOC.NO_ALT protects D.DOC from
unauthorized alteration.
0O.USER.AUTHORIZED establishes user
identification and authentication as the
basis for authorization.
OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to
appropriately grant authorization.
O.FUNC.NO_ALT protects D.FUNC from
unauthorized alteration.
0O.USER.AUTHORIZED establishes user
identification and authentication as the
basis for authorization.
OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to
appropriately grant authorization.
O.PROT.NO_ALT protects D.PROT from
unauthorized alteration.
0.USER.AUTHORIZED establishes user
identification and authentication as the
basis for authorization.
OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to
appropriately grant authorization.
O.CONF.NO_DIS protects D.CONF from
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Threats, policies, and
assumptions

Summary

Objectives and rationale

T.CONF.ALT

P.USER.AUTHORIZATI
ON

P.SOFTWARE.VERIFIC
ATION

P.AUDIT.LOGGING

Data may be
disclosed to
unauthorized
persons.

TSF Confidential
Data may be altered
by unauthorized
persons.

Users will be
authorized to use
the TOE.

Procedures will
exist to self-verify
executable code in
the TSF.

An audit trail of TOE
use and
security-relevant
events will be
created,
maintained,
protected, and
reviewed.

- 29 -

unauthorized disclosure.
0O.USER.AUTHORIZED establishes user
identification and authentication as the
basis for authorization.
OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to
appropriately grant authorization
O.CONF.NO_ALT protects D.CONF from
unauthorized alteration.
0O.USER.AUTHORIZED establishes user
identification and authentication as the
basis for authorization.
OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to
appropriately grant authorization
0.USER.AUTHORIZED establishes user
authorization to use the TOE.identification
and authentication as the basis for
OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to
appropriately grant authorization

O.SOFTWARE.VERIFIED provides
procedures to self-verify executable code in
the TSF.

O.AUDIT.LOGGED creates and maintains a
log of TOE use and security-relevant events
and prevents unauthorized disclosure or
alteration.

OE.AUDIT.REVIEWED establishes
responsibility of the TOE Owner to ensure
that audit logs are appropriately reviewed.
O.AUDIT_STORAGE.PROTECTED protects
audit logs from unauthorized access,
deletion, and alteration for the TOE.
O.AUDIT_ACCESS.AUTHORIZED enables
the analysis of audit logs only by authorized
users to detect potential security violations
for the TOE.
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Threats, policies, and
assumptions

Summary

Objectives and rationale

P.INTERFACE.MANAG
EMENT

A.ACCESS.MANAGED

A.ADMIN.TRAINING

A.ADMIN.TRUST

A.USER.TRAINING

Operation of
external interfaces
will be controlled by
the TOE and its IT
environment.

The TOE
environment
provides protection
from unmanaged
access to the
physical
components and
data interfaces of
the TOE.

TOE Users are
aware of and
trained to follow
security policies and
procedures.

Administrators do
not use their
privileged access
rights for malicious
purposes.

Administrators are
aware of and
trained to follow
security policies and
procedures.

- 30 -

O.INTERFACE.MANAGED manages the
operation of external interfaces in
accordance with security policies.
OE.INTERFACE.MANAGED establishes a
protected environment for TOE external
interfaces.

OE.PHYSICAL.MANAGED establishes a
protected physical environment for the TOE.

OE.ADMIN.TRAINED establishes
responsibility of the TOE Owner to provide
appropriate Administrator training.

OE.ADMIN.TRUST establishes responsibility
of the TOE Owner to have a trusted
relationship with Administrators.

OE.USER.TRAINED establishes
responsibility of the TOE Owner to provide
appropriate User training.
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YRRV R—% Y FEZE (Extended Components Definition)

This Protection Profile defines components that are extensions to Common Criteria
3.1 Release 2, Part 2. These extended components are defined in the Protection
Profile but are used in SFR Packages, and therefore, are employed only in TOEs
whose STs conform to those SFR Packages.

FPT_FDI_EXP Restricted forwarding of data to external
interfaces

Family behaviour:
This family defines requirements for the TSF to restrict direct forwarding of
information from one external interface to another external interface.

Many products receive information on specific external interfaces and are intended
to transform and process this information before it is transmitted on another
external interface. However, some products may provide the capability for attackers
to misuse external interfaces to violate the security of the TOE or devices that are
connected to the TOE's external interfaces. Therefore, direct forwarding of
unprocessed data between different external interfaces is forbidden unless explicitly
allowed by an authorized administrative role. The family FPT_FDI_EXP has been
defined to specify this kind of functionality.

Component leveling:

FPT FDI EXP.1 Restricted forwarding of data to external 1

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces, provides for the
functionality to require TSF controlled processing of data received over defined
external interfaces before this data is sent out on another external interface. Direct
forwarding of data from one external interface to another one requires explicit
allowance by an authorized administrative role.

Management: FPT_FDI_EXP.1
The following actions could be considered for the management functions in FMT:
a) Definition of the role(s) that are allowed to perform the management activities.
b) Management of the conditions under which direct forwarding can be allowed by
an administrative role.
¢) Revocation of such an allowance.
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Audit: FPT_FDI_EXP.1

The following actions should be auditable if FAU_GEN Security Audit Data Generation
is included in the PP/ST:

There are no auditable events foreseen.

Rationale:

Quite often a TOE is supposed to perform specific checks and process data received
on one external interface before such (processed) data is allowed to be transferred
to another external interface. Examples are firewall systems but also other systems
that require a specific work flow for the incoming data before it can be transferred.
Direct forwarding of such data (i. e. without processing the data first) between
different external interfaces is therefore a function that - if allowed at all - can only
be allowed by an authorized role.

It has been viewed as useful to have this functionality as a single component that
allows specifying the property to disallow direct forwarding and require that only an
authorized role can allow this. Since this is a function that is quite common for a
number of products, it has been viewed as useful to define an extended component.

The Common Criteria defines attribute-based control of user data flow in its FDP
class. However, in this Protection Profile, the authors needed to express the control
of both user data and TSF data flow using administrative control instead of
attribute-based control. It was found that using FDP_IFF and FDP_IFC for this
purpose resulted in SFRs that were either too implementation-specific for a
Protection Profile or too unwieldy for refinement in a Security Target. Therefore, the
authors decided to define an extended component to address this functionality.

This extended component protects both user data and TSF data, and could therefore
be placed in either the FDP or FPT class. Since its purpose is to protect the TOE from
misuse, the authors believed that it was most appropriate to place it in the FPT class.
It did not fit well in any of the existing families in either class, and this lead the
authors to define a new family with just one member.

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces

Hierarchical to: No other components.

Dependencies: FMT_SMF.1 Specification of Management Functions
FMT_SMR.1 Security roles.

FPT_FDI_EXP.1.1 The TSF shall provide the capability to restrict data received on
[assignment: list of external interfaces] from being forwarded
without further processing by the TSF to [assignment: list of
external interfaces].
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tX1UT1EH (Security Requirements)
AETE, CFITHSEES . tF TR ER S LT R EHRICOL TR TS,

BHE. AETHERATIAED

- YJI1Hh

EERLELUTOEBITHS,

A

EE

Key Operator

HHEEEDI-Y-BEIN I LR TOE R AL
DA, BETVY MR T 5184

CHERY

SA

SA O1—Y—REEN' A LIREE COE R RE, EAYIAR, &
BTV MR T 5184

U.ADMINISTRATOR

Key Operator, SA O 1—H—BFEN AT LI RE COE R
HERRYIA, BRIV M TBIRE

U.NORMAL — & F A& (U.NORMAL)D 11— —EREEN A D LI AR BE TR K
eE. BERRVDA, BRIV MR T 5124
U.USER U.ADMINISTRATOR, U.NORMAL (a1 —H—ZREEN R DI LTz 4K
RETOEARBRE. RERVIA BEET)U M T HIR1E
- ATIIHb
£ E&E
Mailbox Personal Mailbox. Shared Mailbox D#F#TH3.

Personal Mailbox

—h&FI A& (U.NORMAL). SA MELANBIICEERATESIRYDA,

Shared Mailbox

FRTOFAEBEN LB LTHEATESRYDA,

Store Print/Private Print

TVUB—HEEECH VT, IR T —3ZTIVR—AL TR LIZEY Y
vIT—5%. MFD OREN-FT1ADEEIC—BEFEL. 3BEESN
e—MRFIREMEENSRININIETRISETHIRIERIRT 5TV b
Ao

Job Flow sheet

Personal Job Flow sheet. Shared Job Flow sheet D##T
H3,

Personal Job Flow sheet

— & FI A& (U.NORMAL), SABMEARICERATES Y3770—,

Shared Job Flow sheet

FRTCOFAEN KB LTHERATES V3T 70—,

Used document data
stored in the internal
HDD

MFD ORERN\— FTF4ADEBICERBINE. FIALKKR TLIZA
JVSBIBRENBD, RERN\— RTFAADEERICIET 2803 %FELT
WBIKREDXLET—A,

Document data

— A& FI A& (U.NORMAL). SA H* MFD OIE—H&RE. T8 —1#
BE. A¥ v —HEE. D7D AAEEFIA T HIRIC. MFD RE&&8
FTHETCNERIFEHRESTT —3&. ML TXET -HERELT D,

Security Audit Log

DL H, EDLIBIEEEIT NS ERPEELAAY M(HI
AEMECBREE . 1—F—RIERE) 5 BB RESNET -5,
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- BRI

A

EE

send scanned data

AF v UEXET - SEBBNICRREISATY M FTP H—)\—,
A=)b ==, SMB #—)\—, I7DA(BEEEF)NEIET S,

retrieve

FRRYDANOXET-AETERARATEE
ENRI
-CWIS hoFIBEDIM7Y FMADIHAR—

Execute a Job Flow
sheet

HERYIANDOXET R TEI3T70—-DEST
TRAHATEIENAEETHD,

- ENNI

H—N—ADE5%

- IPDAELE

A= JLiEE

modify the behavior

IR EE (AR, 4188). BFETVD MERE(FREL R BREF D
ETE. BIRR). BRI —DTF -5 REMEE(RIE A K. S
AR). N—FTAADERT A L EEHEMEE(LE2SEH. £2
Zi&E#R. On Demand Overwrite 15%R). Lik— M HH#ERE(V A
TLEBEDH. MAE)DHNSFVDER

modify TOE RETANKRELEHLULF1T(BIHE(FI AEHRE
R, BEREICH G T 2RI AEHEAER)DER
- RITEH

AR

[—=—=3
EFE

General User role

— & FI A& (U.NORMAL) TOE ZRIAT3MRICHEGIERER
+

SA role

SA N TOE &7 AT 3RICLELBERERT

Key Operator role

HHEEEN TOE EFATIRICLEGERERT

User identifier

General User identifier. SA identifier, Key Operator
identifier D#FFTHD

General User identifier

— &% A& (U.NORMAL) Z&# AIFREE T %72hDd 11— —1ID

SA identifier

SA & AR A T 372D 1Y —ID

Key Operator identifier

W EEEEMRIR T Sehn1 - -1ID

User identifier for each

function

AE—#aE. TUVA—HEE. A v —H#EE. T7DABERE(CRIE LT
POLAR R -V - 1R, ERAFIRNEHR

Owner identifier of
D.DOC

HERNYIA, TIAR— IV FROXET BRI LET DR AR
RElT 1—Y' 1B

Owner identifier of
D.FUNC

BRARYIA, Y37 70-CRB LTI AR fElg 1 - —1F#R
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- NEBOIVTATA
£ EE
Key Operator MFD O##EE® TOE tXa) T HEEDR EETOEEE .,
SA(System HMEEEHIVEFBRCIERSNE SADTHVV M ERLT R CE

Administrator Privilege)

WTE. MFD DM EE P TOE CX1)TAHREEDREZITOIEE
&

U.ADMINISTRATOR
(System Administrator)

Key Operator & SA DO#FF,

U.NORMAL (General
User)

MFD OJE—#Ee. A¥ v —HRE. T7DARBES LU T 53—
REEFIATIE.

- TDfhDRAEE

AR

—= =3
EFE

The Fuji Xerox's standard
method, FXOSENC

ELEOVIAREOESRBAERPITVIALT, BEFFICERS
ns.

AES

FIPS {RERIRDES L7 ITUXLT, N\= FTARDT-ADEES
BB EICERSNS,

Access denial due to
authentication failure of
system administrator ID

VAT LEEE ID SREE RN RE B 8RISE LIz RR(C, 845U
TIIERVIE/ A LS OERIEFZ(FF TN, £ Web 75
DY TRAEKDERDEIM /IR AT TERLRFEZ (THF3<BS
1k,

Data on use of password
entered from MFD
control panel in user
authentication

TOE BRET—ATHN . AKX RIVDODFBEERF D) AT — FE
HREDH N/ BN DIE

Data on minimum user
password length

TOERET—HTHN. SA/—BFAED/IAT— FEREFRDR/
XEFHOER

Data on key operator ID

TOE BRET—HTHY. M EEEHR DIZHD ID FER,

Data on key operator
Password

TOE RET—HTHN. MM EEEDEOLTHO) AT — FEHR

Data on SA ID

TOE BRET—ATHN. SA BAID=HD ID 1FHK.

Data on SA Password

TOE BRET—ATHN. SA FRELD7zh D/ AT — FIEHR

Data on General user ID

TOE BRET—HTHN, — & FIFAE(U.NORMAL)H A DIzH D
ID &%k,

Data on General user
Password

TOE $%EF—2THN. — A F| & (U.NORMAL)ZEEDT=5HD
NAD— g

Data on access denial
due to authentication
failures of system
administrator

TOE BRET—HTHN., YATLEESE ID B LKICERT 51
REDH 2/ BN DFMEK IR A HIFR
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Data on Security Audit
Log

TOE BRET—HTHN. L\, FEH, EDLIBIEREITIDELD
ERPEEBIRVMBIZESESTPERERE ., 1-—BEFLY)
. BRI T SHAED AR/ EHDER.

Data on User
Authentication

TOERET—HTHN. MFD OIE—HAE, AFv—1EE. T7DA
HWRESSUTUVA—HEEEFIAY SIRIC. 1—Y—FRELERICTER
AT BHBED A B/ BB LU EDER

Data on Store Print

TOE BRET—ATHD., TV T —ARER(CT MR- FTUVMC
BESEINERISEIHDERE HER.

Data on Internal Network
Data Protection

TOE BRET—HTHD. RARRYMI—D LICHEETIXNET 4.

EXIUTAEENTT-BLU TOE BEET—HEVTZRIET—H
ERETILHICH LTI —RIBHESILEETOFILOFE R/
BENBLUREVEFRSLURLAE. A/ BESE/IA0-F,

HBH) AT FIER,

Data on Customer
Engineer Operation

TOE BBRET—ATHN. DAMY—IVIZ7IREHIREEEDT S/
B OIEHRETRF) A0 — FO1ER,

Restriction-
Data on Hard Disk Data | TOEERET—H3THD. N\— T4 ADEBET IS L #E(CRE R
Encryption T RHEEED B X/ EDDEREB S L F—1ER

Data on Hard Disk Data
Overwrite

TOE BRET—HATHN. N\—FT1ADEBERET I L EEHEMEEC
BRI HAED AT/ ESDIERE EEZEHFR. HLU On
Demand Overwrite #RED B %/ B DIEERE BEFEEE
R,

Data on date and time

TOEREET—ATHN. 31 LY —0/UYI—51 LEETE FIRERERF
2“7_'"—)5‘_@3550

Data on Auto Clear

TOE BRET—ATHN . EENRIVA— MITHEEDE B/ BHH
JUDU7ERRDIER. HLU CWIS 07— MUTPHEEDT X/
HOTER

Data on Self Test

TOE BRET—HTHN. HETAMERRDER/EDIER.

Data on Report Print

TOE BRET—ATHN. Lik— M WHEEDER EFR.
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6.1. tFaUT,#EEEH (Security Functional Requirements)
A TOE MR T 21T HEEEHZLITICRRR T S,
A ST T, ERTIEEEHO—E%. Table 14 (TRT,
Table 14 #EcEH—%
BEREEHIVR—2 Vb PP &3k FIRARE PP EDE
FAU_GEN.1 Audit data generation Yes TOE (ZHH1E T Auditable Event &
BRMICER ., BMLTNS,
FAU_GEN.2 User identity association | Yes PP Mo ZEIL
FAU_SAR.1 Audit review No —® SFR MEMICEN VAT LEBRED
FAU_SAR.2 Restricted audit review | No HICEEOTT—A05H B U RERIR
#y%,
FAU_STG.1 Protected audit trail No Z0) SFR MEMICENEENT T—4
storage Z. FELHIBRPBRENIRET S,
FAU_STG.4 Prevention of audit data | No 0 SFR MiBMICLNEEEOT W EFIC
loss BOTZRFIC, R A VEEOJICHLL
BEEANVIMELEEETD,
FCS_CKM.1 Cryptographic key No COSFROEMICENREN-FT1AD
generation HBEDT-AEESIETS,
FCS_COP.1 Cryptographic operation | No
FDP_ACC.1(a) Subset access control Yes Attributes. Operations. Access
Control rule (3 PP ®f2i =5 L.
EHICTOE [CHNHET Delete. Modify
DRVEDFFMILEIREDEMZLTL
%,
FDP_ACC.1(b) Subset access control Yes Access Control SFP & TOE (C&D
BTERLTLVS,
FDP_ACC.1(c) Subset access control Yes Attributes. Operations. Access
(PRT SFR Package) Control rule (& PP gk %5 AL,
FDP_ACC.1(d) &5(2 TOE [C&HHE T Read DIR/ED
(SCN SFR Package) FHMIEZELTLVS,
FDP_ACC.1(e)
(CPY SFR Package)
FDP_ACC.1(f)
(FAX SFR Package)
FDP_ACC.1(qg)
(DSR SFR Package)
FDP_ACC.1 (h) Subset access control No _0 SFR M:EMNICLD D.FUNC D1

K. &40 Access Control SFP %
TOE ICHHBETEEL LTINS,
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HEEEHIVR—2U b PP &3k FIRARE PP EDE
FDP_ACF.1(a) Security attribute based | Yes Attributes. Operations. Access
access control Control rule (3 PP ®fgii =5 L.
EHICTOE [CHNHET Delete. Modify
DIEREZEF ML LR EDEMELTL
%,
FDP_ACF.1(b) Security attribute based | Yes Attributes. Operations. Access
FDP_ACF.1(c) access control Control rule (& PP OFEdiZ5| L.
(PRT SFR Package) EhIC TOE [CHNHET Read DigE%
FDP_ACF.1(d) HMIELTIVS,
(SCN SFR Package)
FDP_ACF.1(e)
(CPY SFR Package)
FDP_ACF.1(f)
(FAX SFR Package)
FDP_ACF.1(g)
(DSR SFR Package)
FDP_ACF.1 (h) Security attribute based | No Z0 SFR MEMNICED D.FUNC M4k
access control . &80 Access Control SFP %
TOE [ChHhETEHRLTLVS,
FDP_RIP.1 Subset residual Yes TOE [ChhETEIF LTIV,
information protection
FIA_AFL.1 (a) Authentication failure No ZM SFR @Lﬂu(:&@#ﬂ%mmﬁ%‘?”
FIA_AFL.1 (b) handling iF. SA FREEOE R KICLBZTIER
#E?’:T*%i%ﬁu’é?mﬁd'éo
FIA_AFL.1 (c) Authentication failure No Z0) SFR @L?JD(CJ:U—H%IJ%%‘E’J
FIA_AFL.1 (d) handling FIE. SA FREEMFRRE K BRBFIC, Avt—
JERRUTINAT-FOBANZER
THAEZIRET D,
FIA_ATD.1 User attribute definition | Yes TOE [ChhETEFLTLVS,
FIA_SOS.1 Verification of secrets No TOE [ChhETEIF LTIV,
FIA_UAU.1 Timing of authentication | Yes TOE [ZHHETEIFLTIS,
FIA_UAU.7 Protected authentication | No _ SFR M:EMICELNEREET74— R\
feedback ZR¥EID,
FIA_UID.1 Timing of identification | Yes TOE [ChhETEF LTINS,
FIA_USB.1 User-subject binding Yes TOE [ZHNHETEIF LTS,
FMT_MOF.1 Management of security | No Z SFR MEMICENTEF1UTH#ERED
functions behaviour BEZ. VATLEBEZHICREY
Z
FMT_MSA.1(a) Management of security | Yes X1 TA1BHOEE®REZ TOE (CH

FMT_MSA.1(b)

attributes

HETEMFLTLS,
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HEEEHIVR—2U b PP ZE3K LR E PP EDE
FMT_MSA.1(c) Management of security | No 1) BHOEEZ TOE [CHHE
FMT_MSA.1(d) attributes TEIRLTLVS,

FMT_MSA.1(e)
FMT_MSA.1(f)
FMT_MSA.1(g)
FMT_MSA.1(h)
FMT_MSA.3(a) Static attribute Yes TOE [CHNHETEIF LTS,
FMT_MSA.3(b) initialisation
FMT_MSA.3(c) Static attribute No TOE [CHNHETEEB LTS,
FMT_MSA.3(d) initialisation
FMT_MSA.3(e)
FMT_MSA.3(f)
FMT_MSA.3(g)
FMT_MSA.3(h)
FMT_MTD.1(a) Management of TSF Yes TSF F—A01gEYAME TOE [CHNE
FMT_MTD.1(b) data TRHBLTLS,
2L FMT_MTD. 1(b)l D.Conf ®
&M
FMT_SMF.1 Specification of Yes XAV TAEEBEEDYANE TOE ICH
Management Functions HETERLTLVS,
FMT_SMR.1 Security roles Yes TOE [CHHETEIF LTS,
FPT_FDI_EXP.1 Restricted forwarding of | Yes PP hoZEELL
(SMI SFR Package) | data to external
interfaces
FPT_STM.1 Reliable time stamps Yes PP hoZERERZL
FPT_TST.1 TSF testing Yes TOE [ChhETEF LTINS,
FTA_SSL.3 TSF-initiated Yes TOE [CHNHETEIFFLTLVS,
termination
FTP_ITC.1 Inter-TSF trusted Yes PP hoZEELL
(SMI SFR Package) | channel
6.1.1. Class FAU: Security Audit

FAU_GEN.1
Hierarchical to:
Dependencies:

FAU_GEN.1.1

Audit data generation
No other components.
FPT_STM.1 Reliable time stamps

The TSF shall be able to generate an audit record of the

following auditable events:
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- Start-up and shutdown of the audit functions;

- All auditable events for the [selection, choose one of:
minimum, basic, detailed, not specified] level of audit; and
- [assignment: other specifically defined auditable events].

[selection, choose one of: minimum, basic, detailed, not
specified]
- not specified
[assignment: other specifically defined auditable events]
- all Auditable Events as each is defined for its Audit Level (if

one is specified) for the Relevant SFR in Tablel5;

Table 15 Auditable Events of TOE and Individually Defined Auditable Events

Relevant SFR

Auditable event

Audit level

Additional
informatio
n

Actions to be audited
(defined by CC)

FAU_GEN.1

There are no auditable
events foreseen.

FAU_GEN.2

There are no auditable
events foreseen.

FAU_SAR.1

Successful
download of audit
log data.

<Basic>

None

a) Basic: Reading of
information from the
audit records.

FAU_SAR.2

Unsuccessful
download of audit
log data.

<Basic>

None

a) Basic: Unsuccessful
attempts to read
information from the
audit records.

FAU_STG.1

There are no auditable
events foreseen.

FAU_STG.4

None

a) Basic: Actions taken
due to the audit storage
failure.

FCS_CKM.1

None

a) Minimal: Success and
failure of the activity.

b) Basic: The object
attribute(s), and object
value(s) excluding any
sensitive information
(e.g. secret or private
keys).
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FCS_COP.1 None - - a) Minimal: Success and
failure, and the type of
cryptographic operation.
b) Basic: Any applicable
cryptographic mode(s) of
operation, subject
attributes and object
attributes.

FDP_ACC.1 — — — There are no auditable
events foreseen.

FDP_ACF.1(a) deletion of <not Type of job | @) Minimal: Successful
Mailbox. specified > requests to perform an

operation on an object

FDP_ACF.1(b) Job completion covered by the SFP.
and cancellation b) Basic: All requests to
of Print, Copy, perform an operation on
Scan, Fax, and an object covered by the
Job Flow. SFP.

FDP_ACF.1(c) User name, job c) Detailed: The specific
information, and security attributes used
success/failure in making an access
regarding check.
execution of Store
Print.

FDP_ACF.1(a) User name, job

FDP_ACF.1(d) information, and

FDP_ACF.1(f) success/failure
regarding access
to Mailbox.

FDP_ACF.1(g) User name, job
information, and
success/failure
regarding access
to Mailbox.

User name, job
information, and
success/failure
regarding
execution of Store
Print.
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FDP_ACF.1(h)

Creation of
Mailbox.

FDP_RIP.1

There are no auditable
events foreseen.

FIA_AFL.1(a)
FIA_AFL.1(b)

Authentication
lock of system
administrator

FIA_AFL.1(c)
FIA_AFL.1(d)

Authentication
failure from
control panel and
CWIS.

<Minimal >

None
required

a) Minimal: the reaching
of the threshold for the
unsuccessful
authentication attempts
and the actions (e.g.
disabling of a terminal)
taken and the
subsequent, if
appropriate, restoration
to the normal state (e.g.
re-enabling of a
terminal).

FIA_ATD.1

There are no auditable
events foreseen.

FIA_SOS.1

Registration of
user and changes
in user
registration data
(password)

<nhot
specified >

a) Minimal: Rejection by
the TSF of any tested
secret;

b) Basic: Rejection or
acceptance by the TSF of
any tested secret;

¢) Detailed: Identification
of any changes to the
defined quality metrics

FIA_UAU.1

Success/failure of
authentication

<Basic>

Attempted
user
identity

a) Minimal: Unsuccessful
use of the authentication
mechanism;

b) Basic: All use of the
authentication
mechanism.

c) Detailed: All TSF
mediated actions
performed before
authentication of the
user.

FIA_UAU.7

There are no auditable
events foreseen.
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FIA_UID.1 Success/failure of | <Basic> None a) Minimal: Unsuccessful
identification and use of the user
authentication identification

mechanism, including the
user identity provided;

b) Basic: All use of the
user identification
mechanism, including the
user identity provided.

FIA_USB.1 Registration of <hot None a) Minimal: Unsuccessful
system specified > binding of user security
administrator, attributes to a subject
and changes in (e.g. creation of a
user registration subject).
data (role) b) Basic: Success and

failure of binding of user
security attributes to a
subject (e.g. success or
failure to create a
subject).

FMT_MOF.1 Changes in <Basic> None a) Basic: All modifications
security function in the behavior of the
configuration functions in the TSF.

FMT_MSA.1(a) | Registration of <not None a) Basic: All modifications

FMT_MSA.1(b) | system specified > of the values of security

FMT_MSA.1(c) | administrator, attributes.

FMT_MSA.1(d) | changes in

FMT_MSA.1(e) | registration data

FMT_MSA.1(f) | (ID, password,

FMT_MSA.1(g) | access right) of

FMT_MSA.1(h) | system
administrator,
and deletion of
system
administrator

FMT_MSA.3 (a) | None <Basic> None a) Basic: Modifications of

FMT_MSA.3 (b) the default setting of

FMT_MSA.3 (¢) permissive or restrictive

FMT_MSA.3 (d) rules.

FMT_MSA.3 (e) b) Basic: All

FMT_MSA.3 (f) modifications of the initial
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FMT_MSA.3 (g)
FMT_MSA.3 (h)

values of security
attributes.

FMT_MTD.1(a) | Changes in <hot None a) Basic: All modifications
registration data | specified > to the values of TSF data.
(ID, password) of
system
administrator,
and in the setting
of security
functions

FMT_MTD.1(b) [ Changes in
registration data
(ID, password) of
system
administrator

FMT_SMF.1 Access to system | <Minimal> | None a) Minimal: Use of the
administrator required management functions.
mode

FMT_SMR.1 Registration of <Minimal > [ None a) Minimal: modifications
system required to the group of users that
administrator, are part of a role;
changes in user b) Detailed: every use of
registration the rights of a role.
data(role), and
deletion of system
administrator

FPT_STM.1 Changes in time <Minimal > [ None a) Minimal: changes to
setting required the time;

b) Detailed: providing a
timestamp.

FPT_TST.1 Execution of Self <Basic> None Basic: Execution of the
Test and the test TSF self tests and the
result results of the tests.

FTA_SSL.3 Log-in timeout <Minimal > [ None a) Minimal: Termination
from remote. required of an interactive session
Log-in timeout by the session locking
from control mechanism.
panel.

FTP_ITC.1 Failure of the <Minimal > | None a)Minimal: Failure of the
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trusted required trusted channel
Communication functions.

within a specified b) Minimal: Identification
period of time, of the initiator and target
and client host of failed trusted channel
data (host name functions.

or IP address) c) Basic: All attempted

uses of the trusted
channel functions.

d) Basic: Identification of
the initiator and target of
all trusted channel
functions.

FPT_FDI_EXP.1 | — - - There are no auditable
events foreseen.

FAU_GEN.1.2 The TSF shall record within each audit record at least the
following information:
- Date and time of the event, type of event, subject identity (if
applicable), and the outcome (success or failure) of the event;
and
- For each audit event type, based on the auditable event
definitions of the functional components included in the PP/ST,
[assignment: other audit relevant information].

[assignment: other audit relevant information]

- for each Relevant SFR - listed in Tablel5: (1) information as
defined by its Audit Level (if one is specified), and (2) all
Additional Information (if any is required);

FAU_GEN.2 User identity association
Hierarchical to: No other components.
Dependencies: FAU_GEN.1 Audit data generation

FIA_UID.1 Timing of identification
FAU_GEN.2.1 For audit events resulting from actions of identified users, the
TSF shall be able to associate each auditable event with the

identity of the user that caused the event.

FAU_ SAR.1: Audit review
Hierarchical to: No other components.
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Dependencies:

FAU_SAR.1.1

FAU_SAR.1.2

FAU_SAR.2

Hierarchical to:
Dependencies:

FAU_SAR.2.1

FAU_STG.1

Hierarchical to:
Dependencies:

FAU_STG.1.1

FAU_STG.1.2

FAU_STG.4

Hierarchical to:
Dependencies:

FAU_STG.4.1
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FAU_GEN.1 Audit data generation

The TSF shall provide [assignment: authorized users] with the
capability to read [assignment: list of audit information] from
the audit records.

[assignment: authorized users]

- U.ADMINISTRATOR

[assignment: list of audit information]
- all log information

The TSF shall provide the audit records in a manner suitable
for the user to interpret the information.

Restricted audit review
No other components.
FAU_SAR.1 Audit review

The TSF shall prohibit all users read access to the audit records,
except those users that have been granted explicit
read-access.

Protected audit trail storage
No other components.
FAU_GEN.1 Audit data generation

The TSF shall protect the stored audit records in the audit trail
from unauthorized deletion.

The TSF shall be able to [selection, choose one of: prevent,
detect] unauthorized modifications to the stored audit records
in the audit trail.

[selection, choose one of: prevent, detect]
- prevent

Prevention of audit data loss
FAU_STG.3 Action in case of possible audit data loss
FAU_STG.1 Protected audit trail storage

The TSF shall [selection, choose one of: “ignore audited

events”, “prevent audited events, except those taken by the
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” \\

authorized user with special rights”, “overwrite the oldest
stored audit records”] and [assignment: other actions to be
taken in case of audit storage failure] if the audit trail is full.
[selection, choose one of: “ignore audited events”, “prevent
audited events, except those taken by the authorized user
with special rights”, “overwrite the oldest stored audit
records”]

- overwrite the oldest stored audit records

[assignment: other actions to be taken in case of audit storage
failure]

- no other actions to be taken

6.1.2. Class FCS: Cryptographic Support
FCS_CKM.1 Cryptographic key generation
Hierarchical to: No other components
Dependencies: [FCS_CKM.2 Cryptographic key distribution, or

FCS_COP.1 Cryptographic operation]
FCS_CKM.4 Cryptographic key destruction

FCS_CKM.1.1 TSF shall generate cryptographic keys in accordance with a
specified cryptographic key generation algorithm
[assignment: cryptographic key generation algorithm] and
specified cryptographic key sizes [assignment: cryptographic
key sizes] that meet the following: [assignment: list of
standards].

[assignment: list of standards]

- none

[assignment: cryptographic key generation algorithm]
- the Fuji Xerox’s standard method, FXOSENC
[assignment: cryptographic key sizes]

- 256bits
FCS_COP.1 Cryptographic operation
Hierarchical to: No other components
Dependencies: [FDP_ITC.1 Import of user data without security attributes, or

FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]
FCS_CKM.4 Cryptographic key destruction
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FCS_COP.1.1 The TSF shall perform [assignment: list of cryptographic
operations] in accordance with a specified cryptographic
algorithm [assignment: cryptographic algorithm] and
cryptographic key sizes [assignment: cryptographic key sizes]
that meet the following: [assignment: list of standards].

[assignment: list of standards]

- FIPS PUB 197

[assignment: cryptographic algorithm]

- AES

[assignment: cryptographic key sizes]

- 256bits

[assignment: list of cryptographic operations]

- encryption of the document data to be stored in the internal
HDD and decryption of the document data retrieved from the
internal HDD.

6.1.3. Class FDP: User Data Protection

The Security Function Policy (SFP) described in Table16 is referenced by the Class
FDP SFRs in this clause.

Table 16 Common Access Control SFP

Object Attribute Operation(s) Subject *Access control
rule
D.DOC attributes Delete U.USER Denied, except for
from Table | - Delete the document his/her own
17 data in Mailbox and documents
Private Print -R1
-R2
- Register the document | U. USER - R3
data to the Mailbox
D.FUNC | attributes Modify; Delete U. USER Denied, except for
from Table | - Modify and delete the his/her own
17 data function data
- R4
- R5

*Details of Access control rule
R1: When the owner identifier of D.DOC matches the user identifier, operation to
delete the document in Mailbox is permitted.
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R2: When the owner identifier of D.DOC matches the user identifier, operation to
delete the document in Private Print is permitted.

R3: When the owner identifier of D.DOC matches the user identifier, operation to
register the document in Mailbox is permitted.

R4: When the owner identifier of D.FUNC matches the user identifier, operation to
modify and delete the Mailbox is permitted.

R5: When the owner identifier of D.FUNC matches the user identifier, operation to
modify and delete the Job Flow sheet is permitted.

Table 17 SFR Package attributes

Designation Definition

+PRT Indicates data that is associated with a print job.
- User identifier
- Owner identifier of D.DOC

+SCN Indicates data that is associated with a scan job.
- User identifier

- Owner identifier of D.DOC

- Owner identifier of D.FUNC

+CPY Indicates data that is associated with a copy job.
- User identifier
- Owner identifier of D.DOC

+FAXIN Indicates data that is associated with an inbound (received)
fax job.

- User identifier

- Owner identifier of D.DOC

- Owner identifier of D.FUNC

+FAXOUT Indicates data that is associated with an outbound (sent) fax
job.

- User identifier

- Owner identifier of D.DOC

- Owner identifier of D.FUNC

+DSR Indicates data that are associated with a document storage
and retrieval job.

- User identifier

- Owner identifier of D.DOC

- Owner identifier of D.FUNC

+SMI Indicates data that is transmitted or received over a
shared-medium interface.
- none
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FDP_ACC.1 (a)
Hierarchical to:
Dependencies:

FDP_ACC.1.1 (a)

FDP_ACC.1 (b)
Hierarchical to:
Dependencies:

FDP_ACC.1.1 (b)

Subset access control
No other components.
FDP_ACF.1 Security attribute based access control

The TSF shall enforce the [assignment: access control SFP] on
[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

[assignment: access control SFP]

- Common Access Control SFP in Tablel6

[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

- the list of users as subjects, objects, and operations among
subjects and objects covered by the Common Access Control
SFP in Tablel6

Subset access control
No other components.
FDP_ACF.1 Security attribute based access control

The TSF shall enforce the [assignment: access control SFP] on
[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

[assignment: access control SFP]

- TOE Function Access Control SFP in Table 18

[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

- users as subjects, TOE functions as objects, and the right to
use the functions as operations in Table 18.

Table 18 Function Access Control SFP

Object Attribute(s) Operation Subject | Access control
rule
Copy - User identifier - Copy operation from | U.USER | When the user
(F.CPY, F.SCN, - User identifier for | control panel identifier for
F.DSR) each function the function
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Object Attribute(s) Operation Subject | Access control
rule
Scan / Network | - User identifier - Scan operation to U.USER | matches the
Scan - User identifier for | Mailbox from control user identifier,
(F.SCN, F.DSR, | each function panel operation of
F.SMI) - Send the scanned the function is
data from control permitted.
panel to user client,
FTP server, Mail
server, and SMB
server
Fax / Direct Fax | - User identifier - Send the scanned U.USER
(F.FAX, F.SMI) - User identifier for | data to remote fax
each function from control panel
- Send the print data
from user client to
remote fax via MFD
Print - User identifier - Print(*) the U.USER
(F.PRT, F.SMI) - User identifier for | document data in
each function Private Print from
control panel
Mailbox - User identifier - Mailbox operation U.USER
Operation - User identifier for

(F.DSR, F.SMI)

each function

*Job abort for Print function is restricted to the control panel.

FDP_ACC.1(c)
Hierarchical to:
Dependencies:

FDP_ACC.1.1(c)

Subset access control
No other components.
FDP_ACF.1 Security attribute based access control

The TSF shall enforce the [assignment: access control SFP] on

[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

[assignment: access control SFP]

- PRT Access Control SFP in Table19
[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].
- the list of subjects, objects, and operations among subjects

and objects covered by the PRT Access Control SFP in Table19.
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Table 19 PRT Access Control SFP

Object | Attribute(s) | Operation Subject Access control rule
D.DOC | +PRT Read U. USER Denied, except for his/her
Print the document own documents
data in Private When the owner identifier
Print of D.DOC matches the user
identifier, print operation is
permitted.
FDP_ACC.1 (d) Subset access control
Hierarchical to: No other components.
Dependencies: FDP_ACF.1 Security attribute based access control

FDP_ACC.1.1 (d) The TSF shall enforce the [assignment: access control SFP] on
[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

[assignment: access control SFP]

- SCN Access Control SFP in Table20

[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

- the list of subjects, objects, and operations among subjects
and objects covered by the SCN Access Control SFP in Table 20

Table 20 SCN Access Control SFP

Object | Attribute(s) | Operation Subject Access control rule

D.DOC | +SCN Read U. USER Denied, except for his/her
- Send the own documents
document data to - When the owner identifier
server of D.DOC matches the user
- Execute a Job identifier, send operation is
Flow sheet permitted.

- When the owner identifier
of D.FUNC matches the user
identifier of D.DOC,

execution of Job Flow sheet

is permitted.
FDP_ACC.1 (e) Subset access control
Hierarchical to: No other components.
Dependencies: FDP_ACF.1 Security attribute based access control
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The TSF shall enforce the [assignment: access control SFP] on
[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

[assignment: access control SFP]

- CPY Access Control SFP in Table21

[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

- the list of subjects, objects, and operations among subjects
and objects covered by the CPY Access Control SFP in Table 21

Table 21 CPY Access Control SFP

Object

Attribute(s)

Operation Subject Access control rule

D.DOC

+CPY

Read This package does not specify any access

control restriction

FDP_ACC.1 (f)
Hierarchical to:

Dependencies:

FDP_ACC.1.1 (f)

Subset access control
No other components.
FDP_ACF.1 Security attribute based access control

The TSF shall enforce the [assignment: access control SFP] on
[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

[assignment: access control SFP]

- FAX Access Control SFP in Table22

[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

- the list of subjects, objects, and operations among subjects
and objects covered by the FAX Access Control SFP in Table 22
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Table 22 FAX Access Control SFP

Object | Attribute(s) Operation Subject Access control rule
D.DOC | +FAXIN Read U.USER Denied, except for his/her
- Retrieve the own documents
document data in - When the owner identifier
Mailbox of D.DOC matches the user
- Execute a Job identifier, retrieval operation
Flow sheet is permitted.
- When the owner identifier
of D.FUNC matches the user
identifier of D.DOC,
execution of Job Flow sheet
is permitted.
+FAXOUT Read U.USER Denied, except for his/her
- Send the own documents

document data in
Mailbox

- Execute a Job

- When the owner identifier
of D.DOC matches the user
identifier, retrieval operation

Flow sheet is permitted.

- When the owner identifier
of D.FUNC matches the user
identifier of D.DOC,

execution of Job Flow sheet

is permitted.

FDP_ACC.1 (g)
Hierarchical to:
Dependencies:

Subset access control

No other components.

FDP_ACF.1 Security attribute based access control
FDP_ACC.1.1 (g) The TSF shall enforce the [assignment: access control SFP] on
[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

[assignment: access control SFP]

- DSR Access Control SFP in Table 23

[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

- the list of subjects, objects, and operations among subjects
and objects covered by the DSR Access Control SFP in Table
23
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Table 23 DSR Access Control SFP

Object | Attribute(s)

Operation

Subject

Access control rule

D.DOC | +DSR

Read

- Retrieve the
document data
Mailbox

- Execute a Job
Flow sheet

U.USER

in

Denied, except (1) for
his/her own documents or
(2) if authorized by another
role or mechanism if such
functions are provided by a
conforming TOE

- When the owner identifier
of D.DOC matches the user
identifier, retrieval
operation is permitted.

- When the owner identifier
of D.FUNC matches the
user identifier of D.DOC,
execution of Job Flow sheet
is permitted.

FDP_ACC.1 (h)
Hierarchical to:
Dependencies:

FDP_ACC.1.1 (h)

Subset access control
No other components.
FDP_ACF.1 Security attribute based access control

The TSF shall enforce the [assignment: access control SFP] on
[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

[assignment: access control SFP]

- D.FUNC Access Control SFP in Table 24

[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

- the list of subjects, objects, and operations among subjects
and objects in Table 24
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Table 24 D.FUNC Operation List

Object Attribute(s) Operation Subject Access control rule
D.FUNC | - User identifier Register the Job | U.USER When the owner
- Owner identifier | Flow sheet to identifier of D.FUNC
of D.FUNC Mailbox (Mailbox) matches the

user identifier,

operation to register
the Job Flow sheet to
Mailbox is permitted.

FDP_ACF.1 (a)
Hierarchical to:
Dependencies:

FDP_ACF.1.1 (a)

FDP_ACF.1.2 (a)

Security attribute based access control
No other components.

FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialization

The TSF shall enforce the [assignment: access control SFP] to
objects based on the following: [assignment: list of subjects
and objects controlled under the indicated SFP, and for each,
the SFP-relevant security attributes, or named groups of
SFP-relevant security attributes].

[assignment: access control SFP]

- Common Access Control SFP in Table 16

[assignment: list of subjects and objects controlled under the
indicated SFP, and for each, the SFP-relevant security
attributes, or named groups of SFP-relevant security
attributes].

- the list of users as subjects and objects controlled under the
Common Access Control SFP in Table 16, and for each, the
indicated security attributes in Table 17

The TSF shall enforce the following rules to determine if an
operation among controlled subjects and controlled objects is
allowed: [assignment: rules governing access among
controlled subjects and controlled objects using controlled
operations on controlled objects].

[assignment: rules governing access among controlled
subjects and controlled objects using controlled operations on
controlled objects].

- rules specified in the Common Access Control SFP in
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Table 16 governing access among controlled users as
subjects and controlled objects using controlled
operations on controlled objects

The TSF shall explicitly authorize access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly authorize access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly authorise access of subjects to objects].

- In the U.ADMINISTRATOR process, operation to delete the
documents in all Mailbox and all Private Print is permitted by
On Demand Overwrite function.

- In the U.ADMINISTRATOR process, operation to delete the
incomplete document data at Copy, Scan, Fax, Print job is
permitted by Job Deletion function.

The TSF shall explicitly deny access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly deny access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly deny access of subjects to objects].
- none

Security attribute based access control
No other components.

FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialization

The TSF shall enforce the [assignment: access control SFP] to
objects based on the following: [assignment: list of subjects
and objects controlled under the indicated SFP, and for each,
the SFP-relevant security attributes, or named groups of
SFP-relevant security attributes].

[assignment: access control SFP]

- TOE Function Access Control SFP in Table 18
[assignment: list of subjects and objects controlled under the
indicated SFP, and for each, the SFP-relevant security
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attributes, or named groups of SFP-relevant security
attributes].

- users and list of TOE functions and the security attribute(s)
used to determine the TOE Function Access Control SFP in
Table 19

The TSF shall enforce the following rules to determine if an
operation among controlled subjects and controlled objects is
allowed: [assignment: rules governing access among
controlled subjects and controlled objects using controlled
operations on controlled objects].

[assignment: rules governing access among controlled
subjects and controlled objects using controlled operations on
controlled objects].

- [selection: the user is explicitly authorized by
U.ADMINISTRATOR to use a function, a user that is authorized
to use the TOE is automatically authorized to use the functions
[assignment: list of functions], [assignment: other
conditions]]

- [assignment: other conditions]

- rules specified in the TOE Function Access Control SFP in
Table 18

The TSF shall explicitly authorize access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly authorize access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly authorise access of subjects to objects].

- the user acts in the role U ADMINISTRATOR,
[assignment: other rules, based on security attributes, that
explicitly authorise access of subjects to objects].
[assignment: other rules, based on security attributes, that
explicitly authorise access of subjects to objects]

-none

The TSF shall explicitly deny access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly deny access of
subjects to objects].
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[assignment: rules, based on security attributes, that
explicitly deny access of subjects to objects].
-none

Security attribute based access control
No other components.

FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialization

The TSF shall enforce the [assignment: access control SFP] to
objects based on the following: [assignment: list of subjects
and objects controlled under the indicated SFP, and for each,
the SFP-relevant security attributes, or named groups of
SFP-relevant security attributes].

[assignment: access control SFP]

- PRT Access Control SFP in Table 19

[assignment: list of subjects and objects controlled under the
indicated SFP, and for each, the SFP-relevant security
attributes, or named groups of SFP-relevant security
attributes].

- the list of subjects and objects controlled under the PRT
Access Control SFP in Table 19, and for each, the indicated
security attributes in Table 19.

The TSF shall enforce the following rules to determine if an
operation among controlled subjects and controlled objects is
allowed: [assignment: rules governing access among
controlled subjects and controlled objects using controlled
operations on controlled objects].

[assignment: rules governing access among controlled
subjects and controlled objects using controlled operations on
controlled objects].

- rules specified in the PRT Access Control SFP in Table
19 governing access among Users and controlled
objects using controlled operations on controlled
objects.

The TSF shall explicitly authorize access of subjects to objects
based on the following additional rules: [assignment: rules,
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based on security attributes, that explicitly authorize access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly authorise access of subjects to objects].
-none

The TSF shall explicitly deny access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly deny access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly deny access of subjects to objects].
- none

Security attribute based access control
No other components.

FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialization

The TSF shall enforce the [assignment: access control SFP] to
objects based on the following: [assignment: list of subjects
and objects controlled under the indicated SFP, and for each,
the SFP-relevant security attributes, or named groups of
SFP-relevant security attributes].

[assignment: access control SFP]

- SCN Access Control SFP in Table 20

[assignment: list of subjects and objects controlled under the
indicated SFP, and for each, the SFP-relevant security
attributes, or named groups of SFP-relevant security
attributes].

- the list of subjects and objects controlled under the SCN
Access Control SFP in Table 20, and for each, the indicated
security attributes in Table 20.

The TSF shall enforce the following rules to determine if an
operation among controlled subjects and controlled objects is
allowed: [assignment: rules governing access among
controlled subjects and controlled objects using controlled
operations on controlled objects].
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[assignment: rules governing access among controlled
subjects and controlled objects using controlled operations on
controlled objects].

- rules specified in the SCN Access Control SFP in Table
20 governing access among Users and controlled
objects using controlled operations on controlled
objects.

The TSF shall explicitly authorize access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly authorize access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly authorise access of subjects to objects].
- none

The TSF shall explicitly deny access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly deny access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly deny access of subjects to objects].
- none

Security attribute based access control
No other components.

FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialization

The TSF shall enforce the [assignment: access control SFP] to
objects based on the following: [assignment: list of subjects
and objects controlled under the indicated SFP, and for each,
the SFP-relevant security attributes, or named groups of
SFP-relevant security attributes].

[assignment: access control SFP]

- CPY Access Control SFP in Table 21

[assignment: list of subjects and objects controlled under the
indicated SFP, and for each, the SFP-relevant security
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attributes, or named groups of SFP-relevant security
attributes].

- the list of subjects and objects controlled under the CPY
Access Control SFP in Table 21, and for each, the indicated
security attributes in Table 21.

The TSF shall enforce the following rules to determine if an
operation among controlled subjects and controlled objects is
allowed: [assignment: rules governing access among
controlled subjects and controlled objects using controlled
operations on controlled objects].

[assignment: rules governing access among controlled
subjects and controlled objects using controlled operations on
controlled objects].

- rules specified in the CPY Access Control SFP in Table 21
governing access among Users and controlled objects using
controlled operations on controlled objects.

The TSF shall explicitly authorize access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly authorize access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly authorise access of subjects to objects].
- none

The TSF shall explicitly deny access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly deny access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly deny access of subjects to objects].
- none

Security attribute based access control
No other components.

FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialization
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The TSF shall enforce the [assignment: access control SFP] to
objects based on the following: [assignment: list of subjects
and objects controlled under the indicated SFP, and for each,
the SFP-relevant security attributes, or named groups of
SFP-relevant security attributes].

[assignment: access control SFP]

- FAX Access Control SFP in Table 22

[assignment: list of subjects and objects controlled under the
indicated SFP, and for each, the SFP-relevant security
attributes, or named groups of SFP-relevant security
attributes].

- the list of subjects and objects controlled under the FAX
Access Control SFP in Table 22, and for each, the indicated
security attributes in Table 22.

The TSF shall enforce the following rules to determine if an
operation among controlled subjects and controlled objects is
allowed: [assignment: rules governing access among
controlled subjects and controlled objects using controlled
operations on controlled objects].

[assignment: rules governing access among controlled
subjects and controlled objects using controlled operations on
controlled objects].

- rules specified in the FAX Access Control SFP in Table
22 governing access among Users and controlled
objects using controlled operations on controlled
objects.

The TSF shall explicitly authorize access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly authorize access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly authorise access of subjects to objects].
- none

The TSF shall explicitly deny access of subjects to objects

based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly deny access of

- 63 - Copyright® 2013 by Fuji Xerox Co., Ltd



FDP_ACF.1 (g)
Hierarchical to:
Dependencies:

FDP_ACF.1.1 ()

FDP_ACF.1.2 (g)

FDP_ACF.1.3 (g)

Xerox Color 560/570 Printer ZF+zUr78—vk

subjects to objects].

[assignment: rules, based on security attributes, that
explicitly deny access of subjects to objects].
- none

Security attribute based access control
No other components.

FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialization

The TSF shall enforce the [assignment: access control SFP] to
objects based on the following: [assignment: list of subjects
and objects controlled under the indicated SFP, and for each,
the SFP-relevant security attributes, or named groups of
SFP-relevant security attributes].

[assignment: access control SFP]

- DSR Access Control SFP in Table 23

[assignment: list of subjects and objects controlled under the
indicated SFP, and for each, the SFP-relevant security
attributes, or named groups of SFP-relevant security
attributes].

- the list of subjects and objects controlled under the DSR
Access Control DSR in Table 23 , and for each, the indicated
security attributes in Table 23.

The TSF shall enforce the following rules to determine if an
operation among controlled subjects and controlled objects is
allowed: [assignment: rules governing access among
controlled subjects and controlled objects using controlled
operations on controlled objects].

[assignment: rules governing access among controlled
subjects and controlled objects using controlled operations on
controlled objects].

- rules specified in the DSR Access Control SFP in Table
23 governing access among Users and controlled
objects using controlled operations on controlled
objects.

The TSF shall explicitly authorize access of subjects to objects
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based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly authorize access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly authorise access of subjects to objects].
- none

The TSF shall explicitly deny access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly deny access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly deny access of subjects to objects].
- none

Security attribute based access control
No other components.

FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialization

The TSF shall enforce the [assignment: access control SFP] to
objects based on the following: [assignment: list of subjects
and objects controlled under the indicated SFP, and for each,
the SFP-relevant security attributes, or named groups of
SFP-relevant security attributes].

[assignment: access control SFP]

- D.FUNC Access Control SFP in Table 24

[assignment: list of subjects and objects controlled under the
indicated SFP, and for each, the SFP-relevant security
attributes, or named groups of SFP-relevant security
attributes].

- the list of subjects and objects controlled under the D.FUNC
Access Control SFP in Table 24

The TSF shall enforce the following rules to determine if an
operation among controlled subjects and controlled objects is
allowed: [assignment: rules governing access among
controlled subjects and controlled objects using controlled
operations on controlled objects].
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[assignment: rules governing access among controlled
subjects and controlled objects using controlled operations on
controlled objects].

- rules specified in the D. FUNC Access Control SFP in Table 24

The TSF shall explicitly authorize access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly authorize access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly authorise access of subjects to objects].
- none

The TSF shall explicitly deny access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly deny access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly deny access of subjects to objects].
- none

Subset residual information protection
No other components.
No dependencies

The TSF shall ensure that any previous information content of
a resource is made unavailable upon the [selection: allocation
of the resource to, deallocation of the resource from] the
following objects: D.DOC, [assignment: list of objects].

[selection: allocation of the resource to, deallocation of the
resource from]

- deallocation of the resource from

[assignment: list of objects]

- none
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6.1.4. Class FIA: Identification and Authentication

FIA_AFL.1(a) Authentication failure handling
Hierarchical to: No other components
Dependencies: FIA_UAU.1 Timing of authentication

FIA_AFL.1.1(a) The TSF shall detect when [selection: [assignment: positive
integer number], an administrator configurable positive
integer within [assignment: range of acceptable values]]
unsuccessful authentication attempts occur related to
[assignment: list of authentication events].

[assignment: list of authentication events]

- key operator authentication

[selection: [assignment: positive integer number] , an
administrator configurable positive integer within
[assignment: range of acceptable values]

- [assignment: positive integer number]

-5

FIA_AFL.1.2 (a) When the defined number of unsuccessful authentication
attempts has been [selection: met, surpassed], the TSF shall
[assignment: list of actions].

[selection: met, surpassed]

- met

[assignment: list of actions]

- never allow the control panel to accept any operation except
power cycle. Web browser is also inhibited from accepting
authentication operation until the main unit is cycled

FIA_AFL.1 (b) Authentication failure handling
Hierarchical to: No other components
Dependencies: FIA_UAU.1 Timing of authentication

FIA_AFL.1.1 (b) The TSF shall detect when [selection: [assignment: positive
integer number], an administrator configurable positive
integer within [assignment: range of acceptable values]]
unsuccessful authentication attempts occur related to
[assignment: list of authentication events].
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FIA_AFL.1.2 (b)

FIA_AFL.1 (c)
Hierarchical to:
Dependencies:

FIA_AFL.1.1 (c)

FIA_AFL.1.2 (c)
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[assignment: list of authentication events]

- SA authentication (with local authentication)
[selection: [assignment: positive integer number] , an
administrator configurable positive integer within
[assignment: range of acceptable values]

- [assignment: positive integer number]

-5

When the defined number of unsuccessful authentication
attempts has been [selection: met, surpassed], the TSF shall
[assignment: list of actions].

[selection: met, surpassed]

- met

[assignment: list of actions]

- never allow the control panel to accept any operation except
power cycle. Web browser is also inhibited from accepting
authentication operation until the main unit is cycled.

Authentication failure handling
No other components
FIA_UAU.1 Timing of authentication

The TSF shall detect when [selection: [assignment: positive
integer number], an administrator configurable positive
integer within [assignment: range of acceptable values]]
unsuccessful authentication attempts occur related to
[assignment: list of authentication events].

[assignment: list of authentication events]

- U.NORMAL authentication

[selection: [assignment: positive integer number] , an
administrator configurable positive integer within
[assignment: range of acceptable values]

- [assignment: positive integer number]

-1

When the defined number of unsuccessful authentication
attempts has been [selection: met, surpassed], the TSF shall

[assignment: list of actions].

[selection: met, surpassed]
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FIA_AFL.1 (d)
Hierarchical to:
Dependencies:

FIA_AFL.1.1 (d)

FIA_AFL.1.2 (d)

FIA_ATD.1
Hierarchical to:
Dependencies:

FIA_ATD.1.1
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- met

[assignment: list of actions]

- have the control panel to display the message of
“authentication was failed” and to require reentry of the user
information. The TSF shall also have Web browser to reenter
the user information

Authentication failure handling
No other components
FIA_UAU.1 Timing of authentication

The TSF shall detect when [selection: [assignment: positive
integer number], an administrator configurable positive
integer within [assignment: range of acceptable values]]
unsuccessful authentication attempts occur related to
[assignment: list of authentication events].

[assignment: list of authentication events]

- SA authentication(with remote authentication)
[selection: [assignment: positive integer number] , an
administrator configurable positive integer within
[assignment: range of acceptable values]

- [assignment: positive integer number]

-1

When the defined number of unsuccessful authentication
attempts has been [selection: met, surpassed], the TSF shall
[assignment: list of actions].

[selection: met, surpassed]

- met

[assignment: list of actions]

- have the control panel to display the message of
“authentication was failed” and to require reentry of the user
information. The TSF shall also have Web browser to reenter
the user information

User attribute definition
No other components.

No dependencies

The TSF shall maintain the following list of security attributes
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FIA_SOS.1

Hierarchical to:
Dependencies:

FIA_SOS.1.1

FIA_UAU.1

Hierarchical to:
Dependencies:

FIA_UAU.1.1

FIA_UAU.1.2

FIA_UAU.7

Hierarchical to:

Dependencies:

FIA_UAU.7.1
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belonging to individual users: [assignment: list of security
attributes].

[assignment: list of security attributes].
- Key Operator role

- SA role

- U.NORMAL role

Verification of secrets
No other components.
No dependencies.

The TSF shall provide a mechanism to verify that secrets (SA
password and U.NORMAL password when local authentication
is used) meet [assignment: a defined quality metric].

[assignment: a defined quality metric].
Password length is restricted to 9 or more characters

Timing of authentication
No other components
FIA_UID.1 Timing of identification

The TSF shall allow [assignment: list of TSF mediated actions]
on behalf of the user to be performed before the user is
authenticated.

[assignment: list of TSF mediated actions]
- storing the fax data received from public telephone line
- storing the document data delivered from printer driver

The TSF shall require each user to be successfully
authenticated before allowing any other TSF-mediated actions
on behalf of that user.

Protected authentication feedback
No other components
FIA_UAU.1 Timing of authentication

The TSF shall provide only [assignment: list of feedback] to
the user while the authentication is in progress.

- 70 - Copyright® 2013 by Fuji Xerox Co., Ltd



FIA_UID.1

Hierarchical to:
Dependencies:

FIA_UID.1.1

FIA_UID.1.2

FIA_USB.1

Hierarchical to:
Dependencies:

FIA_USB.1.1

FIA_USB.1.2

FIA_USB.1.3
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[assignment: list of feedback]
- display of asterisks (“*”) to hide the entered password
characters

Timing of identification
No other components.
No dependencies

The TSF shall allow [assignment: list of TSF-mediated actions]
on behalf of the user to be performed before the user is
identified.

[assignment: list of TSF-mediated actions]
- storing the fax data received from public telephone line

The TSF shall require each user to be successfully identified
before allowing any other TSF-mediated actions on behalf of
that user.

User-subject binding
No other components.
FIA_ATD.1 User attribute definition

The TSF shall associate the following user security attributes
with subjects acting on the behalf of that user: [assignment:
list of user security attributes].

[assignment: list of user security attributes]
- Key Operator role

- SA role

- U.NORMAL role

The TSF shall enforce the following rules on the initial
association of user security attributes with the subjects acting
on behalf of users: [assignment: rules for the initial
association of attributes].

[assignment: rules for the initial association of attributes]
- none

The TSF shall enforce the following rules governing changes to
the user security attributes with the subjects acting on behalf
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6.1.5. Class FMT:

FMT_MOF.1

Hierarchical to:
Dependencies:

FMT_MOF.1.1
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of users: [assignment: rules for the changing of attributes].

[assignment: rules for the changing of attributes]
- none

Security Management

Management of security functions behavior

No other components

FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

The TSF shall restrict the ability to [selection: determine the
behavior of, disable, enable, modify the behavior of] the
functions [assignment: list of functions] to [assignment: the
authorized identified roles].

[selection: determine the behavior of, disable, enable, modify
the behavior of]

- disable, enable, modify the behavior of

[assignment: list of functions]

-List of security functions in Table 25

[assignment: the authorized identified roles]

-the roles listed in Table 25

Table 25 List of Security Functions

Security Functions

Operation Roles

Use of password entered

enable, disable U.ADMINISTRATOR

from MFD control panel in
user authentication

Access denial due to
authentication failure of
system administrator ID

enable, disable

U.ADMINISTRATOR

User Authentication

enable, disable, modify the
behavior

U.ADMINISTRATOR

Security Audit Log

enable, disable

U.ADMINISTRATOR

Store Print

enable, disable, modify the
behavior

U.ADMINISTRATOR

Internal Network Data
Protection

enable, disable, modify the
behavior

U.ADMINISTRATOR
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Customer Engineer
Operation Restriction

enable, disable U.ADMINISTRATOR

Hard Disk Data Encryption

enable, disable U.ADMINISTRATOR

Hard Disk Data Overwrite

enable, disable, modify the | UUADMINISTRATOR

behavior
Auto Clear enable, disable U.ADMINISTRATOR
Self Test enable, disable U.ADMINISTRATOR

FMT_MSA.1 (a)
Hierarchical to:
Dependencies:

FMT_MSA.1.1 (a)

Management of security attributes

No other components.

[FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

The TSF shall enforce the [assignment: access control SFP(s),
information flow control SFP(s)] to restrict the ability to
[selection: change default, query, modify, delete,
[assignment: other operations]] the security attributes
[assignment: list of security attributes] to [assignment: the
authorized identified roles].

[assignment: access control SFP(s), information flow control
SFP(s)]

- Common Access Control SFP in Table 16
[selection: change default, query, modify, delete,
[assignment: other operations]]

- query, modify, delete, [assignment: other operations]
[assignment: other operations]

- creation

[assignment: list of security attributes]

- the security attributes listed in Table 17

[assignment: the authorized identified roles].

- the roles listed in Table 26

Table 26 Security Attributes and Authorized Roles

Security attributes Operation Roles
Key operator identifier modify Key Operator
SA identifier query U.ADMINISTRATOR
modify
delete, creation
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General user identifier query U.ADMINISTRATOR
modify
delete, creation
Owner identifier for D.DOC (own | query, delete, U.USER
document data in Mailbox) creation
Owner identifier of D.DOC (all query, delete Key Operator
document data in Mailbox)
Owner identifier of D.DOC (all delete SA
document data in Mailbox)
Owner identifier of D.DOC (own | query, delete, U.USER
document data in Private Print) | creation
Owner identifier of D.DOC (all query, delete U.ADMINISTRATOR
document data in Private Print)
Owner identifier of D.FUNC query, delete, U.NORMAL, SA
(Personal Job Flow sheet, creation

Personal Mailbox)

Owner identifier of D.FUNC query, delete Key Operator
(Personal Job Flow sheet,
Personal Mailbox)

Owner identifier of D.FUNC query, delete, Key Operator
(Shared Job Flow sheet, Shared | creation
Mailbox)

FMT_MSA.1 (b) Management of security attributes

Hierarchical to: No other components.

Dependencies: [FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MSA.1.1 (b) The TSF shall enforce the [assignment: access control SFP(s),
information flow control SFP(s)] to restrict the ability to
[selection: change default, query, modify, delete,
[assignment: other operations]] the security attributes
[assignment: list of security attributes] to [assignment: the
authorized identified roles].

[assignment: access control SFP(s), information flow control
SFP(s)]

- TOE Function Access Control SFP in Table 18,
[selection: change default, query, modify, delete,
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[assignment: other operations]]

- query, modify ,delete ,[assignment: other operations]
[assignment: other operations]

- creation

[assignment: list of security attributes]

- the security attributes listed in Table 18

[assignment: the authorized identified roles].

- the roles listed in Table 27

Table 27 Security Attributes and Authorized Roles(Function Access)

Security Attributes Operation Roles
Key operator identifier modify Key Operator
SA identifier query, modify U.ADMINISTRATOR

delete, creation

General user identifier

query, modify U.ADMINISTRATOR

delete, creation

User identifier for each

function

query, modify U.ADMINISTRATOR

FMT_MSA.1 (c)
Hierarchical to:
Dependencies:

FMT_MSA.1.1 (c)

Management of security attributes

No other components.

[FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

The TSF shall enforce the [assignment: access control SFP(s),
information flow control SFP(s)] to restrict the ability to
[selection: change default, query, modify, delete,
[assignment: other operations]] the security attributes
[assignment: list of security attributes] to [assignment: the
authorized identified roles].

[assignment: access control SFP(s), information flow control
SFP(s)]

- PRT Access Control SFP in Table 19

[selection: change default, query, modify, delete,
[assignment: other operations]]

- query, modify, delete,[assignment: other operations]
[assignment: other operations]

- creation
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[assignment: list of security attributes]

- the security attributes listed in Table 17
[assignment: the authorized identified roles].
- the roles listed in Table 28

Table 28 Security Attributes and Authorized Roles(PRT)

Security Attributes Operation Roles
Key operator identifier modify Key Operator
SA identifier query, modify U.ADMINISTRATOR

delete, creation

General user identifier query, modify U.ADMINISTRATOR
delete, creation

Owner identifier of D.DOC (own query, delete, U.USER

document data in Private Print) creation

Owner identifier of D.DOC (all query, delete U.ADMINISTRATOR

document data in Private Print)

FMT_MSA.1 (d)
Hierarchical to:
Dependencies:

FMT_MSA.1.1 (d)

Management of security attributes

No other components.

[FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

The TSF shall enforce the [assignment: access control SFP(s),
information flow control SFP(s)] to restrict the ability to
[selection: change default, query, modify, delete,
[assignment: other operations]] the security attributes
[assignment: list of security attributes] to [assignment: the
authorized identified roles].

[assignment: access control SFP(s), information flow control
SFP(s)]

- SCN Access Control SFP in Table 20

[selection: change default, query, modify, delete,
[assignment: other operations]]

- query, modify,delete,[assignment: other operations]
[assignment: other operations]

- creation

[assignment: list of security attributes]

- the security attributes listed in Table 17
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[assignment: the authorized identified roles].
- the roles listed in Table 29

Table 29 Security Attributes and Authorized Roles(SCN)

Security Attributes Operation Roles

Key operator identifier modify Key Operator

SA identifier query, modify U.ADMINISTRATOR
delete, creation

General user identifier query, modify U.ADMINISTRATOR
delete,creation

Owner identifier of D.DOC (own query, delete, U.USER

document data in Mailbox) creation

Owner identifier of D.DOC (all query, delete Key Operator

document data in Mailbox)

Owner identifier of D.FUNC query, delete, U.NORMAL, SA

(Personal Job Flow sheet, creation

Personal Mailbox)

Owner identifier of D.FUNC query, delete Key Operator
(Personal Job Flow sheet,
Personal Mailbox)

Owner identifier of D.FUNC query, delete, Key Operator
(Shared Job Flow sheet, Shared creation
Mailbox)

FMT_MSA.1 (e) Management of security attributes

Hierarchical to: No other components.

Dependencies: [FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MSA.1.1 (e) The TSF shall enforce the [assignment: access control SFP(s),
information flow control SFP(s)] to restrict the ability to
[selection: change default, query, modify, delete,
[assignment: other operations]] the security attributes
[assignment: list of security attributes] to [assignment: the
authorized identified roles].

[assignment: access control SFP(s), information flow control

SFP(s)]
- CPY Access Control SFP in Table 21
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FMT_MSA.1 (f)
Hierarchical to:
Dependencies:

FMT_MSA.1.1 (f)

[selection: change default, query, modify, delete,
[assignment: other operations]]

- none

[assignment: other operations]

- none

[assignment: list of security attributes]

- none

[assignment: the authorized identified roles].

- none

Management of security attributes

No other components.

[FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

The TSF shall enforce the [assignment: access control SFP(s),
information flow control SFP(s)] to restrict the ability to
[selection: change default, query, modify, delete,
[assignment: other operations]] the security attributes
[assignment: list of security attributes] to [assignment: the
authorized identified roles].

[assignment: access control SFP(s), information flow control
SFP(s)]

- FAX Access Control SFP in Table 22

[selection: change default, query, modify, delete,
[assignment: other operations]]

- query, modify,delete,[assignment: other operations]
[assignment: other operations]

- creation

[assighment: list of security attributes]

- the security attributes listed in Table 17
[assignment: the authorized identified roles].

- the roles listed in Table 30
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Table 30 Security Attributes and Authorized Roles(FAX)

Security Attributes Operation Roles

Key operator identifier modify Key Operator

SA identifier query, modify U.ADMINISTRATOR
delete, creation

General user identifier query, modify U.ADMINISTRATOR
delete, creation

Owner identifier of D.DOC (own | query, delete, U.USER

document data in Mailbox) creation

Owner identifier of D.DOC (all query, delete Key Operator

document data in Mailbox)

Owner identifier of D.FUNC query, delete, U.NORMAL, SA

(Personal Job Flow sheet, creation

Personal Mailbox)

Owner identifier of D.FUNC query, delete Key Operator
(Personal Job Flow sheet,

Personal Mailbox)

Owner identifier of D.FUNC query, delete, Key Operator
(Shared Job Flow sheet, Shared | creation

Mailbox)

FMT_MSA.1 (g)
Hierarchical to:
Dependencies:

FMT_MSA.1.1 ()

Management of security attributes

No other components.

[FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

The TSF shall enforce the [assighment: access control SFP(s),
information flow control SFP(s)] to restrict the ability to
[selection: change default, query, modify, delete,
[assignment: other operations]] the security attributes
[assignment: list of security attributes] to [assignment: the
authorized identified roles].

[assignment: access control SFP(s), information flow control
SFP(s)]

- DSR Access Control SFP in Table 23

[selection: change default, query, modify, delete,
[assignment: other operations]]

- query, modify ,delete,[assignment: other operations]
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[assignment: other operations]

- Creation

[assignment: list of security attributes]

- the security attributes listed in Table 17
[assignment: the authorized identified roles].
- the roles listed in Table 31

Table 31 Security Attributes and Authorized Roles(DSR)

Security Attributes Operation Roles
Key operator identifier modify Key Operator
SA identifier query, modify U.ADMINISTRATOR
delete, creation
General user identifier query, modify U.ADMINISTRATOR

delete, creation

Owner identifier of D.DOC (own query, delete, U.USER
document data in Shared Mailbox) | creation

Owner identifier of D.DOC (all query, delete Key Operator
document data in Mailbox)

Owner identifier of D.FUNC query, delete, U.NORMAL, SA
(Personal Job Flow sheet) creation

Owner identifier of D.FUNC query, delete Key Operator
(Personal Job Flow sheet)

Owner identifier of D.FUNC (Shared | query, delete, Key Operator
Job Flow sheet, Shared Mailbox) creation

FMT_MSA.1 (h)
Hierarchical to:
Dependencies:

FMT_MSA.1.1 (h)

Management of security attributes

No other components.

[FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

The TSF shall enforce the [assignment: access control SFP(s),
information flow control SFP(s)] to restrict the ability to
[selection: change default, query, modify, delete,
[assignment: other operations]] the security attributes
[assignment: list of security attributes] to [assignment: the
authorized identified roles].

[assignment: access control SFP(s), information flow control
SFP(s)]
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- D.Func Control SFP in Table 24

[selection: change default, query, modify, delete,
[assignment: other operations]]

- query, modify, delete, [assignment: other operations]
[assignment: other operations]

- creation

[assignment: list of security attributes]
- the security attributes listed in Table 17
[assignment: the authorized identified roles].

- the roles listed in Table 32

Table 32 Security Attributes and Authorized Roles(D.FUNC)

Security Attributes Operation Roles
Key operator identifier modify Key Operator
SA identifier query, modify U.ADMINISTRATOR

delete, creation

General user identifier

query, modify
delete, creation

U.ADMINISTRATOR

Owner identifier of D.FUNC
(Personal Job Flow sheet,
Personal Mailbox)

query, delete,
creation

U.NORMAL, SA

Owner identifier of D.FUNC
(Personal Job Flow sheet,
Personal Mailbox)

query, delete

Key Operator

Owner identifier of D.FUNC

(Shared Job Flow sheet, Shared

Mailbox)

query, delete,
creation

Key Operator

FMT_MSA.3 (a)
Hierarchical to:
Dependencies:

FMT_MSA.3.1 (a)

Static attribute initialization

No other components.

FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

The TSF shall enforce the, [assignment: access control SFP,
information flow control SFP] to provide [selection, choose one
of: restrictive, permissive, [assignment: other property]]
default values for security attributes that are used to enforce
the SFP.

[assignment: access control SFP, information flow control SFP]
- Common Access Control SFP in Tablel6
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[selection, choose one of: restrictive, permissive,
[assignment: other property]]

- [assignment: other property]

- Initialization property in Table 33

Table 33 Initialization property

Object Security Attributes Default
D.DOC Owner identifier of D.DOC Creator’s user identifier and
D.FUNC Owner identifier of D.FUNC | available user identifier

FMT_MSA.3.2 (a)

FMT_MSA.3 (b)
Hierarchical to:
Dependencies:

FMT_MSA.3.1 (b)

FMT_MSA.3.2 (b)

The TSF shall allow the [assighment: the authorized identified
roles] to specify alternative initial values to override the
default values when an object or information is created.

[assignment: the authorized identified roles]
- none

Static attribute initialization

No other components.

FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

The TSF shall enforce the [assignment: access control SFP,
information flow control SFP] to provide [selection, choose one
of: restrictive, permissive, [assignment: other property]]
default values for security attributes that are used to enforce
the SFP.

[assignment: access control SFP, information flow control SFP]
- TOE Function Access control SFP in Table 18

[selection, choose one of: restrictive, permissive,
[assignment: other property]]

- [assignment: other property]

- permissive initialization property for basic functions such as
copy, print, scan, and fax as the default of security attribute.

The TSF shall allow the [assighment: the authorized identified
roles] to specify alternative initial values to override the

default values when an object or information is created.

[assighment: the authorized identified roles]
- none
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FMT_MSA.3 (c)
Hierarchical to:
Dependencies:

FMT_MSA.3.1 (c)

Static attribute initialization

No other components.

FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

The TSF shall enforce the [assignment: access control SFP,
information flow control SFP] to provide [selection, choose one
of: restrictive, permissive, [assignment: other property]]
default values for security attributes that are used to enforce
the SFP.

[assignment: access control SFP, information flow control SFP]
- PRT Access Control SFP in Table 19

[selection, choose one of: restrictive, permissive,
[assignment: other property]]

- [assignment: other property]

- Initialization property in Table 34

Table 34 Initialization property

Object

Security Attributes Default

D.DOC Owner identifier of D.DOC Creator’s user identifier and

available user identifier

FMT_MSA.3.2 (c)

FMT_MSA.3 (d)
Hierarchical to:
Dependencies:

FMT_MSA.3.1 (d)

The TSF shall allow the [assignment: the authorized identified
roles] to specify alternative initial values to override the
default values when an object or information is created.

[assignment: the authorized identified roles]
- none

Static attribute initialization

No other components.

FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

The TSF shall enforce the [assignment: access control SFP,
information flow control SFP] to provide [selection, choose one
of: restrictive, permissive, [assignment: other property]]
default values for security attributes that are used to enforce
the SFP.
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FMT_MSA.3.2 (d)

FMT_MSA.3 (e)
Hierarchical to:
Dependencies:

FMT_MSA.3.1 (e)

FMT_MSA.3.2 (e)

FMT_MSA.3 (f)
Hierarchical to:
Dependencies:

[assignment: access control SFP, information flow control SFP]
- SCN Access Control SFP in Table 20

[selection, choose one of: restrictive, permissive,
[assignment: other property]]

- [assignment: other property]

- Initialization property in Table 34

The TSF shall allow the [assighment: the authorized identified
roles] to specify alternative initial values to override the
default values when an object or information is created.

[assignment: the authorized identified roles]
- none

Static attribute initialization

No other components.

FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

The TSF shall enforce the [assignment: access control SFP,
information flow control SFP] to provide [selection, choose one
of: restrictive, permissive, [assignment: other property]]
default values for security attributes that are used to enforce
the SFP.

[assignment: access control SFP, information flow control SFP]
- CPY Access Control SFP in Table 21

[selection, choose one of: restrictive, permissive,
[assignment: other property]]

- permissive

The TSF shall allow the [assighment: the authorized identified
roles] to specify alternative initial values to override the
default values when an object or information is created.

[assignment: the authorized identified roles]
- none

Static attribute initialization

No other components.

FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles
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FMT_MSA.3.1 (f)

FMT_MSA.3.2 (f)

FMT_MSA.3 (g)
Hierarchical to:
Dependencies:

FMT_MSA.3.1 (g)

FMT_MSA.3.2 (g)

The TSF shall enforce the [assignment: access control SFP,
information flow control SFP] to provide [selection, choose one
of: restrictive, permissive, [assignment: other property]]
default values for security attributes that are used to enforce
the SFP.

[assignment: access control SFP, information flow control SFP]
- FAX Access Control SFP in Table 22

[selection, choose one of: restrictive, permissive,
[assignment: other property]]

- [assignment: other property]

- Owner identifier of Mailbox which receives the fax data from
public telephone line

The TSF shall allow the [assignment: the authorized identified
roles] to specify alternative initial values to override the
default values when an object or information is created.

[assignment: the authorized identified roles]
- none

Static attribute initialization

No other components.

FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

The TSF shall enforce the [assignment: access control SFP,
information flow control SFP] to provide [selection, choose one
of: restrictive, permissive, [assignment: other property]]
default values for security attributes that are used to enforce
the SFP.

[assignment: access control SFP, information flow control SFP]
- DSR Access Control SFP in Table 23

[selection, choose one of: restrictive, permissive,
[assignment: other property]]

- [assignment: other property]

- Initialization property in Table 34

The TSF shall allow the [assignment: the authorized identified
roles] to specify alternative initial values to override the
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FMT_MSA.3 (h)
Hierarchical to:
Dependencies:

FMT_MSA.3.1 (h)

default values when an object or information is created.

[assignment: the authorized identified roles]
- none

Static attribute initialization

No other components.

FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

The TSF shall enforce the [assignment: access control SFP,
information flow control SFP] to provide [selection, choose one
of: restrictive, permissive, [assignment: other property]]
default values for security attributes that are used to enforce
the SFP.

[assignment: access control SFP, information flow control SFP]
- D.Func Control SFP in Table 24

[selection, choose one of: restrictive, permissive,
[assignment: other property]]

- [assignment: other property]

- Initialization property in Table 35

Table 35 Initialization property

Object

Security Attributes Default

D.FUNC Owner identifier of D.FUNC | Creator’s user identifier and

available user identifier

FMT_MSA.3.2 (h)

FMT_MTD.1 (a)
Hierarchical to:
Dependencies:

FMT_MTD.1.1 (a)

The TSF shall allow the [assighment: the authorized identified
roles] to specify alternative initial values to override the
default values when an object or information is created.

[assignment: the authorized identified roles]
- none

Management of TSF data

No other components.

FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

The TSF shall restrict the ability to [selection: change default,
query, modify, delete, clear, [assignment: other operations]]
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the [assignment: list of TSF data] to [assignment: the
authorized identified roles].

[selection: change default, query, modify, delete, clear,
[assignment: other operations]]

- query, modify, delete

[assignment: other operations]

- creation

[assignment: list of TSF data]

- TSF data listed in Table 36

[assignment: the authorized identified roles].

- selection, choose one of: Nobody, [selection:
U.ADMINISTRATOR, [assignment: the authorized identified
roles except U.NORMAL]]

- U.ADMINISTRATOR, Key Operator

Table 36 Operation of TSF Data

TSF Data Operation Roles
Data on key operator ID modify Key Operator
Data on key operator Password modify Key Operator
Data on SA ID query, modify, delete, | UUADMINISTRATOR

creation

Data on SA Password modify U.ADMINISTRATOR
Data on User Authentication query, modify U.ADMINISTRATOR
Data on use of password entered | query, modify U.ADMINISTRATOR

from MFD control panel in user
authentication

Data on minimum user password | query, modify U.ADMINISTRATOR
length

Data on Store Print query, modify U.ADMINISTRATOR
Data on Access denial due to query, modify U.ADMINISTRATOR

authentication failure of system
administrator

Data on Security Audit Log query, modify U.ADMINISTRATOR

Data on Internal Network Data query, modify, delete | U ADMINISTRATOR
Protection

Data on Customer Engineer query, modify U.ADMINISTRATOR
Operation Restriction

Data on Hard Disk Data query, modify U.ADMINISTRATOR
Encryption
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Data on Hard Disk Data query, modify U.ADMINISTRATOR
Overwrite

Data on date and time query, modify U.ADMINISTRATOR
Data on Auto Clear query, modify U.ADMINISTRATOR
Data on Self Test query, modify U.ADMINISTRATOR
Data on Report Print query, modify U.ADMINISTRATOR

FMT_MTD.1 (b)
Hierarchical to:
Dependencies:

FMT_MTD.1.1 (b)

Management of TSF data

No other components.

FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

The TSF shall restrict the ability to [selection: change default,
query, modify, delete, clear, [assignment: other operations]]
the [assighment: list of TSF data] to [assignment: the
authorized identified roles].

[selection: change default, query, modify, delete, clear,
[assignment: other operations]]

- query, modify, delete

[assignment: other operations]

- creation

[assignment: list of TSF data]

- list of TSF data associated with a U.NORMAL or TSF Data
associated with documents or jobs owned by a U.NORMAL in
Table 37

[assignment: the authorized identified roles].

- selection, choose one of: Nobody, [selection:
U.ADMINISTRATOR., U.NORMAL to whom such TSF data is
associated].

- U.ADMINISTRATOR, U.NORMAL to whom such TSF data is
associated

Table 37 Operation of TSF Data

TSF Data Operation Roles
Data on General user ID | query, modify, delete, U.ADMINISTRATOR
creation
Data on General user modify U.ADMINISTRATOR ,
Password U.NORMAL
FMT_SMF.1 Specification of Management Functions
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Hierarchical to: No other components.
Dependencies: No dependencies.
FMT_SMF.1.1

The TSF shall be capable of performing the following

management functions: [assignment: list of management
functions to be provided by the TSF].

[assignment: list of management functions to be provided by

the TSF]

- Security Management Functions listed in Table 38

Table 38 Security Management Functions Provided by TSF

Relevant SFR

Management Function

Management items defined by
CC

FAU_GEN.1 Management of data on Security There are no management
Audit Log settings activities foreseen.

FAU_GEN.2 - There are no management

activities foreseen.

FAU_SAR.1 Management of data on key a) maintenance (deletion,
operator and SA (ID and password) | modification, addition) of the

group of users with read access
right to the audit records.

FAU_SAR.2 - There are no management

activities foreseen.

FAU_STG.1 - There are no management

activities foreseen.

FAU_STG.4 none a) maintenance (deletion,
Reason: The control parameter of | modification, addition) of actions
audit log is fixed and is not to be taken in case of audit
managed storage failure.

FCS_CKM.1 - There are no management

activities foreseen.

FCS_COP.1 Management of data on Hard Disk | There are ho management

Data Encryption

activities foreseen.
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FDP_ACC.1(a)
FDP_ACC.1(b)
FDP_ACC.1(c)
FDP_ACC.1(d)
FDP_ACC.1(e)
FDP_ACC.1(f)
FDP_ACC.1(qg)
FDP_ACC.1(h)

There are no management
activities foreseen.

FDP_ACF.1(a)

- Management of user identifier

- Management of owner identifier of
D.DOC

- Management of owner identifier of
D.FUNC

- Management of function and data
on Store Print

a)Managing the attributes used
to make explicit access or denial
based decisions.

FDP_ACF.1(b)

- Management of user identifier

- Management of owner identifier of
function

- Management of data on Store
Print

FDP_ACF.1(c)

- Management of user identifier

- Management of owner identifier of
D.DOC

- Management of data on Store
Print

FDP_ACF.1(d)
FDP_ACF.1(f)
FDP_ACF.1(g)

- Management of user identifier

- Management of owner identifier of
D.DOC

- Management of owner identifier of
D.FUNC

- Management of data on Store
Print

FDP_ACF.1(e)

none
Reason: there are no additional
security attributes and is not
managed.

FDP_ACF.1(h)

- Management of user identifier
- Management of owner identifier of
D.FUNC

FDP_RIP.1

Management of data on Hard Disk
Data Overwrite

a) The choice of when to perform
residual information protection
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(i.e. upon allocation or
deallocation) could be made
configurable within the TOE.

FIA_AFL.1(a)
FIA_AFL.1(b)

Management of data on access
denial due to authentication failure
of system administrator

a) Management of the threshold
for unsuccessful authentication
attempts;

FIA_AFL.1(c)
FIA_AFL.1(d)

none
Reason: The function is fixed and is
not managed.

b) Management of actions to be
taken in the event of an
authentication failure.

FIA_ATD.1 none a) If so indicated in the
Reason: there are no additional assignment, the authorized
security attributes and there are no | administrator might be able to
additional security attributes to be | define additional security
managed. attributes for users.
FIA_SOS.1 none a) the management of the metric
Reason: The metric is fixed and is | used to verify the secrets.
not managed.
FIA_UAU.1 - Management of data on use of a) Management of the
password entered from MFD control | authentication data by an
panel in user authentication. administrator;
- Management of data on key b) Management of the
operator, SA, and general user authentication data by the
( password) associated user;
- Management of data on user ¢) Managing the list of actions
authentication. that can be taken before the user
- Management of data on minimum | is authenticated.
user password length
FIA_UAU.7 - There are no management
activities foreseen.
FIA_UID.1 - Management of data on key a) The management of the user
operator, SA, and general user (ID) | identities.
- Management of data on user b) If an authorised administrator
authentication. can change the actions allowed
before identification, the
managing of the action lists.
FIA_USB.1 none a) an authorized administrator

Reason: action and security
attributes are fixed and are not
managed.

can define default subject
security attributes.

b) an authorized administrator
can change subject security
attributes.
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FMT_MOF.1

Management of data on Customer
Engineer Operation Restriction

a) Managing the group of roles
that can interact with the
functions in the TSF;

FMT_MSA.1(a)
FMT_MSA.1(b)
FMT_MSA.1(c)
FMT_MSA.1(d)
FMT_MSA.1(e)
FMT_MSA.1(f)
FMT_MSA.1(g)
FMT_MSA.1(h)

none
Reason: The role group is fixed and
is not managed

a) managing the group of roles
that can interact with the
security attributes;

b) management of rules by
which security attributes inherit
specified values.

FMT_MSA.3(a)
FMT_MSA.3(b)
FMT_MSA.3(c)
FMT_MSA.3(d)
FMT_MSA.3(e)
FMT_MSA.3(f)
FMT_MSA.3(g)
FMT_MSA.3(h)

none
Reason: The role group is only a
system administrator and is not
managed.

a) managing the group of roles
that can specify initial values;

b) managing the permissive or
restrictive setting of default
values for a given access control
SFP;

¢) management of rules by which
security attributes inherit
specified values.

FMT_MTD.1(a)

- Management of data on Customer
Engineer Operation Restriction

- Management of data on Report
Print

a) Managing the group of roles
that can interact with the TSF
data.

FMT_MTD.1(b)

none
Reason: The role group is fixed and
is not managed

FMT_SMF.1 - There are no management
activities foreseen.
FMT_SMR.1 none a) Managing the group of users
Reason: The role group is fixed and | that are part of a role.
is not managed
FPT_STM.1 - Management of time and data. a) management of the time.
FPT_TST.1 - Management of data on Self Test. | a) management of the conditions
under which TSF self testing
occurs, such as during initial
start-up, regular interval, or
under specified conditions;
b) management of the time
interval if appropriate.
FTA_SSL.3 - Management of data on Auto a) specification of the time of
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Clear.

user inactivity after which
termination of the interactive
session occurs for an individual
user;

b) specification of the default
time of user inactivity after
which termination of the
interactive session occurs.

FTP_ITC.1

- Management of data on Internal
Network Data Protection.

a) Configuring the actions that
require trusted channel, if
supported.

FPT_FDI_EXP.1

none
Reason: The role and transfer
conditions are fixed and are not
managed.

a) Definition of the role(s) that
are allowed to perform the
management activities;

b) Management of the conditions
under which direct forwarding
can be allowed by an
administrative role;

¢) Revocation of such an
allowance.

FMT_SMR.1
Hierarchical to:
Dependencies:

FMT_SMR.1.1

FMT_SMR.1.2

Security roles
No other components.

identified roles].

FIA_UID.1 Timing of identification

The TSF shall maintain the roles [assignment: the authorized

[assignment: the authorized identified roles]
- U.ADMINISTRATOR, U.NORMAL, key operator, SA

The TSF shall be able to associate users with roles, except for

the role "Nobody” to which no user shall be associated.

6.1.6. Class FPT: Protection of the TSF

FPT_FDI_EXP.1
Hierarchical to:
Dependencies:

No other components.
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FPT_FDI_EXP.1.1

FPT_STM.1
Hierarchical to:
Dependencies:
FPT_STM.1.1

FPT_TST.1
Hierarchical to:

Dependencies:

FPT_TST.1.1

FPT_TST.1.2

The TSF shall provide the capability to restrict data received on
[assignment: list of external interfaces] from being forwarded
without further processing by the TSF to [assighment: list of
external interfaces].

[assignment: list of external interfaces]
- any external interfaces

[assignment: list of external interfaces]
- any Shared-medium interfaces

Reliable time stamps

No other components.

No dependencies.

The TSF shall be able to provide reliable time stamps.

TSF testing
No other components.
No dependencies.

The TSF shall run a suite of self tests [selection: during initial
start-up, periodically during normal operation, at the request
of the authorised user, at the conditions [assignment:
conditions under which self test should occur]] to demonstrate
the correct operation of [selection: [assignment: parts of TSF],
the TSF].

[selection: during initial start-up, periodically during normal
operation, at the request of the authorised user, at the
conditions [assignment: conditions under which self test
should occur]]

- at the conditions [assignment: conditions under which self
test should occur]

[assignment: conditions under which self test should occur]
- at initiation under which self test is set

[selection: [assignment: parts of TSF], the TSF].

- [assignment: parts of TSF]

- TSF executable code

The TSF shall provide authorised users with the capability to

verify the integrity of [selection: [assignment: parts of TSF
data], TSF data].
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[selection: [assignment: parts of TSF data], TSF data]
- [assignment: parts of TSF data]
- TSF data (excluding audit log data, and present time data)

The TSF shall provide authorised users with the capability to
verify the integrity of [selection: [assignment: parts of TSF],
TSF].

[selection: [assignment: parts of TSF], TSF]
- [assignment: parts of TSF]
- TSF executable code in program ROM

6.1.7. Class FTA:TOE Access

FTA_SSL.3
Hierarchical to:
Dependencies:
FTA_SSL.3.1

TSF-initiated termination

No other components.

No dependencies.

The TSF shall terminate an interactive session after a
[assignment: time interval of user inactivity].

[assignment: time interval of user inactivity]

- Auto clear time can be set to 10 to 900 seconds on the
control panel.

- Login timeout from CWIS is fixed to 20 minutes.

- There is no inactive time with printer/fax driver.

6.1.8. Class FTP: Trusted Path/Channels

FTP_ITC.1
Hierarchical to:
Dependencies:

FTP_ITC.1.1

FTP_ITC.1.2

Inter-TSF trusted channel
No other components.
No dependencies.

The TSF shall provide a communication channel between itself
and another trusted IT product that is logically distinct from
other communication channels and provides assured
identification of its end points and protection of the channel
data from modification or disclosure.

The TSF shall permit [selection: the TSF, another trusted IT
product] to initiate communication via the trusted channel.

- 95 - Copyright® 2013 by Fuji Xerox Co., Ltd



Xerox Color 560/570 Printer ZF+zUr78—vk

[selection: the TSF, another trusted IT product]
- the TSF, another trusted IT product

FTP_ITC.1.3 The TSF shall initiate communication via the trusted channel
for [assignment: list of functions for which a trusted channel is
required].

[assignment: list of functions for which a trusted channel is
required].

- communication of D.DOC, D.FUNC, and D.CONF over any
Shared-medium Interface
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tX1)FT(RIEEH (Security Assurance Requirements)
Table 39 [CEF1UT1REEHERLRT D,
A TOE OFFHMEREEL NIUE EAL3 THd, EBMUEZELF1UT(RIEIVR—RV ME, ALC_FLR.2 T#H
D,
Table 39 tXa)T1{RIEEH
REEDIA RELAVIR—RV b
ADV_ARC.1 Security architecture description
ADV: Functional specification with complete
Development ADV_FSP.3 summary
ADV_TDS.2 Architectural design
AGD: AGD_OPE.1 Operational user guidance
Guidance )
AGD_PRE.1 Preparative procedures
documents
ALC_CMC.3 Authorization controls
Implementation representation CM
ALC: ALC_CMS.3 coverage
Life-cycle ALC_DEL.1 Delivery procedures
support ALC_DVS.1 Identification of security measures
ALC_FLR.2 Flaw reporting procedures
ALC_LCD.1 Developer defined life-cycle model
ASE_CCL.1 Conformance claims
ASE_ECD.1 Extended components definition
ASE: ASE_INT.1 ST introduction
Security Target | ASE_0OBJ.2 Security objectives
evaluation ASE_REQ.2 Derived security requirements
ASE_SPD.1 Security problem definition
ASE_TSS.1 TOE summary specification
ATE_COV.2 Analysis of coverage
ATE: ATE_DPT.1 Testing: basic design
Tests ATE_FUN.1 Functional testing
ATE_IND.2 Independent testing - sample
AVA:
Vulnerability AVA_VAN.2 Vulnerability analysis
assessment
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6.3. tTF1UT1EHRI (Security Requirement Rationale)
6.3.1. tFa)T H#AEZEHIBI (Security Functional Requirements Rationale)

PrIUT R REEREET YT R R A ORI EE, Table 40(CE2itTE, CORTRTAED, HFa
UTAHBEE N, D<ED 1 20 TOE tXa1UT R AHICHISL TS . FeF X1 )Tt KA &
B EFIUTAHRBEE R ICLNREESN TL\S1R#LE, Table41 [CEEiR T 2,

Table 40 t¥aUTHREEHELTAUTRIERA SO SRR

Objectives

O.PROT.NO_ALT

O.CONF.NO_ALT

0.CONF.NO_DIS

O.DOC.NO_ALT

O.FUNC.NO_ALT

O.AUDIT_ACCESS.AUTHORIZED

O.AUDIT_STORAGE.PROTECTED
O.CIPHER

O.SOFTWARE.VERIFIED

O.INTERFACE.MANAGED
< | < |[O.AUDIT.LOGGED

O.USER.AUTHORIZED

0.DOC.NO_DIS

SFRs

FAU_GEN.1
FAU_GEN.2
FAU_SAR.1
FAU_SAR.2
FAU_STG.1 v
FAU_STG.4 v
FCS_CKM.1 v
FCS_COP.1 4
FDP_ACC.1 (a) vIiv|vY
FDP_ACC.1 (b) v
FDP_ACC.1 (c)
FDP_ACC.1 (d)
FDP_ACC.1 (e)
FDP_ACC.1 (f)
FDP_ACC.1 (g)
FDP_ACC.1 (h) v
FDP_ACF.1 (a) AR AR%
FDP_ACF.1 (b) v
FDP_ACF.1 (c) v
FDP_ACF.1 (d) v

AN

<

AN NS AN AN
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O.DOC.NO_ALT

O.FUNC.NO_ALT

O.PROT.NO_ALT

0O.CONF.NO_DIS

O.CONF.NO_ALT

O.USER.AUTHORIZED

O.AUDIT_ACCESS.AUTHORIZED

O.AUDIT_STORAGE.PROTECTED
O.CIPHER

O.SOFTWARE.VERIFIED

O.INTERFACE.MANAGED
O.AUDIT.LOGGED

FDP_ACF.1 (e)

FDP_ACF.1 (f)

FDP_ACF.1 (g)

< | &| «]0.DOC.NO_DIS

FDP_ACF.1 (h)

FDP_RIP.1

FIA_AFL.1 (a)

FIA_AFL.1 (b)

FIA_AFL.1 (c)

FIA_AFL.1 (d)

AN NEER N BN

FIA_ATD.1

FIA_SOS.1

FIA_UAU.1

FIA_UAU.7

AN

FIA_UID.1

FIA_USB.1

NIENENENEN RN AN RN ENEN

FMT_MOF.1

FMT_MSA.1 (a)

FMT_MSA.1 (b)

FMT_MSA.1 (c)

FMT_MSA.1 (d)

FMT_MSA.1 (e)

FMT_MSA.1 (f)

FMT_MSA.1 ()

AN NEEANE N AN

FMT_MSA.1 (h)

FMT_MSA.3 (a)

FMT_MSA.3 (b)

FMT_MSA.3 (c)

FMT_MSA.3 (d)
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Objectives

O.PROT.NO_ALT

O.CONF.NO_ALT

0O.CONF.NO_DIS

O.DOC.NO_ALT

O.FUNC.NO_ALT

O.AUDIT_ACCESS.AUTHORIZED

O.CIPHER

SFRs

FMT_MSA.3 (e)
FMT_MSA.3 (f)
FMT_MSA.3 (g)
FMT_MSA.3 (h) v
FMT_MTD.1 (a)
FMT_MTD.1 (b)
FMT_SMF.1 vViviY
FMT_SMR.1 VIiv|Y
FPT_FDI_EXP.1 v
FPT_STM.1 v
FPT_TST.1 v
FTA_SSL.3 Vv
FTP_ITC.1 VIV Y

O.AUDIT_STORAGE.PROTECTED

O.USER.AUTHORIZED
O.INTERFACE.MANAGED
O.SOFTWARE.VERIFIED
O.AUDIT.LOGGED

< | &| «]0.DOC.NO_DIS

AU N IR N BN
AN NI A NE RN
AR NN

Table 41 L¥1UT4 R EAEHICLIF1) T4 BEBEZ (IR ML

TXaIT R E TFIT R E AR AL

O.AUDIT.LOGGED (3 TOE R - tF21UT4ICRNBI1 RV bOOT Z4ERL -
L, EROBVARELRHR - RS EBCH KA HTHS,
AeF2UT AR AHERERTHEHICE,

FAU_GEN.1 [CLNEERRAIAY MR LTEF ) TABEEOT TN E RS
ns.

RIELT L0 ER IR TERICINERRIFETHS.

FAU_STG.4: E¥1UT(4BEEQT TS0 M HIIE E THIIEM. EFIE
ENRICANIESN D,

FCS_CKM.1:BESRERDKBISEERFICIS LS
FCS_COP.1:BESLDKERIF YT AT—ARELTERIGEND

FMT_MSA.3: 774V ME. JL—ILOZEE (T

FAU_GEN.2, FIA_UID.1 [CINBEERRERE. TORACLBLFAED

O.AUDIT.LOGGED
(BEEAXY bOECERE
REISNIZTDER)
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TXaT R &

THIT R E AR AL

HAEERICREE R T,

FPT_STM.1 (C&D TOE O OEELIAYIERNT, EEMRIAY bedt
(CR4 LARYTHEE BN (CRE RSN S,

L EDtF1) TR EHCIN R A ERBTENTES,

O.SOFTWARE.VER
IFIED

(VIMII7 LMD
1R3L)

O.SOFTWARE.VERIFIED (& TOE BE&®MX{71— FOBHRIDFIEZIR
HIIRAEKHEHTHS.

AEF1UTARAHERERTHEHICE.

FPT_TST.1(C&D TSFE4TI- FELU TSF T-ADT L ZREET 572D E
ETAMEREEREENRCRE LRITI SN TES,

L EDEF1) TR EHRICINR RS SHERBIZT ENTES,

O.INTERFACE.MA
NAGED

(BB B—D1—AD
E1E)

O.INTERFACE.MANAGED (It FaUF4R)I—(CH->THERS VA—T1—2R

DRFEEETIRRAEHTHD,

A1 )T R KA EERT NI,

FIA_AFL.1(a)ICknH &1 & SRS DR AL R BRBFIC. FIA_AFL.1(b)IC&D

SA DB R BB (AR R FRRERF ) ICEREE R BRIC LD 7D EAE B B $5 DEREEIC

KB ULIBE . B OFF/ON K" BIZRD., EHE UK BEC,

FIA_AFL.1 (c)ICEN—A&FI FAE REL R DFRAE R BUBF(C. FIA_AFL.1 (d)IC

&0 SA SRELRE DERAE S BB (S EREREERF) (. /S AT — ROVIE LKLV B DAY

t—IRRLC. NAT—FOBANEEKRT S,

FIA_UAU.1.FIA_UID.1 [CINEELG—RAAEBESLVVATLEEEEH

BT BEHIC. CWIS ADTPIEABEBLUI7DARIA b0 7Dt AL 1—H
— R RN ITIOND, T2, FIA_UID.1 (CIDIE U HE—BFBERLIVIAT

LEBERHRANTRRHIC. TVVA— R4 N\MbD 7O ARFIC - -8RI h4T

hnhd,

FIA_UAU.7 [CEN1—H—FBREICRLCEREE 71— R)WDIIRESN DD T, /TR

D—FOlRBIEHITS,

FTA_SSL.3(Z&h. CWIS [c—

BERMEERTS,

TIUB—=RES4 N T7DARSA NeDyYavERFE FICERMBREES(CEY

VIVERT T,

FPT_FDI_EXP.1 (CED4 &R Y A—T1— AW BDZIET—ADAE LY FT—DHA

OFF A SN VEREEHIRT 3,

LU EDCFIUTHBEEHICEDR KA ER/ZTENTED,

ERROPI AN EMSSBATAVEDUPL

0.USER.AUTHORI
ZED

(—REF AELEESE
0 TOE f#FDEET)

O.USER.AUTHORIZED (& TOE OfF %I $ 3 RI1IC. ERAEN X171
RUD—[CRHOTHERZT ZSNTHED. ZORIEHANERHI KR AEH THS.
A1) TR RAMEERT DI

FDP_ACC.1(b). FDP_ACF.1(b)IC&D1—H—@# BRI Z#RETH_L T, &F
AISNEZFIRBEDOH (CEREEEDIREEF T3,
FIA_AFL.1(a)(C&Dtm B A R OREE K B BF(C. FIA_AFL.1(b)IC&D
SA DFREER BREF (A ARERRERF ) (CFRRE R BRICL B 7D EAIER B # 5 DFREEIC
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TXaT R &

THIT R E AR AL

KBULEE . BIR OFF/ON KA ZEICHD, Ei LR EZ<,

FIA_AFL.1 (c)IC&N—A&FI AE FREEFF DFRRE R BUBF(C, FIA_AFL.1 (d)IC
&N SA FRRERFDERRE K BREF (SMERERAERF)(C. “SAD— FAE KBV B DAY
-YERTRUC NAT-RFOBANEEKRT S,

FIA_ATD.1, FIA_USB.1 [CIDHEMEEERE, SA RE, —MRAAER
BT HCELED, BFRISNEFIREBEDH(CHT VIO MERINH TS,
FIA_SOS.1 (24D, SA e—RRFIRZEOH/N AV - FREFIRT 3,
FIA_UAU.1,FIA_UID.1 (CINEHLG—BFAESLIVIVATLEREEH
AT BIHICARENRIVD DT DL AR IC - -3 B FREENTHNS
FIA_UAU.7 [C&D 21— —FRRECEA L CRRRE 71— RO R RESNZ DT, /1A
- RoiRRIEHTFS,

FMT_MSA.1(b)ICENtEF1UT1BIEDENEDE . RE. HIbR. /EREERE
EE:D

FMT_MSA.3 (b)[CED@E T I4I MEEEET B,

FMT_SMR.1 [C&DHMEEE . SA, YATLEERE, —RFIAE ORI
RSN T, EnREINEER TN,

FTA_SSL.3 [CEDIEENSRILC—ERREOT7 I AN EMS S (SEE)/ RO
REEDI7UBRAEERT B,

U EDEF1) TR EMICINR R A SHERHIZT CENTES,

O0.DOC.NO_DIS
(FIREXET A0
FIERMTRE)

0.DOC.NO_DIS (¥ TOE ##R DB LA ERRKENMD User Document
Data #5F3® KA EHTHD.

AKeF1 )T R RAEHERRT NI,

FDP_RIP.1 [CEDAEBN— FTFAADEKEICERB NI AFHXET 0. KL
AIDERONBZFIATELRT D,

FDP_ACC.1(a),FDP_ACC.1(c), FDP_ACC.1(d), FDP_ACC.1(e),
FDP_ACC.1(f), FDP_ACC.1(g), FDP_ACF.1(a),FDP_ACF.1(c),
FDP_ACF.1(d), FDP_ACF.1(e), FDP_ACF.1(f), FDP_ACF.1(g) ,
FIA_UID.1 [C&NI1—H—BAIZEEETHET, SFaISnNizFIAEBEOHIC.
User Document Data D% A 93,
FMT_MSA.1(a),FMT_MSA.1(c),FMT_MSA.1(d). FMT_MSA.1(e).
FMT_MSA.1(f),FMT_MSA.1(g)[C&NEF1UT(BHOBLE DY, B E.
Bk, (EREEET D,

FMT_MSA.3 (a),FMT_MSA.3 (c),FMT_MSA.3 (d),FMT_MSA.3
(e),FMT_MSA.3 (f), FMT_MSA.3 (g)Ic&i@Et a7 74l MEE ST 3,
FMT_SMR.1 [CENHEMEEE . SA. YVATLEEE ., —RFIHAEOERENTH
BT, 20&EWBEEMF TN,

FMT_SMF.1 (C&D TOE £¥1 )T EEBMEEZ I ATLEEENRETS,
FTP_ITC.1 [CLD TOE & IT O MDA ER %Y FO—H L &N 5 User
Document Data ZZ Bih\niRETH=HIC. BIET S TOMIVICH G
33,
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TXaT R &

THIT R E AR AL

U EDEF1) TR B M (CINM R A ERBITENTES,

0.DOC.NO_ALT,
(FIAEXETHD
FEHSHIFRE)

O.DOC.NO_ALT (&, TOE ##ER DB WA ERHS A B User Document
Data #-F3* KA THD.

AeF1UT R RAHERRTHHICE.

FDP_ACC.1(a). FDP_ACF.1(a), FIA_UID.1 ([C&Da1—Y—@#FI=EET S
CET. Faleni=FIFAEDHIC. User Document Data D& T3,
FMT_MSA.1(a)lc&nteFaUT/BHENBVEDE. RE. HIFR. EREEE
33,

FMT_MSA.3 (a)lcEN@EtI BT I74 I MEZEET B,

FMT_SMR.1 [CIN#HEEE . SA. VATLEERSE . —RFIABEOREIH
HEINT, tO®REINBEEM TN,

FMT_SMF.1 (C&D TOE t¥1)T1EEBHEEE VAT LEBRENRE TS,
FTP_ITC.1 (L&D TOE & IT FOAD MEIOAER =Y FO—D L &5 User
Document Data #ZBih b{RE& T 27HIC. BIET ARSI TOFILIST IS
33,

L EDEFIUTBBEBEHICEDR R A S ER/IZTENTED,

O.FUNC.NO_ALT
(R AEEET 30
FEHSHIRE)

O.FUNC.NO_ALT (. TOE ##R DB WA ELZHXSAHH User Function
Data Z5FdX KA E#H TH3.

AKEeF1 )T R RAEHERRT NI,
FDP_ACC.1(a),FDP_ACC.1(h). FDP_ACF.1(a),FDP_ACF.1(h),
FIA_UID.1 [C&N1—Y—HAIZEETIET, FFAISNZRIAEDH(C.
User Function Data D&% A%,

FMT_MSA.1(a) ,FMT_MSA.1(h)lc&htF 15 BHOBLEHE ., &ZE.
HIBR. IERZEET D,

FMT_MSA.3 (a),FMT_MSA.3 (h)IC&N#EYTIB T4 MEREIET B,
FMT_SMR.1 [CENEMEERE . SA. VATLEEE . —RFIAEOREH
BN T, t0ZENEEM ToNnd,

FMT_SMF.1(C&D TOE tF1UT4 EEEEEZ VAT LEEENRHK TS,
FTP_ITC.1 [CLD TOE & IT FOAD MEIOAER =Y FO—D L ZifiNd User
Function Data #&ZBih b iRE&T37HIC. BIET B S TO MU ST
%,

LU EDCFIUTHBEEBICEDR R A S ER/EZTENTED,

0.PROT.NO_ALT,
(TSF F—HOFREH
ShiRE)

O.PROT.NO_ALT (¥ TOE ##ER DI WARIER RSN TSF Data &57% %t
KHEH THD,

AtF1UT R RAHEERTIHICIE.

FIA_UID.1 [CEN1—Y—-BANZEET S ET. FFRISNLE VAT LEBELZT
[C. TSF Data O#&{EZEF AT 5,

FMT_MOF.1 [C&DEF 1) T HEEDEIERE L BLUBBEDEREIG. VAT L
BEELZFCEBELTCNSDT, YVATLEEEL(FHIHIPREIND,
FMT_MTD.1(a)ICENEF 1T BBEDIRERE (L. VAT LEEEZHICR
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TXaT R &

THIT R E AR AL

ELTWSNOT, TOE BXET—HDHE. YATLEBELIFICHIRIND.
FMT_MTD.1(b)ICEN—AEFIFAE ID OFFEF. VATLEBRELRAEICE
ELTWLS,

FMT_SMF.1([C&DTOE X2 T REN EEHEEDREE. YVATLEEEA
=T,

FMT_SMR.1 [CEDHMEEE ., SA, YATLEERE, —RAABEORESH
BSNT, 20BN EEM (TN,

FTP_ITC.1[C&D TOE £ IT 704D MEIDMER R Y MO —D L &I % TOE B2 E
TAEBRENLRETSEHIC. BIET-FESILTONIISHIET B,

L EDEF1 )T BB CINM R AR ERBT ENTES,

0.CONF.NO_DIS,
0.CONF.NO_ALT
(TSF F—5DFEK
ShBLUTRERTRR
&)

O.CONF.NO_DIS, O.CONF.NO_ALT [ TOE ##ENH\FIERRF# vk
Shhr b D.CONF &5F3 5 KA # THD.

A1) TR KA EERT NI,

FIA_UID.1 [C&N1—Y—HAIEEET S ET, BFRISNIZRIABLIFIC,
D.CONF DEZEFAIT 5,

FMT_MOF.1 [CENTEH1UT(HEBEDEMERFLL . BLUBBEDREX. VAT L
EEELFICBELTVNBIDT, YVATLEBEZ(FICHEIND,
FMT_MTD.1(a)lC&NtF 1T REDRBEER E E. YATLEEBLIFCR
ELTLPNDT, D.CONF OfLENOE . HE[E. YATLEBRELFICHESN
%,

FMT_MTD.1(b)ICEN—fEFIBED ID E/SAD—RFOHREIF. YATLEEELE
AAHEICERELTS,

FMT_SMF.1 (C&D TOE ¥ 1) T/ HEEDEERREDR T Z . EF A SNz
BENRETS,

FMT_SMR.1 [CINHMEERE . SA. VATLEESE . —RFIAEOREIH
Ban T, t0&EINEEM FToND,

FTP_ITC.1(ZED TOE & IT FO4SD MDA ERRY FI—D LERNZ X171
BEEOJT—3BLU D.CONF Z&EBNHIRETZHIC. BIETAIESLTO
FVIEX ST B,

LU EDEFIUTHBEEBICEDR R A ER/TENTED,

O.AUDIT_STORAG
E.PROTECTED

O.AUDIT_STORAGE.PROTECTED (&R EEREDL VDL - HIBR-
EENOFIRNKRAEHTHS,

AEF1UTI R RAHERRTHLEHICE.

FAU_STG.1 [CINEERTI7MIVICHEMSN TS X1 T(BEERNT T 4%,
FEBHIBRPHRENLRET S,

FAU_STG.4 [CENEEOTNEMRICIE1ZEFC, mREE VM LAY T THE NS
NEEENTE EEEHIRLT HLLEEIRY M, BEEOT 77/ BT
%o

L EDEF1 )T BB H IR AR ERBTENTES,

O.AUDIT_ACCESS

O.AUDIT_ACCESS.AUTHORIZED (3B E L HNHERDH BB (CL>TD
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X1 ) TR KA & X1 )TAHEREEH RN

.AUTHORIZED H. BEMBEXIVT1ERERITIAICOTINELIICT IR AEHTH
®o
AeF1UT4 KA ERTRTHHICE.
FAU_SAR.1 [CLDEFFAISNTIVB VAT LEE AL, BEEOT 71 )bhb0tFa
VT1BEENTT-A0FH H U RERIR T2,
FAU_SAR.2 [CEDNEFAISNTLS VAT LEBE LS OBEEDTIANDT7 VL A%E
2®it3%,
ULDEXIUTAHEBEBEHICENTI R A S ERB T ENTED,
O.CIPHER [FHEN—FTAADEBICEBINTLEIXET A, FIAEH X
ET7-SEMNHE L THETAH KRB VLIS, REN— RTAAVEE LICERES
N3T—HEIESILT IR KAEHTHS.
AKX )T RAMERTRT DI,

O.CIPHER FCS_CKM.1 [C&DfEFESNSE 256 B OIS B ER(CH-T, BESHMNERS
N3,
FCS_COP.1 [CEDRHONEREE7ITVZALERBERET. XET 4R
N=FTFAADEBNEE T R(CHES LS., FiHH UEFICES1EEh3,
UEDTFIUTAHEBEEHICEN R AT ERBZTENTED,

6.3.2. KEFMHOD#HREE (Dependencies of Security Functional Requirements)

TRIVTHEREEGMRTFLCV SRS LR FRREER UGV HERE S, IRFEFRN
IEENBSTHRMEN G VR HLE ., Table 42 (L2 T 3.

Table 42 tFaUT/HEEEHIVIR—2 Y bOEREFM

BEEEHIVR—2R Vb IKFHEOHEEEHIVR—2V b
BEHBIUEHET HEULCVSEH  KEMHZERLCVEBVEHCEDIE S
FAU_GEN.1

i _ FPT_STM.1 —
Audit data generation
FAU_GEN.2
. . FAU_GEN.1
User identity —
. FIA_UID.1
association
FAU_SAR.1
. . FAU_GEN.1 —
Audit review
FAU_SAR.2
Restricted audit FAU_SAR.1 —
review
FAU_STG.1
Protected audit trail FAU_ GEN.1 —
storage
FAU_STG.4 FAU_STG.1 —
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WREEHIVR—2V b

REFEOMAEZRGHIVR—2 Vb

BEUBIUEHLTH FHRULCLVSEHR (KEMZEHEELCVVEVEHCEOESM
Prevention of audit
data loss
FCS_CKM.4:
FCS_CKM.1 &S 8#(E MFD DREENRFICE RSN . DRAMIEH 4
Cryptographic key FCS_COP.1 AED)ICHEIEIND, COREERE MFD RAMADER
generation UM AEERITHSNDT. BEREWETIVNEN
VA{RN
FCS_CKM.4:
FCS_COP.1 E= 823 MFD O ENRF(CA RS . DRAM(IEH
Cryptographic FCS_CKM.1 AED)CHEMEIND, COREERE MFD AMADER
operation EUIMTAEERITSNT. BEREHETIVNEN

LA

FDP_ACC.1(a)
Subset access control

FDP_ACF.1(a)

FDP_ACC.1(b)
Subset access control

FDP_ACF.1(b)

FDP_ACC.1(c)
Subset access control

FDP_ACF.1(c)

FDP_ACC.1(d)
Subset access control

FDP_ACF.1(d)

FDP_ACC.1(e)
Subset access control

FDP_ACF.1(e)

FDP_ACC.1(f)
Subset access control

FDP_ACF.1(f)

FDP_ACC.1(g)
Subset access control

FDP_ACF.1(g)

FDP_ACC.1(h)
Subset access control

FDP_ACF.1(h)

FDP_ACF.1(a)
Security attribute
based access control

FDP_ACC.1(a)
FMT_MSA.3(a)

FDP_ACF.1 (b)
Security attribute
based access control

FDP_ACC.1(b)
FMT_MSA.3(b)

FDP_ACF.1 (c)
Security attribute
based access control

FDP_ACC.1(c)
FMT_MSA.3(c)

- 106 -

Copyright® 2013 by Fuji Xerox Co., Ltd




Xerox Color 560/570 Printer ZF+zUr78—vk

WREEHIVR—2V b

BEHHIVERET

B LTS EM

REFEOMAEZRGHIVR—2 Vb
KEREBRLUCVEGDEHCEDIE L ME

FDP_ACF.1 (d)
Security attribute
based access control

FDP_ACC.1(d)
FMT_MSA.3(d)

FDP_ACF.1 (e)
Security attribute
based access control

FDP_ACC.1e)
FMT_MSA.3(e)

FDP_ACF.1 (f)
Security attribute
based access control

FDP_ACC.1(f)
FMT_MSA.3(f)

FDP_ACF.1 (g)
Security attribute
based access control

FDP_ACC.1(g)
FMT_MSA.3(g)

FDP_ACF.1 (h)
Security attribute
based access control

FDP_ACC.1(h)
FMT_MSA.3(h)

FDP_RIP.1
Subset residual

information protection

3L

FIA_AFL.1

Authentication failure

handling

FIA_UAU.1

FIA_ATD.1
User attribute
definition

3L

FIA_ SOS.1
Verification of secret

3L
s

FIA_UAU.1
Timing of
authentication

FIA_UID.1

FIA_UAU.7
Protected
authentication
feedback

FIA_UAU.1

FIA_UID.1
Timing of
identification

3L

FIA_USB.1
User-subject binding

FIA_ATD.1

FMT_MOF.1

FMT_SMF.1
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WREEHIVR—2V b

BEHHIVERET

B LTS EM

REFEOMAEZRGHIVR—2 Vb
KEREBRLUCVEGDEHCEDIE L ME

Management of
security functions
behavior

FMT_SMR.1

FMT_MSA.1(a)

FDP_ACC.1(a)

Management of FMT_SMF.1 —
security attributes FMT_SMR.1
FMT_MSA.1(b) FDP_ACC.1(b)
Management of FMT_SMF.1 —
security attributes FMT_SMR.1
FMT_MSA.1(c) FDP_ACC.1(c)
Management of FMT_SMF.1 —
security attributes FMT_SMR.1
FMT_MSA.1(d) FDP_ACC.1(d)
Management of FMT_SMF.1 —
security attributes FMT_SMR.1
FMT_MSA.1(e) FDP_ACC.1(e)
Management of FMT_SMF.1 —
security attributes FMT_SMR.1
FMT_MSA.1(f) FDP_ACC.1(f)
Management of FMT_SMF.1 —
security attributes FMT_SMR.1
FMT_MSA.1(q) FDP_ACC.1(qg)
Management of FMT_SMF.1 —
security attributes FMT_SMR.1
FMT_MSA.1(h) FDP_ACC.1(h)
Management of FMT_SMF.1 —
security attributes FMT_SMR.1

FMT_MSA.3(a)
Static attribute
initialization

FMT_MSA.1(a)
FMT_SMR.1

FMT_MSA.3(b)
Static attribute
initialization

FMT_MSA.1(b)
FMT_SMR.1

FMT_MSA.3(c)
Static attribute
initialization

FMT_MSA.1(c)
FMT_SMR.1

FMT_MSA.3(d)
Static attribute
initialization

FMT_MSA.1(d)
FMT_SMR.1
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WREEHIVR—2V b

BEHHIVERET

B LTS EM

REFEOMAEZRGHIVR—2 Vb
KEREBRLUCVEGDEHCEDIE L ME

FMT_MSA.3(e)
Static attribute
initialization

FMT_MSA.1(e)
FMT_SMR.1

FMT_MSA.3(f)
Static attribute
initialization

FMT_MSA.1(f)
FMT_SMR.1

FMT_MSA.3(q)
Static attribute
initialization

FMT_MSA.1(g)
FMT_SMR.1

FMT_MSA.3(h)
Static attribute

FMT_MSA.1(h)

e e FMT_SMR.1
initialization
FMT_MTD.1
FMT_SMF.1
Management of TSF —
FMT_SMR.1
data
FMT_SMF.1
Specification of
L
management
functions
FMT_SMR.1
] FIA_UID.1 —
Security roles
FPT STM.1
o A"
Reliable time stamp
FPT _TST.1
- BL
TSF testing
FTA_SSL.3
TSF-initiated UL
termination
FTP_ITC.1
Inter-TSF trusted BU
channel
FPT_FDI_EXP.1
Restricted forwarding |FMT_SMF.1
of data to external FMT_SMR.1
interfaces
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6.3.3. tFaVT/IRIMEHIRM (Security Assurance Requirements Rationale)

This TOE is Hardcopy Device used in restrictive commercial information processing
environments that require a relatively high level of document security, operational
accountability, and information assurance. The TOE environment will be exposed to
only a low level of risk because it is assumed that the TOE will be located in a
restricted or monitored environment that provides almost constant protection from
unauthorized and unmanaged access to the TOE and its data interfaces.

Agents have limited or no means of infiltrating the TOE with code to effect a change,
and the TOE self-verifies its executable code to detect unintentional malfunctions. As
such, the Evaluation Assurance Level 3 is appropriate.

EAL 3 is augmented with ALC_FLR.2, Flaw reporting procedures. ALC_FLR.2 ensures
that instructions and procedures for the reporting and remediation of identified
security flaws are in place, and their inclusion is expected by the consumers of this
TOE.
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TOE Ef4E# (TOE Summary Specification)
AETIE, TOE BB T3 LF 1T (OB HHAR OV TRA T B,
t¥a)T71888E (Security Functions)

Table 43 (2 TOE t#1U5 (et b 17 (BAEEHORTERT
AETHITTS TOE tF1UT (AL 6.1 BICRBINZ LFUTAREEREB LT EOTHS,

Table 43 TOE X1 18aet X 1T B BEE DXL B R

¥ UT1HERE

)T EEEH
FAU_GEN.1
FAU_GEN.2
FAU_SAR.1
FAU_SAR.2
FAU_STG.1
FAU_STG.4
FCS_CKM.1
FCS_COP.1 v
FDP_ACC.1(a)
FDP_ACC.1(b)
FDP_ACC.1(c)
FDP_ACC.1d)
FDP_ACC.1(e)
FDP_ACC.1(f)
FDP_ACC.1(g)
FDP_ACC.1(h)
FDP_ACF.1(a)
FDP_ACF.1(b)
FDP_ACF.1(c)
FDP_ACF.1(d)
FDP_ACF.1(e)
FDP_ACF.1(f)
FDP_ACF.1(g)
FDP_ACF.1(h)
FDP_RIP.1 v

TSF_IOW
TSF_CIPHER
TSF_USER_AUTH
TSF_FMT
TSF_CE_LIMIT
TSF_NET_PROT
TSF_INF_FLOW
TSF_S_TEST

SIS S S ShrsE Fau

AN

AN N N N N N N AN AN ENANEN AN RN
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t¥a) 18R

¥ TIHERE RS

TSF_IOW

TSF_CIPHER

TSF_FMT

TSF_NET_PROT

TSF_CE_LIMIT
TSF_INF_FLOW
TSF_S_TEST

TSF_FAU

FIA_AFL.1(a)
FIA_AFL.1(b)
FIA_AFL.1(c)
FIA_AFL.1(d)
FIA_ATD.1
FIA_SOS.1
FIA_UAU.1
FIA UAU.7
FIA_UID.1
FIA USB.1

SN S S S S S S S SIrsE USER_AUTH

FMT_MOF.1
FMT_MSA.1(a)
FMT_MSA.1(b)
FMT_MSA.1(c)
FMT_MSA.1(d)
FMT_MSA.1(e)
FMT_MSA.1(f)
FMT_MSA.1(g)
FMT_MSA.1(h)
FMT_MSA.3(a)
FMT_MSA.3(b)
FMT_MSA.3(c)
FMT_MSA.3(d)
FMT_MSA.3(e)
FMT_MSA.3(f)
FMT_MSA.3(g)
FMT_MSA.3(h)
FMT_MTD.1(a)
FMT_MTD.1(b)
FMT_SMF.1

FMT_SMR.1

NENENENENENEN AN

NENENENENEN AN ENENENENEN

FTA_SSL.3

AN NHENEANAN

FTP_ITC.1
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tXa1UT#EEE
=
) = 5 =
o | < s | 9|k
w | = [a ™ )]
s | L E JI 2B e | A
Sl o || &|lo|&|lz| 28| wn
B . %I %I &I &I &I 5 5 &I &I
FPT_FDI_EXP.1 v
FPT_STM.1 v
FPT_TST.1 v

LT TIEE TOE a8 aECRAL T ZEE R IS T2 ¥ T B BEE (LD WVTERBET B,

1. N—FFAADERTALEZTHEMEE(TSF_IOW)

N—FFAADERT AL EETHERKER. YV ATLEBEICINVATLEBEEE-FTERESNEIN
—RFAAVERET AL EEHEMBER T ISR, JE—HEE. TV, 2AFvF—#EE. RVD
DAV URE. D7D ABBES LUAA LD M I7D ABBEDE I3 DE T #£IC. REBN— RTAADEE(C
ERSNERRABZHXET AR ULT, ABN—FTAADVEBEOXET—HfEEEZ. 1 BIFEE 3 ED
LEFCINEETD, CNEEESROFERIRECIELUT, DLEOMEEEELTIEEE. TF1)T1
MEZEBEIIGEEERBLINSZHTHD,

WD EEZEETIEEIF. LETHROBHE1EEL, EX1)TREZEBETSESE. £E
THENEHE3EET S, 3EOLEEEHEEKG. 1EICHEATOLEREETITEH. LNRERD
FEEEERB(HEE)THS,

SHIC, VAT LEBENRE LEBRIFE Y27 IME R CERXETHIBRLTLELESEEETS(ON
Demand Overwrite #8g),

(1) FDP_RIP.1 Subset residual information protection (Y7t FEFIERIEE)
TOE F& VTR THRODLEEHEREOHEELT, LEEEE 1 E("0(EN)"ICLE LEE)E.
3 E(ELH-ELE-"0(EN) LR L EE)DBERNE KD FLRERN— T AVEELIC, LEE
BEFEOFAFHINET-IN—EEHES, TOE BHFIC—EEFIVILT HERTOFAF
HXET-HINEFEETIHEE. LESHELEBEETTS,

1.1.2. N—=FT4ADERT-IES1L1#ae(TSF_CIPHER)

N—FTAADERT A SEeER. VAT LEBECIN VAT LEBEE-FTRESNEIN-FT
AADETET IS EMARERE J(CHEL ., JE-#EAE. TUVA—HERE. A v —HEE. Xv D —DAFv
VHERE. TPDARBES LUSA LD M 7D AR REB E R D B B M AR ER E R ICRARN— FTAADEKEICE
BINEXETHOIESILEIT,

(1) FCS_CKM.1 Cryptographic key generation (BS54 mK)
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TOE [FYAT LEBECLNRESNEIN-FT(ADERT IB S —12ERAL. EBRICE
TEOYHAZELED FXOSENC AR TIVTUXLICELT 256 BV b DRSS BAREITI(TN\—FF4AD
ERTABRSEF-IPRLTHNL. FUBESEIERING), BH FXOSENC AX7ITUXL
[F. +ABEMEERLEF1PETITIZALTHS,

(2) FCS_COP.1 Cryptographic operation (RE&S121E)
TOE BREBN—FTAADEKEICXET—AZEE I SKRIC. EERFICHES R ER(FCS_CKM.1)(C
SNERLUE 256 EY M ROEESHE FIPS PUB 197 [CETJCAES ZIVIVALEICINXET—AD
BESILZ1TI. FRBRUZXETIEHAHTIZELRKIC, EEIFFICAERMLEZ 256 EVvFRD
EE#E AES 7ILTUZXLICENEBILEITI,

7.1.3. 1—4Y—FERE4EE(TSF_USER_AUTH)

1 —Y—FREEHERE(L . BF RSN EDFIABLITIC MFD O REZE AT SHERERFIZESTZHIC, 12
ENRRIV. FIRBDIAPY  DTIVE— R4/ T7DARSM N, LU CWIS hbo1—H—ID &1—H—
NAD—FEANSETHAIFRIET HAETHS

MFD Fz[SEB0Y —N—-(CEHIN TSI - —1FmeF AL T, FBEAEIT.

A-HF—EMOBRAEICLOT. RD 2 &N HD,
a) V.V
ARFREEE . TOE MICEER LIz 1Y —fEREE AU CGRELEEE1TY,

b) s &RERE
NERDEREEY — NN —(Cxt UTEREE R 1T, TOE RIC1—H—1ERIFBHFINTOED,
SV EREREEIL . S ERDEREEY —/\—(LDAP % —)\—. Kerberos H—/\—) TEEIN TS 1-H—1F
|EFEALT, RT3,

RN LRI AZE DS N T IO REEE AR e,

a) AEBRENRINTHESNS AL

th"—*?é""‘ TrPDAEREGEME) . AF v UL, RV MT—DAFvURRE BRINVD AR ERRE. TV
BE(TVVA— FSMA NTORILEE DR ENSFM THOENRIFRF IR RIVTIREET B)

b) CWIS THIfHISN S RE
HHIKREBOR TR, VaTRE-BEORTR. HENIANLGOXET - URE. J71ILHEE(C
£37) hEE

c) FRAEBEBIFMTIIDTIVE—RIAN/TPDARTANEERT HHEE
FAEIIM7V b LEDT—H%, MFD h'EZIRATel3 N — ULk § 58 (PDL) CHE SN FN R T — 31
EHL TOE LTIV T —REEBHETH (TR TIUM) , FIRENFIAEDISM 7V DTIIE—F
FANTRABEEERE LRETTIY METRETHE. MFD 3RIET-REEY VT T-RICE M
(FAVR=X)LTA—H—ID CECABMN—FTAADICEET S,
FRAEIFMPV M LEDT 5% MFD ANT-R&EEL. BEEIPDAEETH(HM LD N Tr7DAEE),
FRAEDNRAEBEBDIMTY MDTPIARSA N1 —F—ID ENAT— FEERTE LR TIPIAEE
{ERETHE. MFD B2 EBRMENBICEFINZI-T—ID &/NATV—- I —HIENEFIVIL,
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—HBUGEE0H ZET &Y MY TT—AICER(TIVIR-—X)LTIPIRAEEZERET B,

FEABREMRERNBLUVATLEBEEDF(PV Mo TOE EX 1T HEREDSREBRTELEZ
TTIERERFZEILHICIATLEEE ID £AAT— FZA NS THBIRIETIEDTEHD.

(1) FIA_AFL.1(a) Authentication failure handling (F23E BB DENHRLY)
TOE (Y ATLEBEE— RATHEATRHIC. VATLEBEDRIZ1TO0. SRARFDEREE K EX
MISHEREEIRE LTS, MBS ID ALK ERE L, PVEAEB R THRESN TS 5
B DEFTERISETBE. BIESRIVTREIRUIB/ 3% A LN ORI Z T (F3<RBD, Web 7357
FTH MFD RADEIRD UM/ % AFTREAHEER R FT<BS,

(2) FIA_AFL.1(b) Authentication failure handling (RIE&BEXFEFDEDIELY)
TOE RYATLEEEE—FATVIEATRRIC. YATLEBEEDRIZITON. RO LK
XISHEREEIRIE LTS,
AAKRERELRFIC SA O ID BREE R EHRHE L7V EAE BRI CTHESN TS 5 BIDERFKKRISEY
B, BIENRIVTREIRUIB/ %A LS DIREFZ (3 (F3<BN . Web 7505 TH MFD R{ADE
RO/ 1R AT TRELHR I Z (3 F3<3 B,

(3) FIA_AFL.1(c) Authentication failure handling (F2EEkEXFEDEIDIRLY)

TOE (3 MFD O#RERE RT3 HIIC. FIAFEO1I-—Y—RIETON., EUB—RF AEHLRE UL
NAD—RE—HUBWNEE . BERIVTR" RN TN EDOAVE— IR RLTI—TF—1F #l?z
DBANEEKRTS,

Fz Web IS0 TLBANEERT S,

(4) FIA_AFL.1(d) Authentication failure handllng (RREE K BABFDEYNHRLY)
TOE (& MFD O#seE AT 81C. FIAEOI—F BTN SMERREERF(C SA WERE L
NRAD— =B LB WMEER. BENRILTR” nh.,rm\ijm BEOXvt— YR RLTCI-Y—1F
HOBANEERT D, Tz Web T30 TLBANEERT S,

(5) FIA_ATD.1 User attribute definition (FIA&ERBMES
TOE BH#MEESE . SA BLU—BRAAENRBIZER L#IFTS,

(6) FIA_SOS.1 Verification of secrets (FZNREE)
TOE (& SA. —f&FIAZED/ AT — PR ERICR/NXFHICELBIMEE IR EEER T,

(7) FIA_UAU.1 Timing of authentication(ZREEDH13IY)
FIA_UID.1 Timing of identification(B&3I D31 3I5)
TOE 32NV FIREZEDIATY MDIPIARSAN, BLU Web T50H%E LT MFD BEEDIE
EREFRITBAIIC. ID ESAT—FEAASET. AKOSNEID &/SAD— Y, TOE B E T A& &
ENTWB/SAT— PIERE— BT BCER BT T3, SBEF(FIA_UAU.1)E#581(FIA_UID.1)lF. B
FFICEITSNE A - R OE A DR LB OHRENEFRISND , TI1 - FTIV FDIHE. F
REDFATY DTV — £S5 )1ShbiE bz ID 1Y TOE [CE RSN TOBHEREEL, TUV bTF—4
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% ID CtlC5 4L, TOE [C—BFE&ETET 3.

DREENLDTPDANDZAEICONVTIE, TOE (&, BAIFRENTONSHIC, I7DAT-5EZELE

BRARYDAICIENT S,

(8) FIA_UAU.7 Protected authentication feedback({RE&snhiz71— /D)

TOE [31—Y—FB5ERF(C. SAD— FERITHIC, NAT—RELTAASNEXFHRERED " ** X

FE., BERIP Web T50FICRTTHHAEZIRHT S,

(9) FIA_USB.1 User-subject binding(FIBE&-H7YTH MES
TOE [FERFESN ID oM EEE | SA BLU—RFAAEO®RBIZY T ITHMIBINH TS,

(10)

FMT_MSA.1(a). FMT_MSA.1(b). FMT_MSA.1(c). FMT_MSA.1(d).

FMT_MSA.1(e). FMT_MSA.1(f). FMT_MSA.1(g). FMT_MSA.1(h)
Management of security attributes(tFa1UT7/BHNEIE)

TOE (& Table 44 0&N. £¥1UT4BHEDEEZI—Y —FREHEARICINHRI RSN R AE(C

HIRR T3,
Table 44 1T/ EBHDEE
tXiUT1EHE 1BR1E ®E
P TR A 1B R wE BERE
SA #EAITER BUWEDHE., HE. HIbR. | BEEESE.
YERL SA
— AR FAE BRI F R BMOEDE., HE. HIBR. | REEESE.
YERL SA

PEBE(CXI IS 3 2 %I A& A 1R R MLant. % BMERE.
SA

D.DOC(EABREBRYIARNDAXET—R)ICH | BLWEHE. BIkR. E | —RRFIAE.

9B E & HAER SA. BHE
BE

D.DOC(H#RAHEERYIARNDAAXET—A)ICH | BLWEHE. BIBR. /E | —RRFIFAE.

9 TR & HATER SA. BHE
BE

D.DOC(HEBRYIARDIARTOXET—H) T3t | FLWEDHHE. Ak BHEEE

TR E & HATER

D.DOC(HEBRYDARDIARTOXET—R) T3t it | HI& SA

IR E & HATER

D.DOC(FFAR— IV MO EXET—A)IC | BLWELE. BIBR. E | —RRFIAE.

9 BT HE & HAER BHEEE.
SA

D.DOC(FFMR—F IV FHDTARTOXET—H) | BFLEDE. Ak BHEEE.

(CXRIST BRTA EHAIER SA
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D.FUNC(fEA Va7 70—, BABRERYIR)CH | MUOEDHE., BIBR. fEBL | —RFIAAE.
Y AR EHBAIER SA

D.FUNC(EA Y37 7R—, BABRERNYDR) (x| BLEDHE, Bk HREEE
Y BFEEHBAIER

D.FUNC(#RYaJo0—. £AHRERYIA)CH | BUVEHE., BBk, fERL | REESE
I3 AR EHAER

(11) FMT_MTD.1(a). FMT_MTD.1(b) Management of TSF data (TSF 7—50E&EE)
FMT_SMF.1 Specification of Management Functions (EEH#EEDIETE)
TOE [FFRFESNZEEHBFIRABDOHC. NAT—RERET I 1 —MU3—J1— A% ET S,
HMEEED I\ A) - FREIHBEEEIC. SADNAT— FRESHMEEELSAIC, —&FH
BEONAD-FERER. VATLEBREF—RFIAEBERACHESNDS,

(12) FMT_SMR.1 Security roles(t¥1J)711&%E)
TOE (3t EEE . SA. VATLEBESSU—RAAEORENZHFL. TOREZELLFA
EHICE&EMITTS,

(13) FTA_SSL.3 TSF-initiated termination (TSF &£&)(C£3#8 T)
TOE & Web 75708 CWIS (C—ERE(20 ) D70 AN E NS EEOT1 Y (FREEEYYaY)
U7 LB EEKRT B,
FIBEE RN O—ERERE(10~900 FTERERIRE) DEEDNEIMES L, B/ SRIDEREDD
U7SNEREEEEARS.
TVIB=RIAN/TPIDARIA NED Y3V EREFET . TUV N IPDADERMBERLEL(CEY Y3
Ve TI B,

(14) FDP_ACC.1(a). FDP_ACC.1(b).FDP_ACC.1(c). FDP_ACC.1(d).
FDP_ACC.1(e). FDP_ACC.1(f). FDP_ACC.1(g) . FDP_ACC.1(h) Subset
access control (Y7t 7Ot AHIE),

FDP_ACF.1(a). FDP_ACF.1(b). FDP_ACF.1(c). FDP_ACF.1(d). FDP_ACF.1(e).
FDP_ACF.1(f). FDP_ACF.1(g) .FDP_ACF.1(h) Security attribute based
access control (E¥1UT4EBHICLD 7D ARIE)
TOE (X Table 45 (TR EHD, I—HY—EBEEHEEEIC LD MFD OEAR#FETHIIE—., T7UA, AFv
VT O EHE A ERRE SN R A E(CHIBR T 5,

Table 45 EARBEREADTY DT AH|{H

HERE FFRISNBIRIEERRA FAE
JE—Hae HRECHIL T P AEHA FMEF AEBAIFHRS—HL | BREEE
ZEE . BERIDbOIERENFFRIENS, SA
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HRE RSN BIRECHRA FRAE
A%y —HEEE. WRECH IS TSR AE A BMEF AEHAFHRS—FL | —RAAE

RYRI=DAF v
HrE

SE . BERRIIDLORBINYIANDAT v AREB LU
ENRFIDDDFIAEDFA7Y b FTP =)= Mail -\
—.SMB Y= N\=ADAFv> T —REEHNFRINS,

TPDAMEEE. 511
DRI7H ARk RE

HEREICKRT I 3 F A BRI B R FI A A A H N — L
EE . BENRIDLOEFIPDINDAF v T % ES
JURIREDFAM7Y oD TV b7 —5% MFD #2HTHEFD
POANT —REETHENH TSNS,

TIUB—tee. B
RiNYDARE

HEREICR I 3 F FAE BRI E R T AE MR HHRNS —2L
Ea.FABIATPI M oDT )Y b T —RETIAR—-+T)
YIRE. TV T -RROXET SO BRI
RAXET-I0EOHE UNEFRISN S,

TOE (& Table 46 (LRI ESN., MIRAE T —INDREEH A ZREESNIRRAECHIRT 3.

Table 46 FIRET-INDT7HL A%

FRAET—H

SR SN IR ECRA

FRAE

JaIRITROX
55

D.DOC (T3 IS T HFT A & # A 17T A B E R —
UGS, JE— AFvY, I7DA TV DI TERITHD
XET-ADHIBROEENEF TSNS,

HHEES
SA

HERYIA B
BRYIARDX
EZ25-4

D.FUNC(FRTOFRIRYDR)ICHIST 2FTH H BRI EHRE
FRAEHANBEHRN—HLLEE . IXNTORBRYIADEE
EHIBRMEFRISN S,
D.DOC(HEBRYIARNDIRTOXET—R)ICH ST BFTH
HHEAFREFAE AR FERN—BULE S IXNTORRE
RYDARDXET-INE . MOH L. Z1E. HIFRDEFAIS
ns.

HHEEE

D.FUNC(E ABRBRYDR)ICHI ST SR A & #Al HEREF
REHANERN—BLISE . EARBRNYDANEIECH
BROZFRISN D,
D.DOC(BEBRYIANDIIAEXET—H)CHIGT AR
HAFHREF AEHINFRS—BULS S BRAYIAR
DFFAEXET-30F . BOH L. 215, BIFRNEFRISNS,

—R&FIFHE. SA

EBAIFREESNE VAT LEEE(IL. On Demand Overwrite
HERE(CED D.DOC(BEBRYIARDIARTOXET—H)DHI
BEOFRI SN,

HHEEE
SA

TIAR—=+T)
FRDXET—H

D.DOC(F31R= TV DI RTDOXET—H)ICHIET
SRTAEHAIFHREF| AEHAFHRN—BULEE . T34
R= TV PADTRTOXET—HDER], HIFRDEFRISN

%o

HHEES
SA
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FRET—H RSN IRECIRA FRE

D.DOC(FFAR—= TV MNDORAXET—A)ICHETERT | —HFIRAE
AEHAFEREFAEHNBFRN—HUZIHE ., TIM1X-+
TV FROFREXET—ADENR, HIBRNEFRIIND,
AR SNV AT LEEE(L, On Demand Overwrite | #HEE S
BEBEICED D.DOC(FFAR— IV FRDITARTOXET—H) | SA
DOHIBRNEFRIENS,

JaJo0— D.FUNC(FARTOY3770-) IS T IR HMAIERE | MMEES
FRAEHANFERN—BLEZBE. TATOIYITI0-DBEL
HIBRDEF AT SN B,
D.FUNC(FRTOFEBRRYIA) KIS T HFTH & HE A ERE
FRAEHNFERN—BULZBE. TATOIY3T70-OHRER
YDANDEFRDRIENEF TSNS,
D.FUNC(FARTO Y37 70-)ICxt i g 3 A & # A EHReE
D.DOC(HEBRYIANDTATOXET—R) T T A
EHAEBRN—BUEEE . TATOYITI0-OETHEFA
N3,
D.DOC(EEBRYIARDTATOXET—R) T T E
EHANFHREFAERN TR —BLLIZE. J3a770-0
YZA7WETICEINEERYDANDTIATOXET—SDEN
H U, EENEFAISND,

D.FUNC(EA J3770-)ICRIE TR A EHAEREFMA | SA,—BFAE
EHANEWMN—HLEEE . BAJ3T70-0EIELHIBRY
HFarend,

D.FUNC(B ABRBHRYDR) IS T B3R & # A EIREF
REHANFERN—BLZBE . YaJ70-0HREIRYIAND
EROBENHFAIEIND,

D.FUNC(#A Y37 70— BA Y37 70-)CHIETIRE
EHAI1EHRE D.DOC(ERRNYIZNDREXET—43)Cxt
Y IMABEHANERN—BLLBE. Y3a770-0FETH
HFRlEnd,
D.DOC(HEBRYIANDIABEXET—H)ICHIGTIFESE
HAEIREF AE B BRA—BULEE. Y3770-03=
A7IETIEENFERRVIANDEXET—IDENH L. &
ENEFRIEND,

TOE (3 Table 46 [RYEHD, 1—F—REIHAECIIVRBRYIA, FIARX- TV b, J3770-0
RAFERAESNIZRAECHIRT 3.
TPDARET AR IRNTERBRYDAICEMNT LT, Fid H VIR EERRESN R AE(CHIRT 5,
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o BIETIUIMERE(TIMR—FTU MRE
MFD Tl 754 R—hTUY MCRTFIDREZITOE. FIREBEBDNRAZEDSIMT7V DTV E—RIANT
REIEEERELVRETIIVMETET SIS . HIRIT -4y by T T—RCEH(TIVIR-
A LTTFAR= TV LT —ID CELHTELTRABMN-FTAADEEC—REET S, I
CWIS ho1—4—ID &SAT—FeA AL, FBEERICFAEDSM17Y AT IVEEICEIITIV b
HETET IS EERERICI-—Y—ID CEDTIA K- TV FeLTAREN- FTAADEEIC—FKETE
Nhd,
FAZBR—RBEINCTVY T —SZHERTS12HIC. MFD OERERIVDH1—H—ID &£)IAD—
FEAAL, BEESNSEI——ID (SR IG LTV MFBDUA M IThR TSNS, FIREEIZDUA
MOGENRIFE T FEIEHIBRDIE RO AIREE T3S,

o BERRYDIAIRIEHAE
3ICRRATRSNTVEBWIITETPDAR— B BRIRVDACAF v U T —RETPDARIET —REKHH
FBHENFEETHD,
AF VT -REBRBRYDIAIEMNT BICE. FIAEN MFD 04/ \RILHo1—H—ID £1—-H -1
AD—REARNSET, FBEESNBEAFT v UHBEDF AN R RE(CAD ARE RN L AF v UIERET D
CECED IIT WREFRZEZH BN, REN—-FTAADEEICEET D,
TPDAZET - HEH BRI AIREMTFI5E(CRE1-F-RAIITH T ARBEFRRMENLT
BEGUEF D X DN CRIETFPIARET —A035. £ ERICHBNVIACEE LCRBI7IAZ
ET-ANENENEESNZHEB NI AICEBMICHE NSNS CETRIEEER S,
FLERCEDFEBRVIARIDFEAIBEBTED TR TDIPIARET A EHRBRYIAIEM TS
ENVRIRETHS .
FHESNL1-Y-ID CEOEABRRYDA. — M FIRAENMEE/ RV, CWIS ho1—-H-ID &
NAD—FEANT3E MFD BREBICEFSNLI—Y—ID ENRAT— R —BT 2N EFIVIL. — 3
LEiH B 0H BEEN I URYD AR DT — R T et I Reciz . Bt L0EIRI . HIFRDE1E
MRTREET B,

e ¥3J70—
YaJon-tls. 7\:\"\"in‘\577')7\11=XiO)LfE’E"_:)TU)(; SMB/FTP 5k, XA—JLiEfE. 7
DAEERED, T—ADEE A iE/BIELBE—EDNEDOFN(FIE) %, Hoh UHHEERITERE UK
LOT. ERMBEEXRBICERTD,
J3770—($8RE) IR SNLEAECIERR. FIANTTRETHIN., M EEENMER LIz YT
JO—(ERE)IHEBETHEATE, FnZIE—TEETERANRICHEICER T ENTTEETH
%,
J3770—-(BRE)IHFEOHEBRVIALE R TEET. BRAVIAICXET AN MIN:z
R CEBMNICEREDLENRITEINDIHEEE. RSN AENEBRYDAICERINEZXE
F—HEFEIRLTERIEONIBEIE R T 3HAEN DS,

~

7.1.4. YAFTLEBELF1UT(EE#EE (TSF_FMT)

VATLEBECFIUTIEEKEER. HIBRTEDFRENEANGEREFLEILHIC, VATLEE
BE-R\DOPIEAEVATLEBEDHICHIRLT, FRISNEYATLEBREDH (CIRERIELY
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VAT LEBEDIATY M5 TOE tH1UT (IS BERE LB ETIERENT TS,

(1) FMT_MOF.1 Management of security functions behaviour(Z¥1UT/#EED 55 F
LWOEER)
FMT_MTD.1(a). FMT_MTD.1(b) Management of TSF data (TSF 7—30EE)
FMT_SMF.1 Specification of Management Functions (EE#EEDTE)

TOE (33 A REESNE VAT LEEENDH(C, TEED TOE tF1 T HRE(CRAR TS TOE RET —
ANSRERTELE. BLUSHKBEEOAN/ BEMERET S 1Y TJ1-A&RHT S,
FEINOOMEECED, ERESNZTF1UT(EEEARREIRET D,

BAENRKIDDIITEED TOE tFX1)THEREDREES R, RELEZITIENARETHS,

- N—RTFURADERET HILETEEREORTEESRL. A/E3. LEZEBOHREEITD

- N—RFYADEBERT ISR TEESRL. A3/ EVNOHREEITD

s N—=RTFAADERT IS EF—DREET

- RENRIDODFREIFONAD - MEADKEESEL. B/ EBNDEREEITD

- VATLEBERIAXRRICLIZVICAERHRELZSRL. AN/ BN, EERBOHEZIT

- BMEESE ID &SAD-ROEREET) HHEEEDH AT

- SA. —f&FIFAE ID ORTEESEL ID EAT—FORTEEITD | RARABHDH

- A-HY-)AT—R(—REFIAEE SA)DR/PMIXFHERESBUREEZIT)  RKERIAHFOH

- NERYII—DT R EREED SSL/TLS BIEDHREESHEL. B/ BUHLUHMAHRROEE
'

- RERYRI—DT—R{REMEED IPSec BIEDHREESHL. AN/ EHHLUFHMEBEROZEE
o)

- AERYII—DT—RREREED S/MIME BIENHREEZSHEL. B/ BB LUHMBEROERTE
)

- On Demand Overwrite H4EENEEZS R L. B3/ BNSSUVHIBREFZIDEEE 21T

- A-Y-RAEEDFREES R L. AR/ N R/ BB LUHMBEROKEZITD

- BRETVUMEREOREES R, BE/HRIOREET

- Bft.BRIESRULEREEZTD

- BENRIA— M) THBEDR EES R L. A3/ BB LUV 7HROFREZIT

- BETAMEREDREZSRL. BN/ EYOREET

- LR—MEHDZREESHEL, VATLEEBEERE/FIABEDEREEZIT

FEVATLEBEDIATY Mo Web F50HEEUT CWIS HEEICED. TEED TOE EX1UT(HkE
NFREESRL. RELEE{TOICENARETHD

- WWEEE ID E\AV-FOREET)  HREEEDH T

© SA. —FIRED ID REESML. ID &)I\AV—- FOREETD

© VATLEBERMRRICIZPICAEERREESRL. B/ EY. EERHOREEITI

+ 1-Y-NNAD-R(—RFAEL SA) DRI XFHFIRESRUREEITI  AKEEROH
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s PR AUTAEBEENTREEDR EES B LA/ EDDEREEITD
(BDEE, tX1)TABEEOT T3 TRYNDTFEFANIPMIV T, YATLEBEDS(T7 Vb PC
E(CHHYO— KT BIENTTRE, )

- WERYMI—DT—RREWEED SSL/TLS BIEDEEES R L. B/ BEUHLUFMBROFZTE

11O

© RERRY R -DT-RREREED IPSec BIENREES R, B/ EMHLVFHMIFHROREE
15

© RERRY D -DT-SREHEED SNMP BIEDRTEES R L. AN/ BNSIUVHHIBFROZEE
13

- RERRY D -DT-SREMEED S/MIME BIEDREESRL. B3/ FEIBSLUHMERDHRTE
11

- X.509 FEBAEZER/7YT0O— F/HDV0- KT 3

- On Demand Overwrite HREDREZS L. B/ BENH LUVRIREFZIOEZEZ1TO
- A-Y-FRAIREEDEREESRU. AR/ N R/ BB LUHRBEROZREEZIT
- CWIS #— M) )7HREDEREES R L. AR/ BUOREEITO

(2) FMT_MSA.3(a). FMT_MSA.3(b). FMT_MSA.3(c). FMT_MSA.3(d).
FMT_MSA.3(e). FMT_MSA.3(f). FMT_MSA.3(g). FMT_MSA.3(h)
Static attribute initialization (3fIEH4E#EA1E)
TOE BEXRBEETHIIC 1L, T)UA—HEEE. AFvF—HEEE. J7D A B (L LEF1UT/ B
DT 74 MEELTLBEREEFRIZER E T D,
7= D.DOC. D.FUNCICEALEFa)T1BHEDT 74 MEEL T, FRE & HAIIERIC. YER LRI A
FHHANFREF AR RAEHANIEREERTET S,
72 D.DOC (779 A%E) ICAALEF VT BHEDT I4IL MEEL T, 77DAT =5 (AREHET—3)
EZETIHREBRYIAOMBEEFRANEREZHRET D,

(3) FMT_SMR.1 Security roles(t¥1)7/1&=E)
TOE [JtEMEEE. SA. VATLEBRENREIZHEL. ZORINZESLHAZICEERTTL
%,

71.1.5. AAMI—IVIZTEEHIBEH#EEE (TSF_CE_LIMIT)

DA IV IZT7RERIREREL . DA -IVI TR VAT LERE LF1UT EE AL
(TSF_FMT)ICRAT 3R ENSRESLUVERNHELBVLIICHANR-IVIZTOVATLEEEE-F
NOEFEHIRT SHERETH S,

COWREICED DAY —TIVIZPICLB R ELE BN HKLLLS,

(1) FMT_MOF.1 Management of security functions behaviour(Z¥*a1U7/#8ED53F
LOERE)
FMT_MTD.1(a) Management of TSF data (TSF F—A2NEE)
FMT_SMF.1 Specification of Management Functions (EE#EEDTE)
TOEZRRESNE VAT LEBEDHC. BIE/SRIVECWIS MOHA M-IV IZ7IREHIRRHEAEIC
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9% TOE BRET DS RERTE L E(HEEDE R/ EX)DIHD1—Y—(1V3—-J1—- A& 1R #
I%.
FECOHERICINERINZ LX) T EEMAEEIRI T D,

(2) FMT_SMR.1 Security roles (£¥1)71#%Zl)
TOE BYATLEBEDREIMHEFEL. Z0REEVATLEEE(CAEM TS,

1.1.6. t¥1UT1EEOTHEE(TSF_FAU)

ERIVTAEEOTHREL., VATLEBECINVATLEEEE - FCRESNIEEZOTREICH
L\, IATO TOE MABCHULT, L2, D, EQLIBHERETIDELVIFERPEERIAY MHIZ
SFEFECEREE., 1-Y-1R4ELE)E. BHRRIILHOTF1IT(EEOTHEEEZRIT S,

(1) FAU_GEN.1 Audit data generation(B&ET—34% /)
BEETADERE. ERSNLEBERMRIAY M, EEOVICRRHFINDIEERIT S,

Table 47 [CEEENT DFMETRT

Table 47 BEE&ENT DEFHA

BEBEOTHZRANVME. L TORERT—AEHITEREFRIND, :

Log ID: EEEMV#EFIFELTORELES (1~60000)

Date: Bf+7—%(yyyy/mm/dd, mm/dd/yyyy, dd/mm/yyyy ®L\3nh)

Time: BZl7—4% (hh:mm:ss)

Logged Events: /XY bR (TRK 32 HIDEEXFSI)

User Name: fIfA& 4 (&KX 32 HfidEEXF5)

Description: 1AV MIBAT2HNBEDERBA (K 32 HIOEEXF I THMI TERSEOL)
Status: 1AV FOMIEBFERE LAIREE (B K 32 HTOEEXFIITEHEMI TS EOCY)
Optionally Logged Items: @ R7FIE H LSHCEEOIARESNDBMNER (FT U0 MEAE
H]EF)

Logged Events Description Status

T\ 2ADIRREE L

Started normally(cold boot)
Started normally(warm boot) | -
Shutdown requested
System Status User operation(Local) Start/End

Scheduled Image

. Successful/Failed
Overwriting started

Scheduled Image

. - Successful/Failed
Overwriting finished
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Logged Events Description Status
Self Test Successful/Failed
1—-Y—F85E
Login Successful, Failed(Invalid
UserlID), Failed(Invalid
Logout

Login/Logout

Password), Failed

Locked System Administrator
Authentication

Detected continuous
Authentication Fail

(REREI%LRTE)

BBV -ZE

Audit Policy Audit Log ‘ Enable/Disable
J3TAT-HA
Print _
Copy Completed, Completed
Scan with Warnings, Canceled
Job Status Fax by User, Canceled by
Mailbox Shutdown, Aborted,
Print Reports Unknown
Job Flow Service
TIMABREER

Device Settings

Adjust Time
Create Mailbox™!
Delete Mailbox™*

_ Successful/Failed

Switch Authentication Mode | Successful
Change Security Setting (GREEBHRF)
View Security Setting Successful

T 2T —INDT I

Device Data

Communication

Import Certificate
Delete Certificate
Add Address Entry
Delete Address Entry
Edit Address Entry
Export Audit Log

Trusted Communication

Successful/Failed

Failed
(FRMLEBELELRE)

*1)Mailbox [FHERVIAERT

(2) FAU_GEN.2 User identity association(F| & #3150 EF(7)

TOE BEZINEEERNRIAY MeBEEDTI7MIARRERT B8, ZDREEB7ZFI AEDH B

TEHRICREE (T TRREL TS,
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(3) FAU_SAR.1 Audit review (BE&LE1-)
X IUTAEBENT TR HEINLITATOERE. SiH HBIEERIIT 5,
FE"TEANTIPAIVELTRETZ"ELODEBFHDORAVNHD ., CORBECLNEF1) T BEEODTT—4%.
STRUINDTFARIPAIVELT, Av0—-RFBHEN KD, EF1UT(BEENTTF-AEADIV0—
R BEEE. Web I35 0 ERIBAT3RI1IC. SSL/TLS BIEEA MR ESNTULVEIFNERLEL,

(4) FAU_SAR.2 Restricted audit review(BREEZELE1-)
X FMEENTTADHAELE. RSNV ATLEBREDHICRET S,
XA TAEENTTANOTIEAR . VAT LEEBEN Web 75050 ERAIEET. #1E/ %IV
WMo7Ht AT HELL, YATLEEEN Web I35 & ELTTOEADT 1Y LTWVEIFNIE,
VAT LEBEORI(AJMV)&ICERTEEICE S,

(5) FAU_STG.1 Protected audit trail storage({R &SN EE TSI IAEHR)
X TAEERNT T A3 5H H UBEREDH T HIBRIERE DS ERREEFELE FEGHRS AP
WEHLREINTLVS,

(6) FAU_STG.4 Prevention of audit data loss(B5Z&T—AR48%0NRAHLL)
EFXITABEENT TINERICEOTr . RVEVIM LRIV T CRBEINEEE T —AICLEEL
T HULWEET-ANMERTBIELGERSIND,
EERXOTRNEDIRY M B4 LAY TEHIZ NVRAM [CRTFESN 50 HICZELESEE . NVRAM £
OOY% 50 FEET—20774 (U T, TEEAY 77V IEMES)ELT, REN—RTF1AVEEA
REELT. &K 15,000 DIV MREFETRENH KD, 15,000 458255 EE. — B S
WA LARY T CRRERSNEEEOT 771 VD DIEREE LT, #BIRLTIARY MYEEEREN S,

(7) FPT_STM.1 Reliable time stamps(&{EEA1 LAV T)
EBRNLEERIRINY MEEEOT 771 IARET BEFC. TOE B> TWSIOvDEEEIC LS54
L2V TEFHITT AT IRIEET S,
BFETDEREZE BIL TSF_FMT (CEND VAT LEBEDH N AIEETHD,

1.1.7. RERYRI=HT—R{REMEE(TSF_NET_PROT)

RERRY M) —DT7 - REEMRER . YATLEBECINVATLEREE-FTHRESNIZTE 4 207
ARIEREDERICLD. RERRY FD—DT—SREREEN IR SND,

(1) FTP_ITC.1 Inter-TSF trusted channel (TSF & {EEFv=RIL)
TOEETOE #EEE5E IT AR TEF1 7B T — 3@ ENMRIENIBELERETOMILCLD,
XE7—3(User Document Data). Y3a770-6LUEHERYIA (User Function Data).
FIUTABEEOIT-ABLU TOE BRET—HERETIHEZIRET D, COBEBEFrRIVE. #th
DBETFrRIVEREBHICKBISN DR RDRIESNZHAN B LUHELRBN L. BIET 5%
RETIEENEFOTUS,
B{RMIZIE TOE ERBFEDFAT7Y b, B—)1—[ED Web (LL2:@1E. TUVA—ESM11NDEIE. T7D
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ARSANDBEIE. E-mail DBIE. RYFI—DAFvUDRIE. MIB DB EERETSHEETHS.

a) SSL/TLS Fokai

VAT LEBECINI AT LEBEE—RFTERESNLISSL/TLS BEICHEN. RERvbI—DL%E
FNBIXET—A, tF1UT(EEOT TP TOE /RET—HEHRETDI—DELT, tFa7hBT—4
BIEMMREEENS. SSL/TLS 7O RIS RE LTV,

TOE W5®tIs9 2HEREICED . SSL/TLS H—)\—F7#(E SSL/TLS H3534 7 reULTEMET B ENH
%, Ffo SSL/TLS FOPIICHIETBEICED. R TOE EYE— MEDT—HEEL. FEEPHS A
DEADLIRETIENHE KD, RENDREL, TEROHEEICINBET AEEEILTRILIC
JOTEIRTS, LEBSREILIIVDERRICERIN, MFD RMADEREVIFT5H. FLEt
VAVDR T ERBFICHEBT %,

- SSLv3/TLSv1 FOMILELTA SN S iR BOIE S 52
BARICIE, TROBESIERM— bOfRIMADRIRSNS,

SSL/TLS OES{E2M— HEBEES AR/ BY(X NyYa1AR
SSL_RSA_WITH_RC4_128_SHA RC4/128 Evh SHA1
SSL_RSA_WITH_3DES_EDE_CBC_SHA | 3KeyTriple-DES/168 £+ SHA1
TLS_RSA_WITH_AES_128_CBC_SHA | AES/128 Evh SHA1
TLS_RSA_WITH_AES_256_CBC_SHA | AES/256 Evh SHA1

FERESMHLDORENIL . SSL/TLS BEEEE7O IO HMAC(Hashed Message
Authentication Code — IETF RFC2104)#4 a5 A T3E(CLOTERT D,

Web D547 b T SSL/TLS BIEEAMICTIE. D17V M DDERIE HTTPS %@L T, 215
LEFNIEEoiL, SSL/TLS #1El&. IPSec, SNMPv3 . S/MIME #ty b Py 79351, FE
ATFLEBEN X1V TAEENTT-EF U0 FFBRICEDICERESNTOEITNERSE,

b) IPSec Z7ArdlL
VAT LEBECINVATLEBEET - FTRESNELIIPSec BEICHKL. REBRYFI-DEER
NBIXETA, LX) T(EEODTT AP TOE RET—HERETD—DOELT, tFa17h7 4@
ENMRIEENS. IPSec FORIVICHIE LTINS,
IPSec 7O LI, TOE EUE— FEITED LTS IPSec BIEEITONEL VO, M EPES7)LT)
ALBEDNIA—REEERTILHD, CFX1)TA7VII—VaV0ENLET D, 7YII—YavDHEL
ZIEESNZHFED IP 7RV ABDOETOBEET—AE. TOE OFEIR OFF FLFUEYFENBET
IPSec M FFVAR—FE—RICENEEBEEND, BHESHRIETIIVORRFICERSN. MFD K
KOEREVIET 2N, FLB IV TERBFISERT .

-IPSec 7O pJJL(ESP:Encapsulating Security Payload)&LTA RSN EGE B0 S
BAMICE. TROEZERBEESAKE WY1 AKXOMEHENEORINIIEREND,

HERES AN/ BY(X ACPEY; -
AES/128 Evh SHA1

3Key Triple-DES/168 Ewt SHA1
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c) SNMPv3 Z7akail
VATLEBEICIN VAT LEBEE - FCEREINEZISNMPY3 @EE JIICH L., 2y I)—DEETO
F2LO SNMP £FIAT 380, £F1UTYY1—Yav0—2ELT, SNMPv3 70 USRS LTLY
3. SNMPv3 7ORILIE IETF RFC3414 THRESNTVBLIIC, F-ADREELOHEHT, &
SNMP Ayt—J%EREET 3=hICERSND,
COMERERE AT (T, FBEINAD—RETIANY—(REEIL)NAD—FOE A%, TOE EJE— MY
—N—=0OmAICEy b PyTUEBIFNEELEN, FENARAT—RIHIC8 XFULTERLEBINEES
By,
SNMPv3 MEFREE(E SHA-1 \waB#EFERAL., FiES1t(d CBC -DES 2R Y%., LHIES
Rt YaV0RIBRFICERSN. MFD KIKDEREZVIMTHH. FLEEIaV 0 T ERFFICHR
EE-R

-SNMPv3 7O RIIELTE RSN IEGEORE S

Hmirs AR/ /Y1 X N1l =R
DES/56 Evk SHA1

d) S/MIME ZOkail
VAT LEBECEINI AT LEBEE— FTERESNLIS/MIME BIEIICHREL. RERYEI—DEL
VSN Ry M) —D EERNIXET—HERETEI—DELT. LF17LBA-IBENMRIIENS.
S/MIME F0FLICHE LTS,
S/MIME BEBA—ILDiEZIEWEEICED. HEEBF AN TEETIIHEDA—IERERFIR L TO
XET-ADEEE"R, £t S/MIME BRAA—ILDEZEBEEICLD. XET-HDZEPRIVERHIE
EE
BREESREA-IILOESLRREICERIN. MFD XMADEREVIMT2H. FLEA-ILOES
LT ERFISERT S,

- S/MIME 7ORJLELTERSNS A—ILEBOIE S
BRMICE, FTREOEERESARE\WV1AXDOBHEDEORINIZEREIRT S,

HEREs AR/ Ry X NvYa1AR
RC2/128 Evh SHA1

3Key Triple-DES/168 £k SHA1

1.1.8. AVI74A—=Y3ay70—tFa1)71#8E(TSF_INF_FLOW)
41074 *A=3v70-tF1)T1#4EElL. external interfaces(4MERM VA—J1—A)E
Shared-medium interfaces(R&8RxY bI—D)REICHITEEFRISNBLVBIEZFHIFR T HHEETHD,

(1) FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces
TOE &, 4 &1V 8—TJ1— AN 0 Z (TE LN T —AZNIBLBLRNERRY M) —DAERIE T B L ZHIRT
B TRCRENEIRIET S,
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NERAVR—TI—2A

SMI(R &Ry bD—0) MBS T BRI AE

USB(T/M1R)

TIVET—HBZERAVI-TI-ATHN. . DIV E—T1—2
NDERE(FEFRI SN,

CE:TIVMITRTFAR-FTIV INEBESNSD . 1D D
POARBEICENTPDAEESND)

T7DAR—F/USB(RAH)

FEADUSB 1 U3—71—ATIY bO—FiR— FEEHTESNTIVS D
POAR—F&BUT TOE [CRELTIEATEIERTEY, A%
BREERECRABRYII-DBTT—32RTESBLOT, &
REFRRZENRELCARERT -FERAERY FI—D%
fBICESILY,
BHRRYDAIEMSNIE D7D ARET - SERBRYI AT —F
—DY3770-DH(CEIRERRY FT—DADEIENTRETHS,

Ethernet

T T =R ZE LG E R MMDM A —T1— ANDERE S EF
AIENILN,

HDR1—HY—FT—REFBEEIIMTV MY —N—hoRETSC
EFEFRISNTLVEL, BmE SN B CEld iy,

GE: YV ITETIAR= M) MEFESND D H1LD D
PHABBEC LN IPDAEIESND)

FRBEDIM7 Mo IR ERZZELZEE. 1
SRELHEREN SN EREREEICER ESN TLVBE. TOE (358 A R AL E R
% LDAP H—/\—ZFz[x Kerberos H—)\—A#%{ET 3,

BRI

BERRIDLOBEEFE RICIE I A RN D ETHD,
FARESRIDDDA N T—REHRREBLICHDS VE3—T1— 2
NEBRETHHEREIR LN,

11— —SREEHRE NS N EREREEICER E SN TLVBE, TOE (F38% 51
FRELTE#R% LDAP Y—)V—F(3 Kerberos H—)\—AX{ET
%o

1.1.9. BETAMERE(TSF_S_TEST)

TOE ($, TSF E4T2— FBLU TSF T AN E M EREL T HLHDE S TA MEREERITT HZEH'A]

BETHD,

(1) FPT_TST.1 TSF testing (TSF 7AkF)

TOE [3#2E8FIC NVRAM £ SEEPROM O TSF F—AZ 2O ZR & L. EEFFIIIE/E/SRIVICT

T—ERTT B,

EREUVEEDT T3, BitOBRT—SR3INLICREFNEIVEHEREDRH I LE L,

F7z TOE FiEEBEICEC T A MEEEN SR ESNTLVSE, Controller ROM OF1yhY LEETE LR

EDEE—HT N R LEERIIEE RIS -ERTT D,
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8. ST B&EE-FHEE (Acronyms And Terminology)

8.1. HB&EE (Acronyms)
A ST [CHIIBREEELIFICHATS,

iE EERNB

ADF BHEREfEEDEE (Auto Document Feeder)

CC JEV9347)7(Common Criteria)

CE NARY—IVYZ7(Customer Engineer)

CWIS tUR—17403—2y —EA(Centre Ware Internet Service)

DRAM H4F39D5 05 L7t AAEY(Dynamic Randam Access Memory)

EAL SFEREEL NJL(Evaluation Assurance Level)

FIPS PUB K EDEFRIFIRLIBIZLED H MR ¥ (Federal Information Processing
Standard publication)

IIT E& A H3—3F)(Image Input Terminal)

10T E{&H H58—3+I)L(Image Output Terminal)

IT fE#R i fif (Information Technology)

IP 413 —2%yr7A RV (Internet Protocol)

MFD FIRIEE#E(Multi Function Device)

NVRAM TERMESVH LT AAEY(Non Volatile Random Access Memory)

PDL R—JgBk E5&(Page Description Language)

PP 70752370774 )L (Protection Profile)

SAR tF1UT1REEEH(Security Assurance Requirement)
TN ACEFESNZESRMICEEFHZ ATRER ROM

SEEPROM (Serial Electronically Erasable and Programmable Read Only
Memory)

SFP t¥a1YUTs# 858t (Security Function Policy)

SFR t¥a)TH#BEZE 4 (Security Functional Requirement)

SMTP BFA—)LEETFOMIIL(Simple Mail Transfer Protocol)

SOF HEBESSE (Strength of Function)

ST t¥a1)748—5v(Security Target)

TOE ST xf & (Target of Evaluation)

TSF TOE %17 1##E(TOE Security Function)
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8.2. HiE (Terminology)
& ST (CH2 FAEELTICHTS,
& ST TORE TENE
H54L5 R I7D2 DIATY + PC DEEN SEE T7I ARIEIE TEAREICT DAL, T7IAKSA

(Direct Fax)

NefT LT TOE AT —HZX{ELENRIT 2 CEBLT7DAZEET B,

AF v /Y RI=D2
Fvy
(Scan / Network

TOE M#&4E/ IR0 TOE NOBBRYDAN, FerybI—H
(SMB/FTP/SMTP 7O FL)EERT. NVIVDHFIFIA—, FTP F—)1—,
A= —N=—~E#ERETE RO AT RE . FIERFIC PDF, TIFF, JPEG FADE

Scan) e EN AT RE,
BRI AL BT ANE AR v X B Tr AKX B TOE NIRRT 35
.. Ok,
BB BT B THCRB AR A HEN X BE AL (ELED, 3T
D EOAVE - AhBEDH S CER AT AT,
ST MR AR ET 5L CEE Y NI G, B ER
I BB LE . B EEL LR A Uk VB AT A7 —5% TOE Mic—E
SHL . BAIBI I N SR T BIEE. BHO kR 1Ay MEBEBIELD
(OB XY M A HEETES,
SaF 70— I3770-EEAF YU X EREDERIEAEPERIELBE—ENNEDTNED
It TOE L3 L T TR R M B R E A B ML T B I EE.
P TOER®D Web H—N—=T&N. FIAEFEDS147> D Web 77'7'&75'17“ LT.TOE
P ;wwa& 2. RELE. XEOBMDH L/ ERIERNCEZY—E2TH
JEA(CWIS) CWIS (. Windows DiE# Web J50HY TERTRIENTES,
“y_m: TOE (& AEE AT 3 A1l FIFAE OBAIET-C TOE DR REEIHE
(User ENMNIBHDEERETH D,

Authentication)

RARFBELESNERFREED2DDE— FOHD, EBOhDE- FTEMET S,

N7 H
(Local
Authentication)

TOE O1—4H—
:E_ |\o

E\EEE MFD ‘L ﬁbf::l.—*f—'r *Efé{EFﬁ Ll_cm. HEMEEQ??i

51“ HBEIL M.

TOEG):L_-U- nrbn]._t&yi‘ﬁlznmnl_t-'j }\ ('—%ffibrl ﬂ_'lﬁﬁ§1ﬁﬁﬁbrnun

(Remote HEETIE-F,

Authentication)

LTEFHE . w _ —

(Hard Disk Data AEBN— RTAAVEE LICEBSNEXETAZHIBRT R, TDT 518
. HEHETATLEEZTIEEZTRT,

Overwrite)

On Demand REN—RTAADEE LICERINEXETAEYZ17IEIT. BRIEEE

Overwrite 1TICEDEIRRL. 3b(hi§%/ﬁ£g—é*§&éﬁbo

— e i N—YER E B (PDL) TR SNEZENRIT—AZ MR L. EV YT T—ARICE

TAVIR— XHERE

?@3’61‘%550
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A ST CORGE EEANE
FuH—Z TAVR—ZAHREICED ., R—YEh S5 (PDL) TSN T — A&/ L. EY

rYTT-RICERTBE,

IVATLEBEE-F
(system
administrator
mode)

—MRFIAEN MFD OWEEEFIAT 3 E/EFE— REBAIC, YATLEEEN
TOE OERRFEICENDE T, TOE HBRNDENERE® TOE 1) T1HaER
ENSR/BHE, REEDEEEITIBMEE-F,

A—b0U7PHERE
(Auto Clear)

BAENRIELY CWIS hoflt EFELLBLRET—E DR RNEA LI
&, BEIMICEREENOT 7 FENBHEETH D BIE\RILDZ AT - U7
FrfE DEX EN FTRE,

AAMNR—IVIZ?

(Customer MFD QORSF/MEEBZITIIVIZY,

Engineer)

sea WEEEIE. TOE 3577:(315'?5%&“%'((,\5ﬁﬁi(:*E?%Eﬁ’éEﬁ UT7OtAT3

(attacker) BETHd. WEBEICEL. RFESNZRABTEHSH ., EDERXRERLTZIER
I3ELEEND,

BENRI

(Control Panel)

MFD OBEICHERRAY VT B9F RN TAAT VAW EESNZ) IR,

—RFABDIMTY
S

—RFAENFATEIIIMT UL,

V27 LEEE VAT LERENFATEIIA TV, VATLEEE Web T ERL
D5ATUE MFD (3L T, TOE BE7—A0RBOBERAET.
J— II'I.. =A77° N
U{’j"_”;ﬁ’ YOS 1OE OBEEE LB Ty MY — - ER T

iy —BHREDSA T b EOF—AEFIRIERCRIET, MFD AT —SEA(EL.
TPDARIAN
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EEI7DAEETH(HA LD IO AMEE)2H DY T RO 7 THN— MR FIRE
DIATVTEAT S,

TIVB—FIAN
(Printer driver)

—RFAEDIAT7V L LDT 3%, MFD h'EEIRATREB A —YECik 555
(PDL) TR SNIZENRI T —R(CE#THYIMIITT, FIRED A7V FTE
AY%.

MFD WZIRAIREBA— YRR E 55 (PDL) THERSNET —4, FIRIT—3(Z.

FNRIT—4 TOE OFIViR—X#EETEY by T F—RICE]EN D,
P MFD E*ﬁﬁfi_‘g‘é/\— ROI7ZI1Zy MEITITONGBIEDHS. AV FEZDL AR
VAELTEREIND T4,
AE—BEEEICEDFRARAENET A BLUTIVA—HEEICIDFIRE DA 7Y
EvbIvTIT—4 MOEESNEERIT -3 T IV R— A EETERLET 4, EvMNYTT—

S3MBEAXTERERL RN FTAADEECARHIND,

REN—RT4ADE
EhbDHI| R

REN—-FTAADEENLOHIBREE B LIZIEE . EEFEROBIFROEET

J. INHE, XET-AINREN-FT4ADEENGHIBRSNIZH & ST
PEEFERIEIBRINDLY. SHEMICHIBRINEXET AR LTPIEAT
BEFHELTEE, UNULXET-HBERRDIZENTOEIREELRD, X&
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tFIITEEDTT

EELERERE, 1I-Y—FLBE. TIMANTRELLEEZEGERE. T
DUMEI ()DL TESLIE L, TEDFER JEVORE K TR R ICREER LI L D,

—DIMT VB LTS —N-FB—RFAEISIM7Y FRAICEESN TS,
TOE OHREICHRDI LN DT 5,

RER Ry FI—DZ7N 2% TOE DREEECHRNDZ LS DT 4,

TOE ®EF—4

TOE [C&>THEREN D TOE (AL THERENTT—ATHN, TOE Ot +FaY
TAMBEICR BT 5 A3 REEDHIHET o

NI TSF T—A0—ETHN, EARMICIITEDOT—ITH3:
N—RF1ADERET A LESFFR. \—RFTAAVERBT - IBESLER. V2
TLEBERFR. DA IV IZT7REFIRIER . K IRV ODEIERD
NAD—RERABER. 1-Y— 127 ROR/NXFHIER. FIFAHE ID &)IA7D
—FER, VATLEBERIRRICLZ7IEAESER. AERYI—DF
—RREFER. XV TAEBEOTERERR. - -REEHER. EETIOH
1B, 72— MU7IER. B2 TAMER. Lik— M AEHR. B -BZIER,

ESb¥—

HABSANTS 12 HOXRMT. W)\~ FFAVEBAES LA
. COF—RELECRE S REERT B,

BESEF—ZtEICHEEERMSNS 256 EVIDT—3, WEN-FTAAVEE
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NREBFEER. TPDAEE . RIEDT NSNS EHREBRSNDH,

AR EFEE IR

(public telephone

line)
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